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FRNEMSNG LoadBalancer , Rt RTUARIRE ; EEANTFTRMTTIAmESRER, B
LUIESRR |, MR EERE.

XFZ NICHim , BERRE interface ., BEIRINSLE T RME IP, BRHNEFZ
JETUiE B BANFTER.
VSphereCluster.status.conditions[SelfBuiltLoadBalancerReady] {¥R%4s VIP &%

., EARLIES] vsphereCluster.status.ready , RILFERIEHEERER]BELE VIP {14bT
Wi FE AP B iR E R
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B X DCS iEBRFBAF |, 755 57E Huawei DCS _FHiEER, BXEBE4LEBYR | F3HEES
B_LOIEERE. B¥ vSphere , BS54 S S AETE,
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0 Alauda Container Platform Q =

Alauda Container Platform > €8 > 1f Alauda OS E4IE > HE > FMSERERRES

MMV E R R BB E

Alauda Container Platform 278 M K& RS —AFT 5484 |, AFE Kube-OVN X
BRERBHNBAAHTFE e, XEAHRNEGRRERGREE , BOAER global SEEHFER
HIE—BE,

LA S EHFEEITREE, FARRZES : Y4 global EHEWFEHUTAE
g | B XOEEN RSN RGAREERNTEE. BeFEBEEFEILVSERNOTE , AT
THBRX PR

BEAZER AL RE, HEEENECIEEHINER , IAEERHTAIBIHACE.

B=x

P ]|

HERENINE

k7K global SR B

Bl FEHAEHERCE
FFaaZ Al
BLE —HECE
% 2 35 — 43 RegistryCredential Secret
5535 — QUSRS | AAEE
%45 — WIESEE

BRAEIAYE

HUE A
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W
IR RERS ERHR
, WK R REB AT N H
global & . . ean
B THE. TAVSERESUWEZBE. Mt=EFAT YA global
SHMERANCE.

1E -system FRBIEE .
chaasTsysten L 5 S B TR FI
RegistryCredential Secret , 3@

e cpaas.io/registry-reference FREM KO, FENFELERNE
' - FERIERES..

Cluster 3|fi% Secret,

XPAESOE AT A ERE R A, BOAERITERE , RtEm T8 Web Ul 412
SR, TREERRET YAML #HTECE : SEAIER S RA RN G ERIE , Fik
LERTRERATHCEN  FE AR USSR YAML TR,

G R m NS

ZS8E1E AT Alauda Container Platform 7EMV 45 & 8 _ERIEFEIRHFAAH |, HI20 Kube-
OVN PARAZAFENX B HITF a8k,

UTABERER. SINEHEHMVUENTRE , #EHER TR CERASREHPET—
Ll

ENEFN AR FHRIR

kubeadm &1 KubeadmControlPlane.spec.kubeadmConfigSpec.clusterConfiguration.imageR
5 : kube- BMEHBEERAMREXFR. 1 Huawei DCS MR BIMEF |, %FEA
apiserver, cloud.alauda.io/alauda , SIRERGHGTTUMNBAGESE . NFRXLGEBRY
kube- B FEBUATFER , RS BNST R AR ILEL.

controller-

manager,

kube-

scheduler,

eted,



ENEFANIAES
CoreDNS #1

kube-proxy

pause (¥P%8)

Bl

RERIRIER
SRIAES

FRAENATI %
PSS
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HRIR

TR ERNRZHZITRECE. SIFNBRIERSEBRSTE containerd PIREZACE ; ©
Kubernetes Xt & fi#4T.

FHFE elemental install HARIMAREAEFHERNE , NFABEREL base-ime
base-image-iso ,lttﬁﬂ‘ﬁﬁﬁﬁﬁﬁﬁﬁié&é?ﬁo

BN TR ARG S| AFHER Secret, HENECE FAHBKRIR.

k7% global EHIGE

XREIANITA , THECE. SIBERN AR cpaas.io/registry-reference #r%& , A&EH
MEERS global EHMRIKBGE.

HAEM AT E RNV & BURTFE CERREKREFHRIE :

s FEHMHEIINEE — FAKMUAEUEFMETE global &M cpaas-system i
B public-registry-credential Secret N, A KBRS AR EEREEIS M

H}

N

Secret fEMTH G FE. RELFHRMLL , &% Secret RFMNEFEESFERANCE , FALARRT
T EEXM )

o EACE — ALEFEE Secret , FAAHBIREIREMCRHIITFALREFHbL,

TEXPFERT |, operator L5 XN EEHITACE.

MR EEH T RITAAR global &# E pPlatform Built-in SR |, BESFEAN
BOERMINRHEAE,

Bl FEBAEEHETHCE

pi ATl
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RATAFE global £RE¥MK cpaas-system dn&ZT[AIF I Secret. 3|k Secret ISR
WNIRIE B 2 R EREUE Secret EAF1E.

s TAGEITNGMIFERTRAM ; RHFEM global HFINE , HAREEMXERE
ilal,

o THAEDAEBEMIRAR Alauda Container Platform Core , MARITXIFEZEBE_E W
FNMFEBHNRER. BSHESCE.

F1E —HELE
FERLKEGETNRIERACE. EEABRERZIEITERSE.

AT RRE T CEMIBERNE :

o TAREFHFRRAMK Alauda Container Platform Core, HAF 4G EGBV0SRE
BIFEAIEERERRA R CPU ZEMILEL,

o [% Core ZSMAFTBERNBERTIRITIEREH LK FEHMG. RABRMEXARHEG —
FARRHES AR , BASEZFATFREAS . BRHXLFEARNZAES Core —it
Lz,

ERHERSNIDTF A5G CENX MR Core Package HERIEDIR | IR TR BENENE
PR, B S RAEE B ARRRAS TEK,

RIe . ABIRMEFRIENT RA CEREBIaN :

export DEDICATED_REGISTRY="<registry-host>:<port>"
curl -sk "https://${DEDICATED_REGISTRY}/v2/" -0 /dev/null -w '%{http_cod
ei\n'

X ARG RIAMER TLS, EEREC K FEHE R MK AP FHHACS LERCEMIRE.

/v2/ BRO{JET Registry HTTP API &K, I H — Bk scheme — A&7 Secret 2i{F4T
ERHFTERT.

I WARNING

BHEARERZIRIEANS . FEEIRTECEMNEINATUSE) — kubeadm 2 WHA S EREAT
ZEHIFE , FET RATRAIE) Ready |, SREFREEMRER, REAANBTAKEZARELR , [


http://localhost:4173/container_platform/zh/install/prepare/external-platform-image-registry.html#prepare-the-target-version-payload
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FFEA Pod RFE ImagePullBackoff , XLLTRSERMMIGEREMELLSHIIES.

Vivin

% 2 &5 — 41} RegistryCredential Secret

£ global M cpaas-system & =T[EPEE Secret, EF LS RH{UIETRFR , EIL
REBAMGEZTE ; Hthda R TEFE R K Secret #2205,

HERYRESME T , TIAZTE shell iR/ RFFHAE. Shell SEHEANHS (BIER
i) ICRFIARICKT ; ERRERE AN SE TXHFREIA.,

registry-credential.env

registry=<registry-host>:<port>
username=<username>

password=<password>

SNTEZEE , R{RE registry 1T, FHFEMBINRIT,

BREISCAANSR , MBI Secret , SRfE R EL MR -

chmod 600 registry-credential.env
REGISTRY_CREDENTIAL_NAME="<registry-credential-name>"

kubectl create secret generic "${REGISTRY_CREDENTIAL_NAME}" \
--namespace cpaas-system \

--from-env-file=registry-credential.env

rm -f registry-credential.env

I WARNING

BOMER kubectl apply BUEEIE Secret. X Fi apply S HNABRIER (BREEPHEN
{B) 127k Secret HE M kubectl.kubernetes.io/last-applied-configuration JEfi#.
kubectl create AEBAMIEFH., T XLERELL stringbata E base64 data FERE

A, X—R#hEH ; base64 24rb , MAERIFHEHE.
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XHFRE—ITERRE key=value ., FIIAERME|S — kubectl SIRFH{EAIESSF
., Kt password="s3cret" S¥BAESISH "s3cret" FE K. BEIJUEE = MH
HAATE ; BITHRREFE— = BTHREME.

% Secret QIZNEBARIZEELCA opaque |, HAMXHRBE BIEFHK. FABIHREMAELEE
IRRIEEEE , KIGEERIE(EM 3| FiX Secret R BIN LT MRE -

kubectl label secret "${REGISTRY_CREDENTIAL_NAME}" --namespace cpaas-syst
em --overwrite \
capi.cpaas.io/provider=registry-credential \

cpaas.io/registry-credential-format=direct

L3 W &iE
Namespace 2 WA cpaas-system .
é;api.cpaas.io/provider BR a LZ‘?E?\] registry-credential .
STFREIZEKEIE , B HREE R
. AR TEA i
cpaas.io/registry- B, NgELR direct \/d?— T\?:F jg%fm-L
_ _ _ K, (BB ESIEIF I BRI EAE T
credential-format #REE TE . . .
AR NESK_EE SIS , MAZ(E
TR,
_ o {NBR <host>[:<port>] . NEEH
registry =
scheme Z{&1%.
. FE VAR Bk E R ERE ., ELBE
username . password —fRE .
BRI, RREHFP—NSHIELE.
I WARNING

WBPIT capi.cpaas.io/provider #5%., BTAIEKREASEHIEUX =14 , FItENE Secret
RAZARE |, MATTAETERIEER. BTFANERBIBEARASK X Secret IRFIAFEIE : HE
REESEBUKIE A SEREES| BERERE | FEANYERNNALZEIRRET.
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% 3 & — QRSN REUE

¥ cpaas.io/registry-reference AREZERME] cluster &IR , 34 Secret ZFr{EANH
1 :

apiVersion: cluster.x-k8s.io/vlbetal
kind: Cluster
metadata:

name: <cluster-name>

namespace: cpaas-system

labels:

cpaas.io/registry-reference: <registry-credential-name>

RIS A E T R MR ERTBA,

PATHARVERS |, Secret WREEHFIE. FASTEEMERNEITASI A |, FEEHER A
cpaas-system IRZFRILEL Secret, LR Secret NFLE , FMETTIETAL , EFFASUREL
e, XRBKAMEIK — FESIFEER |, Atbz 5218 Secret BN figfREERIFAZE — {B1E

WHIRA S REE MR , FEHRRASIRETE cluster RIEARF L, 1E5AIE Secret,

I WARNING

ZHRER LR RAEERENEE. £IB cluster BRI, FREMBERZAFER A SZINZE
. DRIBAERIRI S —CE  WRENIRER.

% 4 5 — WIESBE

£ global &H LETATKRE. WASIBEEERITFAERCRT !

export CLUSTER_NAME="<cluster-name>"
kubectl get cluster.platform.tkestack.io "${CLUSTER_NAME}" \

-0 jsonpath='{.metadata.labels.cpaas\.io/registry-reference}{"\n"}'

BIAFEENTIEFT AT M. SWEMBFEEAN ; BNEITRE !
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kubectl get cluster.platform.tkestack.io "${CLUSTER_NAME}" \

-0 jsonpath='{.metadata.annotations.cpaas\.io/registry-address}{"\n"}'

ZAEVIIE Secret FHBIE, MRATHANEREMCTE | ESEHEAR.

&fa , ISR EIATF S Pod WTIHARG FEHERGR

kubectl --kubeconfig <workload-cluster-kubeconfig> get pods -A \
-0 jsonpath='{range .items[*]}{range .spec.containers[*]}{.image}{"\n"}
{end}{end}" \

| sort -u

FRAMHRGERETREE. kubeadm EEKFEMN pause HE/ALERACE — FS L0
EMmIINE . FLERGMETRIEMCEEMTA ; B8 MDA R ERNFaA s
BUAZE.

BRIETIBLE

£5% BEHF B1E
B AL Y] - &3 Secret , RRMifrANT Xt FELKEKRLIR
BB K = BIS| X Secret G/, TRERER.

) a7 I% o Hﬂé 7 E” S o
SR DHERIAREY. ESEHTEMs| AL Secret K81

2, BFEE S8, RIGEMIARTAXLERHERETIRAIIL |, 35 R

Huhb
THI S B E B A T BN A,
KA EBHTHSE . 3| eI ENE R, (B AHIMs FEREE
Hth i B
AR A3t . (LS WBIEREFT | AR—4 Secret, —XEH
= AMEVE = AP XLER, RRMK Secret Z ME R,
= ¥2| FIiX Secret , FARMAIELENE | 3
R R B EES| FX Secret , FEFLELERIE |, 3+

M UL - SRR E Y X LR R, EEMIRIXLs| A - Bk
LR, SEAAMEEER R,
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B{EH kubectl patch AR kubectl apply FEHEUF , RES{EH kubectl create
BIZEUEAR[E :

registry-credential-patch.yaml

stringData:
username: <new-username>

password: <new-password>
chmod 600 registry-credential-patch.yaml
kubectl patch secret "${REGISTRY_CREDENTIAL_NAME}" --namespace cpaas-syst
em \

--type=merge --patch-file=registry-credential-patch.yaml

rm -f registry-credential-patch.yaml

ATHH stringbata <E#E data FILECHGE. MRILKERE YAML TTFH , EHH
Rk — SARNEAN key=value XHAR , LEXHHE YAML,

HEHER

eI TheEH e
. Secret NFLE, LT cpaas-
TAEECRTH R . o
_ _ system Z4&b, sk M\ BFR. dha=BAIM
cpaas.io/registry- _
capi.cpaas.io/provider: MIRE,

address AT _
registry-credential #R%,

_ - ®E registry , Ff[E
ABETEHET Secret B o) Jn KR USSTIANE e n s iEt | AR
M password FRE—ITHRE. —

NTBEITRERNEIE , 7§

cpaas.io/registry-credential-

Secret AAZFFHIEINERE format A& direct {#F direct ; BE®
m#ELe FRZAREE AME B IBAR N2

encrypted ZAMUE , BIET B



N2/

ERREHESITFEEM
% , {8°F& Pod {HEBTE
ImagePullBackOff

T SEUEBETELS

A cluster RFHREE
KRN

B2 cluster ,{B¥F&
EICRA KRR , BE
P SRR CIBi

kubectl apply --dry-
run=server IEZTIHHE

{BSRIRE A AR5

Secret AL IR KIEHE
FIEERE  skERMEER NI
/8 Secret 7] UK M

bS5 S R4S {6 FE - Alauda Container Platform

AJRER A

ERCEABERAFTHHB R
fil , BT RICIAM A TR HIIIE.

MBE—PEES MRS BXEILE.

S| AR ERU SR REHEAR.

5| i) Secret AfEET cpaas-
system |1, FF&TTIETTRER
A, Ccluster WEREABALIRE
AR,

MRS 383 dry run RTEFAREHT B
32 ATEE , FHTRENER KR

Secret,

Secret /b
capi.cpaas.io/provider:

registry-credential #r%,

BRAE

M SEHT R ERTINIT
5IE 1, IFRfA Secret
R,

MRS EFIREER 4
#R, TEMBRICEEIERT |, %
MpRix LRt | BERHE
i FEMEE R AR EA].

TIN5 | RE#AE
S

Bl Secret, A4
i, A Secret 83 j5
S PR AT 4RKEETT .

RNEKH dry run, 5
1A Secret 171£ :
kubectl -n cpaas-
system get secret
<registry-credential-

name>
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Q Alauda Container Platform

Alauda Container Platform > £ > f£f Alauda OS 42 > #4€E > %

24 = Provider

Bk

HhR
FEINRE
5ETF VM 1§ Provider ZER
REEFAE
SR IEHK
REBWE
MachineRegistration
SeedImage
MachineInventory
MachineInventoryPool
BaremetalCluster
BaremetalMachineTemplate
BaremetalMachine
FHBEF
FEMNAE TR
alive (3ZHFmE HA)
MachineInventory.spec.observedNetwork
API 2R

YK Kubernetes fRA
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K
P

iR

& BEAMKHE Provider T EYIE AR %25 _EAUEFIEIE Alauda OS &3 , THEEMKE. EH
MANKHIZIT/E global &R ERAMHLAR :

e elemental-operator — JEMMIRIAH., MFELI ISO ( seedImage ) , FAFAFEM
HIPKEAFEAEM MachineInventory Xf&. elemental-system-agent fEEEFEM L=
17, 1T MachineInventory 311Xl Secret,

e cluster-api-provider-baremetal — Cluster API Eati%E Provider, &% 7] K
MachineInventory XY&MLAZERIFMF , EEHA Machine HFEE|—4
MachineInventory , FEBE AN clean / reprovision 1%l , #3hFEH e Kubernetes
™ RAEMERL.

5 VM Provider (DCS, vSphere) R[] , ¥} /& Provider ARG ET4EBM . FHNRAFL
F—Ik (BT elemental install ¥ Live ISO RERZIHA LMK OS) |, lE¥BESTIMA
MachineInventory , F{ERNMEHEGFAPANREBEEFD. T RE“GE MR BE Bt
XIXZNH] elemental upgrade SRIY , BEPITEZFHFEHNZIT cloud-init,

% Provider BRIX4 YAML TYER. ERASXE BT1E 4 BEEEH Fleet Essentials Ul — &
THRENSREBER kubectl apply IR,

AY Ab
FEINEE
e MachineInventoryPool 4yECAEEY — operator TSCFEEAMfLLY MachineInventory X3ZA]

AT 4F KubeadmControlPlane EY MachineDeployment , BJ#& Machine HBJ , Provider
S MNZRIRBHER— Available FERF ; AoEFREEZSMLE RIR.
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o HNTRIBRENNT RAEMEIH — T RIEANER reprovision 1tk (EA cloud-init,
cloud-init clean . elemental upgrade . EJ3. EHNZ1T cloud-init, kubeadm
init/join ) ., TRBIRER clean ITXl (/£ kubelet, j&Fk CRI T{Efa#k. {21k
containerd) . 7EY 4BE. FHRSMIBRERIE , Provider 2E RS fR

MachineInventory ,

o Cluster APl [RAESXTSH — {FH_ LK cluster . KubeadmControlPlane |,
MachineDeployment . Machine . Provider {X3#iB ZE&HEM ( BaremetalCluster .
BaremetalMachine ., BaremetalMachineTemplate . MachineInventoryPool ) . I&H
B € =5 FmE CRD,

o H5512 BRIK3NH Kubernetes kRA< — Provider 4 — N EBHERIBE elemental-

image-catalog ConfigMap , ¥ Machine.spec.version BRH3%E|] elemental upgrade

Fifg. FHENRFTBARE , BiEH A lEc)Gg  RAREFBET R,

o FFPEH|FHiE SHET — BaremetalCluster.spec.controlPlaneLoadBalancer.type:
Internal &% Alive (keepalived + IPVS + kube-lock Lease {#%k) , FWrAEE
VIP, External £pkid Alive , IATSCECEMSE 4 = TCP LoadBalancer , HfainfE&Eff
SNEBAERR ., B S FAL R v .

o REBMKZEF M — elemental-register 2% /234 Live ISO B RE MM LS EFHRE A
MachineInventory.spec.observedNetwork . B elemental install FZFERK
reprovision JTXIEFESRZIRIE(EA cloud-init network-config v2 EiK , REHIE
BA L ERINARREREEH 1P sl BOARERA] DNS,

o HEGFEIENEIENSL — operator AJ#E MachineInventory.spec.storage HFFEHIEHS
32 I XFS 2k ext4 #ifa%. Provider RTENEANMESRX LS , EEHBCEMIET kubelet J5
ENRUEHEAER AT , ERKRT RNERXLRTT , FHREBHSUHARGABIE | MER—F
FEXER. BEAEIERE B EREEEE.

5XF VM ] Provider HER

VM Provider (DCS,
vSphere)

balii] ##4 )2 Provider

MNEFERBKFEES = JBIE elemental upgrade EFHELE D TIERIR
[% VM 14K FH


http://localhost:4173/container_platform/zh/configure/nodes/alauda_os/manage-bare-metal-storage.html

FIH
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RiIRRE

R LR

LN
BRRIRER
¥ LB

Ul 3%

SMAE

%R EK

=4

elemental.cattle.io
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VM Provider (DCS,
vSphere)

RIMFEHER VM

AT REECER IP
TR | AL RTIR

FIRERAT AL E B

ARG R AR ;

FRRRFF AR S RE
(DCS)

FIRER T o

BfFaEEa—xttE
% VM 11k

operator 2 {#t4MN5f LB

YAML + Fleet
Essentials Ul (DCS)

BT &R

#4 = Provider

21T clean itk ; EMREEFEFFHIREIRIR
b

MachineInventoryPool %I B (KK
MachineInventory ZZ#R

BREHECEN , initramfs #HETERK
Kubernetes BRI RZERE., EKAFER
MachineInventory _tﬁiiﬁﬁgﬂHEQ§ﬁﬂE¥fﬁTQlﬂ%
BHXHARGNE  (BBESBENNEFT
AoEHMRFEERRFH Machine .

&/ elemental upgrade FE¥H4D , FHMNEZBHS
3]

B seedImage #EE Live ISO , ZEE4 ER3EW
elemental install ZEEFMLE

HRIZEHFET R LK alive 528 Pod EIENHED
LB (I@id type: External XXFF4HMIB LB)

{3ZHF YAML

ELTERFTHER

MachineRegistration .

SeedImage .

MachineInventory

FEMMEEENL. M) E3h 1SC
FERENSH.
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|=224 B &R ETERFHITER
i)
. FEFTH LM elemental- MachineInventory.status.p
znak
EMERER system-agent 5| FARIZRIAVTRY secret , FFH-

MachineInventory.status.p

BaremetalCluster | -~ N
S Cluster AP EAili& i Proy

FEEEES  FEAN clean /
ek

infrastructure.cluster.x- BaremetalMachineTemplate .
k8s.1io BaremetalMachine .

MachineInventoryPool

AL RZETHEEZIRIT : elemental-operator TAREHNIEMAN MachineInventory 44y
JBIHH , M cluster-api-provider-baremetal fa3x Cluster API EREW&HMR ., Provider 324
#RSIA MachineInventory S¥% , FHIBTFEHFMBRITRI secret EATTH ; EARSAETM
SRS,

v B
MachineRegistration

EERE s S A R T2 R{E K cloud-config , elemental-register 47t Live ISO _H{FH
.. Operator iI%¥E machineName . machineInventorylLabels #/
machineInventoryAnnotations ({£f ${SMBIOS/...} #&#kft) , AR
elemental.install F1 elemental.registration 3., & /& Provider £

MachineRegistration , {BALEBHRE—TEBT elemental &,

SeedImage

filk elemental-operator MEET]E3hI1SO , HFWNE T /M URL #1 Operator ] TLS #F
KL, spec.baseImage WsIE|F-SE AR Kubernetes iR AILACH OS 45f% 1ISO ALK (B ELFR
WA -iso A ; MEMHESITRIRERAITNVA] elemental-image-catalog $kBIL

i) . SaYRENRAFREN—IXI1SO ; Bahfa , FHFIZEIT elemental-register , BIE{T

elemental install , F€JE— MachineInventory .

MachineInventory
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KMGFENENZHXIR. Provider R ELFHPITES -

status.plan.secretRef — F§ elemental-operator FTBHRIMKE—ENAITX] secret,

e status.plan.state — F3FIKZ) BaremetalMachine YRZEHHK Applied / Failed %%
.,

e status.conditions — FHMFNEEES.

spec.observedNetwork — {X fork FEERTFEL , BB elemental-register M Live ISO
K NIC AT ; FERFHIRIAKEEA reprovision TTXIRBEIE.

e spec.storage — AJEFEY , BH Operator JiE , A TFEIRBEGFHIAERIIES.

status.observedStorage — FAE#_EM elemental-storage-observer.service IR
RREMRE . XHRGE. HHMZEEER.

status.storage — Provider T Prepare / Activate / Deactivate / Release K. #{E
HE. &HMENASERA.

Provider WA #if& MachineInventory , MANMER MachineInventoryselector , HAE&IE
ZEBEHAIE elemental-

1TEAYHA) MachineInventoryLifecycleController

operator fAig.

MachineInventoryPool

Fy Operator 485 ] MachineInventory Z#E&ES , MEATH

BaremetalMachineTemplate B] WAEEUHPLEERIR, IRMBAVERIHERE A4
clusterName , &/ MachineInventory [@E—HKfBl&R%ZEBT—NEsh &R, RiEtNEZS
ILEBNRIEMN S ETIES , HIASAER -

available — AJ{{4fEC

e allocated — E48EZ)JEENM BaremetalMachine
e preparing — IEfE15{T clean 1%

e reprovisioning — IFfFIE{T reprovision 1%l

e unavailable — Ready=False. 1&I%&M. HRMTRI secret , BRIEERHFAIFELE

BaremetalCluster
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Cluster APl ERR L RIR. #HHF controlPlaneLoadBalancer (VIPF vrid , B9
alive chart{#f) PAX controlPlaneEndpoint ({iXE VIP KM
controlPlaneLoadBalancer [B|3H) . MAZSIERIFEBEHMNINAY ( alive . kube-
ovn ) , BENVEERHESIFE AR,

BaremetalMachineTemplate

== KubeadmControlPlane.spec.machineTemplate.infrastructureRef -ﬂl
MachineDeployment.spec.template.spec.infrastructureRef 35| Cluster APl Eifik
TEARAR, #RARAXEE machineInventoryPoolRef (LEALZSZE MM BEIRDIERR) . Provider
SRIEBEIRFPAFRIRFEESE - Available fE17,

ERFBEEAEE version . role 3 upgradeImage . FAKEFT/EM Cluster APl &
IR BRASEER Machine.spec.version ; FHERETGNIEEFE KB NE RE% E R HET.

BaremetalMachine
Cluster API Ertiknitzs. AED Machine 5HE4 MachineInventory :

1. MATJE#EAR S| AR RIRF EFE—14 Available FETE,

2. ZEVFT/E@ Machine.spec.bootstrap.dataSecretName , FMEEGE R ETERT
Machine.spec.version B elemental FZR55{4% .

3.} ERHFAEIE (M4, kubelet provider-id . criSocket ) , 3F¥

reprovision JTXIE N MachineInventory it%l secret,

4. % # MachineInventory.status.plan.state , HEPTXIHRE Applied , AERE

BaremetalMachine.spec.providerID = baremetal:///<inventory-name> ,

5. MERNE AN clean K ; WWRKINREERTIEETIMR , BEFEERIR,

WrE&%E#E : Pending — Allocated — Reprovisioning — Running ; #f%& : Running -

Preparing — Deleted ; %k : * - Failed ,

RBRER

EMIEEM configMap (fE cpaas-system FHRIZEMALZFRA elemental-image-
catalog ) , ¥ Machine.spec.version BREFEI— elemental upgrade 4E{%. &
J& Provider chart £4838 provider.imageCatalog.images (ENEERIEISM L



Y - Alauda Container Platform

global.registry.address ) #1 provider.imageCatalog.data (AT EREEEZET
2REMERI) B3 Conflgl\/lap HANBOT , IWMEEAT , RERMEB 20T,
ConfigMap NEEEMEKE ; ESRS A 0SS GG IHARGE G E*. ARSI
ConfigMap ; /DA ST JJ:téE*] Failed RE , FEREIREIZENAFA.

151 Alauda IR IFFREVLECH] base-image 1 base-image-iso 3| fH. 4G BREEH
B&K{EA base-image , M SeedImage.spec.baseImage 7E Live ISO T R{#F base-
image-iso , NERIFHF—NSIAHSF— , WAEBHR I IMMERGEE.

FEHA BT

Provider 81T FEfZHIME—ERATTRI secret SBITHUTITA THIRIE. X secret f#]
baremetal.alauda.io/plan.type JEfEATAMRY B4 BERTX :

o storage-prepare — FEFEFAIHAMKNEHIZT. EATRERGCFERNSE , REX
FAIMARNLE RS , SRR ER RS, ASEBLSHE,

e reprovision —ENREANZEIT. EAHRAEESHIEEE , EA NoCloud user-
data / meta-data (B4 MachineInventory.spec.observedNetwork JEFEBTE A
network-config v2) , EN/EEAFC , 151T cloud-init clean --logs --seed , 1&
1T elemental upgrade --reboot=false --system <image> , FfihAIERER. ER
J&, initramfs £75%

/var/1lib/kubelet . /var/lib/containerd . /var/lib/etcd %[I
/etc/kubernetes ; FEEHEE A ITTATE kubelet BEhETEEN , cloud-init 24T kubeadm

init / kubeadm join ,

o clean —HETRBEINEIT, EARFIE kubelet, FRITEHER. EH CRI THERBIHE
IF containerd, ERRMHALSEIFIEENHZRLZE. 1517 kubeadm reset . 15T cloud-init
clean . 21T elemental upgrade ZXEJZ. OS BFHELHHIRE|T— reprovision 1%l
AT,

o storage-release — {IEEFHEMBIAEESHLTIEERENIZIT. EEBHK
spec.storage FEMRER Provider FIEMNAIBIETTEIE | (EARSEFE ARG TEK
1.

Provider ~{# MachineInventorySelector B FleetBundle . {FiELEdrFENEE. T
| VEHRBNES REIE RS B A ERBEREEE .

alive (3% FMHE HA)


http://localhost:4173/container_platform/zh/configure/nodes/alauda_os/manage-bare-metal-storage.html

Y - Alauda Container Platform

alive FA—2A#:S Pod (keepalived + IPVS) #1—4 kube-lock Lease {f#ksS20A% , BT
#i3P BaremetalCluster.spec.controlPlaneLoadBalancer SRR SFm VIP, —4
%% M Node Ready f5 , Provider &fEMV S8 LY alive BBEA AppRelease , FER
FIFERRRER MR ERERE., FEIX kubeadn init HA[A) , Provider £7£5| S 72

TSEARM— MM ip addr add <control-plane-vip>/32 dev eth® #4 , {FE—I TR
B VIP , EF| alive #¥E,

VIP Wy TSI T R BT 8T ; vrid EXISRPIE—,
MachineInventory.spec.observedNetwork

{X fork PIEEMFEL , BB elemental-register #R#E Live ISO ] NICHKIETE , @S
MsgObservedNetworkconfig JFMEEHREREI L., BEEUNTHAMIEFRR :

o Bk elemental install HA[A), 2N MachineInventory.spec.network X%, EHHR
%234 EIREP observedNetwork %54 nmconnections NetworkConfig , {$RE#E_E
B OS {2885 Live 1SO FRIfHE .

e )X reprovision Hf[E) , Provider £¥% observedNetwork #¥5#&4 cloud-init network-

config v2 (netplan F£) , IFFRHEHMEAFE=A NoCloud FHFIXHEEAN. WFAEAT , B
IKEM spec.network {5,

API 2H

AR E BEMKIEREEET infrastructure.cluster.x-k8s.io/vibetal , Elemental
®IRJET elemental.cattle.io/vibetal .

TR )% P =

SRHREMRTE (FEH1FE
BaremetalCluster N . BaremetalCluster
VIP, ¥imm. PIERZERY)

EE—1
BaremetalMachine MachineInventory MJEAE BaremetalMachine
1% s Machine
BaremetalMachineTemplate W thEsE R BaremetalMachineTemplate

KubeadmControlPlane BX


http://localhost:4173/container_platform/zh/apis/kubernetes_apis/infrastructure_providers/bare-metal/baremetalcluster.html
http://localhost:4173/container_platform/zh/apis/kubernetes_apis/infrastructure_providers/bare-metal/baremetalmachine.html
http://localhost:4173/container_platform/zh/apis/kubernetes_apis/infrastructure_providers/bare-metal/baremetalmachinetemplate.html

Y - Alauda Container Platform

TR ik P

MachineDeployment FKIFRAR

SR AVFERK

MachinelnventoryPool
MachineInventory Z#ES

MachineInventoryPool

¥+ Kubernetes fiax

BE AT T RS ACP IRAF R Kubernetes JRAS, B XAIThRILAER
Kubernetes kit A R ILECHILE AR A |, 7§25 %) OS Support Matrix,

1€ J& provider i elemental-image-catalog SEBIPUTAFFREK : E£8FARNEN
Machine. spec.version #AERZ ConfigMap REHEEIE, BRIERHSIEERIS
BRICRIEZHMTHER Kubernetes 1,

E:SIN

o YR (BATXREE. XFF PXE 531 VM) |, FA[IATE BIOS 5% UEFI viialAE
£ SeedImage 1SO.,

o BAEHEPRIHKFES registry ( elemental install F elemental upgrade {FH
% registry) . W®E global.registry.address ; 4 registry {#fB&LUFHHS |, {RE
global.registry.tlsVerify=false (chart ZkIA{H) .

o —MMTHIFE VIP, —ANTHFIEA (BFA 6443 ) , RER—NEEHITFRZE 5Nk
—m vrid .

o BAAR (ITHIFE. worker) {FH— MachineInventoryPool , HAUEZE/DRNXZIH
WREIAYER , FHFAFHEMBRE.

« AFESIEH TPM ( /dev/tpmo ) MIENLETBAER emulate-tpm: false JEMf. {E{AI%
BEHE TPM FEN—BFE BN T B RECE TPM FEERHIE AR 5 25 IR E

MachineRegistration.spec.config.elemental.registration.emulate-tpm: true ;

YRS AL Z B X A AE R

o FEEWIBMBIAERFEHBAT elemental-storage-observer.service KX
observer fFER, OS 5%, (NFKLEIRiH provider f1 elemental-operator , AEEULAR



http://localhost:4173/container_platform/zh/apis/kubernetes_apis/infrastructure_providers/bare-metal/machineinventorypool.html
http://localhost:4173/container_platform/zh/overview/alauda_os_support_matrix.html
http://localhost:4173/container_platform/zh/upgrade/workload/alauda_os/bare-metal.html
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FRINEHE IR G RN E.

D=
B X hA{E R4S B provider KRELRNER | ES 1

o Wh

o BUEREEEY

o IR

o EIRYURMLE

o FHK Kubernetes

o APl &%


http://localhost:4173/container_platform/zh/configure/nodes/alauda_os/bare-metal.html
http://localhost:4173/container_platform/zh/configure/nodes/alauda_os/manage-bare-metal-storage.html
http://localhost:4173/container_platform/zh/upgrade/workload/alauda_os/bare-metal.html
http://localhost:4173/container_platform/zh/apis/kubernetes_apis/infrastructure_providers/bare-metal/index.html

2% Provider - Alauda Container Platform
0 Alauda Container Platform Q =

Alauda Container Platform > & > f£f Alauda OS t4lZE > #4&RE > LTI Provider

%3t Bare Metal Provider

ACALBINAIZE global EEE %3 Bare Metal EALi&HE Provider A1 E£3| & Provider , PA
B anfaf&dcfE Bare Metal £ global SEEHERNEIHER,

Bk

ERHR

SRS

4k Provider SERHEM
TR,
ety eCo)
RRGE AL
RIFR%

¥ global SRR A ETRER
1E provider F5) KPR FERIF A UET
1 global 3 %% Cluster API providers
¥ HE 5% _E1£E) global Registry
B3 elemental £3{EEF
WS EAHE AT AlE4


http://localhost:4173/container_platform/zh/
http://localhost:4173/container_platform/zh/
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& A

1 global ERLTHTHE. BIEE—/ Bare Metal WHEEEZ BT , TEAZE Provider &5
., T global HERAFZITHEMF laaS F& L , BIERIIEE, £ DR I+ | iF
A global HEBF LHESTRURME  UEALERIERESG |, & BEEeB AR S &
B,

R global HERLITE Bare Metal £ , METHK global EF AR NEIHRER, IALTE
1£ Bare Metal LR global HEHEFEZHITIHIRIE , TREE S VTRIEIE Bare Metal M55
pic

o TEEASI SRR ZATTTRIIRE.

o THAIER , EFECE global TAHES, £M global Registry fiill baremetal-base-
image ; ATEKH L{EE[X Registry,

o 12413 Bare Metal MV 3 2 BT AR E.

XIES 5% % global 231 Provider ##ELSIRE N T, BARLER(ELIRSNE Provider 3%
HB EER)ERSS| S8R, DIGYE global &EHAS,

FoRFAF

4% Provider Z 87 , i6MHREA% -

o Viln) REZFLH/FAE global EHHIR.

o TJ3jjla) Customer Portal AT 25 BHEH.

w4 Provider £
1 FEERER

BEBTEREEM N EEHEH. M Customer Portal TEIXFIAMEME., ST ACP
4.5 , {134 Common ACP Extensions | ; {55 2.

1. Alauda Container Platform Cluster Bootstrap Provider


http://localhost:4173/container_platform/zh/install/alauda_os/installing.html#decommission-bootstrap-cluster
http://localhost:4173/container_platform/zh/install/alauda_os/installing.html
http://localhost:4173/container_platform/zh/install/prepare/download.html

2% Provider - Alauda Container Platform

2. Alauda Container Platform Infrastructure Provider for Bare Metal (—“> umbrella
chart , £[E)Bf3244 cluster-api-provider-baremetal-manager F elemental-

operator —f chart)

a7 ¢ E )

£/ violet push KXMAMMELLRFE, BXRGLEHSH , B L0t
B,

RERHAEN
7 global B LRENFIMERHAME. HERESE  FSMERAE

ME global HEEFZLIEETE Bare Metal _t , iF1EZ % Infrastructure Provider for Bare
Metal BFFEE R TE., BELTREATHTCIXLEE -

e elemental.tls.caCertSecretKey :7E dex.tls SIEIHKR4R ; BESFE
Provider 5[ KPR FEMEAIER,

o 7L DR X¥eh , WA elemental.systemAgent.splitAuthEnabled: true , BAK
active £8f F# elemental.systemAgent.sharedAuthReadonly: false # standby
LN true . B global KEHEMREBCHNE ; DR RPASES Provider i

ModuleInfo ,

FRIBIE T YAML Z23ch AR |, {8 A YAML 23 Infrastructure Provider for Bare Metal
FHRIXEEHMAE ModuleInfo fR] spec.valuesOverride H ; Web Console &¥#3&K

BITARTREXLENTR


http://localhost:4173/container_platform/zh/extend/upload_package.html#violet_push_usage
http://localhost:4173/container_platform/zh/extend/upload_package.html#violet_push_usage
http://localhost:4173/container_platform/zh/extend/cluster_plugin.html
http://localhost:4173/container_platform/zh/extend/cluster_plugin.html#installing-via-yaml

2% Provider - Alauda Container Platform

apiVersion: cluster.alauda.io/vilalphal
kind: ModuleInfo
metadata:
labels:
cpaas.io/cluster-name: global
cpaas.io/module-name: cluster-api-provider-baremetal
cpaas.io/module-type: plugin
name: global-temporary-name
spec:
config: {}
version: <provider-plugin-version>
valuesOverride:
acp/chart-cluster-api-provider-baremetal:
elemental:
tls:
caCertSecretKey: <key-found-in-dex.tls>
systemAgent:
splitAuthEnabled: true
sharedAuthReadOnly: false

MRBHERE  VEEERIM valuesoverride RMEVHINAR ModuleInfo o : {#
A kubectl get moduleinfo -1 cpaas.io/cluster-name=global, cpaas.io/module-
name=cluster-api-provider-baremetal TXE|E , R/G1E1T kubectl edit

moduleinfo <name> ., [NEZFtE Provider (] AppRelease : F&<4IRIE ModuleInfo
BEHAERE , A ERSEK.

umbrella chart £ E— MEELSIREF R T 1 4& JE Provider manager A1 elemental-
operator , EXELBIE elemental-image-catalog ConfigMap , {BEF&EH T
B, FERHEAEE Alauda OS Fifk. BIRERAT , 5% Bare Metal OS HBFAF
& Registry , I ELEIFEMR T Kubernetes iRARNZ catalog # ; F&FE S OS
BBRIVEFTHBRER.

KUF %A

LIRSS , BAF controller 1 CRD E&B7E4E ¢



4 Provider - Alauda Container Platform

kubectl -n cpaas-system get pods | grep -E 'baremetal|elemental'

kubectl get crd | grep -E 'A(baremetalclusters|baremetalmachines|bare
metalmachinetemplates|machineinventorypools)\.infrastructure\.cluster
\.x-k8s\.1i0$'

kubectl get crd | grep -E 'A(machineinventories|machineregistrations|

seedimages)\.elementall.cattle\.io$’

kubectl -n cpaas-system get configmap elemental-image-catalog

oSk B

baremetalclusters.infrastructure.cluster.x-k8s.io

e baremetalmachines.infrastructure.cluster.x-k8s.1io0

e baremetalmachinetemplates.infrastructure.cluster.x-k8s.1io
e machineinventorypools.infrastructure.cluster.x-k8s.1io

e machineinventories.elemental.cattle.io

e machineregistrations.elemental.cattle.io

e seedimages.elemental.cattle.io

THRTHSG ., elemental-image-catalog FI¥A data &KE. HRIMEIBH
Kubernetes iRASJ5 , IERAIAX LERRA

kubectl -n cpaas-system get configmap elemental-image-catalog -o yaml

ERFERMED Machine.spec.version (BIFQIENFFALKES) HELMIEALL
ConfigMap FHERTFIE. BMEL{FE BaremetalMachine {ZE7E Failed , FEIR

Reason=ImageCatalogMiss ,

% global SR HER N EIRERY



2% Provider - Alauda Container Platform

| wRRem
FIERTRRAERERB LR global £if.

3% global 8 A REE global &R, ZRMERERUFEHRET—IHE
global EHFERAIEA Cluster API EIRERE , AT R SHEEDSHERBEEHFTH
provider HFFIFIGR, X3 DR PP global &H , AETHRATHRIE— RAHIE
¥igha , FRERSBOVENEEER , FFEVRREBVNAMRILL 5 EE .

TIEHAEI S\ Cluster APl ‘BJER£41% CRD , 747 global £HFf &3 Bare Metal

provider 8% Cluster Bootstrap Provider,

WEATERRNME. 81 global EFHEIT—IX , ¥ GLOBAL_KUBECONFIG F5MEHERH
&3 0S_IMAGE_TAG F K8S_VERSION £ global IR 3 HF % 1 H{FFHN1E.

export GLOBAL_KUBECONFIG="<path-to-this-global-kubeconfig>"

export OS_IMAGE_TAG="<os-image-tag>"

export K8S_VERSION="<target-kubernetes-version>"

MNEARSHREHEBZM ProductBase F1 cpaas-system/registry-admin Secret #iEER
Registry i F12585

GLOBAL_REGISTRY_ADDRESS="$(kubectl --kubeconfig "${GLOBAL_KUBECONFIG}" \
get productbase.product.alauda.io base -o jsonpath='{.spec.registry.add
ress}')"
GLOBAL_REGISTRY_PASSWORD="$(kubectl --kubeconfig "${GLOBAL_KUBECONFIG}" -
n cpaas-system \
get secret registry-admin -o jsonpath='{.data.password}' | base64 -d)"

i provider 5 SIRIEAERITFE AIED

Bare Metal provider )\ elemental.tls.caCertSecretName / caCertSecretKey FEZ
platformurl B CAbundle , XEEEIANFIA dex.tls Fl ca.crt , XEEABERERE


http://localhost:4173/container_platform/zh/install/alauda_os/installing.html
http://localhost:4173/container_platform/zh/install/alauda_os/installing.html#upload-provider-packages
http://localhost:4173/container_platform/zh/install/alauda_os/installing.html#prepare-common-variables

24 Provider - Alauda Container Platform

£/ cert-manager &AM dex.tls , £ global &Ff L , dex.tls B ABRTEREFHN
console.cert JRAEIZME, M thirdParty WFBAEM Secret (XEE tls.crt Fl
tls.key . {FFIERAGERT , operator FKIEARES BF) :

MountVolume.SetUp failed for volume "elemental-ca-cert":

references non-existent secret key: ca.crt

K& Secret KR ML | FFiRMIRL I ERHAMHPARET , 7 provider i ModuleInfo
MWVIRE caCertSecretkey , X TEHZLZ FAUEP , IEPAGHEHR CA, AL, tls.crt
e IERARSE -

kubectl --kubeconfig "${GLOBAL_KUBECONFIG}" -n cpaas-system \
get secret dex.tls -o jsonpath='{.data}' | jg -r 'keys | join(",")'

1 global &3 &% Cluster API providers

¥ BT 5| S4B 4E[E Bare Metal #1 Cluster Bootstrap Provider #4461 _H{£ZItt, global &
B, AARIRIBZEK Provider P ARBAREMMEM. XHT DR XFMRA global &
R EEHER AR B RIS SR,

24 Bare Metal provider B |, ¥ cacertSecretkey ®WEAE—HFXEINEE. £ DR X , &
Z¥ DR FENRE NS ZME| SRAERNE : B
elemental.systemAgent.splitAuthEnabled: true , TEENEEE EM sharedAuthReadOnly:
false , AR&EMER LK true . IRBIEERHHCFHANRET , {XE provider
ModuleInfo [ spec.valuesOverride FRBEIXLE. It global &EFHALLKET| SHRA
HIE ; AERBIHASISHE , 120 handoffHook.* .

RETIRVERT , B manager f1 elemental-operator 1EFEMt global HEf FiETT :

kubectl --kubeconfig "${GLOBAL_KUBECONFIG}" -n cpaas-system get deploy \

cluster-api-provider-baremetal-manager elemental-operator

B EALE % _E{1£E) global Registry


http://localhost:4173/container_platform/zh/extend/upload_package.html#violet_push_usage

2% Provider - Alauda Container Platform

W% seedImage HMFEFE global HEFE EFI1E1T, FFEM
ProductBase.spec.registry.address HIE3KMH Registry fiEREAY 1ISO, TG , EFE
% global A4 X Registry FuEL baremetal-base-image , R ATEREFLE
global B cpaas.io/registry-address JFfiEEE XX Registry, £ 3 2FFAH
HB/AVFAET 515 Registry F |, FFERXBIMEBRHEIXE] global Registry Z 87 , 1ISO 14
B4R MANIFEST_UNKNOWN T4k, £35S T =t , M\ bare-metal-os containerd fp %
[E)HEIE X LU4E(R . - -skip-verify FEE --local

for repo in baremetal-base-image baremetal-base-image-iso; do
ctr -n bare-metal-os images push --local --skip-verify \
-u "admin:${GLOBAL_REGISTRY_PASSWORD}" \
"${GLOBAL_REGISTRY_ADDRESS}/tkestack/${repo}:${0S_IMAGE_TAG}" "${rep
0} :${0S_IMAGE_TAG}"
curl -sk -u "admin:${GLOBAL_REGISTRY_PASSWORD}" \
"https://${GLOBAL_REGISTRY_ADDRESS}/v2/tkestack/${repo}/tags/list"
done

FNMEEPAFIE  ${0S_IMAGE_TAG} . FTAl/a , ) ctr -n bare-metal-os images rm
"baremetal-base-image:${0S_IMAGE_TAG}" "baremetal-base-image-
is0:${0S_IMAGE_TAG}" MlFAStAIA. MR3ISTRLEABEXLE S  MRRESA
OS HBIRITHEE FHHRE , W OS FHESA.

£ elemental 5% B

provider JBIIH --image-catalog-namespace F --image-catalog-name JE{uE
ConfigMap , ¥ Kubernetes iR A<l 51%!| elemental Fr4&45% ; XF/MEEADBIA cpaas-
system #1 elemental-image-catalog , provider chart g, ConfigMap B A~A & {E{ThR
A%H , MH global SEFASUERIES SFMATRENSKE. ERMEKEZH , LiHE
HRE X BaremetalMachine &3 BI5IK :

ImageResolved=False ImageCatalogMiss:

no elemental upgrade image mapped for Kubernetes version "<version>"

At global HEHEIEKEA Kubernetes FRARRIM—NKE , BIEEEST RERKN
${K8S_VERSION} , TEMEHINA ConfigMap , MAREMRE , MR ZANAMKEKE -


http://localhost:4173/container_platform/zh/install/alauda_os/installing.html#upload-provider-packages

2% Provider - Alauda Container Platform

kubectl --kubeconfig "${GLOBAL_KUBECONFIG}" -n cpaas-system \
patch configmap elemental-image-catalog --type merge \

-p "{\"data\":{\"${K8S_VERSION}\":\"${GLOBAL_REGISTRY_ADDRESS}/tkestac
k/baremetal-base-image:${0S_IMAGE_TAG}\"}}"

kubectl --kubeconfig "${GLOBAL_KUBECONFIG}" -n cpaas-system \

get configmap elemental-image-catalog -o jsonpath='{.data}'

l ImageCatalogMiss & BTk E

1B%| ImageCatalogMiss [{] BaremetalMachine EBEBRENLRIF Failed ., EFUNAN
SMEJT provider RSB AILRE ; RS SZERRDBHF AL IPRE , A ZEIBEIZIA
1%, BF& Machine , {FHFTHHF KubeadmControlPlane B Machineset EFAIEE. 7EN
A% WEEFFRZABAR AR , BIn T2l fita i,

M S IEMHE R A

ﬂk?} MachineRegistration 7F1§ﬁ$$§ baremetal.cluster.io/system-agent-auth-
scope: global Ffi#., HiFM URL £f#4T°5 https://<platform-domain>/... , K
MachineInventory 44 system-agent-auth-scope: shared (Ffi#., ZHEZ=HFHEHE=E

ServiceAccount & & BRI E BV 55 EHREBERIEHE TS AR T F IR A IREKE.

&b TE
SR
S04 provider J | 4T BUKEATIL T RME -

o BIELH
o &F Provider %5 , T R B IFRAAEILANT R a5 .



BB - Alauda Container Platform

0 Alauda Container Platform Q =

Alauda Container Platform > £ > f£ AlaudaOS 4l > #&E > fIEEH

FEIR S B et

AN BUA{ERIRE B provider ZEYIRAR S 25 8132 Kubernetes &8, BN TER{UER
YAML—B g8 B EATH 4 EE M Fleet Essentials Ul,

Bk

T

1. R
2. 3\ OS G IHAFRB B AR
3. MkIESE
4. AL EIEE
5. TPM R
6. \v 55 B4R Registry
7. EARAEMEE
8. T RAREMITR

EROBETER
AT L THE
IR 1 : ME2 Seedimage FHEMEA
BIRRIEHIEE COS_STATE k/h
A ERTEE SRR
HI% 2 : A3 MachineInventoryPool &
IR 3 ¢ BURIEHITFmER TR
HIR 4 FEIETR

A worker pool B &


http://localhost:4173/container_platform/zh/
http://localhost:4173/container_platform/zh/

BIEHRE - Alauda Container Platform
BCE worker BaremetalMachineTemplate
A& bootstrap template
BCE MachineDeployment
SRR

{# A kubectl

SO UE A I v

THALER

STEM KubeadmControlPlane FCE

FoRFAF

PSRBT, ERARIBR LT B stk &t

1. R Him T

ERERBLAESE NS ERMZH , B global &R HEHFTETHEG. T8
global EHARGIZITHEMF laaS F& L |, #hEH :

+ Alauda Container Platform Cluster Bootstrap Provider

e Alauda Container Platform Infrastructure Provider for Bare Metal (umbrella chart , &

FIR %414 J@ manager f1 elemental-operator )
BAELRES M2 Provider, 21R global EMHLTEEREREL , BFTAHK global 7
HER ETRERE,
2. 3\ OS FHIHAREZRER

BB IERRIEZ ] , T EPEEE OS (558 N\ BWF4 registry , ZKE¥B#r
Kubernetes R4S/ NZE! elemental-image-catalog . XM HHREASBESNTTH : provider



BB - Alauda Container Platform

REEAEE OS itk |, provider chart Bl MSREBE K NITEEMEE.

TS R iR

{3 Kubernetes & HEC
elemental-image-catalog HARGENIEDSFMNE
.

OS 4% ( base-image ) , %
fﬁ baremetal-base-image

OS ISO 45f%& ( base-image-

iso ) ,/@fﬁ baremetal- SeedImage.spec.baseImage

MR TOAENTRAE
e live 1SO,

base-image-iso

ASN—FMEBENBK. RNEGRERLBT seedimage 5| , HFAES AT NAKER.

SNEG. ERTRIK ACP iRAM) Bare Metal OS T2 —ANERY , HbaE— OCl
HEAR, IMREGERR— tag ; EZ M Provider B55&, E£RET containerd B
BER IR F & registry AL LR root SHMEITSAIRIE , HI20 global #HHIFETR ;
Alauda OS B7r ctr , {BAHZ skopeo ., /var/lib/containerd EEZE/DSIHRYA/NME
FRRT AT E. R EMS A ERK containerd namespace , H3IH AU KGR AR :

ctr -n bare-metal-os images import --all-platforms --no-unpack <bare-meta
l-os-archive>

ctr -n bare-metal-os images 1ls -q

B £33 baremetal-base-image:<os-image-tag> F1 baremetal-base-image-iso:
<os-image-tag> , HEXXPN4EG , FEIA registry R & BHFIH TX tag. - -skip-

verify FEZE --local :


http://localhost:4173/container_platform/zh/overview/alauda_os_support_matrix.html#image-format-by-provider

BB - Alauda Container Platform

for repo in baremetal-base-image baremetal-base-image-iso; do
ctr -n bare-metal-os images push --local --skip-verify \
-u "<registry-username>:<registry-password>" \
"<registry-address>/tkestack/${repo}:<os-image-tag>" "${repo}:<os-ima
ge-tag>"
curl -sk -u "<registry-username>:<registry-password>" \
"https://<registry-address>/v2/tkestack/${repo}/tags/list"

done

ctr -n bare-metal-os images rm \
"baremetal-base-image:<os-image-tag>" "baremetal-base-image-iso:<os-ima

ge-tag>"

Ba— &S SEMMEGRIBTh#EE FERRAEIAR, ST global £FEH registry ,
admin FRLEAELE cpaas-system/registry-admin Secret . FEXMEREITH | FEER
SAB global SEFM registry ; EZ K global R HER AEIHERE.

EMAJG, <base-image> A <registry-address>/tkestack/baremetal-base-image:<os-
image-tag> , M <base-image-iso> k] <registry-address>/tkestack/baremetal-
base-image-iso:<os-image-tag> . MMREHELIKBR—NER, FEBERTIRTEEAE
i registry , REIRAKE AR PGS , DARERATIIME R TR

EFEBER. cpaas-system Ff{] elemental-image-catalog ConfigMap 3%
Machine.spec.version BRGIZIRAT (EF) ECET R elemental upgrade 43f%.
provider chart SIZ2#1X% ConfigMap NEEEMEKE , RMAERMBEARRAZ BT , TTIABCET
%5 5. & patch i% ConfigMap , TIAEEMTE , DURBIIALE , AEKREER

kubectl -n cpaas-system patch configmap elemental-image-catalog --type me
rge \
-p '{"data":{"<kubernetes-version>":"<base-image>"}}"

kubectl -n cpaas-system get configmap elemental-image-catalog -o yaml

1% Al worker MachineDeployment IR {FAME Machine.spec.version {H , #B
WIRVE B INAELL ConfigMap &, FHRB KK v , BETEIE S K base-image .
provider RYEEHAER , BIH B P registry FNEH AT A registry HALFKAFMTHAZ
MEER/DBEIRRA , WIAELE AN reprovision plan, BaremetalMachine RASHA
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Failed / Reason=ImageCatalogMiss . ZJ/GHRMEKEMALIERILRE ; EHEZEIBEK

Machine , {FH owner EFHAIE LTS .

3. MLKIESE

REBEVNRIEM . REMMAEHETLBEMEHT , AEEAENES) Seedimage

ISO Z 8 , WRIFIR TR HIFTHE MG RKIL,

Alauda OS ¥ ﬁJ:E‘]EHLI‘Ji)( = O TS ECE Fr T A 4

HFRIEEEHEE , MATROARE

TR KENE, FEEEET A RRE . RBEAXINZE IV SH S R B

FHFM. FE registry Z [BIRE k3%, LEA kMBS ACL,

rEx )/ BHAx
FEMN
o SeedImage Sk DNS FRE %
e ISO EahE
il
EVSEE) FEF uh e NTP JR%2%
gaNM
SeedImage &3 ek
Iy
EhE ISO B+ ( global.platformurl )
Ml
NP L\ t
Ce=) S registry

( global.registry.address )

FCEMIRES BAWSERE FaRiE | i
17 F4 /kubernetes/global

THX 13m0

UDP A1 TCP 53

UDP 123

TCP 443 , BETEMNH

TCP 11443

TCP 443 , ZRETEMXH


http://localhost:4173/container_platform/zh/configure/machine_config/firewall.html
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BB P B#x Y 1 35H

TCP 6443 , 8}

y N
AR %ﬁfﬁﬂ‘]ﬁ ! Y& B O35 ) S i BaremetalCluster.spe
o iR E IS
N R¥E cpaas.io/registry-
y N
PPN fﬁfﬁmﬁl address annotation fi#4f K1 TCP 11443
A & registry
. global &Ef )
SREH Sy BEER B RS EiR R TCP 6443 , BRECER
4 PR PEHIFET R Z AR etc

ERIE1TRS e B — S BRI AT A HAT overlay [%i& , BHIA Gen
TR kubelet ; AR ARG

I WARNING
{RFFH 443 REBUBRUSENAER

elemental-register 1 elemental-system-agent ZBETFAAEMILARTES , B
3 plan A FEFHTFE HTTPS WM., BXFIELTER, E—FHNFIET DNS fiEa#R. M

11443 _EE registry FIEURERGAITF A5G . BiEi=6TFEmRmAMA AP server , 35K
TRZHMERNE., (AW 443 MBPJOETR , SSBENANEM , AFEHETIN LR &
W, T EJENEEERRA.

FAETOE, XEPRAEERTWSEREN , WHEARICIENEN. BRI R
MHEFRE , REEELERT
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« Bootstrap, £ global AHMIELEHARE , HENESMIGER bootstrap i iFM , EAK
¥ [ AN [B——F 2[5 Bootstrap 17 4.,

o BAT/EW global FAl, global FHMARGEREAER Global TH FHiGR , TAZE
FAANOKR ; ZEDR X , BAHEEFEA 6443 LAMITHITERE VIP, B2 MiFA55S
.

f£ bootstrap [fIERBIZ K] seedImage 1&[M bootstrap ¥ , B A NFERER ; EIEEINN
global EEE LFHIEHM MachineRegistration F1 SeedImage X¥%. #£ global & L
BIHNNVSE seedImage EBRZEMABTW , KAHEIM URLFEEMFEEL , AR
bootstrap ik,

B R R

o X Internal Self-built VIP , % VIP REIEIFET & IP A TR—NZ 2T %5,
vrid FEZISAHE— , ML PIRAF VRRP F gratuitous ARP BT , F BT msEg L
INTF IPVS |, B AW Alive I-E  net.ipv4.conf.all.arp_accept=1 #f

net.ipv4.vs.conntrack=1 ,

o XfF External LoadBalancer , ‘E{EQIEERZ AIECE listener FIZHFH G, 5 EE
R X% 1 v

B RS F AL,

FREIR VM SAFREAZEN live ISO JER M DHCP HREU AL | i SefEEH =6 & Fahlc
BN, REEEEFEM. KT NetworkManager &L TR , B Avhm AR, WX
F1 DNS 1H :

nmcli connection show

nmcli connection modify "Wired connection 1" \
ipv4.method manual \
ipv4.addresses 192.168.254.73/24 \
ipv4.gateway 192.168.254.1 \
ipv4.dns 192.168.16.19 \
ipv4.ignore-auto-dns yes

nmcli connection up "Wired connection 1"

4. THEHEE S


http://localhost:4173/container_platform/zh/install/alauda_os/installing.html#bootstrap-host-network
http://localhost:4173/container_platform/zh/install/alauda_os/global_dr.html#endpoint-and-identity
http://localhost:4173/container_platform/zh/install/alauda_os/global_dr.html#endpoint-and-identity
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FERBAERT RNEN—TORBIEHFET RIER worker T A——7E/53) seedImage
ISO KPR L BB EMHEE. FAXNETRKNEKRE | SMEFTRERSE—HNNKX ,
BN RZBRNEESRERNET 10 ¥ ; F2AT RS, AEKERNEEHTR , KItE
FEEATIA , BHBREASBREIEX—R AR EFRRERAE AT i E E K E
SEA&IEY SSH MMAMIE Alauda OS #1258 , FE&fEBIY elemental-operator I Alauda
OS FHl Eiz1T,

RIRIREBAE AL 1 2 AINBRSRA
o FHERENTRIRT LIRS R NTP JRS52S , FHRIRMAERTRIRAATTR UDP 123 , A&

ERANMARR AT NTP,

o MEIMHSERE , MARMNRIERSORE. I REME BN A B S P RAR,
BA¥ERMG , R EN EIRB TR T21 T SrIRIERSL. B4 BIOS/UEFI & EF @i
BMC #RIERT(E) , FHEARSHERR UTC |, PMER Y Alauda OS 54— FARYIX .

o MEKREIHN, , MMULESEANSEZMALLE., SSTAETRIMAR—EBRNEN , £
HEAPEMENIG3) 1ISO 281, BHRIZEVINRFFIE 10 MEKRRAA.

o TRIAE| Ready f5 , EEN TR LER timedatectl HHALER— LS SRERER
XPARESERERLS—ER chronyc tracking BBEMNEEMYFEREE.

BAER PKI EPLURFIZIT kubeadm init EIFALETSH, kubeadm ARIFZX TN A M RTETEIRE
WEBIARMAME NotBefore , BNMHIEPHISUAZL NotBefore , FHEHITESMEPRH

NotAfter . EIY , BH4FHBETHENSLER—F PKI, HihF SFHAR Findba M A

FEW , HRIESME L ; MR ERENSER—ENEENE ST R EER
ITHAR PKI, fEEFES SRR ST IR S 25 8 F S EE SN |, AR , Eit/E

REEHTFETL ARSI —mBRBAEEHTEEINEA FE |, HIEES| AR
FRAERPREERA.

I WARNING
Day-2 chrony MachineConfig JoiEERULESK

ALE Chrony BY[AIIRS 4K /etc/chrony.conf EABLETHMASEHNTR. XEFEERER
s THAAME Y s NTP fRSZ2[MEMAR , BESHARNERARR : ©TERIENERS Alauda
OS BE1T kubeadn MFEALESH, FEREARISHRIZLR | SETRMMAERNNATOSAR
BRI



http://localhost:4173/container_platform/zh/install/non_alauda_os/node_preprocessing.html#node_checks
http://localhost:4173/container_platform/zh/configure/machine_config/managing.html#configuring-the-chrony-time-service
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S AA
5. TPM R

RIEEN B SRR BESMEM TPM ( /dev/tpme ) RE

MachineRegistration.spec.config.elemental.registration.emulate-tpm , MAZR1E

ENEYIEYER EMIRRE

e emulate-tpm: false (SEBIXFE) —(UERTRAATREHS TPM KEM , PAE

elemental-register {FFAHEHMIT auth: tpm .

e emulate-tpm: true F1 emulated-tpm-seed: -1 —EBRTFHMEEEHLE TPM £
M. XELEIEEIML , aREL NRECE TPM EREYEERS S (6120 Dell R620) . 1£
LeZEFEM L, auth: tpm 5 emulate-tpm: false Z5&{FAS{E elemental-register
() TPMAEBR , FHEKEASRIZEMERK , Bt elemental-operator &iE3R 0%
7t POST,

6. MV 5 E #£4551% Registry

JENEHATFE Registry FiE, & BENUEHATE Registry Ml LRIBERGHMAE
B, AT ERE SRR — BT Rk Ready HISEEE.

T—H—ENEN TR AAHF—ATEEUE, XEAHS I Registry FuBEHE , TE
SKEHMIIER) Registry FE &R A {# FMEIUE.

BUAEULT | BHER global SEEHH) Registry ; 11X Registry FESHRUER , KT
public-registry-credential Secret {2, 2NRFHLEMNETH Registry FIECF & LHM4ES |
EEIEAW S EREERG Registry,

I WARNING

FUERATH/RECE | (B Registry RIEERREHDR . S AIZNBEISYEH Registry , HIBSMTTA
TS EIHA Registry, EFENAT manifest ZBITEARTE , BMEIREREIZ FA REFGAH.

IR FEFEA ST L ITRRIRIER G 5 R. FVSTE elemental install HABIAR
FIREHEEN , W4 Registry il base-image F1 base-image-iso , MEEANTELE(E
fATEERHRIPRE .
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7. EAHEE SN HER

1EJ53) seedImage I1SO ZH , Xt EAEN EMFTBMEMEIU#RE (VD) #HTHE, iCX
W& R OS Wik B , IRMPLR%E (A1F) MIRRER N ¥R :

o BIFEEH OS LB E D KM B , MRABERBTEINIBRERS. £
MR E3N 1ISO |, AL EIRRIRIERS. ¥
MachineRegistration.spec.config.elemental.install.device XE HERHEK OS i

.

o MRITHIER Adopt SREXEIRBURME  AEEMRZHE. BIIEHE  ICKHIEE ID
FMSCHERSE VUID |, FFBRASEHIENRERE.

o BT 1InitializeIfBlank HIMREIMNAAIEFTEMIANT. EAUNTETEMR FEHEMER
BHIAHALHE ; JEM manifest AAFRABITRIRIE.

o WITBEHEE TR
COS_OEM ., COS_RECOVERY , MAMYUEBIrLRMAL, Elemental £4RIEAFZ ( blkid -L
COS_STATE ) fRMTHX ; B IRMF _ERIFKERARE (BIA1KE Z BTN ERTURE K
multipath i 5) &5 E&Eﬁéﬂl‘ﬁﬁ’fﬁw&ﬂ‘]&% MIM{EEHE % snapshotter kK.

o XTR—HUFTREEE L IF2B/RIEMN, (multipath) |, EBRXLEIRPIRB AR
RFHAH cos_* REMEE ; F—K12 LR BARNEER T AESE T B AR AT
BRI , MAE A multipath——Z GBS MAFF multipath SR, USRS 7 iE
Bz,

o SITFABZANHERNEN , FAEW install.device BT , WAER /dev/sda FEFA
SRR, EEBEZWERE BN L EEEERGHE , MEEEFRR—1SO, [
BT WWN 135 A KRG

o WHERENFF , EEAME/FNEIU CD/1SO,

COS_PERSISTENT .

R A S RIRERNTEEFEMES ., /dev/sdx . /dev/vdx . /dev/nvmexny F
/dev/mapper/mpathx % Linux (8128 T1a1Th 812 , BN

MachineInventory.spec.storage .

8. T RMREMITA

WMREAMFHT RIXELTBARREN T R—AInKE. BEICREK ingress A £ H
IR EFEIXLECE ., BRI AT

p7/8


http://localhost:4173/container_platform/zh/configure/nodes/node_planning.html#create-infra-nodes-alauda-os
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SRR TR

£ YAML B , £S5 \BCEH) OS
B, A EFERITEMAER IR, T4 Kubernetes RIREFAN FHZI cpaas-system #EZT

AR,

Nis
X

2a (T[iE)

I WARNING

N e AT

¥ base-image F1 base-image-iso &

AB#FFEEMRR , FPEE PR Kubernetes
hRARA0Z] elemental-image-catalog

F—F2HE S A 0S HEIHERGER

H=x

MachineRegistration FlI SeedImage

ESEYIEEN LS5 1ISO

IR

MachineInventory.spec.storage

MachineInventoryPool &R , 1M A6
—4

SHEE

BaremetalMachineTemplate .

BaremetalCluster .
KubeadmControlPlane # Cluster
T4 /= KubeadmConfigTemplate . L

{ET A BaremetalMachineTemplate #f

MachineDeployment

5B, RRPITEN LT

TRPER ; T RMAZ

A~ OS 45%3e] A, FEEFF
1AHEE SeedImage BREFE
#EHZE1 , BREBITEN

Machine.spec.version ,

elemental-operator £HiE
o] [B5h 1S0O,

jzt&ié?? elemental
, FFEMA

MachineInventory .

install

TBRRECHT
RS

SBIEHAESE

7£ CAPI §3 Machine Z 8] , &
BA A0 VF (8 RS S FEm A LA
mIBH,

Cluster API {§ F{=HFmith /3
BEHIFEm#EL .

Cluster APl {E BB T{ET At B
LT L.
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BEEMHRTEEK

B HRERBRIBEWNIANFBE] cpaas-system #3£Z[A)F, provider #1 elemental-operator R
SAZE 2 T EF YR,

I WARNING
W R E

W% cluster-name A{FMHEA global , KXBFREBL global & ; ERFALSHUZE
BMBRIRS cpaas-system § global SHHITIRRALINE, RRIEHI, CAPI cluster #
BaremetalCluster WRFFEBFRIEIFHA <cluster-name> , MK EIR

( KubeadmControlPlane . KubeadmConfigTemplate . MachineDeployment . machine ¥4} .

. FEMEIR) ML <cluster-name>- ARTSR.

i AT S L AHE

PAFRBI7EE(ER <placeholder> 1BIARRNEFEMMEHIE :

R HSRIR REA
<cluster- operator 2NV FEEFZTR. T15A4 —WRHBE , FFE Cluster . Baremeta
name> global , RN IR R —3X.

FH) OS FifRi) Kubemetes hiAs | M\ OS Support Matrix $RER{E ; #/ ku

<kubernetes- {EX) elemental-image-catalog
) R s system get cm elemental-image-cata
version> ConfigMap 840 (IS v , a0

.

v1.33.7-2 ) .

= = ~ ACP B Metal OS 3£
<bare rTletal gﬁx]' hRZAH) Bare Meta 324 0S Support Matrix 55 0 FE T
os-archive> N,
<os-image- . _ _
ARSI E SR L FRIARES . SAFEPIT ctr -n bare-metal-os in

tag>


http://localhost:4173/container_platform/zh/overview/alauda_os_support_matrix.html
http://localhost:4173/container_platform/zh/overview/alauda_os_support_matrix.html

SRESY

<registry-
username> /
<registry-

password>

<base-

image>

<base-image-

iso>

<registry-

address>

<control-
plane-load-
balancer -

type>

<control-
plane-vip> /
<control-

plane-port>

<vrid>

<install-

device>
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HEKIR

B[ <registry-address> HEEMKIMK
.

image catalog B FFHEFEENS
A\ OS &it4.

5 <base-image> FECXTHISA OS
ISO #t&.

SAH OS HEBRNBAFFE registry
(5%% chart £
global.registry.address EX{EAH

[E) .

operator RE, XFF provider EIFH)
Alive , {EFH 1Internal ; X FIBHR
BIaMzs , A External .

operator 2 {EHFEE I A, XTF
Internal , {FHEHFE Layer-2 i
RRERR IPV4 VIP, STF

External , {f ARG AR
at,

Uit 1Internal {FMAM operator j2{it
A VRID, B7EIEHFHE Layer-2 5
WME—, T External , BRX
FE.

elemental install FMIEEFZBIR, (X
L EHBENZIRIZNANATEE B
FEEFERAXKE. X TERR—1
ISO MZ R REBEN. , EFR

/dev/elemental-install-target ,

AT

XF global HFEM registry , {FRAS
kubectl -n cpaas-system get secre

o jsonpath='{.data.password}' | ba

1£ OS Images Imported and Image Cate
ﬁﬁfhff <registry-address>/tkestack

image:<os-image-tag> .,
%h?f <registry-address>/tkestack/t

image-iso:<os-image-tag> , N5 <t

I

P IT kubectl get cluster global -r

jsonpath="'{.metadata.annotations.c

(ANRFE) .

address}'

Z&E & Plan the Control Plane Endpoint,

n/a

n/a

MEHIEH A BT WWN FnArEs, 52
System Disk on Multi-Disk Bare-Metal H
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<dns-image-
tag> /
<etcd-image-

tag>

<kube-ovn-

version>

<dns-

server>

<ssh-
authorized-

keys>

<inventory-

name>

<pool-name>

<control-
plane-
inventory-
1/2/3> |/
<worker -
inventory-

1/2/3>

<control-
plane-host-
1/2/3> |/
<worker -

host-1>
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HEKIR

A <kubernetes-version> HMEZIHR
& BEMBEGRP AR,

5fT% ACP #01 Kubernetes hRAsULHEC A
Kube-OVN chart R4,

LVERBEEMKEETEER resolver
BtEg operator 244t,

operator £t OpenSSH N 48—
B LA B AR B E R4,

FHESN 1SO HiTMEH
elemental-operator 4YEC. JEMFET
ToIETRM,

F=HA inventory i
MachineInventoryPool H&#R.

AEN A BT Y]

MachineInventory Z#F.

EEHER BN AREE
Kubernetes I s F#.4 .

AT

1525 %) OS Support Matrix ] coredn

{# 3 OS Support Matrix ] kube-ovn
Kube-OVN AAHHIRA , FIBE BRI
get moduleplugins.cluster.alauda.i
jsonpath="'{.spec.mainChart}{" "}

{.status.latestVersion}' .

5 {F A MachineRegistration.confi

BEEhRAK KubeadmControlPlane bo
( format: cloud-config ) . AAEM

config E%)\ /etc/resolv.conf |

n/a

kubectl -n cpaas-system get

machineinventories.elemental.cattl

ETHERRBEIHFER <cluster-name>-

pool EY <cluster-name>-worker-poo

{fF kubectl -n cpaas-system get

machineinventories.elemental.cattl

B operator 32 ; HB& hostname PA[E
R


http://localhost:4173/container_platform/zh/overview/alauda_os_support_matrix.html
http://localhost:4173/container_platform/zh/overview/alauda_os_support_matrix.html
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<pods-cidr>
| <services-
cidr> /
<kube-ovn-

join-cidr>

<workload-

kubeconfig>

<machine-

name>

<new-
replica-

count>

<new-
template-

name>

<new-
kubernetes-
version> /
<new-tag> /

<new-image>
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HEKIR

FR operator $2{it, NF5EHMLE,
global £F# CIDR Z([E]—

global _EHHE{ATHM CAPI E£FfE
=

Ho

W& B Kubeconfig, #5HISFEI]
15fkJa , Cluster APl X H &4

Secret |

AT Em#iEsix ERIA CAPI
Machine %K.

EEETNIER N
MachineDeployment.spec.replicas

fH.

AT EHaH

BaremetalMachineTemplate B
KubeadmConfigTemplate MHKIHHEAR
HFR,

BARFHERRA LR ILECHO $R & SR B At e
BARECHETH R

AT

n/a

kubectl -n cpaas-system get secre

kubeconfig -o jsonpath='{.data.val

kubectl -n cpaas-system get machi

k8s.1io0

operator &AM B AR LIET ¥ =E.

A operator 124 ; {F A BFR.

EFRRASIFAEE | FHARARFET

catalog .

5IR 1 : #4972 Seedimage i EH

BIEE— MR M URL FIE k%2 cloud-config 8] MachineRegistration , PAKR—N¥
elemental-operator F5[EIGAL ISO FEAHSEE{RK SeedImage .

¥ seedImage.spec.baseImage REANSAH base-image-iso HIRZXBIRFESE registry 5]
. EX/5 image catalog AT REEMERMNTIA base-image ECXY : BINMEBREPLIK
BE—/ OS HMX# , L6 Bk B AR IERTH.
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Ol1l-machineregistration-seedimage.yaml
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apiVersion: elemental.cattle.io/vilbetal
kind: MachineRegistration
metadata:
name: <cluster-name>-registration
namespace: cpaas-system
labels:
app.kubernetes.io/part-of: cluster-api-provider-baremetal
spec:
# ${...} placeholders are expanded by elemental-register from SMBIOS da
ta.
# System UUID is preferred over Serial Number because it is more reliab
le
# across virtualised test environments.
machineName: "<cluster-name>-${System Information/UUID}"
machineInventorylLabels:
app.kubernetes.io/part-of: cluster-api-provider-baremetal
pool.baremetal.alauda.io/eligible: "true"
elemental.cattle.io/serial-number: "${System Information/Serial Numbe
r}"
machineInventoryAnnotations:
elemental.cattle.io/machine-uuid: "${System Information/UUID}"
config:
elemental:
install:
device: <install-device>
eject-cd: true
reboot: true
snapshotter:
type: btrfs
maxSnaps: 4
registration:
# false only when the host has a real hardware TPM (/dev/tpm@). S
et true
# (with emulated-tpm-seed: -1) on any host without one, including
physical
# servers that ship without a TPM module.
emulate-tpm: false
apiVersion: elemental.cattle.io/vilbetal
kind: SeedImage
metadata:
name: <cluster-name>-registration-iso

namespace: cpaas-system
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labels:
app.kubernetes.io/part-of: cluster-api-provider-baremetal
spec:
type: 1iso
baseImage: <base-image-iso>

registrationRef:

apiVersion: elemental.cattle.io/vilbetal

kind: MachineRegistration

name: <cluster-name>-registration

namespace: cpaas-system
targetPlatform: linux/amd64
size: 20Gi
cleanupAfterMinutes: 120
cloud-config:

stages:

boot:
- name: "Size COS_STATE for reprovisioning"
files:
- path: /etc/elemental/config.d/partitions.yaml
permissions: 0644
content: |
install:
partitions:
state:
size: 20480

B IR ZEREAR COS STATE K/

state NXATHEBSITHFRARGEUARFIBREBRIRIER. Elemental BRIARK) 8192 MiB A~

A = MEROIRIBAHEE extent , BFHREIAERGR , AR SN K/NAK 3.5 GiB
HEARMRXEARS: , FAEFERE no space left on device (W , SHEAEXEMERL L
BT M ATBORE. SIRERTHRESET elenental upgrade , MK AR/NER IS
EE , AAaBRAEZ A #E—UNEROCSRANET , EAERLTERTEBEN
X,

FERENEEHA/NEE ZE D 20480 MiB (20 GiB) .

| wERmEHREE
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AW T stages.boot TH] SeedImage.spec.cloud-config . JGHIA
MachineRegistration.spec.config.cloud-config E{H{TEAMMMERHEISEB T 8 GiB /X , 3 H

ALRERR.

M HRENIIEL 28T, EE—QETRNEN LRILER -

lsblk -0 NAME,SIZE,LABEL | grep COS_STATE
df -h /

AENE /etc/resolv.conf W#RANZE] SeedImage.spec.cloud-config . {R#3#F ISO A ; (X4
B BEhiEME2EER , A7 MachineRegistration.spec.config.cloud-config HELE
uh FRE Y resolver, TELLITINNKA Global EBZEMFEF , ISO B A resolver U ; TR
DNS [ f5H kubeadm bootstrap 3B H{TELE .

install.device . install.eject-cd F1 install.reboot BEEREM. MREEBIR
W%, elemental install RIRESEHFIFTINR®. EZHMEYIEENL , BEMERE AL
HFEABRAENAR , MARERSEUEN /dev/sdx ZFR, MR eject-cd BY reboot A
false , EHATREATEE R REFIMEBLE live IFEH |, FKIETTIARA Cluster API 7] FEK

inventory,

KV A manifest , 3¥%4% Seedimage &AL :
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kubectl apply -f 01-machineregistration-seedimage.yaml

kubectl -n cpaas-system wait \
--for=condition=SeedImageReady=True \
seedimage/<cluster-name>-registration-iso \

--timeout=30m

SEEDIMAGE_REASON="$(kubectl -n cpaas-system \

get seedimage <cluster-name>-registration-iso \

-0 jsonpath="'{.status.conditions[?(@.type=="SeedImageReady")].reaso
n}')"
SEEDIMAGE_DOWNLOAD_URL="$(kubectl -n cpaas-system \

get seedimage <cluster-name>-registration-iso \

-0 jsonpath='{.status.downloadURL}"')"
SEEDIMAGE_CHECKSUM_URL="$(kubectl -n cpaas-system \

get seedimage <cluster-name>-registration-iso \

-0 jsonpath='{.status.checksumURL}"')"

if [ "${SEEDIMAGE_REASON}" !'= "SeedImageBuildSuccess" ] || \
[ -z "${SEEDIMAGE_DOWNLOAD_URL}" ] |] \
[ -z "${SEEDIMAGE_CHECKSUM_URL}" ]; then
echo "SeedImage did not produce a downloadable ISO and checksum" >&2
exit 1
fi

printf '%s\n%s\n' "${SEEDIMAGE_DOWNLOAD_URL}" "${SEEDIMAGE_CHECKSUM_URL}"

REWR status.state BIERPIFIERMG ; A7 controller RAEGIAR AT, REY
SeedImageReady=True [] reason 3}] SeedImageBuildSuccess , H status.downloadURL
A status.checksumURL IAEZTSHET , A BEARESHRIE, THAMGFRRE T RIK Seedimage {37]

BEHRYS seedImageReady=True , {BE reason &&4£74 1k , HH URL £#7E6%.

MU ISO BhE &8 BFrEN. elemental-register B4EE1T (418 MachineInventory
J_E{Z observedNetwork ) , [#Bf§ elemental install J§ OS EAWE. TETHGE , =
HUE] FTF34T plan. 20:R live ISO ¥35E%4E DHCP it | iEIRER ML RAR |, 723,
1248 L FEhELE NetworkManager , SAfGH%{F MachineInventory .

WAEMPRAS

kubectl -n cpaas-system get machineinventories.elemental.cattle.io
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BT HE R inventory EIAZR

e BJR Ready=True .
o BEFIETH status.plan.secretRef.name ,

o BBETALIH NIC ILECH) spec.observedNetwork ({XHAHLELRKNS IP EEHE R HHE
RIFATRAFTE) .
o YETIEEWIRNLERT |, 1Z173CFF observer f{] OS image , fiREHTH
status.observedStorage , F7E4 ECE pool Z BIXE

status.storage.phase=Prepared .

1OXHYIR) MachineInventory Z#—— F—H4SIREFRSIFHEN].

Al AR TTE TR

HEEFMRETKIEFEER MachineInventory , MANETF CAPI Machine EBY
BaremetalMachineTemplate ., ig4E inventory [ RKNEe. B A EHRMNE]A = pool Z Bt
ThLE.

REEERE BEN EABUERE PR

1. B&UF elemental-storage-observer.service 3\4:1@@ status.observedStorage .

2. {FFFaE ID EBREMEE , FH%E Adopt B InitializeIfBlank .

3. fEAILACH) storagectl binary BHTRIE , FRAURFANEANER ; EREN , BEE B4
HAAA .

4. %&{F storagePrepared=True/AllRequiredvolumesPrepared FI

status.storage.phase=Prepared .

WMRAN ETREATHEE , FEM spec.storage , BORHREA volumes: []1 . f7fif
controller £3% inventory Y$k%| Unmanaged , FiRE
StoragePrepared=True/NoManagedvolumes , B ARSBITIE RIS IRIE.

IR 2 : 47 MachineInventoryPool &jR

B AELIE— pool, pool reconciler SKIFEN M RERFE  ITEREITEES | IBK
baremetal.alauda.io/pool=<pool-name> annotation § A\ inventory,


http://localhost:4173/container_platform/zh/configure/nodes/alauda_os/manage-bare-metal-storage.html
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02-machineinventorypool.yaml

apiVersion: infrastructure.cluster.x-k8s.io/vlbetal
kind: MachineInventoryPool
metadata:
name: <cluster-name>-control-plane-pool
namespace: cpaas-system
spec:
clusterName: <cluster-name>
machineInventories:
- name: <control-plane-inventory-1>

hostname: <control-plane-host-1>

- name: <control-plane-inventory-2>
hostname: <control-plane-host-2>
- name: <control-plane-inventory-3>
hostname: <control-plane-host-3>
apiVersion: infrastructure.cluster.x-k8s.io/vlbetal
kind: MachineInventoryPool
metadata:
name: <cluster-name>-worker-pool
namespace: cpaas-system
spec:
clusterName: <cluster-name>
machineInventories:
- name: <worker-inventory-1>
hostname: <worker-host-1>
- name: <worker-inventory-2>

- name: <worker-inventory-3>

KBS
2 it iy W
It pool AR AOME S
ERER, —1
.spec.clusterName string MachineInventory 2
RNRELIRERTNIESED

pool A,
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st it iy Dot
2
.spec.machineInventories[].name string MachineInventory 2
AR FR
EHE RN AR
.spec.machineInventories[].hostname string FHL. AEENA &

24 inventory Z#R.

R FAFFIAIE -

kubectl apply -f 02-machineinventorypool.yaml
kubectl -n cpaas-system get machineinventorypools.infrastructure.cluster.
x-k8s.1io

2 FEM pool £1R%5 Ready=True . total = len(spec.machineInventories)
available = total - allocated - preparing - reprovisioning - unavailable ,
spec.machineInventories ¥ ] inventory IR AIBIIEUE (HR%k. plan secret ks,
Ready=False SkfFfitRAERLF) , 238 pool ] unavailable 11¥kzs , FHFEBRTE
Membersvalid condition &, ETHTFMEFIREHBEC I : RBEEERETHH observation 2
SER¥, Prepare f§ , i% inventory 433 CAPI £F Available KA.

¥ control-plane pool ) K/IMEEXNZE/D> KubeadmControlPlane.spec.replicas , J§ worker
pool KK/ MEE AZE /D MachineDeployment.spec.replicas , SFFIRBNFLE , pool AR
{WTTEH] replica $E——provider 27E[F]— pool FRALRFEFRMENE X |, e FE N
PITHE

IR 3 BIEITHIFEmERFRIR

B3 BaremetalCluster (FEERATEMAIIEHIFME endpoint #5£3K) | #=HIFmE
BaremetalMachineTemplate (F5[@3%H/Mm pool) . KubeadmControlPlane (replicas +
kubeadm fic&E) PAK% CAPI cluster .

Bare Metal API #£[&] —#/ERFE X 3FPFh endpoint 125 :

e 1Internal : provider 3 Alive , 3FMA VIP R F i fGin AR 5.
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e External : provider BkiT Alive ; Tz 23 BT A BHUHF listener, @RIEFIHALA.

£ T E/ manifest F{Ff <control-plane-load-balancer-type> WEFHEI,

I WARNING
{# /3 OS image FINE K Kubernetes image

SXHE4E B OS image 278 cloud.alauda.io/alauda FTRANEL kubeadm 354 m .
CoreDNS #1 etcd image., £ KCP ECEH{REEX repository , F{FF OS Support Matrix #g2E£F
tag, NERKHBM K <registry-address>/tkestack : XL4MS OS HAMEM image RIT
BCH) image 5|1, OS €183 containerd ACE HNE MK pause image ; NER pod-infra-

container-image ¥sNZE] KCP kubelet %,

l TIP
SMRES%

THEMREHERR/IMU  KubeadmControlPlane . ANFAEFMEHEFN TEMELE X 4—M
¥& admission, audit, kubelet #NT #1 encryption provider——& S [ R+ KT
KubeadmControlPlane L& .

03-cluster.yaml
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apiVersion: infrastructure.cluster.x-k8s.io/vlbetal
kind: BaremetalCluster
metadata:
name: <cluster-name>
namespace: cpaas-system
spec:
controlPlaneLoadBalancer:
type: <control-plane-load-balancer-type>
host: <control-plane-vip>
port: <control-plane-port>
# Required only for Internal. Remove this field for External.
vrid: <vrid>
networkType: kube-ovn # Enables provider-managed Kube-OVN AppRelea
se reconciliation.
apiVersion: infrastructure.cluster.x-k8s.io/vlbetal
kind: BaremetalMachineTemplate
metadata:
name: <cluster-name>-control-plane-template
namespace: cpaas-system
spec:
template:
spec:
machineInventoryPoolRef:
name: <cluster-name>-control-plane-pool
apiVersion: controlplane.cluster.x-k8s.io/vlbetal
kind: KubeadmControlPlane
metadata:
name: <cluster-name>-control-plane
namespace: cpaas-system
spec:
replicas: 3
version: <kubernetes-version>
rolloutStrategy:
type: RollingUpdate
rollingUpdate:
maxSurge: 0 # Bare-metal does not over-provision; replac
e one at a time.
machineTemplate:
nodeDrainTimeout: 5m
nodeVolumeDetachTimeout: 5m
infrastructureRef:
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apiVersion: infrastructure.cluster.x-k8s.io/vlbetal
kind: BaremetalMachineTemplate
name: <cluster-name>-control-plane-template
kubeadmConfigSpec:
users:
- name: boot
sudo: ALL=(ALL) NOPASSWD:ALL
shell: /bin/bash
sshAuthorizedKeys:
"<ssh-authorized-keys>"
clusterConfiguration:
imageRepository: cloud.alauda.io/alauda
dns:
imageTag: <dns-image-tag>
etcd:
local:
imageTag: <etcd-image-tag>
apiServer:
extraArgs:
profiling: "false"
tls-min-version: VersionTLS12
controllerManager:
extraArgs:
profiling: "false"
tls-min-version: VersionTLS12
scheduler:
extraArgs:
profiling: "false"
tls-min-version: VersionTLS12
initConfiguration:
nodeRegistration:
kubeletExtraArgs:
node-labels: "kube-ovn/role=master"
joinConfiguration:
nodeRegistration:
kubeletExtraArgs:
node-labels: "kube-ovn/role=master"
apiVersion: cluster.x-k8s.io/vlbetal
kind: Cluster
metadata:
name: <cluster-name>
namespace: cpaas-system

annotations:
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capi.cpaas.io/resource-group-version: infrastructure.cluster.x-k8s.1
o/vlbetal
capi.cpaas.io/resource-kind: BaremetalCluster
cpaas.io/kube-ovn-join-cidr: <kube-ovn-join-cidr>
cpaas.io/kube-ovn-version: <kube-ovn-version>
cpaas.io/sentry-deploy-type: Baremetal
cpaas.io/alb-address-type: ClusterAddress
labels:
cluster-type: ProviderBaremetal
spec:
clusterNetwork:
pods:
cidrBlocks:
- <pods-cidr>
services:
cidrBlocks:
- <services-cidr>
controlPlaneRef:
apiVersion: controlplane.cluster.x-k8s.io/vlbetal
kind: KubeadmControlPlane
name: <cluster-name>-control-plane
infrastructureRef:
apiVersion: infrastructure.cluster.x-k8s.io/vlbetal
kind: BaremetalCluster

name: <cluster-name>

£ 7 annotation, #£4& J& provider 7£ reconcile Hi[g){k#i—2%H cluster annotation,
operator YR E AU annotation 20T :

Annotation W BERIR R
FHEE .
capi.cpaas.io/resource- CAP| Ehrii& i
= infrastructure.cluster.x- .
group-version 2

k8s.io/vilbetal

capi.cpaas.io/resource- . CAPI it jits
FH{E BaremetalCluster

kind 9P5E.

Fm

operator 1%&FK) /16 CIDR, n
cpaas.io/kube-ovn-join- ] Kube-OVN i
135 pod/service B ETH .
cidr E]iZSER
EHRESE,

el
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Annotation WE
cpaas.io/kube-ovn- “
_ =300

version

cpaas.io/sentry-deploy- o
XE

type

cpaas.io/alb-address- o
XE

type

BaremetalCluster %K :

.spec.

.spec.

.spec.

.spec.

controlPlaneLoadBalancer.type

controlPlaneLoadBalancer.host

controlPlaneLoadBalancer.port

controlPlaneLoadBalancer.vrid

ERIR

&

[EXE provider 1
# cni-kube-
ovn B{E K
chart fgas, &

OS Support Matrix F ] kube-

ovn (chart)

FHE{E Baremetal ,

HE{E ClusterAddress .

S

string
( Internal /

External )

string

int (1-
65535)

int (0-255)

B&HS , provider
[EIR%E] kube-

ovn

1B,

ModulePlugir

FRAS.

BERARC Y
EREE

profile,

REBEMEF
B ALB HbhibAE
=

i

Internal &HBZE Alive static pod
B VIP, External £pkid Alive ,
SKIRSCE % Layer 4 TCP

LoadBalancer,

¥%5F @ endpoint, XF Interna
{£ /A Self-built VIP, X¥F Externa
fFRREIER T, X4 endp
B, &[E3ES)

.spec.controlPlaneEndpoint.ha

BHFEmIE0., BEA 6443

Keepalived virtual_router_id ,
B Layer-2 3g R O /RME—. 33F
, BRI

External


http://localhost:4173/container_platform/zh/overview/alauda_os_support_matrix.html
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e KA i

@] CAPI &Z& ¥ API server endpoin
.spec.controlPlaneEndpoint object BRANMEEYR., BT NA reconciler
controlPlaneLoadBalancer [B]3E

A provider EIEH CNI SKHL, HKH:
A kube-ovn ; {EAIHMEEISS

.spec.networkType string . .
provider Bkid Kube-OVN AppRele:
reconcile A1 s SR e A
R FAFFILER

kubectl apply -f 03-cluster.yaml

kubectl -n cpaas-system get clusters.cluster.x-k8s.1io

kubectl -n cpaas-system get kubeadmcontrolplanes.controlplane.cluster.x-k
8s.1io

kubectl -n cpaas-system get baremetalmachines.infrastructure.cluster.x-k8

s.io -w

FHNFHRIEHEFE BaremetalMachine #f&HEDH Pending — Allocated — Reprovisioning
~ Running . M%X :

#I%EHH) inventory,

e BaremetalMachine.status.machineInventoryRef.name

IEEIR BN plan secret, i%

secret #H annotation baremetal.alauda.io/plan.type=reprovision ,

BaremetalMachine.status.planSecretRef.name

FHFTTH cloud-init clean .
elemental upgrade . E2PAK kubeadm init / join J§AFA Applied .

e MachineInventory.status.plan.state

e BaremetalCluster.status.conditions[EndpointReady] —— FCEHIIZHIFE endpoint
A[AE) fFAS A true,

l WARNING

& J&8 provider AFFRT QIEGIFE. EDER=1EHFHE replica
( KubeadmControlPlane.spec.replicas: 3 ) , PARA{R etcd {RIF{(F&. £ Internal EI
T, HEN REESS5 Alive VIP {h#,
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SR 4 BEIETR

2% Ready f5 , )% worker BaremetalMachineTemplate . worker

KubeadmConfigTemplate #1 MachineDeployment |,

=

#51A worker pool &=

kubectl -n cpaas-system get machineinventorypools.infrastructure.cluster.

x-k8s.10 <cluster-name>-worker-pool

status.available WRZE/DETHIR replica E. MRFTEIINSE  BEMEZ TN
(TEXEFAH, /53 seedImage SN 1) |, 7EFA inventory (RN BRI HER(E
IEEFME , R HBFRRME] spec.machineInventories ,

MU A XA ENSLE NS RIET R RN EXREshREE | RILARisEAERER &M
L& BTIR IR R4S , AR AT AN E) DR BRI T4, B RFT AR , A&
1BRE B A B AR AT ARt oA - PR A e

BCE worker BaremetalMachineTemplate

apiVersion: infrastructure.cluster.x-k8s.io/vlbetal
kind: BaremetalMachineTemplate
metadata:

name: <cluster-name>-worker-template

namespace: cpaas-system

spec:
template:
spec:
machineInventoryPoolRef:
name: <cluster-name>-worker-pool
RS
2 Eit) R
.spec.template.spec.machineInventoryPoolRef.name string worker pool £

PR (F—

namespace) .
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£ %K

frE

i

WNER worker
FEENEIH A
pool , FZ K
worker % zhE)

HAth pool,

ACE bootstrap template

imagePullCredentialsverificationPolicy: NeverVerify {¥J Kubernetes 1.35 FF44FE

2. {#F Kubernetes 1.34 Bk EERAE3E worker B , 15 AMILSEK.


http://localhost:4173/container_platform/zh/configure/nodes/alauda_os/bare-metal.html#moving-workers-to-a-different-pool
http://localhost:4173/container_platform/zh/configure/nodes/alauda_os/bare-metal.html#moving-workers-to-a-different-pool
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apiVersion: bootstrap.cluster.x-k8s.io/vilbetal
kind: KubeadmConfigTemplate
metadata:

name: <cluster-name>-worker-bootstrap

namespace: cpaas-system

spec:
template:
spec:
users:
- name: boot
sudo: ALL=(ALL) NOPASSWD:ALL
shell: /bin/bash
sshAuthorizedKeys:
"<ssh-authorized-keys>"
files:
- path: /etc/kubernetes/patches/kubeletconfiguration@+strategic. j
son

owner: "root:root"
permissions: "0644"

content: |
{
"apiVersion": "kubelet.config.k8s.io/vlbetal",
"kind": "KubeletConfiguration",
"imagePullCredentialsVerificationPolicy": "NeverVerify",

"protectKernelDefaults": true,

"staticPodPath": null,

"tlsCertFile": "/etc/kubernetes/pki/kubelet.crt",
"tlsPrivateKeyFile": "/etc/kubernetes/pki/kubelet.key",
"streamingConnectionIdleTimeout": '"5m",

"clientCAFile": "/etc/kubernetes/pki/ca.crt"
}

joinConfiguration:
patches:
directory: /etc/kubernetes/patches

provider &£7E% bootstrap user-data 5\ reprovision plan Z B3 TR/IMEITEMW, , RS
FBLLTFEM template R A8 :

e Hostname | FQDN — E#htRiE
MachineInventoryPool.spec.machineInventories[].hostname &E (BEEH{ER

inventory &%) .
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e kubeletExtraArgs.provider-id —— BHINXE A baremetal:///<inventory-

name> ,

e nodeRegistration.criSocket —— FKIXEFR BINKE A

unix:///var/run/containerd/containerd.sock ,

FIEWEH user-data £ E[A] bootstrap secret Ff] data["resolved-value"] , MFE
& ; R4 data["value"] RFFAZE,

BLE MachineDeployment
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apiVersion: cluster.x-k8s.io/vlbetal

kind: MachineDeployment

metadata:

name: <cluster-name>-workers

namespace: cpaas-system

spec:

clusterName: <cluster-name>

replicas: 3

strategy:

type: RollingUpdate

rollingUpdate:

maxSurge: 0

maxUnavailable: 1

selector:
matchLabels: {}
template:

metadata:

labels:
cluster.x-k8s.io/cluster-name: <cluster-name>

pool.name: <cluster-name>-workers

spec:

clusterName: <cluster-name>
version: <kubernetes-version>
nodeDrainTimeout: 5m
nodeVolumeDetachTimeout: 5m
bootstrap:
configRef:
apiVersion: bootstrap.cluster.x-k8s.io0/vlbetal
kind: KubeadmConfigTemplate
name: <cluster-name>-worker-bootstrap
namespace: cpaas-system
infrastructureRef:
apiVersion: infrastructure.cluster.x-k8s.io/vlbetal
kind: BaremetalMachineTemplate
name: <cluster-name>-worker-template

namespace: cpaas-system

RS
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e Sl
.spec.clusterName string
.spec.replicas int
.spec.template.spec.version string
.spec.strategy.rollingUpdate.maxSurge int
.spec.strategy.rollingUpdate.maxUnavailable int

I FAFENIER -

kubectl apply -f workers.yaml

Y

BHARSERF B TR,

worker i ¥ E, WU
MachineInventoryPool.s
+ status.allocated (%
pool) .

worker Kubernetes ki<,
elemental-image-catal

S FERAARRE , B4

kubelet ARAN 2= R .

REBFLBMACE—A
%A A& RYIEENS
R

A maxSurge=0 B, P
STEHTNERNE A B,

kubectl -n cpaas-system get machinedeployments.cluster.x-k8s.io

kubectl -n cpaas-system get baremetalmachines.infrastructure.cluster.x-k8

s.io -w

kubectl get nodes -o wide

SRFRE

{F F kubectl
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# Cluster status

kubectl -n cpaas-system get cluster <cluster-name>

# Control plane progress
kubectl -n cpaas-system get kubeadmcontrolplane <cluster-name>-control-pl
ane

# Per-machine state
kubectl -n cpaas-system get machines.cluster.x-k8s.1io
kubectl -n cpaas-system get baremetalmachines.infrastructure.cluster.x-k8

s.io

# Pool counters
kubectl -n cpaas-system get machineinventorypools.infrastructure.cluster.
x-k8s.1i0

# Storage lifecycle for inventories that declare managed volumes
kubectl -n cpaas-system get machineinventories.elemental.cattle.io \

-0 custom-columns="NAME: .metadata.name, PHASE: .status.storage.phase, PREP
ARED: .status.storage.conditions[?(@.type=="StoragePrepared")].status,ACTI

VE:.status.storage.conditions[?(@.type=="StorageActive")].status'

# Workload cluster Nodes (use the workload kubeconfig)

kubectl get nodes -0 wide

HUE ) Vi

BIABCE R AR A

kubectl -n cpaas-system get baremetalcluster <cluster-name> \
-0 jsonpath='{.spec.controlPlaneLoadBalancer.type}{" "}{.spec.controlPl

aneEndpoint.host}{":"}{.spec.controlPlaneEndpoint.port}{"\n"}"'
XfF Internal , B&uE Alive SREFIT RBEITE &M -

kubectl --kubeconfig <workload-kubeconfig> -n kube-system get pods -1 app
=alive -0 wide

kubectl --kubeconfig <workload-kubeconfig> get --raw=/version
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HEHMEHFET R LETU TS MARAEEEEH a7 !

sysctl net.ipv4.conf.all.arp_accept net.ipv4.vs.conntrack

XfF External , #RfE External LoadBalancer contract 3§ UF iz 28 Blia SN fais.
NGB SR E S EMSRTEEE AT R , FHASA ERM HTTPS /healthz &
[a] HTTP 200 ,

RS

NG LR IR

Cluster.status.conditions[Ready]=True ,
KubeadmControlPlane MEIARLERA Ready .
g1 BaremetalMachine.status.phase=Running p I status.ready=true ,

F/M™MEHAK MachineInventory.status.plan.state=Applied #BFEH plan secret HHH
JIfi# baremetal.alauda.io/plan.type=reprovision (XEFEMAERE— -0

jsonpath="'{.metadata.annotations}' ) ,

FMEBAM. spec.storage.volumes[] JEZTH] inventory BiRE

status.storage.phase=Active . StoragePrepared=True # StorageActive=True ;

YW BaremetalMachine #R%F StorageReady=True/AllVolumesReady .

MachineInventoryPool.status [#f available + allocated + preparing +

reprovisioning + unavailable = total .,

Kubernetes Nodes 144 Ready.,

SFF Internal , Alive Pods 34 Ready , 3B TUST B VIP i8] API,

ST External , TaBINERFRR VI , FFEEERSIRS L EEHFE T RILEC.

LR




BB - Alauda Container Platform

NN

BaremetalMachine {ZEfE Pending .
InventoryAllocated=False /

Reason=Poo1Missing

BaremetalMachine {ZEfE Pending .
InventoryAllocated=False /

Reason=PoolExhausted

BaremetalMachine fENEC/HEE |
BootstrapReady=False /

Reason=BootstrapwWaiting

BaremetalMachine {uF Failed .
ImageResolved=False /

Reason=ImageCatalogMiss

ImageResolved=False /

Reason=ImageRegistryMissing

inventory 27} , {BR1TA Available

BaremetalMachine Z{FHEBIR
StorageReady=False

EFBCEIRATUETAL ;

MachineInventory.status.plan.state=Failed

BaremetalCluster {EF 1Internal , {BICEVT
[a) VIP

BaremetalCluster {FF External , {BI/EW
EITg=y

B XRTEK operator PREANZ% (84 condition reason Fk R 1R1E)
Overview - clean / reprovision plans,

RIS

BaremetalMachineTemplate.spec.template.s

Tam AR,

AR EFRILM Available inventory,

KubeadmConfig [&] k4 A% bootstrap data secret,

B#R Machine.spec.version A2 elemental

/) catalog NMBEEMLKE.

A% cpaas.io/registry-address JEfigFIF
AT registry ik,

H managed storage FERA# A 1X%|] StoragePrey
C1Tmb Ui

FTEEH) managed volume KiBiE , SR B FHHIES

elemental upgrade 2K (registry Foi%if[a].

vrid 5F—MEEIPER ; VIP RN HE L2
1E ; IPVS SR ATR/ sysctl ReJ A,

Listener, f@dmmimaRkAR. TLS BEfE. BREE.

152[% Provider
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IEES&
BRI :

s BHTR
o EEWIRHIE
o FHERSERE

fisx

o2 M) KubeadmControlPlane FCE

AR RE BEIHEFERANNERLE —aIEENIES), HIT5ERE, kubelet 28], N
provider #1 IPv6 ZPE L, BB (U FHERP RIS AT,

l Kubernetes 1.35 kubelet ¥ &

{XM Kubernetes 1.35 44 EE imagePullCredentialsVerificationPolicy: NeverVerify .

{#F3 Kubernetes 1.34 S E RhRASGZERRT |, B AW IS4,


http://localhost:4173/container_platform/zh/configure/nodes/alauda_os/bare-metal.html
http://localhost:4173/container_platform/zh/configure/nodes/alauda_os/manage-bare-metal-storage.html
http://localhost:4173/container_platform/zh/upgrade/workload/alauda_os/bare-metal.html

AL ¥ - Alauda Container Platform
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apiVersion: controlplane.cluster.x-k8s.io/vlbetal
kind: KubeadmControlPlane
metadata:
name: <cluster-name>-control-plane
namespace: cpaas-system
spec:
replicas: 3
version: <kubernetes-version>
rolloutStrategy:
type: RollingUpdate
rollingUpdate:
maxSurge: 0
machineTemplate:
nodeDrainTimeout: 5m
nodeVolumeDetachTimeout: 5m
infrastructureRef:
apiVersion: infrastructure.cluster.x-k8s.io/vlbetal
kind: BaremetalMachineTemplate
name: <cluster-name>-control-plane-template
kubeadmConfigSpec:
users:
- name: boot
sudo: ALL=(ALL) NOPASSWD:ALL
shell: /bin/bash
sshAuthorizedKeys:
"<ssh-authorized-keys>"
files:
- path: /etc/kubernetes/admission/psa-config.yaml
owner: "root:root"
permissions: "0644"
content: |
apiVersion: apiserver.config.k8s.io/v1l
kind: AdmissionConfiguration
plugins:
- name: PodSecurity
configuration:
apiVersion: pod-security.admission.config.k8s.io0/v1
kind: PodSecurityConfiguration
defaults:
enforce: "privileged"
enforce-version: "latest"
audit: "baseline"
audit-version: "latest"
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warn: "baseline"

warn-version: "latest"
exemptions:

usernames: []

runtimeClasses: []

namespaces:

- kube-system

- cpaas-system

- path: /etc/kubernetes/patches/kubeletconfiguration®@+strategic.jso

owner: "root:root"

permissions: "0644"

content: |
{
"apiVersion": "kubelet.config.k8s.io/vlbetal",
"kind": "KubeletConfiguration",
"imagePullCredentialsVerificationPolicy": "NeverVerify",

"protectKernelDefaults": true,
"t1lsCertFile": "/etc/kubernetes/pki/kubelet.crt",
"tlsPrivateKeyFile": "/etc/kubernetes/pki/kubelet.key",
"streamingConnectionIdleTimeout": "5m",
"clientCAFile": "/etc/kubernetes/pki/ca.crt"
}
- path: /etc/kubernetes/audit/policy.yaml
owner: "root:root"
permissions: "0644"
content: |
apiVersion: audit.k8s.io/vi1
kind: Policy
omitStages:
- "RequestReceived"
rules:
- level: None
users:
- system:kube-controller-manager
- system:kube-scheduler
- system:serviceaccount:kube-system:endpoint-controller
verbs: ["get", "update"]
namespaces: ["kube-system"]
resources:
- group: ""
resources: ["endpoints"]
- level: None

nonResourceURLs:
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- /healthz*
- /version
- /swagger*
- level: None
resources:
- group: ""
resources: ["events"]
- level: None
verbs: ["get", "list", "watch"]
- level: None
resources:
- group: "coordination.k8s.io"
resources: ["leases"]
- level: None
resources:
- group: "authorization.k8s.io0"

resources: ["subjectaccessreviews",

- group: "authentication.k8s.io"
resources: ["tokenreviews"]
- level: Metadata
resources:
- group: ""
resources: ["secrets", "configmaps"]
- level: RequestResponse
resources:
- group: ""
- group: "apps"
- group: "rbac.authorization.k8s.io"
- group: "storage.k8s.io"
- group: "networking.k8s.io"
- level: Metadata
postKubeadmCommands:
- chmod 600 /var/lib/kubelet/config.yaml
clusterConfiguration:
imageRepository: cloud.alauda.io/alauda
dns:
imageTag: <dns-image-tag>
etcd:
local:
imageTag: <etcd-image-tag>
apiServer:
extraArgs:

audit-log-format: json

"selfsubjectaccessrevie
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I|30I|
audit-log-maxbackup: "10"
|I200|I

audit-log-maxage:

audit-log-maxsize:
"false"

audit-log-mode: batch

profiling:

audit-log-path: /etc/kubernetes/audit/audit.log

audit-policy-file: /etc/kubernetes/audit/policy.yaml

tls-cipher-suites:

"TLS_ECDHE_ECDSA _WITH_AES_128_ GCM_SHA256, TLS

_ECDHE_RSA_WITH_AES_128_ GCM_SHA256, TLS_ECDHE_ECDSA_WITH_CHACHA20_POLY130
5, TLS_ECDHE_RSA _WITH_AES_256_GCM_SHA384, TLS_ECDHE_RSA_WITH_CHACHA20_POLY1
305, TLS_ECDHE_ECDSA_WITH_AES_256_GCM_SHA384"

admission-control-config-file:

nfig.yaml

tls-min-version: VersionTLS12

kubelet-certificate-authority:

extraVolumes:
- name: vol-dir-0
hostPath: /etc/kubernetes
mountPath: /etc/kubernetes
pathType: Directory
controllerManager:
extraArgs:
bind-address: "::"
"false"

VersionTLS12

profiling:
tls-min-version:
scheduler:
extraArgs:
bind-address: "::"
tls-min-version: VersionTLS12
profiling: "false"
initConfiguration:

patches:

/etc/kubernetes/admission/psa-co

/etc/kubernetes/pki/ca.crt

directory: /etc/kubernetes/patches

nodeRegistration:
kubeletExtraArgs:
node- labels:
joinConfiguration:

patches:

"kube-ovn/role=master"

directory: /etc/kubernetes/patches

nodeRegistration:
kubeletExtraArgs:

node-labels:

"kube-ovn/role=master"
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Worker bootstrap X AXt#RELE——FA % worker KubeadmConfigTemplate , iES[FHACE
Bootstrap 54,
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0 Alauda Container Platform

Q =

Alauda Container Platform > #2 > #f Alauda OS 4l > #4¢E > HEZHMEERLRE3

FEZ B R e BRI Lk

=]

ARG,

W—A seedImage ISO WREZ N RERBEVZAEZEEFEH , HEAFVEHRE MU
B SB{FFAATERT, A iELIERIBALE Elemental £ % Bl B oS B AR | 00
operator fRIEFRE R WWN 728 & F W _ LR RGeS .

B=x

A ARIRE F AL
SR
ALE =/ MachineRegistration
HEFEE
1. JAEhTHAR Live ISO FFFRIE B BT %
2. I AFEAETEMN Live ISO iE1T
3. DHCP A AIELE Live ISO M4&
4. R AT B E AT R
5. B TFEENNFEHRIRIBE Elemental #3488
6. AIZE A THMTRE IR
7. ETRAI R IR R
KuF 2 AT
HEHE
BR


http://localhost:4173/container_platform/zh/
http://localhost:4173/container_platform/zh/

EZ IR E BEN B SR EE REeHEE - Alauda Container Platform
\ AN . —_ AV A \
AR B F o 3%

2T EN. L , FE¥ MachineRegistration.spec.config.elemental.install.device
B, SIREMTH device-selector FALit Elemental Z1F operator &35 . 21 E
AIAREE AT REILAD , HP — MR SERFITIHE—MR BB 5k,

WA /dev/sda FERAWHIEIMR., FHEHZNATURF IJEESTE Live ISO 52%
KRGz BEEZWN , R — M EEUEE— R EshiEe]ge B /RA /dev/sda , MER—
K IBEhHABI B R~k /dev/sdb .

AFERA(E A —FP R IKBD KA F 30 1= -

1. FANTERFE AR 1ISO BESMREIK. FIIANFIERTEKIZ © /dev/elemental-

install-target ,
2. ZHRNGFER |, ERSTTEMRE , FEALREIREBohiliiEE.

3. FEFA XML , operator 1RYE /dev/disk/by-id/wwn-* RFIEIREE , FAIETEEXH
TR SEHE A TR,

4. RABEHE. W, HERMERIBAA SR EET |, operator AR BEhRIKMRS .

I WARNING

ANERITFREIRIREA K R BBAIR. REEM Live ISO IRHIAEITRIERME , REEEFRHEEHTEN
Wi B1E1T |, RN X R R

FeRFAF

o #£%& 8 provider f1 elemental-operator B %3EfE global £HEBf L.

o {RKAJPATE cpaas-system QI YwEE MachineRegistration #1 SeedImage iR,
o {RETRAUEIE BMC, iDRAC, iLO kRSO VIRIE A FVHIEHIA.

o GNMENAGHEEBTRERN /dev/disk/by-id/wwn-* %H.

o PRENEMPLAE TR, MRENEE WRENEIEHRE | FESNE RGP HRX
SO .
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o NR Live ISO M%i%H DHCP RS , IREHERIFEMN IP itk 774k, M3<. DNS fR%2
F Global JEfft URL,

BRTEY provider MEFAERT/ER , BEREREE LOIZER.

ACE L= MachineRegistration

KT REIREF /dev/elemental-install-target . NEAWTIERECE device-

selector ,

MachineRegistration install settings

apiVersion: elemental.cattle.io/vilbetal
kind: MachineRegistration
metadata:
name: <cluster-name>-registration
namespace: cpaas-system
spec:
machineName: "<cluster-name>-${System Information/UUID}"
config:
elemental:
install:
device: /dev/elemental-install-target
eject-cd: true
reboot: true
snapshotter:
type: btrfs
maxSnaps: 4
registration:
auth: tpm

emulate-tpm: true

emulated-tpm-seed: -1

Live ISO BahET | ZiF R LW E EMREBANEE. XHEARGEHRE. GPT PARTLABEL &Y
/dev/disk/by-label/* FRIZEPABERNRTE : XLEATHRNX , M Elemental ZK{E AR
LTI BE IR,
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B2 5| Atk MachineRegistration f{] seedImage , BWEER R LK REFENMEINEH
Seedimage, % SeedImage WAMFRIE XL AT COS_STATE K/NHATARK state
DKW — ENFHREIAR RS/ . Elemental 2IAMK 8 GIB X/ , I EMMAERLEENA
REEEBUA A/,

I WARNING

MachineRegistration i & &k AN 1ISO #, 182 MachineRegistration A& B EA4MEFHF T
B 1SO. HEHME Seedimage , ZRFHHLE , TEHHM 1SO , FEFEIZX 1SO ZERNTEHFTAE
HAge A,

HEEEaTEM

—RAN—A TR TSR, BRWDUAN , FEHTEES AT,
1. FEhTREAR Live I1SO FHERIEBhERER

W IS0 BHEL. Live ISO BIATIRG | STRDAFLEH FRERTRAT -

systemctl stop elemental-register-install.service
systemctl mask elemental-register-install.service

systemctl reset-failed elemental-register-install.service

A 1SO BEFahi T HIE -

grep -n -C 3 '/dev/elemental-install-target' \

/run/initramfs/1live/livecd-cloud-config.yaml
MRBEEAFIE , AR ETUAN 1ISO, RNELREL,

2. A FENLETEM Live ISO 15T
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findmnt -n -o SOURCE, FSTYPE, TARGET /

findmnt /run/initramfs/live

lsblk -e7 -0 NAME,PATH, TYPE, SIZE, MODEL, SERIAL,WWN, FSTYPE, LABEL, MOUNTPOINT
S

AT BTA S

e / B LivetBREH® , #I81 Live0S_rootfs .
o EBHICDIRE (EENX /dev/sro ) BEF COS_LIVE %,
o RITRIEIES ERE B ArRRESI R TEE.

KEYIRNE . device-mapper, swap. LVM F1 multipath f{EFER

findmnt -rn -o SOURCE, TARGET | grep -E 'A/dev/(sd|mapper/)"' || \
echo NO_PHYSICAL_DISK_MOUNTS

swapon --show

pvs 2>/dev/null || true

vgs 2>/dev/null || true

multipath -11 2>/dev/null || true

MRBEWHEE TR, WETUREIRIXAE RGBT Live ISO |, iE151HIRIE.

3. DHCP ANo] FHRJBCE Live 1ISO 4%

B AR AISCFRE) NetworkManager E#HI# O, AEBIRIEFEIBL SRR wired connection

1],

nmcli device status
nmcli connection show

ip -br link

R AR EAN KB RC B RE I
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nmcli connection modify "Wired connection 1" \
ipv4.method manual \
ipv4.addresses 192.168.254.76/24 \
ipv4.gateway 192.168.254.1 \
ipv4.dns 192.168.16.19 \

ipv4.ignore-auto-dns yes

nmcli connection up "Wired connection 1"

WUt EOAPRES. DNS ALK STRAEM URL :

ip -br addr
ip route
cat /etc/resolv.conf
ping -c 2 -W 2 192.168.254.1
getent hosts <global-domain>
curl -ksS --connect-timeout 10 \
-0 /dev/null -w '"REG_HTTP=%{http_code}\n' \

'https://<global-domain>/<registration-path-and-token>"'

ERRTE TU RMMRME , MARERESI RGN, AR RN URL F1SMEFNIEA
MEEAGHEAZHEE.

BEMLE AL E (N B TiEdE Live 1ISO , ATERUEMFFIAR . BASER Cluster API EFE R
BN ATELREASHFAMNEECE.

4. 55 A RS A TIAR) R Gehi
Itk AR SRR B

lsblk -d -e7 -0 NAME,PATH, TYPE,SIZE, MODEL, SERIAL,WWN, HCTL

for current_disk in /dev/sda /dev/sdb /dev/sdc /dev/sdd; do

echo "=== ${current_disk} ==="
udevadm info -q symlink -n "${current_disk}" | tr " ' '\n' |
grep -E 'disk/by-id/(wwn|scsi)-' || true

done
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RIE LRI EAVARHEE SR, IR AL

o UFINIZRELFR.
o KN, BT FIISAEHIZS AL ( HeTL
e /dev/disk/by-id/wwn-* P&{Z,

o PRI CRHEE N ARG

£ WWN DAER/N, BESHEEHIZHE S RE ., FEURIENZE R EEEE.

5. B ax FALETFEIRIRIBA) Elemental 7R

Xt TR EBBRHE , BOIIAMEBIE, TEEREENN | BEFERMERNEE A%
FRIERR ST

swapoff -a

vgchange -an 2>/dev/null || true
systemctl stop multipathd.service multipathd.socket 2>/dev/null || true
systemctl mask multipathd.service multipathd.socket 2>/dev/null || true

multipath -F 2>/dev/null || true

udevadm settle

MRENABTLEM LVM, multipath BHEEZMEE |, EAEERBLBERAGS. REHERE
THAERG AR ST

SITFGN PO | BRI A RIERE GPT, DRSNS & FITHIR. UTFRpIsS
/dev/sda BUTHAE ; (RIHREMSHRBIFHIL ARSI B E X,
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disk_to_wipe=/dev/sda

lsblk -d -o NAME,PATH,SIZE,MODEL, SERIAL,WWN, HCTL "${disk_to_wipe}"
sgdisk --zap-all "${disk_to_wipe}"

wipefs -a -f "${disk_to_wipe}"

dd if=/dev/zero of="${disk_to_wipe}" \

bs=1M count=64 conv=fsync status=progress

disk_sectors=$(blockdev --getsz "${disk_to_wipe}")
if [ "${disk_sectors}" -le 262144 ]; then
echo 'REFUSE: disk is too small; stop and recheck the target'
else
dd if=/dev/zero of="${disk_to_wipe}" bs=512 \
seek=$((disk_sectors-131072)) count=131072 \
conv=fsync status=progress
fi

TEIRET ARG fE , RIFTNAZAN udev :

partprobe /dev/sda /dev/sdb /dev/sdc /dev/sdd 2>/dev/null || true
udevadm trigger --subsystem-match=block
udevadm settle

A% partprobe FIF , EHANBEIEMEY BRI,

PUFE /FIRRMEARREESR . NX, XHRGEE . FRETNXIRE

wipefs /dev/sda /dev/sdb /dev/sdc /dev/sdd
lsblk -e7 -0 \
NAME, PATH, TYPE, SIZE, MODEL, SERIAL, WWN, FSTYPE, LABEL, PARTLABEL, MOUNTPOINTS

if blkid /dev/sda /dev/sdb /dev/sdc /dev/sdd 2>/dev/null |
grep -E 'LABEL="(OLD_)?COS_(GRUB|OEM|RECOVERY |STATE|PERSISTENT)"'; then
echo COS_LABELS_REMAIN

else
echo NO_COS_LABELS

fi

EREGMEESR , FHEEFENMEILEC. BT RIS IR
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wipefs XHEAEEERRBMEHTITENZ L.

lsblk AEBRIBKF4X. FSTYPE . LABEL 3 PARTLABEL ,

KEBEAFTED NO_COS_LABELS ,

HE—FIRM cos LIVE FRZERBTEMCD &K , MAERGHIS.

6. Sl EA NN KB IR

B R BRI FRE R WWN J%1%

1s -1 /dev/disk/by-id/wwn-*
lsblk -d -e7 -o NAME,PATH, SIZE,MODEL, SERIAL,WWN, HCTL

CRFFRIETURR RS , B RIS, KRBl WWN BEH TR E WWN :

test ! -e /dev/elemental-install-target

test ! -L /dev/elemental-install-target

n -s \
/dev/disk/by-id/wwn-0x0123456789abcdef \
/dev/elemental-install-target

readlink -f /dev/elemental-install-target
test -b /dev/elemental-install-target && echo TARGET_IS_BLOCK

1sblk -d -o NAME,PATH,SIZE, MODEL,SERIAL,WWN,HCTL \
"$(readlink -f /dev/elemental-install-target)"

MBEHLOHANRETEE  BATEET. B readlink KEXIE  BEHBEER
® , LR AR .

R RFET 400 Live 1ISO £, ERRENYIHK ;| EREARRIER B HE %
.

7. 1B1TRAI WEH AR

RA—RIE Live \RER . #3. BAriER. WL DNS :
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findmnt -n -o SOURCE, FSTYPE, TARGET /

findmnt -rn -o SOURCE, TARGET | grep -E 'A/dev/(sd|mapper/)"' || \
echo NO_PHYSICAL_DISK_MOUNTS

readlink -f /dev/elemental-install-target

test -b /dev/elemental-install-target

ip -br addr

ip route show default

getent hosts <global-domain>

RIEMAREN BT G EsRETREF

systemctl unmask elemental-register-install.service
systemctl reset-failed elemental-register-install.service
systemctl start elemental-register-install.service

journalctl -fu elemental-register-install.service

FEHERWHEIANERATN. /dev/elemental-install-target FRATEITRHAK WWN 74, X

AT , FEREREL/ERRIECIIT.

IOUF 2= EA,
kA ERG :

1. 584 BMC AN , FRE IEE RSBy .
2. WAENASERFHA Live ISO,
3. 1£ Global &£ & _F®AUFHM MachineInventory

kubectl -n cpaas-system get machineinventories.elemental.cattle.io -o w
ide

kubectl -n cpaas-system describe machineinventory <inventory-name>

4. FfA inventory A1 Ready=True , fRE T TUHARIMLE , FHIBF—/U4FTH Elemental #i#

Vis) o
5. RB7T inventory Fiz&fa , A ERME] MachineInventoryPool ,
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6. Cluster APl HBLENG , IRBEGEE L0/ Z &8P aiE , ®uE BaremetalMachine |
T tEta#Ek Node, F=HIFEHELAHEFD CNI,

HEHEE

IZVN

R Z BT, TR MR K
7.

test -b /dev/elemental-
install-target %k,

MBLNHEERA cos STATE
8% COS_PERSISTENT .,

R—#IEEAEE R R E AR
/dev/sdx ZFR,

MachineRegistration 2FT#NT ,
18 1SO N{EAIHE #R.

Live 1ISO FiFM TN , {BEHFTAD
BRETENENZE ML,

RR AR

XZ /dev/elemental-install-target A{EERTHIKE
2RBITAH. FILFFREOZRS , TRRE | flENEE , AR
BEEHBIRS.

WWN FEIZ48R. NEE , BRBAT AN RS, EFRE
lsblk 1 /dev/disk/by-id ; NEEshELE.

RTFEEZ BT Elemental %5/, FIERE |, FIEES/NHRAE
BAFEFEME , BHE) wipefs . blkid 1 1lsblk
W@,

LR R BB R IER . B WWN, FF3
5. REMEHIESHE , MARLRNZETR.

B Seedimage 3 FEFTAE MM 1SO.
MachineRegistration {5 KA &IEHN AZIILE 1SO,

BN AN E &3 RS cloud-init 1 NetworkManager J#87&
1E0. Live ISOH) nmcli FCESHRIGITE , NEEUERRHF
ZWHEHTACE MLE E .

PR 1

o WTERAEEKYEEENMIT REDGHRIE. EBIEEsER , ERAaRMtTeT
MNESFRIF AR5

o MachineRegistration JTEIERZEARLIBEAE] install.device H,

o (NETHIE K/ device-selector RBEMYBBRBE— NS TN A RLEHK ,
MY FNEFEALRENERE—ME, S TREBZANERER/MESEREN, , B1%E WWN gate,

o BARIIRRENHE. FER gate tEm X,
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Q Alauda Container Platform Q

Alauda Container Platform > £3 > ff Alauda OS t4I&E > Huawei DCS

Huaweil DCS

W %4 Provider Fhth e %)

AR ERE HEE £ Deleting K/ DCSMachine


http://localhost:4173/container_platform/zh/
http://localhost:4173/container_platform/zh/
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0 Alauda Container Platform Q =

Alauda Container Platform > £# > 7 Alauda OS _F4l# > Huawei DCS > #I'%

Huawei DCS Provider

Bk

HhR
FEINRE
SRETHEEN
ET Ul WS (Fleet Essentials)
ET YAML iER
T Kubernetes iR
2
BESHAE
DCS F& MR ZER
DCS Fa#l&
DCS Site
DCS Cluster
DCS Host
DCS VM Folder
DCS Cluster Folder
DCS VM Template
DCS Datastore
DCS Datastore Cluster
DCS Distributed Virtual Switch (DVS)

DCS Port Group


http://localhost:4173/container_platform/zh/
http://localhost:4173/container_platform/zh/
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DCS Volume
DCS Cloud Credential
Cluster AP| % JRR% 5
1ZEML% ;- Datastore, Datastore Cluster #1 Volume
RL&AEE : DVS, Port Group # IP #5iR
FERSHMES%
DcsCluster FE&
DCSMachineTemplate / DCSMachine =FE%
DCSIpHostnamePool =FE%
K
Y

LR

Huawei DCS Infrastructure Provider ] £ Huawei Datacenter Virtualization Solution (DCS) ¢
& _FBEFNETE Alauda OS &8,

DCS (Datacenter Virtualization Solution) 2 Huawei IS |, 12EMVER BB EE
7$1. DCS Provider 5 DCS 451 , k1 Kubernetes SEBFETR BN, P& FNIEAE IR,

FTEINRE
o EHWEIE : £ DCS F4 AL EMEIE VM

o WIXECE : 3X3FZ NICBCE , HATBENMNERE

o FAEENE  IFRIBNHERCE | TS MR L RS A ET 1P B HIFA
o7Ey

o SN  NEX S AT I E s
« BEVIP: BT alive z{TEH ACP va.4+ EIRPHIFHE VIP

( DCSCluster.spec.controlPlaneLoadBalancer.type: internal ) ., FE3&HIEME
Layer 2 W& FREE IPv4 VIP , 7{# A 7£ Huawei DCS 412 £ R 1 YAML T{ER
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o RINEH : BIPITIRINEN , SKINFFHLL4ET

o FHEREIRRE  FRFNFHEIE , "D ERHRFAHEMNE VM 0F | FFEINERDI B
VM, W Se (R R BT AN ¥R IE R Eehi R 5 K

SRFETHRE

DCS Provider 1428 583 Cluster API j5 53 THET YAML (REREIR, Y2k Fleet
Essentials [§ , EXSXIFET Ul [RERFEIR. DcSIpHostnamePool _ERIFFAR WL FEEA{I{Y
Y YAML,

HT Ul HEIE (Fleet Essentials)

l INFO
Fleet Essentials F2kih &

Fleet Essentials 1.0.4 R E SRAT PUIET CVO &K ACP 4.3 K& FE ShRANH] Distribution Version F+
K. BAALPIT DCS Kubernetes Fl Alauda OS B, HXE 2 MEH YAML #ELTE | ESRE
Huawei DCS _EFH4F Kubernetes, Fleet Essentials & BGIEME M D A EIE RS2 R

[Il.a-.lo

Fleet Essentials 32 Ul ¥ fB4# & , 1 Alauda Container Platform Infrastructure Provider for
Huawei DCS eSS DCS £ @A, %3 Fleet Essentials f5 , "REIU\L“ Web Ul &
I® DCS & £f. DCSIpHostnamePool _EfK] persistentDisk FEBRA{AIUIEIE YAML S

i
HEA i RIRETE

e Cloud Credentials - 774 DCS F&yhn)E

e IP Pools - E1F IP it ECAIZ NICIRE . /var/cpaas FET IP #ERMFFR B NIE T
YAML =18

« Machine Templates - & I=HFERMIMET RE0 VM JA& | (BN EIEEINEIR RS

SRR


http://localhost:4173/container_platform/zh/upgrade/workload/alauda_os/huawei-dcs.html
http://localhost:4173/container_platform/zh/upgrade/workload/alauda_os/huawei-dcs.html

4 - Alauda Container Platform
BIRZET - BT SREHAEN 5 PmSTIER
83T Overview, Nodes. Node Pools 1 Aligned Extensions &K & E &£ AR
TRk BE - BIMEXFHLE : Distribution Version — Kubernetes
BT AT EESHER S B

RS -

BB IEHITEA TET Rt
RIS ot FFACE RN A A0 SR g
MR T4 it

2 Rt Itk Kubernetes kit
BRI FET RIEHFEL Conditions

T YAML H)EH

X3 F B3N tA GitOps T , AT AGER YAML j558ETE DCS 8. L TARERAKEL Fleet

Essentials :

o EMNEMERHRIR (Secret, DCSIpHostnamePool, DCSMachineTemplate)
o AIEEERRIR (KubeadmControlPlane, DCSCluster, Cluster)
o BT T (MachineDeployment, KubeadmConfigTemplate)

o PUTIRBNEMMFLE , FHET R EBIEIRE S FHRNF AR

BRET YAML BR1ELIR | 15 SH7E Huawei DCS _EfE &5,

Y 58] Kubernetes fia~

DCS Provider X358 Kubernetes iRZAPA OS Z4F450(F FRIE N A, &4 Alauda OS ks
#BEREEM Kubernetes [RAS , R{E XTI/ K Alauda OS 3% A1 VM #84k.

R

DCS Provider ST Cluster AP| EAt& e A2 F R


http://localhost:4173/container_platform/zh/upgrade/workload/alauda_os/huawei-dcs.html
http://localhost:4173/container_platform/zh/overview/alauda_os_support_matrix.html
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DCSCluster : 3R/~ DCS Huti& ot B
DCSMachine : KRB M,
DCSMachineTemplate : & X BT AIZEHZ58 VM 15tk

DCSlIpHostnamePool : ZIEH251 IP =414 2 HC

LS AAVE

%4> Huawei DCS F&HEIEM A FRS Cluster API BE X RIREFR+HAIN. KPR FES
SHFE , RAT(IWEFRTLME : bcs cluster (DCS F&_EHMWIREHM) 5
pescluster EFEXEIR (FRRTE DCS _Li1TH Kubernetes S£3## Cluster APl ERtiRi %
IB) FER—X%R., B _EMAR—IR , 5% bcsMachineTemplate #1 DCSCluster
FCESR.

AT1%1126 7% provider 5| FIf¥) DCS Fa#lE |, BEMESIRSZIS| HE/R Cluster API Bjgak
FE , FRIANE BRI BEXR ; XERE DN EHRKIE.

DCS Y& X% =E4k

DCS F & URKEMBLN S, X provider FRUTER (ML)

« DCS Site — #4~ DCS FEZEHTNEoE. @idvhm ID #7R , #la0 Eciciesc
o TENNERN :

o DCS Cluster — ¥R F i, —NERBE—1 8%/ DCS Cluster,

« DCS VM Folder 1 DCS Cluster Folder — %) 31| BT X sE UM A& BEH T2 15 4R 2R
LR,

« DCS Datastore #1 DCS Datastore Cluster — 77t AR R 1L AR,

« DCS Distributed Virtual Switch (DVS) — 78 35 Bk S i IS,
o 7£ DCS Cluster N :

e DCS Host — #)38ARS-28 (5140 CNA-01 . CNA-02 ) .
« f£EDCSDVS N :

« DCS Port Group — B, NIC FTiEir LS BLE T,
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o SWERKIK :

« DCS VM Template — #ric AAEMR K EI, , BEERIRE .
« DCS Volume — 7£ DCS Datastore _ 832 IF A 1.

% provider AMABXLESTS , MEET B E L RRTFTEFTHEFIE URN 5| E(].

DCS F&#t&
DCS Site

B4 DCS HENTNERZS. = ID Bid pescluster.spec.site Rt , FMHERFIE
secret ®, % provider {FFHITAE DCS API ({12 EFE Sk ID

( /service/sites/{siteId}/... ) ,

DCS Cluster

DCS Fa LRI, DCS EERFLK EIMILMEES]ET 21 DCS Cluster FFAL
F. —NEERT A E—/EZ 4 DCS Cluster ; —4> DCS Cluster 15—/ %4~ DCS
Host, DCS Cluster Z#1E DCS |1/~ I, , FFH GET
/service/sites/{siteId}/clusters APl IR[H],

£ZFR DCS Cluster 5 Cluster APl EEN®JRE DCsCluster JHZE, ES % T Cluster API
TR

DCS Host

£ DCS Cluster MK A SYIERF . BFFEME DCS F& _LHAHLIE (620 CNA-

01 ) . REHMMEETN. EE1T ; DCS ABERFSIRIBEIFAER (DRS, KRFEMAN) FEH,
RE , WA EINREN. % provider R EHILEIEZ4FE R DCS Host ;
DCSMachineTemplate RIRAIREFHLIEFER.

DCS VM Folder

DCS Site AT X MWL A LAMLALRAARE . VM Folder REZlmit B @B E ; 13 VM Folder
foo HIEFMWINELIZITERTE/ DCS Cluster ff] DCS Host _t. % provider @it GET
/service/sites/{siteId}/folder?type=1 Zif] VM Folder,
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WIm4ctE DCS & L4 VM Folder , 7 REFE
DCSMachineTemplate.spec.template.spec.location ({Ff type: folder ) F5|HE

1.
DCS Cluster Folder

ATt DCS Cluster 25 22AMLALHFEE , FARI—A /folder ¥mmuR[E , {BE AR
type ¥, X provider L& &EHELS| A DCS Cluster Folder, JtrAbFIH X —#EE | (AR &
5 DCS VM Folder &,

DCS VM Template

DCS ¥ & _FArc AR KA, ( isTemplate=true ) , iX% provider MIFRAR TefEABIEEE
BT A, VM Template B Z#R ( DCSMachine.spec.vmTemplateName MKHE) #RR ;X

prOVIder E%)EH GET /service/sites/{siteId}/vms?isTemplate=true&name=<name> |,

R PRAEITA URN,

VM Template B DCS Datastore i R MEACE . RS |, % provider &7 35 M4
FCE (NICImAE, BEXNAEE) , BALBEMENEMES., BT , S EIN
MUK AEARFTIER DCS Cluster ; BXREERER  WSREMEE - 2% « ZEFEE.

DCS Datastore

DCS F& LM A e . ATHEMEIMEE. Datastore AJE SAN, IPSAN, NAS,
FusionStorage At ig At 4F. FiEfaimRE —1 datastore £{YXF—* DCS Cluster A]
W, , BKEXTZ A DCS Cluster A I, : SAN, IPSAN. NAS F FusionStorage &% 3£ i
[B) ; ASHOAGEE AN STHF,

MG MARIEIT datastoreName B datastoreUrn 3|/ Datastore ; i% provider £fE&IX 5,
[EE KA B FRAEAT A URN,

DCS Datastore Cluster

—%H DCS Datastore, ##Z#4%i@iT datastoreClusterName 3|FH Datastore Cluster i
DCS AERFLEFRATETHREN MR datastore, 213R DCS B REACE datastore
cluster , BIXAXFARFEIHGEM , AAEREBN XT84 datastore ZRIFERKIE .
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DCS Datastore Cluster /<22 DCS Cluster, FIERIZ#REFE S cluster” , {BIKEHLSARE :
DCS Cluster 2F#jth , DCS Datastore Cluster & datastore i, 445 DCS &8

SASIET , EEEX—X3H,

DCS Distributed Virtual Switch (DVS)

DCS F& LRI , Hm—12k& 4 DCS Host, EZillL NIC 3% DCS Port
Group , T DCS Port Group X 8T ¥/ DCS DVS, i% provider i GET
/service/sites/{siteId}/dvswitchs Z&if] DVS,

DCS Port Group

DCS DVS EHMAKACER. B MNuOEEEE VLAN iLE, Rk REMMKRRE. X
provider {4 DVS URI , 8] GET {dvSwitchUri}/portgroups &E¥imHZE , FEIT L FR
( portGroupName ) B URN ( portGroupUrn ) 3|HE{].

REFUML NIC AZ0tE1FEHEE|—4 DCS Port Group, Hft NIC FFE 5| HEAMIHA4A.

DCS Volume

DCS F& _ERFFAMER. Volume {7 DCS Datastore £ , J#id URN #xiR , 120
urn:sites:EC1C108C:volumes: 9841 , Y
DCSIpHostnamePool.spec.pool[].persistentDisk[] FEBHT 7EEIUN Ik G EIR 5L 0O
#0F |, 3% provider £381d POST /service/sites/{siteId}/volumes AI& Volume , FFiEit
attachvol FERA M Volume HEEZEEFUH,.

DCS Volume £#2_EA~[E)TF Kubernetes PersistentVolume , DCS Volume £7&
hypervisor FHE(K] DCS FE1EEXT R ; Kubernetes PersistentVolume f23/~AJ{ pod

{FFAR1E#EMN Kubernetes API X35, % provider {Y&1E DCS Volume ; &£ E#NHK
PersistentVolume &R {EMREM CSI IKEHFEFEAINEIR,

DCS Cloud Credential

% provider BT DCS REST API (RISAIUEM ¥}, X provider £[8] POST
/service/session &IX X-Auth-User F1 X-Auth-Key ARKPKERSVESHE , HERSE
SKAR{FERIREIR) X-Auth-Token ARk, EUEFEfETE Kubernetes Secret A, FFHEH
DCSCluster.spec.credentialSecretRef S| . Secret’aé.‘ authUser . authKey .

endpoint #1 site #&.
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Cluster API & JFRR 5

TRATXSZFR5 Cluster API B E X EIFEMAK DCS Famie.

DCS Fatll L HRAEIAA) Cluster API iR P& AAAE

DCS Cluster & DCS & kg
pcscluster & Cluster API B E S
DCS Cluster pcscluster (CRD) DCS & 7zt Kubernetes £ &£y
DCS Cluster a] PU&E— N EZ /> K
UM,

DCS Host 27& DCS F& i
Kubernetes Node 2117 kubelet
N T EREFEM., &% provider <4
DCS Host ; Kubernetes Node 5H:
Host Z [B]f%FAH DCS AEFREFS
NEIRFRIR,

DCS Host Kubernetes Node

DCS VM Template ;2 DCS &Rt

B OS 455454k, DCSMachineTemy

DCS VM L FRIEARI Kubernetes ERACE (
DCSMachineTemplate (CRD) o

Template M%) @ Cluster APl &R, DCSMa

BEBEBEIE ; BB vnTemplat
Template,

DCS Volume 27& hypervisor =12
% . Kubernetes PersistentVolun
{# 72 Kubernetes API X35
DCS Volume Kubernetes PersistentVolume DCS Volume (EH
DCSIpHostnamePool.spec.pool[]
OXZf) ; Kubernetes PersistentV
) CSI IR BhFE PR B,

DCS Cloud Credential £ DCS F
Kubernetes secret (Fg N
DCS Cloud LAY, B LA Kubernetes Secret
. DCSCluster.spec.credentialSecretRef .
Credential provider , EFE%& authuser |

51H) endpoint F site 4,

PAUF 2 5447 Cluster API RIREAIHZ |, (BT EZFRFaE cluster” , ENIBESIES -
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g ==X *
Do FamE L EENTRR

A
V.
G

DCS Datastore Cluster 2—%H DCS Datastore ({F
DCS Cluster f#%) . DCS Cluster 2—%0 DCS Host (it%) . FEEP
A& “cluster"—ia) , {8/ DCS FAKNARRELK.

DCS Datastore
Cluster

FHEMLS, - Datastore, Datastore Cluster 1 Volume

DCS FE&4 T =ik provider 7353 | I AEASHEE -

o DCS Datastore EBANFMERZE. EIMWHIEEEE|—/ DCS Datastore,

« DCS Datastore Cluster 2—%H DCS Datastore. 3|F DCS Datastore Cluster {2314
BAMBHEET— NG AR EMM A datastore _F ; BiREH DCS A EFEFEIE,

e DCS Volume £1{iT DCS Datastore (zk DCS Datastore Cluster K]} 5 datastore) _E4F
AW %, ¥ DCSIpHostnamePool FEBAFFAMLELIRT , X provider &8I Volume F-¥H
HHII B ; XL Volume LW B 5 {NARE.

ZEHEZERNRAR

e DCSMachineTemplate fE vmConfig.dcsMachineDiskSpec[] TEBH—A\skZ Wi, &

MR YPEEUFEM datastoreName B datastoreClusterName , XUEARARZKHETE SFE
REFUAN—[RI B FNEHER

e DCSIpHostnamePool FKBTFLAFEBI—/EkZ ) persistentdisk[] . F—INEPEFF
XM datastoreName BY datastoreClusterName , i% provider &4 FHN K DCS
Volume , {FHFEBIUE T NARIRE.

BERT MBI EFMEEIRE. SAN, IPSAN, NAS 1 FusionStorage datastore J8# X
%/ DCS Cluster A] I}, ; Zh#i%#% datastore {NXFE2 DCS Cluster a] 0, AT WpEIRE B
DCS VM Template £ & 7] PLFefEZIZ /> DCS Cluster,

X% HEE - DVS, Port Group #1 IP #5112

#-T DCS H) Kubernetes &£ # MK ECE 7 AN ELXR -
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« DCS UMXELE (% 2F) : ML NIC #iEHE| DCS Port Group , i Port Group
J&F DCS Distributed Virtual Switch, DVS F11 Port Group & DCS F& X% , 5 DCS {4y
BHEHE, provider BT Z#R ( dvSwitchName . portGroupName ) ¢ URN

( portGroupurn ) 3|AHE(.

o EMMMEINE (B3 F)  NECABIMIE 1Pt FRM#ERDL, Mk, DNS M+
M. & E DCS FAXK., EfIFE DCSIpHostnamePool.spec.pool[] ZREFFERR (XZH
£ 5¥ operator FTHB ) Cluster API ‘®JR) , F7E5| SHAEET cloud-init 2% Ignition B\ &
UL

XX BRI SKIREZNE

+ DCS FAHATTERE DVS M Port Group & X. %#f operator ATz BHE IP F1EH %
X, PIEI®IT DCsIpHostnamePool BIRIF(THNA , % RIR5| A DCS MK Port Group , [A]
I FSERSR BN 1P ARIA,

o provider A&FB{EE DCS API kA ECETREE IP #iudik, 2 operator R E
DCSIpHostnamePool 2kB K WAJMEE Gt ihzs,

Cluster APl ®jJ&8 DCSIpHostnamePool #l1 DCS Y& Port Group EAREIKX %, DCS F4&
IXBIRARIP " HEE ; DCSIpHostnamePool FRIRZICTKE A EBIUMLMEIMRKME—{E.

TRERE ANEE X RIBEFEMSZEIEN]S| K DCS FaMle , A IXLEFERHIERIE.

DCSCluster “FEX

FB DCS FaiEs EESI
spec.site DCS Site DCS ¥ & &1 Rig 4t Site ID,

& %A H Kubernetes Secret
DCS Cloud

spec.credentialSecretRef _ fgff/’?\ , Hh{R77 DCS Aif. B4, R
Credential N
ML RAEE.

DCSMachineTemplate | DCSMachine =FE&



Y - Alauda Container Platform

spec.template.spec.vmTemplateName

spec.template.spec.location (5 type: folder ECH{ER)

spec.template.spec.location (5 type: cluster EC&E{ER)

spec

spec

spec

spec

.template.

.template.

.template.

.template.

spec

spec.

spec.

spec.

.vmConfig.dvSwitchName

vmConfig.portGroupName

vmConfig.portGroupUrn

vmConfig.dcsMachineDiskSpec[].datastoreName

DCS Fatfe

DCS VM
Template

DCS VM
Folder

DCS Cluster

DCS DVS

DCS Port
Group

DCS Port
Group

DCS Datastore



W
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spec.template.spec.vmConfig.dcsMachineDiskSpec[].datastoreClusterName

spec.template.spec.vmConfig.dcsMachineDiskSpec[].datastoreuUrn

spec.template.spec.vmConfig.cdRomDatastoreName

spec.template.spec.vmConfig.cdRomDatastoreClusterName

DCSIpHostnamePool FEX
FE.
spec.pool[].ip / mask / gateway / dns /
hostname

spec.pool[].dvSwitchName

spec.pool[].portGroupName / portGroupUrn

DCS Fatia
S BHU LR B

iR (JEDCS F
A1)

DCS DVS

DCS Port
Group

DCS FAE

DCS Datastore

Cluster

DCS Datastore

DCS Datastore

DCS Datastore
Cluster

ERIR

& & operator /=
g% Ignition B A\ k&4

FTF&E4Sh NIC B D
WE) . FaEH]
DVS,

BTF&ssNIC K P
(R IPRE) .
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FE; DCS F&#EE ERIR
, , BT RAF A&
spec.pool[].persistentDisk[].datastoreName DCS Datastore
ZHR.
AT RIS A ML,
DCS Datastore R
spec.pool[].persistentDisk[].datastoreClusterName Clust Cluster &#8. Bt
uster
datastoreName |

provider J@id Pos

AlEE DCS /service/sites/{
spec.pool[].persistentDisk[] (FKBZ&E) Volume £3 DCS Volume
attachvol P{E

..

E:SIN

« AA API[AIARAY DCS F&
« B DCS administrator i BRI , AR :

e Interface interconnection user (ZRIA) , BX

e Domain user (H§ LDAP/AD X¥F ; £ DCS B GficE DCS &5 45%iE)

B RIEFFREFR DCS smEsK |, FSREUEH P28,

o A& Alauda OS FBRHKEIMIIER ., (FRAEE LM ACP IRATAMAE Alauda OS 43
% ; FZR T Alauda OS,

o FRBMEIENFIFAMEN , FEFEH 4.2.1 KESRAMK DCS VM &1k , RARE X
MRS 4> B 4K &6t guest tools

o B&BEINIRRENNILZ 74

B =
B X{EF8 DCS Provider BIVEMLER | &S 7 -

o &K


http://localhost:4173/container_platform/zh/overview/alauda_os_support_matrix.html#downloading-alauda-os

LR TR
B S R¥
TR

F% Kubernetes

AP| &%

HEY, - Alauda Container Platform


http://localhost:4173/container_platform/zh/configure/nodes/alauda_os/huawei-dcs.html
http://localhost:4173/container_platform/zh/upgrade/workload/alauda_os/huawei-dcs.html
http://localhost:4173/container_platform/zh/apis/kubernetes_apis/infrastructure_providers/huawei-dcs/index.html

24 Provider - Alauda Container Platform

Q Alauda Container Platform Q =

Alauda Container Platform > £ > £ Alauda OS _F4i3# > Huawei DCS > 3 Provic

%3t Huawei DCS Provider

A RINLBANATLE global R L3 Huawei DCS [ Infrastructure Provider 1 Cluster
Bootstrap Provider,

Bsx

EAYR

[ilEr- S5

BAELIR
TERE
IR
ARG RHAM
KuE

& A

HERE global £E/5. 7 Huawei DCS ERIESE—/ ML &£ 2 BITE UL TR E T HHERIE.
Tt global HEHBEFEITEMA laaS FE L, #LIMTAIXLARIE, FEXERE (DR) XY
i, FEEFD global HEH LTTAIXEIRE , UEAKEREE , £ ASEEETNIARN
WEERE. B4 LEREEEA global .


http://localhost:4173/container_platform/zh/
http://localhost:4173/container_platform/zh/

4 Provider - Alauda Container Platform

X5%ike FHERFH Provider #ESRAR] ., APLLIRIELIRESN Provider #1448 222 ifg A
ol &R, I global &EHAEE,

AR 561

¥ Provider B , EHHREAEUT 44

o jln] RESABHRFE global HEHHATR
e ijjiA] Customer Portal AT 23 HEHIAN R

BRIEDIR

1 A

E 7 Huawei DCS A& RE | TEMANERHAM. M Customer Portal TEGXFIM
. XFF ACP 4.5 , ©11%|7Z£ Common ACP Extensions | ; &% T2,

1. Alauda Container Platform Cluster Bootstrap Provider

2. Alauda Container Platform Infrastructure Provider for Huawei DCS

2 BB

£/ violet push KW MRAEELEEZIFE, BXGLRESE , TSR 04
.

3 RIARGERAN
7 global SR CTETIMERIEN. BXMESE  BEMERAE,

4 B

&I Provider 5 , RIFAERBEEMTI


http://localhost:4173/container_platform/zh/install/alauda_os/installing.html
http://localhost:4173/container_platform/zh/install/prepare/download.html
http://localhost:4173/container_platform/zh/extend/upload_package.html#violet_push_usage
http://localhost:4173/container_platform/zh/extend/upload_package.html#violet_push_usage
http://localhost:4173/container_platform/zh/extend/cluster_plugin.html

4% Provider - Alauda Container Platform

# Check if the DCS provider pods are running

kubectl get pods -n cpaas-system | grep dcs

# Verify CRDs are registered

kubectl get crd | grep -E 'Adcs.*\.infrastructure\.cluster\.x-k8s\.1io
Expected output should include:

dcsclusters.infrastructure.cluster.x-k8s.io

#

#

# dcsmachines.infrastructure.cluster.x-k8s.1io

# dcsmachinetemplates.infrastructure.cluster.x-k8s.1io
#

dcsiphostnamepools.infrastructure.cluster.x-k8s.1io

*
IFEE%7
iz Provider fg , 0] AZRESHITA T IRAE -

o HEFEMRIERIR
o QUEEREE
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0 Alauda Container Platform Q =

Alauda Container Platform > £# > #£ Alauda OS L6 > Huawei DCS > ERRiER

Huawei DCS HEMWE R

Bk

ARER
=EUE
£/ Web UI
SRS
PRI
BRI
£/ CLI
EUE A 2R
IP Pools
&7 Web UI
TR
A% IP Pool
I8 |P Pools
£ YAML
IP Pool HR{ERSH NIC
IP Pool FRAFFR R
DCS FarESHE
BITSHT B
1%&+4% datastore

FENREMS ] At


http://localhost:4173/container_platform/zh/
http://localhost:4173/container_platform/zh/

FARHME IR - Alauda Container Platform
T EE L Rt
ERERR : VM R7E creating
Machine Templates
{4 Web UI
SR A
B Machine Template
&IH Machine Templates
1§ /H YAML
Sk ERHZEEH T R REE
TIRK R

JRERLIR

LR

£ Huawei DCS A& Z AT , TEACEFEMIRERIR , AFEREIE. IP AT EARR.

ZaT OB Web Ul Bk YAML 7B BIRRAA R IR. Web Ul {2 (I UEThRER) 5| SR |

M YAML W32 55 B HIR1E.

1£ Huawei DCS Lt , IP B & WIFE VM B FREBRME , EP BTSN
/var/cpaas W%,

l INFO

% IR A BRI RIBEV GBS cpaas-system HETEF , DGR SF A EMisk
RNV BE.

l INFO
DCS F &S tnREAHE Dpes Cluster . DCS Host . DCS VM Folder B DCS VM
Template ZEARIE , MERNFEXLAES pescluster F1 DesMachineTemplate EFE MR

[BIEIXZ | & 5EPE Huawei DCS 2 FIAYE.
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— = \IE
J'L:-l’

R HERHREFT R DCS FAVIHEE.
{£FH Web UlI

FERFAF
BIREFEIEZE , EHIABELT DCS FAZR :
FASRCE -

o PP I TRRLY

e Interface interconnection user — BRIAZKER : IMH/ITAH. R DCS [ FPHEEE
BEXBUOK -, 51 AR

e Domain user — HBEFREEEK LDAP/AD BB, E5k DCS &4 DCS EH R
FCESSHENIE , FFESAE DCS [NFAF MLt ERAF , AR T XRFAE.

o A : WMUMCK administrator
RORRE (UEHAT Interface interconnection user ) :
SMBEIRSEE - PUREIE - PUEREIERMEFHIA ¢

o RM& : Whether to modify the password of an interface interconnection user

upon password resetting and first login

o H : WINRAE
WMRZA Yes , AFPEIERIEHREMEHER , SRS HINERBOHEERAIERK.

XtF Domain user , BELA A5 EIHIE LDAP/AD BRRSEIE |, TIER DCS | ] 5R S,
BIE = FEUE
S &H - mFUE - RIERFIE - %% Huawei DCS

REATFEL
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TE it WA Wi

EIERME—RRRT (1-63 P74, X

2R text =
= RNEFE, WERETH)

BIREHR text & ETRANE E LR

_ DCS F& API I (M
DCS Endpoint URL =

http:// BY https:// FFk)
Rr% text p DCS & APl &% 4
A password 2 DCS & API A &R
R VM AR FRERE R (TR RIRWMRL
v e text 2 .
FR—R)
TR -

- RFBAA 163 NTH , RS NETE, BFFETH , 3 EWANT SRUTIX
HssR

e DCS Endpoint IREB URL #&, , 7L http:// B¢ https:// FFk
SR AEUE
BEZUE : SMBER - =%, JEEHACEETIERED SN EAaES.

EHEIE : REFEIE LM ERTER B RATR. YATRARNSIFENEL (T RIFERFRASF
?}TE‘[/\

IR « REBIBRAFSEREIE | FESHRAETIABIER.

l INFO
WA P - ARA{N S F YAML

WHT Web Ul REE417 Interface interconnection user EiUF. ZEAIE Domain user &

iE , BERATAR CLIBEAR , 3% userType &4 domain ,
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£/ CLI

£ cpaas-system APHIiE Secret , PATFEfE DCS BHKUE{EE.

LIRS U , MARTE shell {R/R S TEKMAE. Shell 2 EBLEH<S (BIEE
) ICREALICKT ; MERRmERRE RS TR,

dcs-credential.env

authUser=<auth-user>
authKey=<auth-key>
endpoint=https://<dcs-api-host>:7443
site=<dcs-site-id>

userType=interconnect

FR&ISCHANR , WA Secret , SRz -

chmod 6060 dcs-credential.env

DCS_SECRET_NAME="<auth-secret-name>"

kubectl create secret generic "${DCS_SECRET_NAME}" \
--namespace cpaas-system \

--from-env-file=dcs-credential.env

rm -f dcs-credential.env

P ATERIAEE — kubectl &7EHIEE Secret FfXH BT base64 4Rh5 , F I FE A
TSR, BITHRERA key=value . RELHMEME]S : kubectl SKSISFRUAR
fRNZA , AL authkey="s3cret" SfFEHsISH "s3cret" . HFAUEE = ; BITF
RBEE— = BTHRBEMNE.

NTHROZBA, (BOAZKR) [ FERE userType 17. X TIAF , WKHIKRA domain
—BEREE 1IE%F'7<i

I WARNING
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EOEA kubectl apply BQIEBEIE Secret, & i AR BKIES (B DCS L) 77
fE1E Secret ZE ¥ kubectl.kubernetes.io/last-applied-configuration JEfi##., kubectl
create REBAMEFME. TTRERL stringpata JETIERE base64 data EREWE , HEH
BEHLA ; base64 E—FmaEl , FAIRMBRIF.

AY

ZRMEEYREL , EXENBAT  MAZEFNAEHR, B TRENERR |, EERmES
MEANT X -

dcs-credential-patch.yaml

stringData:

authKey: <new-auth-key>

chmod 600 dcs-credential-patch.yaml

kubectl patch secret "${DCS_SECRET_NAME}" --namespace cpaas-system \

--type=merge --patch-file=dcs-credential-patch.yaml

rm -f dcs-credential-patch.yaml

ZH0RA
gt 1tEA

authUser DCS & APl P& R4.,

authKey DCS & AP| F &R,
DCS & APl , 8% http Bk https AE. iEE : DCS FAMIIA

endpoint API ¥4 7443 (MMAEE WA 8443) . MREHARFEREE inH , EFHE
H RfIA.
DCS s ID, Provider & MY, Secret FigHGX1E , F7E

" DcsCluster.spec.site FRCATIEHENLTE , FIALARERN,
site

NS FE NBANERES Secret PHER , A BHRE

DCSCluster.spec.site ,
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' UiRA

Ak, AFRIEA interconnect (ENIME ; RIREZBBHBEATHER)
g domain . PDLECEARXSAK/NE ( Domain . DOMAIN F0 domain HBA%ET

userType BE—E) . {HUHME , BFRR DCS B 1 M 2 , #HLSHECERE R
FHELE , AR domain I PASERIMBEANEN TIEA interconnect
AP T8 HRiE.
EUE R PR

DCS Provider SXHFFIFPEUEA P2 | @3 7]3% Secret & userType FHITEESRR :

userType K] L5321 DCS A

o - ERSR DCS smEK WAL iy R HA
DCS |7 sk
WEEE ;
interconnect ABHR REg B E RS
- - Interface R DCS /g . NI
(BMAE ; &R . . . BIREREER B DCS [k
N interconnection BHEEWK . ~
FHREE LB eer B A BRFEFEOE IR e,
ZhEAS) e PR R
ER7, =
DCS Wsiic &
DCS &I R
wodmtmg L DC> BEAR
EIRG AL ,
- {£ 3 LDAP/AD . N 3 LDAP/AD B
Domain user . FHWIMEAE
_ EIRMEE . RS EE
domain (LDAP/AD A DCS 7] Tk R
SEE S — . M3EE DCS [7]
) tEERRFHF e 2
{FHBERRS D PRI EIE,
[l oY= o
administrator
At

FAM - NE userType RMIA Secret MAGART— S TEMHKIE ; AR B RXILE
ETHEHE.

Ul ZE0HE : Y857 Web Ul JREANIRME userType FE., ZHEFA domain &, FEY
YAML fic. & Secret,
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IP Pools

IPHE AT RIKIMEECE (1P, FRH#ERS, MK, DNS) . MHATUEEZAN TR
B, ST RAUEZSIMKZALE.

FF DCS % NIC &8 , §/ IP B 7PAFE additionNic TR, XLLEA4M NIC £46:EZ) IP
¥&{z , FFAE Provider BIEHT VM BNV A, ERIIABMAFH additionNic AEAEIEITH VM
PRI NIC,

XtF DCS FFAME , B IP KEEATAFEE] persistentdisk M, XLMLIPEER) IP 4
iz, MAE VM a5 B, RERENFHERIAE , TUMIB VM & HEFESEI SR VM,
T FAEKM /var/cpaas #E , ARATAIERRIFER AR RIERREBREMT QA
H¥E | B ERALSI. Bt persistentbisk FEEMSHFBET YAML BCE.

{#FH Web UI

SR G

o 2413 Cloud Credential

l INFO

IP Pool Web Ul {URZEARME IP, EHLBFMERE , Tt

DCSIpHostnamePool.spec.pool[].persistentDisk . iFEIT YAML [ERECEFF A L.

A3 IP Pool

S %12 : Clusters - Virtual Machine - IP Pools - Create IP Pool - Select Credential
FEALEM

IP Pool Zk#2[ Pools 313k, B4 Pool RAR—IM TR, B :

1. Node IP (W3H , 84 Pool A31F—1)

2. Additional NIC IPs (1B]1% , &/ Pool a] HZ 1)

Node IP ZFE% :



Subnet Mask

Gateway

DNS

Hostname

Machine Name

dvSwitch Name

Port Group

Name
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il

IP itk

CIDR BIRKE

IP itk

IP 3idik

XA

XA

TR

T A

Additional NIC IPs FE% :

Subnet Mask

Gateway

DNS

dvSwitch Name

Port Group

Name

SSUERLI)

S

|P ik

CIDR HIBKE

IP ik

IP itk

e

A

IR

Jalil]

o

o

o

R

halil

halil

o

il

halil

WiEA

Kubernetes 1 =i 1P itk

RLE B R HERD |, DARTER K ST i
A, a0 24

3% 1P ik

DNS fR55=s3tit (2 MtlorS55
b )

REFAMLA EAL 4

DCS & UL B FR

AL TR (kB DCS &)

4% FR (kKB DCS &)

WiEA

FTR IP L (B0, FFAERILE)

RREE AT RS |, DARTARK E T
A, Blan 24

RI% 1P satit

DNS fRsrafitust (2 MlitAN S5
b)

BT #ALAFR (kB DCS F4)

imHALFR (3kE DCS FA)
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[E— IP Pool ) IP itk WAsmME—
IP it AR B WA IPv4 A&

FIEEAAAEHRH CIDR I KERmA , 520 24 . BOBE / , OAEFRSN T+
PHEIREZ , a1 255.255.255.0 ,

IP ik MR T E BCE T W E A
o PRDIAETRTEERNA RN IPv4 sl

RN

s ZEOFE—ANTRLE

o BT RNRE REERLE — Node IP

e Z NICIHETFOEALE additionNic[] £KB , FIENAFDEIZAEMLE

=12 IP Pools

# & Pools : $f1ZE Clusters - Virtual Machine — IP Pools , AIf&EE A CEEMM. HT S
|P F1BIEES(H],

SE#T Pools : sy Update , BYRIRMEFEIRT 4k B HEHMRECE .

% Pools : iy Delete fifRith , FFAESTERAEFRAMIR.

{£F YAML

fJ% DCSIpHostnamePool &R :

dcs-ippool.yaml
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apiVersion: infrastructure.cluster.x-k8s.io/vlbetal

kind: DCSIpHostnamePool
metadata:
name: <iphostname-pool-name>
namespace: cpaas-system
spec:
pool:
- ip: "<ip-1>"
mask: '"<cidr-prefix-length>"
gateway: '"<gateway>"
dns: "<dns>"
hostname: "<hostname-1>"
machineName: "<machine-name-1>"
additionNic:

- ip: "<additional-ip-1>"

mask: "<additional-cidr-prefix-length>"

gateway: "<additional-gateway>"

dns: '"<additional-dns>"

dvSwitchName: "<additional-dvs>"

portGroupName: "<additional-port-group>"

- ip: "<ip-2>"
mask: "<cidr-prefix-length>"
gateway: "<gateway>"
dns: '"<dns>"
hostname: "<hostname-2>"
machineName: "<machine-name-2>"
- ip: "<ip-3>"
mask: "<cidr-prefix-length>"
gateway: '"<gateway>"
dns: "<dns>"
hostname: "<hostname-3>"

machineName: "<machine-name-3>"

SHRAR

e

.spec.pool[].ip

S

string

WiEA

BRI EMN
P 1P 3k

hail



.spec

.spec.

.spec.

.spec.

.spec.

.spec.

.spec.pool[].additionNic[].ip

.spec.pool[].additionNic[].mask

.pool[].

pool[].

pool[].

pool[].

pool[].

pool[].

mask

gateway

dns

machineName

hostname

additionNic[]
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S

string

string

string

string

string

[lobject

string

string

WiEA

CIDR §TEK &
MR
B, g /7,
Bizn 24

M 3% 1P itk

DNS f§%-28 IP
e (EF
pi) CESAN Sy
%)

DCS F&F K]
REURL 4 7R

REFALE AN,
%

I 1P FE {8
) VM B
ShNIC,
Provider {X7E
BIEHT VM Bt
[z x4
=1

RATHEBHNER
FHMEECE
RS NIC IP
b2 1] N I g2 3]
£
Kubernetes 7

=P,

CIDR BIZKE
BRI
NIC ¥
B, g /7,
fFlgn 24

hail

il

iy

iy

i

o
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e KA Wi R

ik NIC L%
KM%, ®E
BB RTERIA
HERTTAL

o

.spec.pool[].additionNic[].gateway string

Sk NIC L%

] DNS 5528
.spec.pool[].additionNic[].dns string IP btk ; EE

ZMERRLY

So7b%.

o

RT @M ERS
NIC i Port
.spec.pool[].additionNic[].dvSwitchName string Group ] DCS £*

DATEEAUL
Bl
AT EzEs

.spec.pool[].additionNic[].portGroupName string NIC B DCS £*
Port Group,

“FRICH Yes* HFERE Provider fi##T B ARILR FZEFLENSM NIC FTAER. FRC8
Recommended* HIFERREBFRSR FHMERCETHK. CRD AAig&HIESKIXLETEL,

I WARNING

B ERN S EEHRERTREF TR EN T RBE., FEARESENTRITEDE.

IP Pool F#%5i4M NIC

£ DCSIpHostnamePool.spec.pool[].additionNic[] "FEBRERSM NIC,

YN R HEEHIME (FlanFeE. SRS ARBENE) B OEERLTFE. BRIEEEEITH
B Node IP , BUFEEEE .spec.pool[].ip R4 Kubernetes Node IP,

WA :
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o LI DcSMachine FERAEAMEAIEY | Provider £%% Pool ## {9 additionNic[] &

%1% bpcsMachine.status.additionalNic .
« Provider 32f& DCS VM Bt&RANXLE NIC,
o Z )l OS 2 E R jashilfa)@ i 4 A NetworkManager fit & kg B X 244% 0,

o [RtEYwEE Pool RA&BVE LA VM,
2SR

o DCS Provider &7 DCS & _ETEBESM NIC 1 IP ik, W Pool BIEE 4 IP 1S,

5| FIE DVS # Port Group #4024 , BB #x DCS EALWRBER AAEL].

HAEIM NIC BPEIZE dvswitchName F1 portGroupName ., Provider £1E5f# VM Hi{E
FAIX EE{E 24T Port Group URN,

Provider {XXF IP, #H5, M3, DNS, DVS #l Port Group #H1TiEtE, MEAEEE. HSK
F#0 NIC i@ MCP Bk & 1l OS BB I,

o FREMSMNIC ELE T MK , ERIEEANSESMNUREE NIC ENAKHE.

IP Pool FHIFFR S

f£ DCSIpHostnamePool.spec.pool[].persistentDisk SFFEBRFHRHAEHRABB NS , MAE

£ DCSMachineTemplate AFEHH,
XLEFFR BN FIB IS YAML /=HR,

o {FA IP XBBENMFAMESEEIEEHK (ip, slot) FRIA.
o XSTFEAESKM /var/cpaas HEE{E FIARTY,
e ¥4 DcsMachineTemplate AT REHIEZFMIAIRIEEN VM —EEHEIE KRR AL .

o ik VM B3N , B AIMEREWASKERSHFENEXHRS. MREHFE , Npkd
A FHFERERE.

o Pool EIERFIFAMB FEENEH. ERUTHEEN  BRE
KubeadmControlPlane.spec.rolloutStrategy.rollingUpdate.maxSurge = 0 #l

MachineDeployment.spec.strategy.rollingUpdate.maxSurge = 0 ,

MRITRIE FAFF AR , R DCS VM #E1RA 4.2.1 BESRAE , AARE RIS
BT E S, 0S FRE FHLTA.
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R~ :

dcs-ippool-with-persistent-disk.yaml

apiVersion: infrastructure.cluster.x-k8s.io/vlbetal
kind: DCSIpHostnamePool
metadata:
name: <iphostname-pool-name>
namespace: cpaas-system
spec:
pool:
- ip: "<ip-1>"
mask: '"<cidr-prefix-length>"
gateway: '"<gateway>"
dns: "<dns>"
hostname: "<hostname-1>"
machineName: "<machine-name-1>"
persistentDisk:
- slot: O
gquantityGB: 40
datastoreClusterName: <datastore-cluster-name>
path: /var/cpaas

format: xfs

mountOptions:
- defaults
FER T B
FER 48
ok IP PR E., EREEDRINF. BRIREHE
PAK & AR E R (E BRFS.
quantityGB WEFL RN |, Bk GB,

datastoreName / _
NFRMEAEE BAEE —MFEE R,

datastoreClusterName

e, IHIFEIF A EK DCS HEEE. MREK
Provider f7& &% isThin , DCS B{EHFEENAH.

isThin
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FE; AR
o Z FPHL OS FRFEEIEIE. /var/cpaas EFEERKNIK
a
’ #,
ormat MR E IR E R R . REBH% VM FIUETR
BXHRG , NPk &1k,
options NFEE RAS R BT N R mkfs 1EHL,
mountOptions FEBRESE BT Y B B FERET.
. AR PCI REEZETY, nRARE | 5HI298E A SCHlh A2k
pciType .
AfE.
FRTRLN -

o AJARILA IP HALENFK persistentdisk 4B, ITHIZRATE DCS A MKEEE
EEFIEFRIZITH VM, (BARSTER FAL OS g R EdEduxtiis . RAE VM e
B VM 783| SEIRSTA MR RE S , BPIFRORIHAER A <40,

o BHIRSEHFAEUEAMIMNIFRALES, EANAEEN , RERZENMIBIFA ,
RESREFER) DCS B2,

o BN spec FHERINAH persistentdisk #kH. Webhook &TELEZEMIR.

o BIEJ5 , ¥ format . options F pciType FARTE,

o ¥ quantityGB #0 datastore ERAN A ARERINRINENHNER ., YA EHRER
Webhook £ RNFHITERWUE, isThin {NERIENEW : EXEALSEIE, PnEsE#R
WEE , RE¥in FRIENFAE.

e ¥ path F mountoptions HIEXA A FHRER , FERNEHIE)EL B34

DCS FaRESHE

TEYRE DCSMachineTemplate WIRZHI , BHHABSR DCS uhm. datastore FITHEEHE L
BHA] AR ERASITRIFH VM |, FHHEIA DCS MRS 5 VM BRI BEM, k.



P X R E E

ETOU

UTAREMHERE
RAE

TR

DCS_BASE

SITE

TOKEN

w2
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VM KFE creating YK H DCS API XKIR [Bl{FH{a4E

{#A R DCS REST A,

aX

DCS REST API £fif URL , B1& 1)
WFEEE, DCS REST APl R 1E
¥ 7443 (5 8443 Web |14
) .

DCS 43 ID (KEF&¥TF , a0
EC1C108C ) .

F POST /service/session IR[g]
MI4EHA X-Auth-Token ., SREES
R4 30 4y 6RIE SRR

LSBT RN REX=AZE :

BITERMABZHE , 1§

FRIERE

HREUAT

M DCS Fa&EHE mif)fa) APl ¥pr. 1
EIRMEFAEIEREUE secret
endpoint fETF,

GREESEUE Secret ) site 4
T, telE

DCSCluster.spec.site 5F.

J\:.h_'—Fj'.l_Eq TEEID Lo DCS FHF'% %D
WERTFMEE R L secret B
authUser F1 authkey .

1 shell FiRE LT



FHA& Tt 4IR - Alauda Container Platform

export DCS_BASE='https://<dcs-api-host>:7443'

export SITE='<site-id>'

DCS_USER="$(kubectl -n cpaas-system get secret <credential-secret-name> -
o jsonpath='{.data.authUser}' | base64 -d)"

DCS_KEY="$(kubectl -n cpaas-system get secret <credential-secret-name> -0
jsonpath='{.data.authKey}' | base64 -d)"

HEADERS="$(mktemp)"
curl -k -sS -D "$HEADERS" -0 /dev/null -X POST "${DCS_BASE}/service/sessi
on" \
-H "X-Auth-User: $DCS_USER" \
-H "X-Auth-Key: $DCS_KEY" \
-H '"X-ENCRYPT-ALGORITHM: 1' \
-H 'X-Auth-UserType: 2' \
-H 'version: 8.1'
export TOKEN="$(grep -i 'AX-AUTH-TOKEN:' "$HEADERS" | tail -nl1 | cut -d'
" -f2- | tr -d '\r\n ")"
rm -f "$HEADERS"
unset DCS_USER DCS_KEY

l WARNING

SHEALIE EIRSRICR B shell ARICRT . 2ELCEAASIKE DCS AAHARIKAIR
ZHPEEREER.

EATEENENSK BT SR $p0cS_BASE . $SITE 1 $TOKEN ., ¥4 API FFi4iR (]
errorCode: 10000002 (&iFEERAEkEEKER) B, EHFNEIT POST /service/session

i LARIFT S H2.

1E+¥ datastore

&/ DCSMachineDiskSpec #ZRBHSBEHMNEFFEZ — ¥ 4FxE %) DCS datastore :
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e datastoreName — ¥ EITEHSE datastore, BI{E+E4PH datastore Ba]FEZS g
DCS AEHMALKEEL]. XER™AHLE A,
e datastoreClusterName — Wi [ExEZ datastore £££f (DCS fljf1—2H datastore) .

DCS AE RS NAEHPEFR— N E R EEKMEFE datastore, 2R & 121 datastore
E¥  XEFTEMBAE,

RE DCS BIRGACE T datastore &3 |, B4 (FH datastoreClusterName , XFERP{EHE
A~ datastore RI¥ Al , R EAM4E datastore (AF R AZT(E) , hALFAZESRE.

}

/\%ﬁﬁ :

iy

I A DCSMachineTemplate Z I , i5¥H 2 A DCS datastore , I A B+ datastore
BEEREBRTABERHEE system disk + S(spec disk size) x replica count MHKIEIE
WESR. 1EATIIA DCS API MFRHESR | FigBIRE WA F AR -

curl -k -sS "${DCS_BASE}/service/sites/${SITE}/datastores" \
-H "X-Auth-Token: ${TOKEN}" -H 'version: 8.1"' \
| python3 -c "
import json, sys
for ds in json.load(sys.stdin).get('datastores',[]) or []:
print(f\"{ds.get('name', '?'):24} cap={ds.get('capacityGB', '?')}GB used=
{ds.get('usedSizeGB', '?')}GB free={ds.get('freeSizeGB', '?')}GB state={ds.
get('status', '?")F\")"

BX pcsMachineTemplate IFHIFET RMI/ETRBE FERAGME (BERIAE , B
#4580 GB) PAK spec FEHAR B LR , FLSBA/NHA etcd 106 + kubelet 1006 +
containerd 100G + /var/cpaas 1006 MEIZHISFET AT NERKARSHIE Z 8 , K4S
d7 F 390 GB., ¥4 datastore HI{EFBZRIBITL) 70% B |, X BNV G HE A datastore fHAFFR{ES
—BRM{FLEX A AT EEIRKRS , AT A AT RES BT VM MEFIE.

FHHEF S At

DCS & _LMENKER DCS WE=FHh1T. DCS Provider Azl
DCSMachineTemplate ¥ EIULEEZUFE DCS FHM AR, FEI , ME—HEAR 5w E K B
MATgESEER—AaYIEEN. L.

Rt ST=ERARN
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o RERR : AR DCS ERNEMNLEA (Flan , —BEHM CPU BEINEC™E , MFH—
AENKINLTERIKS) |, DCS A E=F AT RESTRZEFE B BLEA L IREHT VM, 6
EREFRESET , HE DCS WEM @i /s DRS. FH A FBRWAENAEE

o EHIFEIEEURT DRS : ALESEARAN SRAEH T E BB RIS E M. TS Atk
WE | OFIRB T UG EmE LS A AR KRB SR Provider E12 K DRS B fF.

N FFERZ BT, BRE LR E R

curl -k -sS "${DCS_BASE}/service/sites/${SITE}/hosts" \
-H "X-Auth-Token: ${TOKEN}" -H 'version: 8.1' \
| python3 -c "
import json, sys
for h in json.load(sys.stdin).get('hosts',[]) or []:
print(f\"{h.get('name', '?"'):10} status={h.get('status', '?'):10} cpuUse
d/total={h.get('cpuUsedCores', '?')}/{h.get('cpuTotalCores','?')}c memUsed
={h.get('memUsedSizeMB"', '?')}MB cpuMuxRatio={h.get('cpuMuxRatio', '?"')}
\")"

REHPEEENN cpumuxratio (CPU ECE /¥ OE) #ETZ 3 1%, WK%
FCMA , 7£ DCS MEBHFERILAT , RATRESTRLFHHIRETTK.

1 HISFES LS R] At

DCS Provider A2 F 41 E 8k Cluster APl Failurebomain 8%, #Ax , BH
DCSCluster.spec.controlPlaneHA Jg , B8] RIS HE EBIMN 4T H Provider IR
DCS DRS #1.0,

=HEE VM 43 5EEHE VM URN B41f5 , Provider &3 E#H—% DRS ruleType=2
B FAR], ZHRES)E—AbEE R LR HKIE ST VM |, FESK DCSIAE RSB ENRER
AREIAEIEEEN £, BERREBITARAE ST ER{AE DCS k.

Provider "4 DCS Run DRS API , thR&i/F DRS X, MEMUAFZR/G |
ControlPlaneHAReady {/i’A False , HIR[EZ controlPlaneHAPending , RJZJR DCS

AR RTRNE A, B%F DCS MIAE , St DCS FAIRFEMTEZIT DRS FHILA
A AR

JRREhREZ BT , EREIAIBE LT DCS MZK :
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B#x DCS it HE&#E5H DRS.

B#r DCS itHEH AR BRRNINMAE. =1 RIFNEH FREEZVDFE=a"TH
F#.

T datastore XJ 5775 AT GBS TIEHIFE VM ENISE] ..

CD-ROM & & B35 DCS MFRHIA<FELE DRS 1z17H 1T,

YREER/SHNK |, f£ DCSCluster.spec.controlPlaneHA FRHIINEE. FERHIFIEE X
TR ST | ESECE DCSCluster FIKUFIZHISEHE HA,

BIEERS , 8 bpcscluster FRIKEFRE -

kubectl get dcscluster <cluster-name> -n cpaas-system \
-0 jsonpath='{range .status.conditions[?(@.type=="ControlPlaneHARead

y")]}{.status}{" "}{.reason}{" "}{.message}{"\n"}{end}'

kubectl get dcscluster <cluster-name> -n cpaas-system \
-0 jsonpath="'{.status.controlPlaneHA}{"\n"}'

ControlPlaneHAReady=True Z</~EH Provider ‘IR DRS #LNE7F4E , 3£ H Provider 23
EREMEHTHIFEE VM S HEAREMR DCS =4l E. controlPlaneHAReady=False BJR&EA
ControlPlaneHAPending , IB% R/NZHIZFIEAEZST VM URN, FFEBNML , BERF
DCS e EFE., controlPlaneHAReady=False HJRFEA ControlPlaneHAFailed |,
I~ Provider JTiEE W, WiE, 4. EFH. Bz E DRS HIN. EFELAMHIERE  BR

BHlEEE.

HIEHER © VM R7E creating

MR bpcsMachine —EHAMTF Provisioning , BEI®E status.cdRomFile (ViBH DCS
APl S45UEFT 1ISO _HEMEATN) |, 1B DCS M) VM 18R TiEBFF status=creating , 1
IRREKIRTS hostName , MIKEJL PR RE 7 DCS EE , MAREHIZEF.

R NP2 TS -

1. WA R RESIT , MAREsEE. &l DCS £ VM M52 ILEAEIE(ES :
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curl -k -sS "${DCS_BASE}/service/sites/${SITE}/vms?name=${VM_NAME}&1limi
t=10" \

-H "X-Auth-Token: ${TOKEN}" -H 'version: 8.1'
curl -k -sS "${DCS_BASE}/service/sites/${SITE}/tasks?status=running&lim
it=50" \

-H "X-Auth-Token: ${TOKEN}" -H 'version: 8.1'

MEEHRIERAIE © status=creating . hostName= (AT /FFEE) . disks %A
PNTBIRBEEWN , UEEBZEESERBERMER T , #8132 5 S4B EMFRIK
progress 1{H.

2. K& datastore I] AT BIAIENTaEK , {F LS datastore FIEAHE ZRKP K FER.
datastore {# FZHRIT 70% , B FEHVH cpumuxratio HRS , BRE NHMERA.

3. £ DCS MIEHFrtadk., MREKFVEEM , MEMENNEITHRERE |, BEEERATEK
7 DCS FaBINEMT @Rz (F3) Mmigrate ZKIBEIT DRS EFF14) . DCS Provider
R OAURAEAR E E EATIEE , FtktxME T /Ef DCS ARk,

4. 303K DCS MIFPB(ESMHSIEAILS! (FTRABE , {BXF ACP IXKEAH) Dpeletevm JolEhy)
BEARAEHE REIER DCS B AR ANEHEUEES . 7443 REST APl A&mdE
B AR FIRESEUBIG R , Bk & RFER DCS Fa Atk , 3k ACP,

5. EEFSIHRNEIER. £BMT £F DeployVM GiEIMEEF | BARERMES ATRESE
FrEMEAEHEMRINSE EE N, BREYFERMESEE B A A#ERASIEZE.

MEREA bpcsMachine HIRERME/R InfrastructureReady=False
reason=wWaitingForInfrastructure S#81¥ 10 74%F , FHEE EAER , MEEN A DCS F
A% 4 |, IMA~2 Cluster API 2 DCS Provider [5]|3[a];#,

Machine Templates

Machine template FBT € Y& A EIUIAAE (VM #EHR, CPU, NTFE. RifL. ML) .
£/ machine template #5858 — T e EFH&RK Type :

e Control Plane : BT#5HIFET &

o Worker Node : BT IT{ET &
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{#FH Web UI

TR G

o 24I% IP Pool
o B7£ DCS ¥ & _L{FF Alauda OS &% 41% VM Template
o 4% ConfigMap YAML [ A% global & &

VM Template #1 ConfigMap :

F4 Alauda OS [RAEFELE— M VM FEAR IR E] Kubernetes iRASf¥] ConfigMap YAML, 4
7 machine template §i , 5N, YAML :

apiVersion: vi
data:
corednsTag: 1.12.4-v4.2.3
etcdTag: v3.5.21-251117
kubernetesVersion: v1.33.6
vmImageVersion: alaudaos-42.m55.202512081125-0.x86_64
kind: ConfigMap
metadata:
labels:
cpaas.io/dcs-vm-template: <vm-template-name>
cpaas.io/distribution-version: v4.2.0
cpaas.io/kubernetes-version: v1.33
name: 420-dcs-vm-template

namespace: cpaas-system

EZE : cpaas.io/dcs-vm-template FRE(EMIS DCS T4 LK VM AR G FFR—2K.

$13 Machine Template

SINE12 &8 - EBHWL - Machine Templates — 41& Machine Template — FEFFEUF

RETE
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TE it WA i)

PBEARFE—ARRTF (1-63 NF4F , X

N y =
ame & = RNSTE. BEHET)
Type THZE® 2 Control Plane 8 Worker Node
VM Template ST - k8 ConfigMap , B/~ OS hRAF]
Name e = Kubernetes kx4~
DCS VM Folder , fF7E DCS F& £
SRR I3 T4E. VM Folder
Location Thizs & HIE X iE2 % Huawei DCS Concepts
and Terminology, WR%EfE DCS
SRR AL G
Specs poa CPU MR
Specs.CPU S = CPU #Z% (%)
- NEK/N (MB, F£35=RAEF I GB
Specs.Mem BF b _
BIR)
Disk y WERE (WTFX)
IP Pool Tz 2 3| LA IP Pool
W ACE -
W3S B B REAR 2SR T 2.
P BT A
FEBER AR/ (GB) aJ iR
A5 (1R EAME) 7.5
/var/lib/kubelet 100 &

/var/lib/containerd 100 &~
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FEEIEE ZHAK/N (GB) LIP3
/var/lib/etcd 10 &
TE N TR -
KR ZHAKR/N (GB) Iy lli7S
AGE (1RAREATE) 5
/var/lib/kubelet 100 i
/var/lib/containerd 100 &

AJAARINE AR | (BXVRRE LR BT N FHEE .

l INFO
T4 VTR
FEMMREE /var/cpaas , BARBERHEICRA DcsMachineTemplate #E#. TEFEXTIV A

DCSIpHostnamePool.spec.pool[].persistentDisk FKEFPEETE , {FHAE VM Bk fG{NEEEFE
B,

MR FERRER
FE. ESidl Tk
Mount Path A WA B RIRZ
Disk Size BF (GB) LR
Datastore THI#A #A : ClusterName g Name , $X/5 M DCS F & iki%

VM Template 1%53F38 7K -

l TIP
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WMREA VM AR E BRI Kubernetes fRAS , 751E#% OS IRARMAIELR , LMERISRHHKL L
B ARGHE .

‘=12 Machine Templates

BEER : SMEERH - Bl - Machine Templates , BJA] & F AR & H VM

Template Name, Location, Specs #l IP Pool,
BTEAR - B BT MEHIAE. EIEE , A ETTAE M Name FE.

isRAEAR A BkR IASERARAR . FEXTVRRETRAMIER.

{#FH YAML

43 DCSMachineTemplate &R :

dcs-machinetemplate.yaml
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apiVersion: infrastructure.cluster.x-k8s.io/vlbetal
kind: DCSMachineTemplate
metadata:
name: <machine-template-name>
namespace: cpaas-system
spec:
template:
spec:
vmTemplateName: <vm-template-name>
location:
type: folder
name: <folder-name>
vmConfig:
dvSwitchName: <dv-switch-name>
portGroupName: <port-group-name>
dcsMachineCpuSpec:
quantity: <cpu-cores>
dcsMachineMemorySpec:
guantity: <memory-mb>
dcsMachineDiskSpec:
- quantity: O
datastoreClusterName: <datastore-cluster-name>
systemVolume: true
- quantity: 100
datastoreClusterName: <datastore-cluster-name>
path: /var/lib/kubelet
format: xfs
- quantity: 100
datastoreClusterName: <datastore-cluster-name>
path: /var/lib/containerd
format: xfs
- quantity: 10
datastoreClusterName: <datastore-cluster-name>
path: /var/1lib/etcd
format: xfs
ipHostPoolRef:

name: <iphostname-pool-name>

SHORAR -
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.spec.template.spec.vmTemplateName

.spec.template.spec. location

.spec.

.spec.

.spec

.spec

.spec.

.spec.

.spec

.spec.

template.

template.

.template.

.template.

template.

template.

.template.

template.

spec.

spec.

spec

spec

spec

spec

spec.

spec.

location

location

.vmConfig

.vmConfig

.vmConfig

.vmConfig

vmConfig

vmConfig

.type

.hame

.dvSwitchName

.portGroupName

.dcsMachineCpuSpec.quantity

.dcsMachineMemorySpec.quantity

.dcsMachineDiskSpec

string

object

string

string

object

string

string

int

int

[Jobject
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e Sl
.spec.template.spec.vmConfig.dcsMachineDiskSpec[].quantity int
.spec.template.spec.vmConfig.dcsMachineDiskSpec[].datastoreClusterName string
.spec.template.spec.vmConfig.dcsMachineDiskSpec[].systemVolume bool
.spec.template.spec.vmConfig.dcsMachineDiskSpec[].path string
.spec.template.spec.vmConfig.dcsMachineDiskSpec[].format string
.spec.template.spec.ipHostPoolRef.name string

FEE X R I WA

Bt - RS TS E R E

AL ER{RIZ DCS VM Template ( vmTemplateName ) S5f&mELM AT E—4 DCS
Cluster, X TFALZEHEE , WEBRIZRELEMEK , spec.template.spec.location FENFHTX
& VM Folder DMEFHITHLAN 4,

%/ DCS Cluster & , HFHENHBE/NHLZ DCS VM Template T [EZIA B BHr DCS
Cluster K3z , FEIMERLT &M -

« 777 DCS VM Template f¥] DCS Datastore /0% H#x DCS Cluster AJ )., ECEAXIFEE
BHJ7IE)H0 SAN, IPSAN, NAS g FusionStorage datastore &F& It ; AEM AR
X5 datastore NIARFFE .

e vmconfig 5|FAK DCS MIMLEERIR (S FHEIUZ Y FigOEH) WAt B DCS
Cluster 8] I,
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‘}ﬁﬁﬂﬁﬁ/l\?ﬁﬁzﬁ , ATRUBITRE spec.template.spec. location.type: cluster 0
spec.template.spec.location.name: <target-cluster-name> , IAE{EHEIAK
type: folder JEI , ¥R EIUNLREEBE R DCS Cluster T, 205R datastore RIEZ 4

DCS Cluster 2 [A1% , F#{E%5¥7E DCS FAMAK. BIXNWERFTERESNER DCS

Cluster F 43—/ DCS VM Template , PA{E&> DCcSMachineTemplate #B5|H—1E

T REIMLETT TSR B P RARAR

fEFLLECERT , 751m DCS FAEHE A datastore fEFS S R FME A WM,

I WARNING
FFAEESK

Datastore &=+ #/ijj]8) datastore &% ( datastoreClusterName ) WMAXFFLE DCS FERFTEY
MLz BT AN VIR, 205R datastore {RIE4FEFM. LRI , & DCS FA=RE VM IAERIE
BEAES , VM SIS R,

Ignition K Z724% 4NR datastore RITFFEIZ LA (Ignition BLERTNE) |, WIAURHESTRF
ZENEBRNEZFEMBRAR (120 NFS)

HAEECE RN AT AR08 € SURIRRER | {BXIAREET R AR B

o I5HIFm -

systemVolume . /var/lib/kubelet . /var/lib/containerd ., /var/lib/etcd

o T4/ : systemvolume . /var/lib/kubelet . /var/lib/containerd %E IP Pool 3%

/var/cpaas BCLE AFFAMEGEL.

TIRRAR

EthiR i B IRAE A L TRIR R ¢
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Cloud Credential
)
IP Pool

(network settings + persistent disk declarations)
!

Machine Template - references IP Pool
!

Cluster Creation

o —/ Cloud Credential A]{t% NE B(#
o ATRUAREIAIMLE AU Z AN IP Pool

o ATRCARRIRT R 2 BUFIHIAR BRI £ 4> Machine Template

& F TR
SR
RO R AR

o BIEGH
o BRI

o FrEREEEE


http://localhost:4173/container_platform/zh/configure/nodes/alauda_os/huawei-dcs.html
http://localhost:4173/container_platform/zh/upgrade/workload/alauda_os/huawei-dcs.html

BB - Alauda Container Platform

0 Alauda Container Platform Q =

Alauda Container Platform > £ > 7f Alauda OS 4 > Huawei DCS > GIiE&EE

1£ Huawei DCS |z 4 2

AR BANATAE Huawei DCS A 4132 Kubernetes 8¢, aJPUE E & AET YAML
RIEEAEAR, RO RYK Fleet Essentials , AT PUBT Web Ul fIZ2 &8,

persistentDisk fE DCSIpHostnamePool _FRIFEBRA{NZFFIEIT YAML BCE , £ Web Ul &
AR, XF ACP va.4 BESHRA , self-built VIP H3TFFIBIT YAML TR TAC
H.

l INFO

Web Ul IR R UENRER) S| SN TAER , T YAML RIFR 45 R B B3 LAES.

Bk

SR KM
1. ERRI R IR
2. TIPS tatt
3. HE& EEFUMAEAR
4. Mg EIEME
5. LoadBalancer fCE
6. WHERHGBEE
7. RAREMTT R
{£F Web Ul
BIETER

HE1: ERKEE


http://localhost:4173/container_platform/zh/
http://localhost:4173/container_platform/zh/

AUEEEEE - Alauda Container Platform
IR 2« IHITET A
HIR 3 WF TR
SR 4 ML
HIR 5 T
1§ YAML
ERABRITER
FCE T1EM
iRt (L RHE
Magic-Token 5 {3 %F
RGN TR 25
A& KubeadmControlPlane
fii & DCSCluster
B2 VIP f1T AFIPR S
KR VIP
IS (TTHMEB LB) AR
ACE Cluster
MEILETR
#HI% 1 : iiE IP-Hostname Pool
12 2 - FLE Machine Template
FR 1P B TR A AR
F IP TR A NIC
$1% 3 : fiiE Bootstrap Template
$HIE 4 : itE Machine Deployment
SEREIIE
fEAEHE
{# A kubectl
S UEEHIFE HA
TRHALER
%
SE# ) KubeadmControlPlane &
g Provider FLEHIZZI7

JRERLSIR
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U HE

FeRFAF

BRI ERAT , WIRIBE LT TR SRR

1. EhR bR IR
QIRSEREN | AL ARSI -

e Cloud Credential - DCS &5z 2
o IPPool - R . EW9h NIC ARATAT IP AB{FFRMEEL (120 /var/cpaas ) HIMEEECE
e Machine Template - #=HFEFA LTIET =K VM #i4& , NEIEBPEIERFASE

BREMAECE WA , S Huawei DCS ErtiZ iR,

2. IR HIEfE

£ Huawei DCS LRI E MR ZHT , EHREUNEG LEFTEE] global &KRE.
e global EHMASZITEMA laaS FE L , HERMILESK :

¢ Alauda Container Platform Cluster Bootstrap Provider

¢ Alauda Container Platform Infrastructure Provider for Huawei DCS

BREBELR | SR Provider,

3. HE& EEFUARAR

T4 Kubernetes By, W40 -

« ¥ Alauda OS §f§ H1£%) DCS FA. {FRA%EH EERIM ACP RA %K Alauda OS
%1% ; B3 % T E Alauda OS.

o ET UGG BIMIIER


http://localhost:4173/container_platform/zh/overview/alauda_os_support_matrix.html#downloading-alauda-os

BIE LB - Alauda Container Platform
o WHIRIEARBLE BT LT Kubernetes 4H 14

o MRVTIERIFAME , FER 4.2.1 BESRAK DCS VM R4k , FA%R 2 KA
TENEIREE PR

o MTRBUGEERIFAMBRER  FEAENERAN, EEH A TED [t RS

maxSurge: 0 ,

BRED VM EHP a1 Kubernetes 2NV ER{EE |, B OS TH40RE,
4. WL&IEIB M
global &7 mWMRAEMER) DCS & _ LKA AE B AR

KR BH#x Ui JEheS

DCS REST API, JRE&£EEA

9£'°ba' AT DCS VRM gl 1P TCP/7443 & FIHRA RIS et —
% ( applyupload ) .

DCS #E FA4]L DCS R [EfEHEA ; 4% Ignition 1SO 3T,
global &8 MGMT IP (A[gEdE JBHE X TCP/8443 ; Provider &¥CEEREHIE]
=) WriEE A E J&1E DCS &1 Gty applyUpload MNiEgRzik [E]f)

) A URL,

N _EER BT © Provider 183t VRM EBHA IP (TCP/7443) VEF applyupload ;
DCS FakE/EREI— URL , % URL famF MR EAAEE IP MigO ; 48J5 Provider %
XHEREREL URL, ERIBER AT , WIAHR NiRESnEbaE XA B #R.

7N global £ TTRXEXAZ NIC HJF (HIa0 , —/ NIC 4T ACP £EML% , 5—A NIC 4T
B8E T DCS IR FEIEMLS) |, BHAXMEiF—VRM B IP 4G4 DCS #1EEHH
MGMT IP——#FBEE T HR A NIC F&ER31A].

ZOK - QISR RN |, MMAREBIEIREIX B B AR,

5. LoadBalancer it &

BFRERRT , WHCE—MMEEM Kubernetes APl ¥, 1&is e Ak A 185 R) T
B APl fRE28RE.


http://localhost:4173/container_platform/zh/overview/alauda_os_support_matrix.html
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PR hRAs B EAHR
AR Fi B 3 STFFHR ERIEE R AITTACH A T EATHRFEBEHEK
LoadBalancer Vi IS, KRB tE .
Lt built DCS Provider €1 FHHMA ERTHES] AT
— ACP v4.4+ F Provider IR i BB SN tazks
alive ModuleInfo ., BN

LB REINEZS. AP SEATRE—MEHTF
Vs ke A BRI £ &AM FF A3 PoC &
= B,

BRI BT SESHF AR
Ui R EiS

B R4MEB LoadBalancer BIZESK |, S B H I FHinm. B X APl JRZ 258177188 ThE
SR HITEEEE | S EREEFm (JAMNE LB) A,

6. \WH KRB OE

e L B B B35 6 FER BN S & 4B ——Kube-OVN LK Alauda Container Platform 7£
S FRENTAER, GBI kubeadm BIRHIEER , BI15EE

KubeadmControlPlane.spec.kubeadmConfigSpec.clusterConfiguration.imageRepositor

Y o
TEIR RCERNE ERS
. W5 R AR e A AT
global &FH . e
- TEACE. EHAMWRIERORE. 2377 global HEEHIFAM
BBk
BB,
cpaas-system Hf{] RegistryCredential NS sl =tvas a NEibz v = o=
LTHEGBCE Secret , § cpaas.io/registry- MIEL , I NSEIE T TEfI B A

reference FR&EM cluster 3|F. B O ENEGER.

TORIEFEF A | SR CEAVIE B S BArhRAH Alauda Container Platform Core , AR
T RIFEE R ERRKTB AR NREAEER ; M S ST R B8 AIRBEB IR 5
B FERbAE,

BRERRGEERRELREHIRS) , ES RS EREEFEOE,
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I WARNING

N IR AR EHNEEEEGR O ESE., WA cluster EEHEFEME cpaas.io/registry-
reference , A ZERYHEHMBEGRCE., TREGECERGERT YAML BCE ; Web Ul T
MIAAIER global SERMBEZRBE.

7 —Ij I\\\*T,&%n /-ﬁ-l\\\

MFEAMWFHT RIRETBAERENSR (B0, AkiE, B CRBIAOREMETHAT
suth) , EIRER Infra Nodes FREER |, FEMBASIR EFEEIXLERCE . I U ATE T
K. WESKERTHETAM , TWERIET Web Ul iRE YAML 42 ; Web Ul (0T Sith 538
AEREREEITR.

{# A Web UI

l INFO
Fleet Essentials F2&kih &

Fleet Essentials 1.0.4 ZE ShkA<a] PUBIT CVO 355K ACP 4.3 K ¥ S hRAH Distribution Version F+
2%, {BEARLHIT DCS Kubernetes #1 Alauda OS 1% #t., <% Phase 2 YAML #5458 |, 55
[B)7E Huawei DCS 74k Kubernetes, 1#iY Fleet Essentials 42 & FA ST Ih R &20H,

25K WTYEIRTRE Fleet Essentials, 2NR{FARMEIRRIFAME , BB YAML iCE
DCSIpHostnamePool.spec.pool[].persistentDisk , FA Web Ul RNRALHFEL.

MR E B KB EIERIFR S | FhER YAML 8128 E e Bini
DCSIpHostnamePool , SRfE{FEFH Web Ul TR HEHAEBHT /ER.

A% BN,

SRAZERE—NEE S M PRNES


http://localhost:4173/container_platform/zh/configure/nodes/node_planning.html#create-infra-nodes-alauda-os
http://localhost:4173/container_platform/zh/upgrade/workload/alauda_os/huawei-dcs.html

BIFEEERE - Alauda Container Platform

Step 1: Basic Info
!
Step 2: Control Plane Node Pool
!
Step 3: Worker Node Pools
!
Step 4: Networking
!
Step 5: Review

SATKIE - B - KB - BIE&H - 1%EHF Huawei DCS

SR 1 ERER

FE ESil
Infrastructure N
. TR

Credential
WK XA
BIRZFR BTN
Distribution .

. i
Version
Kubernetes hig7x i

SRR API 33 XA

HIEFMRE

BIREERFHT , IR

il

o

Fim

DS

ERFIAR Cloud Credential

HE—REEIORAT (NEFE. ¥
F.OETH)

ETIRAK B E itk

ACP [RZAs (5 global £HILAD)

A Distribution Version #fi5E

3 : https://<load-balancer-
address>:6443 , XIF Self-built

VIP |, IETREE VIP FHERATEFH
YAML %42,

e DCS & 7£7E DCS VM Template , 7 H Alauda OS hfi4<5 Kubernetes kR A<[ILHL,



o Kubernetes API iz B #i%E. X+TF4MEB LoadBalancer

Self-built VIP , iFTRE VIP F{EH YAML [&1%.

MRASIR®S! - RBESIIE T & XFFmAT Kubernetes kR4S,

HIR 2 ITHFET R

FEHIFE T RABEIE R 3 MEIA , PISKELS R .

FE

Machine
Template

1IN

SSH Authorized
Keys

S

TR

3+
iz

XA
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WA

=]
=

iy

B ERIZEMAIAEE. MT

TS

IR ARV GHEAEAR  Control Plane
DL 3R Kubernetes 4~

BEEH 3

AMZABTARTT MK SSH A4

AUE : KEXH IP Pool AR RBIETHA IP sk (23)

HIR 3 ST A

AARMZ M ST R, SN HAEUTEE !

FE

EFR

Machine

Template

I 4

Max Surge

S

XA

E2ES

Wy

WA

=]
=

halil

iy

DS

BT R HE—ARIRST

FRISAVGHEFEAR © Worker Node , DA
R F#FAM Kubernetes fZA<

BOAE : 3
ZRAME 1 0, W4 =0, IR R

AR EIRRFRFARE | NRFFR
BHX o
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FE it WHH 1D

ZUAE 1, =0, ¥4 maxSurge

Max Unavailable M = =0 B} , maxUnavailable %551 > 0 B
< BIAEK
SSH Authorized . .
XA & RINZ A SSH /MR
Keys
FUERLA

o MAFRIEERHANLIAME—
« IP Pool REH EBHATH IP itk (> BIA%R)

o maxSurge 1 maxUnavailable i @& LA FZAER - 20158 maxSurge = 0, ] maxUnavailable
>0

o MREFBKHBHMEENITFAME , ERE maxsurge = 0 , PMEERFFLERRBEIZEA
BT =

1R A FRRIIN_ SR BB FRANETR (120 mycluster-worker-1 ) , PUBSRAFEEZ
S SECEALENS

HIR 4 Lk

T it WA i

Pods CIDR CIDR = Pod Mg G
Services CIDR CIDR 2 Service P& uESEE

Join CIDR CIDR = Kube-OVN Join CIDR £k

F : Pods CIDR #01 Services CIDR R~EE&,

i A

PIEERRT , FIZTARLERE
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HEAXEE

o ZWR. B/REHFR. Infrastructure Credential

o Distribution Version. Kubernetes g4~

o 3 API AL
FEHISFE T R

e Machine Template , f13F VM Template Z£#i. OS hr4~. Kubernetes hR4s

« CPU, W77, EIAE¥R. SSH &4
WsTRt (FIRAE)

o M&FR. Machine Template, BIZA~%k

e Max Surge. Max Unavailable, SSH %4f
INREFER KA EITRRIF AR | B LS Rt Max Surge RFFA o .
ML

e Pods CIDR, Services CIDR. Join CIDR

R G2 , THakRARIEE

{#/ YAML

EROETER

{E8 YAML B} , Y57E global P43 Cluster API &R , LARCE BRI RIS S Thieo
] Kubernetes 2%,

I WARNING

ERMG LT REK
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MRHRIEMERBCNFER | TR RIRELNEIEFE cpaas-systen @ATET . FERMAG % T/E
HE IR RER S EEE ARA

I WARNING
WE £
W% cluster-name 1G4 global . AEFHEFRAT global &H , ERFRASIBUWSERHN
WIRS cpaas-system ) global HKHRIRALIFE, global- RIBKEMT global &3
DR TERAAAMETIR ; ESIHE AR S& M. B global- ATUWHFEREIR , RAMIER
BAETRES XL RIFRAABT global &R,
RHBIEH| , CAPI cluster F0 provider &£8F&JR ( pcsCluster ) W{FFAEHR <cluster-
name> , EtRZ%k CAPI F1 provider %R ( KubeadmControlPlane . KubeadmConfigTemplate .
MachineDeployment . machine template. IP/E#| &%) WP <cluster-name>- MBS ,
BIANRGIERFERM <cluster-name>-kep , XE—HEIN , FIEMRITHIZREHIBITHRN , B
AR MV S EFHT cpaas-system FINALER—dE TRINAIPER |, FHEREREKRIR
HE—BTA.

AeE T1ER

R SRR, ECETIRETBMER (IEHIFFEAMLE T R)

1. BtE KubeadmControlPlane (5% spec #1 kubeadm 5| FELE)
2. itE bpcscluster (EARMESPEM B INME 2551 )
3. 413 cluster ®WIR (AT REXLEARNRIFHTNZE CAPI XTR)

4. FLEWSTTREIR : KubeadmConfigTemplate (MWHFTRSIFEE) . WHETR
DCSMachineTemplate . MV%W /= DCSIpHostnamePool F MachineDeployment . {X&

EHFEIF AR R &R, BRIOMESFT R YAML IR , B2 REE L ST

FE  Enh& T RIR (Secret, ¥THISEE DCSIpHostnamePool | 1555 FH
DCSMachineTemplate ) WEAIHECE . FHXIUEHIES % Huawei DCS HIERI I &R,

MR FEAERN S IR BT |, EEMNK
DCSIpHostnamePool.spec.pool[].persistentDisk KEFFH, XBIFFESEKREK
/var/cpaas Hg#%. provider R8I HMIFASL , 1EAIHKIFAEBE, Y4 DCS MIFEK


http://localhost:4173/container_platform/zh/install/alauda_os/installing.html#common-prerequisites
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BRREREECER , H & E® persistentDisk[].isThin

% isThin

REREFEAIMY NIC

, DCS R{EAFERIAE.

EIEAIE AR (K Machines Z i

; ANRABREZIN |, provider Rek

, FE

DCSIpHostnamePool.spec.pool[].additionNic[] SFFEER, provider (N&FERIEHRT VM Bk
NNESME NIC, Z fa4wiE Pool B , Bl VM R&BGR NIC,

i AT S L AHE

PUTF/RBIEREA <placeholder> 1EIEFRRGHGEMERAE. HPEJL/MEEBRTTHIER
IR, MEWXEKIR , MAEBITES

SRESY

<control-plane-kubernetes-version> / <worker-

kubernetes-version>

<dns-image-tag>

<etcd-image-tag>

<vm-template-name>

(K F

DCSMachineTemplate.spec.template.spec.vmTemplateName

+)

<ssh-authorized-keys>

<auth-secret-name>

MIBEIRR IR

cpaas-system #F&ZTEEFH cpa
template ConfigMap , &M% 1ThR

[@]— ConfigMap # ] data.coredn
[@]— ConfigMap # i data.etcdTa

ConfigMap §{] cpaas.io/dcs-vm-t
45 DCS F&FEME VM templai

5 operator $gff. S KBEERE RS
48 ( ssh-ed25519 AAAA.. / ssh-r
S R FERIEST. TAFE
PoC &8 , \IRRMEEEAB ML
&) AEFTIEE(E A operator B

RIS -~ =P A2 Se
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SRESY

<cluster-name>

<load-balancer-ip>

<self-built-vip>

<pods-cidr> / <services-cidr> [/ <kube-ovn-join-

cidr>

Magic-Token 5 {343

AIOEAEFIR

F operator 1%&8F ; WJRAFE DNS-11
global (ZE#ERT global
Cluster . DCSCluster RAREA
cluster.x-k8s.io/cluster-name
KubeadmControlPlane {EFHHIZ

name>-kcp , FEEAEIHSRWEE

EH operator $&{# , % Fim ATl
F type: external , W{EAFMNIR:
I — R RAIHEL) - XTI
PR, HEAME—EHITE T N
FEAR) .

FH operator 21 self-built vI
SRR AL, HIERIG R

DCSIpHostnamePool.spec.pool[]

EH operator $gff, TRE5FHMLE,
CIDR B fRITRIEIER{E(M AL CAF
WMREBT , FEIRE| global £
B ; £ RER AR BX
— global &EE EFMZ/MIVEERE

RERF R DBER RGBS AR , (BE]SIR_EZH DCS Provider ZEH25 MBS 1T

HShE . ERIFRE

FHESHE =P% BT

&> Machine f] provider

DCS Provider — #£ kubeadm init /
PROVIDER_ID kubeadm join B1THI , B4 BM kubelet

ID (20

dcs://<dcsmachine-

ALEFHME.

name> )

SECEMANZ, Machine () DCS Provider — {& g
NODE_IP DCSIpHostnamePool %%H DCSIpHostnamePool.spec.pool[].ip HIE

R R P, .
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FERINS| SLBIIMAGRIE , BN RIGATTIER 25 F EE .

PEEES S sl SINAESRESECIES
BRI BT EIRAT |, VERLKI LR SR R 6 T i m AR T
3K

o BIZESYER : MAHEHIFIET RE P o

AN NIC : MR TR FEGFMH. EHIIRBENNAMNE |, FAEA 1P #{RHX
DCSIpHostnamePool.spec.pool[].additionNic[] {H , £13& DVS #1 Port Group Z#5

APl i A5 ¢ {F FHSMER LoadBalancer , Bi{E LS ACP va.4+ A Self-built VIP

API server ik : 25 Kubernetes API server E&FRER VIP sty st
ZEIBME - RITE AN Z B IES

SFF self-built VIP , EWIFE K DCS inE43F VIP B4, GARP 8, ARP B3 , A
RA=HFE VM Z [BIE VRRP IRE. VIP S HEIER NIC 7T B — Layer 2 Mg, X¢
T-4MiF LoadBalancer , W 7ERL L% 6 Hin s P 30iE Layer 4 JNT25. TCP 6443 JRifm.,
HTTPS /healthz &, faunfrAAHNm =AM,

Al E KubeadmControlPlane

KubeadmControlPlane ®ifE X% FHEACE , A% Kubernetes fRA, 7 mAARFI5| §i&%
=

I Kubernetes 1.35 kubelet 1% &

HA M Kubernetes 1.35 FFHAAFEE imagePullCredentialsVerificationPolicy:
Neververify , {#F] Kubernetes 1.34 SkERIRABGIEERENT , FHKS . R
contentFrom.secret J@MLTANT , iERAEATS| K Secret S & it Kubernetes 1.35 £,

l TIP

TERESE
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JEFFERE , UFRBIERE T BRKEEXHFRHINE. TEEE (BEIAEITREE, HEARS
MXHERND) B3 FEMRH T KubeadmControlPlane fitE .,

kubeadmcontrolplane.yaml
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apiVersion: controlplane.cluster.x-k8s.io/vlbetal
kind: KubeadmControlPlane
metadata:
name: <cluster-name>-kcp
namespace: cpaas-system
annotations:
controlplane.cluster.x-k8s.io/skip-coredns: ""
controlplane.cluster.x-k8s.i0/skip-kube-proxy: ""
spec:
rolloutStrategy:
type: RollingUpdate
rollingUpdate:
maxSurge: 0 # Required when the cluster relies on pool-managed pers
istent disks
kubeadmConfigSpec:
users:
- name: boot
sshAuthorizedKeys:
"<ssh-authorized-keys>"
format: ignition
files:
- path: /etc/kubernetes/admission/psa-config.yaml
owner: "root:root"
permissions: "0644"
content: |
# ... (Admission Configuration Content)
- path: /etc/kubernetes/patches/kubeletconfiguration@+strategic.json
owner: "root:root"

permissions: "0644"

content: |

{
"apiVersion": "kubelet.config.k8s.io/vlbetal",
"kind": "KubeletConfiguration",
"imagePullCredentialsVerificationPolicy": "NeverVerify",
"_comment": "... (Kubelet Configuration Content) ..."

}

# ... (other files)

clusterConfiguration:
imageRepository: cloud.alauda.io/alauda
dns:
imageTag: <dns-image-tag>
etcd:
local:
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imageTag: <etcd-image-tag>

initConfiguration:
patches:
directory: /etc/kubernetes/patches
nodeRegistration:
kubeletExtraArgs:
node-labels: "kube-ovn/role=master"
provider-id: PROVIDER_ID

volume-plugin-dir: "/opt/libexec/kubernetes/kubelet-plugins/vol
ume/exec/"

protect-kernel-defaults: "true"
joinConfiguration:
patches:
directory: /etc/kubernetes/patches
nodeRegistration:
kubeletExtraArgs:
node-ip: NODE_IP
node-labels: "kube-ovn/role=master"

provider-id: PROVIDER_ID

volume-plugin-dir: "/opt/libexec/kubernetes/kubelet-plugins/vol
ume/exec/"

protect-kernel-defaults: "true"
machineTemplate:
nodeDrainTimeout: 1m
nodeDeletionTimeout: 5m
infrastructureRef:
apiVersion: infrastructure.cluster.x-k8s.io/vlbetal
kind: DCSMachineTemplate
name: <cp-dcs-machine-template-name>
replicas: 3

version: <control-plane-kubernetes-version>

SRR
M it i W
] kubeadm bootstrap
.spec.kubeadmConfigSpec object . _ s
provider SE15¥K
] DCSMachineTemplate
.spec.machineTemplate.infrastructureRef object o

Elh;E!
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.spec.replicas

.spec.version

BRBHRRA (Hl20 <dns-image-tag> |

Matrix,

A& DCSCluster
DCSCluster

YRR RSN EIE I 20T ,

dcscluster.yaml

BER type:

S

int

string

<etcd-image-tag> )

external .

1D

EHIFmalAaR. ©
MR 1 <
replicas < IP Pool
XfFFFA&IPoC
BIEHIFEARE |, E
REHN 1 (FERE
EHFmaE) R
B MEHFET R
MERTETR. £
FFHRIEEER 3
PASCEHL HA,

size .

Kubernetes kr4s (&4
/M5 VM 1EARILAC —
BS fENT FF
H)

, /&% OS Support

R ERNRIEERE | BT 3 BRESEER DCS FARE

bl

Fim


http://localhost:4173/container_platform/zh/overview/alauda_os_support_matrix.html
http://localhost:4173/container_platform/zh/overview/alauda_os_support_matrix.html
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apiVersion: infrastructure.cluster.x-k8s.io/vlbetal
kind: DCSCluster
metadata:
name: "<cluster-name>"
namespace: cpaas-system
spec:
controlPlaneLoadBalancer:
host: <load-balancer-ip>
port: 6443
type: external
credentialSecretRef:
name: <auth-secret-name>
controlPlaneEndpoint:
host: <load-balancer-ip>
port: 6443

controlPlaneHA:
enabled: true
networkType: kube-ovn

site: <site>

F ACP v4.4+ , {FH type: internal /2 Self-built VIP

dcscluster-self-built-vip.yaml
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apiVersion: infrastructure.cluster.x-k8s.io/vlbetal
kind: DCSCluster
metadata:
name: "<cluster-name>"
namespace: cpaas-system
spec:
controlPlaneLoadBalancer:

host: <self-built-vip>

port: 6443
type: internal
vrid: 42

interface: etho
credentialSecretRef:
name: <auth-secret-name>
controlPlaneEndpoint:
host: <self-built-vip>
port: 6443
networkType: kube-ovn

site: <site>

SHORE
e it
.spec.controlPlaneLoadBalancer object
.spec.controlPlaneLoadBalancer.type string
.spec.controlPlaneLoadBalancer.host string
.spec.controlPlaneLoadBalancer .port int

DS

5 APl server &E AR

external {# M operator
BRI
internal /B self-buil
viP , FEK{FEH ACP

v4.4+

T external , ASMEBtaE
#igEs VIP (1P #isb) . X4F
internal , ATREEH IPv4
VIP,

Kubernetes API server i,

BYEEER 1-65535
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e KA
.spec.controlPlaneLoadBalancer.vrid int
.spec.controlPlaneLoadBalancer.interface string
.spec.credentialSecretRef.name string
.spec.controlPlaneEndpoint object
.spec.controlPlaneHA.enabled bool
.spec.networkType string
.spec.site string

1D

Self-built VIP {FFEH
Keepalived VRID, ¥ type
A1 internal B, FIRE 1
3] 255 JCEANKME. 4
type A external B, ¥
ZREITFEL.

bootstrap VIP #1 alive {#F
AITTI%E NIC 7R, B, %
FRHET R IP A NIC, 34T4
NIC &8 , 20 VIP ARA4
EEOFE  BEIREL
.,

DCS S35 Secret &#R.
% Secret &£ X DCS Provider
FREATIKAR, (BA) &
BB TEMRIE — 52
B EUE A 2SR,

CAPI # kubeadm g FAf¢]

Kubernetes API endpoint, ¥

HiREANS
controlPlaneLoadBalancer

HRERENEEH

Ja I provider EIEK DCS
DRS =6 VM B /R,
1% 4 B4R DCS compute
cluster BB 7T DRS , #¥HEA
B R ENFS ERIHITE
FHRER , THHRE R

true ,

H {33 "kube-ovn"

DCS ¥ & ¥ ID

controlPlaneHA ZAJ%EH]. JEMJE , provider ALty S5 SR L RTAIIZHIFE VM G2 FF4E
I—% DRS ruleType=2 B FAN|. DCS BUTRKRIRKMEFZITHNEHS. provider R&izfT
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DRS 5/ DRS il MRMUSHHHBERER RS , §FF DCS FEMBITER , B
DCS FA M4/ M DRS. A XEMBMATRAC , S MIRHIFEE TS,

B VIP 1T AFIBRH
Self-built VIP FE ACP v4.4 SKESHA. BECRERHATAXIAE,

Bl (A A=/ MEHITEERIAKFHE S HERER type: internal , XyT{EMH
type: external MIINEEE , BREIMNBGRENE |, BRIELKSBELTMAKTZ L.
controlPlaneHA.enabled 243 K DRS HEINEE , Self-built VIP RNEZE Y IHEE

DCS provider P ANERAME self-built VIP :

1. 7£ bootstrap HA[&] , provider {RFEFE—A kubeadm init I=H|FETH S _EFEN des-
bootstrap-vip.service . WRFSTHE kubeadm BENBEIRM <self-built-vip>/32 .

2. IBHIFET R MG |, provider £4132 5 FTH provider BIEH alive ModuleInfo ,
BIAHFRFERIERW S AppRelease , M alive SFEEHIFHET m_ %3 VIP 21T,
BEEZRS

o PR EPRIES IP L © type: external 3ESAMIPIREINMERS VIP, type:
internal ES2TEEH IPv4 VIP, PIFHEINT , &£ endpoint AR ZHHT 4 .

e VIP PAAM DCSIpHostnamePool [T IP FO[M$AN NIC IP Sk,
« E#R DCS i[O HMNMAVF VIP FTIEM. GARP B ARP EHAK VRRP jiE.

o interface WMIEKEANBIT 15 NFFH Linux #HAZFR. X VIP I8BEZEHFE NIC
(a0 etho Bk ethi ) B, E{FE AL,

o TEERIEHITEmYIANS , ANEX type . host . port . vrid H interface ,

e DCS provider £83Z5 &% alive ModuleInfo ; FEHEGRESAIENSE
AppRelease RIZTTHIRIR.

o DCS provider R&7FANBFFA M IPVS kernel modules 3% sysctl 3%k, &5 1E ARE I FH
ACP RRAIZ{LE VM #EAR FEAA,

KUFBEEE VIP

MR DcscCluster.spec.controlPlaneLoadBalancer.type XE.A internal , EEEE
B JFEUEER provider BIRE VIP (812,
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kubectl -n cpaas-system get dcscluster <cluster-name> \

-0 jsonpath='{.spec.controlPlaneLoadBalancer.type}{" "}{.spec.controlPl
aneEndpoint.host}{":"}{.spec.controlPlaneEndpoint.port}{"\n"}"'
kubectl -n cpaas-system get cluster <cluster-name> \

-0 jsonpath='{.spec.controlPlaneEndpoint.host}{":"}{.spec.controlPlaneE
ndpoint.port}{"\n"}'
kubectl -n cpaas-system get moduleinfo \

-1 cpaas.io/cluster-name=<cluster-name>, cpaas.io/module-name=alive
kubectl --kubeconfig <workload-kubeconfig> -n cpaas-system get apprelease
alive
kubectl --kubeconfig <workload-kubeconfig> -n kube-system get pods -1 app
=alive -o wide

kubectl --kubeconfig <vip-kubeconfig> get --raw=/version

MHLERAE - EACEK VIP endpoint, H provider 13K alive ModuleInfo . BREIEFZH
RM alive AppRelease . BNMEHIFET R 4T Ready IKEH alive pod , PAK
BT VIP BIhHITH /version iF3K.

BAYEHIFE (FTAMEB LB) ffm

SFFA. PoC sidZHFHEI{NE — &4~ ( KubeadmControlPlane.spec.replicas: 1 ) F
{H{ATHERE |, API server BIAERX B EIENGREN . A3 , MERANFEREEREHE

e .spec.controlPlaneLoadBalancer.host Fl .spec.controlPlaneEndpoint.host —
KRB ENR B AME—EHFET 2K IP (BRI eSS E pesIpHostnamePool H
SECHE—IP) .

e .spec.controlPlaneLoadBalancer.type — {RE schema A {H external ; A/
SR B A S,

AT -
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spec:
controlPlaneLoadBalancer:
host: 10.226.82.150

port: 6443
type: external
controlPlaneEndpoint:

host: 10.226.82.150
port: 6443

WA EAREE HA — ZKME—REHI D e , £8 APILEITEAAR , BRI AT RRE. 8
A AR {ER Self-built VIP . A F=HIEF{E AT HMIF LoadBalancer B replicas:
3 @ Self-built VIP .

EHFmEA DT =ANERTTETHR.

ACE Cluster
Cluster RIFFEEA%ERE | F£5| FEHIFEMEMNEEEIR.

cluster.yaml
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apiVersion: cluster.x-k8s.io/vlbetal
kind: Cluster
metadata:
annotations:
capi.cpaas.io/resource-group-version: infrastructure.cluster.x-k8s.1
o/vlbetal
capi.cpaas.io/resource-kind: DCSCluster
cpaas.io/kube-ovn-join-cidr: <kube-ovn-join-cidr>
labels:
cluster-type: DCS

name: <cluster-name>
namespace: cpaas-system
spec:
clusterNetwork:
pods:
cidrBlocks:
- <pods-cidr>
services:
cidrBlocks:
- <services-cidr>
controlPlaneRef:
apiVersion: controlplane.cluster.x-k8s.io/vlbetal
kind: KubeadmControlPlane
name: <cluster-name>-kcp
infrastructureRef:
apiVersion: infrastructure.cluster.x-k8s.io/vlbetal
kind: DCSCluster

name: <cluster-name>

SH0RA
2 it i) i
.spec.clusterNetwork.pods.cidrBlocks [Istring Pod CIDR, FEIY
CAPI schema
R AT
ERNEAR

&, UMESA
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Z

e KA 1D

3

CAPI &£ 27T A
HEMAEE

. MRK
BE , kube-
ovn R [EIRE
AE A
UNEDIEESIE
— global £#f
R A AR
LN

Service

CIDR, EiX5
.spec.clusterNetwork.services.cidrBlocks [Istring Pod CIDR A3 FEIY

— BURER

LS i ]

BHIPEE,

.spec.controlPlaneRef object =% ms| B

hail

STy St
1!

bl

.spec.infrastructureRef object

SRREIEMR

FERIREIBIRT =ANERE , BEEEK cluster RIREEESHM/LANEM. TRIET
operator {EE R BRI (HAh—LLiEfEH ACP controllers B\ , RNV TALRE)

)as i W ERIR
capi.cpaas.io/resource- o
2 FIE{E infrastructure.cluster.x-k8s.io/v?
group-version
capi.cpaas.io/resource- o
2 FMHE{E DCSCluster

kind

5 KubeadmControlPlane.spec.version %D

bl

capi.cpaas.io/kubernetes

MachineDeployment.spec.template.spec.ver

HIE.
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cpaas.io/kube-ovn-join-

cidr

cpaas.io/kube-ovn-

version

cpaas.io/registry-

address

cpaas.io/nodes-mode

cpaas.io/os-family
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bl

Fm

bl

Fm

{¥ KubeOS

ERIR

operator &K /16 CIDR , 185 Pod / Serv
{EATHEAbEERFH) join CIDR &,

global & EMEMIE kube-ovn kR4, M CAPI
Cluster ( kubectl get cluster global -n
system -o
jsonpath="'{.metadata.annotations.cpaas\.1i
version}' ) _EM) cpaas.io/kube-ovn-versiol
B, F— global & EREGMERVEFERH
B, AR EE , A AEPEE— &R

global &EFFEAMBEBREE (BEAR <regis
host>:11443 ) . M global CAPI Cluster
get cluster global -n cpaas-system -o

jsonpath="'{.metadata.annotations.cpaas\.1i

address}' ) L cpaas.io/registry-addres:
EXO

X$FF DCS Provider E&&EE |, (FRAFHEE

managed ,

WM DCS VM 15ERET KubeOS Mg
{H kubeos , XF Alauda OS , iEZERELLIRN : D
SERRERESIEMARE kubeos HIELIEH

slemicro .

ERE3NGE , ACP IZHIZS ] RESE NHA IR ( cpaas.io/cpu-cores-number |

/A8

cpaas.io/memories . cpaas.io/nodes-number %) —XEGERERARSITESL , N8
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TEREEZEN AR YAML 1,

Cluster #r% :

PREE nE {ERIR &

R ] CS
ST DCS PRCXERHBD

Him

cluster-type

Provider B4,
B ERSE R T RS
BEE, BRRILINLE
cpaas.io/registry- cpaas-system & global HEHHG
= RegistryCredential .
reference - . {AEERAERNE
Secret 2. MR PR
R BEE.

HhE LT R

RBHEHIFEENREAM A ] AR, BRI FIRAF A2 TIET R BIR -

1. IP-Hostname Pool At - T/ IR E
2. Machine Template % & - VM #4%

3. Bootstrap fiLE - TV R¥IIANAMARE

4. Machine Deployment - 37 S 812 F &1 KR HE

1% 1 - it E IP-Hostname Pool

IP-Hostname Pool i X TET B RECE . BRERT , WAALKIFFECE P itk 4
4 . DNS JR%-25. Hh NIC AR H ML %K.

# Huawei DCS b , 1P AT ORI VM SR REBRIFS AR, SITFFA B
/var/cpaas i , PARMIBRIFEFCIRIRVERD B VIR BB M H b THET sy , B 1ER

persistentDisk .

BT RARIRIE /var/lib/containerd BT RHEMLER , DCS provider (K)5| SECE S
Pod HiEfFE7E /var/lib/containerd/pods & , 3% /var/log/pods HEEENXI&IR. UM
RTBEESHE N RNRE Pod BERIE | BHUMEAKEFERE] /var/lib/containerd , PME
BIR{REE1E containerd HURERE L.
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l WARNING
MAR/INESK
P EERABBREDBAFTITREEN TET 2. FEREREIBTRTUENE.

I~

B4k <cluster-name>-worker-pool M) DCSIpHostnamePool :
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apiVersion: infrastructure.cluster.x-k8s.io/vlbetal
kind: DCSIpHostnamePool
metadata:
name: <cluster-name>-worker-pool
namespace: cpaas-system
spec:
pool:
- ip: "<worker-ip-1>"
mask: '"<worker-cidr-prefix-length>"
gateway: "<worker-gateway>"
dns: "<worker-dns>"
hostname: "<worker-hostname-1>"
machineName: "<worker-machine-name-1>"
additionNic:
- ip: "<worker-additional-ip-1>"
mask: "<worker-additional-cidr-prefix-length>"
gateway: "<worker-additional-gateway>"
dns: "<worker-additional-dns>"
dvSwitchName: "<additional-dvs>"
portGroupName: "<additional-port-group>"
persistentDisk:
- slot: ©
gquantityGB: 40
datastoreClusterName: <datastore-cluster-name>
path: /var/cpaas
format: xfs
- ip: "<worker-ip-2>"
mask: "<worker-cidr-prefix-length>"
gateway: '"<worker-gateway>"
dns: "<worker-dns>"
hostname: "<worker-hostname-2>"
machineName: "<worker-machine-name-2>"
persistentDisk:
- slot: O
guantityGB: 40
datastoreClusterName: <datastore-cluster-name>
path: /var/cpaas
format: xfs
- ip: "<worker-ip-3>"
mask: '"<worker-cidr-prefix-length>"
gateway: '"<worker-gateway>"
dns: "<worker-dns>"
hostname: "<worker-hostname-3>"
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machineName: '"<worker-machine-name-3>"
persistentDisk:
- slot: O
quantityGB: 40
datastoreClusterName: <datastore-cluster-name>
path: /var/cpaas

format: xfs

Rees¥g

e eIt DS W5

T R R
LG 1P ik

il

.spec.pool[].ip string

CIDR BIZKE
AP
B, R~ /0,
Bian 24

il

.spec.pool[].mask string

.spec.pool[].gateway string W% 1P btk 2

DNS B35 IP
itk (Z2ih
IHER NS5
)

o

.spec.pool[].dns string

DCS F&rf
ML 7R

o

.spec.pool[].machineName string

REFAMLAZEA
%

o

.spec.pool[].hostname string

SBERI, 1P 1%
ALEFAD
NIC. BF#&
i, SR
HHIN A
%,

o

.spec.pool[].additionNic[] [lobject

.spec.pool[].additionNic[].ip string FAERRENE e N
HLMLKBCE IR



.spec

.spec.

.spec.

.spec.

.spec.

.spec.

“FRCH Yes* BITFERE provider fi# AT B ARMLE FER I E AR NIC FTAER. 72k

.pool[]

pool[]

pool[]

pool[]

pool[]

pool[]

.additionNic[].

.additionNic[].

.additionNic[].

.additionNic[].

.additionNic[].
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mask

gateway

dns

dvSwitchName

portGroupName

.persistentDisk[]

S

string

string

string

string

string

[Jobject

1D

BERHEAM NIC
P ik,

CIDR BIZKE
AR A
NIC F ¥
B, N 7,
fian 24

HAb NIC [
A%, RE
BAERTERIA
FEETT AL

HAth NIC W%
i) DNS fR&#3
IP; FEZN
BENERNS
.

FT AT H AR
NIC ] Port

Group ] DCS
ST EINAL
et

FATF M At
NIC f) DCS

Port Group,

EERIL, 1P 1E
(OAENES R
. AT
/var/cpaas
AR R
JRWZRRER Y
(ERCIL7Es

i

o

H x

o

Recommended* HFBURAEMFHSR FPHIMKRECETEHN. CRD ALEHIERXLTE,
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HI% 2 : Bt & Machine Template

DCSMachineTemplate £ X TAET R EEFALAKIALAE |, B3E VM #51R . T RRIR, FEECEFIM
HRE,

WRIFEFHFES| 7T 24 Huawei DCS &2 (DCS VM Template, DCS VM Folder,
DCS Datastore RAXIM) . ARXLEMEHNE X , LR EATNAIRE 2] Cluster APl ‘&R | 5
£ % Huawei DCS HESFAE,

I WARNING
DRI E
TR SR LB, EAMS -

o A% ( systemvolume: true )
e /var/lib/kubelet - Kubelet #iEBxR

e /var/lib/containerd - Bzsiz{THIEKiE

VELE IP 5% /var/cpaas BCEAFFANLE , MARLE DCsSMachineTemplate HECE.

AT AAARAR IS | (BRIRER X LS TR RAEAR L .

B

B4} <cluster-name>-worker-template [ DCSMachineTemplate :



BB - Alauda Container Platform

apiVersion: infrastructure.cluster.x-k8s.io/vlbetal
kind: DCSMachineTemplate
metadata:
name: <cluster-name>-worker-template
namespace: cpaas-system
spec:
template:
spec:
vmTemplateName: <vm-template-name>
location:
type: folder
name: <folder-name>
vmConfig:
dvSwitchName: <dv-switch-name>
portGroupName: <port-group-name>
dcsMachineCpuSpec:
guantity: <worker-cpu>
dcsMachineMemorySpec:
guantity: <worker-memory>
dcsMachineDiskSpec:

- quantity: O

datastoreClusterName: <datastore-cluster-name>

systemVolume: true
- quantity: 100

datastoreClusterName: <datastore-cluster-name>

path: /var/lib/kubelet
format: xfs

- quantity: 100

datastoreClusterName: <datastore-cluster-name>

path: /var/lib/containerd
format: xfs
ipHostPoolRef:

name: <cluster-name>-worker-pool

.spec.template.spec.vmTemplateName

string



.spec.template.spec. location

.spec.

.spec.

.spec.

.spec.

.spec.

.spec.

.spec.

template

template

template.

template.

template.

template.

template.

.spec.

.spec.

spec

spec

spec

spec

spec

location.

location.

.vmConfig

.vmConfig.

.vmConfig.

.vmConfig.

.vmConfig.
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type

name

dvSwitchName

portGroupName

dcsMachineCpuSpec.quantity

dcsMachineMemorySpec.quantity

object

string

string

object

string

string

int

int
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e Sl
.spec.template.spec.vmConfig.dcsMachineDiskSpec [lobject
.spec.template.spec.vmConfig.dcsMachineDiskSpec[].quantity int
.spec.template.spec.vmConfig.dcsMachineDiskSpec[].datastoreClusterName string
.spec.template.spec.vmConfig.dcsMachineDiskSpec[].systemVolume bool
.spec.template.spec.vmConfig.dcsMachineDiskSpec|[].path string
.spec.template.spec.vmConfig.dcsMachineDiskSpec[].format string
.spec.template.spec.ipHostPoolRef.name string

QX SHIERI BT

B IP 7SR ARHF R b

fEULECH) DCSIpHostnamePool.spec.pool[].persistentDisk £%H P FEBHFLREREEE BT
W .

BEABTFEEEKHN /var/cpaas .
FAGHLF TN RERE VM EF AR IEAR AR DCSMachineTemplate
FEA P ZKBEEE—K slot , THIZMER (ip, slot) EARFAHSEIRR.

EERT AL RKEWMBEREZEAREEAFEINANXHRASL. MRUEZ AL, WBk
T mkfs , EIEFEERLA.

FAHE TEREKRENER , RIGERE

MachineDeployment.spec.strategy.rollingUpdate.maxSurge = 0 ,
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o AIPUBMNF persistentdisk %&B , (BAZFRERIERE. EHEFSTE DCS MK H
MO EAEBENEITTH VM, ERRTERE OS WA NEEES#E . RBE VM 1E
BBBMREN VM 125 SHRGITA BN ER , RERAUAER T SEW.

o BHIBSEHIRFRAEWEAMU KA EES., EfERRNASEN , REKZE A E
FFA ; RESKEFEK DCS HHAY,

o §UEfE , ¥ format . options # pciType FWARAEZFEL.

o {N¥Y DCS MMREKAFPENIFAEERESDIEERN , 7fEA isThin . 2ARA
B , provider ~"&&iX isThin , DCS ¥{FE AT A ZNAE.

o ¥ quantityB Al Datastore A M AN AMEURKAE, HAHEBKER LT,
webhook & /RIJARYE DCS SFEHITHRIE, isThin (NIEGERAEN : EHEASKIE. A
MEHEHRINAE , Az FURNFAE.

BT RBENRARERFAEERNSITRE | FREDR LN

status.persistentDiskStatus

kubectl get dcsiphostnamepool <cluster-name>-worker-pool -n cpaas-system

-0 yaml

BB IP BB E AL NIC

£ DCSIpHostnamePool.spec.pool[].additionNic[] " FEHR worker FEAE NIC,

o provider {RFEQIZEH VM BS N F additionNic[] .
o YgiE Pool B , REBE A worker VM,
o T worker Machine {§ FIE frch FI/AE () additionNic[] 1H.

o FANEHA NIC 2 dvswitchName F1 portGroupName , PA{E provider fE5[& VM i
fi##T B #x DCS Port Group,

o MREHFFEM persistentdisk[] , FRHE
MachineDeployment.spec.strategy.rollingUpdate.maxSurge = 0 , DMBEREE IP #&4s

AMREBRHEZENTHET R,
o MRHAM NIC BBMX , BIHAKE OS HAFRMNIMIE BN EMKIEABIAKEA.

BEREHM NIC Riz{TRE , & DcSMachine.status.additionalNic :
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kubectl -n cpaas-system get dcsmachine -1 cluster.x-k8s.io/cluster-name=<
cluster-name> \

-0 jsonpath='{range .items[*]}{.metadata.name}{"\t"}{.status.networkCon
fig.ip}{"\t"}{.status.additionalNic}{"\n"}{end}'

FI% 3 : Bt & Bootstrap Template

KubeadmConfigTemplate & X worker 17 85| FACE , BIEA K. SSH B45. ARG
#1 kubeadm join iXE.

M Kubernetes 1.35 JF#4 , A EK{#ER imagePullCredentialsVerificationPolicy:
NeverVerify . {#H Kubernetes 1.34 s BhRANEIEE worker B |, ‘EEMUL S, 1R
contentFrom.secret IRAETAMNT |, iEHAS| M worker-kubelet-patch.json AEE
T Kubernetes 1.35 it %4,

l INFO
AR,

ZERBEH S RLMEMMERETEMAECE. (NEXMRFTRTEBELNEH.

NI
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apiVersion: bootstrap.cluster.x-k8s.io/vilbetal
kind: KubeadmConfigTemplate
metadata:

name: <cluster-name>-worker-kct

namespace: cpaas-system

spec:
template:
spec:

format: ignition

users:

- name: boot

sshAuthorizedKeys:
"<ssh-authorized-keys>"

files:

- path: /etc/kubernetes/patches/kubeletconfiguration@+strategic.jso
n

owner: "root:root"

permissions: "0644"

content: |
{
"apiVersion": "kubelet.config.k8s.io/vlbetal",
"kind": "KubeletConfiguration",
"imagePullCredentialsVerificationPolicy": "NeverVerify",

"protectKernelDefaults": true,
"staticPodPath": null,
"tlsCertFile": "/etc/kubernetes/pki/kubelet.crt",
"tlsPrivateKeyFile": "/etc/kubernetes/pki/kubelet.key",
"streamingConnectionIdleTimeout": "5m",
"clientCAFile": "/etc/kubernetes/pki/ca.crt"
}
preKubeadmCommands:
- while ! ip route | grep -q "default via"; do sleep 1; done; echo
"NetworkManager started"
- mkdir -p /run/cluster-api && restorecon -Rv /run/cluster-api
- if [ -f /etc/disk-setup.sh ]; then bash /etc/disk-setup.sh; fi
postKubeadmCommands:
- chmod 600 /var/1lib/kubelet/config.yaml
joinConfiguration:
patches:
directory: /etc/kubernetes/patches
nodeRegistration:
kubeletExtraArgs:
node-ip: NODE_IP
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provider-id: PROVIDER_ID

volume-plugin-dir: "/opt/libexec/kubernetes/kubelet-plugins/v
olume/exec/"

protect-kernel-defaults: "true"

PROVIDER_ID F1 NODE_IP ;& DCS Provider £ Machine I\ & BB 34 & magic
token , WRRIFREE. TTEYFRIFS Y Magic-Token Placeholders,

l TIP
BRAZRE : 5| AEFEHEK Secret AR 1L worker kubelet #8T

DCS Provider {44 fE cpaas-system #p& T (BFIRHEL A des-kubernetes-<kubernetes-
major-minor>-files [ Secret (540 , :&HAT Kubernetes 1.33 ] dcs-kubernetes-1.33-
files ) ., F&T A KubeadmControlPlane IRUEIFHIFEIHZS (ESHE Complete
KubeadmControlPlane Configuration) , Itt, Secret ¥553& FT worker

KubeadmConfigTemplate [K] worker-kubelet-patch.json £, 4% Secret 774E0F , AT LK L
FREEE) files ZLEZFMA contentFrom.secret B|FE , XEER]PA{E worker kubelet #8T 58,
CIRHIRERARIFRE |, Flt e BRI FINE A,

files:
- contentFrom:
secret:
key: worker-kubelet-patch.json
name: dcs-kubernetes-1.33-files
owner: "root:root"

path: /etc/kubernetes/patches/kubeletconfiguration@+strategic.jso

permissions: "0644"

WEXFEINS Secret 3| RFEAFENRE L3 ; 2 BARER T 7Ll Secret B , XL Secret £
.

#1% 4 : BiLE Machine Deployment

MachineDeployment 833 3| FIBTEECE il DCSMachineTemplate 1 KubeadmConfigTemplate
IR, YA worker T REKAEEE, EEEMENT B EFHOERINFEH.

B
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apiVersion: cluster.x-k8s.io/vlbetal

kind:

MachineDeployment

metadata:

name: <cluster-name>-md-0

namespace: cpaas-system

spec:

strategy:

rollingUpdate:

maxSurge: 0

maxUnavailable: 1

type: RollingUpdate

clusterName: <cluster-name>

replicas: 3

selector:
matchLabels: null

template:

metadata:

labels:
cluster.x-k8s.io/cluster-name: <cluster-name>

pool.name: <cluster-name>-md-0

spec:

nodeDrainTimeout: 1m
nodeDeletionTimeout: 5m
bootstrap:
configRef:
apiVersion: bootstrap.cluster.x-k8s.io0/vlbetal
kind: KubeadmConfigTemplate
name: <cluster-name>-worker-kct
namespace: cpaas-system
clusterName: <cluster-name>
infrastructureRef:
apiVersion: infrastructure.cluster.x-k8s.io/vlbetal
kind: DCSMachineTemplate
name: <cluster-name>-worker-template
namespace: cpaas-system

version: <worker-kubernetes-version>

Reps¥
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.spec.clusterName

.spec.replicas

.spec.template.

.Spec.template.

.spec.template.

.spec.strategy.

.spec.strategy.

C 3 oallE

MEFBERRERR  REEFERCHIEIZFHIERE 21T,

EREHa

spec.bootstrap.configRef

spec.infrastructureRef

spec.version

rollingUpdate.maxSurge

rollingUpdate.maxUnavailable

1. SIE &5 - &8
2. FERRD AR PIREF QS B

3. BIERFPRERE

HEIRAN BITF

S

string

int

object

object

string

int

int

Y

T RBRE I B AR B AR

worker TE#=E (115
B 1P K/

¥
KubeadmConfigTemplate
ENEIDEE

%¥ DCSMachineTemplate
A5l A

Kubernetes A< (450
5 VM Template JGHEZ)

BT AT E K
AT R, HT Rtk
MAF AT |, BHARSF
Ao

SERTHAIRIAS AT T A
KBE, BFAMES
maxSurge = 0 —i{F
RN, B ERFAKRT
o HABIEIAE
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4. KB FTATEHIFET R0 worker 5 RER A #sk

{F FH kubectl

g% , {#F kubectl f5 S IIFEES

kubectl get cluster -n cpaas-system <cluster-name>

kubectl get kubeadmcontrolplane -n cpaas-system <cluster-name>-kcp

kubectl get machines -n cpaas-system

kubectl get clustermodule <cluster-name> -0 jsonpath='{.status.base.deplo
yStatus}'

XFTE RSN NIC FEEEE | EELIE provider 2 A IEILACH] DCSMachine XFHRAIDFIXLE
NIC :

kubectl -n cpaas-system get dcsmachine -1 cluster.x-k8s.io/cluster-name=<
cluster-name> \

-0 jsonpath='{range .items[*]}{.metadata.name}{"\t"}{.status.networkCon
fig.ip}{"\t"}{.status.additionalNic}{"\n"}{end}'

RuE IS HA

NERZHAT DcsCluster.spec.controlPlaneHA.enabled , iF4c#Z DCSCluster %4 :

kubectl get dcscluster <cluster-name> -n cpaas-system \

-0 jsonpath='{range .status.conditions[?(@.type=="ControlPlaneHARead
y")]}{.status}{" "}{.reason}{" "}{.message}{"\n"}{end}'

RINT AR
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RS REA P JREIBIR

provider %18 DRS M2 F

True 1£ , 3+ H provider EXLWZEIY St =it
ControlPlaneHAReady BIREERE VM AL TFAEIR TRPTETIRAE.
DCS F#l.E.
provider IEFEZFFFAMRERTE | FRHE. WNRIEENE 8
False FlanEB BB VM URN, 2 & DCS FHIA/E. DRSHK
ControlPlaneHAPending BRI 5 , 3 DCS SRR &, LRI IR ERS
= FE.

%\:\I:,\‘\"% , 5)\&\ \E {,_EEL‘
provider Jj£&6), WAE. 41 FEHE  #AJR1E DCS

False UE. DRS & EHMALN & FR+
i.\ Vil | RE \Y E DRS I
ControlPlaneHAFailed 5)”:] E%T ﬂﬂjﬁf]?jiﬁ A 5@ CMMBRE BKE

controller B,
P XU E FHL D % Sy B

kubectl get dcscluster <cluster-name> -n cpaas-system \
-0 jsonpath='rule={.status.controlPlaneHA.ruleName}{" index="}{.status.
controlPlaneHA.ruleIndex}{" cluster="}{.status.controlPlaneHA.clusteruUrn}

{"\n"}{range .status.controlPlaneHA.members[*]}{.machineName}{" "}{.vmUr

n}{"\n"}{end}"

members[] FFRAEZFNPEANIEEIEE VM R CAPI Machine & #/-F1 DCS VM URN. 48
DCS KEIRIBAEE DCS FH.LHR. MRSEMAHTINENIHELE , BN DCS FAEk
DCS API &) VM V=2, 3FEbiE VM f hostName 3% hosturn {H.

TLER

BEINRENERN BN

ST TP R ERE
FrEEHTFmEZE | 21T

Fi worker Ty (ZIREHE) : 1B=1TH

Kubernetes 11 : Fi%4
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o MR BT,
o XFZ% NIC &8 , &/ 6IEM VM £BFE DCSMachine.status.additionalNic HEBFFRHEA
BIEASN NIC , 3£H guest OS B/RXFNVE] ethn FE[.

fix

&) KubeadmControlPlane Ft &

THE7TEM KubeadmControlPlane ACE , HPAFEMBIIAKE TR, HAIEHIFISCH

NEA.

#& A kubelet 48T 4% imagePullCredentialsVerificationPolicy: NeverVerify , {X
M Kubernetes 1.35 FFHAFEL S, XIT Kubernetes 1.34 {E BIRA |, B RIHS .
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apiVersion: controlplane.cluster.x-k8s.io/vlbetal
kind: KubeadmControlPlane
metadata:
name: <cluster-name>-kcp
namespace: cpaas-system
annotations:
controlplane.cluster.x-k8s.io/skip-coredns: ""
controlplane.cluster.x-k8s.io0/skip-kube-proxy: ""
spec:
rolloutStrategy:
type: RollingUpdate
rollingUpdate:
maxSurge: 0 # Required when the cluster relies on pool-managed pers
istent disks
kubeadmConfigSpec:
users:
- name: boot
sshAuthorizedKeys:
"<ssh-authorized-keys>"
format: ignition
files:
- path: /etc/kubernetes/admission/psa-config.yaml
owner: "root:root"
permissions: "0644"
content: |
apiVersion: apiserver.config.k8s.io/v1l
kind: AdmissionConfiguration
plugins:
- hame: PodSecurity
configuration:
apiVersion: pod-security.admission.config.k8s.io/v1
kind: PodSecurityConfiguration
defaults:
enforce: "privileged"
enforce-version: "latest"
audit: "baseline"
audit-version: "latest"
warn: "baseline"
warn-version: "latest"
exemptions:
usernames: []
runtimeClasses: []
namespaces:
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- kube-system
- cpaas-system
- path: /etc/kubernetes/patches/kubeletconfiguration@+strategic.json
owner: "root:root"

permissions: "0644"

content: |
{
"apiVersion": "kubelet.config.k8s.io/vlbetal",
"kind": "KubeletConfiguration",
"imagePullCredentialsVerificationPolicy": "NeverVerify",

"protectKernelDefaults": true,
"t1lsCertFile": "/etc/kubernetes/pki/kubelet.crt",
"tlsPrivateKeyFile": "/etc/kubernetes/pki/kubelet.key",
"streamingConnectionIdleTimeout": "5m",
"clientCAFile": "/etc/kubernetes/pki/ca.crt"
}
- path: /etc/kubernetes/audit/policy.yaml
owner: "root:root"
append: false
permissions: "0644"
content: |
apiVersion: audit.k8s.io/vi1
kind: Policy
omitStages:
- "RequestReceived"
rules:
- level: None
users:
- system:kube-controller-manager
- system:kube-scheduler
- system:serviceaccount:kube-system:endpoint-controller
verbs: ["get", "update"]
namespaces: ["kube-system"]
resources:
- group: ""
resources: ["endpoints"]
- level: None
nonResourceURLs:
- /healthz*
- /version
- /swagger?*
- level: None
resources:

- group:



S”]
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resources: ["events"]

level: None

resources:

- group: "devops.alauda.io"

level: None

verbs: ["get", "list", "watch"]

level: None

resources:

- group: "coordination.k8s.io"
resources: ["leases"]

level: None

resources:

- group: "authorization.k8s.io"

resources: ["subjectaccessreviews",

- group: "authentication.k8s.io"
resources: ["tokenreviews"]
level: None
resources:
- group: "app.alauda.io"
resources: ["imagewhitelists"]
- group: "k8s.io"
resources: ['"namespaceoverviews"]
level: Metadata
resources:

- group: ""

resources: ["secrets", "configmaps"]

level: Metadata

resources:

"selfsubjectaccessreview

- group: "operator.connectors.alauda.io"

resources: ["installmanifests"]
- group: "operators.katanomi.dev"
resources: ["katanomis"]

level: RequestResponse

resources:

- group: ""

- group: "aiops.alauda.io"

- group: "apps"

- group: "app.k8s.io"

- group: "authentication.istio.io"
- group: "auth.alauda.io"

- group: "autoscaling"

- group: "asm.alauda.io"

- group: "clusterregistry.k8s.io0"



- group:
- group:
- group:
- group:
- group:
- group:
- group:
- group:
- group:
- group:
- group:
- group:
- group:
- group:
- group:
- group:
- group:
- group:
- group:
- group:
- group:
- group:
- group:
- group:
- group:
- group:
- group:
- group:
- group:
- group:
- group:
- group:
- group:

- group:
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"crd.alauda.io"
"infrastructure.alauda.io"
"monitoring.coreos.com"
"operators.coreos.com"
"networking.istio.io"
"extensions.istio.io"
"install.istio.io"
"security.istio.io"
"telemetry.istio.io"
"opentelemetry.io"
"networking.k8s.io"
"portal.alauda.io"
"rbac.authorization.k8s.io"
"storage.k8s.i0"
"tke.cloud.tencent.com"
"devopsx.alauda.io"
"core.katanomi.dev"
"deliveries.katanomi.dev"
"integrations.katanomi.dev"
"artifacts.katanomi.dev"
"pbuilds.katanomi.dev"
"versioning.katanomi.dev"
"sources.katanomi.dev"
"tekton.dev"
"operator.tekton.dev"
"eventing.knative.dev"
"flows.knative.dev"
"messaging.knative.dev"
"operator.knative.dev"
"sources.knative.dev"
"operator.devops.alauda.io"
"flagger.app"
"jaegertracing.io"

"velero.io"

resources: ["deletebackuprequests"]

- group:
- group:

resources: ["connectorscores", '"connectorsgits",

cis"]

"connectors.alauda.io"

"operator.connectors.alauda.io"

- level: Metadata

preKubeadmCommands:

"connectorso

- while ! ip route | grep -q "default via"; do sleep 1; done; echo "N

etworkManager started"

- mkdir -p /run/cluster-api && restorecon -Rv /run/cluster-api
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- if [ -f /etc/disk-setup.sh ]; then bash /etc/disk-setup.sh; fi
postKubeadmCommands:
- chmod 600 /var/lib/kubelet/config.yaml
clusterConfiguration:
imageRepository: cloud.alauda.io/alauda
dns:
imageTag: <dns-image-tag>
etcd:
local:
imageTag: <etcd-image-tag>
apiServer:
extraArgs:
audit-log-format: json
audit-log-maxage: "30"
audit-log-maxbackup: "10"
audit-log-maxsize: "200"
profiling: "false"
audit-log-mode: batch
audit-log-path: /etc/kubernetes/audit/audit. log
audit-policy-file: /etc/kubernetes/audit/policy.yaml
tls-cipher-suites: "TLS_ECDHE_ECDSA_WITH_AES_128_ GCM_SHA256,TLS
_ECDHE_RSA_WITH_AES_128_GCM_SHA256, TLS_ECDHE_ECDSA_WITH_CHACHA20_POLY130
5, TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384, TLS_ECDHE_RSA_WITH_CHACHA20_POLY1
305, TLS_ECDHE_ECDSA_WITH_AES_256_GCM_SHA384"
encryption-provider-config: /etc/kubernetes/encryption-provide
r.conf
admission-control-config-file: /etc/kubernetes/admission/psa-co
nfig.yaml
tls-min-version: VersionTLS12
kubelet-certificate-authority: /etc/kubernetes/pki/ca.crt
extraVolumes:
- name: vol-dir-0
hostPath: /etc/kubernetes
mountPath: /etc/kubernetes
pathType: Directory
controllerManager:
extraArgs:
bind-address: "::"
profiling: "false"
tls-min-version: VersionTLS12
flex-volume-plugin-dir: "/opt/libexec/kubernetes/kubelet-plugin
s/volume/exec/"
scheduler:

extraAras:



BB - Alauda Container Platform

bind-address: "::"
tls-min-version: VersionTLS12
profiling: "false"
initConfiguration:
patches:
directory: /etc/kubernetes/patches
nodeRegistration:
kubeletExtraArgs:
node-labels: "kube-ovn/role=master"
provider-id: PROVIDER_ID
volume-plugin-dir: "/opt/libexec/kubernetes/kubelet-plugins/vol
ume/exec/"
protect-kernel-defaults: "true"
joinConfiguration:
patches:
directory: /etc/kubernetes/patches
nodeRegistration:
kubeletExtraArgs:
node-ip: NODE_IP
node-labels: "kube-ovn/role=master"
provider-id: PROVIDER_ID
volume-plugin-dir: "/opt/libexec/kubernetes/kubelet-plugins/vol
ume/exec/"
protect-kernel-defaults: "true"
machineTemplate:
nodeDrainTimeout: 1m
nodeDeletionTimeout: 5m
infrastructureRef:
apiVersion: infrastructure.cluster.x-k8s.io/vlbetal
kind: DCSMachineTemplate
name: <cp-dcs-machine-template-name>
replicas: 3

version: <control-plane-kubernetes-version>

TIP
BRAER : 5| BT EIEK Secret , MAREANKAR

Alauda Container Platform Infrastructure Provider for Huawei DCS {44 4E cpaas-system Ap4%
ZSla)hiEt—/ 4%~ dcs-kubernetes-<kubernetes-major-minor>-files [] Secret (%4 ,

Kubernetes 1.33 XV dcs-kubernetes-1.33-files ) . i% Secret /& psa-config.yaml .
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control-plane-kubelet-patch.json F1 audit-policy.yaml HFERZA , FLEEIMRA—
[BEHT.
W% Secret 77408 |, AT =1NEXH files KB A contentFrom.secret 3. NEX

FEF0 Secret 3| BREDIRE_ EE ; (£ Secret ATRMEXHRN A SE RERAFEMHFRAFRIF 2,
FIE RIS THRINFINER.

files:
- contentFrom:
secret:
key: psa-config.yaml
name: dcs-kubernetes-1.33-files
owner: "root:root"
path: /etc/kubernetes/admission/psa-config.yaml
permissions: "0644"
- contentFrom:
secret:
key: control-plane-kubelet-patch.json
name: dcs-kubernetes-1.33-files
owner: "root:root"
path: /etc/kubernetes/patches/kubeletconfiguration@+strategic.jso

permissions: "0644"
- contentFrom:
secret:
key: audit-policy.yaml
name: dcs-kubernetes-1.33-files
owner: "root:root"
path: /etc/kubernetes/audit/policy.yaml

permissions: "0644"

encryption-provider.conf ARETFI, Secret , hTL BT files
fit. FS RN provider ALE KA A .

'EE DCS provider 32

FERTE AR 28T, FTRLEITA T 6 E BArE it 2 BF X Secret :
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K8S_MM=<kubernetes-major-minor>
kubectl -n cpaas-system get secret "dcs-kubernetes-${K8S_MM}-files"
>/dev/null 2>&1 \

&& echo "Secret present — contentFrom.secret form is supported" \

| | echo "Secret missing — use inline content form"

0% Provider Br.& A1z

/etc/kubernetes/encryption-provider.conf FE§ DCS provider S8 , MAEH
KubeadmControlPlane &R, provider MZIEHIFEHLZSH Ignition ELER , £BTE X
S, FABIRM  kubeadmConfigSpec. files (EARNAHEIZHMEARE ., BERPRMNGE

RETFEHARR—EBRASHEI  UASHNA , RS AKFRBRASEIHINAHE.

provider E AN EURT &8

& XHRE

fT3| A Secret i8] encryption-
provider.conf 4H., BT XMRE ,
N ISV e | il SFia IR
Secret WMRFFAET provider 11T HTAERK)
S BERENIOEREEE

BERE

DCSCluster.spec.encryptionProviderConfigRef

REE , BEFIFEERIAN (B—GEHFmEl

)

HTHE AL AES-CBC 4]

MIEEZTTH kube-apiserver HRisE[E]
3, A Fra sl FmT et =R/ —

N

KAEE , BIEFIFECAE T (RsEais il

)

worker T RASEBOLSEF,

clusterConfiguration.apiServer.extravolumes <% /etc/kubernetes FEZLZE!| API

server 2589 , At apiServer.extraArgs.encryption-provider-config:


http://localhost:4173/container_platform/zh/install/alauda_os/installing.html#optional-disaster-recovery-deployment
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/etc/kubernetes/encryption-provider.conf EENIEHIFEET S _EEPREMEIT. FREX
S8 (MRPE/|E) , DMFEAFBA eted Secret #: MBI ARIETT. BRZSHEKITFHES
Nz ; provider NEENAI M , 1B APl server $ARBERE.

IEES&
MRSFE

o BHTR

o FrEREEEE

S AR

WREFIEE] Provisioned , {BIARRALF Ready——Bign , BT CNI KHE , WH TR
FFTE NotReady B S HFE RFE Provisioned JREHNNV K&,



http://localhost:4173/container_platform/zh/configure/nodes/alauda_os/huawei-dcs.html
http://localhost:4173/container_platform/zh/upgrade/workload/alauda_os/huawei-dcs.html
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0 Alauda Container Platform Q =

Alauda Container Platform > £ > 7 Alauda OS _F4l# > Huawei DCS > HIEFR&ECLC

HEE -R7E Deleting X% DCSMachine

1 Huawei DCS M54 8£ FA DcsSMachine {FEEfE Phase: Deleting IRASHRITTRHAMIZ 60
M, SBHEES. ROARTSIRGENEHRT R UL SN |, BERAISE.

1% VMStopPending Condition
SHTIAR
VM K7 stopping
VM REP[AFHRE
controller Jtj%ij[7] DCS API
DCS MKk F8iE
FC uf mRB& (N AEMIf& B /= LE B (errorCode 102212868 )
¥ cpaas.io/retain-vm F{ENZFER
KUk Z 5L

FHES R

(B
i
it
e


http://localhost:4173/container_platform/zh/
http://localhost:4173/container_platform/zh/
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AFEEgike DCS MIBALIE cluster-api-provider-dcs fEP S _E5EAL reconcileDelete it
FERIHEAES, provider RIEE BFRIUFL0F -

running VM - safe Stopvm - stopped - (detach persistent disks if an
y) - Deletevm - VM gone in DCS

A BIREMKH DCS FAMEaN., Y4 DCS TN SFELEMITEA IR | controller £7F
DCSMachine.Status.Conditions.VMStopPending LB RFFHFER. EEEFWRE , BF

F1A8) controller HZERI AR A [a).

AN R TS EE BIERATER S (CAPI Machine drain #BEY, #HAM controller {REBH
finalizer) ——xX4b/a)@l & F _Liif Cluster API i fEHEE TR,

JIER

ERNE B tE

Machine.status.phase ({fiT global £ .
Deleting #RIY 5 4349

BLE)
DCSMachine.status.conditions[? Status: False , HfZA Reason FHALZE
(@.type=="VMStopPending")] FREK Message

VM BEFIERF (4TFiz1T. FIEFEHEMARE

DCS [1/ VM fL&] (ERE)

Z4{B\ issued safe Stopvm T DeleteVm
global £&_EH controller HE rejected by FC site policy F] cluster-

api-provider-dcs-manager 1T
MERER/D vMstopPending , H Machine.status.phase {35 Deleting , WI[a)#l 5 A] A

HFf reconcilebDelete ZEBIMI_EHFFATT (45120 CAPI drain, kubeadm ff&RT449F) . X
BT , ES% CAPI HEHEE SR 7.

132X VMStopPending Condition


https://cluster-api.sigs.k8s.io/user/troubleshooting.html
https://cluster-api.sigs.k8s.io/user/troubleshooting.html
https://cluster-api.sigs.k8s.io/user/troubleshooting.html
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VMStopPending condition EATEmHRFEES.

kubectl -n <ns> describe dcsmachine <name>

B

Conditions:
Type:
Status:
Severity:
Reason:

Message:

VMStopPending
False
Warning

VMMidTransition

VM stuck in stopping; awaiting transition to stoppe

Reason FERMZWIEE :

Reason

WaitingForStop

VMMidTransition

(condition absent)

Severity =V

BE&xELLK stopvm ;
Info controller & 10 #ipif—

¥ stopped

VM &bFB&  running /
stopped ZAMRIIMEATK

& (a0 stopping .

Warning starting .
migrating .

paused .

hibernated )

VM 242 &4T
stopped RE, B4B2
#27H5%——controller 258

RAFIEHER.

T4

RZ %R ~60 7, 40
R VM @i R a4k
T stopping , Bk
#%| VM Stuck in
stopping .

& Message FE
LT i BT, S
[¥] VM Stuck in Mid-
Transition,

K& DCS [ ] VM
EAEE , UK

Machine finalizer,
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ZWTRAR

VM K7E stopping

controller A4 7R Stopvm (JAF DCS APl /action/stop?mode=safe ) , VM EHA
{BHAR R TERCIR USSR .

w LR

™

1.VM pvDriverStatus N2 running : {EHERMLETER guest tools (vmtools / pvdriver)
®BmN,., 7€ DCS [JFHRAE @ ¥TFF VM EEIR , E pvbriverstatus FE. WMRE
RARE running , VM BHiTCiERSE R 2F1ERE.

2. VM 1R BT 4.2.1 : BIAK DCS VM #EAR R DR 25 IEFTHK guest tools. AfA
DCSMachine F ] vmTemplateName 5 4.2.1+ #EARULAC ( cpaas-system/<release>-
dcs-vm-template ConfigMap _FHIFRZ cpaas.io/dcs-vm-template , ES[FENTS
FHE)

3. Guest OS #£iC : VM NiZK1E , FA4E ACPI HIESK.
figRpR1Z

o X (1) #1 (3) : /£ DCS | PhFahAkH force {ZLEEME (VM IiFEE - Operations -
Stop - Force) ., VM iX%l] stopped fg , controller B F— & reconcile £3EVHTIRE |, FF
RESHIT Deletevm .

o XPTF (2) : It provider TLIATEAAER LR ERIFR VM ; FoRb &Rz AT maEd , FehkA
VM , RJG{FER cpaas.io/retain-vm BkiT controller um .

VM R RIS

Message iﬁﬂ‘ﬂﬁ?&%ﬂz‘lﬂ: migrating . starting . paused % hibernated ,
controller N&XF4L FIX LR K VM A B {E{Ti/E (DCS £4846) |, METTRIIEEF VM Ik
&) running BY stopped ,
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THEFRRPRE AJRER A fi#RTTIE

& &#SH) vMotion / ., IB4E1TTMH ; KESIXE] running 8%

migrating

SCAHFERS stopped fg , controller &tk E4MH,

RREHRFa AR
—— Nl SPRAEA running |, SRS,

VM Ja3h

N #£ DCS |1 FEhi%E VM (Operations —
paused / FEERET VM (R B P .
- Resume) , Bi{#f cpaas.io/retain-vm %5

hibernated 2Bk E)

FHHRFEE VM,

controller Jtj%i]a) DCS API

BNR vMstopPending condition N7EFE , /B Machine.status.phase HKEfEN{IA
Deleting , NI controller B]BEE L ToixS DCS JE{=. #&& controller B :

kubectl -n cpaas-system logs deployment/cluster-api-provider-dcs-manager

--tail=50
ST ERTY —
HEXRET ER
connection refused [/ timeout M global &EETLiLiA(a] DCS API endpoint

errorCode: 10100116 "fKF8IE

. DCS HIZRIKAEHR. W5 DCS I 82,

Credential Secret &3 8] ; %M Cloud Credentials ¥
¥,

401 Unauthorized

DCS ik P815E

errorCode: 10100116 F NERHEIF Secret i DCS [ K A TF R OBRBSIEE N
DCS "TFRIE RS ERRAWEEE , AHEAERXIEAH controller %iﬁﬁﬁﬁﬁ&
BERTE].,
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TATRULARA

kubectl -n cpaas-system scale deployment cluster-api-provider-dcs-manager

--replicas=0
sleep 300

kubectl -n cpaas-system scale deployment cluster-api-provider-dcs-manager

--replicas=1

kubectl -n cpaas-system logs deployment/cluster-api-provider-dcs-manager
--tail=20

BRRELETMREFER DCS /K admin fl}l%F{’Eﬂq provider ] Secret, ECE %K
DCS ik~ (interconnect 8% domain user , &£ [REUEF 25 | HMTeHAIERIR | XH¥
controller Eﬁ%ﬂﬁ'fiﬁﬁaﬁtxxﬁﬁm/l\ﬂﬁaﬁﬁﬁ’ﬁ ABIRE .

FC ufi n 5k “{NBeffk 25 1L BHUML” (errorCode
102212808 )

MRV FEFIEITIEEA DCS ¥h t , THHJKZ FusionCompute & 2R T “NAERIIR 25 1L
B REREE , N VM 14T running KBRS , DeleteVm £4{#E4E, provider FIIER
BERRFESSERLLEM stopvn |, REBEBPIT Deletevm , NMBESIMIRIHAFTI ; BN
RITESHKMET | SMNERRIEE (DCS PP TIRE REHAME s 1LFEFF) FIRETE controller
KBEEFIPRESARB peletevm Z[AIEJZE VM, controller £ TS BRA ¢

Controller log:
INFO DeleteVm rejected by FC site policy, requeuing
vmUrn=urn:sites:<site>:vms:<vm-id>
errorCode=102212808

XABERE—controller 2% errorCode 102212808 W ARk B MHEFHBL. T—&
reconcile 2B FHHKE VM IR ; IR VM BT , controller 2EHAH Stopvm(safe) 3F
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YrehMIE, IEE R E BRIZA)h ~30 7,

MR EFEY errorCode (BT 3 NEHE) | UtEASMIBIRIEA IEES controller F303R1E. 18
TSN E AR , B cpaas.io/retain-vm , PASE2TE controller Z4MEE VM Ay
JEHA.

¥ cpaas.io/retain-vm FA{ENVE2FEL

W controller R{E AT REATTIETEA reconcileDelete |, MYREERK Machine finalizer , PA
BV FE RSP TIRE (Y. FEk. Bk) B, 3R Machine 3K DcsMachine HRADVE

.
fi#
kubectl -n <ns> annotate machine <machine-name> cpaas.io/retain-vm=true

PR

e controller i reconcileDelete £1RRILLEAE , BkiT ensurevmStopped F1 Deletevm

FHR M pcsMachine finalizer,

« B8/5 , Machine £IBH Deleting IRZ , Cluster API ATRATE AR KIRIE.

BWER—IBSIEE

o VM 4 M DCS Fiifis——T L1381 DCS F4 |, s FATEMGEAERE , NS
Cluster API A& EHIEIR,

o DCSIpHostnamePool ] IP/ FH BN AARIT—ERFIRIBZET , MEXELE
NABTEER.

WA retain-vm J§ , BITRIFIBITATERE ¢

1. £ DCS [1/~7 (zki@id DCS API) {ZiEFH Mk VM,
2. NIV DcSIpHostnamePool R IP/ FHLKE.
3. (Aik) JBEEM M FRF R .

KUK EAE I
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WA ERE—MRIRFERG , WM bpcsMachine , HEILMIER

kubectl -n <ns> describe dcsmachine <name>

kubectl -n <ns> get machines | grep <machine-name>

NS Machine B E2IHS%k , B DCS|TFARAEIIHIZ VM, UIkE .

HES

£ Huawei DCS A5 R — TBNERBASE

Huawei DCS = E1UF — Secret #&z(F0H 258
HEER7E Provisioned KRNV SR — S SN R8I XHTEE
HEE ~7£ Deleting KASHERE — B/ F Machine #E2JEX /G , Tk cluster CR{AR7E

Deleting IRE



Huawei Cloud Stack - Alauda Container Platform

0 Alauda Container Platform Q =

Alauda Container Platform > 3 > 7f Alauda OS _t4JZ > Huawei Cloud Stack

Huawei Cloud Stack

W %4 Provider Fhth e %)

BIEER HEE Huawei Cloud Stack V&4 BEK[E


http://localhost:4173/container_platform/zh/
http://localhost:4173/container_platform/zh/

Y - Alauda Container Platform

0 Alauda Container Platform Q =

Alauda Container Platform > £3 > ff Alauda OS 41U > Huawei Cloud Stack > #HE%

Huawei Cloud Stack Provider

3= Provider

LI Provider

ERHE
[IEZSE
BRAIELDTR
JRETTR

5

2229 A9/

987

W5 YAML ZHi

EIE Secret #i \
Compute

hRASFNZE 52,
I

156 ELB HERLKY
P E S T R E R
B 1P ALK


http://localhost:4173/container_platform/zh/
http://localhost:4173/container_platform/zh/

Y - Alauda Container Platform
{BZ] YAML paRR 5t

JREBIR

e i

ellfe -t

k7S5
{£F Web Ul
f#F YAML
ERHEUE
BT R
FHREERE
HUEHR

HEZ Huawei Cloud Stack MV $-& Eis =

HEZ Huawei Cloud Stack My & B ti=

R FHRERSTE kubeadm init ZAR TTIETTA
HEAR

Huawei Cloud Stack [ Infrastructure Provider AJ#E Huawei Cloud Stack (HCS) SF-& _E 8z #0
B1F Alauda OS 3%, It Provider 5 HCS £4% , 181J Cluster API 4 Kubernetes S #£HCE F
BHETTIR.
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Bk

L& Provider

HEAIHE BT R

BIZER

HEE Huawei Cloud Stack My 55 & Bk

LN

&I

SREEThRE
T Web Ul fEIE (Fleet Essentials)
T YAML B

XFFRRIR

P

RS

Huawei Cloud Stack 2 —FfRE =R AR , T AB =BT REFBEFIEF (. HCS
Provider f HCS AP| BIEEAIRTERIR , BIEEIUNL. WL, FEEMudssEmss.

HCS Provider SXHFEMETRRIIF AR, WIRTE
HCSMachineConfigPool.spec.configs[].persistentDisks[] HFFEBEELET ABHRGFHE
BBHIRLEL , TIAZETE HCSMachineTemplate.spec.template.spec.datavolumes[] "PFEHA,

FEINEE

Kube-OVN £ 7§, : [RAETHF Kube-OVN & 25 4

ELB taEd5i2s : NEEMREIE83F , T8 TFasa

S IPACE - AR IMENBLERLS IP 3t

MaSELEM - TUENEN L. 588 IP bt FNIF R iEfidAE |, S miig VM B2 &
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o FMERRIFAHE | TWRNFHEIE , 1K EVS WA ECS B HEREIEMRM
ECS

o FHIFEEL5S : XIFET kubeadm 5| SHUEACE kube-apiserver Bit. #EN. %
Provider 1 kubelet WiF$H

o BT RIMEFATRX  AEHFFEESEAN TET RitEEFE— HCS \TAKX ; AR IAET
Rt AT LUE NIRRT AX, 1§28 AXGE

£ BHETIRTHAE

HCS Provider 1428 ¥ 35i83T Cluster APl J5 83 TET YAML ERSTE, 7853 Fleet
Essentials 1.0.2 S{ESIRAE , *’XFET Web Ul IR,

HTF Web Ul %1% (Fleet Essentials)
T4 Fleet Essentials fg , &a]PUEIT Web Ul 18 HCS &5 :

o 181 6 B35 FREFPONEER | XK@ SR ML S ECHKEHS 1P ik,

o XITIAER , JERTHITFERM LD M. Amaiiic LAED it , LR EEME MW
=P ik,

T YAML gt

ST BEFNF GitOps THER , AI{EF Cluster AP JEHEIE HCS £ 8. W TERAKI Fleet
Essentials, B x&ET YAML f2/EuER , iE25 %1t Huawei Cloud Stack _E6iE2 & EE.

SR B R
TR 19

HCSCluster FR/N HCS A& , BFF VPC, FRMGazEatzsicE

HCSMachine FRIR HCS ) BRI 5151


http://localhost:4173/container_platform/zh/configure/nodes/alauda_os/huawei-cloud-stack.html#managing-node-pools-using-the-web-ui
http://localhost:4173/container_platform/zh/configure/nodes/alauda_os/huawei-cloud-stack.html#managing-node-pools-using-the-web-ui

Y - Alauda Container Platform

TR R
HCSMachineTemplate FT 12 HCS Y2388tk , HPaEAIHAE
HCSMachineConfigPool TEN ML . 55 IP RN X i aFEp i

A

o RIKTEFD

o BIESEE

o BTN

o F+£& Kubernetes

o BB EFTHEI M ERRIFR R

¢ Provider API


http://localhost:4173/container_platform/zh/configure/nodes/alauda_os/huawei-cloud-stack.html
http://localhost:4173/container_platform/zh/upgrade/workload/alauda_os/huawei-cloud-stack.html
http://localhost:4173/container_platform/zh/upgrade/workload/alauda_os/hcs_persistent_disk_upgrade.html
http://localhost:4173/container_platform/zh/apis/kubernetes_apis/infrastructure_providers/huawei-cloud-stack/index.html

4 Provider - Alauda Container Platform

Q Alauda Container Platform Q =

Alauda Container Platform > £ > £ Alauda OS _F4J# > Huawei Cloud Stack > %%

%3t Huawei Cloud Stack Provider

AXNBAUMATLE global HEE L3 Huawei Cloud Stack f{] Infrastructure Provider 1

Cluster Bootstrap Provider,

Bsx

EAYR

[ilEr- S5

BAELIR
TERE
IR
ARG RHAM
UE T

& A

HELE global 5. 7 Huawei Cloud Stack IS — M EERZ 8T , TRARET
AIHR1E, T0® global EHABZITEMA laaS F& L , EBARPITIHARIE, FEXMERE

(DR) X , IR global LB ESEAMURIE , MEERLRIERE T , SRR
AR S &R, FRAEELREIEA global &,


http://localhost:4173/container_platform/zh/
http://localhost:4173/container_platform/zh/

4 Provider - Alauda Container Platform

X5% 4 global £ 3 Provider I/ELIEARRE., BRLR/ELIRENE Provider 3148 _E52%)
ImBS 5| S &R , PABIEE global &EHAEE,

AR 561

4% Provider B , EHHREA R -

o jln] RESABHRFE global HEHHATR
e ijjiA] Customer Portal AT 23 HEHIAN R

BRIEDIR

1 A

E 7 Huawei Cloud Stack EgiE&ER , FEMNEEHHEM. M Customer Portal FEIX
AN, ST ACP 4.5, E{1574£ Common ACP Extensions T ; &5 % F k.

1. Alauda Container Platform Cluster Bootstrap Provider

2. Alauda Container Platform Infrastructure Provider for Huawei Cloud Stack

2 BB

£/ violet push WXWNHEELLRIFE, BXRGLSEHSH , FH R L5204
.

3 TIARERRHA T

f£ global HE LTIRXMNEREM, BRBEDE  FSRERAMS,

4 B

&I Provider 5 , RIFAERBEEMTI


http://localhost:4173/container_platform/zh/install/alauda_os/installing.html
http://localhost:4173/container_platform/zh/install/prepare/download.html
http://localhost:4173/container_platform/zh/extend/upload_package.html#violet_push_usage
http://localhost:4173/container_platform/zh/extend/upload_package.html#violet_push_usage
http://localhost:4173/container_platform/zh/extend/cluster_plugin.html

4% Provider - Alauda Container Platform

# Check 1if the HCS provider pods are running

kubectl get pods -n cpaas-system | grep hcs

# Verify HCS CRDs are registered

kubectl get crd | grep -E 'Ahcs.*\.infrastructure\.cluster\.x-k8s\.1io
Expected output should include:

hcsclusters.infrastructure.cluster.x-k8s.1io

#

#

# hcsmachines.infrastructure.cluster.x-k8s.1io

# hcsmachinetemplates.infrastructure.cluster.x-k8s.1io
#

hcsmachineconfigpools.infrastructure.cluster.x-k8s.io

*
IFEE%7
iz Provider fg , 0] AZRESHITA T IRAE -

o HEFEMRIERIR
o QUEEREE
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0 Alauda Container Platform Q =

Alauda Container Platform > £3 > ff Alauda OS 41U > Huawei Cloud Stack > %

Huawei Cloud Stack HEAE 1R & IR

Bk

HEA
W5 YAML ZHi
EVF Secret i\
Compute &
TRXKE
RRASFNLEA R,
MLK B R
% NIC #4953
P ELB HuhbAlk)
BITHAR
EHIFE S BREANK
B7S 1P ALK
BT R R
{EZ YAML foRs 5t

ERS


http://localhost:4173/container_platform/zh/
http://localhost:4173/container_platform/zh/
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27 Huawei Cloud Stack (HCS) 528485 YAML Z B , BEERIFHA VTR HCS A, &
WP THEHE{EM Secret . HCSMachineConfigPool . HCSMachineTemplate .

KubeadmControlPlane Y HCSCluster JHEABTIWMIAERIFHE. BRI R,
EEATRAEAES TR, TAUESR , EHERIEE Huawei Cloud Stack 432 &R F7E

Huawei Cloud Stack HEIEY &, THRBETER.

l INFO
HATAER

BT HCS Bt RIFHBL/NAIEE cpaas-system @ATEF , BHRENIREBIENTIERE
SHSTFEIEWER.

Y%5 YAML Z B

PRSI EMEIBRZA , FEZUTHA

TR & KR

. Cluster . KubeadmControlPlane . v A
LR . SRR
HCSCluster . #8AR. B

SRR RA
L ; OS 3TFF
Kubernetes i A~FNZH {45 .
“ Cluster . KubeadmControlPlane S ERT
” HPIH A
R A
accesskey #l HCS KR E
Y HCS ‘EiE Secret N
secretKey > 1[0 &4
jectID HCS EWE s t HCS RO H
rojec =, ecre e
proj > RIRZ (8]
. HCS ¥F&jA]
externalGlobalbDomain HCS EUE Secret

14


http://localhost:4173/container_platform/zh/configure/nodes/alauda_os/huawei-cloud-stack.html
http://localhost:4173/container_platform/zh/configure/nodes/alauda_os/huawei-cloud-stack.html
http://localhost:4173/container_platform/zh/overview/alauda_os_support_matrix.html
http://localhost:4173/container_platform/zh/overview/alauda_os_support_matrix.html

AR

schema

region

imageName

flavorName

availabilityZone

REER . GBS EHRS AT
A0 R

VPC £ #riZLH LR
ERFMIER

S EA T R E
ZERES P

vipAddress #l

vipSubnetName

elbvirsubnetL4Ips #0

elbVirsubnetL7Ips

vipDomainName

FHA& Tt 4IR - Alauda Container Platform

&

HCS EIE Secret

HCS “EJF Secret

HCSMachineTemplate

HCSMachineTemplate

HCSMachineTemplate

HCSMachineTemplate .

HCSMachineConfigPool

HCSCluster

HCSCluster . HCSMachineConfigPool . 5%l
S| ELB

HCSMachineConfigPool

HCSCluster.spec.controlPlaneLoadBalancer

HCSCluster.spec.controlPlaneLoadBalancer

HCSCluster.spec.controlPlaneLoadBalancer

KR

HCS &I 3

HCS B &

HCS Gz 5%

HCS &R R

HCS BHR Sk

ACP Web UI

SRR

HCS M4%/H 5

HCS M475

HCS FM*&I

HCS ELB bt
e

HCS ELB 33t
i

HCS Cloud
DNS Private

Zones
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T R iR
HCS AER
I HA R SR HCSCluster.spec.controlPlaneHA "y RS
3
controlPlaneEndpoint Cluster.status /JREMIEEE endpoint P 22 5 TH

E3F Secret i\

WEMBNEER , BAJE HCS FiF secret ,

Secret Z4f =P KA E
HCS Y38 1D HCS KR E > VilA]
accessKey 2ILIE
- 4
R HCS HHRE > VilA)
secretKey HCS #\ &[0 % 4A
w4
) HCS ZHIRE > TR
projectID BIRZSE) 1D N .
== 8]

HCS A API ij|a)i24it

externalGlobalbDomain HCS F&a)iE 4 )
KFEain%
region Provider {§ Ff] HCS region API {& HCS &l &

HCS IAM endpoint f] 7] 3% APl scheme, e
schema HCS B 5

=B , Provider ¥{E&f https

EXRIZE schema HIEA FAIERMINAEUE Secret Bk FH TE. {X24 HCS IAM endpoint
fEM nhttp MAZEIAE https B, ARE schema ,

FE APPSR RIEM HCS Ul X80 region . 7EXT Secret HT4RREZ BT , EM HCS &IE
SAALFRER Provider RIIR A HER{E .
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Compute 5

Y% E HCSMachineTemplate F HCSMachineConfigPool ZH , HEIF VM &% . flavor,
AKX, GRS S RIS A A,

TP 1ES
imageName STTFEENZEM Alauda OS 551 , {F LT HIEK HCS 451 & 7R

{5 Flavor.Name [LEZ. H Provider R[IRHIM HCS API B, A~E(F
B Ul R BIRKEFR

flavorName

{5 zonename [GEZ, H Provider A[iRAIH HCS API {2, A~ZE{FF7A
availabilityZone _

Ul R BRI E R

RATHLRI ARG RN N PR, 125 AR E = F BIEN SRS

f#% /var/lib/etcd . /var/lib/kubelet #0

/var/lib/containerd ., LT{ET miRARIEE E RGN IS
/var/lib/kubelet F1 /var/lib/containerd .

ARMEEAIG T S

RBTALRIPIRAE VM B SRR . T /var/cpaas ARIREHE

SIS
RRERRARE  mmavarmes s SRS | (L,

SN

FE . ACP Web Ul 83T ATk HCS 4EUENZEX flavor FIR]FBIX ., 48E YAML B , W5 HCS %18
GabERER AR . Provider AR5 Flavor.Name F1 ZoneName 1H , R AJR4E HCS 35
BB TREA S BRxX L,

ATRAXEE

HCSMachineTemplate = AMIEMRBIZNE S FEFE—DATHX., ACP Web Ul &35!
FET R MR, FATANLET Rt — MR, E

FrafEsFE T RERR— T AX,

— AT /IR ETAE AT REAR— T X,
ARIKTAET Rt Al DOEEE AR R A X,

BT RIBASBIIENT RABERIZ AT HX.



ERt&GE4R - Alauda Container Platform

PSRRI TN E |, VERRREER R X, R A
HCSMachineTemplate.spec.template.spec.availabilityZone , Provider £&if] HCS , 7

W% HCS RE AT AME— AT AKX, A3 IRMNAFE HCS 1256,

{£/ ACP Web Ul i, AT BX T HIFIFR BT Ak HCS EiENzL , {#F HCS APl ZoneName
HEZEA HCS IREARTTAHNTTAX. w5 YAML i , 35{#F A Provider A[1RAIK ZoneName
MARE4A HCS F PiEHI AP IEB/REFR. Provider 2184 HCS KR [EIMNLFR, XSTFEFE
BHFIAA] RS E R AX |, ECS BELE{NAIREVA) HCS FHAEMERWK , Rt ENAi5HR
B, WERAX AT BIX AT A,

I WARNING

HETR IR AR A H S ] AR ELR

o B MEIRMIFA S S HBR AR ECS SIS RS TN R BIX, nRFERIARIERE
TARRKITAX , BB/ R BXIHERMm R,

o HHIFHE SR BB ER HCS fR%254 |, 5% ECS SKAINEEWEEN L. BERAKE
BIFEAHEIZ AKX ; ARSI EET RN TIE6EE HesMachineTemplate AT
]l X,

hR A FZHE {2

{0 OS Support Matrix T HFBRHSIH KWAMHRA |, FIa1R3THF Alauda OS FEf&

Kubernetes, coredns, etcd #1 pause hRA,

OS Support Matrix 328 HCS /ERERTEEKIR. RS YAML Z 81 , NV EREEHtHE
MEMEL , ATHEDHREBRCE. DNS 5RBFE. Kube-OVN fRZ<, Kube-OVN Sl
CIDR, Pod CIDR # Service CIDR %A, MR{RIIAAMIRAE KRS eBRAELKIR , 5{E
RFask AR A SHRR IR IIET KA.

AT Web Ul TIANE YAML B ERES , TTHRF M NXLAMHRA. [F4SMRA OS Hi
JEME OS-release ConfigMap FiEBUXLEAR A, B RFMSREFMFERIR , ESH OS
Release Reqgistration,


http://localhost:4173/container_platform/zh/overview/alauda_os_support_matrix.html
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LK TR
f£49R%E HcSCluster EY HCSMachineConfigPool &IRZHI , MR TTEMEFMNKIHEA,
LR HIRETE

« B#r VPC &#K

o BRRLHLTR

o ERRERNENFMEFR

o BANFMETF® ID F15 ELB AXHFM T

« HAFME CIDR

o AT MM F DNS &

o EHIFET R, TET AR, ELB VIP DR ELB LAL7 BT IP HiTXIET A IP J5E
MRANERFERZNFW , XEFMAETE—A VPC , FEMRAFERT QIR

=
5.

© H uster.spec.network.subnets E&EH JBE., HCSMachineConfigPool .
BEE : HcsClust twork.subnets REE-FMiEH, HCSMachineConf 1

vipSubnetName . elbVirsubnetL4Ips[].subnetName #/
elbVvirsubnetL7Ips[].subnetName 3|FHIE/ subnetName HBMAETFETZIERE.

ST HIIAERCIEIRAE |, IBH28 7] ATEER AT A Ready Z AR ZFRBTILE FM., XTTINAEMK
Ready SR , OMUEM T MAR. FMTENTMIE , T nane | id , URET
{456 ELB {F B35 neutronsubnetid . [EFR{RE/EEPH cidr |

gatewayIp ., primaryDNS Fl secondaryDNs , DARGfR&EEETRISIRRIFTE.

% NIC A&

£ HCSMachineConfigPool.spec.configs[].networks[] FFEBHZ A NIC, &4
networks[] £%HERA— NIC EEFE—NFMFA—MEES IP,

W BT Provider A~ 721 =HA -

o BN NIC KAGIKAE , AlanEE, REKEMEIRE
o HETE NIC HIZRIAR
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o BSHHBENEHEER
e &/ NIC Y DNS&E

BURTHZ NIC THREMLA NIC BN , AR FMAEES 1P B3,

I ELB b K)

HCS Provider 2 B zh41 154 Elastic Load Balance (ELB) . i57#E4RE HCSCluster 2
BTRLK ELB i\

AR (E FE eI ELB TYEIR. WEERE HesCluster ZRTMERFTAS ELB MRAHL

e vipSubnetName
e vipAddress
e elbvirsubnetL4Ips , AIFBEEH/ L4 IP

e elbvirsubnetL7Ips , YAIFBEEH/ L7 IP

1R#3%F vipbomainName FRE®E : FAXIFEIINL LR (APl server IF B REER&EFHE SN
CAZ%) , 3B Provider {{F FIZFEXEEJRAEM controlPlaneEndpoint .

11 TR

 Provider £4/3& ELB 32 Hybrid Load Balancing , {F& & =0 LUST ELB #bibj[a)
APl server,

o &S , E7E HCS ELB 25 Hybrid Load Balancing,

o EIELIZERPIAEE spec.controlPlaneEndpoint . ELB Bi#E /g , 15538 LSBT T
EL.

I S A IR E ALK

X% W 3z 5 E , AT HCS Provider BLE AR 4P —NE Provider BRI ARS
7348 , AT ECS IME. EREEIERE | BT
HCSCluster.spec.controlPlaneHA BRLLINEE.
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B FALTNRERT , IR LRI A g

P TA BATRR

SRRGRFIME, HCS Wiz BRI ARSI E AR, R
anti-affinity i ECS KB EEARNE HCS IAZIHE MUK EBEE , ECS
HlE. Bl ATRER R,

RORFEMME, HCS Zialiis MR T HEEE , BEARFESAMNE
B ECS SRBIKEFENFK 1k ECS g2 , e FLRm. HAWE
FH-E. A REZ R —FM.

soft-anti-

affinity

WINBEERTEESTE , (VEaATEHFEmTEN. ERNAEE LET a. Provider &85
ARS-254R |, BI5HIFHE ECS SIS K RELEZ2A , /£ HCSCluster.status.controlPlaneHA
FIER IR 254H , FF@IT controlPlaneHAReady ZRMEIREIHE.

XTFINEEEE , BA HcsCluster.spec.controlPlaneHA &A1 FCRE Provider BIRHIAR
%3, (EARSKEEZITHIESHITE ECS KENEMRMERZAE. REF[AMESTEER
os:scheduler_hints.group BUEITHIFHE ECS NNA., EFINAEMXIIBIFRE , BB
B controlPlaneHA , ZfF HCSCluster.status.controlPlaneHA.id , ZR/gfhA$=HFm
R , DUBEFERZIRS A0S ECS 324, 72M477iEH)FMm ECS B RTHRERIFTE
ZAFHIIMEZH] , ControlPlaneHAReady FRJBE(IA False , [REZE
ControlPlaneHAPending ,

BRBEHRIRFIFEAFGS |, TS FECE HCSCluster FIgEEH S = 0] .,

E S Ny 2

BRS IP LX)

AE QN ARRHERS 1P TER.

72 HCcSMachineConfigPool '&JREI , HHEEUTRA :

B EEN A MFES 1P
THETRIENLFES IP (MRMETHETR)
EBEm AT REHRE

WIS E RS EIE N4 Kt ETR A R
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HTEDEE=ZANNTRIEES IP 261 , #EEF A

KubeadmControlPlane.spec.rolloutStrategy.rollingUpdate.maxSurge: 0 FHZRI&KIZ.

XMEEABY SNAEAEE NSEIIMIEETEHE 1P, aRITRIX ARSI, X8 Eﬂi
¥M ( replicas: 1) , B XRNEFREEHEGEBRP, SHTHERFIEEHN ,
B8 maxsurge: 0 , FRAGNHIEEBSPER)— EE F M2 A,

METRIT A

f£ HcSMachineConfigPool.spec.configs[].persistentDisks[] "RFEBHMWIALE VM Mifi&FE
EHAEB I FERREBM HCS i,

XF /var/cpaas . WIT¥UIE. BEHIESEMMIERNBHIAERE N QAR E B
SR TSN E ECS EFMIZNIGNTEE | ERE

HCSMachineTemplate.spec.template.spec.datavolumes[] ,

hcs-machine-config-pool-with-persistent-disk.yaml

apiVersion: infrastructure.cluster.x-k8s.io/vlbetal
kind: HCSMachineConfigPool
metadata:
name: <cluster-name>-cp-pool
namespace: cpaas-system
labels:
cluster.x-k8s.io/cluster-name: <cluster-name>
spec:
configs:
- hostname: <node-hostname>
networks:
- subnetName: <subnet-name>

ipAddress: <node-ip>

persistentDisks:
- slot: O
size: 100
type: SSD

mountPath: /var/cpaas
format: xfs
mountOptions:

- defaults

- noatime



FERERHE AR - Alauda Container Platform

AR PR
FE& 1t
ot BN ETRREVE. NTR—FVNS , BN o FHARRFE—
HiEs,
e EVS B K/N , 8408 GB, XT AR EVS $uiEiis | EER 10 3
32768 GB, A HEIAMAE WIS H Y71 K/NLEL,
type BARAT XA IR EVS MR 2RV Z R,
untpath % AL OS NER IR, T ITE VM B FREBHTFaRE | BER
/var/cpaas ., WA/ EUFMETEE KIS, BEMNBEE.
ormat VARG EHE SRS, ANSRERE |, Provider ¥R xfs . B
RARIAR TSI B RS
_ i VM FHEBRE AN FFEESOER. a0RE™ , Provider ¥{E
mountOptions
defaults,noatime .
FHTALN

e /NEFE HcSMachineConfigPool.spec.configs[].persistentDisks[] #0
HCSMachineTemplate.spec.template.spec.datavolumes[] = [EBFEEARREIK

mountPath

o ATARIMAYSECEEMHH persistentdisks[] 4H. Provider LA/ EAEA EVS
&, BASRHEHHERRIEAIZITH ECS ., ERIEMHE T Al OS WM&
MHEB 2B, EEA maxsurge: 0 fWRRENEH,

o Provider #XTFAME LB R , FEBIRIER slot | size | type . format BX
mountPath , XLEFEGTE WHLE S FNFEERERL,

o AJPAREH mountOptions , BRATET RBHEEHR VM B R HA IS4,
o XTTEBIF A |, E{RE

KubeadmControlPlane.spec.rolloutStrategy.rollingUpdate.maxSurge: @ I

MachineDeployment.spec.strategy.rollingUpdate.maxSurge: 0 ,
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B2 YAML pAR 5§
RRAERERRE | AT

HER TR YAML FE}

accessKey ., secretKey .
projectID .

Secret.data.”*
externalGlobalbomain .

region . AJ¥EM] schema

imageName . flavorName .
availabilityZone . *E%%DLZEHE HCSMachineTemplate.spec.template.spec.*

NEIESEME

I TEM TS SENL . 1575 1P

HCSMachineConfigPool.spec.configs[]

AR M ETR R FF ARG
VPC &R, FMiE8R, LLHELH HCSCluster.spec.network. *

vipAddress . vipSubnetName |

vipDomainName .

HCSCluster.spec.controlPlaneLoadBalancer.*
elbVirsubnetL4Ips .

elbVirsubnetL7Ips
FEHEE HA TS SRR HCSCluster.spec.controlPlaneHA. *
KubeadmControlPlane.spec.version |,
Kubernetes kR A<FN4A {4 F &k Cluster.spec.clusterNetwork.* . SRR R

SISEE

IEES2 7

TREEREIFRE

o 1%ZRB7E Huawei Cloud Stack _41E & RS 155 F AR S

o IRBR7E Huawei Cloud Stack _EETET sk sk E et TIETT =


http://localhost:4173/container_platform/zh/configure/nodes/alauda_os/huawei-cloud-stack.html
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0 Alauda Container Platform Q =

Alauda Container Platform > £3 > ff Alauda OS 41U > Huawei Cloud Stack > I

1£ Huawei Cloud Stack 4§52

A48 4aN{a74E Huawei Cloud Stack & 43 Kubernetes &£, TJI&IY Cluster API j58
FRET YAML ARG ERE. IR Fleet Essentials 1.0.2 ZEShRA , B0 UE
T38| 55 Web Ul Sl &2,

l INFO

Web Ul 2t N ERUERSI S TAER , T YAML RIEBAESHMB LR IEE.

B=x

ATfe £t
1. RILFT A
2. HE% HCS ERti& i\
3. JEf OS hkA&
4. S SRR AR
5. 5 ARSI R

1§ F3 Web U
BIEIRAE

 BAER

: %

: BT

L PRI A

Machine Config 2B
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G
SN
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http://localhost:4173/container_platform/zh/
http://localhost:4173/container_platform/zh/
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E54% kFET A
%65 W
f#F YAML
S
HFEACE
BCE HCS S5k
B2 & Machine Configuration Pool
BCE Machine Template
it E KubeadmControlPlane
AL E HCSCluster
BCE Cluster
MELETR
1% 1 : BLE Machine Configuration Pool
THET it B IR A R
IR 2 BLEN AR
PR 3 : BUE 51 SAEAR
SR 4 : LB SEE
L RERIE
{# A kubectl
BUEFEHIFE HA
THALER
BT R
FHRER
U HE

AU 551

BISRAT , R LT ITE R &4

1. TR ATHim
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£ Huawei Cloud Stack LIS — MV FEFZHT , BAKUA M EG LEHRER RERR
BWFA M global FFF L. W global HHASZITEMA laaS FAL , HREEMITI
HR14E

¢ Alauda Container Platform Cluster Bootstrap Provider

¢« Alauda Container Platform Infrastructure Provider for Huawei Cloud Stack

BRAIELIRBE SRS Provider,

2. - HCS EAti&itia N\
YRS AR H{ET YAML Z 87 , i HERIFHTE HCS 458 -

« HCS fEUE Secret f{E

 Provider A[iRBIMKITEE , 5140 imageName . flavorName F1 availabilityZone

o SMMEIBER , BIEERHMERNFMAE A IP o

o ZHIHE ELB #ubbFlX , B3EF vipAddress . vipSubnetName RAKREER L4 F1 L7 IP
o IEHIFEANT/ET REERS 1P ALK

TEIKEFR. KIRMEEMRFEIZMG , BSHEAR Stack AR IR,

3. JE i OS hA

AR EHE{UERT Web Ul TER. £T YAML (91 A RS EHIRE 0S MGFNA AR
K, AT HEBITIHIRE.

Web Ul REESRK{Ri N\ OS Mg & H Kubernetes FIZB#-ERAS , T2 M OS-release
ConfigMap F1ZHUXEEE. B4 Alauda OS MUREPHEEM— 1 IHt3E ConfigMap., &4
M global ERHiEATF A Distribution kR4~ , K supportedAcPversions &%
Distribution K12/ OS B , FFHEHARE T RIREANIZ S ELH R AN

MRIZB DA OS M{g-5:47] Distribution ILEL |, (A SARRLEAIE |, FEBRISPILUTENR -

WHISE S Distribution v4.3.2 &FM OS. F5EFM OS-release ConfigMap.

FIFESZ AT, VEHTE global &H#E EIEA OS Mtk !
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apiVersion: vi
kind: ConfigMap

metadata:

name: alaudaos-43-m55-x86-64
namespace: cpaas-system
labels:

cpaas.io/os-release: ""

data:

osImageVersion: "alaudaos-43.m55.202606251459-0.x86_64"
supportedACPVersions: "v4.3.2"
osVariant: "m55"
architecture: "x86_64"
osBuild: "202606251459-0"
kubernetesVersion: "v1.34.5-3"
containerdVersion: "2.2.1-5"
coreDNSImageTag: "1.14.2-v4.3.11"
etcdImageTag: "v3.5.28-260625"
pauseImageTag: "3.10"

{#F kubectl apply -f os-release.yaml NWFZBECE.

FERKIR -
FE& ERIR

cpaas.io/os-release Fr& EATHEERC. B SBEIEHRE AL ConfigMap,
%% HCS &1 Alauda OS MR ET#YI & 7R,
Provider {§ b & #R&ETK ECS M4 , I ER T At

osImageVersion ZOABUR . XETARAERRAS |, R B #RS AN ACP Ak
) Alauda OS M4 _HEBERRLZFHR—E. ESH T
# Alauda OS.

I, OS M%3&E A ACP Distribution fR7s , BUE -S4 %
supportedACPVersions (520 v4.3.2 8% v4.3.0,v4.3.1 ) , MELK
global #EEf Distribution SttF3RF(TILHELD,


http://localhost:4173/container_platform/zh/overview/alauda_os_support_matrix.html#downloading-alauda-os
http://localhost:4173/container_platform/zh/overview/alauda_os_support_matrix.html#downloading-alauda-os
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FE& {BEKIR
_ x86_64 B aarches , WMISITRIMERKRT &K
architecture
2y A
osvariant ., osBuild RAT22MRMNTFE ; AATILEL.

kubernetesVersion .

It OS BMRHIAFHARA | BRE OS SCiFAE[FILACHY
17. MSSEXERAEAFERNZEGFE , Aite
MR T ORAR S ML T MR

containerdVersion .
coreDNSImageTag .

etcdImageTag . pauselmageTag

l INFO

BEm I ConfigMap #5/0 Kube-OVN hRZA, 1S4 M global £#M Kube-OVN fit & HiER
Kube-OVN R , TAZ M OS B &12ER

osImageVersion WMFERE HCS Fa LEHFEMIREG. BRIEMER KR (LRI
PIEHR , Y IH A RHLEREAR

kubectl -n cpaas-system get hcsmachinetemplate \
-0 custom-columns=NAME: .metadata.name, IMAGE: .spec.template.spec.imageNa

me

4. b 55 SR AR T AR

FfE A BE BN A R E T & 48 #+——Kube-OVN PLK. Alauda Container Platform %31
S8 LT aiRs, HEEARS#E kubeadm EIFHKMG |, XGRS

KubeadmControlPlane.spec.kubeadmConfigSpec.clusterConfiguration.imageRepositor

Y o

pri] ERNE EAHR

W& R BEB AT SN E
MtEifa) global EHFHF
FrEM R,

global FHH THREE. EHAMWEAZIIMNR , S
AR HIEEH L.


http://localhost:4173/container_platform/zh/overview/alauda_os_support_matrix.html
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pyie] BCERNA EfH=
cpaas-system "] RegistryCredential Wb T AN [E) Rk
LRFME Secret , | cpaas.io/registry- REE , N\ FE AR BT R
reference Fr&EFE Cluster 3| fH. RATEN AR (% .

T XAF A, EMRRE IS RS BIrhRAH Alauda Container Platform Core , ARt
KRR EHNENTEAEHAHNRER ; FESMS LT 2B VImEehRZE Mt
AL,

BRLTREMRIRELENRB S | TSNS RS RGN R,

I WARNING

EREMRREEET YAMLECE. Web Ul BS54 {FEA global S£EHAREMER : ©4 M global

SERTEOZIILE , FENEHEANEEH , B NREEMRERNERREE. nRMERTEFERR

SRR  ESEER YAML,

o, REEERAEERNASZNYE. EMA cluster EFREBMEK
cpaas.io/registry-reference , NE&FRERFVILE|HAMTMER.

5. T RIREMT5 R

ABRAEN TR T RXETBAGHEN TR , flzakis. AECRBANATMBE LA
HIRIBEAR T SRR |, A EIR EEIARENS R, EIEAIRT R AT TRL
X, WESKIERTHAETAM , TRERE BT Web Ul IR EFEH YAML 81 ; Web Ul #
TRIBSEALRERETITR.

{# A Web UI

25K 0 IWIREIMAZESK Fleet Essentials 1.0.2 BRESMRA. BN , EFEREA YAMLF TR
i) YAML manifests G2 & 8f,

Web Ul £1& F{R1%+% 1 Infrastructure Credential , )\ HCS SE& Nz VPC. FM. &£4A.
flavor F1A] S ECH 1P ik, FFE8RT , WHARIEE _ERATIRSKME , 3FH cpaas-system @AT
[B]fF 777E HCS credential Secret,


http://localhost:4173/container_platform/zh/configure/nodes/node_planning.html#create-infra-nodes-alauda-os
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BIEIAR

SHAUBEEREE 6 MEENE S

Step 1:
!
Step 2:
|
Step 3:
|
Step 4:
|
Step 5:
|
Step 6:

Basic Info

Networking

Infrastructure

Control Plane Node Pool

Worker Node Pools

Review

SRR BB - £ - fIEER - %8 Huawei Cloud Stack

l INFO

IP ihibgedE 7 =

e SH R IP FE—F 3 SHMHEHITE ELB itk , PAKREE 4 B 5 SHHT R IP itk
— RS, MARBBAXAIE, BREFETM , SRR AFWF RS ECK 1P ik,
HCS £RHEMFFS IP it , FBLIRAMSIRFERMBL ; RITFFFMAF DHCP, FHFM<
BREEERtIE, F—F M EEEMAEERR 1P it NSFRFBE , FtR— Ao
HECHIR., BB RER B , FIRNBRE—HHIL ; B ART UGG E L

o . .

F1H . EXEE
T i WA
Infrastructure EELIES b3
Credential

i

INEH HCS credential Secret, T
mE VPC, FM, &L, flavor F1]
SECH 1P HitE, 2R THISIRAT
BFE cpaas-system @54 AP AIE
— iR
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Name XA

Display Name XA

Distribution .
. R

Version

Kubernetes .
. iz

Version

OS Version R

FE& il

Kube-OVN -
. ik

Version

Pod CIDR CIDR

Service CIDR CIDR

Join CIDR CIDR
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R

Fm

iy

Fim

halil

bl

i

capi.cpaas.io/provider=cluster-

api-provider-hcs label f] Secret,

W—REINAT (INEFE, $FH
EFER) &% 63 NFER. RBEA
global ,

FTFEFRARNEE A , &2 256
=

4 distribution ARA , 4k &
global £#%,

A Distribution Version #fi5E.

ER &5 Distribution Version JLECHIE
7t OS-release ConfigMap f] Alauda

OS HHRhRA.

DS

M global SERFHIMN,

Pod MZEHIAIETBE.

Service ML&HAESERE. AEES Pod
CIDR B,

Kube-OVN join Mgt o6,

PRI ABTRSY © HCS BRSO S IRAZ S F E B aie25 .
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AR RIR :
FE& it WA #ir
N . C T
VPC Name FHEE s M AT credential AIEHILAE
VPC,
Security Group .
THizlzk = WELLHA.
Name
—ANEHRZMNBEFM, GBI
Subnets Tk = T RS BREAF AR INE

B4k,

PRI 5z 91E 2§ : HCS provider &% Kubernetes API server 4% Elastic Load Balance
(ELB) , FH3TEIEH VIP, Hybrid Load Balancing Z5KEEI L4 F1 L7 E3AFM IP,

e s e i

VIP Subnet {R1F ELB VIP [§F&, Wng ik
2l =

Name = = ERI T —

VIP Address IP ﬁﬁ%“ % ??%IJEFE ELB EQE VIP,

B, RGASHFRE SR SRR

VIP Domain S o — W F RN EBREIRAE &R
Name - endpoint , B API server iIFRBH %
HECOK CAKA,

L4 Virtual Subnet L4 Hybrid Load Balancing IP {3
FiFE 2 d ’

Name e SR

L4 Virtual Subnet
IP 25 = BB B L4 1P ik,

IP1/IP2

L7 Virtual Subnet L7 Hybrid Load Balancing IP fT{EF3
FHFI% 2 d ’

Name e SR

L7 Virtual Subnet P YE4E3R 2 BB L7 1P Hudt

IP1/1IP2
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FE& Ay WHE R
Control Plane SO o NRMEZFR , 28RN
Node Pool Name = <cluster-name>- R4k,

HCS flavor ; 313k 4 BRE/MEMK

Flavor TR = vCPU FIRZE.
FAMEHITFED R BEARTRAX., 1’

Availability Zone THigEk = HEARTHATAXSEER. 55
e AXHE.
FMEHFET R N— KB, &

Machine Configs e 2B B DPEEIANLKE. BERTAN
Machine Config &8,

Svstem Disk e o BRI KN | BfA GB ; 2KEBUEE

ystem Dis =2 2 % SSD.

HFHENBHRENT AR E E IR

Data Volumes 1S 5 #; RgbAEX/N. BHFaRsEs
etcd ¥EE.

Replicas R EEH 3.
IANEA. BI{ER provider EIEH]

Control Plane % = HCS server group , B4%%FE T &

High Availability a YR FTERT FIK AR B AR A
E.
J2F3 High Availability B B55.
Preferred (3XEFFME) (ZRHA)
SRR EURE. Required

Placement Policy B%iRER LG ik ad

(T EFAME) SBRFREANT
RIEEZIARENL ; RENIE
AR, BB KRM.
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T i WA ik
SSH Authorized N
Keys lIES o R R QI A,

Machine Config &H
Machine Configs ¥ N KBA— TR -

e Hostname (#MR) :/NEFE, ¥, EFHMR, & 253 MFEF (Fla0 master-1
B¢ master-1.example.org ) . BXH =M hostname AT & |, FESMHT = EK
hostname 1724,

o Networks (#H) : 84 NIC S{NV—17. B1TEE— IP Address %&#%25 51— Subnet
Name, XfFZ% NIC Fim , BRMZMT.

o Persistent Disks : SFEERM /var/cpaas WEATSIAT ; ATLUARRHE KA/, BAREE
BIRIT. (AATET RER FREB NSNS E SRR NTT.

E 54 T
mifi Add Worker Node Pool $TF 7 R X4, 4RA] AZRINZ AT it

T eIt PR ik

TRIMERR , BRI
XA y <cluster-name>- B4k, TEEBN
WAIME—,

Worker Node

Pool Name

HCS flavor ; 33k 4 B RGN ETH]

Flavor THIFIER VCPU FIl T

bl

WA 557 Rt AT R B AR AT
X, RRMES Rith AT LG R
AR ; AR AR X3
. BRI AXKE.

Availability Zone TSR

o

FMETRMNNY—1N&E. #FHS
=HISFEm AR Machine Config %
BmRE.

Machine Configs 2

Fim
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FE e 3] WHR R
Svstern Disk e o MR R/N | Bk GB ; KAV E
stem Dis
Y = % SSD.
FEEEhP BN R E B X R
Data Volumes L IES &
&
. - BT R E. AEERIE machine
Replicas BF P : =
configs %=
Max Surge #1 Max Unavailable,
W Max Surge &/ 0 B, Max
Rollout Strategy &2 5 . X .
Unavailable P~ =1 B <
Replicas,
SSH Authorized N
Keys e LES & AT R R 4A.

F 6L HE

% Basic Info. Infrastructure. Control Plane Load Balancer. Control Plane Node
Pool, Worker Node Pools #1 Networking 4y, mi7 View YAML B &R E A2 KBV R
IR, mi Create FFiAGIE &R,

{#F YAML

S E2ollF e A

RUKMS , IRBE RETRZTFA M global &EHFEIFERLT Cluster AP &R , DAACERE
RIS S — M EE 121TH Kubernetes &£ Ef.

HEATREET YAML Z 8T , ETERE A Stack FAi& i iR RES SR, HiERRE
provider fTRMHE, XEERHKIME , URIBAE BRI Z BT KIRE.

I WARNING
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ERNGETREK

MHRE RESBHRTE EALFEHERER , IERIEHLIMIETRE cpaas-systen @WHT
B, EH M2 TATERE RIRA e R SRR IR

I WARNING
W R E

W% cluster-name ANBEA global , ABHREREL global £, ERFRASSRUFERH
H®IES global HHFE cpaas-system FHRIFFERALEFR., global- BIREREL global
EHH DR THERMBEMNEIR ; FSREANREG. AR global- ATUHFEHRR,
AHEREB R B X L RIREERT global ERNRIR.

RIBLAE , ¥ CAPI cluster # provider S8 &R ( HesCluster ) MRS A <cluster-
name> , ¥ A3EAR CAPI # provider &J& ( KubeadmControlPlane .

KubeadmConfigTemplate . MachineDeployment . machine template. machine config pool )
¥ <cluster-name>- BIZB—BIAN , ~"EIFRFER <cluster-name>-kcp ., XE—IREWN ,
MIAEESIZRRHIBI TR |, BERRABTIEZ M S ERHLT cpaas-system BPRLER— % T
NEHSR , FHEREPRNTREABE—B T4,

SR AEE TR T I T

1. it & HCS S%)5%uE (Secret)

2. 47 machine configuration pool (HCSMachineConfigPool)
3. i & machine template (HCSMachineTemplate)

4. it ® KubeadmControlPlane

5. i & HCSCluster

6. 8J3# Cluster

7. BEIT T = ( HCSMachineConfigPool . HCSMachineTemplate .

KubeadmConfigTemplate #1 MachineDeployment ) . iHZREPEL/ET =,

EHIFEmACE

EHITFmEEERRE. REM Kubernetes API, AT AMBAMARCE = ] ST,


http://localhost:4173/container_platform/zh/install/alauda_os/installing.html#common-prerequisites
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I WARNING
AcE S HiEr
BB RIRES , SR IREX S
- WEH < PAINE , BRAKETHENE
- REBEHMSE , BAXLSHAREI R AL FENEE
o BRARS S ATRESEER ATEE BiER AR

BlE HCS B4
HCS BHARIESEFFMETE cpaas-system Hf{] Secret TRIRA.

B FRIE SRS S , AR shell I27RF F i A{E. Shell &% B L&H4 (BIF
Secret #40) 1CRKAENLICKT ; FRMESEANXHASE TIHZERIA,

hcs-credential.env

accessKey=<access-key>
secretKey=<secret-key>
projectID=<project-id>
region=<region>
externalGlobalbomain=<domain>

schema=https

PREUSCEANBR , ST Secret , SR EMBRZSCH -

chmod 600 hcs-credential.env

HCS_SECRET_NAME='"<credential-secret-name>"

kubectl create secret generic "${HCS_SECRET_NAME}" \
--namespace cpaas-system \

--from-env-file=hcs-credential.env

rm -f hcs-credential.env
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Pt AR B NE—— kubectl 7EAJEE Secret Bf&XH BT base64 4gh5 , R I FH #3h
MRS b TR, B—1TEDR key=value . REAMEMSIS : kubectl LK SFFHRFEE
3, EFIUBE =  BITRREE - = ATHRENE.

I AE{F A kubectl apply I EiE Secret
% g apply 2B N AEE (AFE HCS Secret B45) 774E7E Secret BS54
kubectl.kubernetes.io/last-applied-configuration J¥fi#, kubectl create AELBENA\
t3EMR. TTRERL stringbata JERIEE base64 data EREAN , X—R#HEM ; base64 2

— RS | AR R AT,

B i
accesskey My Settings > Access Keys F ] HCS access key ID
secretKey My Settings > Access Keys F ] HCS secret access key
projectID My Settings > Resource Spaces #f#] Resource Space ID

provider {# FAf¥ HCS region API {8, AR mIcixM HCS Ul B

region . P
IHAA ; 38[R HCS &1 SFRER
externalGlobalbomain provider {§ ] HCS platform access domain
) HCS IAM endpoint 8] 1% API scheme , JB&E A https . AT
schema

B a] { FROAE

KRB schema BIEMINAEUF Secret aJ UKL EEFH. KA YVRHM HCS IAM endpoint
£ nttp MAZEIAE https B, FiXE schema .

YRE]AER (F A HCS EiE Secret, HARTHSEEAWRILE , B

HCSCluster.spec.identityRef.name %405 |FHILL Secret,

BitE Machine Configuration Pool

HCSMachineConfigPool JEMTAACE TN . #55 IP HkE , PAKER pool BIEH) VM FFX H
.
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I WARNING
Pool K/NEsK
ACE pool Z/DINMIAE SRITRIEENIESIFET R EHRMNEE.

B networks[] HKBEFA—AFMIEEE. THBEHR , FRE subnetName B
subnetid , {EARBERINREMZE. WAFATUMRECHTAM subenetName FEX ; ANRIE
BINZFRNBERAI subnetName , HAEMMS subenetName FTTLULED, NELE
subenetName . subnetName Fl subnetId Z[BJIR{EAEIFZEKIE.

AR AE machine configuration pool FF{Ff subnetName , E7E
HCSCluster.spec.network.subnets dhA1E AR R RF N 4B FR.

ST AR , AFIRERIILINEFMEE] , KAEHISFSTEEZ A Ready Hfif
HrFmIsTasdE. MRFHAMIAH Ready HesCluster HRMIF—AFM , FZEM

name ., N{FFATERFMITFRMBEAMIZ HCeSCluster.spec.network.subnets &8 , MER
4% machine B¢ ELB #:4E7] PAEE S {F A i@ AT A1 M ST HE.
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apiVersion: infrastructure.cluster.x-k8s.io/vlbetal
kind: HCSMachineConfigPool
metadata:
name: <cluster-name>-cp-pool
namespace: cpaas-system
labels:
cluster.x-k8s.io/cluster-name: <cluster-name>
spec:
configs:
- hostname: master-1
networks:
- subnetName: <subnet-name>
ipAddress: 192.168.1.11

persistentDisks:
- slot: O
size: 100
type: SSD

mountPath: /var/cpaas
format: xfs
- hostname: master-2
networks:
- subnetName: <subnet-name>
ipAddress: 192.168.1.12

persistentDisks:
- slot: O
size: 100
type: SSD

mountPath: /var/cpaas
format: xfs
- hostname: master-3
networks:
- subnetName: <subnet-name>
ipAddress: 192.168.1.13

persistentDisks:
- slot: ©
size: 100
type: SSD

mountPath: /var/cpaas

format: xfs
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configs[]
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.spec.configs[].hostname

.spec.

.spec.

.spec

.spec.

.spec.

configs[].

configs[].

.configs[].

configs[].

configs[].

networks[]

networks[].subnetName

networks[].subnetId

networks[].ipAddress

persistentDisks[]
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https://datatracker.ietf.org/doc/html/rfc1035#section-2.3.4
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¥ it WA
.spec.configs[].persistentDisks[].slot int 7
.spec.configs[].persistentDisks[].size int 7
.spec.configs[].persistentDisks[].type string £B*
.spec.configs[].persistentDisks[].mountPath string D
.spec.configs[].persistentDisks[].format string i
.spec.configs[].persistentDisks[].mountOptions array i

e W .. Wi = S m

m

®

1
(£

*SETFHER , VEIRE subnetName 8 subnetId F—AS, IATERA]PAURE FE
subenetName , FFEANYFANFEERAARMERN AR RURIN subnetName . NEIRREME F
T M R 23 E.

YEXE persistentDisks I} , WA IFA ML FEL.

T IHIRFE VM B IREB T AR |, 8{EA persistentdisks[] . ANEFE
HCSMachineTemplate.spec.template.spec.datavolumes[] FFEBAFEREMRFERIKE.
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7EZ : CRD schema ¥ subnetName . subenetName #1 subnetId %I Xa]EFER , {HEREK
FEHAFNAE. WMEIFRE , EEIE_ LR provider 251 HIFLAI,

FE  EEZAN NICHZR TR ERMEZA networks[] 2B, provider {4 XLt
ZBFEZNIC , FNRCFMEFEFMERS IP, t:?r\iﬁﬁﬂﬂﬁ/l\ NIC e, BAMX, &#E
HEEE NIC () DNS % HE.

TRERENZITAH

provider ¥84E hostname FEST RMH POSIX 44 F1 FQDN , B{KaNF :

- & hostname - E A /etc/hosts
pool hostname {E T HE  hostname
f %H
master-1 (Ft= master-1 (fi##f provider ANZRAME{T £
master-1 . _
=) 23 IR [B]45 & FR) =]
master - master-1 (5545 <node-ip> master-
master -
1.example.org &, S SEkHERE 1.example.org
o . 1.example.org
(BEARS) KIERNER) master-1

BERSHEXBATREKXY FQDN BTN A ( hostname -f . A& SAN ZBKEHFH

) . REERHEEE R SHENLE , provider 74
prefer_fqdn_over_hostname: false 3FfJ/2F cloud-init manage_etc_hosts , FHIt, POSIX

TAMSBRMELFR , M hostname -f SIR[E|TTEEM] FQDN,

THNENSE (FFRARS. GEARS. 2ARSHNFRE, KEFE , ST MERFEA
RHME) &7 VM E?ﬁ]ﬁu%ﬁfﬁé@o RSB BEFERE Machine.status kb, FE/RTE
Cluster.status.conditions F , HIYESHIN#E kubectl describe cluster <name> #

kubectl get machines -n cpaas-system -o wide |,

Bt & Machine Template

HCSMachineTemplate ESMIZHIFET SH VM JIA% .

I WARNING

FFAEESK
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BV EHIFE T RECE A TR R ESR

e /var/lib/etcd -etcd #3E (10GB+)
e /var/lib/kubelet - kubelet ¥4 (100GB+)

e /var/lib/containerd - B#5E{TH%IE (100GB+)

/var/cpaas HRFHTFAERESHEE. YXEHIEHNE VM B GREN |, 7

HCSMachineConfigPool.spec.configs[].persistentDisks[] HFERXIKIZ.

apiVersion: infrastructure.cluster.x-k8s.io/vlbetal
kind: HCSMachineTemplate
metadata:
name: <cluster-name>-control-plane
namespace: cpaas-system
spec:
template:
spec:
imageName: <vm-image-name>
flavorName: <instance-flavor>
availabilityZone: <availability-zone>
rootVolume:
type: SSD
size: 100
configPoolRef:
name: <cluster-name>-cp-pool
dataVvolumes:
- size: 10
type: SSD
mountPath: /var/lib/etcd
format: xfs
- size: 100
type: SSD
mountPath: /var/1lib/kubelet
format: xfs
- size: 100
type: SSD
mountPath: /var/1lib/containerd
format: xfs



BB - Alauda Container Platform

.spec.template.spec.imageName

.spec.template.spec.flavorName

.spec.template.spec.availabilityZone

.spec

.spec.

.spec.
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.spec
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template.

template.

template.

.template.
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spec.

spec.

spec.

spec
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configPoolRef.name
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S SR

E4 =%
.spec.template.spec.datavolumes[].type string
.spec.template.spec.datavolumes[].mountPath string
.spec.template.spec.datavVolumes[].format string

*FE5E dataVolumes B AE

TR

A
e

datavolumes[] 4[f ECS —REMEE. BEIMEHRAT /var/cpaas SUEMEAMMNAIER

HNEHIEREB IR, BRI LRI

HCSMachineConfigPool.spec.configs[].persistentDisks[] .

FE WEJ1E HCSMachineTemplate [EEAKE providerID BY serverId ZHiE{TH 54

FE&. Provider 27541 HCS S5l BlixXLbqE.,

HHéFH
a]

AL BIRIXLEE,

Bl & KubeadmControlPlane

KubeadmControlPlane fEN Kubernetes 154 -SFHECE .

I Kubernetes 1.35 kubelet 1% &

HA M Kubernetes 1.35 FFHAAEE imagePullCredentialsVerificationPolicy:

HERLSH.

NeverVerify . {#FH Kubernetes 1.34 a5 R RANBIER £ RBERT |

F= : ACP Web Ul £3&id i HCS EUENNEK flavor FIA] AIX,
ﬁﬁﬂy\ Provider R R5IBAEY) Flavor.Name A0 ZoneName {H , R &[R4 HCS 7 s
BE

W5 YAML B , 75M HCS &
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apiVersion: controlplane.cluster.x-k8s.io/vlbetal
kind: KubeadmControlPlane
metadata:
name: <cluster-name>-kcp
namespace: cpaas-system
spec:
replicas: 3
version: <kubernetes-version>
rolloutStrategy:
type: RollingUpdate
rollingUpdate:
maxSurge: 0
kubeadmConfigSpec:
files:
- path: /etc/kubernetes/admission/psa-config.yaml
owner: root:root
permissions: "0644"
content: |
apiVersion: apiserver.config.k8s.io/v1l
kind: AdmissionConfiguration
plugins:
- name: PodSecurity
configuration:
apiVersion: pod-security.admission.config.k8s.io/v1
kind: PodSecurityConfiguration
defaults:
enforce: "privileged"
enforce-version: "latest"
audit: "baseline"
audit-version: "latest"
warn: "baseline"
warn-version: "latest"
exemptions:
usernames: []
runtimeClasses: []
namespaces:
- kube-system
- cpaas-system
- path: /etc/kubernetes/patches/kubeletconfiguration@+strategic.jso

owner: root:root
permissions: "0©644"
content: |
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{
"apiVersion": "kubelet.config.k8s.io/vlbetal",
"kind": "KubeletConfiguration",
"imagePullCredentialsVerificationPolicy": "NeverVerify",
"protectKernelDefaults": true,
"t1lsCertFile": "/etc/kubernetes/pki/kubelet.crt",
"t1lsPrivateKeyFile": "/etc/kubernetes/pki/kubelet.key",
"streamingConnectionIdleTimeout": "5m",
"clientCAFile": "/etc/kubernetes/pki/ca.crt"

}

- path: /etc/kubernetes/encryption-provider.conf
owner: root:root
permissions: "0600"
content: |
apiVersion: apiserver.config.k8s.io/v1l
kind: EncryptionConfiguration
resources:
- resources:
- secrets
providers:
- aescbc:
keys:
- name: keyl
secret: bootstrap-placeholder
- path: /etc/kubernetes/audit/policy.yaml
owner: root:root
permissions: "0644"
content: |
apiVersion: audit.k8s.io/vi1
kind: Policy
rules:
- level: Metadata
clusterConfiguration:
imageRepository: <image-repository>
dns:
imageTag: <dns-image-tag>
etcd:
local:
imageTag: <etcd-image-tag>
apiServer:
extraArgs:
audit-log-format: json
audit-log-mode: batch
audit-log-path: /etc/kubernetes/audit/audit.log
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audit-policy-file: /etc/kubernetes/audit/policy.yaml
admission-control-config-file: /etc/kubernetes/admission/psa-co
nfig.yaml
encryption-provider-config: /etc/kubernetes/encryption-provide
r.conf
kubelet-certificate-authority: /etc/kubernetes/pki/ca.crt
profiling: "false"
tls-min-version: VersionTLS12
extraVolumes:
- name: vol-dir-0
hostPath: /etc/kubernetes
mountPath: /etc/kubernetes
pathType: Directory
controllerManager:
extraArgs:
bind-address: "::"
flex-volume-plugin-dir: "/opt/libexec/kubernetes/kubelet-plugin
s/volume/exec/"
profiling: "false"
tls-min-version: VersionTLS12
scheduler:
extraArgs:
bind-address: "::"
profiling: "false"
tls-min-version: VersionTLS12
postKubeadmCommands:
- chmod 600 /var/1lib/kubelet/config.yaml
initConfiguration:
patches:
directory: /etc/kubernetes/patches
nodeRegistration:
kubeletExtraArgs:
node-labels: "kube-ovn/role=master"
protect-kernel-defaults: "true"
volume-plugin-dir: "/opt/libexec/kubernetes/kubelet-plugins/vol
ume/exec/"
joinConfiguration:
patches:
directory: /etc/kubernetes/patches
nodeRegistration:
kubeletExtraArgs:
node-labels: "kube-ovn/role=master"
volume-plugin-dir: "/opt/libexec/kubernetes/kubelet-plugins/vol
ume/exec/"
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machineTemplate:
nodeDrainTimeout: 1m
nodeDeletionTimeout: 5m
infrastructureRef:
apiVersion: infrastructure.cluster.x-k8s.io/vlbetal
kind: HCSMachineTemplate

name: <cluster-name>-control-plane

fi##T cloud-init ¥ERT , HCS #=HISE AN M. STIEHIFEE , EREA
/etc/kubernetes/pki/kubelet.crt . /etc/kubernetes/pki/kubelet.key
/etc/kubernetes/encryption-provider.conf ., SFHE—EHIFEmYLES , THRZESER
MEREREFIE. THTFEYEE  THSRSXERINAER kube-apiserver fNEYE
HFEFECE. WRIE /etc/kubernetes/encryption-provider.conf RINT 5| SX4 , %
HAAS S WAiEHI28 £ ERI S SRR E S,

FE FRINECE apiServer.extraArgs Fl apiServer.extraVolumes . ANSRFHZIZX
% , kube-apiserver FTCIEIEZERE N\ /etc/kubernetes IS4,

FE . AW rolloutStrategy.rollingUpdate.maxSurge: 0 sRELEATSHEFES IPIF
FIFE. STZEDE=DRIRRETE X/MNEHIFE , FRERE | SR ERIRESESH
¥ BRImFH1T. aRECE AT TMm HCS &£38f ( spec.replicas: 1) , 57K

rolloutStrategy XIREHZ|GIFE/EES, KubeadmControlPlane MEGSIRLESTXTEAEI
RRX R NRSNEMACE.

FE : HCS X #FBITW&E spec.replicas: 1 , F4E3| M HcsSMachineConfigPool HH
HEE—NTHITERESRE |, kOB RITHTFmER. WHENNNATAENHRTS , FHEL
BIBERPRNEERNE RN, BI5HFm HCS 3 TTEAHK.

X2 OS THFHE[FARAMAY | A RABHRAR , AFREFRER , FlanXXHFMH Alauda OS 45
B XTIV coredns F etcd 451548, EFIEFTE HCS BREMNTREERIR. AL YAML
A, N ARIE M AERIRRAELIRE  imageRepository | DNS 5 FE. Kube-OVN ks,
Kube-OVN join CIDR, Pod CIDR #11 Service CIDR %1H.

Bt & HCSCluster
HCSCluster BIREN HCS EREZEMACE .,

HCS Provider 27 HCS £ & _t 4 Kubernetes API server $liZ3# M a5 (ELB) . It ELB
WIIUBRIRE TS , DUEERT S aEEId ELB Hilib(a) API server,


http://localhost:4173/container_platform/zh/overview/alauda_os_support_matrix.html
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XFFALRANER HCS TR , B2 vipAddress | elbvirsubnetL4Ips #l
elbvirsubnetL7Ips . &4~ elbVirsubnetL4Ips[].ips #0 elbvirsubnetL7Ips[].ips

ZBEINBETA 1P,

WBINRE vipDomainName ANZFFE SRR ERE  ES R T AFEER,

TBYCTE spec.network.subnets FRFIHBERMKFTE R , BEEMAES| BXLEFR,

vipSubnetName ., elbVirsubnetL4Ips[].subnetName .
elbvirsubnetL7Ips[].subnetName DA HCSMachineConfigPool {#FHfK] subnetName
1B , BAWINTEIET spec.network.subnets H,

TEVNAERCEMIET |, ITFZR T AN name f#ATILE FMITHIE. X TEFLEM Ready &
B OREMTEBPFMXER , MARE nane . BFEE id |, I AIEHITE ELB BERKNT
[FM4EE neutronSubnetId ., [P cidr . gatewayIp . primaryDNS
secondarybNs {REAFEFMI/FRF,

BB ERE , F2E2H Provider 12 ELB _FRIESTEINE. SRR ELB #x , D@
o AeE BT ELB #i3b/a) API server,
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apiVersion: infrastructure.cluster.x-k8s.io/vlbetal
kind: HCSCluster

metadata:
name: <cluster-name>
namespace: cpaas-system
spec:

controlPlaneHA:
enabled: true
policy: soft-anti-affinity
controlPlaneLoadBalancer:
vipAddress: <control-plane-vip-address>
vipSubnetName: <vip-subnet-name>
elbVirsubnetL4Ips:
- subnetName: <subnet-name>
ips:
- <l4-ip-1>
- <14-ip-2>
elbVirsubnetL7Ips:
- subnetName: <subnet-name>
ips:
- <17-ip-1>
- <17-ip-2>
networkType: kube-ovn
network:
vpc:
name: <vpc-name>
subnets:
- nhame: <subnet-name>
securityGroup:
name: <security-group-name>
identityRef:

name: <credential-secret-name>

.spec.networkType

.spec.network.vpc.name
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string

string
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.spec.

.spec

.spec.

.spec.

network.subnets[]

network.subnets[]

network.subnets[].

network.subnets[]

network.subnets[]

network.subnets[]

.network.subnets|[]
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.hame

.id

neutronSubnetId

.cidr

.gatewayIp

.primaryDNS
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network.securityGroup.name

.identityRef.name
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.spec.

controlPlaneLoadBalancer
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.spec.controlPlaneLoadBalancer.vipAddress

.spec.controlPlaneLoadBalancer .vipSubnetName

.spec.

.spec

.spec.

.spec.

.spec.

.spec.

.spec.

controlPlaneLoadBalancer.

.controlPlaneLoadBalancer.

controlPlaneLoadBalancer.

controlPlaneLoadBalancer.

controlPlaneLoadBalancer.

controlPlaneLoadBalancer.

controlPlaneLoadBalancer.

vipDomainName

elbVirsubnetL4Ips[]

elbVirsubnetL4Ips[].subnetName

elbVirsubnetL4Ips[].ips[]

elbVirsubnetL7Ips[]

elbVirsubnetL7Ips[].subnetName

elbVirsubnetL7Ips[].ips[]
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3 HcsCluster fg, M spec.controlPlaneLoadBalancer JRAEIFFEFIFEL. FIFINK
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B controlPlaneEndpoint , AERIMZEMW controlPlaneEndpoint X%, tNRjEEAFHEA
Mafl7Z controlPlaneEndpoint , MWASAEIRTAZE host F1 port .

controlPlaneHA AF[EM, MRBEZLIR , MAHAERKE enabled F1 policy . 4%
[REEHNENEER anti-affinity . AMRFERTNAERE , BARFENE HCS TTAHE
A& B RN S 2 ECS G2 KM , BfFM soft-anti-affinity , HXAXITERE (BIEFE
AR LB AR RIRSNV IR ESK) |, ESM =6 FE s B E T,

ACE Cluster

Cluster AP ] cluster ®IREFRTFEIASEE | 35| Bzt @A EMRHERIE.
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apiVersion: cluster.x-k8s.io/vlbetal
kind: Cluster
metadata:
name: <cluster-name>
namespace: cpaas-system
annotations:
cpaas.io/sentry-deploy-type: Baremetal
cpaas.io/alb-address-type: ClusterAddress
capi.cpaas.io/resource-group-version: infrastructure.cluster.x-k8s.1
o/vlbetal
capi.cpaas.io/resource-kind: HCSCluster
cpaas.io/kube-ovn-join-cidr: <kube-ovn-join-cidr>
cpaas.io/kube-ovn-version: <kube-ovn-version>
labels:
cluster-type: HCS
spec:
clusterNetwork:
pods:
cidrBlocks:
- <pods-cidr>
services:
cidrBlocks:
- <services-cidr>
controlPlaneRef:
apiVersion: controlplane.cluster.x-k8s.io/vlbetal
kind: KubeadmControlPlane
name: <cluster-name>-kcp
infrastructureRef:
apiVersion: infrastructure.cluster.x-k8s.io/vlbetal
kind: HCSCluster

name: <cluster-name>

TR iR
cpaas.io/sentry-deploy-type EREAA  RE A Baremetal
cpaas.io/alb-address-type ALB it Z6AY & B A clusterAddress
capi.cpaas.io/resource-group-version EIELA FR A

capi.cpaas.io/resource-kind TERL BB A HcsCluster
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TEfR Ak
cpaas.io/kube-ovn-join-cidr Kube-OVN join +K CIDR
cpaas.io/kube-ovn-version Kube-OVN kR4~

7 -+
HB% I’HETJ E';\\

{RBHEHIFEENREAM A ] AR R, 126 FEEE] Ready KKEfF , EIRALFIRFF A2 TET

HEE TAE T R YAML Z 8 , 1§58/ Huawei Cloud Stack A5 R H) HCS M AKRETS
B B{K3kin , 3EfE HCSCluster.spec.network.subnets SHFIHBENTEDTEFM , AL
X ET A IP HISEER A ELTET & 1P , k& Provider IARTE flavorName F1
availabilityzone API{H, FNREMILAFHL T Ready IKEMERFRMAR TIET R+

W, FE TS MITREH HCSCluster.spec.network.subnets , AR EZRIMNFM 4
PR,

1% 1 : fiZE Machine Configuration Pool

HCSMachineConfigPool EXTAET R VM KM ECE IR R EIRRIFAHE ., MEML
IMAKFECE 1P bt FAA . FAUERELLHAS.

I WARNING
MAR/INESK
& BNSREE D IRSHTRIMEN LT RBEMR. £EATEIET RITEE.

B networks[] HKBEFA—AFMIEEE. THBEHR , FIRE subnetName B
subnetId , {BARREENRE. MBFHRURSREDITAMN subenetName FE ; 21RE
FNXIFERNRRMT  subnetName , HAEWRS subenetName FE2—3, EJIE
subenetName . subnetName # subnetId A{RMHLAZEHIE.

WMRTAET {ER subnetName , HEGIESY BLIET Rtz 8T , FHMERIKFRZFRIMAR
#& HcsCluster.spec.network.subnets %3k, XTFEFEBELT Ready IKEHEEE |, EI1E
NAEEFM ID ZENRTEFMITE , AR ERINFMEZHR,
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apiVersion: infrastructure.cluster.x-k8s.io/vlbetal
kind: HCSMachineConfigPool
metadata:
name: <cluster-name>-worker-pool
namespace: cpaas-system
labels:
cluster.x-k8s.io/cluster-name: <cluster-name>
spec:
configs:
- hostname: <worker-1-hostname>
networks:
- subnetName: <subnet-name>

ipAddress: <worker-1-ip>

persistentDisks:
- slot: O
size: 100
type: SSD

mountPath: /var/cpaas
format: xfs
- hostname: <worker-2-hostname>
networks:
- subnetName: <subnet-name>

ipAddress: <worker-2-ip>

persistentDisks:
- slot: O
size: 100
type: SSD

mountPath: /var/cpaas
format: xfs
- hostname: <worker-3-hostname>
networks:
- subnetName: <subnet-name>

ipAddress: <worker-3-ip>

persistentDisks:
- slot: ©
size: 100
type: SSD

mountPath: /var/cpaas

format: xfs
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hostname

.networks[]

.networks[].subnetName
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¥ it WA i
e

é

_ _ _ . - E
.spec.configs[].persistentDisks[].type string = E
*

) \Y

.spec.configs[].persistentDisks[].mountPath string i "
B

.spec.configs[].persistentDisks[].format string & iN
H

.spec.configs[].persistentDisks[].mountOptions array i P

*STTFHEE |, BIRE subnetName BY subnetId . INAJERARPALKE {FR subenetName ;
REERNFEEMRBER , ATRURI subnetName . &R ALAEE ISR F W B 251E.

FEE persistentDisks B , IWUAERFFA MR FEL.

T LET R B EVREBIT RAHMKE |, WBEA persistentdisks[] ., 1BIFE
HCSMachineTemplate.spec.template.spec.datavolumes[] FFEEHMEIRFELZIEZ.

FE : CRD Z2#¥% subnetName . subenetName A0 subnetId ZFIAT]EEFELR , HRUAAX
LB AFRLEE . WEISHRET , WEEIE_ LR Provider 2R 5IHIFLN,

FE YTHETRFEZLANNICH, networks[] AJABEZAN&E. 4#T Provider {4F
B %E B %Wﬁ% SANERAS IP FHA0 NIC, BEARFFR NIC Fif 6, EHEFINAMX,
FCEFSIE. MRAEEEZER NIC BCE DNS,

T R E R T AR

=X HCcSMachineConfigPool.spec.configs[].persistentDisks[] 2B FERHNIRLE
THETRBREREBAME. ST /var/cpaas IURHEAMMMRIERNEHIABIRE R A
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WA, HE AR,

e ¥ HCSMachineTemplate.spec.template.spec.datavolumes[] FATFIGEETRES | XLERE
A PAEEA ECS EHAIE.

o WEANENE , BLAME— , FFM o ELHIS. Provider £/ (hostname, slot)
VERFF A REF TR,

o Provider %% B/J5 , H# slot . size . type . format F mountPath FAAT]
TTE.

o ATRAEHT mountoptions , EBUKETAET mEBHRFAEN.

o ADUBMFY persistentdisks[] 2H. Provider 242N EVS W% | (BRL KL

BRFERFEEIEITH ECS 1, EHFH
MachineDeployment.spec.strategy.rollingUpdate.maxSurge: 0 fiikZaNEk , RFE

BT EAEEE 0S NITRAE T ANHEER,

BAETHET RIBERARERFAMERSITIRES , BERMKS

kubectl get hcsmachineconfigpool <cluster-name>-worker-pool -n cpaas-syst

em -o yaml

SR 2 : BLEHLSHRR

HCSMachineTemplate ENM L/ET AM VM A&,

MIET REERGENIENSIES | BTHERIME ECS EMEEMKE | 620
/var/lib/kubelet F1 /var/lib/containerd . SFEIREVINELIED R fGREN |
B¥ /var/cpaas JRAE HCSMachineConfigPool.spec.configs[].persistentDisks[]

.

HEELED SRR ES |, 8 A Provider i1RAIEK flavorName #1 availabilityzone API{H,
XESEAR R Ul R BIRIE TR,
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apiVersion: infrastructure.cluster.x-k8s.io/vlbetal
kind: HCSMachineTemplate
metadata:
name: <cluster-name>-worker-template
namespace: cpaas-system
spec:
template:
spec:
imageName: <vm-image-name>
flavorName: <instance-flavor>
availabilityZone: <availability-zone>
rootVolume:
type: SSD
size: 100
configPoolRef:
name: <cluster-name>-worker-pool
dataVolumes:
- size: 20
type: SSD
mountPath: /var/lib/kubelet
format: xfs
- size: 20
type: SSD
mountPath: /var/1lib/containerd

format: xfs

28 A e

Him

.spec.template.spec.imageName string

Him

.spec.template.spec.flavorName string

DS

VM £

Provi

API {
Flay
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st it MR i
Provi
API{
ULAC.
R : R
.spec.template.spec.availabilityZone string i e
Friger
B, F
HCS
X, 1
.spec.template.spec.rootVolume.type string = &A1
_ Rk

.spec.template.spec.rootVolume.size Int £ GB
5| A
.spec.template.spec.configPoolRef.name string £ HCSI
BHR
.spec.template.spec.datavolumes[] array i e
.spec.template.spec.datavolumes[].size int 2 WEE
.spec.template.spec.datavolumes[].type string 2 HH
.spec.template.spec.datavolumes[].mountPath string =* I
.spec.template.spec.datavolumes[].format string z* A5

*FETE dataVolumes B ME.,

datavolumes[] £[# ECS EFHIE. B EBT /var/cpaas (R EAMIRIEIRBHE
B R IREB IR,

FE : EYIE HCSMachineTemplate JHEATIRE providerID BY serverlid Zz{TH &4
FEL. Provider £7E813 HCS ST 4 AriXLe(E.

FZ : ACP Web Ul £1&1d fTiE HCS FEMEBFARF T X, 485 YAML B , i5[E HCS &
GaiREX Provider iRRIAAY] Flavor .Name F1 ZoneName {H , KA HCS R4 FizH| &
BERA BIRiXEs{E,

el s
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9% 3 : BLE 5| SRR

\

KubeadmConfigTemplate JENMLT/EDTRKS|ISEE.

HABM Kubernetes 1.35 144 EZE imagePullCredentialsVerificationPolicy:
NeverVerify , {#F] Kubernetes 1.34 28 RhRAGIZE T /T Rl , \§ AR S,

apiVersion: bootstrap.cluster.x-k8s.io/vlbetal
kind: KubeadmConfigTemplate
metadata:
name: <cluster-name>-worker-kct
namespace: cpaas-system
spec:
template:
spec:
files:
- path: /etc/kubernetes/patches/kubeletconfiguration@+strategic. j
son
owner: root:root

permissions: "0644"

content: |
{
"apiVersion": "kubelet.config.k8s.io/vilbetal",
"kind": "KubeletConfiguration",
"imagePullCredentialsVerificationPolicy": "NeverVerify",

"protectKernelDefaults": true,
"staticPodPath": null,
"tlsCertFile": "/etc/kubernetes/pki/kubelet.crt",
"tlsPrivateKeyFile": "/etc/kubernetes/pki/kubelet.key",
"streamingConnectionIdleTimeout": "5m",
"clientCAFile": "/etc/kubernetes/pki/ca.crt"
}
postKubeadmCommands:
- chmod 600 /var/1lib/kubelet/config.yaml
joinConfiguration:
patches:
directory: /etc/kubernetes/patches
nodeRegistration:
kubeletExtraArgs:
volume-plugin-dir: "/opt/libexec/kubernetes/kubelet-plugins/v
olume/exec/"
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AT TETD & cloud-init 238 , HCS 852547 N\ /etc/kubernetes/pki/kubelet.crt #0
/etc/kubernetes/pki/kubelet.key . _ETEIM] kubelet 28 T 6 kubelet A& k{F X LEERis
Bl 2R HEAER .

SR 4 : BLEHLSTE

MachineDeployment TURIMEAL{ET RGN EIE,

apiVersion: cluster.x-k8s.io/vlbetal
kind: MachineDeployment
metadata:
name: <cluster-name>-md-0
namespace: cpaas-system
spec:
clusterName: <cluster-name>
replicas: 3
strategy:
type: RollingUpdate
rollingUpdate:
maxSurge: 0
maxUnavailable: 1
template:
spec:
clusterName: <cluster-name>
version: <kubernetes-version>
nodeDrainTimeout: 1m
nodeDeletionTimeout: 5m
bootstrap:
configRef:
apiVersion: bootstrap.cluster.x-k8s.io/vilbetal
kind: KubeadmConfigTemplate
name: <cluster-name>-worker-kct
infrastructureRef:
apiVersion: infrastructure.cluster.x-k8s.io/vlbetal
kind: HCSMachineTemplate

name: <cluster-name>-worker-template

2 it WME 3%
.spec.clusterName string b B 51



.spec.

.spec.

.spec.

.spec.

.spec.

.spec

replicas

template.

template.

template.

strategy.

.strategy.

C i oallE

HEMBERTRG , RIESFERC AN,

BB - Alauda Container Platform

spec.bootstrap.configRef

spec.infrastructureRef

spec.version

rollingUpdate.maxSurge

rollingUpdate.maxUnavailable

{# A kubectl

kubectl get

kubectl get

kubectl get

kubectl get

yStatus}'

machines -n cpaas-system

S]]

int

object

object

string

int

int

cluster -n cpaas-system <cluster-name>

il

Hm

il

iy

i

kubeadmcontrolplane -n cpaas-system <cluster-name>-kcp

clustermodule <cluster-name> -0 jsonpath='{.status.base.deplo

1D

T#

Kube

ELY;

XF H(
:NELD,

Kube

EH
=N

EH
R¥i
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U= HA

WMERJZFA7T HcsCluster.spec.controlPlaneHA , i@ HcSCluster k4 :

kubectl get hcscluster <cluster-name> -n cpaas-system \
-0 jsonpath='{range .status.conditions[?(@.type=="ControlPlaneHARead
y")1}{.status}{" "}{.reason}{" "}{.message}{"\n"}{end}'

LT A RIS -

REFRE P JaBbIR
True R BN RS ZSAGFE , BY e .
ControlPlaneHAReady BISHIEE ECS Al R E IR ER. TRBPATILATERE.

RAMEEFFAIRERE |, 6120 PFRLHE | FFFHFSIH
ECS Sl TR 5 2R AR ARSI E 25k ECS 42

False

ControlPlaneHAPending

Asn. {ETTRR.
. IREBTTAGIE. BAE, FHEE FEUHE  ARRIEFER
alse
, IHARS 2540 | 5 HCS FELEIRIR B HCS BE. AmkRmA
ControlPlaneHAFailed

Frifeskmx 31T ECS . TR EE.
KENNE AR S 2A MR R KR FRIRIR

kubectl get hcscluster <cluster-name> -n cpaas-system \
-0 jsonpath='serverGroup={.status.controlPlaneHA.name}{" id="}{.status.
controlPlaneHA.id}{" policy="}{.status.controlPlaneHA.policy}{"\n"}{range

.status.controlPlaneHA.members[*]}{.machineName}{" "}{.serverID}{"\n"}{en

d}'
SF anti-affinity , HCS ¥ARS2SLA RN AEIFEL R, MMRB=EARE , ECS Q7]

RESRM , N K SAHHEEAERSHIES. T soft-anti-affinity , HCS &5l
UG, BRI RER £ ECS SRAIMBETER—FH L.

THREE
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BN E RN BIR

SRS BETP K E2ER
FEIEHIFmLes - 1217
Kubernetes T = : B4

ERHEPRE | BT

EETR

XY, HAREHF Web Ul %5 Syt F % 57 5424k , 27 Huawei Cloud Stack H7
A,

FreREE T

BRAFRERAHRRI |, BSREFHK Kubernetes,

=R

WNREREIXE] Provisioned , {BIAARKRZAFLEIRS (F4a0 , BB TFEREE CNI, WETm—
HATF NotReady HRE) | BASHSIRERITANHIE RECERRTSHN S ER.

BX HCS BHARHIEAEZ (FIan , BT RS/ HcSMachineConfigPool FHBEMTHEE
RS POSIX 414 , §380 kubeadm init JRATTIATTA) , ESFIHEE Huawei Cloud
Stack MV 55 S FHAIE.


http://localhost:4173/container_platform/zh/configure/nodes/alauda_os/huawei-cloud-stack.html
http://localhost:4173/container_platform/zh/configure/nodes/alauda_os/huawei-cloud-stack.html
http://localhost:4173/container_platform/zh/upgrade/workload/alauda_os/huawei-cloud-stack.html

HFE Huawei Cloud Stack My %6 B£i#f= - Alauda Container Platform

Q Alauda Container Platform Q =

Alauda Container Platform > £3 > 7f Alauda OS _E4J#E > Huawei Cloud Stack > Hf?

HEZ Huawei Cloud Stack V%&£ Bk =

AFERINERI®IT Cluster API %Y Huawei Cloud Stack (HCS) My £ B i4S T i R HE R A2
.

MR ERTIXE| Cluster.status.phase = Provisioned , {BENRIEERTH , FEBETH
D CNI, WHETTRBET NotrReady KE , EES SRR T RMIEmHIE F1E
Provisioned JKEHNLFERE . AIERMNBERTATA Alauda OS EAHRHHIE ALRIHKIE B2 W
RFE ( global ERESNIZHIZE. sentry ServiceAccount,
clusters.platform.tkestack.io AAE)

IRIRETTAERIRAE , FFEBMHIATIER | EZ AT B HCS FrEE.,

H=x

| B EMEEIRSE kubeadm init IA4 TIASEAL
B
VB
i
EESSPS

B - VB ERESE kubeadm init 15 T0IETT R

B — UMB IR AL


http://localhost:4173/container_platform/zh/
http://localhost:4173/container_platform/zh/

HFE Huawei Cloud Stack My %6 B£i#f= - Alauda Container Platform

Cluster.status.phase=Provisioned . HCSCluster.status.ready=true , ELB &3
ﬂ]o
e HCSMachine.status.instanceState=ACTIVE E',i,ﬁ}f, InternalIP ,{H

Machine.status.nodeRef A& FKIEHE.

e KubeadmControlPlane.status.initialized AZ , 3} H status.readyReplicas=0 i
HIEE ) 5 B 10 D 4PRIVIIAEK .,

e cluster-api-provider-hcs FHIzSHE (LT cpaas-system ) REB/RETXHEEFE
ELB VIP f{] 6443 ¥[FTE] connect: connection refused .

o AT RIKHFHK HCSMachineConfigPool.spec.configs[].hostname {HFEEZ=RS (FQDN
183 , 40 master-1.example.org ) .

FEF v1.0.1 8 cluster-api-provider-hcs hRANT |, H RSH

HCSMachineConfigPool.spec.configs[].hostname £%E cloud-init fATEE FQDN F&F&
KRB N hostname FE& , FMH prefer_fqdn_over_hostname: true , KT RE
BEERSH POSIX £414 , T kubeadm init JTLiEANEXFFE4 , FEI, kube-apiserver 14
KIIEEBN.

2T

IMBABIAIAH S (HCS 2514 . BHRALE R Pod)

hostname

hostname -f

cat /etc/hosts

sudo cat /var/lib/cloud/instance/user-data.txt | head -40

sudo journalctl -u cloud-init -b ©® | grep -E "hostname|fqdn|update_etc_ho

sts"

RPRIBZHAE TR

o hostname REAIEEBHTRSFERSE , MAREEHE.

e hostname -f JR[@] Name or service not known B Temporary failure in name

resolution .

e /etc/hosts HAEEFA <node-ip> <fgdn> <short> HK{T.
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o I A_EM cloud-init user-data B7R prefer_fgdn_over_hostname: true , BERIEE

manage_etc_hosts ,

1k

¥ global &P LM cluster-api-provider-hcs IEEFHREINMRAR HARE , REHA
SIS HITFEM LET il Rsh B , UEESFHE3IM VM _Z1T# cloud-init, 43
HIRESIRE S M EIA HCS &3 FRLE FODN 4.4,

A Alauda OS T _EF &M /etc/hostname F1 /etc/hosts ALIFEFEXLEW : k2
AT, cloud-init APSEHAE XL , BFEH transactional-update . OS {&#hak
systemctl reboot fARMER. RINBEMERIFHITZIKZ.

izl

fEFAARANIR A cluster-api-provider-hes EHFRIBER A T2BRLRIE, A HCS
BIFEHTERES , £ HCSMachineConfigPool HIEHF T mSHEITNE  EEEEHCETNE
R R EREZIT A,

HRAR

o HIERECMAERERNL S ER — 5 provider Jo3KH import-controller Z2WTiiAE , @AT
ATEF{ET HCS 4 FHE 2 71,

o £ HCS &£ FAZE FQDN FH4% — 1&HTFE cluster-api-provider-hes v1.0.1
Z BN EHNR N BITISIRELSIR.
o 7£ Huawei Cloud Stack % — MERNERSE , BT R ENFENLITA.


http://localhost:4173/container_platform/zh/configure/nodes/alauda_os/migrate-hcs-node-fqdn-hostname.html
http://localhost:4173/container_platform/zh/configure/nodes/alauda_os/migrate-hcs-node-fqdn-hostname.html

VMware vSphere - Alauda Container Platform

0 Alauda Container Platform Q

Alauda Container Platform > £#f > 7f Alauda OS 41 > VMware vSphere

VMware vSphere

WL %4 Provider Fhth e %)

ellfet-S it


http://localhost:4173/container_platform/zh/
http://localhost:4173/container_platform/zh/

Y - Alauda Container Platform

0 Alauda Container Platform Q =

Alauda Container Platform > &% > #f Alauda OS E4J# > VMware vSphere > HE%T

VMware vSphere Provider

3= Provider

LI Provider

EAHR

SR KM

IR

F2% Provider

Standby Management Clusters

JRERBIR

LRt IR

W

FR KM

A A &R
SRS RLWE
PNz

EIRE R R KA
vCenter FAEAR SER 514


http://localhost:4173/container_platform/zh/
http://localhost:4173/container_platform/zh/

814 - Alauda Container Platform
BN SR S
SHELSH
RIEREIRET LS
BIEEBS ALERIFRT NS EL

JREBIR

e i

ellfe -t

Provider 3K
B

ANMATfE AR A SRS
FoRE M

P s AR
RKEEXT%
A0 SR
BRAEDTR

Eall

U HER
PIREEHRTMER

JREBIR

T ML & B FE& T Provider AT 78 VMware vSphere SE& _E4IE2F1E1E Alauda OS &
B, It Provider #J2F Cluster API Provider vSphere (CAPV) z _t , 35 vCenter &% , A
Kubernetes &£ BB & A EIHEBIMIL. WK RIEE.
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B=x

¥ Provider
FAHE B IR
BIZER
(%S
FEIRE
IR
A

LR

VMware vSphere 2 VMware #H MV FRAEEHU & . vSphere Provider EfaiE#e
vCenter AEIE EHMIA M EIR , FEIFIRAT S8 2 Bcy & CAPV , #EH14%. #5 IP
HIEFNF R B REBAE SR BF B R RITRAEE X .

l INFO
it A T FNRG S A 5 P
X Provider X3R4 6T Him A8 © 4M3B LoadBalancer (ZRAMER) PAKHE Provider BRI E

# VIP ( vsphereCluster.spec.controlPlaneLoadBalancer.type: internal , {F keepalived
M IPVS 1Z1TH) Alive) . B VIP ZK ACP v4.4 ERESMRA , 3 HRBEAECIRZIIER @ X
Provider v1.0.17 ERESRAQRMERTH ; CEFENERN (BIFH Provider AR HIRAT
FMERERE) S4kes{F SN LoadBalancer , oA 5. Machine-config-pool 335X i &

{8 Provider =188 InUse - Released - reuse or reclaim “4#EHI ; B35 VMware

vSphere Infrastructure Preparation,

B2
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vCenter & AY : & vCenter ASe[E EHMIARMR . EIREBHWIAER RS , P TIERE
WEEEARBIET O, WTEERAMBIEFME L

PRSI i aaE s - FREBITEIERNSMB LoadBalancer , B AEIEHIFET R _L{FE A
B Provider EIEMEE VIP ( type: internal , {§F keepalived #1 IPVS 1=1TH] Alive ,
HA5| & VIP £7F kubeadm init [EFBATHS Alive) ; ZIENESK ACP v4.4 (B SR
A, SRR BTEEBUARIC

H.ZSECEM © vsphereMachineConfigPool MEANTAENABREETNEL. 585 IP FiR
FERIACE N BURHESL AR BAERL, R—INA R KE# Machine 7] AE#i{E 2 B AIHE
i, BRI % 2 BIASEZ iR H VMDK

FSIP OB - BT B ZACERES 1P, M<K DNS |, AT ITiA{EH DHCP itk
L& ISR

% NIC 308 : 84N A 3dFE NIC FIFHn NIC , Heh=E NIC AT K3 kubelet node-ip
[0 NIC RFRFEBANRFFEREI SR, FESURS ML

Z AR OANI S, - B3 vSphereFailurebomain F VSphereDeploymentZone Fi%
HITET SIS SN HEIZ A vCenter ¥R/ OEITEER T |, ISSNE T Ak

RIBHEIENS - IRBIAS M EECE A MG EERRLE |, FF3035 o SR /AR,
FAME R wipeFilesystem 2%, £ /dev/disk/by-capv/<name> ZZEHIRIERE

183, PARIERB A, PUEEH Machine 7£ Provider ‘S [EIW 2 BIE H{E BRI
VMDK

A ZEREARR AN E T - 1B EAN LET mEFERARM vSphereMachineTemplate
KubeadmConfigTemplate %R , MM XFFA] R IA BRI R AER K &

SCFFH) B IR

TRIME T A TR ERRERmS B AR RIR. EHSMNER TR (B0

vspherevM ) ARSI TAERFPAREAMBEIR (520 vsphereClusterIdentity , EZIkAL

{FRHRMET secret M identityRef HIEBERAR) t7E Provider APls S AYF TR

TR 19

#7~ vSphere ERliixjiE , AFE vCenter . 156G mAIHK

VSphereCluster o e
(Eebiige o


http://localhost:4173/container_platform/zh/apis/kubernetes_apis/infrastructure_providers/vmware-vsphere/index.html

TR

VSphereMachine

VSphereMachineTemplate

VSphereMachineConfigPool
VSphereFailureDomain

VSphereDeploymentZone

A

o ITEE

o ERthRTtHER

o BIEEERE

o TSR

« F4& Kubernetes

e Provider APIs

Y - Alauda Container Platform

ik

IR vSphere 51 REHA, S5

FT83 vSphere Machine &4k , ©& VM, CPU, NfE. K
LR FNREIS FAR

T T AL, BEENA. #E 1P FEMER KBRS
MR

R AR BET O ITEER . BURFEMMEIRTH

¥ vsphereFailurebomain #F:EZ| vCenter Rz , FHZER
RHEREAR


http://localhost:4173/container_platform/zh/configure/nodes/alauda_os/vmware-vsphere.html
http://localhost:4173/container_platform/zh/upgrade/workload/alauda_os/vmware-vsphere.html
http://localhost:4173/container_platform/zh/apis/kubernetes_apis/infrastructure_providers/vmware-vsphere/index.html

2% Provider - Alauda Container Platform

0 Alauda Container Platform Q =

Alauda Container Platform > &% > 7#f Alauda OS t4J& > VMware vSphere > &I P

3 VMware vSphere Provider

RN BA{a &3 Virtualization Platform g Infrastructure Provider #1 Cluster Bootstrap
Provider , AR AN{ATUE FTEEM) Cluster API B4 global £E ERTHA.

l INFO

provider {4844 CAPV controller, vSphere CPlimage, provider chart , A& BT 3&$ITEE

IP rollout #LWE) admission webhooks, B I<XEEHLA , 527 Provider Requirements,

B=x

ERHR
FeREFAF
SR
TEETFERAR
LR
R AN
BT
Fk Provider
Standby Management Clusters

JREBIR


http://localhost:4173/container_platform/zh/
http://localhost:4173/container_platform/zh/

2% Provider - Alauda Container Platform

& A

HELE global £EfE. £ VMware vSphere _EAIESE— MV &4 B 2 BT AL TUAE S 3%
fE. L& global &FEAFIZITHEMF laaS FA& L, HWRPITIIRME. EXHERE (DR)
xR, EEMAS global HFF LTEAINIRIE , MBS AEANIER EReB A RS
S8, BRHELEREA global £E,

R —IWHA T4 global 28 provider #{ERKES. FE S provider F48_E{EZ RS
ol SE&ER , PIBIE global &EHAE.

FoIRGAF
S provider B , ERHRREILT 544 -

o RG] RERBZTFE global HH.
o {RETLYI[E] Customer Portal AT &K provider #k{44,

o HEFE¥IEIT vsphereCluster.spec.identityRef 3|Ff vCenter Ik PRI AFH . AIEEF
®E VM BENXEM. T Global — Manage custom attributes #1 Global - Set
custom attribute AR, &4 vsphereCluster E{E CAPI cluster ¥ {F{a]

vsphere.cluster.x-k8s.io/* annotation B , provider HFFEEXLAR ; aNR &R/
fR , VM reconciliation &k , TIAZE BT TTHIEE A.

o EQIEEHARNFER | FEXT active management cluster 3&4E , MAE KM E & A%
B, BSR% AEEER,

Nij

Ix

1 FRARRAA

E 7 VMware vSphere 82 &R , FEM N EEHHEM. M Customer Portal FEIXFIA
., ST ACP 4.5 , E1{13#£ Common ACP Extensions T ; {558 F#k.

1. Alauda Container Platform Cluster Bootstrap Provider

2. Alauda Container Platform Infrastructure Provider for Virtualization Platform


http://localhost:4173/container_platform/zh/install/alauda_os/installing.html
http://localhost:4173/container_platform/zh/install/prepare/download.html

4 Provider - Alauda Container Platform

2 R3O

£/ violet push KXW MMAELLRIFE, BXGLSEHSH  FHR L2204
.

3 TIARERHAM

f£ global EHERIRIXMNERHEME, BXRIRELER B RERHEN,

4) WA SE

KBRS

kubectl get minfo -1 cpaas.io/module-name=cluster-api-provider-vspher
e
kubectl get minfo -1 cpaas.io/module-name=cluster-api-provider-kubead

m

FIAMEEERAIFFE , B4 T Running R,

KEDEMA CRD :

kubectl get crd | grep -E 'Avsphere[a-z]+\.infrastructure\.cluster\.x
-k8s\.io\b'

Tafpi A& 2881 CRD :

1. vsphereclusters.infrastructure.cluster.x-k8s.io

2. vsphereclusteridentities.infrastructure.cluster.x-k8s.io
3. vsphereclustertemplates.infrastructure.cluster.x-k8s.io
4. vspheredeploymentzones.infrastructure.cluster.x-k8s.io

5. vspherefailuredomains.infrastructure.cluster.x-k8s.1io0

6. vspheremachines.infrastructure.cluster.x-k8s.io

7. vspheremachineconfigpools.infrastructure.cluster.x-k8s.io

8. vspheremachinetemplates.infrastructure.cluster.x-k8s.io


http://localhost:4173/container_platform/zh/extend/upload_package.html#violet_push_usage
http://localhost:4173/container_platform/zh/extend/upload_package.html#violet_push_usage
http://localhost:4173/container_platform/zh/extend/cluster_plugin.html

2% Provider - Alauda Container Platform

9. vspherevms.infrastructure.cluster.x-k8s.io

KBES M admission webhook, ValidatingwebhookConfiguration X% 4 #HREIX
HamS , AtEZAILES webhook & FK :

kubectl get validatingwebhookconfiguration \

-0 jsonpath="'{range .items[*]}{range .webhooks[*]}{.name}{"\n"}{en
d}{end}' \

| grep -E 'vsphere|capv'

TSt B

validation.vspherecluster.infrastructure.cluster.x-k8s.1io

validation.vspheremachineconfigpool.infrastructure.cluster.x-k8s.1i0

validation.vspheremachinetemplate.infrastructure.cluster.x-k8s.1io

validation.kubeadmcontrolplane.capv.cluster.x-k8s.1i0

& Ja— webhook £3E#HIHIT Provider Requirements 5 fT iRk ]

KubeadmControlPlane [EZE IP rollout N, Machinebeployment HIAEREFLRMIE
slot #ERIEESK— RIF S TSR rollout 2R KA T slot =i |, MARERTEREM
E§#iFE24, vspheremachineconfigpool webhook X8<3=#, DELETE , MTMHHHERAD
B 1nuse slot (] pool ALBPTELE , MABRKHEMRENLT Terminating KEHE
IR,

MRFARE ClusterRole , BB EIREMNIR. [R_LHAPRE Z St , provider chart &
£[@ capv-manager-role 3IFTRATAR :

e £ cluster.alauda.io H5EHY clustermodules . moduleconfigs M
moduleplugins FRIANPR.

e 5\ moduleinfoes PAKIEEY moduleinfoes/status MIANSR.

e £ clusterregistry.k8s.io F platform.tkestack.io HSEEX clusters AN
R

e X¥ controlplane.cluster.x-k8s.io/kubeadmcontrolplanes $fT patch F
update MR,

e ijjla] vspheremachineconfigpools MIAXfR.
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kubeadmcontrolplanes patch AR{F provider BEFSIRE /S FH provider BIRHIFEL
1 FTIAR ) CoreDNS F1 kube-proxy skip annotation,

4% Provider

Provider 22— Aligned ¥ & , £ff global #&EEH Distribution Version F4k—RE k. I&HE
FERRTHER NG , £/ violet A#MBEMRARAH provider #X48 ; /g , CVO S7E&EE
FRFFEFR AR LR ERHE. ESHFR global £REH) Distribution Version,

FHERE S FEHi provider CRD, BLEFERAEARRRAETH , BUAERESBEITHE—EY
FoNYwtE VSphereMachineConfigPool BY{E{E A provider X5 DAULECHTZEA |, A~ Mf%
HENCENR, ARG , BHSEE XIS TR EH AURTHE -

o NEfhkIzHIFminm., WABERM spec.controlPlaneLoadBalancer FEE , XERAN
fF FISMEB LoadBalancer , 3FHASRIFAZE 1 APl server it RS F el , hASm IS ERED
Z{EANE.

e PARNMCRFE spec.configs[].persistentDisks[].volumePath F1 .diskuulD _EfIERHE
RE , PAK status.configStatuses[].reclaimStatus FRIE slot EYCIRE |, #&E
FF2| status.persistentDiskStatuses[] . IEFERHTHIENSEREEEH BANMES 5| AFF4E
EPIT , BERRTERR reclaimstatus , KERBE-PEBIEIR.

o EFAM spec FRARBAEXNSZT. WHEMAMNEICT , FHBCHEER
status.persistentDiskStatuses[] .

s IRUEALBEECRENE , A LRLMEERIT. WA NEMMSIER , FES
FERX A vCenter BIIZAT , HILEN{E vCenter FLikVIIR) , MAESTAOTHS.

o 1F%{Witha= provider B EHEIR, Cluster API X% _EWHER] rollout (&

HALSHWES |, Jit , NMEXLEMILA KubeadmControlPlane 3

MachineDeployment {FEFINEIE. FSAKNEFHREBTEEANN,

maxSurge #f

replicas

Ao B FEFHPRYEARNT , UASEBREM VM, FHRETHER T HT =m0

o FERERRASH] provider EAIFEHIE B ARBHSME LoadBalancer , BILiAX A Self-built
VIP, iR EIERPENAER : SRETRIRITIARE , RN R EBum R —A
Z1THREE EIEE spec.controlPlaneLoadBalancer £#E4E, FE[RITHIFHIm R
R,


http://localhost:4173/container_platform/zh/upgrade/pre-upgrade.html
http://localhost:4173/container_platform/zh/upgrade/global/upgrade_global_cluster.html
http://localhost:4173/container_platform/zh/upgrade/workload/alauda_os/vmware-vsphere.html#preflight-admission-rules
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e pool &{REBAIFERFE AR SIFR. spec.configs[].ephemeralbisks[] £& provider
vi.0.17 FEFDEK , BARASKEMINBHERARLT « ERERAK provider 43
HRIEHSMHENS /var/cpaas | /var/lib/containerd F1 /var/lib/etcd {ENFFA W
M. MEHIMCRAFAMBE S ENEERS A REECENTERN. B2 ESENL
.

o 1B guestinfo userdata {FIBHRERSIREH (620 pod BEEE () RABEETRE
PN ALSNA., BERHEE pod HEER.

FHEAKIE P RIRERRIALGER , A/REE—1 pool :

kubectl -n <namespace> get vspheremachineconfigpool <pool_name> \

-0 jsonpath='{range .status.persistentDiskStatuses[*]}{.hostname}{" "}
{.name}{" "}{.phase}{"\n"}{end}"'

FREIE AR SN RS S B REMEL , 3FB status.configStatuses[].reclaimStatus
E#IER. #ITET Machine SBECITH slot LRI HE VMDK , AL AEFILR ; XEM
BB , FARIEFREETA.

Standby Management Clusters
A etcd-sync ConfigMap F7£T kube-public #3&ZF[JFHS , provider &% EIRERENA
AN % FIEETE -

o MRVNABMARER global EEHMARXIR.
o 5% 30 WPk HEFHBAHMABE X,
o MRTEHENZBRENE , LEPHTANR.

BOEEAEEEN ORI RVSER. NGRS AR T TIRME—A S T8I
%, AL ERFELEERER , AL TERERRXGESET , MASHAL.
FIAmERE :

kubectl -n kube-public get configmap etcd-sync -o name 2>/dev/null || ech

o "not standby"
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—E DR ERKE kube-system ., ConfigMap {F kube-public =,

BRI E TERAS , 55 % Global Cluster Disaster Recovery,

JZBIR

I provider f5 , TEAREL -

VMware vSphere Infrastructure Preparation

1E£ VMware vSphere I &8

1€ VMware vSphere _EF%% Kubernetes

VMware vSphere Provider


http://localhost:4173/container_platform/zh/install/alauda_os/global_dr.html
http://localhost:4173/container_platform/zh/upgrade/workload/alauda_os/vmware-vsphere.html
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0 Alauda Container Platform Q =

Alauda Container Platform > &% > #f Alauda OS L4/ > VMware vSphere > Ehlhi%

VMware vSphere Eili& %

ARG R AR B , FRUREESIEE VMware vSphere WS ERATERE. ENA
Create a Cluster on VMware vSphere /B Z BT , STl E S,

Bk

E7¥
IR &M
A A E BB
SPKIRER2WE
{# /A govc A A LY vCenter {58
PN
R o= wi
TR
FERLIEX 70 5]
deviceName
vCenter iR
TTHER
B
VM 121
BEL
EHEE R SREN
vCenter MARIR SRS

vCenter iE#{5E


http://localhost:4173/container_platform/zh/
http://localhost:4173/container_platform/zh/
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VM &R Z K
RBING SRR S
SRELSH
Registry tag ¥iF
BILAITRANER B
RILAIIET OS]
PR OB IR E
E NIC 3%
F=%IF1f machine config pool
Worker machine config pool
TTHE RN
Hih R R/ MR R
PRAERSIRR
FFAME T
G B B,
FF A b A R
EHFETR (8TR 4 DHE)
Worker TR (BT 3 MHEE)
KNS
vSphere CPI %
IR B ALERIFAT NS EL
ZABURT DM Z IR,

%4 NIC ¥
28

=

HEA N RFERRERS

o {RIEFEAER-HT VMware vSphere & 3E3E .
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o {RFBIETTIATRE Z BIRUESMID IR R
o PRITRIBRARDERGIZNFATMEEK , SIINZ MRS O 24 NIC SRERSMO TAET .

TR

THEZ B , SRR LT 504

o {RATRAEA global WA kubectl HFE.
o WHEXNFIINIFMEIE cpaas-system #p&T[E)F,
o {RATRLAI[A)E #R vCenter JE8 ., WL FURIFAEFIIEAR,

M E RN EIFR

BRI AR ERS

1 ARSI MEE S,

2. BB R A G AR R B SRR AL

3. MREMEES MERF UG FEREI |, EIALERERKME.

4. INRRIBRAEIANEDNRE | B3R MR Creation-Time Topology Variants R , #EREREAR
W YAML $t,

5. MNRABEEANNEFE (6120 deviceName ) , FEM YAML jEEFRIEREELT,

SHRIRESREWE

BEBURENS AT EAEIR. UM vCenter EIMEAME |, HFAEHEEZEME =N
MRA ; B, FiniR N E DA RER RS A E T EMRE.

KR Nl WAL

BRI, ITEER. ®R
CI=EEL ) . W, BUEEME. VM
FEARF vCenter MEP+E4L

FRAIET RS vCenter , 4X/a1L vSphere
B AMARTEX R,
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KR TR WS AL
WeHEET X B AR ACP release &IV RAZH
Kubernetes, Alauda OS 45 o
&. £/ OS Support Matrix AIAZREFRRAS |
N 1% . Kube-OVN chart, o ) n
FEanffeE AT OS TR UMIAE OS 4% , R S%

operator RiE

CoreDNS, etcd, provider

i A Ax f —
chart &1 CPI iz provider release notes FIAZ {5 FIER 4B TTER

& NEIMALEE T Registry FR%S,

SRMBIREHR, Ynm.

CIDR, DNS, TR¥E, IR TRREIERTA. (NEBHR
CPU, N7, HEAENE EETTER DI,
E

I WARNING

ATFHRGSNBTEIMNEENR EBFE. BORBERGL BsERGERERE , AR
vCenter B8 Kubernetes Secret $iEsk HitE BT MK )58+,

£ F govc m[iki AT vCenter (58

R gove BETRRIFWAMIMETREHRL , FERN T ALERGS

govc
govc
govc
govc
govc

govc

find / -type d
find / -type c
find / -type p
find / -type n
find / -type s
find / -type m

AR ARET , Tk A ERMTTR -

e d
e C
e p
e n
e s

6 Sl

TR ER

D BRI

: MR E Y Fziin A4
: BURAFAE


http://localhost:4173/container_platform/zh/overview/alauda_os_support_matrix.html
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o m VM HMEAR ; ERHIASTEN REIER

{8 Thumbprint ] openssl &SR EZIEPTEL , MAEIR vCenter 4EiF,

ANvE
PAFAIETE VMware vSphere R8I IR RIT—EK,

R =

HZSECEMZE VSphereMachineConfigPool BENRIR, BIE X misaz, T MERIATIA
BE

o TRENS

o BAREHESFO

o F4 NIC EE IPELE

o FAUEEX

I WARNING

&4/~ vVSphereMachineConfigPool REEHE{ KubeadmControlPlane Z{HA
MachineDeployment 3|, RNEHEZ/NEHF AT worker 2R [B)JFEZ R —4
vSphereMachineConfigPool ., WIRFE/MBELSEEIEHMFEAE , vSphereMachine FHRE—N

JAAE PoolBoundToOtherConsumer [ MachineConfigPoolReady=False #k{4&,

T REL

T RtE{I;2 VSphereMachineConfigPool.spec.configs[] TH—Hl, BAMEALIEHEMRSTZ
— AT, B30 cp-01 3% worker-01 . f#{y hostname £IKEh Kubernetes =% FK.
kubelet JRSEF DNS SAN , LR (Sfi##TfafiE NIC #ilitzg4 ) kubelet i node-ip ; 'E
WRRB A DNS-1123 Fim4.

PR 280 /]
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AR ERE network.primary F network.additional TFEBHE NIC /3 :

e network.primary AWAEIR, PMIREE networkName , Z{EB{E kubelet i node-ip
K.
e network.additional EA[EMENSM NIC 53R , 23R EHRIRFEIHEE|E NIC Z /5.

VSphereMachineConfigPool.spec.configs[].network ] dns {EIAREFEMEMKEES
L& TR, EXZNEM VMware iES | XA R RETTIA R B E AR ERIERSHN
/etc/resolv.conf , A, , BREBERLLS BT

KubeadmControlPlane. spec.kubeadmConfigSpec.files #M

KubeadmConfigTemplate.spec.template.spec.files [EBfE AN /etc/resolv.conf ,

deviceName

deviceName f& VSphereMachineConfigPool MIEECEHITIETFER. BTG kERR(E
RENFPEEIRI NIC ZFR , Fla0 etho 3% ethi

HFEREERUTXS

e networkName f& vCenter W& akim]2H & #R.
o deviceName EXREIRIERGHNEIR NIC &K,

o WNERAEME deviceName , CAPV BHE24EHE NIC IRFNDECZL etho . ethil F0 eth2
B FR.

vCenter &Fih
vCenter ‘&R 2 vCenter [RAJEANT S |, 640 :

/Datacenterl/host/clusterl/Resources

o RIS AR

VSphereDeploymentZone.spec.placementConstraint.resourcePool £{#FFIIKIE.

TWTHER
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EEZBHR vCenter 1THERZIR, AT , & vsphereFailurebomain BRETEI4F
EEPE B AT , TE(F HHLZR,

3 EITRER T

BIRGEMEE T8 VM B vSphere 8V E ., ARETHLEANEIRHE ARV E T EIKHKIER
B L.

VM 127

VM #51R B FTFAU2 T R EEUIRIERR . RS MR/ OF , B—EReie#ET80
BB/ O, 5 E W RAERS I8 I AR B ARAR 2 FRARAT .

FELL
FELUR vCenter RS FIEPH SHA-1 541, CAPV {# AL kKEE AR vCenter R%-23.

R TSR FRATEL :

openssl s_client -connect <vsphere_server>:443 -servername <vsphere_serve

r> </dev/null 2>/dev/null | openssl x509 -noout -fingerprint -shal

IR RFM

EA T RICRATHEMBIEER,

2 ERELE WE AFER & TE
global % #f kubeconfig f% o {# ALt kubeconfig H{T
1% = kubectl get ns AZN.
WS ERNRRGLZ TR
NZS0F ShEa=! <namespace> 2 R

WA cpaas-system |
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e o A BH RuFak&E

kubectl get minfo -1
BE%3 cluster-api- cpaas.io/module-

provider-vsphere name=c luster-api-providel

vsphere JR[E|4ER.

kubectl get minfo -1
BE%3 cluster-api- cpaas.io/module-

provider-kubeadm name=cluster-api-provide
kubeadm IR[B]ZESR.

capi-controller-manager
- < ZHHBE

ClusterResourceSet=true

WY1

ClusterResourceSet=true

vCenter FIfEAR ok %14

vCenter E%5 2

S =RIvEEE OUFER T VNG|

{F A vCenter

IP Hidibas; vc.example.
FQDN,

vCenter %25 <vsphere_server>

bl

CAPV fE Atk
Arzm svc-
vCenter #1785 capv@example

BEIE,

il

vCenter FFF% <vsphere_username>

CAPV {# ALl
#H0[E vCenter
HTEHK

k.

*kkkk*k

il

vCenter 2hY <vsphere_password>

1 AT TR AA:BB:CC: ..
B openssl

EFA'S <thumbprint>

bl
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S8 G == IIFER & IE N
TR A

FEE XS AYBRIR(E FAEIAM vCenter HTTPS #0443 .

VM 5EiREK

z

e =RvESE RuFak &I

T el
TRMIETR.

bl

VM #E4R 2 R <template_name>

1 AFEE AR
Bilgn

vCenter EiF
Secret Z#R

Fm

<credentials_secret_name>
vsphere-

credentials .

FFHOME -
linkedClone .
fullClone . 2R

N
linkedClone .
linkedClone =

K VM g 2= A0H

—MRIE ; IRA

FTEIRIR , CAPV

FENREY
fullClone . {§f

F linkedClone

B, diskGiB 3

WA RO

TRIFAEAR KRN

MRBERE
diskGiB A%,

L-prizes
fullClone ,

SRR <clone_mode>

Fim

TEFHIE :

hard . soft .

il

RKAAET <power_off_mode>

<cluster_name>-

/—J—\.‘

k8

cl
Vs

cr
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e SRS B RuFak&E N

trySoft , ERIA
{84 hard .
soft #
trySoft sk
WRHPIFLE VMware
Tools / open-vm-
tools , ABUTIA
MR 5 £ guest-
soft-power-off & B
J§, trysoft 3%
[EIR%] hard .

TENEHFET R s

SSH A48 <ssh_public_key>
MIET R, AA

Fim

PRARIER B AT ESK

o ERAFARBRRIESIFRIRIER .

e A& cloud-init .

o f17& VMware Tools 8 open-vm-tools ,
e A& containerd ,

o A& kubeadm 35| FETHRIELA M.

o £ /root/images/ TEEMATHANBHRFR tar U, XEXHFSTEETT kubeadm
BIEE capv-load-local-images.sh S\ containerd , FItLTT 55| SAKET MITFE
Registry FUEU4E R .

o tar XHBEME OS HARIEHM kubeadm = FE4EE% , B3F etcd 0 kube-apiserver , 3
Bx4ess%{E FtRIE clusterconfiguration.imageRepository . Kubernetes hRAFNZH
B BIRE S RNHAYIEE%3I . R%E etcd  kube-apiserver fEhE87S Pod 1217 , B
BRHFEG. REASBALENAS] BESBETNECAEHNELE R Registry iREVER .

e /root/images/*.tar I {FWMAELE sandbox (pause) 5% , FFEEHS|IBWIRES

/etc/containerd/config.toml HELEM] sandbox_image {E (containerd vl) Bk
sandbox {E (containerd v2) 5E£ULEC, #1400 , 205K containerd ALE 4 sandbox_image
= "registry.example.com/tkestack/pause:3.10" , MFEF— tar IXHE VB E %Y
MBS A, RILECS S 3 containerd MMEFIEY sandbox itk , NIMEBEAHTIRANEK]

B, FFE air-gapped MEEF K.
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RIS RTIR S

AT BRELERHERRSMNTIREI G nR. BEAEER A TARE , FREREALI=S
Fritn. WALAER provider B Self-built VIP 4 &R |, WARTTHEIMND TGS |
FHHER ACP va.4 BESRAE ; BEEHIFEGRIEL,

e SRESY BH uFsk &I N

Bt E 5 Ee. 8
RE , FELAZA 1P Mk

—ANER TR 2%
=60 mE VIP <vip> 7z VIP , 8% Self-built VIP 10. 10
{ER/ IPv4 ik, R3Z
2 FfESE i
=W
API Sy
O e <apil_server_port> = ZANEAA 6443 6443
FAIIES B £/ TLS J?T?E‘] Layer o
4ATCP X%k,
FAMTRIF RS
ALl = -'ﬁ-l;;‘\ IP %B‘}Iﬂﬂfﬂ_:)ﬁﬁﬁﬁﬁ% 3 col
Jaim b
0 6443 L+ ; ~A@ET plane
R IP,
RAAER HTTPS
/healthz , &S
A HTTP!
REKE 2 HTTP 200 . NER%E o
ea
HEEHIT TCP 1&EES
T BFHICK R,
global HEHMENT
i R = BT BT AR Yes
<vip>:6443 ,
ARSI EY B ey
Rl R E 7z B i E R B cean

JR¥REIA .
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SRESY

<vrid>

<vip_interface>

SHELSH

e

SRAWR

Kubernetes ik
¥iN

PR A

m

T REIA
m

=RvESE

<cluster_name>

<k8s_version>

<cp_replicas>

<worker_replicas>

N ==
WN==

)

SEHE Self-
built VIP B4

==
Ll

SAHER Self-
built VIP B %

==
Ll

z

Fim

Fim

Fim

bl

IR E N
Keepalived
virtual_router_id .
1 — 255 , FEF=HSFE 51
B Layer-2 33Hh s
A VIP ENEND
&% 15 MNFRF. B0
1k provider DUERAETT
mEIPREAD ; HTFZ ensl'
NIC T m , HERK
B, HAZRTEE
L.
WUFE & TE
A manifest F{E
FRBERTEBRAFTTE
134 AFRRA , £
imagePullCredentia’

XFF Kubernetes 1.35 &
FT %7 = manifest &

imagePullCredentia’
NeverVerify W&ANZE! k

BAA 3 HEZ. pr

webhook £1BLERIA%)
KubeadmControlPlant
replicas: 1 ¥=HIF
Requirements,

BEYHIMER 1 .



Pod CIDR

Service CIDR

%1% Registry

£ Registry
bk

kube-ovn KR
¥iN

kube-ovn-

join-cidr

CoreDNS 5514
tag

etcd 551% tag

JN%& provider
Secret
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SRESY

<pod_cidr>

<service_cidr>

<image_registry>

<registry_address>

<kube_ovn_version>

<kube_ovn_join_cidr>

<dns_image_tag>

<etcd_image_tag>

<encryption_provider_secret>

Registry tag %k

N ==
A=

]

=
=

bl

bl

Fim

Fim

Fim

Fim

Fim

Fim

RuFak&E

FMeEHAMKEE,

FMEENAMKREE,

kubeadm imageRepos
it , A& URL schen

<image_registry>/tl

A b 5595 sTIR) KK
cpaas.io/registry-:

<port> ; AEFEREI
Registry , thAZIE/N

DA EF G PG EH

e EHMEMREE,

{EA B #R ACP hit A%
v<acp> [RBEFEH
b FREHFET ac
KT va.4 BIRRAF

tkestack/coredns 7]

REFREFRLZEE , F

tkestack/coredns ,
SARAS_EREUR M, A

dns.imageRepositor
Provider ‘EIRMFEL,

{# A Kubernetes Wz
Support Matrix {TH%KE

BFES % Secret i
{EH head -c 32 /de
B, NEERFERRG


http://localhost:4173/container_platform/zh/overview/alauda_os_support_matrix.html
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BN global SEEHEHUKA Registry #ililk , 3(HF & &1 A SR -

kubectl -n cpaas-system get cluster global \
-0 jsonpath="'{.metadata.annotations.cpaas\.io/registry-address}{"\n"}"

kubectl -n cpaas-system get secret public-registry-credential -o name

Secret iy S{UENE R BGFE , ALFTENEIESIE. SHEMANSER Registry ik , AR CPI
0 kubeadm manifest 1§ FfK%5E1% Registry, 2RI L AFFER E— Registry , RIXSFHANE
=1F FAAERR1E.

export CLUSTER_REGISTRY_ADDRESS="<registry_address>"
export IMAGE_REGISTRY_ADDRESS='"<image_registry>"

export KUBE_OVN_CHART_REPO="acp/chart-kube-ovn"
export COREDNS_REPO="acp/coredns"

curl -sk "https://${CLUSTER_REGISTRY_ADDRESS}/v2/${KUBE_OVN_CHART_REPO}/t
ags/list"

curl -sk "https://${IMAGE_REGISTRY_ADDRESS}/v2/${COREDNS_REPO}/tags/list"
curl -sk "https://${IMAGE_REGISTRY_ADDRESS}/v2/acp/cloud-provider-vspher
e/tags/list"

NAME_UNKNOWN NN 3RIR6 2 FRS B ARRARILEL ; VSRR _E AR SHEIE
KUBE_OVN_CHART_REPO EY COREDNS_REPO IR , AW HEHART G tag.
B chart-name 11 R T2 6) 2 BT 2% Kube-OVN,

/v2/ FEXET XL Registry HTTP API URL, 451%5|B{ER <registry>/<repository>:

<tag> , M Cluster annotation {§f <host>:<port> ,

AN R B AR BRI E

e <kube_ovn_version>
e <dns_image_tag>

e <cpi_image_tag>


http://localhost:4173/container_platform/zh/upgrade/workload/alauda_os/index.html#upgrade-kube-ovn-before-the-control-plane
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% VM template B2 etcd 3% kube-apiserver SRS , 3FE capv-load-local-
images.sh fE kubeadm Z{THI S NIXLEEEGET |, Registry Tt fiixX 4. {NEBE Static
Pod HAZ% : &4 OS template, Kubernetes ix74<. imageRepository Bz tag A4
Wi, FERUEAHEE R .

RUEASHI TR INZR A

{F VIR RE template U2 FBE— NIRRT VM, 7814 VM 1T AT 64, DABRUT
kubeadm 2 BT{E MR S AK1Z , FF)E containerd SRR FR4E& S| A -

sudo bash -euo pipefail <<'EOF'

shopt -s nullglob

image_files=(/root/images/*.tar)

if (( ${#image_files[@]} == 0 )); then
echo "ERROR: no tar files found in /root/images" >&2
exit 1

fi

systemctl restart containerd
for image_file in "${image_files[@]}"; do
ctr -n k8s.io images import "${image_file}"
done
ctr -n k8s.io images list -q | sort -u
EOF

sudo grep -nE 'A[[:space:]]*(sandbox_image|sandbox)[[:space:]]*=" \

/etc/containerd/config.toml

B — i LR SETE Kubernetes RAF manifest (BT HHITCH S| A TILR. WAE
MNIAER) kubeadm 2 EETFETE , BFEMRIE <image_registry>/tkestack .
<k8s_version> FNZA tag 4 ALEI¥ETH etcd 5 kube-apiserver 3| . B8 &H4K
sandbox 5| 5 S A pause g5 BEHTILER ; & MMATE—H.

&Y template, Kubernetes fR4A~., imageRepository . etcd tag 2% containerd sandbox & &
KETWE , BEEFPITHIUE, ZEHEREE VM ; AR HEHRER template,

fEMl% cluster annotation 3§ cpaas.io/registry-address XEA

<registry_address> ,
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RIRBARIET DS

R OM TR E

S8 =RvESE 0T FUFEk A
IABIRP O <default_datacenter> pis FRELIRIMER.

M vsphereMachineTemplate 1

VM 3 fEkixE, £

/<datacenter>/vm/<cluster_i

VM X {3k <vm_folder> 2 PAEIRE BT PALE vCenter F13R)
JBHRER. YT global DR Hp
<cluster_name> TF¥I—NF
e, PAX oy B &R,
=+ NIC %K
e =R ZS WE KruFakistEA N
C t s
vCenter &4 vCenter
" <nicil_network_name> 2 AR Bk E pg-busines
7R
LA TR,
=T
FE5E Guest
NIC £ #RES%
B, IRAE
Guest NIC %
" <nicil_device_name> & = OEMNM etho
A YAML manifest
i
deviceName
7.
=+ NIC 2k,
SES <nicil_gateway> 2 . HIBRA 10.10.10.1
BIBKE <nicl_prefix> 2 585405 IP 24

Hoht—k



ERt&GE4R - Alauda Container Platform

¥ SRS 0T uF kA N
%0
F NIC f DNS

DNS %525 1 <nicl_dns_1> = o & 10.10.0.10
AR 552% .

1=%|*F M machine config pool

e =RvESE B BuFsiin s N

EHISFET R

B machine

config pool £

PR, 1

Machine Z#& demo-
RAERIF(E A cluster-
MHERIE pool
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4. N RTTHNBREHF TRIERE.

5. &#hz1T/a , EMTE VMware vSphere EEIHT Sl TP & . MR E AN TIARTNE
C

BEARWIES%. MRBNERFTRSNEFRINIGE , B RS AFRIE—TUSREY , B
BENHEEM.

FLIRGAF
ST, RBE TR

1. Cluster Bootstrap Provider I Infrastructure Provider for Virtualization Platform & _E{£3%
#KZ| global FHH. 0L global EHASZITEWF laaS F& L, WEKENEM. &
ZRZ % Provider,

2. BB 5 VMware vSphere ERR AR
3. global EEEATPAij[A) vCenter,
4. BAMEMR, ML, BUEEMEH vCenter RIRMITAT A,

5. BT HI I AT, XTT4M3B LoadBalancer , &, i 3244, XtF Self-built
VIP , & E Self-built VIP Seik &, EHMERTTEESUEL , RIEIAAME RE :
BS R i e AE I,


http://localhost:4173/container_platform/zh/configure/nodes/alauda_os/vmware-vsphere.html
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6. T LHHERS IP HIESE B, REER , FERERE— cluster SBEMIHAM

vSphereMachineConfigPool ] slot F==BH,

7. 2J2F clusterResourceSet=true ,

8. EME L ERHE NG registry, ZUABILT , SRR global B registry ; 1R
% registry EESMIAE , NATEREBEHRE public-registry-credential Secret, #&
EUCANEF registry FIECEE 5% |, BESIEEMATRIE V& £ R5%EFE51% Registry ##
£ ; ZRTTEEBUHSE.

9. BIRIEFEH registry ] MV ST AR , FHEEATEK Kube-OVN, CoreDNS #l1 vSphere
CPI #p%5,

10. F AR AR T I ML IR AT A5 B annotation,

11. vSphereCluster.spec.identityRef 3| vCenter ik ~i#iE LT3 VMware vSphere
Provider ] Custom Fields A{RZEK

12. global HHEENEHER  MARIERR & MK, BEREHEEER.

13. EMIMETE AT RGBSR, ENFAET RIKTRIR L , BERINESHE
AT R

12 s R AR

B EREPBRETRERin IR APl server, 45 10-cluster.yaml B , ECEFER ,
RAZBTEEMR., HEELSICRIAE vSphereCluster.spec.controlPlaneLoadBalancer
4 NESATFERASHE—FERE | FERERREMASMNB LoadBalancer,

| Self-built VIP {75152 i Yei%

Self-built VIP M\ provider vi.0.17 #2384t , EE ACP v4.4 KESHRA , FECEFTF I
BRTZHReNER. IASETTEAERIIIRE ; provider ANRHIRATHERE] vi.0.17 AN
TiEBR @ VIP R7EE—MEHITE T RS SEEN |, FEE Alve #%E |, RbTiAFthEH, XL
EHAUES(F SN LoadBalancer ; ZZBA Self-built VIP , IRBIENER. ESHITL

Provider,


http://localhost:4173/container_platform/zh/configure/nodes/node_planning.html#create-infra-nodes-alauda-os
http://localhost:4173/container_platform/zh/configure/nodes/node_planning.html#create-infra-nodes-alauda-os
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spec.controlPlaneLoadBalancer imE SR

R&RETR, BCESMED Layer 4 TCP LoadBalancer , 3FE1T
3HE spec.controlPlaneEndpoint .

RE (ARHEL)

&SR, provider £8Z{EHS
type: external spec.controlPlaneEndpoint BT , BALEE

VIP 2B44.

H provider B, BEAEF— M EHTFET A LENSS
type: internal VIP , e S &R &2 Alive (keepalived 1
IPVS) , F7EEHITFET R ER:FE VIP,

SRR X=FEAETEER. ZTFBRABEA—IX ; FEH

controlPlaneLoadBalancer %Eﬁo

X : XFT4MB LoadBalancer , \§IBEEZFE , MAREA type: external . FERERE

RIR/~FEF4MEB LoadBalancer ; {UMIERIERTMASXTE , £¥inmE e AMEEIEKIR
LRI,

T type: internal , SeR&KH. FEREE, BRNRBRMBUEGSESRIER Self-built
VIP,

THEXTH

( \
Cluster
. J
s \
VSphereCluster KubeadmControlPlane MachineDeployment
vCenter + API endpoint control-plane Machines worker Machines
) / . /
s Y 4 Y
VSphereMachineTemplate VSphereMachineTemplate
control plane workers
| J (. J
Y \ . .
I N s N Runtime objects
VSphereMachineConfigPool VSphereMachineConfigPool Machine
control-plane slots worker slots » VSphereMachine
IP + persistent disks IP + persistent disks VSphereVM + VMDKs
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TZH) cluster 5|F vspherecluster PARIZHITHEEL worker #5625, XE4sHlzs5| A
vSphereMachineTemplate XJ&. ARSI FH—1" vSphereMachineConfigPool , HifGE

FE1TEA Machine |

FFR M

BB

Ui FR A
Registry

ERHRXT R

CPI 2244

T RIS

I

Worker

LU

LoadBalancer,
KA Registry.
kA&

Mg CIDR.
vCenter 514,

Ay
yﬁﬁl\\

vCenter CPI fi¢
BEE

FHL. #S
IP. R,
FFA ML

VM #E4R,
kubeadm fi,

B. Kubernetes

RS

Worker #&4xF0
5| FECE

ClusterResourceSet

A

UESMBAR R

WHA cluster #0
VSphereCluster ,

WF clusterResourceSet
TR,

K B
VSphereMachineConfigPool

X,

Rz FA
VSphereMachineTemplate

#0 KubeadmControlPlane .,

v A
KubeadmConfigTemplate

MachineDeployment ,

TaRLER

Ui F ATl
Registry A] )\
BT R M4&73
@),

PRI T
£, FHREIE
FEHEREH

condition,

workload
cluster §] API
mEfE , &
oW
vSphere CPI,

AR
Ready , 72\
FFHARI

1,

=AMEHIEE
Machine 7L
Ready,

Worker
Machine 1
Node AL A
Ready,

vsphereMachine #1 vspherevMm XTZRIZMENLZ. 5 SMEHCEM

EER

LoadB
DNS,

HAL

Clust
VSphe

Clust
#1 CP|

7B con

statt

KCP,
VSphe
VSphe

Machil
VM R
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ClusterResourceSet f& global M Cluster API &R, workload API server A8 kA
Wwiaja , B8 BHK configMap #0 secret &®IEN FAZE workload cluster,

EWTERA , B clusterResourceset BBAAL{T vSphere CPI &&,

vSphere CPI ZH4

vSphere CPI {43813 clusterResourceSet AZ{+Z! workload cluster, &% workload 37/
EHE) vSphere Rt , FEMEBIREEME IS M IFTH = provider ¥4,

Provider EIRH))5 A FE

RN X & |, B ERAEAE fEE provider BTE, T X Ler B AT UK 6 FHRHAR) & 4
BEEIRE,

o MWF KubeadmControlPlane [g , provider £X3H 31T patch., Fiil CoreDNS #1 kube-
proxy Bkid annotation £#REAR "true" , FFH
spec. kubeadmConfigSpec.clusterConfiguration.dns.imageRepository SEIFHIZHK
B,

« BETRE dns.imageTag , FHRHF dns.imageRepository FWE. 1R{EHF ACP IR
AR CoreDNS #54 : XTF ACP v4.4 RESIHRA , EREFT acp/coredns T
PRE  SYTRT va.4 BRRAS , R tkestack/coredns THIFRE. provider £1EHUARE
P -v<acp> RESRIEFRACE , AT XGRS ST
tkestack/coredns ; 7E ACP v4.4 BRESRAT , A CENEEIHARE , CoreDNS
Pod &8 7 ImagePullBackoff ,

o kube-proxy B FEARIE Kubernetes fRANIRAE : £ v1.35 REShRAH A acp/kss , f&TF
ZhRASES A tkestack . fE chart v4.4 REShRZAS , Kube-OVN chart A acp/chart-
kube-ovn , {KTFZhRASKTA acp/chart-cpaas-kube-ovn ,

o« =& Registry BIZk¥KE Cluster annotation cpaas.io/registry-address ,

o workload cluster f{] kube-system/kube-proxy DaemonSet #1 kube-system/coredns

Deployment 5% 6 FEth£3HT reconcile , {B{XFE3ZHFE rollout STALF3H1T.
KubeadmControlPlane 1XE|EFRRASXET ERBEXCEZ BIFALERELFFINE.

o XULSHETHIAHEE G R EREUESE R workload cluster i) cpaas-system/sentry

ServiceAccount,
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I WARNING

ENMIER CoreDNS F1 kube-proxy BT annotation , A EFHTN FHREXLE annotation (R 7
KubeadmControlPlane &8, 7E provider [EREIE CoreDNS Bk kube-proxy HIEIL T , BHIT K
“# kubeadm BIELTAGEIHRZE , SEESKEIVIH.

machine config pool

machine config pool 2 VSphereMachineConfigPool BFEN &R, TEE&T/ERD :

e —/™ machine config pool BF&HFET =.

« —“> machine config pool T worker Ti .

BT RIEREREETNE. BUETO. 8 IP 2ECAR AT EASEERER E X .
STTFMEECE |, XA TFER :

e networkName & vCenter W& akim2H & FR.

e deviceName & guestEIERLNK NIC £ZF#R.

WMRZET deviceName , CAPV &KX EE NAEMM guest ML TTHIE. tIRFKRE , M8
SCHEE 238 NIC IifF{ER etho . ethi F eth2 % NIC &FFR.

WFX D ATERE

o T IP MU SRTEK EEECER , #la0 10.10.10.11/24
o MXFER{NEEMK IP ML, Fl20 10.10.10.1

spec.configs ZE/DINFEIR—ANENE | FE SN EEEININFSEE network , BESH

network.primary.networkName R{EAZS.

AR UEIARMA#EESIR, persistentDisks[] R7E VM B /aRE , FHEFERT
B BLASABAMES L ; ephemeralpisks[] 8 VM —ieiiik , HFUTHEERAZ.
WSS /var/cpaas FEAARAME , B

/var/lib/kubelet . /var/lib/containerd Fl /var/lib/etcd FEEANIGATHIE., E—1
RN, MAF RSP RS 2 FRAER R ZR — & A, ephemeralDisks[] 7E
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provider vi1.0.17 HFUE , AHHIFAM{CERTE vi.0.17 RESRALEEAER. 5
B LGP A R SR R

— M RBERF — 1T TS, IS BCiEtERS |, provider &7 status.consumerRef HRIESR
FTBH KubeadmControlPlane EY MachineDeployment . 3|FBE—EHKIE A NMEHS A
X, THTEER—M , A8 MachineDeployment {FR—M.

VM #5EiR K

BT AERGE AR VM 1R R A F R RESK

1. B AERFAMRITBHRIRIERS.
2. EEE cloud-init ,

BE

A% containerd .

5. & kubeadm 5| 3T RHELA L.

6. Eff /root/images/ NEESMMLSHMNBRER tar X, XETHATE kubeadm 1517
BIE capv-load-local-images.sh S\ containerd , R B 5| SAKET M ITFE
Registry /U .

7. X4 tar EEEE OS fEMRFEME kubeadm 2% SF 4% , B3F etcd F1 kube-apiserver ;
& T clusterconfiguration.imageRepository . Kubernetes hRZASFIZA (445G AREE
A4 RSB S AT . RE eted 1 kube-apiserver fEA5#E Pod 21T , BEMNERR
5%, BRAOAHS| AR BALER |, BTN SBCAEHMECE K Registry FrEUE R .

8. /root/images/*.tar XHWRAE sandbox (pause) 4% , HES|BWS
/etc/containerd/config.toml HELEM] sandbox_image {E (containerd vl) Bk
sandbox {H (containerd v2) 5E£ULAC, %140 , 205K containerd ALE A sandbox_image

= "registry.example.com/tkestack/pause:3.10" , MFEF—/ tar ITHEVE XA
B S| A, RILECS S 3 containerd MIEFEY sandbox itk , XeiBEEAHITRANERK]
B , FFE air-gapped MEEF KM,

VMware Tools 8% open-vm-tools .

w
cl

B
c}

BN IPEE. FNBEANNEMYIAMEEIRRT cloud-init ., g IP IREBURT guest

tools,
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AU A A )

| wxsmes
W% cluster name A13H global , KBIREBL global &R, ERFEASSBLSEREN
WIRE cpaas-system F global EHMNTIERLEHRR. global- BIZREBL global HHE
DR TERFTABRRIR ; ESMIEALREME. B global- ATUSEREIR , Bk
BIRETRER R X LR IREIE BT global SEFNRIR.

RHBIRH] , CAPI cluster F0 provider &£8H&IR ( vsphereCluster ) WA A
<cluster_name> ; JE4R CAPI F0 provider &j& ( KubeadmControlPlane .
KubeadmConfigTemplate . MachineDeployment . VSphereMachineTemplate .
vSphereMachineConfigPool %) W{$F <cluster_name>- {EXNBIZR—GFIAN , ~EIFRAFEH
<cluster_name>-kcp F1 <cluster_name>-md-0 ., XEEIX , MIETFHIZSEEHITEAN |, (HX
HEATRUB G Z MK ERIT cpaas-system BERLER—dA TEANMIPR |, FHERERBKRIR
BHE—B T4

PIEAM TR R , FHRUA TR RFRE

capv-cluster/

— 00-namespace.yaml

— 10-cluster.yaml

— 15-vsphere-cpi-clusterresourceset.yaml

— 16-vspheremachineconfigpool-control-plane.yaml

F— 17-vspheremachineconfigpool-worker.yaml

— 18-failure-domains.yaml # only when failure domains are enabled
F— 20-control-plane.yaml

L— 30-workers-md-0.yaml

AT RSMRER

mkdir -p ./capv-cluster

cd ./capv-cluster


http://localhost:4173/container_platform/zh/install/alauda_os/installing.html#common-prerequisites
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BRAEDIR

1) BUFIIE

M global HEFEITIATHS , DISUERARERFA

kubectl get ns
kubectl get minfo -1 cpaas.io/module-name=cluster-api-provider-vspher
e
kubectl get minfo -1 cpaas.io/module-name=cluster-api-provider-kubead
m
kubectl -n cpaas-system get deploy capi-controller-manager -o jsonpat
h='{.spec.template.spec.containers[0].args}'
kubectl -n cpaas-system get secret public-registry-credential -o name
kubectl -n cpaas-system get cluster global \

-0 jsonpath='{.metadata.annotations.cpaas\.io/registry-address}
{"\n"}"
kubectl -n kube-public get configmap etcd-sync -o name 2>/dev/null ||

echo "not standby"

S cluster FHFREIFKKATFE Registry ik , A& CPI1 # kubeadm 5 #1§ FfK
%% Registry, IRMA G FFTEMRE— Registry , N EFAHERKE.

export CLUSTER_REGISTRY_ADDRESS="<registry_address>"
export IMAGE_REGISTRY_ADDRESS='"<image_registry>"

export KUBE_OVN_CHART_REPO="acp/chart-kube-ovn"
export COREDNS_REPO="acp/coredns"

curl -sk "https://${CLUSTER_REGISTRY_ADDRESS}/v2/${KUBE_OVN_CHART_REP

0}/tags/list"
curl -sk "https://${IMAGE_REGISTRY_ADDRESS}/v2/${COREDNS_REPO}/tags/1
ist"

curl -sk "https://${IMAGE_REGISTRY_ADDRESS}/v2/acp/cloud-provider-vsp
here/tags/1list"
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WNRIER A NAME_UNKNOWN , FRINBFEZFHRSEIFhRARNILAD ; EiRIE_ EA ST EIE
KUBE_OVN_CHART_REPO BY COREDNS_REPO , REE , A HM AR/ DIRE.

LEIHE R ERRS provider FEIETTHN AEARHER ; BREFMN , ESHIS
FFEE provider BIEHTEL ; BRIBREIZRATRE , BSRETHIFEZ A1 FH2k Kube-
OVN,

/v2/ FER{NZE Registry HTTP APl URL i—&4y. 1EMVS&RE cluster (58S | ¥
Registry [Ffi#i&% B A <registry_address> , N1y scheme E{i&12,

FARLUTF4ER -

global ZEFA[V[A],

« Alauda Container Platform Cluster Bootstrap Provider 1 Alauda Container Platform

Infrastructure Provider for Virtualization Platform ##£1547.
o ITHIZSS¥E S ClusterResourceSet=true ,
e public-registry-credential Secret {71t ; WIRESBEALITENERNSA.

e global HEHARNMMRESHER. kube-public/etcd-sync ConfigMap R~57F
£, BSRERAEEER,

o XXAFE Registry 85 FTEK Kube-OVN, CoreDNS FA vSphere CPI #r%,

o VM HEARIBE T A PATHRI ARG I , FP A S HEMMK etcd, kube-apiserver 1
sandbox 55125 . A2 Pod AREBEH A S RIFHRBEK.

PWEEZ H , BRAEPL BN ¢

vCenter iR%- 2] iA(A],

vCenter fj P& MEEHH.
AEUER.

FRAR B FRIER,

A 7E B ARSI DR ATAARAR .

R VM g fullClone , MEIRAZHIB A S KT IEEM/GHERM diskei
{E. fNR CAPV 5EAL linkedClone , AGTHEE K/INERFF BRI KN | FH2H

diskGiB ,

AR 2 %% VMware Tools Bf open-vm-tools .


http://localhost:4173/container_platform/zh/upgrade/workload/alauda_os/index.html#upgrade-kube-ovn-before-the-control-plane
http://localhost:4173/container_platform/zh/upgrade/workload/alauda_os/index.html#upgrade-kube-ovn-before-the-control-plane
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o 4MEB LoadBalancer &AL HZE G HinmH A XRKE 4 E0Ts. Fin. Z1TRIE
& AAMAFTAENESK,

o MFREET type: internal , MINIHEBE VIP Jil &4 : VIP MEX#G A ;
dvPortGroup &£ RMEEL NSX-T AT K IEFLNKRE IE VRRP F%%E ARP ; 15k
BEfBINE ip_vs ; 3FE alive HHTAIEFEZ| global HEE.

PiE 45 4 2= |8)F0 vCenter ‘EIF Secret

B AT L SRS RN L TN,

W TAERR VS EREXT R FMIAE cpaas-system @wATEF., EUATFERMGLSF ¥
F~ <namespace> H{FFE#A cpaas-system ,

00-namespace.yaml

apiVersion: vi
kind: Namespace
metadata:

name: <namespace>

v Fdn 4 =5IA)

kubectl apply -f 00-namespace.yaml

B2 vsphereCluster.spec.identityRef 3|Ff] vCenter £EiE Secret,

EFRIERME U , TIAZEAE shell RRFHHMAIXLE. shell SRR HS
(BFEERD) ICREMLICKT ; FRAMERE AN ASE TSR, SRR
A capv-cluster/ Z4h, ABRIIRIAABE.

vsphere-credentials.env

username=<vsphere_username>

password=<vsphere_password>

BITREIITA key=value . BIAEMSIS kubectl £¥43|S5FFHREREAL
H, FUEE =  STHPRE%5—1 = BTHEEFE.
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BREISCEEAR , MBI Secret , X faifsscs -

chmod 600 ../vsphere-credentials.env

VSPHERE_SECRET_NAME="<credentials_secret_name>"
VSPHERE_NAMESPACE="<namespace>"

kubectl create secret generic "${VSPHERE_SECRET_NAME}" \
--namespace "${VSPHERE_NAMESPACE}" \

--from-env-file=../vsphere-credentials.env

rm -f ../vsphere-credentials.env

l B kubectl apply 422 EIF Secret

% gl apply 2% EH N FARER (BFE vCenter B85) TFAE7E Secret HEH

kubectl.kubernetes.io/last-applied-configuration ‘E\Eﬁ@‘:f:'o kubectl create A2
BSAMNZEIER., TOERLL stringbata IOE base64 data FERXB N , 1HRE—F ;
base64 E4mbS , TR, AELEH CPI EuktiE FAERFLN,

3) €17 Cluster F VSphereCluster X%

BlEEEMERER  HP A SEHMKRE. 16 FHis oM vCenter EERE. ¥
cpaas.io/registry-address REAKAFE Registry , F&I A
<registry_address> ({¥FE <host>:<port> ) .

LTI EASMB LoadBalancer , X@ATNMELRLE. XTEEZE VIP, E’ £ 10-
cluster.yaml FEFHBEZE VIP ] spec.controlPlaneLoadBalancer HZFNZE!
vSphereCluster X%,

10-cluster.yaml
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apiVersion: cluster.x-k8s.io/vlbetal
kind: Cluster
metadata:
name: <cluster_name>
namespace: <namespace>
labels:
cluster.x-k8s.io/cluster-name: <cluster_name>
cluster-type: VSphere
addons.cluster.x-k8s.io/vsphere-cpi: "enabled"
# Optional. Bind this cluster to a dedicated image registry inste
ad of the

# registry of the "global’ cluster. Read only at cluster creatio

# cpaas.io/registry-reference: <registry_credential_name>
annotations:
capi.cpaas.io/resource-group-version: infrastructure.cluster.x-k8
s.io/vlbetal
capi.cpaas.io/resource-kind: VSphereCluster
cpaas.io/sentry-deploy-type: Baremetal
cpaas.io/alb-address-type: ClusterAddress
cpaas.io/network-type: kube-ovn
cpaas.io/kube-ovn-version: <kube_ovn_version>
cpaas.io/kube-ovn-join-cidr: <kube_ovn_join_cidr>
cpaas.io/registry-address: <registry_address>
spec:
clusterNetwork:
pods:
cidrBlocks:
- <pod_cidr>
services:
cidrBlocks:
- <service_cidr>
controlPlaneRef:
apiVersion: controlplane.cluster.x-k8s.io/vlbetal
kind: KubeadmControlPlane
name: <cluster_name>-kcp
infrastructureRef:
apiVersion: infrastructure.cluster.x-k8s.io/vlbetal
kind: VSphereCluster
name: <cluster_name>
apiVersion: infrastructure.cluster.x-k8s.io/vlbetal
kind: VSphereCluster
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metadata:
name: <cluster_name>
namespace: <namespace>
spec:
controlPlaneEndpoint:
host: "<vip>"
port: <api_server_port>
identityRef:
kind: Secret
name: <credentials_secret_name>
server: '"<vsphere_server>"

thumbprint: "<thumbprint>"

v FR/E#R :

kubectl apply -f 10-cluster.yaml

4 43 vSphere CPI 32 {1 5% iR

B3 clusterResourceset , DABEMVS-EERE API BRS-25ARAIRSG |, WHEHBTNE
W vSphere CPI ECE 075

l INFO

IEEMET RS , vSphereCluster.spec. failureDomainSelector HEAEE , B CPI
vsphere.conf ANEE [Labels] 3., REEANESEF FERNEEXMM , Bk
BRE S AL M IIED OIS, £ vsphere.conf HERAN [Labels] , {BiXESZILEL
B vsphereFailurebomain X{&% , 5% CPlI B ATELEM zone F1 region r%,

l INFO

vSphere CPI ] TLS 421364 insecure-flag . J&4F <cluster_name>-vsphere-cpi-
config B [Global] EBH{REE insecure-flag = "1" , BMEFE vCenter iF B HE X%
IEBBOFEEFT RAMEEXERN , CPI EEER, X TRREBS insecure-flag
vCenter %8 , CPI & £ FE.
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l WARNING

CPI ) configMap . Secret F1 ClusterResourceSet &IFEWMMYS cluster ®EAMAT
BRl—@Z AP, AErEERREGZZTEA cpaas-system , ClusterResourceset HEE

ILACE Sdn 4 T RFHISER | BHARERHAbG & TR SR IR R L.

l INFO

Cluster JEfRFH] kube-ovn ECEMRFAEHIRMEM. AXMASERITEME®EL.

l TIP

HWiEsEK B data FEPHET YAML, NERNEAMIEISSE © kubectl apply --

dry-run=client -f 15-vsphere-cpi-clusterresourceset.yaml .,

IS FERAP A ConfigMap 1 ClusterResourceSet , BEA4FHEY ClusterResourceSet

45| BB CPI 4EIE Secret——iZ% Secret 14 vCenter 8 |, ¥1£ F— By,

15-vsphere-cpi-clusterresourceset.yaml
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apiVersion: vi
kind: ConfigMap
metadata:
name: <cluster_name>-vsphere-cpi-config
namespace: <namespace>
data:
data: |
apiVersion: vi
kind: ConfigMap
metadata:
name: cloud-config

namespace: kube-system

data:

vsphere.conf: |
[Global]
secret-name = "vsphere-cloud-secret"
secret-namespace = "kube-system"
service-account = "cloud-controller-manager"
port = "443"
insecure-flag = "1"
datacenters = "<cpi_datacenters>"

[VirtualCenter "<vsphere_server>"]
apiVersion: vi
kind: ConfigMap
metadata:
name: <cluster_name>-vsphere-cpi-manifests
namespace: <namespace>
data:
data: |
apiVersion: vi
kind: ServiceAccount
metadata:
name: cloud-controller-manager
namespace: kube-system
automountServiceAccountToken: false
apiVersion: rbac.authorization.k8s.io/v1l
kind: ClusterRole
metadata:
name: system:cloud-controller-manager

rules:
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- apiGroups: [""]
resources: ["events"]
verbs: ["create", "patch", "update"]
- apiGroups: [""]
resources: ["nodes"]
verbs: ["*"]
- apiGroups: [""]
resources: ["nodes/status"]
verbs: ["patch"]
- apiGroups: [""]
resources: ["services"]
verbs: ["list", "patch", "update", "watch"]
- apiGroups: [""]
resources: ["services/status"]
verbs: ["patch"]
- apiGroups: [""]
resources: ["serviceaccounts"]
verbs: ["create", "get", "list", "watch", "update"]
- apiGroups: [""]
resources: ["persistentvolumes"]
verbs: ["get", "list", "update", "watch"]
- apiGroups: [""]
resources: ["endpoints"]
verbs: ["create", "get", "list", "watch", "update"]
- apiGroups: [""]
resources: ["secrets"]
verbs: ["get", "list", "watch"]
- apiGroups: ["coordination.k8s.io"]
resources: ["leases"]
verbs: ["get", "list", "watch", "create", "update"]
apiVersion: rbac.authorization.k8s.io/v1
kind: RoleBinding
metadata:
name: servicecatalog.k8s.io:apiserver-authentication-reader
namespace: kube-system
roleRef:
apiGroup: rbac.authorization.k8s.1io
kind: Role
name: extension-apiserver-authentication-reader
subjects:
- apiGroup: ""
kind: ServiceAccount

name: cloud-controller-manager
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namespace: kube-system
- apiGroup: ""
kind: User
name: cloud-controller-manager
apiVersion: rbac.authorization.k8s.io/v1
kind: ClusterRoleBinding
metadata:
name: system:cloud-controller-manager
roleRef:
apiGroup: rbac.authorization.k8s.1io
kind: ClusterRole
name: system:cloud-controller-manager
subjects:
- kind: ServiceAccount
name: cloud-controller-manager
namespace: kube-system
- kind: User
name: cloud-controller-manager
apiVersion: apps/vi
kind: DaemonSet
metadata:
annotations:
scheduler.alpha.kubernetes.io/critical-pod: ""
labels:
component: cloud-controller-manager
tier: control-plane
k8s-app: vsphere-cloud-controller-manager
name: vsphere-cloud-controller-manager
namespace: kube-system
spec:
selector:
matchLabels:
k8s-app: vsphere-cloud-controller-manager
updateStrategy:
type: RollingUpdate
template:
metadata:
labels:
component: cloud-controller-manager
k8s-app: vsphere-cloud-controller-manager
spec:
securityContext:
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runAsUser: 1001
automountServiceAccountToken: true

# Optional: required when the CPI image is stored in a priv

ate
# registry that needs authentication. The platform automati
cally
# syncs a dockerconfigjson secret named "global-registry-au
th"
# into every namespace of the workload cluster when the
# "global’ cluster secret "public-registry-credential"
# (data.content) is configured. If your environment does no
t
# use a private registry, remove the imagePullSecrets bloc
k.
imagePullSecrets:
- name: global-registry-auth
serviceAccountName: cloud-controller-manager
hostNetwork: true
tolerations:
- operator: Exists
- key: node.cloudprovider.kubernetes.io/uninitialized
value: "true"
effect: NoSchedule
- key: node-role.kubernetes.io/master
effect: NoSchedule
- key: node.kubernetes.io/not-ready
effect: NoSchedule
operator: Exists
containers:
- name: vsphere-cloud-controller-manager
image: <image_registry>/acp/cloud-provider-vsphere:<cpi_i
mage_tag>
args
- --v=2

- --cloud-provider=vsphere
- --cloud-config=/etc/cloud/vsphere.conf
volumeMounts:
- mountPath: /etc/cloud

name: vsphere-config-volume

readonly: true
resources:

requests:

Ccpu: 200m

volumes:
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- name: vsphere-config-volume
configMap:
name: cloud-config
apivVersion: vi
kind: Service
metadata:
labels:
component: cloud-controller-manager
name: vsphere-cloud-controller-manager
namespace: kube-system
spec:
type: NodePort
ports:
- port: 43001
protocol: TCP
targetPort: 43001
selector:
component: cloud-controller-manager
apiVersion: addons.cluster.x-k8s.io/vlbetal
kind: ClusterResourceSet
metadata:
name: <cluster_name>-vsphere-cpi
namespace: <namespace>
spec:
strategy: Reconcile
clusterSelector:
matchLabels:
addons.cluster.x-k8s.io/vsphere-cpi: "enabled"
resources:
- name: <cluster_name>-vsphere-cpi-config
kind: ConfigMap
- name: <cluster_name>-vsphere-cpi-secret
kind: Secret
- name: <cluster_name>-vsphere-cpi-manifests

kind: ConfigMap

B2 CPI 4EiE Secret, B3 7T vSphere CPI 7EMV & & 8 _FiANK) vsphere-cloud-
secret , AHERBEFESE vCenter 28, HBTATATHEAAKIERR |, E{EAYwiEzsdm
55 , FEHRGFE capv-cluster/ Z4h, lEIERIAKIE



BB - Alauda Container Platform

vsphere-cpi-secret-payload. txt

apiVersion: vi
kind: Secret
metadata:
name: vsphere-cloud-secret
namespace: kube-system
type: Opaque
stringData:
<vsphere_server>.username: <vsphere_username>

<vsphere_server>.password: <vsphere_password>

BRAISTHAUR , MITtEAE Secret , SREMIIG S

chmod 600 ../vsphere-cpi-secret-payload.txt

CLUSTER_NAME="<cluster_name>"

kubectl create secret generic "${CLUSTER_NAME}-vsphere-cpi-secret" \
--namespace "${VSPHERE_NAMESPACE}" \
--type=addons.cluster.x-k8s.io/resource-set \
--from-file=data=../vsphere-cpi-secret-payload.txt

rm -f ../vsphere-cpi-secret-payload.txt

BAMERE <cluster_name> WEATHME . € vCenter FIUERNERE

VSPHERE_NAMESPACE ; ANSRIEH shell H324E | EEHRE . Secret RIE—HENWIIA
data , &M --from-file=data= 4EAK.

RENAIEE

kubectl apply -f 15-vsphere-cpi-clusterresourceset.yaml

4% machine config pool

B335 %)5FE machine config pool,
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INFO

BN EHEAEBE network.primary (MWAE) # network.additional (FJ8EFIER) TFE

BREL NIC #5/&. F NIC 8] networkName AWAZETR , provider £4B#E hostname FfiRATH

M3 NIC Hudit , #SH Kubernetes T4 #R. kubelet JRSEF DNS SAN PAK kubelet
node-ip . hostname REBWH DNS-1123 F154Z .

INFO

deviceName AA[IEHI, FMRAFERFBIFETE guest NIC &R , ENEAT et H Mk
deviceName {T. provider £#Rf& NIC lIFFH B etho . ethi % NIC &#K,

WARNING

vsphereMachineConfigPool H] dns HKESRBEFHFENKXEET , (BEZZIHK
VMware §BEH , B 10 RETTIARI M E T guest IRERLM /etc/resolv.conf . AL,
PATF =6 EE AN worker 3| 758t A®IT kubeadm files BHXEAN

/etc/resolv.conf ,

e N W

provider &BIEL TS :

o spec.configs Z/DEEEA—AMER , BEAMECESERT network , Hep

network.primary.networkName AT,

FNHEFIRRN sizecis ANF 1,

MR EETIHFAEM unitNumber |, HEWINT o F 15 Z[E), BLEREE
7, ARZ{ERBL% SCSI 15425,

FE—HERIN , persistentDisks F1 ephemeralbisks FPERESE & FRANFESIEIZ MMM
HE—,

EHAR E—H R TRFEERIE— cluster HKFTEHMIMZIE , FHLFE P it
DO AME—
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& BCAERLBR

FE{IE) status.configStatuses[].state —BZAFRX Inuse Bk Released , #MABEFSMR
ZkEA, EHHE network.primary.ip BY .ipve . M persistentDisks[] "FBIRHE
&, WABEERIF AR sizeciB EX mountPath |,

BAEREA Inuse X Released HIEMARAIMEE : provider FURRHEAEKEIEFEETT
TR, FAIMEZT RNMAER ; MR REET R BIRZ AITUEB RS, BES
—> Machine &AL 2 BIALXNAAE AL T B R .

ELESE— Machine N ECHERIZ BTALKI AL A AL, BT BMEITHER , ESHEHE
VMware vSphere T &,

16-vspheremachineconfigpool-control-plane.yaml


http://localhost:4173/container_platform/zh/configure/nodes/alauda_os/vmware-vsphere.html
http://localhost:4173/container_platform/zh/configure/nodes/alauda_os/vmware-vsphere.html
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apiVersion: infrastructure.cluster.x-k8s.io/vlbetal
kind: VSphereMachineConfigPool
metadata:
name: <cluster_name>-cp-pool
namespace: <namespace>
spec:

clusterRef:
apiVersion: cluster.x-k8s.io/vlbetal
kind: Cluster
name: <cluster_name>

datacenter: "<default_datacenter>"

releaseDelayHours: <release_delay_hours>

configs:

- hostname: "<cp_node_name_1>"
datacenter: "<master_Q1_datacenter>"
network:

primary:
networkName: '"<nicl_network_name>"
deviceName: "<nicl_device_name>"
ip: "<master_01_nicl_ip>/<nicl_prefix>"
gateway: "<nicl_gateway>"
dns:
"<nicl_dns_1>"
persistentDisks:
- name: var-cpaas
sizeGiB: <cp_var_cpaas_size_gib>
mountPath: /var/cpaas
fsFormat: ext4
ephemeralDisks:
- name: var-lib-kubelet
sizeGiB: <cp_var_1lib_kubelet_size_gib>
mountPath: /var/1lib/kubelet
fsFormat: ext4
- name: var-lib-containerd
sizeGiB: <cp_var_lib_containerd_size_gib>
mountPath: /var/1lib/containerd
fsFormat: ext4
- name: var-lib-etcd
sizeGiB: <cp_var_lib_etcd_size_gib>
mountPath: /var/lib/etcd
fsFormat: ext4

- hostname: "<cp_node_name_2>"

datacenter: "<master_02_datacenter>"
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network:

primary:
networkName: "<nicl_network_name>"
deviceName: "<nicl_device_name>"
ip: "<master_02_nicl_ip>/<nicl_prefix>"
gateway: '"<nicl_gateway>"
dns:

- "<nicil_dns_1>"

persistentDisks:

name: var-cpaas
sizeGiB: <cp_var_cpaas_size_gib>
mountPath: /var/cpaas

fsFormat: ext4

ephemeralDisks:

name: var-1lib-kubelet

sizeGiB: <cp_var_1lib_kubelet_size_gib>
mountPath: /var/1lib/kubelet

fsFormat: ext4

name: var-lib-containerd

sizeGiB: <cp_var_1lib_containerd_size_gib>
mountPath: /var/lib/containerd
fsFormat: ext4

name: var-1lib-etcd

sizeGiB: <cp_var_1lib_etcd_size_gib>
mountPath: /var/lib/etcd

fsFormat: ext4

hostname: "<cp_node_name_3>"

datacenter: "<master_03_datacenter>"

network:

primary:
networkName: '"<nicl_network_name>"
deviceName: '"<nicl_device_name>"
ip: "<master_03_nicl_ip>/<nicl_prefix>"
gateway: '<nicl_gateway>"
dns:

"<nicl_dns_1>"

persistentDisks:

name: var-cpaas
sizeGiB: <cp_var_cpaas_size_gib>
mountPath: /var/cpaas

fsFormat: ext4

ephemeralDisks:

name: var-lib-kubelet

sizeGiB: <cp_var_1lib_kubelet_size_gib>
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mountPath: /var/1lib/kubelet
fsFormat: ext4
- name: var-lib-containerd
sizeGiB: <cp_var_1lib_containerd_size_gib>
mountPath: /var/lib/containerd
fsFormat: ext4
- name: var-lib-etcd
sizeGiB: <cp_var_lib_etcd_size_gib>
mountPath: /var/lib/etcd

fsFormat: ext4

£ worker machine config pool,

17-vspheremachineconfigpool-worker.yaml
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apiVersion: infrastructure.cluster.x-k8s.io/vlbetal
kind: VSphereMachineConfigPool
metadata:
name: <cluster_name>-worker-pool
namespace: <namespace>
spec:

clusterRef:
apiVersion: cluster.x-k8s.io/vlbetal
kind: Cluster
name: <cluster_name>

datacenter: "<default_datacenter>"

releaseDelayHours: <release_delay_hours>

configs:

- hostname: "<worker_node_name_1>"
datacenter: "<worker_@1_datacenter>"
network:

primary:
networkName: '"<nicl_network_name>"
deviceName: "<nicl_device_name>"
ip: "<worker_01_nicl_ip>/<nicl_prefix>"
gateway: "<nicl_gateway>"
dns:
"<nicl_dns_1>"
persistentDisks:
- name: var-cpaas
sizeGiB: <worker_var_cpaas_size_gib>
mountPath: /var/cpaas
fsFormat: ext4
ephemeralDisks:
- name: var-lib-kubelet
sizeGiB: <worker_var_1lib_kubelet_size_gib>
mountPath: /var/1lib/kubelet
fsFormat: ext4
- name: var-lib-containerd
sizeGiB: <worker_var_1lib_containerd_size_gib>
mountPath: /var/1lib/containerd

fsFormat: ext4

N RmANE
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kubectl apply -f 16-vspheremachineconfigpool-control-plane.yaml

kubectl apply -f 17-vspheremachineconfigpool-worker.yaml

B Machines ZHJ , \BWAEMMEBEFERE -

kubectl -n <namespace> get vspheremachineconfigpool
kubectl -n <namespace> get vspheremachineconfigpool <cluster_name>-cp
-pool \

-0 jsonpath='{range .status.conditions[*]}{.type}={.status} ({.reas

on}){"\n"}{end}"

kubectl -n <namespace> get vspheremachineconfigpool <cluster_name>-cp
-pool -o yaml

kubectl -n <namespace> get vspheremachineconfigpool <cluster_name>-wo

rker-pool -o yaml

PR S TOTAL . AVAILABLE F1 ALLOCATED 3|, 4HJHLA status.total .
status.available #1 status.allocated . €I Machines ZHj , TREA{E X
ClusterRefReady=True . VCenterAvailable=True ., MembersValid=True .

MembersUnique=True F1 Ready=True ,

SlotAvailable HEABETE Ready HHEP., BMEMPHTAERELED A , 2B
&% Ready=True #0 SlotAvailable=False ; £ maxSurge: 0 EREHFEF , XFf

HERIEEN , HAFE,

Pt B A S B RS HAUE SRR, VM e |, HAEI SN Inuse AA
Released ; 5| FE—IA MK Machine A] IRV E A& & H VMDK,
releaseDelayHours fZEHIERRFFARERNKEIWITA ; ERAESERER.

EIAE L FRIED Machine BEHRMHEMEX AR, TR
vSphereMachineConfigPool.metadata.name <AIEEFE I KAERFD VMDK |, FEt,
REFFEMEFDETRESE NS AZETRUE. EREXRIOMIEFHELERHBEZ
B , ERFERIRNIEH VMDK i provider EIRMIMIER. BXIFHEE |, ES R
AW A B, KPR ES{ESA status.persistentDiskStatuses[].phase , H{H

AFE Creating . Attached . Available . Reclaiming . Reclaimed

Error , status.configStatuses[].reclaimStatus FHPLK
spec.configs[].persistentDisks[].volumePath F1 .diskuuId FEREHHA. #&k
48, FTRIFER.
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6 N F AT Ze IR fE a5
FHE AR DR N BRI BED R,

WMRBRATHEES , EETREZ MR OB, , SR EEIEEHTm 2 b A=
EWXI%

kubectl apply -f 18-failure-domains.yaml

kubectl get vspherefailuredomain, vspheredeploymentzone

i ASERES| FHEA™ vsphereFailurebomain Fl1 VSphereDeploymentZone #BFELE.
MEXIMATAZE , BNME. NTRANEA—HECER TER :

e 18-failure-domains.yaml APf¥] vSphereFailureDomain ¥
VSphereDeploymentZone X%
e 10-cluster.yaml [ vSphereCluster.spec.failureDomainSelector

e CPI 15-vsphere-cpi-clusterresourceset.yaml H9f{] [Labels] #t

KIS EEES |, W% failurebomainSelector BY CPl [Labels] REMNEIEAES
B,

7 BRI E XS R

32 vsphereMachineTemplate #1 KubeadmControlPlane X¥&. MDA STEEFEARF
B (LR B R B B A AP E .

l Kubernetes 1.35 kubelet ¥ &

FEIEHISEEmAN worker JEBEBE T imagePullCredentialsVerificationPolicy , &R

Kubernetes 1.34 58 BhRAS,

XFF Kubernetes 1.35 SRE SIRAS , ENV FAE—IERZAT , WA TFEARME] 20-

control-plane.yaml F1 30-workers-md-0.yaml P[] KubeletConfiguration JSON :

"imagePullCredentialsVerificationPolicy": "NeverVerify",
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cloneMode F1 diskGiB FEAEARFHPSIRE , FA CAPV EN#ESZXMANFE. Xr
+ RELKIRERIEAN fullclone B, diskGiB ALIaRLeHIE. AR
cloneMode ] linkedclone Bi#iREABTARIE , CAPV ¥ TGt ERIE , REHIE
RAMRIFHIREARAE ., RAFERAREE , CAPV ¥ ERE| fullclone , FHKK
A diskGiB ,

| R SR AN RS T
vSphereMachineTemplate.spec.template.spec.diskGiB {NiRE VM REHLIZKA/N , T
AETRLEFBHERNESE.
YR EENFI/E VSphereMachineConfigPool. spec.configs[].persistentDisks[]
1 .ephemeraldisks[] TAH, REMBUBMMA/NMIT] diskeis & ; AR , VM T4E
LRI E RN ARG AR SRR SBEra 285,
XF fullclone , diskGiB MMAKTEHFT OS HFHBERFHRARLGHE KN, T
linkedClone , REHEBRIFIEAR K/ , FH28E diskGiB ,

20-control-plane.yaml
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apiVersion: infrastructure.cluster.x-k8s.io/vlbetal
kind: VSphereMachineTemplate
metadata:
name: <cluster_name>-control-plane
namespace: <namespace>
spec:
template:
spec:
server: '"<vsphere_server>"
template: "<template_name>"
cloneMode: <clone_mode>
folder: "<vm_folder>"
datastore: '"<cp_system_datastore>"
diskGiB: <cp_system_disk_gib>
memoryMiB: <cp_memory_mib>
numCPUs: <cp_num_cpus>
0s: Linux
powerOffMode: <power_off_mode>
network:
devices:
- networkName: "<nicl_network_name>"
machineConfigPoolRef:
apiVersion: infrastructure.cluster.x-k8s.io/vlbetal
kind: VSphereMachineConfigPool
name: <cluster_name>-cp-pool
namespace: <namespace>
apiVersion: controlplane.cluster.x-k8s.io/vlbetal
kind: KubeadmControlPlane
metadata:
name: <cluster_name>-kcp
namespace: <namespace>
spec:
rolloutStrategy:
type: RollingUpdate
rollingUpdate:
maxSurge: 0
version: "<k8s_version>"
replicas: <cp_replicas>
machineTemplate:
nodeDrainTimeout: 1m
nodeDeletionTimeout: 5m
metadata:
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labels:
node-role.kubernetes.io/control-plane: ""
infrastructureRef:
apiVersion: infrastructure.cluster.x-k8s.io/vlbetal
kind: VSphereMachineTemplate
name: <cluster_name>-control-plane
kubeadmConfigSpec:
users:
- name: boot
sudo: ALL=(ALL) NOPASSWD:ALL
sshAuthorizedKeys:
"<ssh_public_key>"
files:
- path: /etc/resolv.conf
owner: "root:root"
append: false
permissions: "0644"
content: |
nameserver <nicl_dns_1>
- path: /etc/kubernetes/admission/psa-config.yaml
owner: "root:root"
permissions: "0644"
content: |
apiVersion: apiserver.config.k8s.io/v1l
kind: AdmissionConfiguration
plugins:
- name: PodSecurity
configuration:
apiVersion: pod-security.admission.config.k8s.io/v1
kind: PodSecurityConfiguration
defaults:
enforce: "privileged"
enforce-version: "latest"
audit: "baseline"
audit-version: "latest"
warn: "baseline"
warn-version: "latest"
exemptions:
usernames: []
runtimeClasses: []
namespaces:
- kube-system
- <namespace>

- path: /etc/kubernetes/patches/kubeletconfiguration@+strategic.j
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son
owner: "root:root"
permissions: "0644"
content: |
{
"apiVersion": "kubelet.config.k8s.io/vlbetal",
"kind": "KubeletConfiguration",
"protectKernelDefaults": true,
"streamingConnectionIdleTimeout": "5m",
"tlsCertFile": "/etc/kubernetes/pki/kubelet.crt",
"tlsPrivateKeyFile": "/etc/kubernetes/pki/kubelet.key"
X
# Generate the encryption key with: head -c 32 /dev/urandom | bas
e64

- path: /etc/kubernetes/encryption-provider.conf
owner: "root:root"
append: false
permissions: "0644"
content: |
apiVersion: apiserver.config.k8s.io/v1l
kind: EncryptionConfiguration
resources:
- resources:
- secrets
providers:
- aescbc:
keys:
- name: keyl
secret: <encryption_provider_secret>
- path: /etc/kubernetes/audit/policy.yaml
owner: "root:root"
append: false
permissions: "0644"
content: |
apiVersion: audit.k8s.io/vi1
kind: Policy
omitStages:
"RequestReceived"
rules:
- level: None
users:
- system:kube-controller-manager
- system:kube-scheduler

- system:serviceaccount:kube-system:endpoint-controller



iews"]
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verbs: ["get", "update"]
namespaces: ["kube-system"]
resources:
- group: ""
resources: ["endpoints"]
level: None
nonResourceURLs:
- /healthz*
- /version
- /swagger”*
level: None
resources:
- group: ""
resources: ["events"]
level: None
resources:
- group: "devops.alauda.io"
level: None
verbs: ["get", "list", "watch"]
level: None
resources:
- group: "coordination.k8s.io"
resources: ["leases"]
level: None
resources:
- group: "authorization.k8s.io"

resources: ["subjectaccessreviews",

- group: "authentication.k8s.io"
resources: ["tokenreviews"]
level: None
resources:
- group: "app.alauda.io"
resources: ["imagewhitelists"]
- group: "k8s.io"
resources: ['"namespaceoverviews"]
level: Metadata
resources:

- group: ""

resources: ["secrets", "configmaps"]

level: Metadata

resources:

"selfsubjectaccessrev

- group: "operator.connectors.alauda.io"

resources: ["installmanifests"]
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- group: "operators.katanomi.dev"
resources: ["katanomis"]

level: RequestResponse

resources:

- group: ""

- group: "aiops.alauda.io"

- group: "apps"

- group: "app.k8s.io"

- group: "authentication.istio.io"

- group: "auth.alauda.io"

- group: "autoscaling"

- group: "asm.alauda.io"

- group: "clusterregistry.k8s.1io0"

- group: "crd.alauda.io"

- group: "infrastructure.alauda.io"

- group: "monitoring.coreos.com"

- group: "operators.coreos.com"

- group: "networking.istio.io"

- group: "extensions.istio.io"

- group: "install.istio.io"

- group: "security.istio.io"

- group: "telemetry.istio.io"

- group: "opentelemetry.io"

- group: "networking.k8s.io"

- group: "portal.alauda.io"

- group: "rbac.authorization.k8s.io"

- group: "storage.k8s.io"

- group: "tke.cloud.tencent.com"

- group: "devopsx.alauda.io"

- group: "core.katanomi.dev"

- group: "deliveries.katanomi.dev"

- group: "integrations.katanomi.dev"

- group: "artifacts.katanomi.dev"

- group: "builds.katanomi.dev"

- group: "versioning.katanomi.dev"

- group: "sources.katanomi.dev"

- group: "tekton.dev"

- group: "operator.tekton.dev"

- group: "eventing.knative.dev"

- group: "flows.knative.dev"

- group: "messaging.knative.dev"

- group: "operator.knative.dev"

- group: "sources.knative.dev"

- aroup: "operator.devops.alauda.io"
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- group: "flagger.app"
- group: "jaegertracing.io"
- group: "velero.io"
resources: ["deletebackuprequests"]
- group: "connectors.alauda.io"
- group: "operator.connectors.alauda.io"
resources: ["connectorscores", '"connectorsgits", '"connect
orsocis"]
- level: Metadata
- path: /usr/local/bin/capv-load-local-images.sh
owner: "root:root"
permissions: "0©755"
content: |
#!/bin/bash
set -euo pipefail
until mountpoint -q /var/lib/containerd; do
echo "waiting for /var/1lib/containerd mount"
sleep 1
done
systemctl restart containerd
until systemctl is-active --quiet containerd; do
echo "waiting for containerd"
sleep 1
done
if [ ! -d "/root/images" ]; then
echo "ERROR: /root/images directory not found" >&2
exit 1
fi
image_count=0
for image_file in /root/images/*.tar; do
if [ -f "$image_file" ]; then
echo "importing image: $image_file"
ctr -n k8s.io images import "$image_file"
image_count=$((image_count + 1))
fi
done
if [ "$image_count" -eq O ]; then
echo "ERROR: no tar files found in /root/images" >&2
exit 1
fi
echo "imported $image_count images"
preKubeadmCommands:
- hostnamectl set-hostname "{{ ds.meta_data.hostname }}"

- echn "+:+1 invA-Tnralhnaet invA-Tnnnhark TnecalhnetR Tneral
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(R PR v~ CvvmLiivo e v v B N S A Ctvvwm Liivo vw v o

host6.localdomain6" >/etc/hosts
- echo "127.0.0.1 {{ ds.meta_data.hostname }} {{ local_hostname
}} localhost localhost.localdomain localhost4 localhost4.localdomain
4" >>/etc/hosts
- while ! ip route | grep -q "default via"; do sleep 1; done; ech
o "NetworkManager started"
- /usr/local/bin/capv-load-local-images.sh
postKubeadmCommands:
- chmod 600 /var/1lib/kubelet/config.yaml
clusterConfiguration:
imageRepository: <image_registry>/tkestack
dns:
imageTag: <dns_image_tag>
etcd:
local:
imageTag: <etcd_image_tag>
apiServer:
extraArgs:
admission-control-config-file: /etc/kubernetes/admission/ps
a-config.yaml
audit-log-format: json
audit-log-maxage: "30"
audit-log-maxbackup: "10"
audit-log-maxsize: "200"
audit-log-mode: batch
audit-log-path: /etc/kubernetes/audit/audit.log
audit-policy-file: /etc/kubernetes/audit/policy.yaml
encryption-provider-config: /etc/kubernetes/encryption-prov
ider.conf
kubelet-certificate-authority: /etc/kubernetes/pki/ca.crt
profiling: "false"
tls-cipher-suites: TLS_ECDHE_ECDSA WITH_AES_128_GCM_SHA256,
TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256, TLS_ECDHE_ECDSA_WITH_CHACHA20_P
OLY1305, TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384, TLS_ECDHE_RSA_WITH_CHAC
HA20_POLY1305, TLS_ECDHE_ECDSA_WITH_AES_256_GCM_SHA384
tls-min-version: VersionTLS12
extravVolumes:
- hostPath: /etc/kubernetes
mountPath: /etc/kubernetes
name: vol-dir-0
pathType: Directory
controllerManager:

extraArgs:



BEE£3E - Alauda Container Platform
ULIIU-AUUl €55 .
cloud-provider: external
flex-volume-plugin-dir: "/opt/libexec/kubernetes/kubelet-pl
ugins/volume/exec/"
profiling: "false"
tls-min-version: VersionTLS12
scheduler:
extraArgs:
bind-address: "::"
profiling: "false"
tls-min-version: VersionTLS12
initConfiguration:
nodeRegistration:
criSocket: /var/run/containerd/containerd.sock
ignorePreflightErrors:
- ImagePull
kubeletExtraArgs:
cloud-provider: external
node-labels: kube-ovn/role=master
volume-plugin-dir: "/opt/libexec/kubernetes/kubelet-plugin
s/volume/exec/"
name: '{{ local_hostname }}'
patches:
directory: /etc/kubernetes/patches
joinConfiguration:
nodeRegistration:
criSocket: /var/run/containerd/containerd.sock
ignorePreflightErrors:
- ImagePull
kubeletExtraArgs:
cloud-provider: external
node-labels: kube-ovn/role=master
volume-plugin-dir: "/opt/libexec/kubernetes/kubelet-plugin
s/volume/exec/"
name: '{{ local_hostname }}'
patches:

directory: /etc/kubernetes/patches

rolloutStrategy.rollingUpdate.maxSurge: 0 PR 3 EEEEE%EQ replicas ﬂﬁ?F

FENAREFE ., BEAEHiAEARIZE T machineConfigPoolRef F{] KubeadmControlPlane
FERNACEXFIM. 1557 Provider Requirements,

VAR
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kubectl apply -f 20-control-plane.yaml

8 P13 worker X%

B172 worker machine ##}x. bootstrap #4x#1 MachineDeployment ,

He worker kubelet patch £ {XU& BT Kubernetes 1.35 IFEL, AR ATIERRANA
Kubernetes 1.35 Bk E S hRAS , EIRIBIEHITFELRFT AR |, FEHAAE K 20-control-

plane.yaml /0 imagePullCredentialsVerificationPolicy: NeverVerify ,

30-workers-md-0.yaml
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apiVersion: infrastructure.cluster.x-k8s.io/vlbetal
kind: VSphereMachineTemplate
metadata:
name: <cluster_name>-worker
namespace: <namespace>
spec:
template:
spec:
server: '"<vsphere_server>"
template: "<template_name>"
cloneMode: <clone_mode>
folder: "<vm_folder>"
datastore: '"<worker_system_datastore>"
diskGiB: <worker_system_disk_gib>
memoryMiB: <worker_memory_mib>
numCPUs: <worker_num_cpus>
0s: Linux
powerOffMode: <power_off_mode>
network:
devices:
- networkName: "<nicl_network_name>"
machineConfigPoolRef:
apiVersion: infrastructure.cluster.x-k8s.io/vlbetal
kind: VSphereMachineConfigPool
name: <cluster_name>-worker-pool
namespace: <namespace>
apiVersion: bootstrap.cluster.x-k8s.io/vilbetal
kind: KubeadmConfigTemplate
metadata:
name: <cluster_name>-worker-bootstrap
namespace: <namespace>
spec:
template:
spec:
files:
- path: /etc/resolv.conf
owner: "root:root"
append: false
permissions: "0644"
content: |
nameserver <nicl_dns_1>
- path: /etc/kubernetes/patches/kubeletconfiguration@+strategi
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c.json
owner: "root:root"

permissions: "0©644"

content: |
{
"apiVersion": "kubelet.config.k8s.io/vlbetal",
"kind": "KubeletConfiguration",

"protectKernelDefaults": true,
"staticPodPath": null,
"streamingConnectionIdleTimeout": "5m",
"t1lsCertFile": "/etc/kubernetes/pki/kubelet.crt",
"tlsPrivateKeyFile": "/etc/kubernetes/pki/kubelet.key"
}
- path: /usr/local/bin/capv-load-local-images.sh
owner: "root:root"
permissions: "@755"
content: |
#!/bin/bash
set -euo pipefail
until mountpoint -q /var/lib/containerd; do
echo "waiting for /var/lib/containerd mount"
sleep 1
done
systemctl restart containerd
until systemctl is-active --quiet containerd; do
echo "waiting for containerd"
sleep 1
done
if [ ' -d "/root/images" ]; then
echo "ERROR: /root/images directory not found" >&2
exit 1
fi
image_count=0
for image_file in /root/images/*.tar; do
if [ -f "$image_file" ]; then
echo "importing image: $image_file"
ctr -n k8s.io0 images import "$image_file"
image_count=$((image_count + 1))
fi
done
if [ "$image_count" -eq 0 ]; then
echo "ERROR: no tar files found in /root/images" >&2
exit 1
fi
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echo "imported $image_count images"
joinConfiguration:
nodeRegistration:
criSocket: /var/run/containerd/containerd.sock
ignorePreflightErrors:
- ImagePull
kubeletExtraArgs:
cloud-provider: external
volume-plugin-dir: "/opt/libexec/kubernetes/kubelet-plugi
ns/volume/exec/"
name: '{{ local_hostname }}'
patches:
directory: /etc/kubernetes/patches
preKubeadmCommands:
- hostnamectl set-hostname "{{ ds.meta_data.hostname }}"
- echo "::1 ipv6-localhost ipv6-loopback localhost6 loc
alhost6.localdomainé" >/etc/hosts
- echo "127.0.0.1 {{ ds.meta_data.hostname }} {{ local_hostna
me }} localhost localhost.localdomain localhost4 localhost4.localdoma
in4" >>/etc/hosts
- while ! ip route | grep -q "default via"; do sleep 1; done; e
cho "NetworkManager started"
- /usr/local/bin/capv-load-local-images.sh
postKubeadmCommands:
- chmod 600 /var/1lib/kubelet/config.yaml
users:
- name: boot
sudo: ALL=(ALL) NOPASSWD:ALL
sshAuthorizedKeys:
"<ssh_public_key>"
apiVersion: cluster.x-k8s.io/vlbetal
kind: MachineDeployment
metadata:
name: <cluster_name>-md-0
namespace: <namespace>
spec:
clusterName: <cluster_name>
replicas: <worker_replicas>
strategy:
type: RollingUpdate
rollingUpdate:
maxSurge: 0

maxUnavailable: 1



SF&ET machineConfigPoolRef [{] MachineDeployment

strategy.rollingUpdate.maxSurge:

B—PEIMENAL

1 o
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selector:
matchLabels:
nodepool: md-0
template:
metadata:
labels:
cluster.x-k8s.io/cluster-name:
nodepool: md-0
spec:
clusterName: <cluster_name>
version: "<k8s_version>"
bootstrap:
configRef:
apiVersion:

kind: KubeadmConfigTemplate
name:
infrastructureRef:
apiVersion:
kind: VSphereMachineTemplate

name: <cluster_name>-worker

T SERE B LB AL |

v 7B

kubectl apply -f 30-workers-md-0.yaml

EELTERT  EEERLT worker $FEFR -
o F worker JERENARLIRE failureDomain

Iy,

WRT

E=Eif worker MachineDeployment

<cluster_name>

bootstrap.cluster.x-k8s.io/vlbetal

<cluster_name>-worker-bootstrap

infrastructure.cluster.x-k8s.io0/vlbetal

, FFETE

0 ., EEIA 1 B maxSurge |, BENEHE
R 4=, ~BFI{ER maxunavailable:

, RAESTERBEE R AN BIET
BATIERF ]

vSphereDeploymentZzone 1, EIRIRZ MNEIE OANRUEIT A A AR RN

failurebDomain ,

o HULINIEL(H) KubeadmConfigTemplate WSINERSIMAIZITHIEGERG OSBRSS ER

hd, XEGLSEERBVEERLRIIT. RABELAMRFHRFEEKPHE

S0, AHIE].

XLdn
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o FFEEFMAA

NAMARRR , FHUREREF LT, RN TGRS EETE

kubectl -n <namespace> get cluster, kubeadmcontrolplane, machinedeploym

ent,machine -w

Z1F KubeadmControlPlane IRETNHEIERHLERIAS , FFE A Machine X5 Hft
A Running BYEE , SAFEELREIONIE,

Cvalls
AT &4 RSB TR,

1. %% global SEEFH CPIAfTEIR :

kubectl -n <namespace> get clusterresourceset

kubectl -n <namespace> get clusterresourcesetbinding

2. SV E-&E B kubeconfig :

kubectl -n <namespace> get secret <cluster_name>-kubeconfig -o jsonpath
='{.data.value}' | base64 -d > /tmp/<cluster_name>.kubeconfig

3. K& vSphere CPI daemonset 2 82 fEMV S E R4 -

kubectl --kubeconfig=/tmp/<cluster_name>.kubeconfig -n kube-system get

daemonset

4. 8FE global HFHITH :

kubectl -n <namespace> get cluster,vspherecluster, kubeadmcontrolplane, m

achinedeployment, machine, vspheremachine, vspherevm

5. WEWHFERHTR
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kubectl --kubeconfig=/tmp/<cluster_name>.kubeconfig get nodes -o wide

6. KEM I RKMAECO T IS S MR RS

kubectl -n <namespace> get vspheremachineconfigpool
kubectl -n <namespace> get vspheremachineconfigpool <cluster_name>-cp-p
ool \

-0 jsonpath='{range .status.persistentDiskStatuses[*]}{.hostname}{"
" .name}{" "}{.phase}{" unit="3}{.unitNumber}{"\n"}{end}'
kubectl -n <namespace> get vspheremachineconfigpool <cluster_name>-cp-p
ool \

-0 jsonpath='{range .status.ephemeralDiskStatuses[*]}{.hostname}{" "}
{.name}{" unit="3}{.unitNumber}{"\n"}{end}"

ARLUTFEER -

vsphere-cloud-controller-manager HINFEMVKEE,

P46 E A worker T SIS IR,

o MRERAKH Ready ,

o FAMIGRE Ready=True , BHHE ALLOCATED IHET MiZthHECHIZEITH Machine ¥x
=

o NN RS MFABEIONE phase: Attached |

o B ECFEN B MG ERE /RFE status.ephemeralDiskStatuses[] F , FHELH
BITS, IS ENE ; ei14kE VM —i A,

WS HER

Y TERARIES , ESRERAA TGRS
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kubectl -n <namespace> describe cluster <cluster_name>

kubectl -n <namespace> describe vspherecluster <cluster_name>

kubectl -n <namespace> describe kubeadmcontrolplane <cluster_name>-kcp
kubectl -n <namespace> describe machinedeployment <cluster_name>-md-0
kubectl -n <namespace> get cluster,vspherecluster, kubeadmcontrolplane, mac
hinedeployment, machine, vspheremachine, vspherevm

kubectl -n cpaas-system logs deploy/capi-controller-manager

REPITUTRE :

R CPI &FERAAT , H®IUE ClusterResourceSet=true . ClusterResourceSet #l

ClusterResourceSetBinding ,

WMERTFLE ClusterResourceSet , {HERGIE clusterResourceSetBinding , i5HEIEH
ZEAXFTS|I A configMap # secret WIFEABFTEABIERANR.

MRALEMLEIEG |, FRIETRERNERIMESHFE , MR TFaEH SRR ST
fi& .

MR DGR E T cpaas.io/registry-address jEfig , \ERUEEERRE AT
scheme 8% /v2/ BIIKA <registry_address> . JREWIEAFEIRMASTIFHREIE | UER
2K global EEFFM registry B , BUF public-registry-credential ; U&EHFHEH
registry B} , UFFA cpaas.io/registry-reference ¥§E&FREK Secret,

AR Machine K4 Provisioning , i{H#&& VSphereMachine =4tXT
MachineConfigPoolReady MI&KH——E < BMERNACE BRMEPE IR+ OAILAL
MW, RETEBEBREMYE : Membersvalid | MembersUnique .

PersistentDisksReady . ClusterRefReady F1 vcenterAvailable .

R Machine 182 ToiR5eRY bootstrap , iE#Z& vspherevM F1 vsphereMachine _Ef{)
BootstrapReady £%ff. JRK BootstrapSecretGetFailed 37N bootstrap Secret fikZcak
JoiEiEEY ; BootstrapSecretContentInvalid FR/NiX Secret fFE{BTLiA(EH. T

vCenter Z ] , {8 E 1% Machine f Kubeadmconfig & F bootstrap #iE Secret,

R RAE vCenter P KRG —ERIFRA , XEFHAITA. Vspherevm SIEEIR
BENFHESITFE InitialPoweroncompleted=True , FEIKIEALTER ; NG , BEX
PIFRIRA VM SN E ERITHHIMRIE | REBIXB3IH. Poweredon=False %f%
#&ZE] vspherevM.Ready , $K/5{£3%ZE| vsphereMachine.Ready , FINIREG KL EIEM
(. 7E vCenter 1 E3h% VM BI AR ; TLHRMAT rollout, rollout B HKEMR VM KR E X
B , R ER B ZZ0.



BB - Alauda Container Platform

WK vsphereMachine FEIREFAREEMIBEN FiElR Ready , EEE : Y/ain
vspherevM . H provideridD SKHEMLE(SEATTHN , Ready £#IER , FEIAET
MUMZEHHMNRIEARE , R EA B E 287 , B EER vspherevm 54,

INRTTRIXBE reconcile BHEAMIZBEN , FREEHEMEDTAICER I &A%
B, BElE AEEER,

IR VM IEEZE IP B, JEWAE VMware Tools, 5275 IP & &

VSphereVM.status.addresses ,

IRV FEEEH Node SFRINAAIKA spec.providerId , iFFRIE CPI S RIR , A7
KEEBGFEEEM vCenter guest hostname, YE—%3EF.LFH KB VM HRESHT A
HM[EIH guest hostname B , cloud-provider-vsphere TRJBEMIREIT mEZHETL , ZEFIH
VM , 7 VM IP 5 kubelet 77 & IP RNILACTRLEH T . B4/ E leader vsphere-cloud-
controller-manager Hi&k. T SystemuuID . 3KfF VM UUID , PAK vCenter guest
hostname/IP {&. EEHFIFESR hostname X|H VM W5 , ERWVFERK] vsphere-
cloud-controller-manager Pod , A/ RKINTFETRF -

kubectl --kubeconfig=/tmp/<cluster_name>.kubeconfig -n kube-system dele
te pod \

-1 k8s-app=vsphere-cloud-controller-manager

20°R datastore ZEFER , iH5ESH BT A HRTFAEMIEEL LK)
VSphereMachineConfigPool X% , I HLHFSEAN
vSphereMachineTemplate.spec.template.spec.machineConfigPoolRef.name H{TLL
B, REHhAFRIBA M SRR VMDK ; Jt , EEHE L BFMS AN, R
J5#8E status.configStatuses[] "] state F lastReleasedTime , AKX
status.persistentDiskStatuses[] M) phase . lastError . retryAfter F
taskref , [FBHEFEX Events 1 vCenter IR, insufficient disk available
AffA datastore REHE , BEASABEUERAEIK A K. 15 Ak provider-managed [E]4%
FEE , AEFMIER VMDK ZidgkRi finalizer,
AEM status.persistentDiskStatuses[] Ff& phase: Reclaimed £&H. XEB—
NEERBH tombstone : fFi5 VMDK BEEAREFLE , MZICR A LS HIZ R IR RER
spec volumePath EEFTAMLEIEFD, BERESAERF. Bk, EFEMHOMEIL , (£
finalizer 7K ITITiXIFIR.
ANRAEIR REGhEE K/ N SGIEREARLLED , BB RRRNRESER. % VM 412K
linkedClone Bt , REFHIE SRFFEREI AN , FH2BE diskeiB ., RHF fullclone {F
Fl diskGiB ; FEXFMELLT , diskGiB ARG/ NFAEARHEE A/,
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o MNREHIFEIERAEE , EWIE TCP 6443 ¥Ef:, FrAIEHIFmEGH. HTTPS
/healthz #55R. DNS MHEH SAN , AR M global EEEFAFESIFE T mmMIRIAME,

o AR5 vCenter f{] TLS &KW , %L thumbprint, vCenter itk , AR AIFREREST
PR,

BRIEHIZEEN , FEE AN

e deploy/capi-controller-manager #E£ global ZEEH] cpaas-system namespace #
BT,

o RE(FANVE 4R kubeconfig #67& capi-controller-manager HiE.

o MRFEITHIZAIRERMEEM , IFKETF A network-controller HEFF4A cluster-

lifecycle-controller HE.,

Admission 5

apply Bk edit AJRERTEQIBHAIXN R AIHIELE. KIBLEIHET M FE S FRITILEL.

RLEHERE FR#MER

maxSurge must be O when the

infrastructure template £ KubeadmControlPlane _E¥ maxSurge XEAEI
references a 0 ., NMEBEZEEWEFEA Cluster API BUAE 1 .

machineConfigPoolRef

¥ KubeadmControlPlane.spec.replicas ®EA 3
EKRE. EE IProllout £ maxSurge: 0 , MM
Cluster API {X 1455 F E A =M EE £ RIARE X
1.

must have at least 3 replicas

unit number 7 is reserved for

VEE o F 15 Z[BEMREM unitNumber .

the SCSI controller

hostname X ¥ IP 5, namespace F4BEZI[E—
Cluster BB — AN HKHERDFZE,

also used by pool
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RLEHEBS FRMMEE

B} Inuse B Released . JHEAIEHBIALENN
B—F P IPv6 , SRIFAREMM sizeGin B

allocated slot

B, FSH Eﬁ@ﬂﬁﬂﬁﬁ%ﬂ

MWAHRE 1nuse MERL. FEBIERS AXLRERK

cannot delete pool while i
Machine,

AN ESIZs S| AR—N . AEA
KubeadmControlPlane F MachineDeployment 43

B,

is already referenced by B

is bound to

cannot change clusterRef while Ot ESBEEIEHEY . BRI , MARENSE
consumerRef 1is set NS

VSphereMachineTemplate

BEMEH T RIEIER , MARWEINAER. E5H
KAEHH) worker 11 RECE .

spec.template.spec field is

immutable

is immutable once - R
spec.controlPlaneLoadBalancer REEEA—IX. 5
controlPlaneLoadBalancer is
%] controlPlaneLoadBalancer =FEX.
set

BIFEE BN RIRE spec.controlPlaneLoadBalancer
XELFRNERASMED LoadBalancer, iR 7ERIZERNEE |
ZaTUEBIEG,

cannot be set after the

cluster is created

BIERFATMER
SRS N~ NIIBR DA — A NIC TFA, UNUATRHEE Selfbuilt #HIFH VIP, Hish

NIC, ZAEHEFO, HEEEESMEER T | BRI SR ATERAU TR, SRNH—
MK, HEAGL N AR TBNERES.

{& A Self-built VIP


http://localhost:4173/container_platform/zh/configure/nodes/alauda_os/vmware-vsphere.html#roll-out-updated-worker-node-configuration
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WEPFHEH vsphereCluster.spec.controlPlaneLoadBalancer.type: internal TMAE4SH
BB LoadBalancer €28 , WE{ERAK, Screissl FHug aEXNPEER ; EFHAEET
EEH.

Self-built VIP gJ32 &4
EWFE type: internal RITEARATATEIRIE.

o EERRAAN ACP va.4 TESIRA, Joie provider RALNM , BREHKIF B BRAEAZF
Self-built VIP,

o VIP JM0CK IPv4, Upik#d B, FASEEFET A IP L FE— Layer-2 [ #&gH. &
% 1Pv6 MW B M.

o VIP RNEERIERE vSphereMachineConfigPool XY5:AR PSRRIt
( network.primary.ip BY network.additional[].ip ) , HABE{ITF{E(AHMIR IPAM
MITEA. provider SKERERSIL , (BITIZEZEIMD IPAM it , FILASHKIMERZIPER,
o vrid FEix Layer-2 i JalE—.,
o MR IAAVFESIFET RZBEK VRRP (IP#1Y 112 | 24k 224.0.0.18 ) MRk
ARP, A dvPortGroup &£ 5RE& AR A NSX-T 2 Az MIEMNIARFE X LR E.
o VM HEARMRATE Linux IPVS F2REE ( ip_vs HBRARFIAME) , FARWF Alive RE

net.ipv4.conf.all.arp_accept=1 Fl net.ipv4.vs.conntrack=1 ,

alive RBHAEMFWINFIE , FFHAERES] global £Ef.

provider A5 R+ Alive, 'E47E global & FAIE— ModuleInfo , FEBEIEMHIEZ
MV%: cpaas-system/alive AppRelease , igfE global HFf_ERAZEMYE :

kubectl get clustermodule global -o jsonpath='{.spec.version}{"\n"}'

kubectl get moduleplugin alive -0 jsonpath='{.status.targetClusterVersion

sH"\n"}'

kubectl get moduleplugin alive -o jsonpath='{.status.latestVersion}
{"\n"}'

kubectl get moduleconfig alive-<alive_version> -0 jsonpath='{.status.read
yForDeploy}{"\n"}'

provider IRRAFNRF-i#4T <alive_version> : ANRERE , N&e{FE A provider deployment
M --plugin-alive-version B={E , SA/5{FH ModulePlugin/alive £H

status.targetClusterVersions[<ClusterModule spec.version>].version , B/5A{#F
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status.latestVersion . RS E—&HSFTENRIRASILEACH targetClusterVersions
%8 ; Y map FIEBARARKZBE , A{EH latestversion ,

WHEHBESK ClusterModule FEEFFGIEBIAGTE , FHAEMKIIFEE global &K
IRAVEAAIIE. XA BRIFERA]BARIEE , FHEERIE : £FAI8E , /A kubectl get
clustermodule <cluster_name> IZENHBESMA , I ZRRAMBITEIN alive RAEER
PAT readyForDeploy #&E. HEEHITFHTAS SRPITHIRE , RAZ ETEER
type: internal , Bl global EHAGSE , FECANTKBOMALGFRAEN alive i
HREFE.

B Ja— %4 WISt ST EATIERE IARAFTED true . BNRERD ModulePlugin/alive , B
BR/DILECH) Moduleconfig , BREIRE false , MICiEFEMIAIEHLE Self-built VIP, FH
F%MNEF LoadBalancer BiE &8 , 7{R3¥F spec.controlPlaneLoadBalancer AN{FEfE. BELA
Alauda AR FFRESF & R A UL A4,

controlPlaneLoadBalancer ?Eﬁ

e KA i

internal 2% Alive
FEE VIP,

external £pkid
Alive , FEKRTFEECE
Layer 4 TCP
LoadBalancer, {E194
/NE' ; HAth provider {&
AAREMPFEAR.

string
.spec.controlPlaneLoadBalancer.type ( internal /

external )

s R, T

J internal , B[ Self-
built VIP , AR
IPv4, Xt

external , iZHbith
RIS Rt

.spec.controlPlaneLoadBalancer.host string

EHFmRE. BE A
6443 |,

.spec.controlPlanelLoadBalancer.port int (1-65535)

.spec.controlPlanelLoadBalancer.vrid int Keepalived

virtual_router_id |,
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e KA 1D

WBElAK 1 - 255 L, B
EFHFE Layer-2 35
R tE—

o L VIP D,
string (&% 15 T .
.spec.controlPlaneLoadBalancer.interface pusyes BB z=m[1L provider UUHL
|~ 1 e s
AETRE IPREO.

I controlPlaneLoadBalancer R g5 \—%

provider {R{EBIEE &£ B¥B4%% spec.controlPlaneLoadBalancer , ZJ§, type . host .

port . vrid M interface EBSHIALE , AFRITEBHR , BENKAREAFRNERHNITE
BRm, BEMRREERZEN.

XAFERNER. £ NIC TR L, REARNBRKRE interface SR B G O

ZRTTERIEFMHITER. kS, host F port WIRIIARS spec.controlPlaneEndpoint

FERIAHIIE ; REZAILECHECE.

vrid I provider {) admission webhook 3&FIH 1T , TTAZH CRD schema s&H|H{T. &/~
g dry run REBXRETIRS 25 , RHEEASIBIRUCALN | ALK schema #N ; 5{E
kubectl apply --dry-run=server FERBIEMNRHMEIN TEERELEGEE.

£ 10-cluster.yaml =3 Self-built VIP

StF type: internal , FRUTFARBBLIRMEIGIZE cluster FI vSphereCluster XTZHRAHK]
vSphereCluster X%, EZJERAPRHMMANTRITAL,

spec:
controlPlaneLoadBalancer:
type: internal
host: "<vip>"
port: <api_server_port>
vrid: <vrid>

interface: "<vip_interface>"
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provider dS ARUMANV FEREHK kube-system/kube-proxy BLE , IXE ipvs.strictARP:
true F¥ <vip>/32 RMNE| ipvs.excludeCIDRs , #R/FIRBNEEHT kube-proxy
DaemonSet, NEFERIXLAA ; provider KBV FAXLAE , FHFERIRNEN

DaemonSet,
IUE Self-built VIP

kubectl -n <namespace> get vspherecluster <cluster_name> \

-0 jsonpath='{range .status.conditions[*]}{.type}={.status} ({.reason})
{"\n"}{end}'
kubectl --kubeconfig=/tmp/<cluster_name>.kubeconfig -n kube-system get po
ds -1 app=alive -0 wide
kubectl --kubeconfig=/tmp/<cluster_name>.kubeconfig -n cpaas-system get a
pprelease alive

kubectl --kubeconfig=/tmp/<cluster_name>.kubeconfig get --raw='/version'

TMHI4EEF| selfBuiltLoadBalancerReady=True . BMEHIFEET m_E—1 Alive pod , A
@it VIP pZhiR[E] API Mgk, , BITFHE2AF TLS Bk,

Alive pod 1IZ{T#E kube-system & , IA&Z cpaas-system A ; cpaas-system {R{FF¥E
#R1E provider [ ModuleInfo (B[] alive AppRelease ,

SelfBuiltLoadBalancerReady & N4Ei&. AppRelease # pod , Ft Y4 HAN T
False BY , EKER namespace,

l INFO

SelfBuiltLoadBalancerReady {2?&%%\HF’%§E§ , IN&BHLIE VSphereCluster.status.ready ,

REAE R A RERECHE , ™ VIP MERAT. FEREREE

SelfBuiltLoadBalancerReady ., SelfBuiltLoadBalancerReconciling .

SelfBuiltLoadBalancerNotReady # InvalidSelfBuiltLoadBalancerConfiguration ,

1E VIP (1K #4E 0T |, provider M&HEIR provider ‘BIEH)E £ FE A TRV 585 CoreDNS F1
kube-proxy & FEWMA.

RINZE S NIC

YT RBRAMNIEE, FHEIURS RN |, EY R T RIRT IR
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16-vspheremachineconfigpool-control-plane.yaml

17-vspheremachineconfigpool-worker.yaml

20-control-plane.yaml

30-workers-md-0.yaml

B ERSAT{EH 18-failure-domains.yaml

TN AHEAEBFE network.primary F1 network.additional TFFEBRE NIC /&, & NIC
FFIRAE kubelet node-ip , FBYEAT mEZEFH ; FS NIC IRFIE KIFEFHE)FE NIC
ZJa.

BB A NIC iR{A0% machine config pool F G MEHISFE T RABAL

network:

primary:
networkName: "<nicl_ network_name>"
deviceName: "<nicl_device_name>"
ip: "<master_01_nicl_ip>/<nicl_prefix>"
gateway: '"<nicl_gateway>"
dns:
- "<nicl_dns_1>"

additional:

- networkName: "<nic2_network_name>"
deviceName: "<nic2_device_name>"
ip: "<master_01_nic2_ip>/<nic2_prefix>"
gateway: '"<nic2_gateway>"
dns:

- "<nic2_dns_1>"

XF worker 7 st N AR EAE, -
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network:

primary:
networkName: "<nicl_network_name>"
deviceName: '"<nicl_device_name>"
ip: "<worker_01_nicl_ip>/<nicl_prefix>"
gateway: '"<nicl_gateway>"
dns:
- "<nicl_dns_1>"

additional:

- networkName: "<nic2_network_name>"
deviceName: '"<nic2_device_name>"
ip: "<worker_01_nic2_ip>/<nic2_prefix>"
gateway: '"<nic2_gateway>"
dns:

- "<nic2_dns_1>"

B A NIC R INZEI machine template :

network:
devices:
- networkName: "<nicl_network_name>"

- networkName: "<nic2_network_name>"

WMRAMEZA NIC J57T7 = fF IR0 DNS fRFEBALEDTH , WEEH 20-control-plane.yaml
F1 30-workers-md-0.yaml ] /etc/resolv.conf X{F2<H. machine config pool %

W) dns BEALBREBREK /etc/resolv.conf 3| SXHEHKE.

MBS T HEEE, , W EH vSphereFailureDomain.spec.topology.networks HKIRNZE %]
=

topology:
networks:
- <nicl_network_name>

- <nic2_network_name>

ENEZA NIC (ER |, BRI E/FRANFRAT ST &%

e <master_01_nic2_ip>
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<master_02_nic2_ip>

e <master_03_nic2_ip>

<worker_01_nic2_ip>

EEY B worker #B{EH <worker_02_nic2_ip>

MNTEITHRER , EERT RNENEREF=TMRE L. FSREETHHRTNEY,

2R DA
4 LGSR vCenter BB DT UERMET AN | FEAS MRRORKILS.

AR RRUGEA -

—ANEFADIENZ A vSphereFailureDomain Xf£.

& VSpherebDeploymentZone 5|f—“ VSphereFailureDomain ,

$4%ISEE{ER  vsphereCluster. spec. failureDomainSelector .

W worker PR A4S E SN E XIEET , worker MachineDeployment {gFH

spec.template.spec.failurebDomain ,

AFE—DEIEP OHES AT E L

e <compute_cluster_1>

e <default_datastore_1>
e <resource_pool_path_1>
e <fd_name_1>

e <dz_name_1>

B ZABIEF OEF LT AR

<dc_name_2>
e <fd_name_2>
e <dz_name_2>
e <compute_cluster_2>

o <default_datastore_2>


http://localhost:4173/container_platform/zh/configure/nodes/alauda_os/vmware-vsphere.html#runtime-topology-changes
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e <resource_pool_path_2>
MRAMBB=AEHEFL , EHRESEAERRNS AR

e <dc_name_3>

e <fd_name_3>

e <dz_name_3>

e <compute_cluster_3>

e <default_datastore_3>
e <resource_pool_path_3>

f£ 18-failure-domains.yaml SREFEMERSTSR, BRAKESE , E—MUEHOLES

VSphereFailureDomain F0 VSphereDeploymentZone
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apiVersion: infrastructure.cluster.x-k8s.io/vlbetal
kind: VSphereFailureDomain
metadata:
name: <fd_name_1>
spec:
region:
name: region-a
type: Datacenter
tagCategory: k8s-region
autoConfigure: true
zone:
name: zone-1
type: ComputeCluster
tagCategory: k8s-zone
autoConfigure: true
topology:
datacenter: <default_datacenter>
computeCluster: <compute_cluster_1>
datastore: <default_datastore_1>
networks:
- <nicl_network_name>
apiVersion: infrastructure.cluster.x-k8s.io/vlbetal
kind: VSphereDeploymentZone
metadata:
name: <dz_name_1>
spec:
server: <vsphere_server>
failureDomain: <fd_name_1>
controlPlane: true
placementConstraint:
resourcePool: <resource_pool_path_1>
apiVersion: infrastructure.cluster.x-k8s.io/vlbetal
kind: VSphereFailureDomain
metadata:
name: <fd_name_2>
spec:
region:
name: region-a
type: Datacenter
tagCategory: k8s-region
autoConfigure: true
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zone:
name: zone-2
type: ComputeCluster
tagCategory: k8s-zone
autoConfigure: true
topology:
datacenter: <dc_name_2>
computeCluster: <compute_cluster_2>
datastore: <default_datastore_2>
networks:
- <nicl_network_name>
apiVersion: infrastructure.cluster.x-k8s.io/vlbetal
kind: VSphereDeploymentZone
metadata:
name: <dz_name_2>
spec:
server: <vsphere_server>
failureDomain: <fd_name_2>
controlPlane: true
placementConstraint:

resourcePool: <resource_pool_path_2>

¥ failurebomainSelector #RANZ] 10-cluster.yaml ] vSphereCluster spec, PAS
PR ] ARt sk A ) T T 4%

apiVersion: infrastructure.cluster.x-k8s.io/vlbetal
kind: VSphereCluster
metadata:
name: <cluster_name>
namespace: <namespace>
spec:
controlPlaneEndpoint:
host: "<vip>"
port: <api_server_port>
identityRef:
kind: Secret
name: <credentials_secret_name>
server: "<vsphere_server>"
thumbprint: "<thumbprint>"

failureDomainSelector: {}
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=EIER {3 ADLECATARA controlPlane: true M VSphereDeploymentZone ., {FHIL
BCAREEG 1261 M PR 1 21 5B 43 X3

FIE [Labels] 3R¥ANZEI CPI configMap , BAM&E vSphere CPI MV B A FRILELKX
IWMAHIPAREE . 820WNS vSphereFailureDomain.spec.zone.tagCategory
VSphereFailureDomain.spec.region.tagCategory T {fFMK tagcategory {EULEZ. FEH

15-vsphere-cpi-clusterresourceset.yaml K] vsphere.conf ¥ :

vsphere.conf: |

[Global]

secret-name = "vsphere-cloud-secret"
secret-namespace = "kube-system"
service-account = "cloud-controller-manager"
port = "443"

insecure-flag = "1"

datacenters = '"<cpi_datacenters>"

[Labels]

zone = "k8s-zone"

region = "k8s-region"

[VirtualCenter "<vsphere_server>"]

WoREET 2 failurebomainSelector #0 CPI @) [Labels] ¥R, REMEP—NLS{FER
RFA—EBRRE - D RERESTEBTHKORTHITARE |, S& 126 FmITi AL 502E B #R.

24 worker MachineDeployment WASAEIEE|—AMERE BHRET |, R E worker EREXIE, ¥

failureDomain &fNE!] 30-workers-md-0.yaml (K] spec.template.spec
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apiVersion: cluster.x-k8s.io/vlbetal
kind: MachineDeployment
metadata:
name: <cluster_name>-md-0
namespace: <namespace>
spec:
clusterName: <cluster_name>
replicas: <worker_replicas>
template:
spec:
clusterName: <cluster_name>
failureDomain: <worker_failure_domain>

version: "<k8s_version>"

A1 <worker_failure_domain> {ffJ VSphereDeploymentzone &Z# , MAE

VvSphereFailureDomain %K.
BRZAMNEEEF O, #AEE LTI B RIR M

1. R ERLZEEA BAREHREF O

2. g4 BAREUE DERREARAT LR £ 7R,

3. T BANEET D HBREMAT IR T A B 7K.

4. vSphere CPI #iE+/ 0¥ 5RiRm &4 B AREUET 0.

AN INE R,

BEAHEREUT LHELURGE -

o WHIFHTR (BN m 4 Mi#) : persistentDisks[] HH] var-cpaas , AR
ephemeralbDisks[] @] var-lib-kubelet . var-lib-containerd # var-1lib-

eted . NEMBRHPIETHEE.

e Worker T (BT R 3MLfE) : persistentDisks[] ®M) var-cpaas , K
ephemeralDisks[] ] var-lib-kubelet # var-lib-containerd , NEHIfEHF
ERCLT e
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VSphereMachineTemplate.spec.template.spec.diskGiB R ARLHIZT K/ , MAE VM K
SRR E, BRI REE

vSphereMachineConfigPool.spec.configs[].persistentDisks[] A

.ephemeralDisks[] F, MRAFFEBARRGHE , SNAZRBHRMEE K/ NRINE

diskGiB ,

MR RFERLENEESHIIMNUENE W EZLBEIEBMNEIXNY
vSphereMachineConfigPool IR FHIILACSZR « BUEMIAE VM Bk R {R & B B
persistentDisks , AJEEZEAF{F M ephemeraldisks . AN A SEFESIATRIFEX :

o mountPath : IIREE , WHAMAWIFEBRIHETHRR. MREW , ML ERNRINE
&I, FF#E /dev/disk/by-capv/<name> AMAIEFFSHEE  DMESNBHEIEEITH B
.

o wipeFilesystem : {EMTHIHAME. &4 true B, H VM BERENSERBRHEENE.
ERERMFHRFERAZZE. HAA false ,

ZEMN AR M A TS S FERL , WBERE mountPath 1 fsFormat :

persistentDisks:

- name: app-data
sizeGiB: 50

W AT 1E guest OS BT /dev/disk/by-capv/app-data j[a), FERZNEFHHE , E—1
VMDK £EHMNZEIFT VM , HEHRCIE T SHEE. MEASEIMEhadEs ; MRR/RTE
BT EIRAREE .

VT A Hh B Ehm BT A 4

—NME FEIAF MR SR ¢ spec.configs[].persistentDisks[] F0

spec.configs[].ephemeralDisks[] .
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persistentDisks[] ephemeralDisks|[]

name ., sizeGiB ., datastore .
name . sizeGiB ., datastore .
. storagePolicy . unitNumber .
Spec FE& storagePolicy . mountPath .
mountPath . mountOptions .
mountOptions ., fsFormat
fsFormat . wipeFilesystem

SEFHRE |, ARJRTER I E RN

45 A ‘ﬁ _ a 4
VM et v 5 VM — 2l
FH] VMDK #1748 [E] ®, % B £kl =4

wipeFilesystem: true 1t

B e Z5HF., FENL TR R &R
0T PRI Al

status.persistentDiskStatuses[]
TLMPARZS BAEKIE. UUID, BItS. MEBHMETR

machine

status.ephemeralDiskStatuses|[]

NEEENE. LHRMETS

. /A unitNumber [BEE , BEIEHIZES . -
SCSI #i5 50 ]\ status Sy 1XERIEHIZ A 5 IRB I spec F

/dev/disk/by-capv/<name> , guest
Guest 41t BIAE BT VMDK  diskUUID %
% , SRRIAIT SCSI BT S E

/dev/disk/by-capv/<name> , gues

FA{@ T SCSI BT EEANRE

SFTFANAT ARG _ ER TR M AHEUE | E{ER ephemeralbisks , BIEFRAR
/var/lib/kubelet . /var/lib/containerd F1 /var/lib/etcd W% , DARAT(MIGATZS

B, XHEAEKRNEKRESIBEELMNS , E{FA persistentdisks .

| s e RS R T
/var/cpaas WASMIREATE persistentDisks[] H : EAEMRIIE VM B FREKTEK
. /var/lib/kubelet . /var/lib/containerd #1 /var/lib/etcd BT
ephemeralDisks[] ; BNISESMNH VM LEE , BHBH NFAHZE SIETHIM kubelet, 51T
BAD eted A IR R BRI R L.
AR BIECIERIEEM., ephemeraldisks[] FE provider vi.0.17 g , FHit , £RE
provider L2 &R T TTIAEAMAEIRR R L : B¥
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/var/cpaas . /var/lib/containerd F1 /var/lib/etcd FEBEAAFFRHEE , FH7E etcd HEE £
B’RE wipeFilesystem: true . ZEMHSRBEMR : FLk provider AT E@MHEE. BT

2% Provider,

DU 7RBILEARYE Worker #8557 I1— NGRS scratch 8

persistentDisks:
- name: var-cpaas
sizeGiB: <worker_var_cpaas_size_gib>
mountPath: /var/cpaas
fsFormat: ext4
ephemeralDisks:
- name: var-1lib-kubelet
sizeGiB: <worker_var_1lib_kubelet_size_gib>
mountPath: /var/lib/kubelet
fsFormat: ext4
- name: var-lib-containerd
sizeGiB: <worker_var_lib_containerd_size_gib>
mountPath: /var/1lib/containerd
fsFormat: ext4
- name: scratch
sizeGiB: 50
mountPath: /var/scratch

fsFormat: ext4

&) —HE ALK 31 2R P OB 2 FRANE SR A2 A —

[EXE SCSI &5

FFAREEL LR unitNumber BI7E VM EHTSVEHAERFF quest BRENUFIEE. BHUEAM o
2 15 , {BERNBIER SCSIiTHIRREBM 7 ; S/MEERNMPIIE—,

WRERE unitNumber |, IBHEIZRSESRENOE—ME , BHEICKHE
status.persistentDiskStatuses[].unitNumber & , 3£ VM EFAIENE B E.

GRS TE2IRAE unitNumber FE, B4 SESREMNAECHATS , HE
status.ephemeralDiskStatuses[].unitNumber FIREZ R ITTS |, R TTIARE EFR AR
/var/lib/kubelet . /var/lib/containerd F1 /var/lib/etcd HE#L.
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Bz pod HEBR

LB P R EREE HEEE] /var/lib/containerd B, guest A MARIA SN
/var/log/pods FEM MR _EMBR , fF pod BEE ABIEME  MAERXGRS. TEAF
AR AT, SR RGN , HEE K pod HESFEHTE VM —i2He) ; F2REMN
WRERXEITF & BEFET.

WARNING

WEEA{UET guestinfo FAFHIEE guest , BIUEE R ESNBTEHT. FH& provider Ra¥
H#NEZIA machine £ ; T RRNHAZHRE AN BHER. ESFEAE N Kubernetes fRASH]
OS MG FH. BEFMBEEEETHTR , FEFEAWIMNIAR , XITBTHRERE.

K UE A1 2 B ALK

N FRAINERSE , (RN T e SRIEERRE

kubectl -n <namespace> get cluster,vspherecluster, kubeadmcontrolplane, mac
hinedeployment, machine, vspheremachine, vspherevm
kubectl --kubeconfig=/tmp/<cluster_name>.kubeconfig get nodes -o wide
kubectl -n <namespace> get vspheremachineconfigpool <pool_name> \

-0 jsonpath='{range .status.ephemeralDiskStatuses[*]}{.hostname}{" "}{.
name}{" unit="3}{.unitNumber}{"\n"}{end}'

FARLUTF4ER -

B RIEF RRT placement, NIC SRE#E Y.
FH RN Ready KT
EXEMET R IMRIFIEE.

FNFERRIEREE A D ECERITS |, FA4E guest FIEIT /dev/disk/by-capv/<name>
HITFE,


http://localhost:4173/container_platform/zh/upgrade/workload/alauda_os/vmware-vsphere.html#os-image-only-rollout
http://localhost:4173/container_platform/zh/upgrade/workload/alauda_os/vmware-vsphere.html#os-image-only-rollout
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A X worker ¥ B AR REAERBOZITIHATMEE |, 62 % £ VMware vSphere EFEIFTI
BN AT E |, FER—EHTPEIF LA E 2 HIRIUELER.


http://localhost:4173/container_platform/zh/configure/nodes/alauda_os/vmware-vsphere.html
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Q Alauda Container Platform

Alauda Container Platform > £ > £ Alauda OS _F4iZE > #HEHS

WS HER

HEER1E Provisioned XSRS HEEREMIFFHHRER


http://localhost:4173/container_platform/zh/
http://localhost:4173/container_platform/zh/
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0 Alauda Container Platform Q =

Alauda Container Platform > & > f£ Alauda OS & > #wEHINE: > HEEFRLE Provi

HEE-R7E Provisioned K SHMY S5 7

1 Alauda OS RNV REE15F) Ccluster.status.phase = Provisioned , H
Kubernetes 1= FERE ML , (BEMIBATETERNFERN |, HERATEME.

RZWIRFE BRI S EREZBITH provider Cluster APl JER N AE global SEFEBIEEM.

Bk

L

Z7N
RENESAEHNIELE
WS

18 1 — i Cluster API O 1EE

#1% 2 — 7 Machine 1 Node K%
HIR 3 — KWEEMR R AR INAREE
HIR 4 — BIE global &R E SN &R
#1% 5 — IF ClusterCredential &S
FRFANK AR
AR TR B AT A UER
JREATR

AESH


http://localhost:4173/container_platform/zh/
http://localhost:4173/container_platform/zh/
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++
0,

FAEFET RIS WTIAZET XS global SRS AITHIE | AITHSHAEEMREREBHEE.
BEANESNEFNATE FRRATE
fE£. capi.cpaas.io/imported #FZ. ClusterCredential #=E , AR EEHK
sentry ServiceAccount—i& T AT A2 4R,

clusters.platform.tkestack.io EB&HTF

AERF I BT R EAS AR RIS S A5 , RASANEME AR EERES
FIXT R IR (Blan , IRILEBHBM Cluster M Machine FAiRjE CRD) . EERMHAENA
EE O EES CRFEEONIR EETNA SR P BRSKIRT R 2R, SEEX A S MK TR
#R , AEAEFHRFHNREHREF AR,

MREHIATEZ Huawei Cloud Stack , B FRTEKEEIFEENTR LM kubeadm init {F
iw, AT RELE PR R SHENE | EETHRARNBERCHIARER , SHHE
HCS b5 6e8F , 7 idiR s A .

IR
SRR BEMRE SRR EHART. LT Etra I

ERNE MERLER

Cluster.status.phase ({T global £Ef

Provisioned
)
KubeadmControlPlane.status.ready true
Machine.status.phase Running

status: False ., reason:
Machine.status.conditions[?

NodeConditionsFailed . message: Node
(@.type=="NodeHealthy")]

condition Ready is False

status: False ., reason:
MachineDeployment.status.conditions[? NotAvailable . message:
(@.type=="Available")] workersAvailable: 0 available

replicas
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BEMNE WEREER

—ANEZ N AR STATUS=NotReady

MV R-&EBENEB © kubectl get nodes B
" B CNI AiE4T

EaiR iR (AR B ST BE 21 global &K EHIATIREFHE :

ERROR failed to reconcile <CNI-AppRelease-object>: ServiceAccount "sentr
y" not found
ERROR failed to reconcile <Infra-Cluster-object>: ServiceAccount "sentr

y" not found

<CNI-AppRelease-object> F <Infra-Cluster-object> EBh{ufF , RFIZHUBFHKK
FRXF IR, 540 , CNI AppRelease XfZIAH PUEERIER CNI f5% ; EMIREEFEXNR L
PR SR CRD MEILAC (RM42ERBHEM *cluster CRD) ,

AR ES=IET AppRelease RIRNA CNI, ZHRIEHAWVEERHBEDH sentry
ServiceAccount $14T. ANHIX ServiceAccount N7ELE , CNUBTTIESZE | W& H4—HAb
F NotReady IRZE.

BENESAEHNAZLE

WX RIFEERSSE , WIURENTETERMG. BRIEFH R , M global SE¥
LT XHRIESRAEE,

1. FfF—" clusters.platform.tkestack.io/<cluster-name> XJZ.

kubectl get clusters.platform.tkestack.io <cluster-name>

2. Cluster APl cluster BT HBMZ capi.cpaas.io/imported: "" .,
RRSAN , SREEATFHE ", RER jsonpath EWTTIEX 3 ERFREE"F]
“BEEANT". BEA o BERARERERSRHFELE
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kubectl get cluster <cluster-name> -n <namespace> -0 json | \
jq -r 'if (.metadata.labels | has("capi.cpaas.io/imported"))
then "present (value=\"\(.metadata.labels["capi.cpaas.io/impor
ted"])\")"
else "missing"

end'

At ¢ present (value="") , missing FRINFAMERTA.

3. 151FF—/ clustercredentials.platform.tkestack.io XtZEHXERRIRE.

kubectl get clustercredentials.platform.tkestack.io -0 json | \
jg -r --arg c <cluster-name> \
".items[] | select(.metadata.labels["cluster.x-k8s.io/cluster-nam

e"]==%c) | .metadata.name'

N JFTEN— &R,
4. IEMVEERENEL , sentry ServiceAccount 774 F cpaas-system B,

kubectl --kubeconfig <workload-kubeconfig> -n cpaas-system get servicea

ccount sentry

WMRAEAARZERRL , MR SFERERM global EHHSAIZHIRSA , RS L
W _ERIPRIE,

TR
1% 1 — FfiA Cluster APl 3O 1EH

kubectl get cluster <cluster-name> -n <namespace> -0 wide
kubectl get kubeadmcontrolplane -n <namespace>

kubectl get machinedeployment -n <namespace>

IRIAL R, MESNEATCK ; FEHRAEEMBER AR,
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Hi% 2 — ¥57& Machine 1 Node IR %

kubectl get machine -n <namespace> \

-1 cluster.x-k8s.io/cluster-name=<cluster-name> \

-0 jsonpath="'{range .items[*]}{.metadata.name}{" phase="}{.status.phas
e}{" "}{range .status.conditions[*]}{.type}={.status} {end}{"\n"}{end}'

MR phase=Running , {B NodeHealthy KA False , NEEMFT 4T NotReady
R, WREITEIR 3.

SR 3 — KBEAMRMR AR PREZS H &

kubectl logs -n cpaas-system <infra-provider-manager-pod> --tail=200 | \

grep -E 'ServiceAccount|sentry|<cluster-name>'

MEEFIEEM serviceAccount "sentry" not found 4Ei% , [EAF CNI AppRelease X%
AR, NARBIBE TS AR AT , WERER CNI REETRE ., HEPHITHE 4.
HIF 4 — IIF global £ ES N\ EEE

BT E—THRAZERE. FAKMNLRESHIFT -

e clusters.platform.tkestack.io/<cluster-name> ﬂi[] NotFound ,

e Cluster.metadata.labels Af1% capi.cpaas.io/imported ,

HI1% 5 — B ClusterCredential 312~ T =

kubectl get clustercredentials.platform.tkestack.io -o json | \
jgq -r --arg c <cluster-name> \
"[.items[] | select(.metadata.labels["cluster.x-k8s.io/cluster-name"]
==$c)] | length'

BERMERAITED 1 . KT 1 ME (Fl0 8 ) RARSAMEREZAEHRY , BT T
MR,
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RINF AR BHIARE

YATETRSRARNHEN , SHEREPIAKK

Cluster API RM1EE ( Cluster.status.phase=Provisioned .

KubeadmControlPlane.status.ready=true ) ,

Machine.condition.NodeHealthy=False DARZE/D—MWEFT 4T NotReady RE

FHA&HE provider B ER E1RE ServiceAccount "sentry" not found ,

clusters.platform.tkestack.io/<cluster-name> N{E{E.

Cluster ®EAHAE capi.cpaas.io/imported AR,

%~ clustercredentials.platform.tkestack.io XtHHBAERHNIRE.

LBHIARTRT | WS EBFFE global S EMVIIASAKRK , SNIEHIZSLRIAS I KITIA
=i,

HARI TR LT R R

I WARNING

1 global H#f EEJ3 cluster-transformer pod , A& EH S AHVNIAS N EIRIAR K WAL B
&8, FHERF pod f7 , BEFFAELBHIUZHINERNEE |, FERLBIERKN

clusters.platform.tkestack.io %H.

YUR—MERFEELZNIGLA Clustercredential B, AEBETHHRRASBETKRE.

JasRB IR
T AT RHAMIHLTES

o SR AFRMAETIA).
o HTk 1 ZE 5Pl Srd.
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o 5% mEEBE=E— cluster.x-k8s.io/cluster-name FREREGN

clustercredentials.platform.tkestack.io X¥5 4 FRFANGIZEET ().

LRTAIKE FRNESRAETEIRAGLA Cclustercredential %&B , ARMERFENCIZLSFE
B, KREFEXFHFHABNES | EOEAETEH EPITIHRME | EFAEMFESMA laaS & L
JRE BN | FFEAEDITERMCIERT , MINEHEESRTTET provider KFH{EE (120 DCS
IP /AN EM LMK , 3¢ HCS HcsMachineConfigPool EFHOECD) .

HEZ

o HFER7E Deleting SREHER — NEAEM ACP #52. K7E Deleting MAFSFAKKHIE
it

o HFERTE Deleting tKEH) DCSMachine — 7 REkMiRFis ; STCEARME.,



HE MR RE ¥ - Alauda Container Platform

0 Alauda Container Platform Q =

Alauda Container Platform > & > ff Alauda OS t4IZE > #®EHIE: > HEEREMSRH

HFE RAERRF RIS R

o

B iR R Ay ik
T ARBER BHF 2
KABE

AEE R

e

)

[

e

AAENAULTEN : — 1 EH ACP MBS ERIEESMINE , FIBEFRIR (45T provider
B Machine CR RARE{IMAEKMA laas VM) HEMEk , BIE cluster CR {BITIRAIR
BB7f Phase: Deleting .

AWEIERAT{EAHE ACP MRS E£E | 5IKE laaS Ttk :

¢ Huawei DCS (DCS Provider)

e Huawei Cloud Stack (HCS Provider)


http://localhost:4173/container_platform/zh/
http://localhost:4173/container_platform/zh/
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* VMware vSphere (vSphere Provider)

o ¥4 J8 (Bare Metal Provider)

e JBIY SSH UPI 812812 FH cluster-manager BIRM&EE

HEWMREHIEIER B DCS ; HAth provider £ZAHEH global -HEEHTHITFHEIER.

RIESCREN -

o 4%5FTF provider ] Machine CR (fl#0 DCSMachine ) £4E Deleting =, M laaS VM
MAFE — B2 FAHE REMFRF# DCSMachine,

« BFA (fEA Third-party Cluster &\ ) {EMNREZIFEERSHN SRR — FSHHE R

Provisioned MV - & B,

B

Cluster CR B/RRAUTFHEZ,
BENVE
global &# FM cluster.status.phase

Cluster.metadata.deletionTimestamp

Cluster.metadata.finalizers

Cluster.spec.infrastructureref ¥l

Cluster.spec.controlPlaneRef

Bl —dp & T8 H4FET provider i) Machine CR
( DCSMachine [/ HCSMachine / VSphereMachine

1), ARULECAERIEME Cluster |
KubeadmControlPlane . MachineDeployment 0

Machine &R

BINANE

Deleting , FFERASELZEIH — BH
F— /NI RIS NS

ERE.

{hf1& capi.cpaas.io/imported ,

WEHERE (B0
infrastructureRef.kind:

DCSCluster . controlPlaneRef.kind:

KubeadmControlPlane ) , XAREAE

EEF ACP 3 — Third-party Cluster

BEXHA 5| B ERHEM—,

WARTFIE — REXMIERE T,
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BENE BRWAR
laaS F&45 (DCS |1/, vCenter, HCS [, &
SN VM BARTFTE,
ERBER)
Provider controller Bt (141 cluster-api- BIRBSHIEYVLZEHEE , Ala0 removed
provider-dcs-manager ) DCSMachine finalizer |,

capi.cpaas.io/imported finalizer (PAf& capi.cpaas.io/alauda-cluster: imported #x
& MRFE) AEHALEGREZERCH I — B ACP MEMNEFI LB HIXLRNSE., &
{EH_EAM infrastructureRef / controlPlaneRef {TEXAHFE.

W
f£ global S LETUAITHMAE , UEHAXIER,

T\ capi.cpaas.io/imported finalizer {B%RTF7E :

kubectl get cluster <name> -n <ns> -o yaml | grep -A 2 finalizers

M NZEREE ACP #7E. B3 ACP MEREHARBNXE spec.infrastructureref Fl
spec.controlPlaneRef ; Third-party Cluster (IBIXSAEN) NHBEHFREE :

kubectl get cluster <name> -n <ns> \
-0 jsonpath='infrastructureRef={.spec.infrastructureRef.kind} controlPl
aneRef={.spec.controlPlaneRef.kind}{"\n"}"

MRMMEHIEDT (20 infrastructureRef=DCSCluster
controlPlaneRef=KubeadmControlPlane ) , NZEEEE ACP #%E , & AT Mln T fig iR
Ak, MRMMEHAT , MAERE/EA Third-party Cluster # K ; ZRANER , B4R
AT A RIGET iR R T %,

5A
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Cluster CR _EM) capi.cpaas.io/imported finalizer § global &Ef_EMIFE4E controller
B, XTEA Third-party Cluster #t N\FISE R | FBFREREET |, X finalizer SYEATFAMIFHE
HK—EP N BRI

FH ACP #MZER T H R finalizer, MFRE ACP MR , HFRIFHM laaS VM
B EMFElR , {BIE cluster CR _Ef) capi.cpaas.io/imported finalizer A&t
K, At CR &—HATF peleting R,

XEFEEHKITAH , FAEEA 1aas provider KiiifE , B ASEINEFAK (Third-party) &3,
A HBAEERE AR IR A=,

\Ife BT i R vk

7Ek finalizer Z & , AR BIEMANSIKE cluster CR HKIFEAEE — 8N TFRIEMSA
laaS VM #BAsR 2 M.

IR 1 — Ay B TRF I FTERET provider ] Machine CR 2 M :

kubectl get dcsmachines, hcsmachines, vspheremachines -n <ns>

kubectl get machines,machinedeployments, kubeadmcontrolplanes, dcsclusters,
hcsclusters, vsphereclusters -n <ns>

o S X T EREILIUR B TR,

SR 2 — AR VM E M) laas SFa+F kR, (ERFET provider FRUETIE

\

o DCS: J&Id DCS |]/8k DCS API 5IjH VM , FHAEEK VM BIEARGFE, HIEHFTR
52 %1E Huawei DCS 342,

e HCS : #£ HCS [/ 31IdE VM |, A EAFEE.
« vSphere : 7£ vCenter FERIHK TFEH VM , FHIAIEREFLE.
s RER  WAREBIBRPHNFEUEECE 2T,

HIk 3 — ABELR 1 PR 2 M NIZBRIRTIRIG . 7 8EiERk Cluster CR | finalizer :
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kubectl patch cluster <name> -n <ns> --type=merge \

-p '"{"metadata":{"finalizers":null}}'

Cluster CR &3 BliH%k, BTENFRIEME laaS VM SR 2 BiEE MG , #ERTNE
finalizer F&RBA TR — BRELTEFR—N2IRBEMIEZERRE MK reconciler AR,

M ANBER BFTF ?

finalizer FFEVTETSS2INIR IR ; 3T ACP MEZIER , EENTFEEERENALSER
E. FEASHERE — EICFEFEINHEKRFAINTA RIS, WALER 1 FPER
2 TeAta BRI A ERATIE I,

KABE

BENAT global -cluster #Z=HIFET : X TH ACP MEKER , —BEHFRIRSHR , M
WA capi.cpaas.io/imported finalizer, Wh[a)SlHIRERFEASCAYEEZ S ; BLAL R A E &
MAM. EBEERMZA , ERTER AR IFRRE KR,

RHEZ

o HEEMI4 1M DCSMachine — 5 Sk Mif& =i ; SCEIARRE.

o HFER7E Provisioned KAV &5 — K HEIER Third-party Cluster j3zaidl ; SEEA
[,
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0 Alauda Container Platform

Alauda Container Platform > £#f > &3k Alauda OS _E4IiE

1£3E Alauda OS 4B 4 Bt

Bk

B S
TREXK
REE
EHE global SRV SER
HBeE

BIIRELIR
EAXER
ALK
TREE
VRS

B2 JERIE IR
ERVRHE
REXTE

AR 561
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LOANRRA T EEC B TET BEMEE , BHRT RALSSHEM SR AER. BN,
T RE R R ERMN SR TTiE 3.

2. WA RIRMERGNNIZR ST . BB SSTF IR EARGANZ.
3. M RHEAAPITRI MR E., BARERES T ot > Taks.
4. ARFFET SSH EIFEART LS 1P, &7 iRt SOCKS5 (RI#, global &8

HETHASE RS T A
TREES
SIFAFHE, , BENERHEHITE T AR E RIS , RS .

WRIMEHE ] FRIEH LoadBalancer , #1E A aiEiats. WEREHE , TTLUEA
Self-built VIP , JBIY keepalived 32{AtHk{4tad 51,

B M LoadBalancer B |, 3E{F B ECE Cluster Endpoint, 2NRE&EM LR EFEH
LoadBalancer f{] VIP &47E4, , ATUATEHT DNS i85k , MR EHNRLEER.

EE : self-built VIP AXIFHLECE.
TEI G ZSWNRE B IR E IE M A B E B A T R EKIRA 6443 F1 11780 ,

MREHAF—NMEHFETR , LT R IP A Cluster Endpoint 2% , N2 JFTTiEH
ERNETRY RASTRZTRER., Rt , AERATRER | UENEE REHHEE.

B self-built viP B , T EHE :

1. "JFHE VRID
2. 325 VRRP YHY ML
3. Fﬁﬁ??%‘]zlz@:ﬁﬁ*ﬂ VIP le\?ﬁ’fﬁ:]:ﬁ—%lxﬂcp , E_ VIP LZ‘?JH'—?‘(?’:‘{EI"TU'",%\ 1= Z:lao

ZEHE global SERANVKERE

TFABER global EBSWSERY BTLHEE . NECIAER—MEs , WEE :

1. A SRR External Access , #fR global FEEFATRUAMRNKNEERE., KNI
mELTESK : global AIRAVIRIFFEESIFET R RGO 6443 1 11780 .
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2.5 global ARM—/MEERERTROARKIERSNEIE, SRS SRR | K thbRmE|&E
BEROTEfRS |, 58K cpaas.io/platform-url |, {EI®REA global HI/ZLif[a)ibit.,

RBOE

RGBT FANE. RACEMAKCEER, XEEmATREVSEHERANTFAR
BRIR.

o FERNE : AN global EHEENFAHEER. HEGIIRATLLZET global HEH
Registry , ] AR SEEERKSIMNTF S HRGEE. WREFIFZNE Registry , Blb
FEBTEVIE global , FEZANE Registry iRIISMBHBIE,

o WECE  AFERERF— T BT FEENGGCE. ERERE , § LEE
Kubernetes WRAFZMIBTE KT A , iR HEEINEF A5G CETTRRREEKH
VIR, RTAEFHIREN |, N BIEHX HTTPS, DNS, "Bt %, &6, WEM
REMAEZIN.

o NEBE  ERAFERAKEGOE. EAE , BRRENALCESTE.

MRITRIESE B {EA Kube-OVN ) Underlay , & 4% 1F Kube-OVN Underlay #1384,

BIZEBRAEDIR

1L #HENEERME , REAM SR RISERISR.
2. RITBIZER.
3. RBU TR ER S : EAERE, FHAML, TRRENYT RS,

EAER

2 DS

Kubernetes [
w FRB AIEhR AL AR, | #RTEEERFR AT,
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B SRR A LIRS SR AETNREM S .

BenafThS ZRIAIR L Containerd fEA RS 25121 THT .
THEH=FHER  IPv4 B IPv6 BaEL. IPV4/IPVE XAk,
SRR N
AR REFNEAER | EWAMET R EEMELE 1Pve it ; REFTT
TEE MY,
IP Mt / dE4 W ATRAEHERRIRE ; NRIKA R AREE |, WA VIP,
B VvIP : BUAZH. {WEFIRME LoadBalancer B 5. BARF , REERF
SRS BEINEE keepalived , PASTIFIRHFTREINTE.
ShEpE) - HERS global EMAER—MERIIEFRE , WA ANERAER
B AT NANEB (Rl L,
I—‘Q [m i m ]
NS
Kube-OVN

Kube-OVN 2 R &R FAM T REAE Kubernetes BRMEIRHER S, © B MEE
R B MLELE M B R EERER T E BRI S B B 1752 {1t Kubernetes P48 RE

S i
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M#RA Cluster CIDR , FRREVATFMER. BIB&ERE , TTRURMNEL T
M,

™

Overlay : FEEAR M IR E BN , RNad YRS IR, 4
2 Overlay BUAT WS , £EFHIETAE Overlay F Rk AR &R M
R RRECE.
Underlay : AR NRBMIEML R &, ©RAEEA Pod 53 BECHHE M
gxiutit , AR E S RIMAELLR SYIEMLE M EIFZER. Underlay F &
PR RIIEEZ MM, FFERATMHMEKMN-KLREH Underlay
£, AGA&E SSH FHMME. I Underlay FOATFRIET , S2REMF
EE= KR _E 2 T MIFREREEIAR R |, 7 R RE P RIS 7 s R
W=

o ERARIE : IR LR R St , BP Cluster CIDR MIERIIM ittt (40
{5 F Cluster CIDR #IFSEEIN) .
« VLAN ID : EEfUSIEMARIRTT (VLAN /S) , #la0 o .

« RE IP: REALBHNENRE P, ST M+ ERH MR EEHRN
P,

Kubernetes ClusterlP 258! Service {E MK IP #LSEE . TEESEHAFM

Service CIDR

1€ Overlay i\ , 2T =5 Pod Z[EE{EH IP #IBTE. 4~
BESEMAFMEL Service CIDR &,

Join CIDR

Custom

WRFBRLARHAMMR A FEFEAE RN, SHASERSE , AT A
.
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Cluster CIDR £ B EFNAIEK Pod 1§ A IP #ASER.

Kubernetes ClusterIP 258 Service (B IP HIERE., AeeS5 B 5FM

Service CIDR
SLEEE,
TRIXA
S ik
B BRI  EV MR E O R R L FR.
FE
W& FEO
* A Kube-OVN EXIAFM1EHE Underlay {&#iE=E |, MRS E MLk iO %
R, ZIEOBIENR TS HEIAM R,
-EAEABITEOLFR eth. |en. |wl. |ww. RFIMEEORE. NREH
Hibar 2 FNRKIED |, BEEEEAGS M E T X2 RIS HE &M
BHEE , BRMREIR , DR ARSI EHSEMEEORE.
ATRLERERT R IP ZENEIEAFEFHT 2B,
T RZ R

R ERERENAEAT RAFRE | EHRRINZE T R VB ME—.
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EEHTANTR , INERKEIRREFRTR/IES. BRRNTREFAS
¥R BRI TX.

X #F Prometheus #1 VictoriaMetrics,

¥E#% VictoriaMetrics {E RIS , MIARLEFDE LR

- Z8% VictoriaMetrics : EZFTAMXAH , £155F VMStorage, VMAlert,
VMAgent %,

- 8% VictoriaMetrics Agent : {XEBE HEXREH M VMAgent, {FHALLEE
A, FBRRICF AP EERMER LEE K VictoriaMetrics SR , i RHE
IR IR S .

EEATHERNEAGN TR, ShERAFIRE RAEN AN TET R
BIFET .

FBRENERMRE  BIULRERTET A, SRANEIETE , 3TN
Local Volume iSRS BAEFTIE T m L.

ik
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SSH 3% IP
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EHSEFET A - RREEETIETT kube-apiserver, kube-scheduler, kube-
controller-manager. etcd. AZSMEIOFABTIRAME. Y RFBERE
VA B, =6 et el ARELET R,

THTR « RETABAEER LETHLS Pod,

TRE IPvA i, Xt TFERTIMAEIEU R RIS EE  EIAT RELE IP.

TEERBEE A IPVA/IPVE SIS HERR, 17 A IPV6 ik,

L REEAEHITE T REEW. R AVFERIEHIFET R BB ST
A, ¥ HAEX Pod AERIT .

TREEBRAR.

Wit SSH MRS VIR AN AT FBTAERE TS 4R 1P St

WRATLAER ssh <username>@<node's IPv4 address> B3R , NTLHE
WEISH ; BUEMAT REIRFE 1P K NAT SN 1P, AR global &FF
AR PUBE I 1P E R R,

MAT RERAMERO LR, MERORENERMERINT (NEBIHGRKK
BEfIK) -

Kube-OVN Underlay : 77 mM-f > &£ MK
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Kube-OVN Overlay : 7 M > S£H MK > 577 aBOAR B X AR &

Calico : £#MF > 5 R BOAKBEX MK/

Flannel : &3~ > 57 2 Z0AKEBEX N KIMN -~

EE - AR ASHFECE ML ; LOETRIRAER 812 Underlay FPE]
SRR ARET A,

VPRI AR LS, anRAARSE A RS KIRGAM R, AT HACE
RN,

SSH ki AS , Bilan 22 .

SSH A% , EEFHAS root BERKIAF , 20 root .

EREIARIFVIAT R SSHipH. M global SEIUAET SSH HH#A)
AT AR (620, global HEHSWHERAER—FMF ; TR IPZE

global SEETTIZEELVIRIMMNES IP) |, FEFBUIFRIFLENRIENMKS
. REARMEE , TRUSEAIEAT AT TRE.

EE : BATNSTIF SOCKSS RIE,


http://localhost:4173/container_platform/zh/networking/functions/configure_subnet.html#kube-ovn_underlay_bridge_network
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V5iR] URL : (RIBARS-2843E |, 45130 192.168.1.1:1080
Brg e IERS SN 4.

TR iR AR S5 R a0EE,

BERHARNT RSHIET RN NSHRIEER. EHRaE

SSH S350
B FEAA root BRI P& KXV K SSH 24,
w4 . FEARA root MRAFEAK FEAEHRD,
B SHEEF YRTACERNEUERTEANER | FFRFRMT R XTEIE,
n TR ST AL , B EE NERIRE | FTHRNT S XHEEFF R E R
REER
FAERNRERUE.
AR NERRE NIRRT ERSIE.
RS
RN

o [ROTECESH , FRVGEEY BS% , RAMRIEETRESBERATA , FEAEERA
BRTAEY.

o MRMAKBESHASHNRER , WSERHARE.
BRIFDIR

1 /iy RS, BRI RSHECENXS, AJRUNSERERMEENTY B2%
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S

kubeletExtraArgs , Kubelet EMBACE %K.

AR MABSRMEHNT R IPBE SHE , RSB MENAR Kubelet
SHECE , HBA max-pods , EATR IPHE. MECERATRESHTE
ETREATRUEITH Pod A¥E. HECEASBRERET.

7£ Kubelet X3 IRMFT max-pods: TzfTH Pod FAME HENXT
BEZINAME. AFRNTEIEEEN , BENERZAE (TR IPHE) |
BIAARNET 256 KE.

controllerManagerExtraArgs , Controller Manager fEALECE S,

schedulerExtraArgs , Scheduler KEMBECE S,

apiServerExtraArgs , APIServer RIEABACE S,

publicAlternativeNames , WEHHERM] APIServer iifajitiiit, REEHIA

IP 24 , &% 253 INFHF.

SRUEREE  DBEX BRI TEIRTAMCERAFE , e FaAtagls
PERBAARIEE.

4 REfIE. RECBREISHIIZFRNME , SRS,
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BIZE far IR EIR

EEMENE

FEERIIRTET , JUERCAENERT IR, FTREAERTHER TR ERITEH
.

BRIEDIR

1. REEFRSANNERPITIHE/NER,

2. ERRNBUTHEXNEES |, TIAEEEHNPITHE (status.conditions) .
IR - YE AP ARITEA T RBRESEERBERERE |, BHrEEEXN VKRR (A
WEXAER) L, BIfEFEXERKFHM(SE (status.conditions.reason) .

REXTE

SRR , ATEmRE BRI TR E AR NEmE .,
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TESR

TESH

e

SNE=AER
SNE=AEH
= A\ Amazon EKS & &
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TR

S )\ Kubernetes &£ £f

S\ GKE &5t

S )\ Alibaba Cloud ACK £ 3¢
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TR RE

RNBERIRK
R FAL, TEHVIALL
RBTERMEAAK. RNEERFHEIAK.
B#AFERg
SHN S S RRFNERER (EERR 2L

MEEN AR RXEMLELEHE AT NAKRE Kubernetes S8 ECE BT EE
METE X dn 2 B R R MR FE ES KPR Kubernetes &8 _E f5A Kubernetes &1t HEIC
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F=REREHRA

FE=AERETEE Kubernetes X1ThR. T A dn ARSI AR EMEIEH RES INTEIEK
A Kubernetes #i%, #FEIFHIETF , XEIMEERETLEERHT.

WikE ERE. AMETE LM, IRARESK Extension #AMIEEHEN , ACP TJRLASE

SHERHEMERRIAIR . RIEA WM. Extension 3. NEIEAAWOINMER. ENFER
ElkE ACP RSN &R Kubernetes A R, 17 mAE an RS- (LA E A& AL 4 R HA

FiBE.

H=x

| R

EFERNTTI

ik EEEAREY ERHR

lobal | B AL sthdE
global | MAHR FHE ST FATRHABAT AP RS2 , 3£E%E

= 3 4EIE1E T ]
SR o DRERHRBER AP mamammsmsen s,

v SEREARFOER: | B
BN R RE RS Ay MR RRRER | S

SR e global SEBEEHEEEAT AP FRS
’ — \/EE'\A— \-é_o
B PS5 ARAEE SESFRE),
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AR SRERN day-2 EEERSIRTPRIF . TRIRME. FITEUE. =5 FmIsss.
WEH. AH. i Extension FAMAN AT REX R M E RS,

BRSNME  FERSAE =AM, BXRREEZREAN , FSTIMER.
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SFNE=FER

SAB=HER SASRE Kubernetes &7
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S )\ Azure AKS £ 3 £ )\ Alibaba Cloud ACK &2

£ )\ OpenS

= )\ Huawe
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= )\ Tencer
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SFNE=FER

Y global EEFAIRIVIEIBARERE API RS , HEHE QeI HMATR SR, CAFIE
RS, BERASATI

B m‘;ﬂ&ﬁ MWCFWE}F%‘
B PRI
AR S \FRAE Kubernetes SE8¥

Kubernetes #15

4MER Kubernetes &
) S\ OpenShift &

1ThR
N Kubernetes B )\ Amazon EKS £3. S )\ GKE &8, S )\ Azure AKS &£, S\
RS BRACK &R, SABNE TKE £HEGAE = CCE &8

FRE TIRAMRIRMEL RS EL R B EIRARIZH B8 CLI FRRE. REBAFKRATIMR
BRIEDTRIRIE ; ENE RSN ACP SRRHETY,
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S\ Kubernetes &3¢

fERIGREL TR ILE AR HE Kubernetes S8 (BIAN(EM kubeadm FRERISKR) FAE=T
ESEX YN

Bk

ENTS
[iE7- 553
EEEM
#EY Registry Hhitik
KERBFRIMIMNG Registry BCE
RENEERHEE.
SERRERRE
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SANRRE
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i

iR LA ST S E T AR H FE A A Kubernetes fRS-. F
FEE RS TFET R, WITAE A X A,

A& A BAIEHI T A MERLAHR Kubernetes &3,

o SR Kubernetes K ARKAB MR B RAFSEEK,

o MRE17HTA Containerd ,

VEAER

\

FTEEM

2

Yo

TBIEEABIE AT Containerd BLE , ISRBEB TEIE S A=

MAMBLRT , FEREES eth.*len.*|wl.*|ww.* ULECH) NIC RE. REM NIC EAA
RIKEZLAE , IR EE L& W R MEHEP R , R REEMECE.

*#xEX Registry ik

o HEFRFAELNK global SFHEIERE K Registry , 1§7E global %I E T R & TIA

T
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if [ "$(kubectl get productbase -o jsonpath='{.items[].spec.registry.pr
eferPlatformURL}')" = 'false' ]; then

REGISTRY=$(kubectl get cm -n kube-public global-info -o jsonpath
='{.data.registryAddress}"')
else

REGISTRY=$(kubectl get cm -n kube-public global-info -o jsonpath
='{.data.platformurL}' | awk -F // '{print $NF}')
fi
echo "Registry address: $REGISTRY"

o EE{FFSMNED Registry , i F5hiR'E REGISTRY :

REGISTRY=<external-registry-address>

echo "Registry address: $REGISTRY"

6B BB EEEMIMNG Registry BLE
1. 3517AT %4 , BE Registry RBHHEAEE CAIEFRK HTTPS :

REGISTRY=<registry-address-from-previous-step>

if curl -s -o /dev/null --retry 3 --retry-delay 5 -- "https://${REGISTR
Y}/v2/"; then

echo 'Pass: Registry uses a trusted CA certificate. No extra config
needed. '
else

echo 'Fail: Registry does not support HTTPS or uses an untrusted ce
rtificate. Follow "Trust Insecure Registry".'
fi

2. MRKWERM , FSRMAEENL 2K Registry ?

RIEREE

BERMMRIERER 2.
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S AERRF

1 EEMSHAZT | 32 SRHEE > &3],
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g DS

BT A T A M54 Registry, EEE - FAZIA (7£ global % EH
Registry BACE) . 8 Registry (FE#iE. w0, BALMEL) IR
Registry (FEFH=FEIUE) .

aTAFshH , AT A KubeConfig ST, WMEFERAIE « SR,
SRR CAED (Fahi \B 31T Base64 fig#hl) HMHHEAIE (AA cluster-admin
AR RE R AIFED)

4. B KEER, FASREMK IR EaMGINEREE.,

5. (RN |, FET S\ TRHRE.
AT PUBIT /T H EXIZHE (status.conditions) BEHE, ERF , ZEHLESFF BN

RS ACE

TR global &£#5 T NRER Z AT LUETE,

SN W=

MRFBETFE NS AR Kubernetes SEFHINER TR , BES AR AXEHEE
Kubernetes API server BT HEICR. BS RS N\HIARAE Kubernetes e ECE FRITER

TRIER 2
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AT AHRIT AR TR ?

A Ul RIS ARSRAE Kubernetes BRI M. 18 BI%7E B AR B Pk iB i e BHR (3t
BRI A,

SRS ?

1. Kubernetes iF : REEEF API Server iF P ; AXFHAMUED , AL B3 #k .
2. FEEMHES  JUBFEHEN R,

BLETREARN S SHF 2

o IR ETEM Kubernetes RS : JUARENETTHZE.

o IR EIEA Kubernetes RS : A~ 35445 ETCD. Scheduler #1 Controller
Manager, {¥i2{&t API Server F§#R.

o FTBERE : AXFF API Server DAMNAIES.

WM& E Containerd 1z1TH SN HIFMEEIE KM ?
{£F3 Containerd B , [RIEAEE AT m_ LM Containerd % & , BN AHAREF B BSKM

1. Y45 /etc/systemd/system/containerd.service , ¥ ®E LimitNOFILE=1048576 .,
2.151T systemctl daemon-reload .
3. EJ3 Containerd : systemctl restart containerd ,

4. EEGHIFETRLE  BEEAHIEFME Pod :

kubectl delete pod --all -n rook-ceph
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0 Alauda Container Platform Q =

Alauda Container Platform > £ > f£E&H > SAE=F&E > S OpenShift &5

£ A\ OpenShift &£

1 It provider-specific 12 1EFIEEINA OpenShift EBHERNE=FERS . KIEB TR
BARK) provider-specific THEER AN A 45 BIHIEIE , BRNISMBEIThRETBE B {NTAR
Kubernetes A1ThR. T s 4p AHIAN provider ZLht& a4 45 fEHA.

H=x

ATt St

#E Registry Hhitik

KERAHTEMING Registry ALE
FEARR LK Registry

FEEHECE DNS

REERER
Ak 1 (3##F) : 3KEX KubeConfig 3L
Fi% 2 {EFA4 RS, API Server #ihibFl CAJEF

SNERH

ML AL E

HRE B INZE 14

EHERIT R

w W m)
AL SR TR 2
AL 2
WARHAE FF & A S N IR1Z AR
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AR 561

o HE K Kubernetes kRAFI SV ZiiHE Standard Kubernetes Cluster Requirements,
o ERNHBFEE(MFA kubectl 4. TEREWAA)JEEEEM bastion FH _E&3 CLI T A,

o ZEEAMT A, IT{EfEL (Deployment, StatefulSet, DaemonSet) . Pod F1A %45
FREOSKET IS S | ETHIRB AR 2 80%F Prometheus,

$%HX Registry it

o HE(FAFATE global &£ IHABIFREM registry , IHTE global #Z=HIFET = LizfTAT

DA -
TR

if [ "$(kubectl get productbase -o jsonpath='{.items[].spec.registry.pr
eferPlatformURL}')" = 'false' ]; then

REGISTRY=$(kubectl get cm -n kube-public global-info -o jsonpath
='{.data.registryAddress}"')
else

REGISTRY=$(kubectl get cm -n kube-public global-info -o jsonpath
='{.data.platformURL}"' | awk -F // '"{print $NF}')
fi
echo "Registry address is: $REGISTRY"

o HZE{FERSNI registry , "5F3RE REGISTRY T :

REGISTRY=<external-registry-address>

echo "Registry address is: $REGISTRY"

KE R AFERIM Registry frE

1. 517N T a4, ]E registry A5 HTTPS , LR BEASREERN CALT :


http://localhost:4173/container_platform/zh/overview/kubernetes-support-matrix.html#version-support-matrix
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REGISTRY=<registry-address-from-previous-step>

if curl -s -o /dev/null --retry 3 --retry-delay 5 -- "https://${REGISTR
Y}/v2/"; then

echo 'Pass: Registry uses a trusted CA certificate. No extra config
needed. '
else

echo 'Fail: Registry does not support HTTPS or uses an untrusted ce
rtificate. Follow "Trust Insecure Registry".'
fi

2. MRKERY , FIRBAT DHIRE.

E{EAZ 2K Registry

1. B3R fH OCP &£#T A,
2. TN R EACE registry ®E :

sudo -1

sudo chattr -i /

sudo mkdir -p /etc/systemd/system/crio.service.d/
cat | sudo tee /etc/systemd/system/crio.service.d/99-registry-cpaas-sys
tem.conf << 'EOF'
[Service]
ExecStart=
ExecStart=/usr/bin/crio \
--insecure-registry='<registry-address>"' \ # e.g., registry.
example.cn:60080 or 192.168.134.43
$CRIO_CONFIG_OPTIONS \
$CRIO_RUNTIME_OPTIONS \
$CRIO_STORAGE_OPTIONS \
$CRIO_NETWORK_OPTIONS \
$CRIO_METRICS_OPTIONS
EOF

3.E/3 crio
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sudo systemctl daemon-reload && sudo systemctl restart crio

MERELE DNS

&% global 8284 ¥ CoreDNS configMap BARCE DNS.

1. 7€ bastion F#/|_LFKER OCP & & F A, -

oc get dns cluster -o jsonpath='{.spec.basebomain}'

B

ocp.example.com

2. BFFRERITHE | VIE) global £3f , AAFHE| £RHEHE > TREHE,
3. £ kube-system #3& TP YREE cpaas-coredns ConfigMap .
{5 OCP EntigF1 DNS fR$-a5ihit (MNERT S _EM /etc/resolv.conf %KEX) ¥Ril—

ANFHR,
R~

Corefile: |

ocp.example.com:1053 {

log

forward . 192.168.31.220
3
.:1053 {

log

forward . 192.168.31.220
3

RIERER

TR T AEZ—
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k1 (#%F) : 3REX KubeConfig 3 {4

1. 7£ bastion FH| & kubeconfig X , HHIAEPEE admin E T3,
2. % kubeconfig XM bastion THLE HIEIAHIHEH

scp root@<bastion-ip>:</path/to/kubeconfig> <local-path>

Fik 2 : ALK . API Server #i3HF1 CA IFH

BERMMRIRERER 2.

FNEH

1. FEAMNS AR |, RN ERETE > &5,
2. B\,
3. MLESH :

g DS

FHTEAEMHEBZRAN Registry, FAEUA : £ X EHRIBCER Registry, FA
Registry A Registry | EE42t Registry #ik, 0. BALEMEE, NG
Registry : FEF &R,

_F1% KubeConfig X e Fahi N\ . SEEEMIE - API Server #ihit, CAETH :
ERER 271 Base64 fi#iL{ CAE+H, SHIAE : A5 cluster-admin AXRKI 4 hEEk
& P,
4. AR EER,

5. 3RMERY , BEFIA. JUERTEHETERLE. SANF , SREHSEIIRTERAIE
ITIEE,

=
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TR global &R 5SNMER Z ARMEERME. FSRSNEHHNMNEICE.

TR Z M INZE 15

SRAINE | Bt Marketplace HRE STFEAIMANAALE | Flankis. BEWESENBEFME.

HIEHTWEZ T , IEMHIR /var/cpaas/ HitEid 50GB ga] FHTE] :

df -h /var/cpaas

kY2 il I IV, Yo
BT IT R
RO PME R E RN ITRRE ( spec.audit.profile ) :

o Default : igRIXEEKRAITHIE (OAuth 1A fEe1E HEAICFIEKIEI) .
« WriteRequestBodies : ICXTAEKHNITHIE , LERENEKHNIEX.
» AllRequestBodies : 10X A E R TTHIEFIESL.

SURRIR (540 Secrets. Routes, OAuthClient) {{g3RITEIE.

ERARIT & 5

oc edit apiserver cluster

& JLIA)

AT A AT RIRHA TR ?

Fa Ul ASFHFFIT R, FERRITRIRHEFRTTIE,

SCRFIPEEET 2
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1. Kubernetes iE$ : {XE7~ API Server iEH , ~2Bahi#k.,
2. FEEMHIES : AL HSB3EH,

NIRRT S A HIZHBR S

o BRI,

e« ETCD, Scheduler, Controller Manager 53% ({32t API Server F§#5) .

o API Server AAMRIER.
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0 Alauda Container Platform Q =

Alauda Container Platform > £ > f£&&H > SAE=F&E > S\ Amazon EKS £

S A\ Amazon EKS £#+

F RN E HIRESLSTE | BINAE Amazon EKS EBENS = HEHS . BIEASTR4EA
FIR IR L AT IF N A EHIEIE | SNSMBIRER N AT ER AR , ARHR
HE B Kubernetes A7 m A 5 BHA.

H=x

HIIE &

MR

RIS BHE R
LS EYN

SN

ML ECE

JRERLIR
Atk Ingress FN1Ffk

H DLIE)E
SNE AT RIRABEE A AR R 2
SRR AR EH ST LIRS 2
MR E B A\ RIZ IR

A 2
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o SFH Kubernetes [RAMIR B/ & T AR Kubernetes SR RAFR AR,
o HECENIFF HTTPS |, FHEMHHBA CAKRMBW TLS UEH.

HERIMIR
3G AWS EKS 42 XH , 1§7E AWS CloudShell FHTIA T3S IR,

1. R PLZEHEE] AWS Management Console,

2. & cloudshell , #Kf5FTFF CloudShell 7,
3. AT R S B AR R T EIS—3 ; B FE |, B VIR,

4. CloudShell E& %R , BT RinIHETT

aws eks list-clusters

aws eks update-kubeconfig --region <region-code> --name <my-cluster>

cat "${HOME}/.kube/config"

5. MEAHEAENL. FESR (PRREREENIAER) F , B Cloudshell PYiE
T4t AR 4,

RIERER

KIS NS hE
NEEEEH KubeConfig AEEEIERT SN,

WHBRBEHTIANSRE , BERNMRIEIEE 2,


http://localhost:4173/container_platform/zh/overview/kubernetes-support-matrix.html#version-support-matrix
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FNEH

1 EEMSHIT , BriEeirElE > £3.
2. RITFANER.
3. N T ANECES .

S8 WA

FRERITBTFRAMRGNCE. - FAIIA | 81F global £HNELEN G
FE. -HACE  ITTERRRGNMECE. FwiRUNAELIE. wA. A
FEMER, - DHOE  AHERMEE, /0, FRBEIALCER
IR R BARER TR

RHROE

327K~ 1 k1% kubeconfig 305 , 1L F& BT, i @ BARERITM
EHER FFROANER APl BRSS- 23ttt CASET : &£#H) CAED. BHRIE : FHAE—
HRIEN. BHEHEIERPIRKSHE.

4 RibEEEN |, RIEMEEZF ESNERZE, KRR L UER A BRTER
BALA.

5. EBMREBTE , RESA , REMA.
N

o TATESAPKREHWER , REVFEBEMR , ATEPITHEXNEIE
( status.conditions ) REEFHE.

« SN EMFIRABTRERIEE. ERRASAES 3 ATRHITERSRE,

Pz ACE

TR global &SN AMLGIER, BEHESNEHHIMNERE,

JasP IR

Va1L, Ingress F7EfE
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WMRFBE Ingress FFAENAE , 1SRN AWS EKS #1451 Ingress F2A AWS EKS YA 17
fifh,

& JLIe)

SNRRIT RUIRAWEEA ., AATARINT R ?

A Ul ASHFRINT R EB T SRR .

FAREFFRUEFETR SR LU 2

1. Kubernetes uE$ : REEEF APl fR%zuE$. Hith Kubernetes WERBAR] I, , hAASE3)
i,

2. FEHEMIES : JEFATER , FHIFa3NHR.

NIRRT RS NABRIZHIIRS

o HITHIEATA.
e R #F ETCD. Scheduler #1 Controller Manager $§#x ; AJ{# i API k%25 E 3R,
« & Kubernetes API RS ZHEF4h , HAERFREEART A,
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0 Alauda Container Platform Q =

Alauda Container Platform > &8 > &% > SGAE=FA&H > 5\ GKE &£

F )\ GKE %£%f

1 IR RIS EIRIEL TR | BB Google GKE &ERHENE = HERS . BIEIL RS
EINRER BB AR B IR R BHAETE | BRSNS AR N iR R EA & , DRk
IR R B Kubernetes A7 m A 5 B,

H=x

[iE7=: 363

MR

RENEERHERE
SRE B AREEEEE) API Server HihibFN CAEF
IRER B ARERE SR

SNER

P& AL E

SNEHHRIE
Ingress F7FfEHIAL,

w W)
SAEHR , BTN RRERAKRER , AR R ?
SNSRI EIRTNRESIFRRLGIE T 2

A 2
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o 58 L9 Kubernetes JRAMAHHHE FNAA = EFRMRAZEK,
o WHIREERFRIVAMRMESRRE | JFEK A ABAEIFEHIFENAR. BBA3ZH Autopilot &
7.
o FHBAFEWIFF HTTPS Vila) , FHRHEAHIIEPRMAAAPAER B TLS IEH.

HEEIRIENIR
FFFE GKE RehrE , W{ER Cloud Shell iTA T IR,

1. #{R5 Google HIMLEIERLIER .

2. 1£ Kubernetes Engine ThaEHR Vi) S8 H ~ ; FREIES A ANER , BHEFMAEE A
JEdeE 1ER R4

3. FER L STVEES , EHIATECE kubect! Gy S4TAIRIAIRMIG 4 , SR /58T 7€ Cloud Shell
HIE1T 1R

4. %4¥ Cloud Shell A& , BFEHA(T , MU LE—DEFINAS , ARPITHHS.

5. AR E L. FRESIAEHEFTHITHIE GRS | flan REERHEE M SA
S8 FRELTEP WG S , HAE Cloud Shell AT,

RIS R

B ARE R API Server #iHF1 CA iEH

1. £ Kubernetes Engine ThEgHii[a) S£EEIME -~ , R/aaEd \ BV (S SN,
2. ATATE SMERim s BPAYEKE! API Server ik,

3. 7 Cloud Shell {ERFE—771XIKEX CAUES :
7% A M kubeconfig B CAET :

gcloud container clusters get-credentials <cluster-name> --zone <zone>
kubectl config view --raw -0 jsonpath='{.clusters[0].cluster.certificat

e-authority-data}' | base64 -d

7k B - EEEMERIREL CAUETF ¢
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https://console.cloud.google.com/kubernetes/list/overview
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gcloud container clusters describe <cluster-name> --zone <zone> --forma

t='get(masterAuth.clusterCaCertificate)' | base64 -d

TR RBIEPHUEISARBLZ A, DIREXTHET Base64 fifha,

WA B PR fE S hE
NE=EHM KubeConfig XTI EIEATSAEE.

BEEATRIVEREE 2 BURTRBARER O 1.

FNEH

1 AEMSHIAET , Rd S35 > 37,
2. pifi BIRER > IAEH.
3. IRIBA TR A RS

2 S

AT HE#EHNTTFaAfRGNEE. - FARA : 2 BMENREENS
BOE. - NECE  FHTFaBAMNTMECE. FTRMARTIRGS

RBEE CEN ARG CE R, wH. MREFEE, - A8 eF  (EREKMLE
KRBHRGEERS. £/, FENAFCER TR G ESHRIE
AR

ERHER | BIEENERSM. BIRERM API Server kA CAMEH, &
Bl - BARERRTFA/ATF API Server gilajithit , AT A VIRIER
ERHER API Server, CAIEH : BARERM CAER, 5 : Fahim AR, EEMA
211 Base64 fREGAIIET. SMHIMEAT | BIEHNIHEIEAR , TE
FAL—HARM. AEEHBEHEAIRK token (£h%) HITHHRIE.

4. Rt EEBY , WUESERERNMNEERN , FEINMRAREREE, ERITEDEE
BB REREA LA,

5. HEMREEN/E , /il IAFIA.
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I TIP

o FEATISATRERERAN , REHEERS , ERHIPITHENEETER R PITHE

(status.conditions) .

o ERBNSNE , TMEERSIRTERRHIRER  FHREERALEE | FTMURITE
RERERIRIE,

PG ACE

R global £S5 ANKER Z AIKMNEZEEN., FSRSNERHOMKEICE,

SYN= LN

Ingress FM7ZEYANL

SANEHE , RFEFH Ingress MIFEMRINEE , 1§ 2% Google GKE Ingress Controller
BCEF Google GKE fFf&ECE .

& JLIe)

SAERA , “RIIT R MIRAERAKER , AR R ?

AZFFBIFEREANT R, BRAERHRHBRIT A,

SAREHANEBEIRDRESCFFIPLEUES 2

1. Kubernetes iEH : fiES ANER I EFEAUEREIEREFEF APIServer iEH{E
B, AXIFEFHEHM Kubernetes iEH , AT FE 3.

2. FRAMED : IES ARG EFSIEREERETERFAAMEREER 3307
Bz,
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0 Alauda Container Platform Q =

Alauda Container Platform > £ > F£&&EH > SAE=A% > S Huawei Cloud (

S )\ Huawei Cloud CCE &3 (A B X&)

1F AR AR E AIRfEL TR | BIA Huawei Cloud CCE £BHENSE=AEHT . SMNBIRM
RN TRIR B AR , DA RIR AR EIEK Kubernetes 175 A an AR | BRIEA SO EA
R L T ATIRERT U (kb s FIETE,

H=x

AR

IR0 L
WSS O R AR E
IR BHER

R EYE S N

SR

4 A

SRR

ingress (\HEHLRI) AIZEAERIRAL
FAQ

SAERRE , AT RIRARRAKE., AR R ?
IEREHINRES T S A SRR RPLAES »
BEARHRIHRE S A\ R 12 AR
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AU 561

o &3 FH Kubernetes fRAFMS AT &I ME Kubernetes S RHAFIRAF S EEK

o TH{REEREZAIL Huawei Cloud CCE &3 , HFAKSABA =6 FHANIPIR. BATAXiF
Turbo £ &f.

* Huawei Cloud CCE & #4812 REUATR RSN IR, SAEHET , BHRITIAE
BT AR S (Rl

IRV C e

o HREA global SLEEETHFEEENGGEE , B7E global SERFHITHIFET R LR
1TRAF 5 & AARE AL

if [ "$(kubectl get productbase -o jsonpath='{.items[].spec.registry.pr
eferPlatformURL}"')" = 'false' ]; then

REGISTRY=$(kubectl get cm -n kube-public global-info -o jsonpath
='{.data.registryAddress}"')
else

REGISTRY=$(kubectl get cm -n kube-public global-info -o jsonpath
='{.data.platformURL}"' | awk -F \// '{print $NF}')
fi
echo "Image registry address is: $REGISTRY"

o HR{EMINTGRGEE  EF3XE REGISTRY &,

REGISTRY=<external image registry address> # Valid examples: registry.
example.cn:60080 or 192.168.134.43
echo "Image registry address is: $REGISTRY"

WMERGEEEEFEIIMNCE

1. BATA T4 , METEEREEJRCER T IIF HTTPS i8] , AR B ABEAS{S{E CA M
2R BRES -


http://localhost:4173/container_platform/zh/overview/kubernetes-support-matrix.html#version-support-matrix
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REGISTRY=<image registry address obtained from the "Obtain Image Regist

ry Address" section>

if curl -s -o /dev/null --retry 3 --retry-delay 5 -- "https://${REGISTR
Y}/v2/"; then

echo 'Test passed: The image registry uses certificates issued by t
rusted CA authorities. You do not need to execute the content in the "T
rust Insecure Image Registry" section.'
else

echo 'Test failed: The image registry does not support HTTPS or the
certificate is not trusted. See the "Trust Insecure Image Registry" sec
tion for configuration.'
fi

2. RMAKRK , FSRUTEEALENFEBE 2.

RIERER

1. #1R-5 Huawei Cloud 54 & FMLEIETE,

2.3jila) Cloud Container Engine CCE INAE&ERFEIRNME 7 ; HEIESANER , Rea
AR NFEE .

3. M TEFTR , IRIBEMFLEITE, KubeConfig 3X44&%4H : Cluster Information -
Connection Information - kubectl - Configuration , #AfGTZ KubeConfig 3C{4.

KIS NERES
NBEEHM KubeConfig XHTIEEHATERSA.

ESBUTHIEREE ? DURILS R 412,

FNEH

1. FEEEMSHAEF |, o EREHE > &5,
2. ;i SANEE.


https://console-intl.huaweicloud.com/cce2.0
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3. RIBLATUAAECE S Image Registry HEXHS.

2 Y

AT FEERT AT RENEE.

- FRENA : 51 global EHNECENHRBCE.

-NECE BT HEFEBAGNIMEeE. B ARTIIRGESRCE
KREHRGCERIE, WwA. ARRMED,

-NBEE  ERETABMETNFEGECERS. EH, FEFLEHE
TR FUERURER G EEAEANR .

FgeE

@R 1 £f£ KubeConfig Xt , SFE¥ BafiftT HIREER.

SRl - SNERXTINERZN API Server ilajitht , BTFFAARISAE
M API Server,

SHER
CAEH : SNEHH CAILH.

WIEAR 1 SAEHAEAN , FREMA L—DAZNAF R EENR
RS RERHTIAE.

4. mi; Parse KubeConfig File R4l , 4RI _E—HTEHK KubeConfig X, FAEKESN
iBMIHIEFS cluster Information FERKISEKX.

5. pii KEZEEM , KESSAEHNWLEBRY , FFENMRFISNERNEE, SRHITE
DHERABREREG LA,
6. EEMKREETE , Al T FHAHA.

1R

o RIALTSAFIREHERAME
E
EIAR , AILESEE (PRI TR EESHEAE R ER LR PITEHE (status.conditions) .

o EHBINSNG , TUEEISIRTEREHNIRER. KIPKESERANEE | 3FAA
AP TSR B AR RIRAE

=
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MR global R 5SNER Z AIKMLGIEBNY | FEHS NEHMNERLE.

LSS S

Ingress (ASHHLN) F7EEREW

SAN&EHE , MRBEFH Ingress (AIEFLN) F7EAEAERTNEE | 5% Huawei Cloud CCE
£ 2 Ingress ¥IEAWECE R Huawei Cloud CCE & TRV AL E.

FAQ

SAERG , AT RIRABRAKE, AR R ?

AXFFBIFEREANT R, BRAERHRHBRIT A,

SIS S\ B AT 2

1. Kubernetes it : FIB S AE N IFHEFAEPEEAMERF APIServer iIFHEE. ~
SHEABEEHM Kubernetes WIFH , AT IFE sk,

2 FRBIAES : FESARMATAT A EREIRAEETAMNERER  FFHaD)
#i.

AR AT E SRR

o AXFFRATITHIRE.

e A FF ETCD, Scheduler #1 Controller Manager #2158, X¥F APIServer Zi4r s
B

o JLiEK A Kubernetes APIServer IEFH SN EBHEPAREE.
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0 Alauda Container Platform Q =

Alauda Container Platform > 8 > f£E&H > SAE=F&E > S\ Azure AKS &%

S A\ Azure AKS £

{E IR R T iR EL IR | KINE Azure AKS EBHENE=FAEHS . KBIEE AR
IR L AR MY A4 EHEIE | SNSMBRHENRTTIREREMEN , AR BRHE
BEIEK Kubernetes A0 S 4E 45 FEHA,

H=x

ATt St

MR

REVERHER
HELF AL HE

SNERH

MR ELE

SYNEE S
Ingress (AERLR) FEFAERIIATL

W m)
AMARCE AKS "7 RSN IP T2 HAN
AR AKS 55
Azure ALB 5 FINERTRE 425
Azure ALB f§ FISMIB G391 25
SANEH R RIRA B RAKE, AR R ?
SN B HNEREIRINBESHFILALS 2
AR BRI E S N\ BRIZ AR I
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AR 561

o £33t E Kubernetes R AR SENINTT &5 4 Kubernetes S FH2H HFRRAFI S8 Z 5K,

TIP

* 3R AKS T RITiEVIR) global &3 , ESFAARCE AKS 11 SR IP T ZBAIN.

o BB BEMASHF HTTPS F1lA) , FHRFEAAHINEAMIIERA R TLS iEH,

HERIRVEINIR
FFFE Azure AKS RebrdE , WER Cloud Shell BITRAT IR,

1. H{#-5 Azure Console [ZIEREIE S .
2. ¥TFF Kubernetes Services T ~ , FREIESNRNEER |, ARfFRAEHN\EEHTITTTAE.

3. By connect R4 , XHKEFTHFARZA Connect to <import cluster name> HIJEENE
A. RERULARFTIF Cloud Shell HACEREMIR.

RIERER

LEYS:

AHRER KubeConfig XHTLIEAERRATERHSA.

S

~

ESBUTHIE RS ? DURILS R 412,

FNEH


http://localhost:4173/container_platform/zh/overview/kubernetes-support-matrix.html#version-support-matrix
https://portal.azure.com/#view/HubsExtension/BrowseResource/resourceType/Microsoft.ContainerService%2FmanagedClusters
https://portal.azure.com/#view/HubsExtension/BrowseResource/resourceType/Microsoft.ContainerService%2FmanagedClusters
https://portal.azure.com/#view/HubsExtension/BrowseResource/resourceType/Microsoft.ContainerService%2FmanagedClusters

S\ Azure AKS #E3 - Alauda Container Platform
1 EEMSHAES , BEREE > &5,

2. BIRSNEH.

3. IRIBA TR AR EMA RS

2 i

FERITRFAETRERNCE. - FAA : 51F global &R¥NACE RS
GO, -NECE  MEMEN. BTEFEFEHIFAGRERCE. WA

FgeE BT nESEGEENILE GG CE R, WwH. BrEMEn, - A4ek
ERERM LA EGOERS. £A , FEHLLGGCER TR
HRELE SRR,

&7 1 £f% KubeConfig 3ft , SFE¥BIMEITFBATEE. SR : SA
SREATTH API Server Ti[EIMBIE |, SFAETSMALTIE T NEREK API

SRHER Server, CAIES : S AEHK CAEHR., SHBIEARN | SAEHNSHK
AR, FREAL—DSUEN. AAEHEENIRK Token HTHHK
ik,

4. BEREEE , RIESSAERIMNEER , FEINRAISAERRE, SRR UEE
EABREREL LA,

5. EEKEBRE E , BT SAFFHIA.

I TIP

+ AT SNPREHNERAM BEHBED | T P TH BT SR R IT i

& (status.conditions) .

o ERBNSNE , TMEERSIRTERERHNIREE. SIPKTHERALEER |, FFEAL
PUTSERARRIIRIE,

PG ACE

R global &FSSANERZAIKMLGIER. BS IS NEHHIMNERE,
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YN Y

Ingress (ASERLN) FEEREK

SNEHE  MRFEEA Ingress (AZEFLR)) FEFAEMRTIEE , 1S I Azure AKS &3
Ingress ¥IAWALE F1 Azure AKS SR FEVIIAWELE.

F J[e)

WMAECE AKS 7 R dMNER IP R22H AN

TRECAEEANER IP. M6 IP BCEERIREIAMS (LB  BOARTHYRE. LB
A AKS 4T H], BEEFHBEIMEETRERSIRAE. & Eﬂ//LL Kubernetes > &£ > &
REEEMI IR > MR R LE > RN IR ASE £ FRN R El

aR{A3iR) AKS TR

#EEFE Kubelet, CNI INERGABHRBEL , BEELBET SSH ERT R, BYUER
kubectl-node-shell Fhff , MARANENT RNECALL IP ik,

1% 1 : {F A kubectl node-shell
55 I, kubectl-node-shell I H .
&I 2 : {8 debug

B NRAB X TIEKE| AKS TR~ INTES

l NOTE

HRBIZESK{E A 1.25 B E S hRAH kubectl , KA A GA kubectl debug 4>,


https://github.com/kvaps/kubectl-node-shell
https://github.com/kvaps/kubectl-node-shell
https://github.com/kvaps/kubectl-node-shell
https://docs.microsoft.com/en-us/azure/aks/node-access
https://docs.microsoft.com/en-us/azure/aks/node-access
https://docs.microsoft.com/en-us/azure/aks/node-access
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kubectl debug node/aks-newadd-41368356-vmss000002 -it --image=mcr.microso
ft.com/dotnet/runtime-deps:6.0
chroot /host

Azure ALB { RSP Tz s

B RNERRBINER[RNTA , BS WRAFES 7.

apiVersion: vi
kind: Service
metadata:
name: internal-app
namespace: cpaas-system
annotations:
service.beta.kubernetes.io/azure-load-balancer-internal: "true"
spec:
type: LoadBalancer
ports:
- name: http-port
port: 80
protocol: TCP
- name: https-port
port: 443
protocol: TCP
selector:
service.cpaas.io/name: deployment-aks-alb
service_name: alb2-aks-alb

Azure ALB {F FISMIB a1 =5

BESE A ALB , IR IIRIMIEELE SMED LB,


https://docs.azure.cn/zh-cn/aks/internal-lb
https://docs.azure.cn/zh-cn/aks/internal-lb
https://docs.azure.cn/zh-cn/aks/internal-lb

S\ Azure AKS £ 2% - Alauda Container Platform

apiVersion: vi
kind: Service
metadata:

name: azure-alb

namespace: cpaas-system

spec:

type: LoadBalancer

ports:

- name: http-port
port: 80
protocol: TCP

- name: https-port
port: 443
protocol: TCP

- name: prom-port
port: 11780
protocol: TCP

- name: prom2-port
port: 11781
protocol: TCP

- name: prom3-port
port: 15012
protocol: TCP

selector:

service_name: alb2-cpaas-system

IRCIRATE |, ATMERA T a2t T %,

kubectl edit helmrequest -n cpaas-system uat-cluster-aks-alb

SNER RN AR B RAKE, AR R ?

AZFFELFEREMANT R, FRARKFRHERT R,

SAEFHANEREIRTNRESCHFHP LU 2

1. Kubernetes it : FIE S AEBNTIFEFEIEPREEREMER APIServer iIFHEE., ~
SIFEFHAM Kubernetes WFH , h A ZIFEENEH#.
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2 FRBMHES | FESARISTAT A ERSIRAEETABMAERER , X FaD)
R,

IR HRRTE S N IZ IR

o ANTFAREUERITEUIE.

e R #F ETCD. Scheduler #1 Controller Manager #i <5 IZ(5E.. X#F APIServer 3414
B

o Ji%%REX Kubernetes APIServer IFRBIUSMAEEHEPHFEE.
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0 Alauda Container Platform Q =

Alauda Container Platform > £ > FEE&EE > SFAE=FEE > 5 Alibaba Cloud ¢

S\ Alibaba Cloud ACK £ #f

AR E RERELSER |, BIAK Alibaba Cloud ACK T%Aﬁﬁi&%ﬁ ERENE=A
BHSN. BIEBICRERNIRUEE LT AThEEIR (AN A6 ERIE E\NJ%%MEL\EW)\A
IR EMEHE , AR BRI R ETEM) Kubernetes Iy A #h Hﬁﬂ

l TIP

BREHASEHEENHRER  BERREMARTEE .

Bk

ATt St

REUG &6 Bt

MERGECEREATEHMACE

#¥EX KubeConfig

SNERH

MG AL E

w WA
AAT4LIE Alibaba Cloud Y155 & WH2A 14 2 (B AIHO HEE 2
afaT{g A3 Alibaba Cloud &R I/ARM1E) 2
SAERE RN RIRAERARKE, AR R ?
S\ E BB EIRNBES LTS 2
MARHPIHFE SN IR 1Z AR


https://help.aliyun.com/document_detail/86737.html?scm=20140722.H_86737._.ID_86737-OR_rec-V_1
https://help.aliyun.com/document_detail/86737.html?scm=20140722.H_86737._.ID_86737-OR_rec-V_1
https://help.aliyun.com/document_detail/86737.html?scm=20140722.H_86737._.ID_86737-OR_rec-V_1
http://localhost:4173/container_platform/zh/
http://localhost:4173/container_platform/zh/
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AR 561

o £33 E Kubernetes RAFSEUH E S5 A5 Kubernetes SRR AR AT S EESK,

KA 15 C e

o BHREA global SLEEETHFEEZENGG B , B7E global SEEHIZHIFET R _E#
1TRAF 5 & AARER AL

if [ "$(kubectl get productbase -o jsonpath='{.items[].spec.registry.pr
eferPlatformURL}")" = 'false' ]; then

REGISTRY=$(kubectl get cm -n kube-public global-info -o jsonpath
='{.data.registryAddress}"')
else

REGISTRY=$(kubectl get cm -n kube-public global-info -0 jsonpath
='{.data.platformURL}"' | awk -F \// '{print $NF}')
fi
echo "Image registry address is: $REGISTRY"

o HREMSNIGRGEE  FF3hRE REGISTRY X E,

REGISTRY=<external image registry address>

echo "Image registry address is: $REGISTRY"

WMERGBEEREDREHMECE

1L PITA T a4, MERERRGCER ST HTTPS Tila) , AR E B(EARZ{EE CA M
AR HNET


http://localhost:4173/container_platform/zh/overview/kubernetes-support-matrix.html#version-support-matrix

£\ Alibaba Cloud ACK £Ef - Alauda Container Platform

REGISTRY=<image registry address obtained from the "Get Image Registry

Address" section>

if curl -s -o /dev/null --retry 3 --retry-delay 5 -- "https://${REGISTR
Y}/v2/"; then

echo 'Test passed: The image registry uses certificates issued by t
rusted CA authorities. You do not need to execute the content in the "T
rust Insecure Image Registry" section.'
else

echo 'Test failed: The image registry does not support HTTPS or the
certificate is not trusted. See the "Trust Insecure Image Registry" sec
tion for configuration.'
fi

2. ARMAKRM , BERMAGEEALENRECE?,

##HX KubeConfig

1. 3% Alibaba Cloud B2 RE BHETEA.

2. EEHIBZMS AT |, Bde.,

3. EERIIRTET , AL ENREHATR , AT RREHANIRIES P RIES.
4 FEEBMEENAET , SEERERENT , AFATHEMRIEN KubeConfig,

5. 7£IlGE KubeConfig X VEIES |, W EIGE EIERBSHILR ARIERHN AR (BIEAMIAR
FRMA(E])

6. B4 IRET KubeConfig , AR EES] , BB EHIFREZAITEN LK
KubeConfig X4,

7RIS NE , BRI I

FNER

1 EEMSHAES  BREEE > &5,
2. BIRSNEH.
3. RIBUAT R AARCER R S,
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g DS

AT HFREHNFTFAAMRGNEE. - FARIA : global SEEIERIEE
BENGRGLE. - MALE  ZHFETBAGSRGNTMECE. BREH

RBEE ARTHREGCENAERGCEMIL. wH., AAEMNED, - A6
B EREEMNPRA GG CERS . ERET, FERLALCER T
HRELG ESHRUEAUR.

RN IAFIAS , thaTRUBT L% KubeConfig 3X#F , BB & BahiRtT3F
IHE, f##T KubeConfig X : E{E3REXK) KubeConfig X5 , FFA¥KE
MENIHESEIHEE. ETUERESESHEE. SRE « £RERTs

KHER F ) API Server jlajitiilt , FEIBIZHIEAE)EE R API Server, CA
WEF ¢ R CAUED, EE : FIWMAN , FEWALL Base64 fifhBHIE
B, SHEIEAR  RERNSHEEAR. BFEERABEREIEM
FREK token BUEBHMHIE (B FREBRMEE) HTHHRIE.

4. BHEREEEN , KESFHFSAERNMNEEEN , FEIMANGSNERIRE, SR
BRLRERPABREREA LA,
5. EEMKERTE , BEIAFWIA.

I TIP

o BRLATSATFREVNEFAMUKFHERAR , B0 ITHESTERET EE R NPITHE

(status.conditions) .

o ERBNSNE , BUIUEEHIIRTFEERHNXREE. SRRKSERAER | BTN
ITEERMRHIRIE,

PZE Ao e

TR global R SFINEH L ERMNEEEN. BRI NEHHNMNEICE.
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WN{a4bIE Alibaba Cloud Sz 5 & WWintAt~
5

B] ¥ 7

%4 Alibaba Cloud NE W1z 5 & WA HLER | k4 iRAIHR, #IXEIEK Alibaba Cloud

Wi, (MRBTA LR,

an4ar{g A Alibaba Cloud £ #4173 Mij5/a] 2

WNR{F A Alibaba Cloud &£/ M7la] , AT AZE Alibaba Cloud 4B /AK IP,

SENEHE , AT RRABRAKE, AR R ?

Alibaba Cloud ACK FEEEH M ACK T HEFIAAIFRE FERIMANTI R, BERAHN
JRYEARINT R, BREX AR ERHE A,

SNEBHNEPREIETNRE S FFPLEuE+ ?
1. Kubernetes if$ : fTE S AREFH N ZIFETFAUEPEIEREES APIServer iIFBEL.

AIFFEFHM Kubernetes iEH , ATHFEHHK.

2. FABMES : FrASNNERNTET AIHEEREEEFAEMENEE | 3k
.

IR R E S N IZ IR

« Alibaba Cloud ACK EE & A SRV ITHUE.

 Alibaba Cloud ACK & & BN $F5E ETCD. Scheduler, Controller Manager 8%
KIRERE , (BXFFERS APIServer WiTER.

o Alibaba Cloud ACK LE &£ ACK THEE MM ATIFHIERIPMEXEE 8
Kubernetes APIServer WEB[&4b.
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0 Alauda Container Platform Q =

Alauda Container Platform > £ > f£&&H > SAE=F%¥ > SN\ Tencent Cloud

£\ Tencent Cloud TKE £ #f

1 AR T FERELSER |, BIAK Tencent Cloud TKE EHEMBITEEREANSE =&
HSN. BIEBICRERNIREE T RATEES AN £ EREIE | BRSNS RERRE
TRAARERR I E AR IR R ETE A Kubernetes FI75 mAE dn AR,

l TIP

BREHASEHEENHRER  BERREMARTEE .

Bk

ATt St

REUG &6 Bt

MERGECEREARTEIINCE

#¥EX KubeConfig

SNERH

MG AL E

w WA
SANEHRE , BT RRMERK. AR R ?
S\ E BB EIRNBESAFILATES 2
MARHPIHFE SN IR 1Z AR


https://cloud.tencent.com/document/product/457/32187
https://cloud.tencent.com/document/product/457/32187
https://cloud.tencent.com/document/product/457/32187
http://localhost:4173/container_platform/zh/
http://localhost:4173/container_platform/zh/
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BItE &1

o £33 E Kubernetes RAF ST & S A\Br#E Kubernetes SRR AR AT S EEK,
BAR BV FF HTTPS 00 , A AIEPMANMZEAKF TLS iEH,

R R G

o R{EE global SLR¥AERIRECEM FARERGKCIE , 1G1E global SR HIEHITFET R
BT dn @ RAREUL

if [ "$(kubectl get productbase -o jsonpath='{.items[].spec.registry.pr
eferPlatformURL}"')" = 'false' ]; then

REGISTRY=$(kubectl get cm -n kube-public global-info -o jsonpath
='{.data.registryAddress}"')
else

REGISTRY=$(kubectl get cm -n kube-public global-info -o jsonpath
='{.data.platformurRL}' | awk -F \// "{print $NF}')
fi
echo "Image registry address is: $REGISTRY"

o B(EMSMNBRBEE , FF3NXE REGISTRY £ E.

REGISTRY=<external image registry address>

echo "Image registry address is: $REGISTRY"

WMERGEEEDFEIVMCE

1. PUTAT 64, HETEERIER CERASIF HTTPS i8] , AR 2B FERAS{EE CAZAL
EKAE -


http://localhost:4173/container_platform/zh/overview/kubernetes-support-matrix.html#version-support-matrix

&\ Tencent Cloud TKE ££2f - Alauda Container Platform

REGISTRY=<image registry address obtained from the "Obtain Image Regist

ry Address" section>

if curl -s -o /dev/null --retry 3 --retry-delay 5 -- "https://${REGISTR
Y}/v2/"; then

echo 'Verification passed: The image registry uses a certificate is
sued by a trusted CA. It is not necessary to execute the content in the
"Trust Unsafe Image Registry" section.'
else

echo 'Verification failed: The image registry does not support HTTP
S or the certificate is not trusted. See the "Trust Unsafe Image Regist
ry" section for configuration.'
fi

2. RIERM , FSRUTEEALENFEBE 2.

##HX KubeConfig

1. &R Tencent Cloud R REEIEF S,
2. EERENS > EAXMSEF , EF KR APIServer 5 L.,

3. IRIEIKIRE AR e RITIRIS A I[R) , #AJ5 T2k Kubeconfig JE HAREFRIAMITE
L.

FNEH

1 EEMSHIAZT , BREETE > S5,
2. Bl FNER.
3 RBAM R AR A RS

2 DS

RBOE AT FREHNFTFaAMRGNEE. - FARIA 1 7 global £RERE R
RENFGREE. - WACE  ATHERTFANMBAMGRGNTMECE. F
WMARTORGGCENRERG ML, w0, AARMNED, - A6
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e DS

B ERUT AMMSEBRCERS . £, WENALEESFEIERIRE
CESHRAESTR.

127K TAFENATE , thATPAET KubeConfig 3t L% , A BahfiRiT it
IAE., f##T KubeConfig XX : E{£3REVA KubeConfig 3(i4fa , FE¥E
MENIHES RIS, BITUERESESHEE. SRE - SRExTs

SR ZFRH AP Server Vjlajitidi , &1 RGN RIS EEA) AP Server, CA
WEF - R CAUED, EE : FIWMARN , FEWALL Base64 fithLHIE
B, FHIEAR : VREHENIHIEAR , TEERAEBEHEIEMR
) token (Token) SUEBSHIAE (2 FumiEPHFIZ4R)

4. BEREEEN , RIESHEIAERNNLEEN , FEINRFNTFSNERIR, LR
R LRERABRERAEA LA,

5. EBMKEETE , AESAFFHA.
IR

o B TSAPIKESHERAMENHERIAR , R NPT ETEIEPERERNHIT

#E (status.conditions) .

o KBAINSNG , BAIUEERSIRTEEEHNIREE. SHRTERALR | 3FH
AT AT SERBEAR R AIRE.

TR global SBESES AR 2 IS BIE, WAMS SR AR,
I [A)E

SANEHE , “BINTRIRME K., RN & ?

TKE Dedicated %71 TKE Managed SRR SHFIBTF A REARNT R, BIERER Fim
AT R, BEXARE R AR,



S\ Tencent Cloud TKE £&¥ - Alauda Container Platform
SASEHANER BRI PEAET 2
1. Kubernetes iEH : T S ARERHCHFETFEMIERERREEE APIServer IEH(E

B RNFFEFHM Kubernetes iFH , AT B30,

2. FABAES : FASNNERSTAET AT RCERAASETARMINES , 35
.

AR AT E BRI IPR B

o TKE Managed & & R 3FHENETEUE.

o TKE Managed £ $F ETCD. Scheduler, Controller Manager #8438 , (BX#F
284y APIServer Wi E|FR .

« TKE Managed %1 TKE Dedicated &3 AIFHKEVERHEPHAREE , B
Kubernetes APIServer iEHRAM.
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0 Alauda Container Platform Q

Alauda Container Platform > £ > &£ > THEE

B

LENRE=AERFTREL REAEREEERFEN |, BEREMRS.

H=x

FoiR KM
BN
TR
EREM 4
B W)

W AR B RIZ TI4E 4R Containerd B |, AN{afRIR S A AR SR E Lk W (a) &l ?

FeRFAF

o WRIFEFIE , BIrEEF K Kubernetes IRAFNZAHSEUNAINH B IR AT S EESK,

o FBREEWLS Ai?‘f HTTPS viia] , R A AIEPIVEANMIAER TS TLS UEH. R
IEHRWESK | ESANAEIAARENEGCE ?
EE %ZAT/\IWE{%EG AHEE iR HTTPS TR EsK., LR FWA FAZACE M
AECE BEXFF HTTPS iia).

o MRFFEREHANEITEZAH A Containerd , M FEFEERE RIS Containerd BLE , PA
RN HNEERTNEE .,


http://localhost:4173/container_platform/zh/overview/kubernetes-support-matrix.html#version-support-matrix
http://localhost:4173/container_platform/zh/
http://localhost:4173/container_platform/zh/
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BEH

MEEZOREEITBOARAEIRS eth\ . \en\ N wi\ s\ jwe\.* ILECHIMSEIEE . 20RB AR
SRMERHAMG AN FSRNEE a2 EREMNELHE | FEEREEHEN T
R

Vas)jp =i
L EAEMSARR | MR > SH,

2. BITEEER > EMER.
3 RBAU MR HRE AT I MR T BT AR GNGGR CES .

g DS
FAmACE HE2RAGERNGRGRCE.

EIMGERERSNIRGEE. ERFRMARTHRGEGREEFENLERGCE

NEBE
ok, YwA. A PAFES,
BEFARHENAKEG O EEIATHRG. EREIRERTATRA
nEeE

M, ERAET , ES R EH ALK GG ER U RURER G EEAEATR.

4. BRpUE , FEEM A S WERBUEM G S | FEFEMERTETAH S,
EE MG SHREBONN 24 /N, @A RE  EREIHG4S.

BE ML
EERIRPHEEFEMPER , RAeBaTEEF TGS, BEEEMaSEHIRNE T X4
&,



Y EEEEHREITIZE MR Containerd B |, 20{af# iR
NFFEENE KW (a) 8 ?

L EERE R HNEITIZA AR Containerd B, 2AXFHEIER RN, EffRERE  BFE
FIMERER AT 2 L Containerd BEE{Z2. , A/5E /S Containerd,

4 /rl\—

AR REETE N HREERTRIB LT SIRE % Containerd AtE , NJTHEHITEH M

1. BREMT I YRtE /etc/systemd/system/containerd.service X , ¥
LimitNOFILE S¥{EMEHA 1048576 ,

2. 7454 systemctl daemon-reload EFMNEBELE.
3. BT P4 systemctl restart containerd E J2 Containerd,

4. EEFHEHEIFED 2 EHITH4S kubectl delete pod --all -n rook-ceph , EJ3 rook-
ceph s 2 TEFHIFTA Pod , {FALEAEM.
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0 Alauda Container Platform

Alauda Container Platform > £ > FEEEE > NEEEVIIBY

NE TR


http://localhost:4173/container_platform/zh/
http://localhost:4173/container_platform/zh/

L& 4541k, - Alauda Container Platform

0 Alauda Container Platform Q =

Alauda Container Platform > &8 > FEE&EE > NEEH0NBE > WEYEL

P& AT hE 1,


http://localhost:4173/container_platform/zh/
http://localhost:4173/container_platform/zh/
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0 Alauda Container Platform Q =

Alauda Container Platform > &8 > f£E&EE > NEBEHNBYE > MEEL > A

AWS EKS &3 WM& icE

Bk

SCHFIESE
BIIR &A1t
[<eatrs
¥BZE AWS Load Balancer Controller
B Ingress #1 LoadBalancer %
FARIRME
3R, AWS CLI F1 eksctl Z23&
#%EX ACCOUNT_ID
Kubeconfig Bt& {4
AT PR AR
BIIES

SCIFHEE

ThaE XFERE K

LoadBalancer y_— A %EEZE AWS Load Balancer Controller, #0R&A I%E
AR5 7 2% , LoadBalancer ThEEX 2RI,


http://localhost:4173/container_platform/zh/
http://localhost:4173/container_platform/zh/

AWS EKS ZEBEME IALECE - Alauda Container Platform
ThEE XIS 5K

o[ EERZE AWS Load Balancer Controller, B[3%&EF
Ingress <¥F Ingress Class Tt (EAfE , BB REF @ L
# ingress B FzN%FF Ingress Class)

AR 561

o HEEW/NHA kubernetes.iolrolelelb FREFM, XFTFHEZFM |, 3EFHM
kubernetes.iolcluster/<cluster-name>: shared #x%, 1555 4F MR INFRE.,

o MIRHEEAVE EKS &8 , F5 )\ Amazon EKS &3,

o 7EE[ZE AWS Load Balancer Controller Z g , &% kubectl, Helm, AWS CLI # eksctl T
BIAT A,
R RETARE , BHEAAEEMRNA BT AWS CLI EBEEREE , 7 AWS CLI
A0 eksctl TRARBEEMRIR.

o 12BIFKEX ACCOUNT ID., REGION 1 CLUSTER_NAME , 3£ <ACCOUNT_ID> .

<REGION> A <CLUSTER_NAME> ## ASCHR{HE.

7= : ACCOUNT_ID 242 ERNA MK/ ID , REGION &R e,
CLUSTER_NAME 2 &£ 7K,

o FHIFIIF Kubeconfig BL & ST,

fic & 2K

¥2E AWS Load Balancer Controller

EE  BXHPZE AWS Load Balancer Controller KRF{EE. |, 1B SRR tFTER 7.
BCE OIDC Provider

Kubernetes & #{# F§ OpenlID Connect (OIDC) #{T7&4HEIR , 3+5 OIDC issuer URL kX,
EHEEHP EH AWS Identity 3215 Service Account {E A IAM A& |, E0IESE R OIDC
issuer URL <BXM) 1AM OIDC Provider,


https://docs.aws.amazon.com/zh_cn/eks/latest/userguide/aws-load-balancer-controller.html
https://docs.aws.amazon.com/zh_cn/eks/latest/userguide/aws-load-balancer-controller.html
https://docs.aws.amazon.com/zh_cn/eks/latest/userguide/aws-load-balancer-controller.html

AWS EKS ZEBEME IALECE - Alauda Container Platform

1£ eksctl FHITA T da 4 AECE OIDC Provider :

eksctl utils associate-iam-oidc-provider --region=<REGION> --cluster=<CLU
STER_NAME> --approve

BCE Service Account

PITLA T 54 LABIEE IAM policy , FFBI7E4LZ A aws-load-balancer-controller [ Service
Account , H5 IAM role <% :

curl -o aws-load-balancer-controller-iam-policy.json https://raw.githubus
ercontent.com/kubernetes-sigs/aws-load-balancer-controller/v2.4.7/docs/in
stall/iam_policy.json
aws iam create-policy \

--policy-name <CLUSTER_NAME>-AWSLoadBalancerControllerIAMPolicy \

--policy-document file://aws-load-balancer-controller-iam-policy.json
eksctl create iamserviceaccount \
--cluster=<CLUSTER_NAME> \
--namespace=kube-system \
--name=aws- load-balancer-controller \
--role-name AmazonEKSLoadBalancerControllerRole \
--attach-policy-arn=arn:aws:iam: :<ACCOUNT_ID>:policy/<CLUSTER_NAME>-AWS

LoadBalancerControllerIAMPolicy \

--approve

% AWS Load Balancer Controller Z}Z £ & 2
7£ eksctl FHITA T4 , ¥ AWS Load Balancer Controller Z3ZEI &2 -

1. ¥=/0 eks-charts repository :

helm repo add eks https://aws.github.io/eks-charts

2. A repository :

helm repo update eks

3. ¥ AWS Load Balancer Controller Helm Chart SpZZI&Ef :
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FE : aws-load-balancer-controller R7EFCE Service AccountHIZERH Service

Account,

helm install aws-load-balancer-controller eks/aws-load-balancer-control
ler \

-n kube-system \

--version=v2.4.7 \

--set ingressClassConfig.default=true \

--set clusterName=<CLUSTER_NAME> \

--set serviceAccount.create=false \

--set serviceAccount.name=aws- load-balancer-controller

£1J7 Ingress Fl LoadBalancer 5%

#a] PARIES €13 ingress #1 LoadBalancer g% , AT DAMRIE FELFH A —F4.
B13£ Ingress

1. ERHFET , REAMSAMAZF RN > Ingress,
2. 58I Ingress , 3£7E Ingress Class #11%3% EKS Ingress Class,
3. WEHEPMY. BOAK HTTP., FHER HTTPS |, B 40EIES , REEEFXIEH.

4. YIE| YAML , 3E75RNPAT annotations, ¥1EE S5 annotation 3% 7 :

alb.ingress.kubernetes.io/scheme: internet-facing

alb.ingress.kubernetes.io/target-type: ip

5. R,
$l# LoadBalancer R %

1. £ERBTFAF , REEAENSHIFEFRME > RS
2. mEAERS |, FAESMERARF %3 LoadBalancer.,
3. BFF annotations , fRIEEEIETE LoadBalancer %% annotations,

4. R fIE,


https://docs.aws.amazon.com/zh_cn/eks/latest/userguide/alb-ingress.html
https://docs.aws.amazon.com/zh_cn/eks/latest/userguide/alb-ingress.html
https://docs.aws.amazon.com/zh_cn/eks/latest/userguide/alb-ingress.html
http://localhost:4173/container_platform/zh/networking/functions/configure_alb.html

AWS EKS EHMEHIAACE - Alauda Container Platform

PR ESEE

Mz AWS CLI F1 eksctl &3
o BUTLAT 44, WRIREIEREFFK , KR AWS CLI B1ERfRE -

aws eks list-clusters

o PATLA T a4, tNRIREIERESIFK , WFRIR eksctl D 1EM%RE ¢

eksctl get clusters

#*El ACCOUNT ID

1T aws sts get-caller-identity #%KHX ACCOUNT ID. Mgi/= [ 651168850570 BlA
ACCOUNT _ID :

"ARN": "arn:aws:iam::651168850570:user/jwshi"

Kubeconfig fit.& 3 {4

1. PATA T4 , BEFFEE B Kubeconfig 3T

aws eks --region <REGION> update-kubeconfig --name <CLUSTER_NAME>

2. PITAT 654 , Wi Kubeconfig XX, AMREFREMEE , NFR/RNECEIEH

kubectl get svc -n cpaas-system

AP AR AR
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1. PATA T4, SREVERFM

eksctl get cluster --name <CLUSTER_NAME>

2. PATAT a4, TREF WS

aws ec2 describe-subnets

3. PUTA T dn & AT RIRMAREE . K <subnet-id> EHASKINME. HIHFESRTMEN AL

7

o JFRIZRAM kubernetes.io/role/elb FR%E :

aws ec2 create-tags --resources <subnet-id> --tags Key=kubernetes.io/
role/elb,Vvalue="1"

o AHEZFRFRIM kubernetes.io/cluster/<CLUSTER_NAME>: shared #HRE :

aws ec2 create-tags --resources <subnet-id> --tags Key=kubernetes.io/
cluster/<CLUSTER_NAME>, Value="shared"

BIEUEH
{EF HTTPS BMYAT |, VSR ETE HTTPS MEREIUELL Secret (TLS 28Y) ERIRTE.

1. £#RBTFAaP , REENSHIFEFHRECE > B4,
2. R PIE 4R,

3. & TLS 28 | HRIBEES ATIEBUEHFLLA.
4. e,


https://kubernetes-sigs.github.io/aws-load-balancer-controller/v2.5/deploy/subnet_discovery/#common-tag
https://kubernetes-sigs.github.io/aws-load-balancer-controller/v2.5/deploy/subnet_discovery/#common-tag
https://kubernetes-sigs.github.io/aws-load-balancer-controller/v2.5/deploy/subnet_discovery/#common-tag
https://kubernetes-sigs.github.io/aws-load-balancer-controller/v2.5/deploy/subnet_discovery/#common-tag
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0 Alauda Container Platform Q =

Alauda Container Platform > &8 > f£E&EE > NEBEHNBYE > MEEL > A

AWS EKS # (58

Bk

A&

BEUH

EKS £/ aws-lIb A& 25 WK B8 25 5 S MER 1)
Service Annotation A& 58

ARERT R P 7 A

7N

g5 7 ik
ksoclb Classic Load AWS EOAR T EISMTZS . FERLE N TEEREM |, A&
eKs-C
Balancer WAEF.
S Network Load AWS Layer 4 tThE1512% , 7£ TCP/UDP EfTHE
eKs-n __
Balancer 1%, EETHEE S ERMEIEHINIZR.

o AWS Layer 7 TaE41%25. 5 eks-nlb 8Lt , eks-alb 7]
Application Load - N .
eks-alb Bal RAEMT HTTP/HTTPS ¥t E et &EK , &
alancer
F Web & .


http://localhost:4173/container_platform/zh/
http://localhost:4173/container_platform/zh/
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W5 E ) fhik

ZIAE Kubernetes _FHIGE M | ATLAMRIE

aws-Ib AWS Load Kubernetes #f LoadBalancer Services #1 Ingress B
WS-
Balancer 42 eks-nlb F eks-alb , LU RN B FHITRERISE

Platform Load TR
FA®EY Layer 7 B2,

Balancer

DU EXTTE R INEI R A THIE. XEWIMEERS
ATAHIRAIFNFIA |, BUERIFREIL Kubernetes BIRE
ANFHEEIE, Annotations T PLR & H E ThREM A
XA, AT UEE iR BECESITA , ETEE
REESHA LA, DheEdEE R,

Service

Annotations

B
Bl TE IS asaT |, EINFFECE Service Annotations , DAR{R & ThEk39E 28 IERA{E A aws-

b, ZNRFKIEMECEEAM Service Annotations , SFEKERIAE R eks-clb , T eks-clb FES
UDP #XHR# , FJRESBFEEFIN.

EKS £/ aws-lb A7 25 W& RBIDE R HHME
7]

Service Annotation it & 15%0H

1. FEXS N EREF | {F A kubectl ITLA T 654 , Bk kube-system a5 & T AP BF A S "aws-
load" B1FfH Pod :

kubectl get pod -n kube-system |grep aws-load

2. BIE GBI S ; BREMNEELSHENSE |, 1§58 AWS EKS Service Annotation 1587
R T S BSR4y .
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o MR FARGLAKIREIMAE Pod , MFKRERE KL AWS Load Balancer Controller, T
BlE Service Annotations , HE4)2 taEIa1 28RN a],

o WNR FRGHLSIREIMERK Pod , NFRRERD LTI AWS Load Balancer Controller, fEXTN
& B A R RS |, RINRLT Service Annotations, 4 < Annotation BVER{E
2 , %% AWS EKS Service Annotation 8 :

e service.beta.kubernetes.io/aws-1load-balancer-type: external //Required

e service.beta.kubernetes.io/aws-load-balancer-nlb-target-type: ip

//Required

e service.beta.kubernetes.io/aws-1load-balancer-scheme: internet-facing //

Optional. Add this annotation if public network support is needed.

REGA R A 7
o BIEAZIMEZ IR GHINMIET , IHEH Service Annotations ¥x B Z|S5F & i as X
W LoadBalancer Service L,

o EAB =T, BtE T1&H Service Annotations ] LoadBalancer Service ¥4 /A8 =12 53F
SicHt, & REESSEUE | IR E B SRR,


http://localhost:4173/container_platform/zh/networking/functions/configure_alb.html

Huawei Cloud CCE £ BEML& ¥4 ELE - Alauda Container Platform

Q Alauda Container Platform Q =

Alauda Container Platform > &8 > f£E&EH > NEBEHNBYE > MEIE > H

Huawei Cloud CCE &£ MR YA HECE

Bk

SCHFIESE
[ilf7 a3
[W=ei
B# Ingress
#I% LoadBalancer Service
PSS (S
BIEEIEF

SCIFABE T

Thge PR =K

LoadBalancer .
ROASHY TREINBE.

Service

A[3%F S5 Ingress Class DhaE (EfE , BidRHAR
Ingress AN FF H A3 ingress BA] PAFEh%HE ingress class) . JTFE
EAMNERE


http://localhost:4173/container_platform/zh/
http://localhost:4173/container_platform/zh/
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AU 561

WMERBEE A CCE &3 , 5 A\ CCE &% (Public Cloud)

fic & 2K

#Ea] AR Y3 ingress #1 LoadBalancer f%% , tA] MRIE B LFEHF—I.

8% Ingress

B ingress BRI TIA. HE(FAAIE 10 F3%EHE Ingress Class,
R BREMAAAME path 1 ingress B,

(%) A% 1: FI%EFE Ingress Class
1. £ Container Platform 7 , R AN S+ K Network > Ingress,
2. mif Create Ingress , F7F7£ Ingress Class #1%3% CCE Ingress Class,

3. ¥%&3% Protocol, ZMAK HTTP, X3F HTTPS , &0l IERHEFRZLESR.

4. J)#E| YAML |, FFARIEELIA Ingress Controller ZERVRMML T /E#E. B RIFMBHIEMESR.
BS T R MRECE e
S BDAT RS values B S SeRPREE(E.,

ZXA Ingress

Y

H
=
=Y

Controller Z£

g!

kubernetes.io/elb.autocreate: '{"type":"public", "bandwidth_name":"
Shared (Auto-
{random}", "bandwidth_chargemode":"traffic", "bandwidth_size":5, "bandw:

create)
kubernetes.io/elb.class: union
kubernetes.io/elb.class: union
Shared
kubernetes.io/elb.id: <Load Balancer Instance ID>
(Reuse)

kubernetes.io/elb.port: '80'


https://support.huaweicloud.com/intl/zh-cn/usermanual-cce/cce_10_0385.html
https://support.huaweicloud.com/intl/zh-cn/usermanual-cce/cce_10_0385.html
https://support.huaweicloud.com/intl/zh-cn/usermanual-cce/cce_10_0385.html

ZXA Ingress
Controller Z£

g!

Dedicated

(Auto-create)

Dedicated

(Reuse)

Huawei Cloud CCE £EBfM& ¥1A1LECLE - Alauda Container Platform

Ef#

kubernetes.io/elb.autocreate: '{"type":"public", "bandwidth_name":"<

Name>", "bandwidth_chargemode":"traffic", "bandwidth_size":5, "bandwidt

["<AZ A>","<AZ B>","<AZ C>"],"elb_virsubnet_ids":["<ELB Virtual Subn

ID>"],"17_flavor_name":"L7_flavor.elb.s1l.small", "14_flavor_name":"L4.

kubernetes

kubernetes.

kubernetes

kubernetes.

kubernetes.

.io/elb.

io/elb.

.io/elb.

io/elb.

io/elb.

class: performance

port: "80"

class: performance
id: <Load Balancer Instance ID>

port: "80"

5. |y Create, BIETTHfG , &IPS ELB e &R RS .

Fi% 2 {FFHZKA Ingress Class

1. {EFRAPLTFABA A3 IngressClass YAML X . BXRFMIEE , WS HZAA Ingress Class 7

apiVersion: networking.k8s.io/v1l

kind: IngressClass

metadata:

annotations:

ingressclass.kubernetes.io/is-default-class: "true"

name: cce
spec:
controller:

alauda/cce

2. RENHFFEENBEIESAMERE, ¥ <filename.yaml> EiASKFRIK YAML 34

£

kubectl apply -f <filename.yaml>

3. #£ Container Platform & , R A S A+ K Network > Ingress,


https://kubernetes.io/zh-cn/docs/concepts/services-networking/ingress/#default-ingress-class
https://kubernetes.io/zh-cn/docs/concepts/services-networking/ingress/#default-ingress-class
https://kubernetes.io/zh-cn/docs/concepts/services-networking/ingress/#default-ingress-class

Huawei Cloud CCE £EBfM& ¥1A1LECLE - Alauda Container Platform
4. ¥%4% Protocol, ZRAK HTTP, XFF HTTPS , B4l IEBIFERLES.
5. mifr Create, fZZTTAfs , B UAIE ELB VAR &R RS .

47 LoadBalancer Service

1. 7€ Container Platform & , S 52 S 4=~ Network > Services,
2. =it Create Service , 31 External Access F1%#¥ LoadBalancer,

3. RFF annotations , HF1EIEFEEIAE LoadBalancer JR% 7%,

4. =i Create,

FARIRAE

BIEEEH
{EF HTTPS 1MXET , EIREDE HTTPS IFREIEA Secret (TLS 2£8Y) ERXRTE.

1. £ Container Platform # , i Z- IS A14~+ [ Configuration > Secrets,
2. &5 Create Secret,
3. 1%54% TLS 2£8Y | IFRIEEES \SUAT Certificate #1 Private Key,

4. 55 Create,
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0 Alauda Container Platform Q =

Alauda Container Platform > &8 > f£B&E > NEBEHNBYE > MEEL > Az

Azure AKS ML YIIAILECE

Bk

SCHFIESE
BIIR &A1t
[<eatrs
12 Ingress Controller
B3 Ingress #1 LoadBalancer Services
FARIRME
BIFIED

SCIFABE T

Thge SFPRE =K

LoadBalancer

BOASHF T HREINIRE .

Service

] EREERZE Ingress Controller, t,A]3%3¥ /5 Ingress
Ingress XHF Class et (BRJG , B @IT R4 RAIZ ingress B}
FHNEFE ingress class) .


http://localhost:4173/container_platform/zh/
http://localhost:4173/container_platform/zh/

AU 561

MMREBIEE AKS 8 |, 155\ Azure AKS &5,

fic & 2K

ZBZE Ingress Controller

AKS fFRBZFMEIELR , 7FIA Nginx Ingress Controller BIRthgii8Eizs , RN IET
LoadBalancer 255U Services A2 NEBMLE IR IP 33k (VIP) 3R {E4MERAIRIMIE.,
1. &% Microsoft Azure 318126132 AKS £ £,

2. EEMS A+ , i Kubernetes Resources > Services and Ingresses,

3. & Bl , W TFHiESaH %4 Ingress (Preview) , R4 RIFEBIA1EE Ingress
Controller,

4. il BRFEFEFTM.

B% Ingress F1 LoadBalancer Services

#a] PARIES €132 Ingress 1 LoadBalancer Services , 8] PARYE 5 Ee#F @ A —F4.
B17£ Ingress

1. £ Container Platform & , S ZAMS i Network > Ingress,

2. ;i B Ingress , 74 Ingress Class 1%#% webapprouting.kubernetes.azure.com,
3. 4&4¥ Protocol. ERAECA HTTP. IFEA HTTPS | E5EAZIEHIERFZES.

4. Ry B,

43 LoadBalancer Service

1. 7€ Container Platform & , S 52 S 4=+ Network > Services,
2. =i fUiE Service , 3F 4 External Access 1%3% LoadBalancer,

3. BFF annotations , FtEIEEEIATE LoadBalancer Service JXfi&.



4. iy AU,

FARIRAE

BIFIEH
{5 HTTPS YRYET , 51281 HTTPS AEREIRHRAFA Secret (TLS 27

1. £ Container Platform & , R AN S+ K Configuration > Secrets,
2. A 17 Create Secret,
3. %EHF TLS 28! | HFRIBEFES ATIAEE Certificate 1 Private Key,

4. 517 Create,



Google GKE £ B RILE ¥IIALACE - Alauda Container Platform

0 Alauda Container Platform Q =

Alauda Container Platform > &8 > f£B&H > NEBEHNKBYT > MEE > G

Google GKE &£ M 4IAHELE

Bk

SCHFAR
FeR M
ALE IR
12 Ingress Controller
BI% Ingress #1 LoadBalancer Services
HMRIRE
1£ Google Cloud &% Ingress &R

BIEIEF

SCIFHEIR

Thag IR £

LoadBalancer

BOASCHF T HRENINIRE .

Service

A[i%3F [ A Ingress Class TheE (BRfE , Tl@id&RA
Ingress ZIAZFF SR Ingress BFFaNEF Ingress 25) . TTHEIMND
Z,


http://localhost:4173/container_platform/zh/
http://localhost:4173/container_platform/zh/

FeRFAF

WSRO AE GKE &8 |, S\ GKE £,

fic & 2K

ZBZE Ingress Controller

TEFNEE. GKE 124t4% 4 GKE Ingress KFEENE Ingress Controller, It Controller &%
Ingress &M E1Z! Google Cloud Load Balancer , PA4ME GKE F @ HTTP(S) T{EtRE , {F
BcEE M A H B30,

% Ingress #1 LoadBalancer Services

#ra] LR A1EE Ingress # LoadBalancer Services , ta] DMRIE EEEF H b —Fh,
B13£ Ingress

1. 7€ Container Platform & , sz Z2 (U S A4~ ¥ Network > Ingress,

2. mif Create Ingress , 374 Ingress Class 1%3¥ GKE Ingress Class,

3. 1%4% Protocol, EUAEN HTTP, FEREM HTTPS | 5L EIEHIFEERXES.

4. i Create, FHF4) 5 344 , GKE SFE B304 Ingress EL— At 1P Hifik,
IR RE Ingress WIRE T ECEIARRIKALL 1P ik,

43 LoadBalancer Service

1. 7€ Container Platform & , S 52 S 4=~ Network > Services,
2. A it Create Service , 3f4 External Access 1% LoadBalancer,
3. BFF annotations , F1RIFEEIEE LoadBalancer Service Efi#.

4. =i Create,

FARIRAE



1£ Google Cloud #& % Ingress K&

1. §71¥ Google Cloud > Kubernetes Engine , 3 S0 SH#~F 4 Services and

Ingress,
2. 57 INGRESS,
3. B3RP EFMEY Ingress TIFHKEE.

BIEUEH
£ HTTPS PHYET | ETRSEH HTTPS IEREIRRTEA Secret (TLS ZEHY)

1. 7€ Container Platform & , a2 S A4~ Configuration > Secrets,
2. A i Create Secret,
3. 1%&HF TLS 258! |, HRIEFES A\EIATE Certificate #1 Private Key,

4. =17 Create,
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0 Alauda Container Platform Q =

Alauda Container Platform > £8f > TE&EE > ABEHYBL > EEVAKL

frfE0IatL


http://localhost:4173/container_platform/zh/
http://localhost:4173/container_platform/zh/

%Y - Alauda Container Platform

Q Alauda Container Platform Q =

Alauda Container Platform > &8t > ITE&EH > AB=EHYIBL > EEvatt > 8

NB T FEIR R

SAZZFFHANB = Kubernetes R Ja , BIRIBIEEMBYIIAWIRFEIITIRME | REBELEREK
R{E AR A AT MRS, NIRRT TR (AR B R M BRI (AR BRI /et ; ACP
R EMNERASAERATTRE G,

TRELGT ZRUBRFE AR ATICRBIA TR AEZEMIRIE.

H=x

FAAEZESCHF
AWS EKS &%
Huawei Cloud CCE &3
Azure AKS &3

Google GKE &£ #f

EAES &S

AWS EKS £


http://localhost:4173/container_platform/zh/
http://localhost:4173/container_platform/zh/
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£ RWO j;

ez R ZATFEZE Bl S E S
PVC
XA efs-sc b &
RFhE ebs-sc &
Huawei Cloud CCE £ £
{#F3 RWO 35
ez R ZRATFEZE Bl S E S
PVC
XA csi-nas R ¥
RFhE csi-disk &
Azure AKS &£ Ef
{#F3 RWO 35
FE2EnY LININEZ 2 IS
PVC
XA azurefile b&
HiEfE default S
Google GKE &£ #f
{#F3 RWO 35
FHE2EnY ZRATFIEZE Bl S E S
PVC
XA standard-rwx &

{5 F3 RWX 37
R A2
PVC

XFF

ES T

{5 F RWX 37
[R5
PVC

XFF

ES T

{5 F RWX 37
[RIAR Bl
PVC

XFF

ES T

{5 F RWX 37
IR\ Bl
PVC

XFF

PVC ¥ &

Rf

XFF

PVC ¥ &

XFF

XFF

PVC ¥ &

XFF

XFF

PVC ¥ &

XFF
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{£F RWO i/ £ RWX i
ZHATEABZE (AR A Bl SN PVC ¥ &
PVC PVC

standard-rwo X¥F N E Y



Q Alauda Container Platform Q =

Alauda Container Platform > &8t > ITE&EEH > AB=EHYBL > EEVAEt > A

AWS EKS SR Zie0IaECE

FA5 AWS EKS &R FHYIIANALE.

H=x

LAY ERMIBR )
SRS
ALE SR
ClF=REREES
ERAF IR E 7 e
HRERME
AoE o RS 8K

2A) R AN PR )

o ZNAM efs-sc LHFFMEIIEHBUR T BEA SIS AR |, 1XAT8ES X PostgreSQL #
Jenkins FE LN BIIRIEFE 21T,

o Al R¥ISLBIART AL2023 AMI X35 | At EBS $hizf#if#E (Amazon EBS CSI Driver) ¢
iEIEETENE . EBS CSl driver E1ERIR L 32M/ARM 3HF , FIRBIET AMISKBIF |

MIEKNFEFAS . MRFEEFA EBS M, R A ERALUTSNBIZER | HE R
Graviton2/3 3451 :

¢ al.medium


http://localhost:4173/container_platform/zh/
http://localhost:4173/container_platform/zh/

e al.large
o al.xlarge
e al.2xlarge
o al.4xlarge

WEERTE  £H mbg, c6g. r6ég. t4g % Graviton2/3 KBRS , EAIMEEEEE , 3FH
T2 XHF EBS CSI driver,

FeRFAF

o MHRER L kubectl ~ #1 AWS CLI T A,

o WIREAIE EKS &5 , S A Amazon EKS &5 ; a1RKLIE , 561 AWS EKS £
Bf.

o 1t EKS £ EE EFS N4 171&HHH4 Amazon EFS CSI Driver #1 EBS {Ffi&ff{E
Amazon EBS CSI Driver,

AR ANRIER EFS X6 |, VBT EKS MBI 7% , IR File System
File System ID,

fic & 2K

(U FEREREEAS

1. I FAEE , REELANSHIH ARG EEEE > a2,

2. AP MISSTNH TS E > )\ YAML 63,

MRIEFTE , BLUTFABIRME] YAML SUHF BB EATEMEES., LT -~ BRAGEEE S
A efs-sc , A7fE ~ RIBOAFFEZE L FROA ebs-sc,

o« EFS i

FE ¥ <File System ID> E# ASKFRE File System ID , 530 fileSystemId:
fs-05aef9eledd309f2b .


https://docs.aws.amazon.com/zh_cn/eks/latest/userguide/install-kubectl.html
https://docs.aws.amazon.com/zh_cn/eks/latest/userguide/install-kubectl.html
https://docs.aws.amazon.com/zh_cn/eks/latest/userguide/install-kubectl.html
https://aws.amazon.com/cn/efs/
https://aws.amazon.com/cn/efs/
https://aws.amazon.com/cn/efs/
https://aws.amazon.com/ebs/
https://aws.amazon.com/ebs/
https://aws.amazon.com/ebs/
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kind: StorageClass
apiVersion: storage.k8s.io/vil
metadata:
name: efs-sc
provisioner: efs.csi.aws.com
parameters:
provisioningMode: efs-ap
fileSystemId: <File System ID>
directoryPerms: "755"

o« EBS R7Ffit

allowVolumeExpansion: true
apiVersion: storage.k8s.io/vil
kind: StorageClass
metadata:
name: ebs-sc
provisioner: ebs.csi.aws.com
reclaimPolicy: Delete
volumeBindingMode: WaitForFirstConsumer

4. REBIE.
R RBAFEENHRER | FiRB ERPRAEFNFME , FIRIEFEBRS
W, FZ R AEEIRS.

R AFAESSIRE S B

1. FEEMSAF , REEHEETE > 72,
2. mii% A efs-sc 3k ebs-sc RIEFMEZEENN=1n > EHWME.
3. RIEFTEEEMBNECAN , AEnEiEH , BEMENAAmE.

PR ES S

Ao & A EF#ERSI

« EFS X7 S



az

basePath

directoryPerms

uid

gid

gidRangeStart

gidRangeEnd

subPathPattern
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QP

BAE

50000

7000000

aJ ik

true

true

false

true

true

true

true

true

ik

BTk~
NERS a:
TSR P
AL
SR PR

Tz
2. RFK
SURERT

IR
B SRAUR.

VIR R
POSIX fBF

IR R
POSIX 4H Il

B A)
POSIX 2H I
SR E vid/

POSIX 20 1l
ROERE Ui
=

RTHET
Yivim 12 52
HMARE
nfs-subdir-e
chart g "

£, it


https://docs.aws.amazon.com/zh_cn/efs/latest/ug/efs-access-points.html#enforce-root-directory-access-point
https://docs.aws.amazon.com/zh_cn/efs/latest/ug/efs-access-points.html#enforce-root-directory-access-point
https://docs.aws.amazon.com/zh_cn/efs/latest/ug/efs-access-points.html#enforce-root-directory-access-point
https://docs.aws.amazon.com/zh_cn/efs/latest/ug/efs-access-points.html#enforce-root-directory-access-point
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2 Dpiak| RAE aJ ik i)

.PVC.name
# .PV.nam

ERAE
true B , &
subPathPat
ensureUniqueDirectory true true =, AR
mE—Bx
EXZFTT

> false,

EFS #H2E!
provisioningMode efs-ap false

\Wo

fileSystemld false 24U
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extd ARG
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message: "ShareLimitExceeded: Maximum number of shares allowed (10) excee
ded."

KR 3%

TR SE , PVC B KBGFEIA TR, EEMRSRIAE , ARER

message: "Your account is suspended and resources cannot be used"
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FELBTR VAR it i

managed-csi- \ £/ Azure SRAMITRTFME (LRS) GIZILEE
. Rz

premium .

managed-premium RIFfE fE 1 Azure SRFERIBIEEHEL.
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failed to provision volume with StorageClass "standard-rwx": rpc error:
code = PermissionDenied desc = googlespi: Error 403: Cloud Filestore AP
I has not been used in project alauda-proj-1234 before or it is disable
d.

resion: SERVICE_DISABLED
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o UTHRERTREFHEECAMSRN. FSERHeSFEHTHR |

failed to provision volume with StorageClass "standard-rwx": rpc error:
code = ResourceExhausted desc = googlespi: Error 429: Quora limit 'Stan

dardStorageGbPerRegion' has been exceeded. Limit 2048 in region asia-ea
stl.

rateLimitExceeded

RIFAELTVF %S PVC ToiAIEE 45E

LT8R 2B T R CSINode /) pd.csi.storage.gke.io IXENFE FFBCE SEK) . &RTLUE
¥ & jZ Compute Engine Persistent Disk CSI Driver fi# R[] 8,

TR B SSBERATH. EREEARNEER 5-10 54,

Warning ProvisioningFailed 18m (x14 over 39m) pd.csi.storage.gke.io_gke-5
cb9bddae4d1430eb8ad-01f4-2084-vm_4b4e70bd-e2db-4779-9102-fee83a657ced fai
led to provision volume with StorageClass "standard": error generating ac
cessibility requirements: no available topology found

Normal ExternalProvisioning 4m35s (x143 over 39m) persistentvolume-contro
ller waiting for a volume to be created, either by external provisioner
"pd.csi.storage.gke.io" or manually created by system administrator
Normal Provisioning 3m19s (x18 over 39m) pd.csi.storage.gke.io_gke-5ch9bd
dae4d1430eb8ad-01f4-2084-vm_4b4e70bd-e2db-4779-9102-fee83a657ced External

provisioner is provisioning volume for claim "acp-gke-test/standard"
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BERMEI S NERTIET.

1. EEMSAAEF |, BEERETE > &35,
2. B global,
3. BEEME>CLI TR , RERNTHLSBRMERSE

kubectl annotate --overwrite -n cpaas-system clusters.cluster.x-k8s.io
<imported cluster name> \
cpaas.io/platform-url=<prepared domain address, e.g.: https://w

ww.domain.cn>

RERB)

kubectl annotate --overwrite -n cpaas-system clusters.cluster.x-k8s.1io
cluster-imported \

cpaas.io/platform-url=https://www.domain.cn
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o A[IEEFMAM kubectl MH., XTAB=ER , RIGEWERARHAEA CloudShell, 0
RIi%FF CloudShell , EiX{# Linux gk macOS,

o EHRMIAEHK KubeConfig Xt , FFHHEFHIZIRIKT kubectl HIIFMRTF. BRI
FERAOVAE R IRME | SRR AT E— TR =

o ZMMAR : B3I A kubeconfig EFIFILESE : cp "${HOME}/.kube/config"
"${HOME}/ .kube/config.backup"
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o [BEAI : IXE KUBECONFIG MMEAE , {FHFEM S M kubeconfig : export
KUBECONFIG="/path/to/imported/kubeconfig"

o« 5HFAR : {FH kubectl 5H/BFHALE , RINARBIMA LT :

1. export KUBECONFIG="/path/to/imported/kubeconfig:${HOME}/.kube/config"
2. kubectl config view --flatten > "${HOME}/.kube/merged.kubeconfig"

3. export KUBECONFIG="${HOME}/.kube/merged.kubeconfig"

REVEERHE R

RENEE R hE

1. 1z TA T 454 -
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# [Important] The following operations support bash only

# Manually create a secret, bind a service account, and generate a non-
expiring token

kubectl get ns cpaas-system > /dev/null 2>&1 || kubectl create namespac
e cpaas-system

kubectl create serviceaccount k8sadmin -n cpaas-system

kubectl create clusterrolebinding k8sadmin --clusterrole=cluster-admin
--serviceaccount=cpaas-system:k8sadmin

cat | kubectl apply -f - <<EOF
apiVersion: vi1i
kind: Secret
metadata:

name: k8sadmin

namespace: cpaas-system

annotations:

kubernetes.io/service-account.name: "k8sadmin"

type: kubernetes.io/service-account-token
EOF

kubectl -n cpaas-system describe secret \

$(kubectl -n cpaas-system get secret | (grep k8sadmin || echo "$_")
| awk '"{print $1}') \

| grep -F 'token:' | awk '{print $2}'
WARNING

RS RAE— MR EL TN cluster-admin 4EiE,

o RAReE R TR RIRE B R &R/ MR RBAC,
o ReFHESE ; TERENNICRTIHSRE.
o PRHIETLUEAN Secret A cpaas-system XfRMIAR.

2. NF R E—SHERShER B,
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~]# kubectl create serviceaccount k8sadmin -n kube-system
'k8sadmin created

J# kubectl create clusterrolebinding k8sadmin --clusterrole=cluster-admin --serviceaccount=kube-system:k8sadmin
clusterrolebinding. rbac.authorization.k8s.io/k8sadmin created
[root@ ~]# cat > /root/k8sadmin.yaml <<EOF
> apiVersion: v1
> kind: Secret
> metadata:
> name: k8sadmin
> namespace: kube-system
> annotations:
> kubernetes.io/service-account.name: "k8sadmin"
> type: kubernetes.io/service-account-token
> EOF
[root@ ~]# kubectl apply -f /root/k8sadmin.yaml
secret/k8sadmin created
[rootg@) ~]# kubectl -n kube-system describe secret $(kubectl -n kube-system get secret | (grep k8sadmin || echo "$_") | awk '{print $13}') | grep token: | awk '{print $2}'
eyJhbGei0iJSUzITNiIsImtpZCI6IkxCNkM4ZBdpV2Nbelllb1FFRmV6c3UyREBTMZRnU181LUVGZm4BMDI4SG81fQ. eyJpc3Mi0iJrdWI1cmbldGVzL3N1enZpY2VhY2NvdW58Iiwia3ViZXJuZXR1cybpby9zZXJ2aWN1YWNjb3VudCIuYW11c3BhY2Ui0iJrdWJ1Ly
XN5c3R1bSIsImt1YmVybmVBZXMuaW8vc2VydmljZWF jY291bnQvc2VjemVBLm5hbWUi0iJrOHNhZG1pbiIsImt1YmVybmVBZXMuaW8ve2VydmljZWF jY291bnQvc2Vydml jZS1hY2NvdW56Lm5hbWUi0iJrOHNhZG1pbiIsImt1YmVybmVOZXMuaW8vc2VydmljZWF jY|
291bnQvc2VydmljZS1hY2NvdW58LnVpZCI6I jYxNDMSZWF 1L TcwNGUENDIZMy1hZTBkLWUyMTgwNTM2ZDgB0SIsInN1YiI6InNSc3R1bTpzZXJ2aWN1YWNjb3VudDprdWJ1LXNSc3R1bTprOHNhZG1pbil9. HB1X9cLjyKemjT9NpB6Koil V8aLhCwYWTBUC8NEDr9aN
kB-_sz501AMgWYJB6cxJfmsGOL2iVP87RP21aergnJafew4H6CWoUhk2WHGLs jzIp2hc3cWr84HQy TSWVXJtzL Tné8jbBpv63Nk1ISRUEp-Uf2BqbafOyNT5PZK4TpG2JYGMyalgMmvxsNyPdbBzm9izt TvzEqcA2QpLyoWzhAeG5fpa_sBjLek8brypZHNTp-6G814]
UnEyDv-ipgt8IpRXHHGre TtVGBTT8edQW6UIESCAiRWV2zeIVACC409qkKaw_j6YUNRT4dwN81gL GskHBOrn11pInZBLEFVAA

3. BIEShE BT,
ﬁﬁﬁi%ﬁ%ﬁ IWT SHEFHEE T AT, FRARSIRNE, anREMITEER+H A
TR (BE "exp” N8, NTHUR) |, FAREXE EEES NG, EXF
BT, %ﬁtﬁz{’ﬁaﬂi%ﬁﬁiﬁo

HAJWT Token:

B e L e e L e e LA S AR e b L L

NDcOODMSOSWlCSV|Ijo|03IszVtOnNIanpY2VhY2NVdW500mRIZm F1bHQ6Y2szWF]Y2Vzch9 k17-
f7K6w4VrgNvelOLmejXEqb_uaj6p5rOUI6oHYFQv3t3hoCCnPzE7qWTNGv39j9A95hdTYJklAohktz-
Rnkl7qlr7Acll73nsMyYUJ66x2ZTqQxIIBiwOr1_5d0JHsgANb1SQ36vv8IrtXefkBgn_OQLErz9eUzS6WGNqRvWM04418y
T8i6N9rG1IRCWQgN7q-
HBhxhWeafKIZtrCEzY]j911Ubj630y1nzhWDyfglgFgN2EBSCQqH2fDJOHDuZkfAtpo4Qt3B47Q-

34KIGEISdXTgkybaadOCRou7VogiVPqQRRWRVWVICLHLLFTFiyasksz8jVP46c-BSHACZo_g @
%

JWTHRAE T
n % 7 R/alg:
jwt 2 & #&/lIssuer:

Z &8/ Issued At:

3T AR (B Expiration:

W —75/Audience:

HEEAF / Subject:

I TIP

ISHAREFE RS IWT SEBFFICRA "exp": 1684486916, . X{EHE UNIX Bf[A)E , AJ#E#h UTC
i,

TRRTEE (S
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kubectl delete clusterrolebinding k8sadmin
kubectl -n cpaas-system delete secret k8sadmin

kubectl -n cpaas-system delete serviceaccount k8sadmin

LS \NE B API server #i3HF] CAMES

l TIP
MEESESNEHTE{FEAFEAM Parse KubeConfig File IHAEFKEN API server #itibF1 CAIE
B, BRI AIR.

kubectl --kubeconfig "${KUBECONFIG:-${HOME}/.kube/config}" config view
--show-managed-fields=false --flatten --raw -ojsonpath='{$.clusters..cl

uster.server}'
addr_apiserver='<Selected API server address>'

kubectl --kubeconfig "${KUBECONFIG:-${HOME}/.kube/config}" config view
--show-managed-fields=false --flatten --raw \
-ojsonpath="{$.clusters[?(@.cluster.server == '${addr_apiserve

r}')].cluster.certificate-authority-data}" \
| { base64 -d 2>/dev/null || base64 -D; }
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Q Alauda Container Platform Q =

Alauda Container Platform > &8t > EE&EH > #{EEm > EEIMLLNEREE

S EAR2HNEBEE ?

Bk

| AR
BB AR SRS

| L ik

HEFAAMEBNEROETRERZM HTTPS IR , BEIEARAHTIEPMAN M LK
B TLS R, MREEENEE  BIREBUTDRECE R HE1TH,

BLEX AR 2HRGCENEE

A w =
=
(B

EE

s MIESEMFRBEHNTR (BEMANINTR) BAMTHECE , FFE/T Containerd,
 Containerd v1.4/v1.5 5 v1.6 Z[RIKECER B ANE. EIRIELRRARITHN SR,
1. ZESNEHFPHEN TR EEITU T4 -

o BHECEXM


http://localhost:4173/container_platform/zh/
http://localhost:4173/container_platform/zh/
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mkdir -p '/var/backup-containerd-confs/'
if ' [ -f /etc/containerd/config.toml ]; then

echo 'Containerd config not found. Please check if containerd is
correctly installed. If you still cannot resolve the issue, contact t
echnical support.'

exit 1
else

cp /etc/containerd/config.toml /var/backup-containerd-confs/confi
g.toml_$(date +%F_%T)
fi

o KHY Containerd J&1TAYhR A

ctr --version | grep -Eo 'v[0-9]+\.[0-9]+\.[0-9]+"'

Containerd v1.4 v1.5 " L2 A ERE
2. ES N NEHTPHEN TR BT TH S

o YW4E /etc/containerd/config.toml
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[plugins."io.containerd.grpc.vl.cri".registry]
[plugins."io.containerd.grpc.vl.cri".registry.mirrors]
[plugins."io.containerd.grpc.vl.cri".registry.mirrors."<regis
try-address>"]
endpoint = ["https://<registry-address>", "http://<regist
ry-address>"]
[plugins."io.containerd.grpc.vl.cri".registry.mirrors."192.16
8.134.43"]
endpoint = ["https://192.168.134.43", "http://192.168.13
4,43"]
[plugins."io.containerd.grpc.vl.cri".registry.configs]
[plugins."io.containerd.grpc.vl.cri".registry.configs."<regis
try-address>".tls]
insecure_skip_verify = true
[plugins."io.containerd.grpc.vl.cri".registry.configs."192.16
8.134.43".t1s]

insecure_skip_verify = true

o E[3 Containerd,

systemctl daemon-reload && systemctl restart containerd

Containerd v1.6 AL 2B FELE
2. S NERFTHREAN TR LEEITUATH4 -

s WABRETEAEFE config_path ,
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if ! grep -gF 'config_path' /etc/containerd/config.toml; then
if grep -qE '\[plugins."io.containerd.grpc.vl.cri".registry.(mirr
ors|configs)(\.|\])' /etc/containerd/config.toml; then
echo 'Follow the steps in "Containerd v1.4 v1.5 configuration
for insecure registries".'
else
cat >> /etc/containerd/config.toml << 'EOF'
[plugins."io.containerd.grpc.vl.cri".registry]
config_path = "/etc/containerd/certs.d/"
EOF
fi
fi

config_path_var=$(grep -F '/etc/containerd/certs.d' /etc/containerd/c
onfig.toml)
if [ -z "$config_path_var" ]; then

echo 'The value of config_path in the file is unexpected. Please c
heck!'

exit 1
fi

o 43 hosts.toml 3T{&.
MR E—%K5LSHHET Follow the steps in "Containerd vi.4 v1.5
configuration for insecure registries". , &% [ Containerd v1.4 v1.5 A&Z21
JEICE.

REGISTRY='<registry address obtained in the "Get the registry addres

s" section>'

mkdir -p "/etc/containerd/certs.d/$REGISTRY/"
cat > "/etc/containerd/certs.d/$REGISTRY/hosts.toml" << EOF
server = "$REGISTRY"
[host."http://$REGISTRY"]
capabilities = ["pull", "resolve", "push"]
skip_verify = true
[host."https://$REGISTRY"]
capabilities = ["pull", "resolve", "push"]
skip_verify = true
EOF
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o EJ3 Containerd,

systemctl daemon-reload && systemctl restart containerd
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Q Alauda Container Platform Q =

Alauda Container Platform > &8 > FEEER > E{EErm > MNBENGEZRM-EXREN

M B RE X 6n 25 F P K S I 48 25t

Bk

S
IR

A
SRR | FALRIARERIMELHS eth.* fon.* [wl.* [u. %’fﬁ‘tﬂﬁﬂlﬂ‘]

WM., STHFEEXGARMNK , TAELITREEEMNERELIE. FfFRLETR
XIFHERMRRIESE , LFNRENTRELBIE.

BAIEDIR

1. %% global &£EFHEFIFET R , FHEA kubectl ITRA T a4,
2. /5% , BFK global &35S EEEXT VA moduleinfo FIREFR

kubectl get moduleinfo | grep -E 'prometheus|victoriametrics'

B


http://localhost:4173/container_platform/zh/
http://localhost:4173/container_platform/zh/

WEE N 54 B R & MZ& %3 - Alauda Container Platform

global-6448ef7f7e5e3924c1629fad826372e7 global prometheus
prometheus Running v3.15.0-2z2231204040711-9d
1fc12474c2 v3.15.0-2z231204040711-9d1fc12474c2 v3.15.0-2z22312040407
11-9d1fcl12474c2

ovn-0954f21f0359720e8c115804376b3e7e ovn prometheus
prometheus Running v3.15.0-2z2231204040711-9d
1fc12474c2 v3.15.0-22z231204040711-9d1fc12474c2 v3.15.0-222312040407
11-9d1fcl12474c2

3. YRtEMb S EEH moduleinfo &BIR , 3 ovn-0954f21f0359720e8c115804376b3e7e A
E—BAREANV % &E #E moduleinfo #FIEEFR

kubectl edit moduleinfo ovn-0954f21f0359720e8c115804376b3e7e

4. 750 valuesOverride FEL , FARIEFR(S BEBRFERMNENFRER :

spec:

valuesOverride: # If this field does not exist, you need to add the v
aluesOverride field and the following parameters under spec

ait/chart-cpaas-monitor:
ovn: # Replace with the workload cluster name
indicator:
networkDevice: eth.*|em.*|en.*|wl.* |ww.*|[A-Z].*1i|custom_inte
rface # Replace custom_interface with a custom regular expression to en

sure correct network card name matching

5. %5 10 049, ARKET RET A _ERMSARRE R , HRERENR.
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Q Alauda Container Platform Q

Alauda Container Platform > £ > FEEEE > B/EEE > NS AR Kubernetes ¢

A RS NHIPRHE Kubernetes S BHACE HIT
ige 2

B=x

sk
HIIR &

BAEDIR

I imik

B R Kubernetes £ S AT A TG , WIS ERE LIS Kubernetes API server BT HEIC
X, FAABEMNREEWETITEUE.

XTI RS EIERSRME Kubernetes S8 | WE{ERUIRELSIR |, Ala0ET kubeadm

SR, HIRMELRENER THZMSRUBEIEN Kubernetes iRS , RAETTEEREBY
HAZHFET A

AU 51

o FrAE Kubernetes £HESAFA.
BT PSSR E P HNEMNMEEFE T A,


http://localhost:4173/container_platform/zh/
http://localhost:4173/container_platform/zh/

FSNBIBRHE Kubernetes S B E BRI TUEE - Alauda Container Platform

o EFHE MM kubeadm XA&H) API server 55 Pod j5E &

1% /etc/kubernetes/manifests/kube-apiserver.yaml ,

BRAEDIR

1. BB —AAHL policy.yaml ICHHEAEITREE,
FR#E Kubernetes JRAIRE apiversion

e B Kubernetes 1.24 : audit.k8s.io/vilbetal

e Kubernetes 1.24 R EShRA : audit.k8s.io/vil

ERUTRE :
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apiVersion: audit.k8s.io/vi1

kind: Policy

omitStages:

- "RequestReceived"

rules:

- level: None

users:

system: kube-controller-manager
system: kube-scheduler

- system:serviceaccount:kube-system:endpoint-controller

verbs: ["get", "update"]

namespaces: ["kube-system"]

resources:

group: ""

resources: ["endpoints"]

level: None

nonResourceURLS:

/healthz*
/version

/swagger*

level: None

resources.:

group:
resources: ["events"]

level: None

resources:

group: "devops.alauda.io"

level: None

verbs: ["get", "list", "watch"]

level: None

namespaces:

kube-system
cpaas-system
alauda-system
istio-system

kube-node-lease

resources:

group: "coordination.k8s.io"

resources: ["leases"]

- level: None

resources:

group: "authorization.k8s.io"

resources: ["subjectaccessreviews"

4

"selfsubjectaccessreviews"]
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- group: "authentication.k8s.io"
resources: ["tokenreviews"]
- level: Metadata
resources:
- group: ""
resources: ["secrets", "configmaps"]
- level: RequestResponse
resources:
- group: ""
- group: "aiops.alauda.io"
- group: "apps"
- group: "app.k8s.io"
- group: "authentication.istio.io"
- group: "auth.alauda.io"
- group: "autoscaling"
- group: "asm.alauda.io"
- group: "clusterregistry.k8s.io"
- group: "crd.alauda.io"
- group: "infrastructure.alauda.io"
- group: "monitoring.coreos.com"
- group: "networking.istio.io"
- group: "networking.k8s.io"
- group: "portal.alauda.io"
- group: "rbac.authorization.k8s.io"
- group: "storage.k8s.io"
- group: "tke.cloud.tencent.com"
- group: "devopsx.alauda.io"
- group: "core.katanomi.dev"
- group: "deliveries.katanomi.dev"
- group: "integrations.katanomi.dev"
- group: "builds.katanomi.dev"
- group: "operators.katanomi.dev"
- group: "tekton.dev"
- group: "operator.tekton.dev"
- group: "eventing.knative.dev"
- group: "flows.knative.dev"
- group: "messaging.knative.dev"
- group: "operator.knative.dev"
- group: "sources.knative.dev"
- group: "operator.devops.alauda.io"

- level: Metadata

| TIP
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MREBEAET 1.24 , U apiversion FEEEMA audit.k8s.io/vibetal ., $REEIN
BRHEHKBARIFAZE.

2. % policy.yaml _HERIBANMZEHIFET ALK /etc/kubernetes/audit/ ,

I WARNING

o MREHAZZNTHTFETR , WEXH LERIEIM TR,
o MREFZAGEE ., FFINEIZE : /etc/kubernetes/audit/

3. EENMEHIFET R LEEFH /etc/kubernetes/manifests/kube-apiserver.yaml ,
£ spec.containers[].command R INECE FTL T S5 RNIRE

--audit-policy- i a=w)
=
E
file /etc/kubernetes/audit/policy.yaml ,
--audit-log-
B PIRREA json .
format
--audit-1log- dﬁ?ﬁtﬁ%&jh
=]
xE
path /etc/kubernetes/audit/audit. log ,
--audit-log-
& BiNME : batch .
mode
--audit-log- BT RESHRRAKR/N , BfAh MiB, ZiXE :
i
A
maxsize 200 ,
--audit-1log-
= Y = 3\
B REREFEITHEXHNE., EBXE: 2.
maxbackup

NI
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- --audit-log-format=json
- --audit-log-maxbackup=2
- --audit-log-maxsize=200
- --audit-log-mode=batch

- --audit-log-path=/etc/kubernetes/audit/audit. log

--audit-policy-file=/etc/kubernetes/audit/policy.yaml

4. ¥R R HEBEERMEIR— kube-apiserver.yaml U,
F£ spec.containers[].volumeMounts NEMPATINA :

- mountPath: /etc/kubernetes/audit

name: k8s-audit

£ spec.volumes TFERMPATFIRE :

- hostPath:
path: /etc/kubernetes/audit
type: DirectoryOrCreate

name: k8s-audit

WARNING

s MRERAEZNMEHITFETR , BESMTHTFET R EEHE
e volumeMounts[].name {ENRSIFTNVEK volumes[].name {H—ZK.

o HIERFELIZIE /etc/kubernetes/audit .

5. fRIFNAFFH AL E B BEN,
BESNEEFERT R EEREMT /etc/kubernetes/audit/audit. log . ANRXHEEFE
BAEHEIHER , MR RCEDEN.

1ls -1 /etc/kubernetes/audit/audit. log
tail -n 20 /etc/kubernetes/audit/audit. log
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Q Alauda Container Platform Q

Alauda Container Platform > £ > ¥{EFerg

eSSl

1§ KubeConfig jjjr]&E 5% AWNE Registry FRSMNHIE EHNEE)


http://localhost:4173/container_platform/zh/
http://localhost:4173/container_platform/zh/

{# F KubeConfig j7la]& £f - Alauda Container Platform

0 Alauda Container Platform Q

Alauda Container Platform > && > #{EtEF > {#F KubeConfig ifj[a)&E &

{# F KubeConfig 7j[a)&5f

Bk

(]
77Ky
prize Il ZES
SRS
BRAESIR
TEIHERF AR HE KubeConfig
&, KubeConfig 34

=

1%&4% KubeConfig 3T
Coanla: == avla)
FREBEC K ACP APl S22 T 4K KubeConfig
B ACP API 4%
Y% KubeConfig 14k
£ KubeConfig X% E ACP API &%
o UER BAN SR
1 3% R0k 34T Pipeline & Connector jja]
A A RV HAAN R SH
IuE

JRERLIR


http://localhost:4173/container_platform/zh/
http://localhost:4173/container_platform/zh/

{# A KubeConfig i/7la)& & - Alauda Container Platform
A“AJ' AN
[A] 71

MNREENAHER ACP CLI ( ac ) client-go ERZEMUA
Kubernetes & Figiji[a) 88 |, E{EF KubeConfig, ATNHFHRMELIRERT global £
PAR Tt &R,

kubectl . helm .

KubeConfig X2 YAML & Figlt B , N2 Kubernetes &, KubeConfig XHEE &
EXEfRERIRR. B FumEE R SRS KBSk _E T3,

ACP CLI ( ac ) fEF#rHE kubeconfig , 124425/ kubectl K{ERAR., 5 kubectl T{E
MRS, ANERESFETFERLETX. ERMSERME. MRESEFER ac login
ACP CLI AT B shALE kubeconfig 341 T3, LT iRIEE{2E4E T3 KubeConfig 3441
FENHIRET MM KubeConfig X4,

=

PAF 155 Al i X L5 [R) R AL

o EREEAFTRE A EZEMKN KubeConfig , ATHRMHEE, HIEHESRE.
o FRAGBIERFPFERE—1TS5HES ACP 54 RBAC BURAFFH KubeConfig,
o MKEBIEERSTEML TN ABREKFREIL.

prisEan e

LR T REFEEERITIRIFELL :

Vil EERE AR He s RIS B

byl N 7APAN NZ £ M2 Fr
WFaFam  CONFETR ey BTESAIE e st
cubeCon ] KubeConfig N B RIAL IR A -

oUL L
g ST T £ 454

HESKSAE  SRTFSENE FrAR. TH

£FS N i
TR BACPAPI 4 HMSHAD AT A

KubeConfig RIS

h& RBAC Gl I
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| wanirn
B#T , A ACP ¥ KubeConfig SIHEIAB A 10 £, ACP HEIAFFAEMN AR 2T E#R
CA , AZFE A AR FERTEE FB 8 LSS CA,

MR BEE AR SRS T E s A FRIES , B EAET K KubeConfig , TIAEK
ST R A T A

FoiR A
T2 AT | WIEBEL TR

o AP ACP 3R 0) B AREEE.
o BEE(FR KubeConfig XA TEH, E&% ACP CLI ( ac ) 8% kubectl ,

o WMREFEMAET LMK KubeConfig , FATAMA N BEH} > API 18405 ACP API &8, &
KFERER  ESREN.,

o MREH KubeConfig AT HKASERS , EHEE— T ERK, , FHECZH S ZAIY
BT ITHRHIAUR.

BRAEDIR

TEHE AT A1 48 KubeConfig
MREEIBH T FEIRMEA KubeConfig X EEGHRIERE | WEFRALKRE.
1 % KubeConfig 34

EETE A | IR > &5 |, B RER | FTHEFHER , ot , Al
1%3 T3 Kubeconfig,

B TR RFRIA#E I , Fl70 ~/ . kube/<cluster-name>.yaml ,

2 | 3% KubeConfig 34


http://localhost:4173/container_platform/zh/apis/overview/intro.html

{# F KubeConfig j7la]& £f - Alauda Container Platform

¥ ACP CLI ( ac ) 3¢ kubectl ¥gM@ FERHISH :

export KUBECONFIG="$HOME/.kube/<cluster-name>.yaml"
kubectl config get-contexts
kubectl config current-context

ac config current-context

MELEEIHLANER , W5{FA kubectl config use-context <context-name> BY ac
config use-context <context-name> YI#E|IEFMHK LT , RAEBE1TH4. MRE
FH ACP CLI £iF , the]A{#EF ac config use-cluster <cluster-name> FEYHIFE
SVETPYHRERE.

3 WUFEEREIA]
1T RIEG4 | #A KubeConfig SCAHRTREAIT/E :

kubectl get nodes
kubectl get pods -A
ac get nodes

ac get pods -A

R SR B TRHI E R R , W KubeConfig X4 A] B #(#F .

FESTEMEIEN , BiRERAN TR, B LB EBEE TS KubeConfig 18
W, FEREERT ac # kubectl .

F A BT K ACP APl S hE M ET4 2
KubeConfig

MR EHE KubeConfig AR S4FE ACP A Pk B sh ik RILED , B8 RLLIE1Z.

MR IEARSIRFAPIR. KubeConfig XU HEEM B MEIERE ., SRR FNERT S
MIAHRZSHH RBAC 1AL,
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1§47 ACP APl 4%
STHANGR > APL &8, QIEHIAM | IR E SEM0E AR S AILR A HiR ).
BEFMANE, MBS EATEN  FERERANABEKS,

2 | % KubeConfig t&1k
ER T A —

o T &M KubeConfig Xt , I BEF—HaIARTET S,
o FENBIENRE KubeConfig 3L,

MARFERERNAF , FERU BB IRER A

https://<platform-access-address>/kubernetes/<cluster-name>

WRAAE MK ERESR S |, VB T EE AR KubeConfig , I KEEEA CA
FEAEMEIRERFR.

3| £ KubeConfig 3 {418 & ACP API £ i#
¥ users[].user.token {EEFMALAFNEIRAFKBENUK LK ACP API 4%,

PUF 7~ R T ZE T4 hEH0 KubeConfig :

KubeConfig.yaml
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apiVersion: vi
kind: Config
clusters:
- name: <cluster-name>
cluster:
server: https://<platform-access-address>/kubernetes/<cluster-n
ame>
certificate-authority-data: <base64-encoded-ca-data>
users:
- nhame: <user-name>
user:
token: <platform-api-token>
contexts:
- name: <context-name>
context:
cluster: <cluster-name>
user: <user-name>
namespace: <namespace>

current-context: <context-name>

namespace JEAIIEMH], ERTREGSHIVAGEZTE , BREY KSMARIARTEHE.

4 ) BuF B BANRE

{FFAHH KubeConfig 30 , FEWUEIR [ AR 2 A5 @ ULAL

export KUBECONFIG="$HOME/.kube/<user-or-automation>.yaml"
kubectl auth can-i get pods -n <namespace>

kubectl get pods -n <namespace>

ac config current-context

ac get pods -n <namespace>

MRALS4TXS kubectl auth can-i R[E] no |, BFFHIEAAIFEREMIK,, A
¥ KubeConfig Bk fl 5 RBAC BB AE.

1§ & Ak F 1T Pipeline 2 Connector ijj7]

X}F Pipeline 8¢ Connector 1ji[a] , E{EAETAKS, , AR ARFKS
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1. 34 Pipeline &% Connector 41i&% Ak /.
2. AR E XK FIRF BT R TR B Kkl PRAR
3. MK FEZ—1 ACP API 4%,
4. fE FI% S R ET 42/ KubeConfig,
5. ¥&h#ak KubeConfig X7 ETE BB LT AN BAEIE RS F,
6. I BIZISRE. ERESATFMEEI B SRR T

HAEECA B ARSI FEIE , (BEARZ ACP R RAMIE K KubeConfig X¥5.

A= an R FARIEH

A PR T A BUR T AR lR) R A

B BHMIEHIRE WETITA
TATEM "FERE) KubeConfig HATRVARBUHA 10
0o U FTFE a3 FES TR 4, ACP YRR FLIEIZIRAE CA B

KubeConfig R .

BreEXHEERE CA,

KubeConfig {X#£4 8 SAEMRFFRT A,
HT A2 users[].user.token K] . . . _ Jyn
KubeConfig ACP API 4 S hed HE 585 . KubeConfig th&f&

IET 15,

IREFER AN B BN, BREERET SRR,

Bouk

HER 1T KubeConfig X4 fF , PUTATRE :

1.151T kubectl config get-contexts , MBATFETHIK_ LT,

2.151T kubectl get pods -A EY kubectl get pods -n <namespace> ZFERiEdr4 , A
I . STRHARIIESEE —3K.

3. T ET LM KubeConfig , IZ1T kubectl auth can-i <verb> <resource> -n
<namespace> , HAERESSEBEENBE—.
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4. INE{FEH ACP CLI , 19T ac config current-context EY ac namespace , #AJEZEhE
TS ER e & TR —5,

5. 1R {FH ACP CLI , 12T ac get pods -n <namespace> 3 ac get nodes , FIANEL,
SmARRAeSeE—2K.

JR%BIR

BX ACP APl £h#%E1H | FSFE /T,

AR ACP CLI ERti&mR , B2 CLI AT,

BHX ACP CLI L FXM&KEEM |, ES MY B CLIELE S,

A ACP CLI 5 kubectl HI3&AM |, 1214 ac 1 kubect! €5 4-H1{E .


http://localhost:4173/container_platform/zh/apis/overview/intro.html
http://localhost:4173/container_platform/zh/ui/cli_tools/ac/getting-started.html
http://localhost:4173/container_platform/zh/ui/cli_tools/ac/managing-cli-profiles.html
http://localhost:4173/container_platform/zh/ui/cli_tools/ac/ac-and-kubectl-usage.html
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Q Alauda Container Platform Q

Alauda Container Platform > £#f > 2{/Ef&m > ANE Registry FRNSMERHE

JINE Registry 75iN4MaRshitE

Bk

(%S
BIIR &A1t
BAELIR

FFE Registry BLEWEBFEEEBFLN

LR

W global HEEFA Platform Built-in Registry B , M-S % thid I Registry HiI
B5E1&. X Registry AR global SERNAAMHRHERS , EOREEB WV FERET QA
IR

FEFRELGRT , WEEHTRIVEAEEIR global S Registry #ilik , 61201, global
SRUTRARETD , MEFEHUTABEBASEHET.

FFARIRIA Registry BLE—NR] WAMERURIAGMIAE | ARV 55 SR RFHI B 45

A 2

FFaaRT , EHESUTRE


http://localhost:4173/container_platform/zh/
http://localhost:4173/container_platform/zh/
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o MV EEET RATIRIIE A

o JHZTEMA IP ikt

o BHAKBH SSLIED

I WARNING

. BAWRST AR

o WHRIRAEK IP AT LR IRER KR global SEHIFTHITHIFET R

BRAELIR

FFEE Registry Br& uEHF1FE AL

1. BRI BFOEREHIE] global EFKYESEHITFERT S
2. QARSI L IEBK TLS secret :

kubectl create secret tls registry-address.tls --cert=<certificate-file
name> --key=<key-filename> -n kube-system

NI

kubectl create secret tls registry-address.tls --cert=custom.crt --key=
custom.key -n kube-system

TE RIBEPSE , 44T global &P kube-system #54Z[A)F registry-address.tls
secret KT RARHE, fEUEPERIRTREEH B,

3.7 global HEHAEEITHITET R _LAVE ingress FLR :
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REGISTRY_DOMAIN_NAME=<www.registry.com> # Replace with your accessible
domain name
cat << EOF | kubectl create -f -
apiVersion: networking.k8s.io/v1l
kind: Ingress
metadata:
annotations:
nginx.ingress.kubernetes.io/backend-protocol: HTTPS
name: registry-address
namespace: kube-system
labels:

service_name: registry

spec:
rules:
- host: $REGISTRY_DOMAIN_NAME
http:
paths:
- backend:
service:

name: registry
port:
number: 443
path: /v2/
pathType: ImplementationSpecific
- backend:
service:
name: registry
port:
number: 443
path: /v2/_catalog
pathType: ImplementationSpecific
- backend:
service:
name: registry
port:
number: 443
path: /v2/.+/tags/list
pathType: ImplementationSpecific
- backend:
service:
name: registry
port:
number: 443
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path: /v2/.+/manifests/[A-Za-z0-9_+.-:]+
pathType: ImplementationSpecific
- backend:
service:
name: registry
port:
number: 443
path: /v2/.+/blobs/[A-Za-z0-9-:]+
pathType: ImplementationSpecific
- backend:
service:
name: registry
port:
number: 443
path: /v2/.+/blobs/uploads/[A-Za-z0-9-:]+
pathType: ImplementationSpecific
- backend:
service:
name: registry
port:
number: 443
path: /auth/token
pathType: ImplementationSpecific

tls:
- secretName: registry-address.tls
hosts:
- $REGISTRY_DOMAIN_NAME
EOF

MRREIZUT ... created MER , MFKIR ingress BT,

4. 1B BB 1EFE Registry Service BIR :

kubectl -n kube-system get svc | grep registry

SR Service NETE  BEIERA TS AE -
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cat << EOF | kubectl create -f -
apiVersion: vi1i
kind: Service
metadata:
labels:
name: registry
service_name: registry
name: registry
namespace: kube-system

spec:
ports:

- protocol: TCP
port: 443
targetPort: 60080

selector:

component: registry
type: ClusterIP
EOF

5. (£ I\ Registry $uHR G , MEECE -

crictl pull <registry-domain-name>/automation/gaimages:hellowor1ld

(1%

podman pull <registry-domain-name>/automation/qaimages:hellowor ld
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0 Alauda Container Platform Q

Alauda Container Platform > &8 > /e > BEHAECESEIE

|
HRAES TR

7R

Public Repository RHFERRM. @I AXEIMRIKGEGEIMRMS. MREFE
ERFER Public Repository {EAGBIEMEK , NFEEHANER public-registry-
credential Cloud Credentials, X#¥A]#f{RFaBMNRM L FMFRAEGE .

public-registry-credential ZFERNEREMKREILE , HERAARTEEAMNER Public
Repository MR, S FEIMKFESHRIUEN , B1d EMREREFE %K Alauda OS
SHSEANEERITEFARGR  BRIEXEHSIRTECEE. Bt , EfEEts
FIXLERR. (MRFAREMRAFERTIR , WALETIEIE , FLERFSARNE R
ICRAMHEAT IR AR EFRA AR IRE]. )

FRANERT , 5 IH ATRER IR SR B —— X LR B A B O RS A

kubectl get cluster.platform.tkestack.io \
-0 custom-columns="'NAME: .metadata.name, REGISTRY_REFERENCE: .metadata. lab

els.cpaas\.io/registry-reference'


http://localhost:4173/container_platform/zh/
http://localhost:4173/container_platform/zh/
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B IBIR <none> HUEATEEEISURAMELE,

| smmESSOEBEREE
SR GPE B IEMREE , MARMAIEIE , DMEAEEEILRKEMNRABF A5G, S5E
FEQRERINER , ZRTEAEY. FERANFERERGGIEME.

BRAEDIR

1. &% RE X Customer Portal , 3 A& _E£8 User Information 3285 ] Enterprise
Management 4 T2 ERLREK SRS,

2. 7£ Administrator iz%|& Z WSt |, {4k Clusters > Cloud Credential,

3. & &K public-registry-credential HI=FEUE , AfemEa M TR REFH
Update,

4. 7£ Upload Public Repository Address £4 , _E{Z M R &~ Customer Portal TEH K&
HIUE A,

5. sy Update DA FASE &,
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