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%% Alauda Container Platform Policy Management - Alauda Container Platform

BT YAML %3

1. & ] FHhR A<

£ global EHFF#ZE ModulePlugin 1 ModuleConfig ‘&R , #{RIEHE A -

NAME AGE
kyverno 4d206h

NAME AGE
kyverno-v4.0.4 4d21h

XRRAEFFFELL ModulePlugin kyverno , FFEEAFIRA v4.0.4 .

2. §13Z Modulelnfo

4132 Modulelnfo %R , TTHRAEMACE SEBI o] Ldedmfs -

apiVersion: cluster.alauda.io/vlalphal
kind: ModuleInfo
metadata:

annotations:

cpaas.io/display-name: kyverno

cpaas.io/module-name: '{"en": "Alauda Container Platform Policy Manag
ement",
"zh": "Alauda Container Platform Policy Management"}'
labels:

cpaas.io/cluster-name: global
cpaas.io/module-name: kyverno
cpaas.io/module-type: plugin
cpaas.io/product: Platform-Center
name: kyverno-global
spec:

version: v4.2.0

FEEA
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RE IR

1. B4R B BJF Secret

kubectl create secret docker-registry my-registry-secret \
--docker-server=registry.company.com \
--docker-username=<username> \
--docker-password=<password> \
--docker-email=<email@company.com> \

-n kyverno

2. fic & Kyverno {# 3% Secret (#7F)

apivVersion: vi
kind: ServiceAccount
metadata:
name: kyverno
namespace: kyverno
imagePullSecrets:

- name: my-registry-secret

3. Kyverno Deployment Bt&

NRBEFMAERIES] , AT EEBEHR Kyverno f] Deployment :
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apiVersion: apps/vil

kind: Deployment

metadata:

name: kyverno

namespace:.

spec:

replicas: 1

selector:

matchLabels:

app:

kyverno

kyverno

template:

metadata:
labels:
app: kyverno

spec:

serviceAccountName: kyverno

imagePullSecrets:

- name: my-registry-secret

- name:

- name:

gcr-secret

dockerhub-secret

containers:

- name:

image: ghcr.io/kyverno/kyverno: latest

env.

#

name :

value:

kyverno

REGISTRY_CREDENTIAL_HELPERS

"ecr-login,gcr,acr-env" # JSRIEUEENTF

. HAhECE
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e —/N SecurityContextConstraints CRD ( security.alauda.io/vialphal ) 3k77f&
SCC FLE .

o FrrE Kubernetes RBAC ( use ZMAII resourceNames ) ¥X XS4 E2IACE X H
WARERFES OpenShift {f£3F—2X ( oc adm policy add-scc-to-user AEZA]——X7
K) .

o —XF Kyverno EANRIE—— A ER | — PR E— BT IEFIERAK SCC, #MFEHA
B , FHHELE(E{IR B ] #% SCC K Pod,

o i~ GlobalcontextEntry %R, BEAIERNFFLERE SCC BCEXHLAR X RBAC X
%, RN RRAFEEZESMA APLE A,

HRE - MARATREIRE B R EH K Pod 558 , RSB HAREIH
ServiceAccount # A E BT 2ECE X HFF |, M OpenShift 1% Bt T s B e 155,

SCC FRE—MEREITHTE, MARANNNERTEZAIZESEH SCC RBAC 45 I
R, oA SR Eh R, NARANYER TERIEK , Fl20 anyuid |
hostNetwork 3% hostPath ; FAKELEEEREEEK , FK&/IMUR SCC 4hEZIMEN
IR,

£ BT
o TR A R LR T A5,

e PR TAE ENNAB GIES

¥ SCC 3%, it SCCFK, 4 ARIERA LR EEBARE

FaEERRE j& SCC RBAC 487E. HHEREE M M AR AN TFI T SCC, 4
2EMW R warn Y)#E] peny , AR EITHIS A privileged . hostaccess
B, 3y anyuid .
R TAERETFRRES |, 620 root
UID. host networking, host ports, ANE4fJ3E SCC RBAC 4BE , thAE
RS host paths, user nanrlesgiacesm K EE [ BECK Service\Account =¥
P UID BHE. MmFasRkeEH gt SCC MR, MIEEKRM SCC 24
namespace, ServiceAccount, T{E R FHTRIE , BNAREFER
REEHMIRE, &it/g , FRSEC alauda.io/required-scc .

i) ServiceAccount EpE T {Ethzk.
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WRIFBFARRLEER , FIRRE 1 HOME 2 BoMIT. MRRENALIE | BHEER
IR 2.1 e SCCIEK , ARNAEEE T TREIE e , A EMASER 2.5 FHE 2.6, K
REITNFPER 2.2 22558 2.4 i) RBAC 584,

FRETAERANT ¢

1. i AL AR T etk =k A B 48 ServiceAccount,
2. FASRT LB Rk H/ MR SCC FH4/i# RBAC 48 .

3. LR g FHAL A ServiceAccount F3E T , REEEHE AEKEEEIEFE
SCC B} , A%/l alauda.io/required-scc .

4. EHR(EM kubectl auth can-i WA , M TAERBETBERIEANGK Pod ABT
HAK) alauda.io/scc TFfi.

e =

ERS=R

LEIMAE—B N, A SR -

o RIEER I{EE M OpenShift IFF&id3k , FHHFLRBIMAEM oc adm policy add-scc-

to-* SPEAER | PUEFA FANAERITT T RMREGR EZAE T (E,
o REALIEFR Kyverno , FAFE—NMEFEHENLLHR , MAZEKE Pod /5HEFERA

SCEEM] securityContext .

o RIZITHREZTAFERE , FHFHEARME namespace FHIARFE ServiceAccount B RFIHL L
FPR—pAn , A SA{NFR restricted-v2 , HiEWE&E SA AF hostmount-anyuid
ANO#5%028 SA #£1F NET_BIND_SERVICE ,

o RAEBHEEESIERNE — NG — B RFR XTI AIFIZT privileged Pod” , TIAZ4E
BI5M Y ELE)E namespace F,
STIR IR

FHeawT , SRR AT TR &4
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2. Kyverno BT #1217 , AR v4.3.1 8 E 5 , FFEHATH MutatingPolicy .
validatingPolicy #1 GlobalContextEntry CRD., {RA]RA{ERATaLSLWAEL :

kubectl get crd validatingpolicies.policies.kyverno.io mutatingpolicie

s.policies.kyverno.io globalcontextentries.kyverno.io

3. kyverno namespace FAEPLT ServiceAccounts (EXA Kyverno &3%)

e Kkyverno-admission-controller
e kyverno-background-controller

e kyverno-reports-controller

4. {f48F cluster-admin (2453 AR , R ALEES|ZEEEHZE CRD, ClusterRoles,
ClusterRoleBindings. GlobalContextEntries 1 admission policies,

5. {RELRHTBE TIEAFIE restricted Pod G4 namespace i Pod Security
Admission (PSA) enforce #r%. PSA &7t Kyverno ZBNE1T ; AERFEA namespace #x
184 pod-security.kubernetes.io/enforce: restricted , HBATE Kyverno /- \EJ ,
% namespace &1ELE(EM 5Ty SCC (0 anyuid B{ hostnetwork-v2 ) ULECE]
Pod, EEIE YUK namespace FREAREFEEA baseline TY privileged , BREPRHIIR
1EIX 4 namespace 12t SCC FLEHES.

l Tip
SIBRER—XMTHE , BEERFAESERIIT. B2 BaAHETEERATER : FASZRLE
HREFRETERRTKEYE SCC FLE . NARNES R FIRUXLTEK , REERSEHK

ServiceAccount,

IR
TS APNERSY -

o %1549 EEESIENTE SCC 3|%, §MNERPIITIR,
o 52 B4 I SCC BB STH4BEE! ServiceAccounts, Users F1 Groups e T £t
HEFTENEEEHFE SCC.
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apiVersion: apiextensions.k8s.io/v1
kind: CustomResourceDefinition
metadata:
name: securitycontextconstraints.security.alauda.io
spec:
group: security.alauda.io
names:
plural: securitycontextconstraints
singular: securitycontextconstraints
kind: SecurityContextConstraints
listKind: SecurityContextConstraintsList
shortNames:
- scc
scope: Cluster
versions:
- name: vilalphal
served: true
storage: true
schema:
openAPIV3Schema:
description: |
SecurityContextConstraints governs the ability to make reques
ts that affect
container security context. This custom CRD mirrors OpenShift
SCC semantics
while keeping fields under spec for Kyverno CEL consumption.
type: object
required:
- spec
properties:
apiVersion:
type: string
kind:
type: string
metadata:
type: object
spec:
type: object
required:
- runAsUser
properties:
allowHostPorts:

description: Determines if the profile allows host port
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s 1in containers.
type: boolean
priority:
description: Higher priority SCC is evaluated first.
type: integer
format: int32
nullable: true
restrictiveScore:
description: Secondary sort key. Lower score means less
restrictive.
type: integer
format: int32
minimum: O
requiredDropCapabilities:
description: Capabilities that must be dropped.
type: array
nullable: true
items:
type: string
x-kubernetes-1list-type: atomic
allowPrivilegedContainer:
description: Determines if privileged containers are al
lowed.
type: boolean
runAsuUser:
description: Strategy controlling runAsUser.
type: object
nullable: true
properties:
type:
description: Strategy type for runAsUser.
type: string
enum:
- RunAsAny
- MustRunAs
- MustRunAsRange
- MustRunAsNonRoot
- MustRunAsNonRootOrSystem
uid:
description: Required when type=MustRunAs.
type: integer
format: inté4
minimum: O

uidRangeMin:
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description: Minimum uid for MustRunAsRange.
type: integer
format: int64
minimum: O
uidRangeMax:
description: Maximum uid for MustRunAsRange.
type: integer
format: int64
minimum: O
users:
description: Users who can use this SCC.
type: array
nullable: true
items:
type: string
x-kubernetes-list-type: atomic
groups:
description: Groups who can use this SCC.
type: array
nullable: true
items:
type: string
x-kubernetes-1list-type: atomic
allowHostDirVolumePlugin:
description: Determines if hostPath-1like volume plugin

usage is allowed.

t/.+)$ll

type: boolean
seccompProfiles:
description: Allowed seccomp profiles. '*' allows all.
type: array
nullable: true
items:
type: string

pattern: "A(\\*|runtime/default|unconfined|localhos

x-kubernetes-1list-type: atomic

allowHostIPC:
description: Determines if host IPC is allowed.
type: boolean

forbiddenSysctls:
description: Explicitly forbidden sysctls.
type: array
nullable: true

items:



RunAs.

true.
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type: string
x-kubernetes-1list-type: atomic
seLinuxContext:
description: Strategy controlling SELinux labels.
type: object
nullable: true
properties:
type:
description: Strategy type for SELinux context.
type: string
seLinuxOptions:

description: Fixed SELinux options required by Must

type: object
properties:
user:
type: string
role:
type: string
type:
type: string
level:
type: string
readOnlyRootFilesystem:

description: Forces readOnlyRootFilesystem when set to

type: boolean
fsGroup:
description: Strategy controlling fsGroup.
type: object
nullable: true
properties:
type:
type: string
ranges:
type: array
items:
type: object
properties:
min:
type: integer
format: inté4
max:

type: integer
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format: int64
x-kubernetes-list-type: atomic
supplementalGroups:
description: Strategy controlling supplemental groups.
type: object
nullable: true
properties:
type:
type: string
ranges:
type: array
items:
type: object
properties:
min:
type: integer
format: inté4
max:
type: integer
format: inté4
x-kubernetes-1list-type: atomic
userNamespacelLevel:
description: Controls host user namespace usage.
type: string
default: AllowHostLevel
enum:
- AllowHostLevel
- RequirePodLevel
defaultAddCapabilities:
description: Capabilities added by default unless expli
citly dropped.
type: array
nullable: true
items:
type: string
x-kubernetes-list-type: atomic
allowedUnsafeSysctls:
description: Explicitly allowed unsafe sysctls.
type: array
nullable: true
items:
type: string
x-kubernetes-list-type: atomic
allowedFlexVolumes:
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description: Allowed flex volume drivers.

type:

array

nullable: true

items:

type: object

required:

driver

properties:

driver:

type: string

x-kubernetes-1list-type: atomic

volumes:

description: Allowed volume plugin types.

type:

array

nullable: true

items:

type: string

enum:

%1

none
hostPath

emptyDir
gcePersistentDisk
awsElasticBlockStore
gitRepo

secret

nfs

iscsi

glusterfs
persistentVolumeClaim
rbd

flexVolume

cinder

cephfs

flocker

downwardAPI

fc

azureFile

configMap
vsphereVolume
quobyte

azureDisk

nhntnnPercictentNick

*

allows al



requested.

container omits

X -

'"MustRunAs' || h

is MustRunAs."

"MustRunAs' || !
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e emi e e o
- projected
- portworxVolume
- scaleIO
- storageos
- csi
- ephemeral
- image
x-kubernetes-1list-type: atomic
allowHostPID:
description: Determines if host PID is allowed.
type: boolean
allowHostNetwork:
description: Determines if hostNetwork is allowed.
type: boolean
allowPrivilegeEscalation:

description: Determines if privilege escalation can be

type: boolean

nullable: true
defaultAllowPrivilegeEscalation:

description: Default for allowPrivilegeEscalation when
it.

type: boolean

nullable: true
allowedCapabilities:

description: Capabilities that may be added.

type: array

nullable: true

items:

type: string

x-kubernetes-list-type: atomic
kubernetes-validations:
- rule: "lhas(self.runAsUser) || self.runAsUser.type !=
as(self.runAsUser.uid)"

message: "runAsUser.uid is required when runAsUser.type

- rule: "'!has(self.runAsUser) || self.runAsUser.type ==
has(self.runAsUser.uid)"

message: "runAsUser.uid is only allowed when runAsUser.

type is MustRunAs."

'MustRunAsRange'

r.uidRangeMax))"

- rule: "l!has(self.runAsUser) || self.runAsUser.type !=

| | (has(self.runAsUser.uidRangeMin) && has(self.runAsUse

mAamn~ramnAns s ADAnAAMS n AnA G ADAnAAMAYy AvAa vAaAnia vrad LihAan



A Pod &N F Security Context Constraints - Alauda Container Platform
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runAsUser.type is MustRunAsRange."

- rule: "l!has(self.runAsUser) || self.runAsUser.type ==
'"MustRunAsRange' || ('has(self.runAsUser.uidRangeMin) && '!has(self.runAsU
ser.uidRangeMax))"

message: "uidRangeMin and uidRangeMax are only allowed
when runAsUser.type is MustRunAsRange."

- rule: "lhas(self.runAsUser) || !has(self.runAsUser.uidR
angeMin) || 'has(self.runAsUser.uidRangeMax) || self.runAsUser.uidRangeMi
n <= self.runAsUser.uidRangeMax"

message: "uidRangeMin must be less than or equal to uid
RangeMax."
additionalPrinterColumns:
- hame: Priv
type: string
description: Determines if privileged containers are allowed
jsonPath: .spec.allowPrivilegedContainer
- name: Caps
type: string
description: Allowed capabilities
jsonPath: .spec.allowedCapabilities
- name: SELinux
type: string
description: SELinux strategy
jsonPath: .spec.selLinuxContext.type
- name: RunAsUser
type: string
description: RunAsUser strategy
jsonPath: .spec.runAsUser.type
- name: FSGroup
type: string
description: FSGroup strategy
jsonPath: .spec.fsGroup.type
- name: SupGroup
type: string
description: SupplementalGroups strategy
jsonPath: .spec.supplementalGroups.type
- name: Priority
type: string
description: SCC sort priority
jsonPath: .spec.priority
- name: Score
type: string
description: Secondary restrictive score
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jsonPath: .spec.restrictivescore

- name: ReadOnlyRootFS
type: string
description: Force read-only root filesystem
jsonPath: .spec.readOnlyRootFilesystem

- name: Volumes
type: string
description: Allowed volume plugins
jsonPath: .spec.volumes

conversion:

strategy: None

VT %1% CRD A&Fh Established JEE4kL: -

kubectl apply -f scc-crd.yaml
kubectl wait --for=condition=Established --timeout=120s \

crd/securitycontextconstraints.security.alauda.io

IE 1.2 — ¥ 13 NN E SCC BB X

BLATIERRAFA sce-profiles.yaml , BEENXT 13 MET OpenShift NEESEIEK
SCC BCEXH , IRIRHIFZEMNSEMKHEF ( restrictiveScore: 100 %I
restrictivescore: 0 ) , H¥E—FHTRHEITTZ > SCC I , BeNEFRBSMIEHEE

=M restrictiveScore .

l Tip
FEABZIRLEECE M. 7 LR IIER DY AT & KIMR N FE——BRIMIE D AT TS
SRB—NBECESH , BREANH Pod RTEHEARHIELE,
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apiVersion: security.alauda.io/vlalphal
kind: SecurityContextConstraints
metadata:
name: restricted-v2
spec:
priority: 0
restrictiveScore: 100
allowPrivilegedContainer: false
allowPrivilegeEscalation: false
allowHostNetwork: false
allowHostPID: false
allowHostIPC: false
allowHostPorts: false
allowHostDirVolumePlugin: false
runAsuUser:

type: MustRunAsRange

uidRangeMin: 1

uidRangeMax: 2147483647
seLinuxContext:

type: MustRunAs
fsGroup:

type: MustRunAs
supplementalGroups:

type: RunAsAny
allowedCapabilities:

- NET_BIND_SERVICE
requiredDropCapabilities:

- ALL
defaultAddCapabilities: []
volumes:

- configMap

- csi

- downwardAPI

- emptyDir

- ephemeral

- image

- persistentVolumeClaim

- projected

- secret
seccompProfiles:

- runtime/default

readOnlyRootFilesystem: false
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apiVersion: security.alauda.io/vlalphal
kind: SecurityContextConstraints
metadata:
name: restricted-v3
spec:
priority: ©
restrictiveScore: 100
allowPrivilegedContainer: false
allowPrivilegeEscalation: false
allowHostNetwork: false
allowHostPID: false
allowHostIPC: false
allowHostPorts: false
allowHostDirVolumePlugin: false
runAsuUser:
type: MustRunAsRange
uidRangeMin: 1000
uidRangeMax: 65534
seLinuxContext:
type: MustRunAs
fsGroup:
type: MustRunAs
ranges:
- min: 1000
max: 65534
supplementalGroups:

type: MustRunAs

ranges:
- min: 1000
max: 65534

userNamespacelLevel: RequirePodLevel
allowedCapabilities:

- NET_BIND_SERVICE
requiredDropCapabilities:

- ALL
volumes:

- configMap

- csi

- downwardAPI

- emptyDir

- ephemeral

- image

- persistentVolumeClaim

- projected
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- secret
seccompProfiles:
- runtime/default

readonlyRootFilesystem: false

apiVersion: security.alauda.io/vlalphal

kind: SecurityContextConstraints
metadata:
name: restricted
spec:
priority: O
restrictiveScore: 98
allowPrivilegedContainer: false
allowPrivilegeEscalation: true
allowHostNetwork: false
allowHostPID: false
allowHostIPC: false
allowHostPorts: false
allowHostDirVolumePlugin: false
runAsuUser:
type: MustRunAsRange
uidRangeMin: 1
uidRangeMax: 2147483647
seLinuxContext:
type: MustRunAs
fsGroup:
type: MustRunAs
supplementalGroups:
type: RunAsAny
allowedCapabilities: []
requiredDropCapabilities:
- KILL
- MKNOD
SETUID
SETGID

volumes:
- configMap
- csi
- downwardAPI
- emptyDir
- ephemeral
- image
- persistentVolumeClaim

- projected
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- secret
readonlyRootFilesystem: false
apiVersion: security.alauda.io/vlialphal
kind: SecurityContextConstraints
metadata:
name: nonroot-v2
spec:
priority: 0
restrictiveScore: 95
allowPrivilegedContainer: false
allowPrivilegeEscalation: false
allowHostNetwork: false
allowHostPID: false
allowHostIPC: false
allowHostPorts: false
allowHostDirVolumePlugin: false
runAsUser:
type: MustRunAsNonRoot
seLinuxContext:
type: MustRunAs
fsGroup:
type: RunAsAny
supplementalGroups:
type: RunAsAny
allowedCapabilities:
- NET_BIND_SERVICE
requiredDropCapabilities:
- ALL
volumes:
- configMap
- csi
- downwardAPI
- emptyDir
- ephemeral
- image
- persistentVolumeClaim
- projected
- secret
seccompProfiles:
- runtime/default
apiVersion: security.alauda.io/vlialphal

kind: SecurityContextConstraints
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metadata:

name: nonroot
spec:
priority: 0O
restrictiveScore: 92
allowPrivilegedContainer: false
allowPrivilegeEscalation: true
allowHostNetwork: false
allowHostPID: false
allowHostIPC: false
allowHostPorts: false
allowHostDirVolumePlugin: false
runAsuUser:

type: MustRunAsNonRoot
seLinuxContext:

type: MustRunAs
fsGroup:

type: RunAsAny
supplementalGroups:

type: RunAsAny
allowedCapabilities: []
requiredDropCapabilities:

- KILL

- MKNOD

- SETUID

- SETGID
volumes:

- configMap

- csi

- downwardAPI

- emptyDir

- ephemeral

- image

- persistentVolumeClaim

- projected

- secret

readonlyRootFilesystem: false

apiVersion: security.alauda.io/vlalphal

kind: SecurityContextConstraints

metadata:

name :

spec:

priority: ©

hostnetwork-v2
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restrictiveScore: 70
allowPrivilegedContainer: false
allowPrivilegeEscalation: false
allowHostNetwork: true
allowHostPID: false
allowHostIPC: false
allowHostPorts: true
allowHostDirVolumePlugin: false
runAsUser:

type: MustRunAsRange

uidRangeMin: 1

uidRangeMax: 2147483647

seLinuxContext:

type: MustRunAs

fsGroup:

type: MustRunAs

supplementalGroups:

type: MustRunAs

allowedCapabilities:

- NET_BIND_SERVICE

requiredDropCapabilities:

- ALL

volumes:

- configMap

- csi

- downwardAPI

- emptyDir

- ephemeral

- image

- persistentVolumeClaim

- projected

- secret

seccompProfiles:

- runtime/default
apiVersion: security.alauda.io/vlalphal
kind: SecurityContextConstraints
metadata:

name: hostnetwork
spec:

priority: 0

restrictiveScore: 68

allowPrivilegedContainer: false

AllowPrivileneFeralatinn: triie
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e e v g e e e
allowHostNetwork: true
allowHostPID: false
allowHostIPC: false
allowHostPorts: true
allowHostDirVolumePlugin: false
runAsuUser:

type: MustRunAsRange

uidRangeMin: 1

uidRangeMax: 2147483647
seLinuxContext:

type: MustRunAs
fsGroup:

type: MustRunAs
supplementalGroups:

type: MustRunAs
allowedCapabilities: []
requiredDropCapabilities:

- KILL

- MKNOD
SETUID
SETGID
volumes:

- configMap
- csi
- downwardAPI
- emptyDir
- ephemeral
- image
- persistentVolumeClaim
- projected
- secret
readOnlyRootFilesystem: false
apiVersion: security.alauda.io/vlalphal
kind: SecurityContextConstraints
metadata:
name: anyuid
spec:
priority: 10
restrictiveScore: 60
allowPrivilegedContainer: false
allowPrivilegeEscalation: true

allowHostNetwork: false

ATTAlA~+NTA . Fala~n
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allowHostIPC: false
allowHostPorts: false
allowHostDirVolumePlugin: false
runAsuUser:
type: RunAsAny
seLinuxContext:
type: MustRunAs
fsGroup:
type: RunAsAny
supplementalGroups:
type: RunAsAny
allowedCapabilities: []
requiredDropCapabilities:
- MKNOD
volumes:
- configMap
- csi
- downwardAPI
- emptyDir
- ephemeral
- image
- persistentVolumeClaim
- projected
- secret
apiVersion: security.alauda.io/vlialphal
kind: SecurityContextConstraints
metadata:
name: nested-container
spec:
priority: 0
restrictiveScore: 58
allowPrivilegedContainer: false
allowPrivilegeEscalation: true
allowHostNetwork: false
allowHostPID: false
allowHostIPC: false
allowHostPorts: false
allowHostDirVolumePlugin: false
runAsuUser:
type: MustRunAsRange
uidRangeMin: 0
uidRangeMax: 65534
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seLinuxctontext:
type: MustRunAs
seLinuxOptions:
type: container_engine_t
fsGroup:
type: MustRunAs

ranges:
- min: O
max: 65534
supplementalGroups:

type: MustRunAs

ranges:
- min: 0O
max: 65534

userNamespacelLevel: RequirePodLevel
allowedCapabilities:

- SETUID

- SETGID
requiredDropCapabilities: []
volumes:

- configMap

- csi

- downwardAPI

- emptyDir

- ephemeral

- limage

- persistentVolumeClaim

- projected

- secret
seccompProfiles:

X1

readOnlyRootFilesystem: false
apiVersion: security.alauda.io/vlialphal
kind: SecurityContextConstraints
metadata:
name: hostmount-anyuid
spec:
priority: 0
restrictiveScore: 55
allowPrivilegedContainer: false
allowPrivilegeEscalation: true
allowHostNetwork: false
allowHostPID: false
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allowHostIPC: false
allowHostPorts: false
allowHostDirVolumePlugin: true
runAsuUser:
type: RunAsAny
seLinuxContext:
type: MustRunAs
fsGroup:
type: RunAsAny
supplementalGroups:
type: RunAsAny
allowedCapabilities: []
requiredDropCapabilities:
- MKNOD
volumes:
- configMap
- csi
- downwardAPI
- emptyDir
- ephemeral
- hostPath
- image
- nfs
- persistentVolumeClaim
- projected
- secret
readOnlyRootFilesystem: false
apiVersion: security.alauda.io/vlalphal
kind: SecurityContextConstraints
metadata:
name: hostmount-anyuid-v2
spec:
priority: 0
restrictiveScore: 50
allowPrivilegedContainer: false
allowPrivilegeEscalation: true
allowHostNetwork: false
allowHostPID: false
allowHostIPC: false
allowHostPorts: false
allowHostDirVolumePlugin: true
runAsuUser:

type: RunAsAny
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seLinuxContext:
type: RunAsAny
fsGroup:
type: RunAsAny
supplementalGroups:
type: RunAsAny
allowedCapabilities: []
requiredDropCapabilities:
- MKNOD
volumes:
- configMap
- csi
- downwardAPI
- emptyDir
- ephemeral
- hostPath
- limage
- nfs
- persistentVolumeClaim
- projected
- secret
apiVersion: security.alauda.io/vlalphal
kind: SecurityContextConstraints
metadata:
name: hostaccess
spec:
priority: ©
restrictiveScore: 40
allowPrivilegedContainer: false
allowPrivilegeEscalation: true
allowHostNetwork: true
allowHostPID: true
allowHostIPC: true
allowHostPorts: true
allowHostDirVolumePlugin: true
runAsuUser:
type: MustRunAsRange
uidRangeMin: 1
uidRangeMax: 2147483647
seLinuxContext:
type: MustRunAs
fsGroup:
type: MustRunAs
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supplementalGroups:
type: RunAsAny
allowedCapabilities: []
requiredDropCapabilities:
- KILL
- MKNOD
SETUID
SETGID

volumes:

- configMap
- csi
- downwardAPI
- emptyDir
- ephemeral
- hostPath
- image
- persistentVolumeClaim
- projected
- secret
apiVersion: security.alauda.io/vlalphal
kind: SecurityContextConstraints
metadata:
name: privileged
spec:
priority: 0
restrictiveScore: 0
allowPrivilegedContainer: true
allowPrivilegeEscalation: true
allowHostNetwork: true
allowHostPID: true
allowHostIPC: true
allowHostPorts: true
allowHostDirVolumePlugin: true
runAsuUser:
type: RunAsAny
seLinuxContext:
type: RunAsAny
fsGroup:
type: RunAsAny
supplementalGroups:
type: RunAsAny

allowedCapabilities:

X1
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requiredDropCapabilities: []

volumes:
_ Tk
seccompProfiles:
_ Tk
allowedUnsafeSysctls:
_ Tk
I XSS EL B SO

kubectl apply -f scc-profiles.yaml
kubectl get scc

RNV ZABE LT 13 MLEXHYIE , FEE pPriority # score FIEIEF (PAKRFEAD
SCC %!, %0 Priv . RunAsUser #1 Vvolumes ) .

F 1% 1.3 — %2 GlobalContextEntries. Kyverno iZEX RBAC , L&

admission policies

i

WS RE—IRMETER =TS

1

1. GlobalContextEntries (GCE) — AA"N1F4&7F , Kyverno ZEE AR FEAENETK
SCC B & fF. ClusterRoles, ClusterRoleBindings. RoleBindings 1 Roles , MITtHE &

IRIESK A APLEH.

2. Reader RBAC —— — ClusterRole , ¥ Kyverno BKI= k%M A%+ SCC CRD, &
P02¢ RBAC &R , PAEKSREE FTULECH Pod / pods/ephemeralcontainers &R HIEA
FR

3. B/~ admission policies —— —* MutatingPolicy , BT HFNE SCC KEMAEETRF
B PAER— validatingPolicy , RFIBRLE(HATIZAA[4%X SCC i Pod.,

I Warning

XM RIEAEIXE) SCC - SRIUEK) CEL 24, RAFRMEZSFEME CEL haeft M3 E—
RN AXEERRNE], 2 FIREARK , RBRAENEFEREIT Openshift SCC FAENE
%

BLLTHNBREHA scc-gee.yaml FFNVA
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apiVersion: kyverno.io/v2alphal
kind: GlobalContextEntry
metadata:
name: scc-profiles
spec:
kubernetesResource:
group: security.alauda.io
version: vilalphal
resource: securitycontextconstraints
projections:
- name: items
jmesPath: "@"
apiVersion: kyverno.io/v2alphal
kind: GlobalContextEntry
metadata:
name: scc-clusterroles
spec:
kubernetesResource:
group: rbac.authorization.k8s.1i0
version: vi1
resource: clusterroles
projections:
- name: items
jmesPath: "@"
apiVersion: kyverno.io/v2alphal
kind: GlobalContextEntry
metadata:
name: scc-clusterrolebindings
spec:
kubernetesResource:
group: rbac.authorization.k8s.1io0
version: vi
resource: clusterrolebindings
projections:
- hame: items
jmesPath: "@"
apiVersion: kyverno.io/v2alphal
kind: GlobalContextEntry
metadata:
name: scc-rolebindings
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spec:

kubernetesResource:

group: rbac.authorization.k8s.1io

version: vi1

resource: rolebindings
projections:

- hame: items

jmesPath: "@"

apiVersion: kyverno.io/v2alphal
kind: GlobalContextEntry
metadata:
name: scc-roles
spec:
kubernetesResource:
group: rbac.authorization.k8s.1io0
version: vi
resource: roles
projections:
- hame: items
jmesPath: "@"

FBLATFTNBIRTEA scc-reader-rbac.yaml FNF, BT Kyverno 7E5RBE pizd| 1%
( RBACPermissionsGranted ) HAB)&HKEENULECEIFFENEEASE , K WZnEE pods
F1 pods/ephemeralcontainers HRZENANR ; BN ERKEES{RIF NotReady .
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apiVersion: rbac.authorization.k8s.io/v1l
kind: ClusterRole
metadata:
name: kyverno-scc-reader
rules:
- apiGroups:
- security.alauda.io
resources:
- securitycontextconstraints
verbs:
- get
- list
- watch
- apiGroups:
- rbac.authorization.k8s.io
resources:
- clusterroles
- clusterrolebindings
- rolebindings
- roles
verbs:
- get
- list
- watch
- apiGroups:
n
resources:
- pods
- pods/ephemeralcontainers
verbs:
- get
- list
- watch
apiVersion: rbac.authorization.k8s.io/v1l
kind: ClusterRoleBinding
metadata:
name: kyverno-scc-reader
subjects:
- kind: ServiceAccount
name: kyverno-admission-controller
namespace: kyverno
- kind: ServiceAccount
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name: kyverno-background-controller
namespace: kyverno

- kind: ServiceAccount
name: kyverno-reports-controller
namespace: kyverno

roleRef:
apiGroup: rbac.authorization.k8s.1io
kind: ClusterRole

name: kyverno-scc-reader

KBATHNBRTEAR scc-auto-pick.yaml , XE— VvalidatingPolicy , BFIELB{E(AI&
B[ SCC | Pod,

l Warning

THERRFIECE®R validationActions: [Deny] ., 7EMLEERL , E—XNAINEREZCH
validationActions: [Warn] , SAEHERTEEHIEMT SCCHE/a , H¥E peny . HX

BRINKEFRAE , ESAELHE 1.4,
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apiVersion: policies.kyverno.io/vlalphal
kind: ValidatingPolicy
metadata:
name: scc-auto-pick
labels:
reports.kyverno.io/disabled: "true"
annotations:
policies.kyverno.io/title: SCC Auto-Pick (CEL, CRD + RBAC)
pod-policies.kyverno.io/autogen-controllers: "none"
spec:
autogen:
podControllers:
controllers: []
validatingAdmissionPolicy:
enabled: false
evaluation:
admission:
enabled: true
background:
enabled: false
failurePolicy: Fail
validationActions:
- Deny
matchConstraints:
resourceRules:
- apiGroups: [""]
apiVersions: ["v1"]
operations: ["CREATE", "UPDATE"]
resources: ["pods"]
matchConditions:
- name: skip-system-ns
expression: |
I (request.namespace.startswWith('kube-") ||
request.namespace.startswith('cpaas-"') ||

request.namespace.startswith('alauda-"') ||

request.namespace == 'kyverno' ||

request.namespace == 'cattle-system' ||

request.namespace == 'operators' ||

request.namespace == 'default')
variables:

- name: containers

expression: |
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object.spec.containers + object.spec.?initContainers.orValue([])

object.spec.?ephemeralContainers.orValue([])

- name: required
expression: object.metadata.?annotations[?'alauda.io/required-sc

c'].orvalue('")

- name: profiles
expression: |
cel.bind(items, globalContext.Get('scc-profiles', 'items'),

items == null ? [] : items)

- name: subjectMatches
expression: |
[
{'kind': 'ServiceAccount',

'name': string(object.spec.?serviceAccountName.orValue('defaul

t')),
'namespace': string(request.namespace)},
{'kind':'Group', 'name':'system:serviceaccounts'},
{'kind':'Group', 'name':'system:serviceaccounts:'+request.names
pace}l

{'kind':'Group', 'name':'system:authenticated'},
1 1 .1 1 1 L
: , : . .
{'kind User name request.userInfo.username}

]

+ request.userInfo.groups.map(g, {'kind':'Group', 'name': g})

- name: rolebindings
expression: |
cel.bind(rbs, globalContext.Get('scc-rolebindings', 'items"'),
rbs == null ? [] : rbs)

- name: matchedClusterRoleRefsFromCRB
expression: |

cel.bind(crbs, globalContext.Get('scc-clusterrolebindings', 'item

crbs == null ? [] : crbs)
.filter(b, b.?roleRef.?kind.orValue('') == 'ClusterRole'
&& b.?subjects.orvalue([]).exists(s,
variables.subjectMatches.exists(m,
s.kind == m.kind && s.name == m.name &&
(s.kind !'= 'ServiceAccount' ||

s.?namespace.orValue('') == m.?namespace.orValue('')))))
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.map(b, b.roleRef.name)

- name: matchedClusterRoleRefsFromRB
expression: |

variables.rolebindings

.filter(b, b.?metadata.?namespace.orValue('') == request.namesp
ace
&& b.?roleRef.?kind.orvValue('') == 'ClusterRole'
&& b.?subjects.orvalue([]).exists(s,
variables.subjectMatches.exists(m,
s.kind == m.kind && s.name == m.name &&
(s.kind !'= 'ServiceAccount' ||
s.?namespace.orValue('') == m.?namespace.orValue('')))))
.map(b, b.roleRef.name)
- name: matchedRoleRefsFromRB
expression: |
variables.rolebindings
.filter(b, b.?metadata.?namespace.orValue('') == request.namesp
ace
&& b.?roleRef.?kind.orvValue('') == 'Role'

&& b.?subjects.orvValue([]).exists(s,

variables.subjectMatches.exists(m,

s.kind == m.kind && s.name == m.name &&
(s.kind !'= 'ServiceAccount' ||
s.?namespace.orValue('') == m.?namespace.orValue('')))))

.map(b, b.roleRef.name)

- name: matchedClusterRoleRefs
expression: |
variables.matchedClusterRoleRefsFromCRB + variables.matchedCluste

rRoleRefsFromRB

- name: allSccNames
expression: |
variables.profiles.map(p, p.metadata.name)

- name: assignedFromClusterRoles
expression: |
cel.bind(crs, globalContext.Get('scc-clusterroles', 'items'),
crs == null ? [] : crs)
.filter(r, variables.matchedClusterRoleRefs.exists(n, n == r.me
tadata.name))
.map(r, r.?rules.orValue([])
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.filter(ru,

ru.?apiGroups.orValue([]).exists(g, g =
o' || g==""") &

'security.alauda.i

ru.?resources.orValue([]).exists(x, x == 'securitycontextco
nstraints' || x == '*') &&
ru.?verbs.orvValue([]).exists(v, v == 'use' || v == '*"))
.map(ru,

ru.?resourceNames.orValue([]).size() ==
? variables.allSccNames
ru.resourceNames)
)
.flatten()
.flatten()

- name: assignedFromRoles
expression: |

cel.bind(roles, globalContext.Get('scc-roles', "items'),

roles == null ? [] : roles)
filter(r,
r.?metadata.?namespace.orValue('') == request.namespace
&& variables.matchedRoleRefsFromRB.exists(n, n == r.metadata.
name))
.map(r, r.?rules.orValue([])
.filter(ru,
ru.?apiGroups.orValue([]).exists(g, g == 'security.alauda.i
o' || g==""")8&
ru.?resources.orValue([]).exists(x, x == 'securitycontextco
nstraints' || x == "*"') &&
ru.?verbs.orValue([]).exists(v, v == 'use' || v == "*"))
.map(ru,

ru.?resourceNames.orValue([]).size() ==
? variables.allSccNames
ru.resourceNames)
)
.flatten()
.flatten()

- name: assigned
expression: |
(variables.assignedFromClusterRoles + variables.assignedFromRole

.filter(n, variables.allSccNames.exists(s, s == n))

- name: safeSysctls
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expression: |
['"kernel.shm_rmid_forced',
'net.ipv4.ip_local_port_range',
"'net.ipv4.ip_unprivileged_port_start',
'net.ipv4.tcp_syncookies',
'net.ipv4.ping_group_range']

- name: vtypes
expression: |
["hostPath', "emptyDir', 'gcePersistentDisk', 'awsElasticBlockStor
e', 'gitRepo’,
'secret', 'nfs', 'iscsi', 'glusterfs', 'persistentVolumeClaim', 'rb
d', 'flexvVolume',

'cinder', 'cephfs', 'flocker', 'downwardAPI', 'fc', 'azureFile', 'conf

igMap',

'vsphereVolume', '"quobyte', 'azureDisk', 'photonPersistentDisk', 'pr
ojected',

"portworxVolume', 'scalelIO', 'storageos', 'csi', 'ephemeral', 'imag
e']

- name: ordered
expression: |

variables.assigned.sortBy(n,

int(variables.profiles.filter(pr, pr.metadata.name == n)[?0].or
Value({}).?spec.?priority.orValue(0)) * -100000 +
-int(variables.profiles.filter(pr, pr.metadata.name == n)[?0].0

rValue({}).?spec.?restrictiveScore.orValue(100))
)
- name: requiredExists
expression: variables.required == '' || variables.profiles.exists(p
r, pr.metadata.name == variables.required)
- name: requiredBound
expression: variables.required == '' || variables.assigned.exists
(n, n == variables.required)
- name: candidateNames
expression: |
variables.required !'= "''
? [variables.required]

variables.ordered

- name: matched
expression: |
variables.candidateNames.exists(n,

cel.bind(p, variables.profiles.filter(pr, pr.metadata.name ==
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n)[?0].orvalue({}).?spec.orValue({}),
(p.?allowPrivilegedContainer.orValue(false)
|| 'variables.containers.exists(c, c.?securityContext.?pri
vileged.orValue(false)))
&& (p.?allowPrivilegeEscalation.orValue(true)
|| 'variables.containers.exists(c, c.?securityContext.?all
owPrivilegeEscalation.orValue(true)))

&& (p.?allowHostNetwork.orValue(false) || !'object.spec.?hostNet
work.orValue(false))

&& (p.?allowHostPID.orValue(false) || 'object.spec.?hostPI
D.orValue(false))

&& (p.?allowHostIPC.orValue(false) || 'object.spec.?hostIP

C.orValue(false))
&& (p.?allowHostDirVolumePlugin.orValue(false)
|| 'object.spec.?volumes.orValue([]).exists(v, has(v.hostP
ath)))
&& (
p.?runAsUser.?type.orValue('RunAsAny') == 'RunAsAny'
I (
(p.?runAsUser.?type.orValue('RunAsAny') in ['MustRunA
sNonRoot ', "MustRunAsNonRootOrSystem'])
&& !variables.containers.exists(c, c.?securityContex
t.?runAsUser.orValue(
object.spec.?securityContext.?runAsUser.orValue

(1)) == 0)

p.?runAsUser.?type.orValue('RunAsAny') == 'MustRunAs'
&& variables.containers.all(c, c.?securityContext.?ru

nAsUser.orValue(
object.spec.?securityContext.?runAsUser.orValue

(1))
== p.?runAsUser.?uid.orValue(-1))
)
I (
p.?runAsUser.?type.orValue('RunAsAny') == 'MustRunAsR
ange'
&& variables.containers.all(c,
c.?securityContext.?runAsUser.orValue(
object.spec.?securityContext.?runAsUser.orValu
e(1))

>= p.?runAsUser.?uidRangeMin.orValue(1)

&& c.?securityContext.?runAsUser.orValue(

nhiert <ner ?2<erciiritvContext ?2riinAclicer nr\/
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alue(1))
<= p.?runAsUser.?uidRangeMax.orValue (214748364

7))

)
&& (p.?allowedCapabilities.orValue([]).exists(t, t == "*")
| | variables.containers.all(c,
c.?securityContext.?capabilities.?add.orValue([]).all
(cap,
p.?allowedCapabilities.orValue([]).exists(a, a ==
ap))))
&& (p.?requiredDropCapabilities.orValue([]).size() ==
| | variables.containers.all(c,
p.?requiredDropCapabilities.orValue([]).all(req,
c.?securityContext.?capabilities.?drop.orValue([]).
exists(d, d == req || == 'ALL"))))
&& (p.?volumes.orValue(['*']).exists(t, t == '*")
|| object.spec.?volumes.orValue([]).all(v,
variables.vtypes.filter(t, v[?t].hasValue()).all(t,
p.?volumes.orValue([]).exists(a, a == t))))
&& (p.?allowHostPorts.orValue(false)
| | variables.containers.all(c,
c.?ports.orvValue([]).all(port, port.?hostPort.orValue
(0) ==0)))
&& (p.?allowedUnsafeSysctls.orValue([]).exists(t, t == "*")
| | object.spec.?securityContext.?sysctls.orValue([]).all
(s,
variables.safeSysctls.exists(safe, safe == s.name)
|| p.?allowedUnsafeSysctls.orValue([]).exists(a, a ==
s.name)))
&& (!'p.?readOnlyRootFilesystem.orValue(false)
| | variables.containers.all(c, c.?securityContext.?readOnl
yRootFilesystem.orValue(false) == true))
&& (p.?seccompProfiles.orValue([]).size() ==
|| p.?seccompProfiles.orValue([]).exists(t, t == "'*")
| | variables.containers.all(c,
p.?seccompProfiles.orValue([]).exists(a,
(c.?securityContext.?seccompProfile.?type.orValue(
object.spec.?securityContext.?seccompProfile.?ty
pe.orvValue('')) == 'RuntimeDefault'
&& a == 'runtime/default')

| | (c.?securityContext.?seccompProfile.?type.orValu

ARh=s AR+ ArnAAn NDemnAniva +uillPAantAvrt DeaAaAnAanmn NurAafFa1lA N+
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pe.orvValue('')) == 'Unconfined'
&& a == 'unconfined')
|| (c.?securityContext.?seccompProfile.?type.orValu
e(
object.spec.?securityContext.?seccompProfile.?ty
pe.orValue('')) == 'Localhost'
&& a == 'localhost/' + c.?securityContext.?secco
mpProfile.?localhostProfile.orValue(
object.spec.?securityContext.?seccompProfil
e.?localhostProfile.orValue(''))))))
&& (p.?allowedFlexVolumes.orValue([]).size() ==
| | object.spec.?volumes.orValue([]).filter(v, v.?flexVolum
e.hasvalue()).all(v,

p.?allowedFlexVolumes.orValue([]).exists(d, d.?drive

r.orvValue('') == v.flexVolume.driver)))
)
)
validations:

- expression: variables.requiredExists
message: "required-scc does not exist"
messageExpression: |
"required SCC '" + variables.required + "' not found in scc-profi
les"
- expression: variables.requiredBound
message: "required-scc is not bound to ServiceAccount"
messageExpression: |
"required SCC '" + variables.required +
"' is not bound to ServiceAccount '" +
object.spec.?serviceAccountName.orValue('default') +
"' in namespace '" + request.namespace + "'"
- expression: variables.matched
message: "Pod violates all SCCs assigned to its ServiceAccount"
messageExpression: |
variables.required !'= "'
? ("Pod " + object.metadata.name +
" does not satisfy required SCC '" + variables.required + "'")
("Pod " + object.metadata.name +
" does not satisfy any SCC profile assigned to ServiceAccount
't
object.spec.?serviceAccountName.orValue('default') +
"' in namespace '" + request.namespace +

"' (candidates: " + variables.ordered.join(",") + ")")
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FLUTFNBRTEA sce-fill-defaults.yaml FNF, XE— MutatingPolicy , ESTE
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apiVersion: policies.kyverno.io/vlalphal
kind: MutatingPolicy
metadata:
name: scc-fill-defaults
labels:
reports.kyverno.io/disabled: "true"
annotations:
policies.kyverno.io/title: SCC default value filler (CRD + RBAC, expl
icit-wins)
pod-policies.kyverno.io/autogen-controllers: "none"
spec:
autogen:
podControllers:
controllers: []
evaluation:
admission:
enabled: true
failurePolicy: Fail
matchConstraints:
resourceRules:
- apiGroups: [""]
apiVersions: ["v1"]
operations: ["CREATE"]
resources: ["pods"]
- apiGroups: [""]
apiVersions: ["v1"]
operations: ["UPDATE"]
resources: ["pods/ephemeralcontainers"]
matchConditions:
- name: skip-system-ns
expression: |
I (request.namespace.startswWith('kube-") ||
request.namespace.startsWith('cpaas-"') ||

request.namespace.startswith('alauda-"') ||

request.namespace == 'kyverno' ||

request.namespace == 'cattle-system' ||

request.namespace == 'operators' ||

request.namespace == 'default')
variables:

- hame: containers
expression: |
object.spec.containers + object.spec.?initContainers.orValue([])
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object.spec.?ephemeralContainers.orValue([])
- name: required
expression: object.metadata.?annotations[?'alauda.io/required-sc
c'].orvalue('")

- name: profiles
expression: |
cel.bind(items, globalContext.Get('scc-profiles', 'items'),
items == null ? [] : items)

- hame: subjectMatches
expression: |
[
{'kind': 'ServiceAccount',
'name': string(object.spec.?serviceAccountName.orValue('defaul
t')),

'namespace': string(object.metadata.namespace)},
{'kind':'Group', 'name':'system:serviceaccounts'},
{'kind':'Group', 'name':'system:serviceaccounts:'+object.metada

ta.namespace},
{'kind':'Group', 'name':'system:authenticated'},
{'kind':'User', 'name': request.userInfo.username}
]
+ request.userInfo.groups.map(g, {'kind':'Group', 'name': g})
- name: rolebindings
expression: |
cel.bind(rbs, globalContext.Get('scc-rolebindings', 'items"'),
rbs == null ? [] : rbs)
- name: matchedClusterRoleRefsFromCRB
expression: |
cel.bind(crbs, globalContext.Get('scc-clusterrolebindings', 'item

crbs == null ? [] : crbs)
.filter(b, b.?roleRef.?kind.orValue('') == 'ClusterRole'
&& b.?subjects.orvValue([]).exists(s,

variables.subjectMatches.exists(m,

s.kind == m.kind && s.name == m.name &&
(s.kind !'= 'ServiceAccount' ||
s.?namespace.orValue('') == m.?namespace.orValue('')))))

.map(b, b.roleRef.name)
- name: matchedClusterRoleRefsFromRB
expression: |

variables.rolebindings
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.filter(b, b.?metadata.?namespace.orValue('') == object.metadat
a.namespace
&& b.?roleRef.?kind.orvValue('') == 'ClusterRole'
&& b.?subjects.orvalue([]).exists(s,

variables.subjectMatches.exists(m,

s.kind == m.kind && s.name == m.name &&
(s.kind !'= 'ServiceAccount' ||
s.?namespace.orValue('') == m.?namespace.orValue('')))))

.map(b, b.roleRef.name)
- name: matchedRoleRefsFromRB
expression: |
variables.rolebindings
.filter(b, b.?metadata.?namespace.orValue('') == object.metadat
a.namespace

&& b.?roleRef.?kind.orvValue('') == 'Role'
&& b.?subjects.orvValue([]).exists(s,

variables.subjectMatches.exists(m,

s.kind == m.kind && s.name == m.name &&
(s.kind !'= 'ServiceAccount' ||
s.?namespace.orValue('') == m.?namespace.orValue('')))))

.map(b, b.roleRef.name)
- name: matchedClusterRoleRefs
expression: |
variables.matchedClusterRoleRefsFromCRB + variables.matchedCluste
rRoleRefsFromRB
- name: allSccNames
expression: |
variables.profiles.map(p, p.metadata.name)
- name: assignedFromClusterRoles
expression: |
cel.bind(crs, globalContext.Get('scc-clusterroles', 'items'),
crs == null ? [] : crs)
.filter(r, variables.matchedClusterRoleRefs.exists(n, n == r.me
tadata.name))
.map(r, r.?rules.orValue([])

.filter(ru,

ru.?apiGroups.orValue([]).exists(g, g == 'security.alauda.i
o' || g=="*") 8
ru.?resources.orValue([]).exists(x, x == 'securitycontextco
nstraints' || x == "*"') &&
ru.?verbs.orValue([]).exists(v, v == 'use' || v == "*"))
.map(ru,

ru.?resourceNames.orValue([]).size() ==

? variables.allSccNames
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ru.resourceNames)
)
.flatten()
.flatten()

- name: assignedFromRoles
expression: |
cel.bind(roles, globalContext.Get('scc-roles', "items'),
roles == null ? [] : roles)
filter(r,
r.?metadata.?namespace.orValue('') == object.metadata.namespa
ce
&& variables.matchedRoleRefsFromRB.exists(n, n == r.metadata.
name))
.map(r, r.?rules.orValue([])
.filter(ru,
ru.?apiGroups.orvValue([]).exists(g, g == 'security.alauda.i
o' [[ g==""") &&
ru.?resources.orValue([]).exists(x, x == 'securitycontextco
nstraints' || x == '"*"') &&
ru.?verbs.orValue([]).exists(v, v == 'use' || v == "*"))
.map(ru,
ru.?resourceNames.orValue([]).size() ==
? variables.allSccNames
ru.resourceNames)
)
.flatten()
.flatten()

- name: assigned
expression: |

(variables.assignedFromClusterRoles + variables.assignedFromRole

.filter(n, variables.allSccNames.exists(s, s == n))

- name: safeSysctls
expression: |
['"kernel.shm_rmid_forced',

'net.ipv4.ip_local_port_range',
'net.ipv4.ip_unprivileged_port_start',
'net.ipv4.tcp_syncookies',
'net.ipv4.ping_group_range']

- name: vtypes

expression: |
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["hostPath', "emptyDir', 'gcePersistentDisk', 'awsElasticBlockStor
e', 'gitRepo’,
'secret', 'nfs', 'iscsi', 'glusterfs', 'persistentVolumeClaim', 'rb
d', 'flexvVolume',

'cinder', 'cephfs', 'flocker', 'downwardAPI', 'fc', 'azureFile', 'conf

igMap',

'vsphereVolume', '"quobyte', 'azureDisk', 'photonPersistentDisk', 'pr
ojected’,

"portworxVolume', 'scalelIO', 'storageos', 'csi', 'ephemeral', 'imag
e']

- name: ordered
expression: |

variables.assigned.sortBy(n,

int(variables.profiles.filter(pr, pr.metadata.name == n)[?0].or
Value({}).?spec.?priority.orValue(0)) * -100000 +
-int(variables.profiles.filter(pr, pr.metadata.name == n)[?0].0

rValue({}).?spec.?restrictiveScore.orValue(100))
)
- hame: requiredExists
expression: variables.required == '' || variables.profiles.exists(p
r, pr.metadata.name == variables.required)
- name: requiredBound
expression: variables.required == '' || variables.assigned.exists
(n, n == variables.required)
- name: candidateNames
expression: |
variables.required !'= "'
? ((variables.requiredExists && variables.requiredBound) ? [var
iables.required] : [1])
variables.ordered
- name: isEphemeralSubresource
expression: request.operation == 'UPDATE'
- name: annotatedSelectedName

expression: object.metadata.?annotations[?'alauda.io/scc'].orValue

('")

- name: matchedNames
expression: |
variables.candidateNames.filter(n,
cel.bind(p, variables.profiles.filter(pr, pr.metadata.name ==
n)[?0].orvValue({}).?spec.orValue({}),
cel.bind(defaultPE, p.?defaultAllowPrivilegeEscalation.orValu

e(
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p.?allowPrivilegeEscalation.orValue(true)),
cel.bind(podRunAsUserForFill,
object.spec.?securityContext.?runAsUser.orValue(
(p.?runAsUser.?type.orValue('') == 'MustRunAs' &&
p.?runAsUser.?uid.hasValue())
? p.?runAsUser.?uid.orValue(1)
1),

cel.bind(seccompFirstForFill,

p.?seccompProfiles.orValue([]).filter(s, s !'= '' &&
s = "*")[?0].orValue('"),
cel.bind(fillSeccompType,
seccompFirstForFill == 'runtime/default' ? 'Runti
meDefault'
seccompFirstForFill.startsWith('localhost/"') ? 'L
ocalhost' : '',
cel.bind(fillSeccompLocalhost,
fillSeccompType == 'Localhost'
? seccompFirstForFill.substring('localhost/".
size()) : '',

cel.bind(needPodSeccompFillForMatch,
lobject.spec.?securityContext.?seccompProfil
e.hasvValue() &&
object.spec.containers.all(c, !c.?securityCon
text.?seccompProfile.hasValue()) &&
object.spec.?initContainers.orValue([]).all
(c, 'c.?securityContext.?seccompProfile.hasValue()),
(p.?allowPrivilegedContainer.orValue(false)
| | !variables.containers.exists(c, c.?securityC
ontext.?privileged.orValue(false)))
&& (p.?allowPrivilegeEscalation.orValue(true)
|| 'variables.containers.exists(c, c.?securit

yContext.?allowPrivilegeEscalation.orValue(defaultPE)))

&& (p.?allowHostNetwork.orValue(false) || !'objec
t.spec.?hostNetwork.orvValue(false))

&& (p.?allowHostPID.orValue(false) || 'objec
t.spec.?hostPID.orValue(false))

&& (p.?allowHostIPC.orValue(false) || 'objec

t.spec.?hostIPC.orValue(false))
&& (p.?allowHostDirVolumePlugin.orValue(false)
|| 'object.spec.?volumes.orValue([]).exists
(v, has(v.hostPath)))
&& (
p.?runAsUser.?type.orValue('RunAsAny') == 'Ru

nAcAnyv'
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I (

(p.?runAsUser.?type.orValue('RunAsAny') i

n ['MustRunAsNonRoot', 'MustRunAsNonRootOrSystem'])

&& !variables.containers.exists(c, c.?sec

urityContext.?runAsUser.orValue(

'"MustRunAs'

podRunAsUserForFill) == 0)
)
I (

p.?runAsUser.?type.orValue('RunAsAny') ==

&& variables.containers.all(c, c.?securit

yContext.?runAsUser.orValue(

r.?uid.orvValue(-1))

'MustRunAsRange'

(podRunAsUserForFill)

e(1)

lue(podRunAsUserForFill)

e(2147483647))

t —-= I*l)

alue([]).all(cap,

ts(a, a == cap))))

() ==

11(req,

orValue([]).exists(d, d

podRunAsUserForFill) == p.?runAsUse

)
I (

p.?runAsUser.?type.orValue('RunAsAny') ==

&& variables.containers.all(c,

c.?securityContext.?runAsUser.orValue

>= p.?runAsUser.?uidRangeMin.orValu

&8 c.?securityContext.?runAsUser.orVa

<= p.?runAsUser.?uidRangeMax.orValu

)

&& (p.?allowedCapabilities.orValue([]).exists(t,

| | variables.containers.all(c,

c.?securityContext.?capabilities.?add.orV

p.?allowedCapabilities.orValue([]).exis

&& (p.?requiredDropCapabilities.orValue([]).size

| | variables.containers.all(c,

p.?requiredDropCapabilities.orVvalue([]).a

c.?securityContext.?capabilities.?drop.
==req || d == 'ALL"))))
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|| object.spec.?volumes.orValue([]).all(v,
variables.vtypes.filter(t, v[?t].hasValue
()).all(t,
p.?volumes.orValue([]).exists(a, a ==
t))))
&& (p.?allowHostPorts.orValue(false)
| | variables.containers.all(c,
c.?ports.orValue([]).all(port, port.?host
Port.orvValue(0) == 0)))
&& (p.?allowedUnsafeSysctls.orValue([]).exists(t,
t == '*")
| | object.spec.?securityContext.?sysctls.orVa
lue([]).all(s,
variables.safeSysctls.exists(safe, safe =

= s.name)
|| p.?allowedUnsafeSysctls.orValue([]).ex
ists(a, a == s.name)))
&& (!'p.?readOnlyRootFilesystem.orValue(false)
| | variables.containers.all(c, c.?securityCon
text.?readOnlyRootFilesystem.orValue(false) == true))

&& (p.?seccompProfiles.orValue([]).size() ==
|| p.?seccompProfiles.orValue([]).exists(t, t
== '*")
| | variables.containers.all(c,
p.?seccompProfiles.orValue([]).exists(a,
(c.?securityContext.?seccompProfile.?ty
pe.orValue(
object.spec.?securityContext.?secco
mpProfile.?type.orValue(
(needPodSeccompFillForMatch && fi
11SeccompType !'= '"'") ? fillSeccompType : '')) == 'RuntimeDefault'
&& a == 'runtime/default')
|| (c.?securityContext.?seccompProfil
e.?type.orValue(
object.spec.?securityContext.?secco
mpProfile.?type.orValue(
(needPodSeccompFillForMatch && fi
11SeccompType !'= '"') ? fillSeccompType : '')) == 'Unconfined'
&& a == 'unconfined')
|| (c.?securityContext.?seccompProfil
e.?type.orValue(
object.spec.?securityContext.?secco

mpProfile.?type.orValue(
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(needrodseccompklllFormMatch && T1
11SeccompType !'= '"') ? fillSeccompType : '')) == 'Localhost'
&& a == 'localhost/' + c.?securityCon
text.?seccompProfile.?localhostProfile.orValue(
object.spec.?securityContext.?sec
compProfile.?localhostProfile.orValue(
(needPodSeccompFillForMatch &&
fillSeccompType == 'Localhost')
? fillSeccompLocalhost
""))))))
&& (p.?allowedFlexVolumes.orValue([]).size() ==
|| object.spec.?volumes.orValue([]).filter (v,
v.?flexVolume.hasValue()).all(v,
p.?allowedFlexVolumes.orValue([]).exists

(d, d.?driver.orValue('') == v.flexVolume.driver)))

)

- name: selectedName
expression: |
variables.isEphemeralSubresource
&& variables.annotatedSelectedName != "'
&& variables.candidateNames.exists(n, n == variables.annotatedS
electedName)
? variables.annotatedSelectedName

: variables.matchedNames[?0].orValue('")

- name: selectedSpec
expression: |
variables.profiles.filter(pr, pr.metadata.name == variables.selec
tedName)[?0].orvValue({}).?spec.orValue({})

- name: defaultPE
expression: |
variables.selectedSpec.?defaultAllowPrivilegeEscalation.orValue(

variables.selectedSpec.?allowPrivilegeEscalation.orValue(true))

- nhame: seccompFirst



A Pod T2tV Security Context Constraints - Alauda Container Platform

expression: |
variables.selectedSpec.?seccompProfiles.orValue([])
.filter(s, s != "' && s != '"*'")[?0].orValue('"')
- name: defaultSeccompType
expression: |
variables.seccompFirst == 'runtime/default' ? 'RuntimeDefault'

variables.seccompFirst.startswWith('localhost/') ? 'Localhost'

- name: defaultSeccompLocalhostProfile
expression: |
variables.defaultSeccompType == 'Localhost'
? variables.seccompFirst.substring('localhost/'.size()) t
- name: needPodSeccomp
expression: |
variables.selectedName !'= '' && variables.defaultSeccompType !=
' &&
lobject.spec.?securityContext.?seccompProfile.hasValue() &&
object.spec.containers.all(c, !c.?securityContext.?seccompProfil
e.hasvalue()) &&
object.spec.?initContainers.orValue([]).all(c, 'c.?securityContex

t.?seccompProfile.hasValue())

- name: hasLiteraluid

expression: |
variables.selectedName != '' &&
variables.selectedSpec.?runAsUser.?type.orValue('') == "MustRunA

variables.selectedSpec.?runAsUser.?uid.hasValue()
- name: literalUid
expression: |
variables.hasLiteralUid ? variables.selectedSpec.?runAsUser.?uid.
orvalue(-1) : -1
- name: needPodRunAsUser
expression: |
variables.hasLiteralUid &&

lobject.spec.?securityContext.?runAsUser.hasValue()

mutations:
- patchType: ApplyConfiguration
applyConfiguration:
expression: |
(variables.isEphemeralSubresource || variables.selectedName ==
'") ? Object{}
Object({
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metadata: Object.metadata{
annotations: {

"alauda.io/scc": string(variables.selectedName)

- patchType: ApplyConfiguration
applyConfiguration:
expression: |
(variables.isEphemeralSubresource || !variables.needPodRunAsUse
r) ? Object{}
Object{
spec: Object.spec{
securityContext: Object.spec.securityContext{

runAsUser: variables.literaluid

- patchType: ApplyConfiguration

applyConfiguration:
expression: |
(variables.isEphemeralSubresource || !variables.needPodSeccomp)
? Object{}
(variables.defaultSeccompType == 'Localhost') ?
Object({

spec: Object.spec{
securityContext: Object.spec.securityContext{

seccompProfile: Object.spec.securityContext.seccompProfil

e{
type: 'Localhost',
localhostProfile: variables.defaultSeccompLocalhostProf
ile
}
}
}
3
Object({
spec: Object.spec{
securityContext: Object.spec.securityContext{
seccompProfile: Object.spec.securityContext.seccompProfil
e{

type: variables.defaultSeccompType
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- patchType: ApplyConfiguration
applyConfiguration:
expression: |
(variables.isEphemeralSubresource || variables.selectedName ==
'"'") ? Object{}
Object({
spec: Object.spec{
containers: object.spec.containers.map(c, Object.spec.conta

iners{
name: c.name,
securityContext: Object.spec.containers.securityContext{
allowPrivilegeEscalation:
c.?securityContext.?allowPrivilegeEscalation.hasValue
0)

? c.securityContext.allowPrivilegeEscalation

variables.defaultPE

1)

- patchType: ApplyConfiguration
applyConfiguration:
expression: |

(variables.isEphemeralSubresource || variables.selectedName ==
'"'"|| 'object.spec.?initContainers.hasValue()) ? Object{}

Object({

spec: Object.spec{
initContainers: object.spec.initContainers.map(c, Object.sp

ec.initContainers{

name: c.name,
securityContext: Object.spec.initContainers.securityConte

xt{
allowPrivilegeEscalation:
c.?securityContext.?allowPrivilegeEscalation.hasValue
0)

? c.securityContext.allowPrivilegeEscalation

variables.defaultPE
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1)

- patchType: ApplyConfiguration
applyConfiguration:
expression: |
(!'variables.isEphemeralSubresource || variables.selectedName ==
"' || 'object.spec.?ephemeralContainers.hasValue()) ? Object{}
Object{
spec: Object.spec{
ephemeralContainers: object.spec.ephemeralContainers.map(c,
Object.spec.ephemeralContainers{
name: c.name,
securityContext: Object.spec.ephemeralContainers.security
Context{
allowPrivilegeEscalation:

c.?securityContext.?allowPrivilegeEscalation.hasValue

0)

? c.securityContext.allowPrivilegeEscalation
: variables.defaultPE

1)

R _EBBREE reports.kyverno.io/disabled: "true" ., SCC ¥R KA NIEKP
) User, Groups #1 ServiceAccount , M fa 8IREFIHHIXE ERENERFH . TERIBDA
STEHENEIERIOAE. FXE(PRAENRRRHIRE R ARG , ATRUB SR E RS M
) PolicyReports , i HENNAE Pod BT R LEREHTRIF.

WA EREZRIABFA Bk AT namespace : BA kube- | cpaas- 8 alauda- FF3kid
namespace , A& kyverno . cattle-system . operators F default ., ZNRIFKFE

{F BRI ZAS: namespace , iGN TR KEEFH skip-system-ns FiXx,

1% 1.4 — 2L Warn — Deny AR %4 4

WERRE @Y failurePolicy: Fail F1 validationActions: [Deny] AT , XEKEE
SRR G Pod, HEUAEER L , MREXRMESHIBN TEZER , PJRESHIATRL
ServiceAccount X EGBEE{T] SCC I LIERE.
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BXA=ZMBRNER
1. fEE R e de{EH Warn, A& EWV scc-auto-pick.yaml ZHJ , ¥

validationActions A :

validationActions:

- Warn

RN, W, RIESTESN RASHIEERENINN PINES | (BRI
Pod J@id, M2 Kyverno admission controller B PAW & 2 &2 Mm i) TEtREK -

kubectl logs -n kyverno -1 app.kubernetes.io/component=admission-contro
1ler \
--tail=500 | grep -i 'scc-auto-pick'

2. 8%, ’%Jrﬂﬂ“ﬁ/\%&%%aﬁ_l‘_{’ﬁﬁ#‘i‘c k& 1E RBAC 45E , {FH ServiceAccount 7] A
use —EI1EMH SCC ( 289y o FRAUTaRSHIA ¢

kubectl auth can-i use \
securitycontextconstraints.security.alauda.io/<scc-name> \

--as="system:serviceaccount:<namespace>:<sa-name>" -n <namespace>

3. Deny, UEELERBAFTEEELG , BHYIE peny HEHNAA :

validationActions:

- Deny

l Tip
WMRARFE G FAREEAS namespace , AT RN RREHH skip-system-ns FRIEX ,
ERE— PolicyException &R, X PolicyException ¥R , FSNTH THREZ.

IR 1.5 — WUk 5| o pidh

ZITATRE, BREESNZGEE , FEM/REENIZE READY=true .
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kubectl get crd securitycontextconstraints.security.alauda.io

kubectl get scc

kubectl get globalcontextentry scc-profiles scc-clusterroles \

scc-clusterrolebindings scc-rolebindings scc-roles

kubectl get validatingpolicy scc-auto-pick

kubectl get mutatingpolicy scc-fill-defaults

kubectl get clusterrole kyverno-scc-reader

kubectl get clusterrolebinding kyverno-scc-reader

MR scc-fill-defaults 78 READY=false , & WHREZHR/DXT
pods/ephemeralcontainers HRIZEUANR—FHRTTREN AT % 1.3 9K kyverno-

scc-reader ClusterRole,

52805 - AT AEfazkEH SCC

LRBIESG , BUAMB FIEBE A Pod #3%F SCC. [RIFEHEAFEA ServiceAccount (3K
User , Bt Group) BI&7T RBAC 8% , BRIFEIEARSE namespace F LA HXTZI1E1TH) Pod
SFhLE , 7F32/R Pod violates all SCCs assigned to its ServiceAccount .

BHEEA SCCHEMA—NMRLENRK., RETFABEARRLBE A NAAET SCC
SRR ; iE N A A0 namespace BT & RN AER BT IZF Pod AR,

K 2.1 — FEFEEHIER SCC BLE X

B ITERBNZETRG TRITLE. BIAMBEAT , 5IFLER priority | B
restrictivescore XE#TFH SCC BHTHEF. EEITERBTHRRNR/MURIE X 5%
&, FELIRENEREMFERCEHIER alauda.io/required-scc ,
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TESZAFE

TS, JE root, EFTE capabilities, Tt

host ijj[a)

5 AR, BFEESE 1024 L Mig0

5 AR , {B{EAREE UID SuE , 5120 1000
65534 , 3{# A user namespaces

BA3E root 3 FIETT | (BERREERFFTR
capabilities FIR %

FEPL root 1IZ1THISEE ( USER root )

FE hostNetwork F host ports f] Ingress
controller 2 E 1tk Pod

33 hostrath AATHE/fEsrdE. MIE
root IZ1THIAR S

5 FME , BEAREE SELinux EFFFIC

. hostNetwork . hostIPC

F0 host paths i2 KT Pod

hostPID .

{# FJ user namespaces H] container-in-
container M55

T T IR (CNI, 7748330, AR
Pod)

Warning

H#E#F SCC

restricted-v2

CHECEXHE A

NET_BIND_SERVICE )

restricted-v2

restricted-v3

nonroot-v2

BHEFESR)

(%% ALL) B nonroot

anyuid

(E5F ALL) =X
(BRENEFES)

hostnetwork-v2

hostnetwork

hostmount-anyuid

hostmount-anyuid-v2

hostaccess

nested-container

privileged

(&

AR T ITERER/IMIR. 485E%] privileged K] ServiceAccount 8] PLETT{ES Pod , BEHD

LEREAS SRR A A R Pod.,

T3,

W Ry FIRIEVESK SCC ijimlRt |, B384t -

privileged IV{Y{REBLEMiXHE DaemonSets , ANEF-TFHAAIHE



1 Pod &£ A Security Context Constraints - Alauda Container Platform

Namespace 1 ServiceAccount , f5|# databases/postgres-sa ,
T EREZFRFIEHZSZEAY | #la0 statefulSet/postgres ,

BSKH) SCC ST HREN , AlANEHEA5EH A UID 0 121 TMRZE  anyuid ,

MM ABE A& SCC (30 restricted-v2 ) NERUBREK.

THERBEABV/MER alauda.io/required-scc EEZ)FENMIEE SCC.,

FIR 2.2 — % SCC 4B E %l ServiceAccount

B R NAIRMERREA SCC 4BEE) TERER ServiceAccount, {RIR{RE—ME
databases/postgres-sa TNE{THRINA , FHEEBRE root (UID 0) 1517, RHFEBAFX
ServiceAccount {8 anyuid , FEBM{MREEE restricted-v2 HEERK T ECQTER. £
XA root UID R34 , restricted-v2 ADLEE ( runAsUser.uidRangeMin: 1 ) , RtHE
ASWEFF anyuid . E—fMR , H4— Pod FIRHERANECEXHER , AEmTHEARCE
SRIEFE anyuid |, RABRIEARARMALHKKETE alauda.io/required-scc , /R

anyuid f{] priority ST restricted-v2 .

KA THNBRTFEA bind-postgres-sa.yaml :
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apiVersion: rbac.authorization.k8s.io/v1l
kind: ClusterRole
metadata:

name: scc-use-anyuid-restricted

labels:
rbac.alauda.io/scc-use: "true"

rules:

- apiGroups: ["security.alauda.io"]
resources: ["securitycontextconstraints"]
resourceNames: ["anyuid", "restricted-v2"]
verbs: ["use"]

apiVersion: rbac.authorization.k8s.io/v1
kind: RoleBinding
metadata:

name: postgres-sa-scc

namespace: databases

labels:
rbac.alauda.io/scc-use: "true"

subjects:

- kind: ServiceAccount
name: postgres-sa
namespace: databases

roleRef:

apiGroup: rbac.authorization.k8s.1io

kind: ClusterRole

name: scc-use-anyuid-restricted
A
kubectl apply -f bind-postgres-sa.yaml
rbac.alauda.io/scc-use=true FRZERTIEK., BRI SCC 1%EHF , (BAiL{RET

kubectl get clusterrole,rolebinding -1 rbac.alauda.io/scc-use=true -A FHFTH

5 SCC #<M RBAC X%,

l Note
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VREFERTRA{E A ClusterRoleBinding AXNE 454 (A ServiceAccount TR use #X
fR. B8 BIRFEFRNAEEL— namespace WA , (FABEMETHEMK RoleBinding ik
B

HI% 2.3 — J% SCC 4F5E%! User

Y—Z RS ERAIERIER (BL Kubernetes user S#MAIE , Fl20EIE OIDC ZiEH) &

BEEE3) Pod B 51201597 kubectl debug 3 kubectl run [ SRE {IRAT LK SCC
% User 1K,

BEHAREA bind-user-sre.yaml , 3 [email protected] e ARA) User ZFK :

apiVersion: rbac.authorization.k8s.io/v1
kind: ClusterRole
metadata:

name: scc-use-hostaccess

labels:
rbac.alauda.io/scc-use: "true"

rules:

- apiGroups: ["security.alauda.io"]
resources: ["securitycontextconstraints"]
resourceNames: ["hostaccess"]
verbs: ["use"]

apiVersion: rbac.authorization.k8s.io/v1
kind: ClusterRoleBinding
metadata:

name: sre-alice-hostaccess

labels:
rbac.alauda.io/scc-use: "true"

subjects:

- kind: User
name: [email protected]
apiGroup: rbac.authorization.k8s.1io

roleRef:

apiGroup: rbac.authorization.k8s.1io

kind: ClusterRole

name: scc-use-hostaccess

VA :
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kubectl apply -f bind-user-sre.yaml

2 [email protected] EHFKIZ{T kubectl run (MARIEITENIEHIZIH
ServiceAccount) B |, {1813 K Pod £PAE User S9N , 3348 hostaccess .

1% 2.4 — ¥ SCC 4PEZ! Group

Group e EATEHE ATIER KRS |, SIS SIAER FERIRUETT restricted-v2
Pod”, BI/N& AL Group JEHEAX :

e system:authenticated —— T EIAEESK,

e system:serviceaccounts:<namespace>

HAKFRE namespace &
ServiceAccount,

4§;i€%¥?jh bind-group-authenticated.yaml
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apiVersion: rbac.authorization.k8s.io/v1l
kind: ClusterRole
metadata:

name: scc-use-restricted-v2

labels:
rbac.alauda.io/scc-use: "true"

rules:

- apiGroups: ["security.alauda.io"]
resources: ["securitycontextconstraints"]
resourceNames: ["restricted-v2"]
verbs: ["use"]

apiVersion: rbac.authorization.k8s.io/v1
kind: ClusterRoleBinding
metadata:

name: scc-use-restricted-v2-authenticated

labels:
rbac.alauda.io/scc-use: "true"

subjects:

- kind: Group
name: system:authenticated
apiGroup: rbac.authorization.k8s.io

roleRef:

apiGroup: rbac.authorization.k8s.1io

kind: ClusterRole

name: scc-use-restricted-v2

l Warning

system:authenticated Group 4BxER—NSRIENLE] , FATHHHIBL ServiceAccount J¥HF B
SCC SPERILEfadk. ERIEADIR 1.4 th Warn B EARATHE TSN, —B8NTIERBED
BT BRAHE , MVBIRIILIR, MRKIAREE , KR—BEFEHFFTAIAER SCC ALEL
# , ROEISEE LY K.

EEBEEREIAEAA namespace [ ServiceAccounts , &% subjects A :
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subjects:
- kind: Group
name: system:serviceaccounts:my-namespace

apiGroup: rbac.authorization.k8s.io

HI8 2.5 — {#FH alauda.io/required-scc [EEZEE SCC

IANBERT |, 51 BLEERS AR W AFHERN. B Pod KR E RAHRE&™H& SCC., R
B — N IRA D EMEE LB X ENR TERB—FI , — DS TSURERE | 29I
{F restricted-v3 , BM{#H ServiceAccount th#f 414 anyuid WAE Pod B8 E

alauda.io/required-scc iiﬁ@:

apiVersion: vi
kind: Pod
metadata:
name: audited-app
namespace: payments
annotations:
alauda.io/required-scc: restricted-v3
spec:
serviceAccountName: payments-sa
securityContext:
runAsNonRoot: true
runAsUser: 1500
seccompProfile:
type: RuntimeDefault
containers:
- name: app
image: registry.example.com/payments/audited-app:1.2.3
securityContext:
allowPrivilegeEscalation: false
capabilities:
drop: ["ALL"]

alauda.io/required-scc JEARAAMNZZRAIR CWIAERN SCC REHTIEE , AL
5T SCC WIAAUR. BOHRBAN , WARRHEN T &M -

o ERREIERZA restricted-v3 B SecurityContextConstraints,
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e payments/payments-sa CIBE—NAZARIFELIEFT use FPRH ClusterRole % Role 48

EZ| restricted-v3 .

WRE—HEARHR , Pod FHIELE, BRBRESHITEMEEE RAEE (S0 MEH
5)

— o

W{FF PodTemplate Xi&IEH]zs (Deployment, StatefulSet. Job) B} , iE¥/Ef#IRAE Pod
template f{] metadata 9, MANERIEEHS L -

apiVersion: apps/vil
kind: Deployment
metadata:
name: audited-app
namespace: payments
spec:
selector:
matchLabels:
app: audited-app
template:
metadata:
labels:
app: audited-app
annotations:
alauda.io/required-scc: restricted-v3
spec:

serviceAccountName: payments-sa

IR 2.6 — BUFSBE B BEM

\

MRESSER , BT TRE.

B AW — BAZEALRRTPL use % SCC:

=

kubectl auth can-i use \
securitycontextconstraints.security.alauda.io/anyuid \

--as=""system:serviceaccount:databases:postgres-sa" -n databases
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FAEBHIE A yes . ZNR1SE] no , IBEEFME ClusterRole ] apiGroups .

resources . resourceNames #F1 verbs .

NRBERIE — 5 RMASIE a , ALK ServiceAccount G2 EREHTHNE T1Ef
®, REREENGK Pod iHig, AIHRERERUT -

kubectl -n databases run probe \
--image=registry.example.com/library/pause:3.10 \
--serviceaccount=postgres-sa \
--overrides="'{"spec":{"securityContext":{"runAsUser":999}}}"' \

--command -- /pause

kubectl -n databases get pod probe \

-0 jsonpath='{.metadata.annotations.alauda\.io/scc}{"\n"}'

it NN 5| SRR SCC £FR (FEARBIFA anyuid ) . ARNFHEETTELER
Pod , B XA IAITHKE , SREHKERR TR HEA Pod,

l Note

GlobalContextEntries @it listwatch RIFT , BE SE LRGP ERENENETF , HohElE
MTFTRERKSE—08P, MRRENAFEEE A RNEEFELE  BRHEFZIEER , BHWESA
YPESR,

AT S

TR 1B HEDTR—156 2 BN )E , RN ABEBRIUEL T IBEAS

kubectl get crd securitycontextconstraints.security.alauda.io 7~ CRDIRE

5] Established=True .

kubectl get scc FIHRIKMIEN SCC ALEI .

kubectl get globalcontextentry RE|£HBAA scc-* %KH.

kubectl get validatingpolicy scc-auto-pick #1 kubectl get mutatingpolicy

scc-fill-defaults #HFEB/R READY=true .
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o fEEASE namespace F , PAESBE ServiceAccount 8K Pod £U&%| alauda.io/scc=
<name> JEfi# , HF <name> JE3|E&EFK SCC,

o 7FAEZ %S namespace F , PAKLEE ServiceAccount B3 Pod & 7EHE N #ELE | 312

7~ Pod violates all SCCs assigned to its ServiceAccount ,

EHEE

EA T RRBIPIRIREGT 2 R AR R IR,

S+FH Deployment, StatefulSet, Job 1 DaemonSet 525 A1 M Pod |, SKFRAEIRET 4
REFHIEE 2 Pod B ServiceAccount, YT HSEERAISREREIEAIEM Pod , 420
kubectl run BY kubectl debug , User 1 Group ] SCC 4Bie ] 8EULECHENESK.

NN

Pod violates all SCCs assigned
to its ServiceAccount

(candidates: ...)

Pod violates all SCCs assigned
to its ServiceAccount

(1RIEZIFRAZ)

(candidates: )

required SCC '<name>' not

found in scc-profiles
required SCC '<name>' is not

bound to ServiceAccount '<sa>'

in namespace '<ns>'

KIFRINZEE , 1B Pod {hsRETELE

AJRERA

Pod f#] ServiceAccount Z/DBE T
—/~ SCC, 1B Pod ] spec X T
XL SCC FE—1. HEXRE
RS R AT #E A SCC,

& {E{T SCC 4BEZiZ Pod
ServiceAccount,

alauda.io/required-scc jEfi#

SIRT — A AfFFEM) SCC,

JEf#3| F3 7% ServiceAccount J848
use AURA SCC.

Kyverno GlobalContextEntry Z&1F
252415 RBAC X% ; HigbEE
E LR BEILHE .

Xt MgET , # Pod

AL : /2% runAsuser
requiredDropCapabi

; 24 SCC K

seccompProfile.typ

[ALL]

X kubectl get scc
kubectl auth can-i
securitycontextcons

--as=system:service

£HRE no |, EIRE

51T kubectl get sc

A&,

WAIN— RoleBindin
securitycontextcon

Fix SA , RREHR.

%1% 10-30 B EER.
globalcontextentry

jsonpath="'{.status.

BRI RUE
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Pod 2N , 1B runAsUser =4h
HERE | KIRE

scc-fill-defaults EY scc-
auto-pick _EBJR READY=False

T pod-

security.kubernetes.io/enforce:

restricted namespace Ff Pod
1£ Kyverno BE|Z BT #1ELE

AJRERA

A B RURIE M AT SCC FIEFE T
EINME , BE Rk Pod BEFRAT
EMEHHERE.

Kyverno fR/D>3kg FTULELEABRIR
FIEEAIR (&% AR

pods/ephemeralcontainers ) ,

Kubernetes Pod Security
Admission #{F4cT Kyverno 1z
T, FISLSEHIBIT namespace
R

KERNR

#&7&E Pod B alaud:
SCC , SAeEFX SC
runAsUser.uid ., Po

B,

MRV ALK 13

ClusterRole,

1R#E% namespace ¢
A baseline 3 pri
SCC,

THREZ

{#H PolicyException I/ffBJ42d SRA%

YIRFEEGNERNAFEA ServiceAccount BHH Y FT SCC (FIMNERAASE) | B
% RBAC SBEHAEEN , AJUMFA PolicyException &R, XZESK Kyverno f¥ admission
controller I2EhBY 2T --enablePolicyException=true .
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apiVersion: policies.kyverno.io/vlalphal
kind: PolicyException
metadata:

name: postgres-debug-bypass

namespace: policy-exceptions
spec:

policyRefs:

- name: scc-auto-pick
kind: VvalidatingPolicy
matchConditions:

- name: target-sa

expression: |
object.metadata.namespace == 'databases' &&
object.spec.?serviceAccountName.orValue('') == 'postgres-sa'

- name: must-be-debug-window
expression: |

object.metadata.?labels[?'debug-window'].orValue('') == 'open'

BESKE : & PolicyException ®IRINFEL A namespace F (54 policy-
exceptions ) , FRHIBABIR ; FENFISNRI owner FN expire-at ARZ , FIRFEH
HITE T,

SIZEaN (A% SCC

HBZA SCCHIRTHRENZHXR , H Pod RINHEEFT LN, BRI RIEIRAT N33R
WETRHEFF

1. £BESH priority .

2. BEESM restrictiveScore ,

Pod STl 2 S — MR G B FR R IEIR K SCC, A B RUSRIE eI 7B A A IHE AR E B0HE
FA=. X5 OpenShift KEE—2 , RI“7ER#:52) SCC F |, [RHIF™AGE " , B
AN GBI SNECENHN priority BEIRFF.

OpenShlft N <7 HH&ET

WRVRKE OpenShift , THEXLE oc @4 PAE S A% SCC 512 kubectl
apply , XEERELIRT SCCH use MR , HFERNABNEHER Pod TLih R EHE
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BPAT.

OpenShift 454 TEA S| B S RURE

oc adm policy add- BlEFE—NE securitycontextconstraints/<scc> _F3%F use M
scc-to-user <scc> ClusterRole , ZA/5813F—/> subjects: [{kind: User, name:
<user> <user>}] M ClusterRoleBinding,

oc adm policy add- 5_EmAERE)# ClusterRole , Hi0_E—MiF namespace <ns> [
scc-to-user <scc> -z RoleBinding , H# subjects: [{kind: ServiceAccount,
<sa> -n <ns> name: <sa>, namespace: <ns>}] ,

oc adm policy add-
MEH ClusterRole , BAI_E—4~ subjects: [{kind: Group,

scc-to-group <scc> o
name: <group>}] B ClusterRoleBinding,

<group=>

kubectl get scc (3% CRD f{] shortNames: [scc] 1RFFT @4
—EtE) .

oc get scc

RIERE : I namespace F X F4FAEIS

W — AR namespace B EF PSA restricted FRAE , {B[E— namespace FHEANTE
REMINETT privileged A3, EFRIRIELSTR. namespace RIFAE ; FABE K
%% namespace _Lf{] PSA restricted 326347 , 3L Kyverno SCC 5| Z2 B AR HIHITHIEEN

UL

fRESIREIANT

namespace G4 ServiceAccount EFEJPMEF restricted-v2 {EARZMIATZ LR,
BIHNTAEtaEkfE A& A ServiceAccount,

RABZ ServiceAccount AJPM{ERARNEM privileged SCC,

TEHmBIEIE alauda.io/required-scc [EEZE| privileged ,

HAth ServiceAccounts REH T privileged , MRIFKEFRE |, DEWIELE,

I Warning
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PSA #ll Kyverno SCC 3|2 21% )t Jh 7 admission controls, SCC S TTiAE S pod-
security.kubernetes.io/enforce: restricted . 1EF%f% PSA &EIBITZHT , BELETTK

restricted SCC EL MBS TIEGELPE , :XAE namespace MASEIMAZ AT IEEA.

5514 - WiTHlA SCC XA

EE M PSA 78] , EREZIE ServiceAccounts 2B ELALIEIT User, Group, RoleBinding gk

ClusterRoleBinding $%15 T Ti# SCC., 4F3j£E system:authenticated .

system:serviceaccounts F system:serviceaccounts:payments FKIZBE.

&40 , B\ ServiceAccount RNV BERS{EFINEM privileged SCC :

kubectl auth can-i use \
securitycontextconstraints.security.alauda.io/privileged \
--as=system:serviceaccount:payments:default \

-n payments

RREBMIE A no . FEHRERZ R , SRIREIETURM TEIZ 484N, ATEIREI A A EFREE
rbac.alauda.io/scc-use=true AJRAHEEBNE(S SCC #HXM RBAC X% , {BAE R {KHAR
&, FAKRITHRER Role PR IAIFETF use AR.

% 2 & - ¥ restricted ZEZ P EZIFTHE namespace
ServiceAccounts

BE— 1 MNE K system:serviceaccounts:payments Group EF1E 2.4 scc-use-

restricted-v2 ClusterRole f] namespaced RoleBinding, X4 &% hamespace FIAF

A ATH ServiceAccounts,

{RTEM payments-restricted-baseline.yaml
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apiVersion: rbac.authorization.k8s.io/v1l
kind: RoleBinding
metadata:
name: all-serviceaccounts-restricted-v2
namespace: payments
labels:
rbac.alauda.io/scc-use: "true"
subjects:
- kind: Group
name: system:serviceaccounts:payments
apiGroup: rbac.authorization.k8s.io
roleRef:
apiGroup: rbac.authorization.k8s.1io
kind: ClusterRole

name: scc-use-restricted-v2

W FZEBE , HIIFYIE ServiceAccount R EE{FE FH restricted £k :

kubectl apply -f payments-restricted-baseline.yaml
kubectl auth can-i use \
securitycontextconstraints.security.alauda.io/restricted-v2 \

--as=system:serviceaccount:payments:default \

-n payments
Bt A yes .

% 3 4 - §)3FEH ServiceAccount

SCC #NERETEA&KHY ; ERLIFTEA Pod £FHAYR. FH— M ASHMIKTEREIL
Z LR ServiceAccount , SREEIEE—T (e taEBI5b,

{RTFA payment-agent-serviceaccount.yaml
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apiVersion: vi
kind: ServiceAccount
metadata:
name: payment-agent-privileged
namespace: payments
automountServiceAccountToken: false

W A% ServiceAccount :

kubectl apply -f payment-agent-serviceaccount.yaml

I Warning

NEM privileged SCC HEARMIRE). [T HNAZZZSN , BRIV host networking, host
namespaces, host ports, host paths, FT5& Linux capabilities, F& volume 28! FiE seccomp
profiles 1 unsafe sysctls, RA Y THERABHRFTE TSN AR TE. MRTERBAFTEE/N
fBISh , BN anyuid | hostNetwork BX hostPath , iEBCAYPEERMNERLE .

[FIE T EtE A Kubernetes API , BNIE{RFFE automountServiceAccountToken:
false , [af token BFERESW APl EEARNE— I ELHBRSEI TR ARK B 2P,

% 4 & - {X[a]°5 F ServiceAccount $5¥ privileged

BIZE— resourceNames {XHEWNE privileged SCC f ClusterRole , RfFBid T L
{Eta#E namespace F ] RoleBinding ¥ H45E 2% F ServiceAccount,

{RTE} payment-agent-scc-binding.yaml
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apiVersion: rbac.authorization.k8s.io/v1l
kind: ClusterRole
metadata:

name: scc-use-privileged

labels:
rbac.alauda.io/scc-use: "true"

rules:

- apiGroups: ["security.alauda.io"]
resources: ["securitycontextconstraints"]
resourceNames: ["privileged"]
verbs: ["use"]

apiVersion: rbac.authorization.k8s.io/v1
kind: RoleBinding
metadata:

name: payment-agent-privileged-scc

namespace: payments

labels:
rbac.alauda.io/scc-use: "true"

subjects:

- kind: ServiceAccount
name: payment-agent-privileged
namespace: payments

roleRef:

apiGroup: rbac.authorization.k8s.1io

kind: ClusterRole

name: scc-use-privileged

N RAFHRAEZGBRE

kubectl apply -f payment-agent-scc-binding.yaml

kubectl auth can-i use \
securitycontextconstraints.security.alauda.io/privileged \
--as=system:serviceaccount:payments:payment-agent-privileged \

-n payments

kubectl auth can-i use \
securitycontextconstraints.security.alauda.io/privileged \
--as=system:serviceaccount:payments:default \
-n payments
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HAEBM A : payment-agent-privileged A yes , default A no . ZEH

ServiceAccount ¥8<: )\ namespace Group ZBEZKAK restricted-v2 .

%5 35 - [l E b T /EtaEE FBiX ServiceAccount

HARESRE privileged FFHFHEA ServiceAccount , MIAZEA Pod BIzHZF & K.
Kubernetes RBAC RNiZ{4T%F spec.serviceAccountName MITFEXZRIZAN., NERFEANFBF7A]
DAFE payments "HIEE{EE Pod. Deployment, StatefulSet, DaemonSet, Job &

CronJob , AP A rTeE N Efih TETZEKSIF payment-agent-privileged , FAR1SHRK
SCC A[RIAR

AR Z B , BRI —FiH)

o (XA E AN GitOps SFPE SR EIEKEMSI A payment-agent-privileged HIIL{ER
2% , FFBELEEI® namespace F FEEUX LT fEtaE.

o NI—A admission guard , $E£EXF payment-agent-privileged HISIF , FRAEEKREIE
B, % guard [EEFR FIFE3E Pod #1i% namespace = j2 & —# Pod-template 3%
25,

REUKI LRSS BT iR ki54E AL ServiceAccount ; e AIZE TG E B i@
BEMAT AR HXLE, 2NRELITIEABRGIEE AN , WITIER SN ServiceAccount {§
A, g R gERR 13t ServiceAccount ZRAIEIFISN , NS HIRIRAE Pod fi4h,

FESEBUSKMER F —FHEHIZ BT , NEUEPIT PSATH.

6 5 - BIREIPITM PSA 152 Kyverno SCC

4% PSA restricted 3&HIHITIRE., {RE restricted B audit A1 warning #3% , DU{E API
server #kE5HR S ARLLLIE |k restricted FRAEI T AETRE,.
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kubectl label namespace payments \
pod-security.kubernetes.io/enforce- \
pod-security.kubernetes.io/enforce-version- \

--overwrite

kubectl label namespace payments \
pod-security.kubernetes.io/audit=restricted \
pod-security.kubernetes.io/audit-version=latest \
pod-security.kubernetes.io/warn=restricted \
pod-security.kubernetes.io/warn-version=1latest \

--overwrite

4% namespace PRENLEE BT API server admission configuration A& 5 B2k PSA Bk
NME. INRERHIIAENARESIBIT restricted , B BIX namespace Ma&kHITHHE
%, FIRHREEE audit #1 warning o] W1 -

kubectl label namespace payments \
pod-security.kubernetes.io/enforce=privileged \
pod-security.kubernetes.io/enforce-version=latest \

--overwrite

XE enforce=privileged HEERE PSAAREHMEIMNES. EHA4Mm Pod i%F
privileged 58] ; Kyverno SCC 4B {H4A R FHITHIRAGH A,

57 % - £ LERETEE KA SCC

¥ alauda.io/required-scc J%A Pod template i metadata # , F{EFHREH
ServiceAccount, N RILIFARANAE Deployment metadata _E , K A35%1I251 metadata A2
Bz R HEIE Pod,
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apiVersion: apps/vil
kind: Deployment
metadata:
name: payment-agent
namespace: payments
spec:
replicas: 1
selector:
matchLabels:
app: payment-agent
template:
metadata:
labels:
app: payment-agent
annotations:
alauda.io/required-scc: privileged
spec:
serviceAccountName: payment-agent-privileged
securityContext:
seccompProfile:
type: Unconfined
containers:
- name: agent
image: registry.example.com/payments/agent:1.0.0
securityContext:
privileged: true
allowPrivilegeEscalation: true
runAsUser: 0

BN ATETF SCC PR, 2R SCC RIFFE , B ServiceAccount j&4 use AR , 1%
RIRESTRLEZ Pod,

- WUEBISME AR S

BEFAESHIN FERE S #1=1T admission 3 , MAZEFER cluster-admin , ST HE#ES
M Pod , SCC 1EiF4 £ EE Ky User 1 Groups , RINIAE SN TTIZ SCC ISAN S TE
B, TTREaR R 5S4 T EnB SN A RIMKLER.

BB FIS TAERBGE B ATIUN SCC HAEN
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kubectl -n payments get pod -1 app=payment-agent \
-0 jsonpath='{range .items[*]}{.metadata.name}{"\t"}{.metadata.annotati
ons.alauda\.io/scc}{"\n"}{end}'

SCC %A privileged .

TR, WAZE restricted Pod {3RET DAL restricted-v2 #AEN :

cat <<'EOF' | kubectl create --dry-run=server -f - \
-0 jsonpath='{.metadata.annotations.alauda\.io/scc}{"\n"}"'
apiVersion: vi
kind: Pod
metadata:
name: restricted-probe
namespace: payments
spec:
serviceAccountName: default
securityContext:
runAsUser: 1000
seccompProfile:
type: RuntimeDefault
containers:
- name: probe
image: registry.example.com/library/pause:3.10
securityContext:
allowPrivilegeEscalation: false
capabilities:
drop: ["ALL"]
EOF

HAEBMIH A restricted-v2 .

55, I AZE ServiceAccount REEESK privileged
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cat <<'EOF' | kubectl create --dry-run=server -f -
apiVersion: vi
kind: Pod
metadata:
name: unauthorized-privileged-probe
namespace: payments
annotations:
alauda.io/required-scc: privileged
spec:
serviceAccountName: default
containers:
- name: probe
image: registry.example.com/library/pause:3.10
securityContext:
privileged: true
EOF

YHIEE KN FAEE SRR , ESKINHIELE , FHRRTE SCC K48 EZ!
ServiceAccount default . ANHRIZ Pod AN |, IHELEFHEETEIZ M SCC RoleBindings.
ClusterRoleBindings , A& User 8, Group X , A B AFAE = LERE S EIs]T.

EI)ZJERLILAN
FELeWE PSArestricted 3&2HIHIT , BRI T HTHRIRE

1 FIE BB TR RE , HAAE restricted HIAIAK.

2. #4535 F%& F ServiceAccount privileged P RoleBinding :

kubectl -n payments delete rolebinding payment-agent-privileged-scc

3. A ServiceAccount AEBEERS{EAH privileged

kubectl auth can-i use \
securitycontextconstraints.security.alauda.io/privileged \
--as=system:serviceaccount:payments:payment-agent-privileged \

-n payments
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BERREWIURE] no . ANERIHRANER privileged SCC, RBFEXBHI
RoleBinding &% ClusterRoleBinding 5| HER , A BT E K scc-use-privileged
ClusterRole,

4. SRR TAEREIIT server-side dry-run K&,
5. &/ & PSA restricted 325 1T

kubectl label namespace payments \
pod-security.kubernetes.io/enforce=restricted \

pod-security.kubernetes.io/enforce-version=1latest \

--overwrite

ISEES7

o HEBELEREENKRE , TS NIA namespace F ServiceAccount N 485E ZHA
SCC , gz s , FiEid GitOps TERN FAXLE4pE , DMESRIL eI &1t. A &I,

o JTXIXT PolicyException WIRSHITEHFEE—ENKAREENED , MAIKXH
4h,

o WMRIREFARIR K |, EL45 Kyverno admission controller (]

kyverno_admission_review_duration_seconds ¥§#R , PA{EFE SCC ELE {48k RBAC
SFE B E I K A \ JEIR AT 1L,
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0 Alauda Container Platform Q =

Alauda Container Platform > &% > &25&M > &M > FHtsm > BREL%Eit

TR 2 WL TR

AIEEHIR/NANATACE Kyverno , DABIRA 245 1R7E Kubernetes SR PIZ{TRIC IEMA . A
BRI AR ESIME—RA BT E AR L NRGA R AFEA.

Bk

T ARHGERRIE ?
HRIRFFIA
1. A= REAA
2. BEFB
3. AR EERHINIE SR
4.
w WG
R 1 ZPENFEERRER
B 2« NEHEERARRAN
B 3 FRERERES

Tt ARFBREZRIE ?

FHRELABIEMGTANRRARKESHIE, EHE

o BBAETE  RAHFHRIKIR


http://localhost:4173/container_platform/zh/
http://localhost:4173/container_platform/zh/
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o BBARBEY : EERTANEBH
o (NAWAMEHZIEIT  [ALERERTRE L A LHNGFHK
o BIHIEER | ICRIPLERGATITHIE

RIEFT5

1. & A 2R4R

cosign generate-key-pair

2. BEEH

cosign sign --key cosign.key registry.company.com/app:v1.0.0

3. B EALEOUE SR
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apiVersion: kyverno.io/vi1l
kind: ClusterPolicy
metadata:
name: require-signed-images
spec:
validationFailureAction: Enforce # [HiF & 42555
background: false
rules:
- name: check-signatures
match:
any:
- resources:
kinds:
- Pod
verifyImages:
- imageReferences:
"registry.company.com/*" # ENEGEGEOEREG
attestors:
- count: 1
entries:
- keys:
publicKeys: |-

# FELLHGNG cosign.pub WA

MFKwEWYHK0ZIzjOCAQYIK0ZIz]jODAQCDQQAE8BNXRh950IZbRj8Ra/N9sh
qOPZrfM

5/KAQNO/KjHcorm/J5yctVd7iEcnessRQju917hmK06JIWVGHpDgulyakzZ

mutateDigest: true # RAREHM L EHFHEE

4. M3z
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kubectl apply -f signature-policy.yaml
kubectl run test --image=nginx:latest

kubectl run test --image=registry.company.com/app:v1.0.0

w WA

oz 1: 0 BI\NHEE RS

T RENA , TFREIM T RN REF RS E R
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apiVersion: kyverno.io/vi1l
kind: ClusterPolicy
metadata:
name: require-dual-signatures
spec:
validationFailureAction: Enforce
background: false
rules:
- name: critical-app-signatures
match:
any:
- resources:
kinds:
- Pod
verifyImages:
- imageReferences:
"registry.company.com/critical/*"
attestors:
# B HIAER AN E
- count: 1 # LWEHIINE4
entries:
- keys:
publicKeys: |-

# TLHBAASEH
MFKkwEWYHK0ZIzj0CAQYIKoZIzjODAQCDQGAESNXRhI50IZbRj8Ra/NIsh
qOPZr fM

5/KAQNO/KjHcorm/J5yctVd7iEcnessRQju917hmK06JIWVGHpDgulyakzZ

- count: 1 # JFAHIINZE#
entries:
- keys:
publicKeys: |-

# JFRHEIA LA
MFkwEwWYHK0ZIZzjOCAQYIK0ZIzjODAQCDQgAEyctVd7iEcnessRQju917h
mKO6 JwV

GHpDguIyakZA8NXRh950IZbRj8Ra/N9IsbqOPZr fM5/KAQNO/KjHcorm/ J

mutateDigest: true
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= 2 1 ANRIMGRE AR

A PR B E TR , FFAMIRRTAE 5040
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apiVersion: kyverno.io/vi1l
kind: ClusterPolicy
metadata:
name: environment-specific-verification
spec:
validationFailureAction: Enforce
background: false
rules:
# HE IR AL
- name: production-must-be-signed
match:
any:
- resources:
kinds:
- Pod
namespaces:
- production
verifyImages:
- imageReferences:

"N 4 TBRBRINES
failureAction: Enforce # %4 NIHIE
attestors:

- count: 1

entries:

- keys:

publicKeys: |-

# HE R T
MFKwWEWYHK0ZIzjOCAQYIK0ZIzjODAQCDQQAE8BNXRh950IZbRj8Ra/N9sh
qOPZrfM

5/KAQNO/KjHcorm/J5yctVd7iEcnessRQjuU917hmK0O6JIWVGHpDguIyakzZ

mutateDigest: true

# FERME TR
- name: development-warn-unsigned
match:
any:
- resources:
kinds:
- Pod
namespaces:
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- development
- staging
verifyImages:
- imageReferences:
- "registry.company.com/*" # {UKE/NEGEG
failureAction: Audit # BHEMFRZE LG
attestors:
- count: 1
entries:
- keys:
publicKeys: |-

# FERZER TN

MFKwWEWYHK0ZIzjOCAQYIK0ZIzjODAQcDQgAEyctVd7iEcnessRQju917h
mKO6 JwV

GHpDguIyakZA8nXRh950IZbRj8Ra/N9sbqOPZr fM5/KAQNO/KjHcorm/J

mutateDigest: true

3 (ERERERERES

FERMVIREH | ATREfE A X.509 IEH ¢

# FRIEPEH
cosign sign --cert company-cert.pem --cert-chain ca-chain.pem \

registry.company.com/myapp:v1.0.0
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0 Alauda Container Platform

{3 Secrets IR Z R IUETKEE - Alauda Container Platform

Q =

Alauda Container Platform > &% > &£5&M > & > ERTss > (£ Secrets

{£FH Secrets H4EHBRELZL

AtemiERNAN{A{E F Kubernetes Secrets 77 Kyverno
FRHR N SRBE

Bk

| O AlER Secrets A5 2

HRIE FF 44

1. £ B FFEEE4AE Secret

2. 7 Kyverno it RBAC

3. {FF Secret 3| AR RS
4. MABCE
Secret g1 AR

AR—:
AR
AR=:

MBI
NFRFRFHmERE
M YAML jE 56158

B NEASR

=1
= 2
7= 3

=4

FAHBAfE A8 Secret
Z HBAE AR Secret
AHGBFRZEES
BUIMIEE A Secrets

UE SR B

BH/RELBWIENLNS  ARTHEAR

XA AR T AR e AR e


http://localhost:4173/container_platform/zh/
http://localhost:4173/container_platform/zh/
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k{+41$ F Secrets 12fiE/\4A ?

{#F Kubernetes Secrets Fi& N AEB LU IAD -

o jEERTR A - BREATR SHNIZAESE Kubernetes Secret 77
o {FREANETSAH | THEUORRE RN ] BT E4H
o 1la)dEH) ;A RBAC &5 R] RAiji[a) Secrets

RE IR

1. & B FFFiE%4A%) Secret

cosign generate-key-pair

kubectl create secret generic cosign-public-key \
--from-file=cosign.pub=./cosign.pub \

- -namespace=kyverno

kubectl get secret cosign-public-key -n kyverno

2. 71 Kyverno fi & RBAC

B2 Kyverno i Service Account

apiVersion: vi
kind: ServiceAccount
metadata:

name: kyverno-secret-reader

namespace: kyverno

A5 3j507] Secret 4 Role
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apiVersion: rbac.authorization.k8s.io/v1l
kind: Role
metadata:
namespace: kyverno
name: secret-reader
rules:
- apiGroups: [""]
resources: ["secrets"]
verbs: ["get", "list", "watch"]

resourceNames: ["cosign-public-key", "team-keys"]

% Role 4B5EZI Service Account

apiVersion: rbac.authorization.k8s.io/v1
kind: RoleBinding
metadata:
name: read-secrets
namespace: kyverno
subjects:
- kind: ServiceAccount
name: kyverno-secret-reader
namespace: kyverno
roleRef:
kind: Role
name: secret-reader

apiGroup: rbac.authorization.k8s.1io

3. {£/H Secret 5| AAIE KM%
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apiVersion: kyverno.io/vi1l
kind: ClusterPolicy
metadata:
name: verify-with-secret
spec:
validationFailureAction: Enforce
background: false
rules:
- name: check-signatures
match:
any:
- resources:
kinds: [Pod]
verifyImages:
- imageReferences:
"registry.company.com/*"
attestors:
- count: 1
entries:
- keys:
secret:
name: cosign-public-key
namespace: kyverno
key: cosign.pub
rekor:
url: https://rekor.sigstore.dev
mutateDigest: true

4. M B &
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cosign sign --key cosign.key registry.company.com/app:v1.0.0
kubectl apply -f verify-with-secret.yaml
kubectl run test --image=registry.company.com/app:v1.0.0

kubectl run test-fail --image=nginx:latest

Secret §)iE A=

AR N R

kubectl create secret generic cosign-public-key \
--from-file=cosign.pub=./cosign.pub \

--namespace=kyverno

AR NFRFETFEHEME

kubectl create secret generic cosign-public-key \

--from-literal=cosign.pub="----- BEGIN PUBLIC KEY-----
MFKWEWYHK0ZIZzjOCAQYIK0ZIZzjODAQCDQQAEBNXRh950IZbRj8Ra/N9sbqOPZrfM
5/KAQNO/KjHcorm/J5yctVd7iEcnessRQjuU917hmKO6JIWVGHpDguIlyakZA==
————— END PUBLIC KEY-----" \

- -namespace=kyverno

A= M YAML j558 40
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apiVersion: vi
kind: Secret
metadata:
name: cosign-public-key
namespace: kyverno
labels:
app: kyverno
component: image-verification
type: Opaque
stringData:

cosign.pub: |

MFKkwWEWYHK0ZIZzjOCAQYIK0ZIzjODAQCcDQUAE8NXRh950IZbRj8Ra/N9shqOPZrfM
5/KAQNO/KjHcorm/J5yctVd7iEcnessRQju917hmKO6JIWVGHpDgulyakZA==

kubectl apply -f cosign-secret.yaml

w I ERSR

P 1 BEINFEHE Secret

mHEg R , — T HINEEIEHREGEES
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apiVersion: kyverno.io/vi1l
kind: ClusterPolicy
metadata:
name: single-team-verification
spec:
validationFailureAction: Enforce
background: false
rules:
- name: verify-team-signatures
match:
any:
- resources:
kinds: [Pod, Deployment, StatefulSet, DaemonSet]
exclude:
any:
- resources:

namespaces: [kube-system, kyverno]

verifyImages:
- imageReferences:
"registry.company.com/*"

"gcr.io/myproject/*"
failureAction: Enforce

attestors:
- count: 1
entries:
- keys:
secret:
name: team-cosign-key
namespace: kyverno
key: cosign.pub
rekor:

url: https://rekor.sigstore.dev
mutateDigest: true

verifyDigest: true

required: true

W= 2 . ZHEINFEAAE] Secret
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NEIEAFE & B % & AT Secret
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apiVersion: kyverno.io/vi1l
kind: ClusterPolicy
metadata:
name: multi-team-verification
spec:
validationFailureAction: Enforce
background: false
rules:
# BilmE A
- name: verify-frontend-images
match:
any:
- resources:
kinds: [Pod]
namespaces: [frontend-*]

verifyImages:
- imageReferences:
"registry.company.com/frontend/*"

attestors:
- count: 1
entries:
- keys:
secret:
name: frontend-team-key
namespace: kyverno
key: cosign.pub
rekor:

url: https://rekor.sigstore.dev

mutateDigest: true

required: true

# JavmEIA B
- name: verify-backend-images
match:
any:
- resources:
kinds: [Pod]

namespaces: [backend-*]

verifylImages:
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- imageReferences:

- "registry.company.com/backend/*"

attestors:
- count: 1
entries:
- keys:
secret:
name: backend-team-key
namespace: kyverno
key: cosign.pub
rekor:

url: https://rekor.sigstore.dev

mutateDigest: true

required: true

R 3 XRBFBRFTELERS

BREWE , ZNHEANIRN KEEHES
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apiVersion: kyverno.io/vi1l
kind: ClusterPolicy
metadata:
name: critical-multi-signature
spec:
validationFailureAction: Enforce
background: false
rules:
- name: verify-critical-images
match:
any:
- resources:
kinds: [Pod]
namespaces: [production]

verifyImages:
- imageReferences:

"registry.company.com/critical/*"

failureAction: Enforce

attestors:
# LEENIEE (BF)
- count: 1
entries:
- keys:
secret:
name: security-team-key
namespace: kyverno
key: security.pub
rekor:

url: https://rekor.sigstore.dev

# FFRHEINE S (HF)
- count: 1
entries:
- keys:
secret:
name: dev-team-key
namespace: kyverno
key: development.pub
rekor:
url: https://rekor.sigstore.dev
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- count: 1
entries:
- keys:
secret:
name: release-team-key
namespace: kyverno
key: release.pub
rekor:

url: https://rekor.sigstore.dev

mutateDigest: true

required: true

= 4 BEIGEER Secrets

g EHIER{EH Secrets :
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0 Alauda Container Platform Q =

Alauda Container Platform > &% > &25&M > &304 > FHtsm > BROERTE
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http://localhost:4173/container_platform/zh/
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SO EEIRIE R - Alauda Container Platform

225G ERUE ?
SRR T SRR, A

o IEHIBRGKIR - NAVFRBIECERNGSG

BELE X6« B7LE(E AR ANE R A&

SBHEIGHM - IMERTHERIENTEEK

TSI REMEHIEARRAN - EFHR A, FRRMR TEM
IRERMERIEI « IR T L6 E

PRI
1. [HIEFR AT BESMOETE B E

apiVersion: kyverno.io/v1l
kind: ClusterPolicy
metadata:
name: company-registry-only
spec:
validationFailureAction: Enforce
background: false
rules:
- name: check-registry
match:
any:
- resources:
kinds:
- Pod
validate:
message: "{XAHFNEIBEE : registry.company.com"
pattern:
spec:
containers:

- image: "registry.company.com/*"
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SH S A
2. MR
kubectl apply -f registry-policy.yaml
kubectl run test --image=nginx:latest

kubectl run test --image=registry.company.com/nginx:latest

W=

HR 1 ARSI ERE

HRBEEERS N CE
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apiVersion: kyverno.io/vi1l
kind: ClusterPolicy
metadata:
name: multiple-trusted-registries
spec:
validationFailureAction: Enforce
background: false
rules:
- name: check-approved-registries
match:
any:
- resources:
kinds:
- Pod
validate:
message: "FHBEWIKREMERCE : A8]EFE. GCR ZKEF Docker 4"
anyPattern:
- spec:
containers:
- image: "registry.company.com/*"
- spec:
containers:

- image: '"gcr.io/project-name/*"

- spec:

containers:

- image: "docker.io/library/*"
- spec:

containers:

- image: "quay.io/organization/*"

= 2 ANEFEARRLN

AFIMRN R, FFRMMEAIERIE
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apiVersion: kyverno.io/vi1l
kind: ClusterPolicy
metadata:
name: environment-based-registry-rules
spec:
validationFailureAction: Enforce
background: false
rules:
# AT L NARVRAEGS
- name: production-strict-registries
match:
any:
- resources:
kinds:
- Pod
namespaces:
- production
- prod-*
validate:
message: "HFHNENAFAERAR SR
pattern:
spec:
containers:

- image: "registry.company.com/certified/*"

# ARG AFEZeE
- name: development-flexible-registries
match:
any:
- resources:
kinds:
- Pod

namespaces:

development

- dev-*

staging
- test-*
validate:
message: "FFAMIREAVHER LT EE. GCR B(EA Docker 4g"
anyPattern:
- spec:
containers:

- image: "registry.company.com/*"
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- spec:

containers:

- image: '"gcr.io/dev-project/*"
- spec:

containers:

- image: "docker.io/library/*"
- spec:

containers:

- image: "docker.io/organization/*"

R 3 : BRI E XS B
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apiVersion: kyverno.io/vi1l
kind: ClusterPolicy
metadata:
name: block-risky-registries
spec:
validationFailureAction: Enforce
background: false
rules:
# JiE— . {ERTRLESIR
- name: block-untrusted-registries
match:
any:
- resources:
kinds:
- Pod
validate:
message: "ARAFFER untrusted-registry.com H4EB"
deny:
conditions:
- key: "{{ request.object.spec.containers[?contains(image, 'unt
rusted-registry.com')] | length(@) }}"
operator: GreaterThan

value: 0

# 73k : Docker Hub {NFBEHEE
- name: allow-only-official-dockerhub
match:
any:
- resources:
kinds:
- Pod
validate:
message: "{YAFEH Docker Hub 4% (docker.io/library/*) "
deny:

conditions:

- key: "{{ request.object.spec.containers[?starts_with(image,
'docker.io/') && !starts_with(image, 'docker.io/library/')] | length(@)
I3

operator: GreaterThan

value: 0
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apiVersion: kyverno.io/vi1l
kind: ClusterPolicy
metadata:
name: team-specific-registries
spec:
validationFailureAction: Enforce
background: false
rules:
# AmEIBARIfEM Node.js #f%
- name: frontend-team-registries
match:
any:
- resources:
kinds:
- Pod
namespaces:
- frontend-*
validate:
message: "BNnEIBAF{ERLRGEMEA Node.js Hig"
anyPattern:
- spec:
containers:
- image: "registry.company.com/*"
- spec:
containers:
- image: "docker.io/library/node:*"
- spec:
containers:

- image: "docker.io/library/nginx:*"

# WREIARIER ML/AI HEBEHE
- name: data-team-registries
match:
any:
- resources:
kinds:
- Pod
namespaces:
- data-*
- ml-*
validate:

message: "¥UEEFARIER LT BEM ML/AT iR

anyPattern:
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- spec:

containers:

- image: "registry.company.com/*"
- spec:

containers:

- image: "docker.io/tensorflow/*"
- spec:

containers:

- image: "docker.io/pytorch/*"
- spec:

containers:

- image: "nvcr.io/nvidia/*"

= RART

BE B AL

- image: "registry.company.com/*"

- image: "registry.company.com/team-a/*"
- image: "*/database:*"

- image: "gcr.io/project-*/app:*"

ERAESKIEK

MEERITTA

spec:
validationFailureAction: Audit

Ht

HHR AR Gean 4 = (8]
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rules:
- name: check-registries
match:
any:
- resources:
kinds:
- Pod
exclude:
any:
- resources:
namespaces:
- kube-system
- kyverno
- kube-public

& DLIA)E
L. GRS

o X registry.company.com:5000/app (HR/DEMY)

o registry.company.com/app: latest
2. BECARRA

o X registry.company.com* (fR/DRIAT)

o registry.company.com/*
3. Docker Hub #&= :

o X nginx (F&= docker.io)

° docker.io/library/nginx
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apiVersion: kyverno.io/vi1l
kind: ClusterPolicy
metadata:
name: disallow-privileged-containers
annotations:
policies.kyverno.io/title: Disallow Privileged Containers
policies.kyverno.io/category: Pod Security Standards (Baseline)
policies.kyverno.io/severity: medium
policies.kyverno.io/subject: Pod
policies.kyverno.io/description: >-
Privileged mode disables most security mechanisms and must not be a
1lowed.
spec:
validationFailureAction: Enforce
background: true
rules:
- name: privileged-containers
match:
any:
- resources:
kinds:
- Pod
validate:
message: >-
Privileged mode is disallowed. The fields spec.containers[*].se
curityContext.privileged,
spec.initContainers[*].securityContext.privileged, and spec.eph
emeralContainers[*].securityContext.privileged
must be unset or set to false.
pattern:
spec:
=(ephemeralContainers):
- =(securityContext):
=(privileged): "false"
=(initContainers):
- =(securityContext):
=(privileged): "false"
containers:
- =(securityContext):

=(privileged): "false"
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I SR B

kubectl apply -f disallow-privileged-containers.yaml

cat <<EOF | kubectl apply -f -
apiversion: vi
kind: Pod
metadata:
name: test-privileged
spec:
containers:
- name: nginx
image: nginx
securityContext:
privileged: true
EOF

kubectl run test-normal --image=nginx

kubectl delete pod test-privileged test-normal --ignore-not-found

DB 2SR PSR

REE 1 ZvhREEG AT

frlt R VIREE R A T(E
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apiVersion: kyverno.io/vi1l
kind: ClusterPolicy
metadata:
name: disallow-host-namespaces
annotations:
policies.kyverno.io/title: Disallow Host Namespaces
policies.kyverno.io/category: Pod Security Standards (Baseline)
policies.kyverno.io/severity: medium
policies.kyverno.io/subject: Pod
policies.kyverno.io/description: >-
Host namespaces (Process ID namespace, Inter-Process Communication
namespace, and
network namespace) allow access to shared information and can be us
ed to elevate
privileges. Pods should not be allowed access to host namespaces.
spec:
validationFailureAction: Enforce
background: true
rules:
- name: host-namespaces
match:
any:
- resources:
kinds:
- Pod
validate:
message: >-
Sharing the host namespaces is disallowed. The fields spec.host
Network,
spec.hostIPC, and spec.hostPID must be unset or set to false.
pattern:
spec:
=(hostPID): "false"
=(hostIPC): "false"
=(hostNetwork): "false"

TR 2 @ BRI TAF TR
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apiVersion: kyverno.io/vi1l

kind: ClusterPolicy
metadata:
name: disallow-host
annotations:
policies.kyverno.
policies.kyverno.
policies.kyverno.
policies.kyverno.
policies.kyverno.
HostPath volume
iners.
Using host reso
privileges
and should not
spec:
validationFailureAc
background: true
rules:
- name: host-path
match:
any:
- resources:
kinds:
- Pod
validate:
message: >-
HostPath vo
ath must be unset.
pattern:
spec:
=(volumes
- X(hos

TR 3 : ZRIEfEEY

-path

io/title: Disallow Host Path

io/category: Pod Security Standards (Baseline)
io/severity: medium

io/subject: Pod,Volume

io/description: >-

s let Pods use host directories and volumes in conta
urces can be used to access shared data or escalate

be allowed.

tion: Enforce

lumes are forbidden. The field spec.volumes[*].hostP

):
tPath): "null"

M

(i1t A 2FEE EEMEIRO
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apiVersion: kyverno.io/vi1l
kind: ClusterPolicy
metadata:
name: disallow-host-ports
annotations:
policies.kyverno.io/title: Disallow Host Ports
policies.kyverno.io/category: Pod Security Standards (Baseline)
policies.kyverno.io/severity: medium
policies.kyverno.io/subject: Pod
policies.kyverno.io/description: >-
Access to host ports allows potential snooping of network traffic a
nd should not be
allowed, or at minimum restricted to a known list.
spec:
validationFailureAction: Enforce
background: true
rules:
- name: host-ports-none
match:
any:
- resources:
kinds:
- Pod
validate:
message: >-
Use of host ports is disallowed. The fields spec.containers[*].
ports[*].hostPort,
spec.initContainers[*].ports[*].hostPort, and spec.ephemeralCon
tainers[*].ports[*].hostPort
must either be unset or set to 0.
pattern:
spec:
=(ephemeralContainers):
- =(ports):
- =(hostPort): 0
=(initContainers):
- =(ports):
- =(hostPort): 0
containers:
- =(ports):
- =(hostPort): 0
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apiVersion: kyverno.io/vi1l
kind: ClusterPolicy
metadata:
name: disallow-capabilities-strict
annotations:
policies.kyverno.io/title: Disallow Capabilities (Strict)
policies.kyverno.io/category: Pod Security Standards (Restricted)
policies.kyverno.io/severity: medium
policies.kyverno.io/subject: Pod
policies.kyverno.io/description: >-
Adding capabilities other than "NET_BIND_SERVICE ™ is disallowed. In
addition,
all containers must explicitly drop "ALL" capabilities.
spec:
validationFailureAction: Enforce
background: true
rules:
- name: require-drop-all
match:
any:
- resources:
kinds:
- Pod
preconditions:
all:
- key: "{{ request.operation || 'BACKGROUND' }}"
operator: NotEquals
value: DELETE
validate:
message: >-
Containers must drop "ALL capabilities.
foreach:
- list: request.object.spec.[ephemeralContainers, initContainers,
containers][]
deny:
conditions:
all:
- key: ALL
operator: AnyNotIn
value: "{{ element.securityContext.capabilities.drop ||
[1° 3"
- name: adding-capabilities
match:
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any:
- resources:
kinds:
- Pod
preconditions:
all:
- key: "{{ request.operation || 'BACKGROUND' }}"
operator: NotEquals
value: DELETE
validate:
message: >-
Any capabilities added other than NET_BIND_SERVICE are disallow
ed.
foreach:
- list: request.object.spec.[ephemeralContainers, initContainers,
containers][]
deny:
conditions:
any:
- key: "{{ element.securityContext.capabilities.add || "[]°
I3
operator: AnyNotIn
value:
- NET_BIND_SERVICE

RE& 5 : Z5K3F root A FIE1TAES
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apiVersion: kyverno.io/vi1l
kind: ClusterPolicy
metadata:
name: require-run-as-nonroot
annotations:
policies.kyverno.io/title: Require Run As Non-Root User
policies.kyverno.io/category: Pod Security Standards (Restricted)
policies.kyverno.io/severity: medium
policies.kyverno.io/subject: Pod
policies.kyverno.io/description: >-
Containers must run as a non-root user. This policy ensures runAsNo
nRoot is set to true.
spec:
validationFailureAction: Enforce
background: true
rules:
- name: run-as-non-root
match:
any:
- resources:
kinds:
- Pod
validate:
message: >-
Running as root is not allowed. Either the field spec.securityC
ontext.runAsNonRoot
must be set to true, or the field spec.containers[*].securityCo
ntext.runAsNonRoot
must be set to true.
anyPattern:
- spec:
securityContext:
runAsNonRoot: "true"
- spec:
containers:
- securityContext:

runAsNonRoot: "true"

=g
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apiVersion: kyverno.io/vi1l
kind: ClusterPolicy
metadata:
name: environment-container-security
spec:
validationFailureAction: Enforce
background: true
rules:
# PR RS
- name: production-strict-security
match:
any:
- resources:
kinds:
- Pod
namespaces:
- production
- prod-*
validate:

message: "Production environments require strict container securi

pattern:
spec:

=(hostPID): "false"

=(hostIPC): "false"

=(hostNetwork): "false"
securityContext:

runAsNonRoot: "true"
containers:

- securityContext:
privileged: "false"
runAsNonRoot: "true"
capabilities:

drop:
- ALL

# AR | ERAMENRE
- name: development-basic-security
match:
any:
- resources:
kinds:
- Pod



AR - Alauda Container Platform
namespaces:
- development
- dev-*
- staging
validate:

message: "Development environments require basic container securi

pattern:
spec:
=(hostPID): "false"
=(hostIPC): "false"
containers:
- securityContext:

=(privileged): "false"

s 2 . TEGEUFEHISN
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apiVersion: kyverno.io/vi1l
kind: ClusterPolicy
metadata:
name: workload-specific-security
spec:
validationFailureAction: Enforce
background: true
rules:
- name: system-workloads-exception
match:
any:
- resources:
kinds:
- Pod
exclude:
any:
- resources:
namespaces:
- kube-system
- kyverno
- resources:
kinds:
- Pod
names:
"monitoring-*"
"logging-*"
validate:
message: "Container security policies apply to application worklo
ads"
pattern:
spec:
=(hostNetwork): "false"
containers:
- securityContext:

=(privileged): "false"

MR S%euE
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cat <<EOF | kubectl apply -f -
apiVersion: vi
kind: Pod
metadata:
name: test-privileged
spec:
containers:
- name: test
image: nginx
securityContext:
privileged: true
EOF

MA1E E v 4 2[R

cat <<EOF | kubectl apply -f -
apiVersion: vi
kind: Pod
metadata:

name: test-host-network
spec:

hostNetwork: true

containers:

- name: test

image: nginx

EOF

Mo\ 1E P& A2 HEk
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# N LE
cat <<EOF | kubectl apply -f -
apiVersion: vi
kind: Pod
metadata:
name: test-hostpath
spec:
containers:
- name: test
image: nginx
volumeMounts:
- name: host-vol

mountPath: /host
volumes:
- name: host-vol
hostPath:
path: /
EOF

MEB L 2T
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cat <<EOF | kubectl apply -f -

apiVersion: vi
kind: Pod
metadata:
name: test-secure
spec:
securityContext:
runAsNonRoot: true
runAsUser: 1000
containers:
- name: test
image: nginx

securityContext:

allowPrivilegeEscalation: false

capabilities:
drop:
- ALL

readOnlyRootFilesystem: true

runAsNonRoot: true

runAsUser: 1000
EOF

ER{ERE
1. NEITHR T4

spec:

validationFailureAction:

2. HFfR RSt an 4 =5 [H]

Audit
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exclude:
any:
- resources:
namespaces:
- kube-system
- kyverno

- kube-public



Security Context Enforcement Policy - Alauda Container Platform

0 Alauda Container Platform Q =

Alauda Container Platform > %% > &£5&M > &3 > {FR+EE > Security Cont

Security Context Enforcement Policy

AIEEHIRNANATACE Kyverno DUEHIPITRRMEMR L LT , RASUELUNTERE
HMBRBNETT.

Bk

ftaR &L E TGRS ?
HRIRFFIA
1. B3kE Root B2$5ME
2. MR SRR
WMo 4 ETRS0RRE
SRBg 1 : 2RI EARIR T
R 2 1 ZRIFER /1D SEE
&g 3 : E5K3E Root £H
5K 4 : fR%! Seccomp BLE X
RHE 5 . BREFHTARE
Hemk 6 : (R AppArmor BLE
SR
B 1 MERERREe LT
iz 2 MARENTE ETX
5% 3 p B RS LR IGES)
s 4 FEE AT L LT GRS
M S%IE
MR Root 2% (MKMK)


http://localhost:4173/container_platform/zh/
http://localhost:4173/container_platform/zh/

Security Context Enforcement Policy - Alauda Container Platform
MRAAPRIEF (K H)
MRXERDBENEZFT (MEKW)

WHERRSAS (E)

ft2a2 &2 ETGES) 2

L& FTFCGERB BT RE SR MRNSERITHI R Rz TAN. EHNRe LTI
EHATRABALE

Root AURIEF : &F25LA root FHFIEAT

PRI FA T : BERIFRITAUR

AREHFERIT | BELUERKEENIETT

M RGEY - REEA BRI RS

LT RARRT LU

%i‘_
5%

RIEFT 5

1. E5k9F Root B3R AL



Security Context Enforcement Policy - Alauda Container Platform

apiVersion: kyverno.io/vi1l
kind: ClusterPolicy
metadata:
name: require-run-as-nonroot
annotations:
policies.kyverno.io/title: Require Run As Non-Root User
policies.kyverno.io/category: Pod Security Standards (Restricted)
policies.kyverno.io/severity: medium
policies.kyverno.io/subject: Pod
policies.kyverno.io/description: >-
Containers must run as a non-root user. This policy ensures runAsNo
nRoot is set to true.
spec:
validationFailureAction: Enforce
background: true
rules:
- name: run-as-non-root
match:
any:
- resources:
kinds:
- Pod
validate:
message: >-
Running as root is not allowed. Either the field spec.securityC
ontext.runAsNonRoot
must be set to true, or the field spec.containers[*].securityCo
ntext.runAsNonRoot
must be set to true.
anyPattern:
- spec:
securityContext:
runAsNonRoot: "true"
- spec:
containers:
- securityContext:

runAsNonRoot: "true"

2. MR
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# [ FSRE%

kubectl apply -f require-run-as-nonroot.yaml

# =R AE—TEAML root E1THARY (MKB)
cat <<EOF | kubectl apply -f -
apiVersion: vi
kind: Pod
metadata:
name: test-root
spec:
containers:
- name: nginx
image: nginx
securityContext:
runAsUser: 0
runAsNonRoot: false
EOF

# =FHAE—IIE root BAAEITHAR (MNADH)
cat <<EOF | kubectl apply -f -
apiVersion: vi
kind: Pod
metadata:
name: test-nonroot
spec:
securityContext:
runAsNonRoot: true
runAsUser: 1000
containers:
- name: nginx
image: nginx
EOF

# JHHE

kubectl delete pod test-root test-nonroot --ignore-not-found

MR e TR
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apiVersion: kyverno.io/vi1l
kind: ClusterPolicy
metadata:
name: disallow-privilege-escalation

annotations:

policies.kyverno.io/title: Disallow Privilege Escalation

policies.kyverno.
policies.kyverno.io/severity: medium
policies.kyverno.io/subject: Pod
policies.kyverno.io/description: >-
Privilege escalation,
mode, should not be allowed.
spec:
validationFailureAction: Enforce
background: true
rules:
- name: privilege-escalation
match:
any:
- resources:
kinds:
- Pod
validate:

message: >-

io/category: Pod Security Standards (Restricted)

such as via set-user-ID or set-group-ID file

Privilege escalation is disallowed. The fields

spec.containers[*].securityContext.allowPrivilegeEscalation,

spec.initContainers[*].securityContext.allowPrivilegeEscalatio

n,

and spec.ephemeralContainers[*].securityContext.allowPrivilegeE

scalation
must be set to false.
pattern:
spec:
=(ephemeralContainers):

- securityContext:

allowPrivilegeEscalation:

=(initContainers):

- securityContext:

allowPrivilegeEscalation:

containers:

- securityContext:

allowPrivilegeEscalation:

"false"

"false"

"false"
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apiVersion: kyverno.io/vi1l
kind: ClusterPolicy
metadata:
name: require-user-id-range
annotations:
policies.kyverno.io/title: Require User ID Range
policies.kyverno.io/category: Pod Security Standards (Restricted)
policies.kyverno.io/severity: medium
policies.kyverno.io/subject: Pod
policies.kyverno.io/description: >-
Containers must run with a specific user ID range to prevent privil
ege escalation.
spec:
validationFailureAction: Enforce
background: true
rules:
- name: user-id-range
match:
any:
- resources:
kinds:
- Pod
validate:
message: >-
Containers must run with user ID between 1000 and 65535.
deny:
conditions:
any:
# K& Pod KHMEE LT
- key: "{{ request.object.spec.securityContext.runAsUser || ©
1"
operator: LessThan
value: 1000
- key: "{{ request.object.spec.securityContext.runAsUser || ©
I3
operator: GreaterThan
value: 65535
# KBRHEANETL LT
- key: "{{ request.object.spec.containers[?securityContext.ru
nAsUser && (securityContext.runAsUser < “1000° || securityContext.runAsUs
er > "65535°)] | length(@) }}"
operator: GreaterThan
value: 0
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apiVersion: kyverno.io/vi1l
kind: ClusterPolicy
metadata:
name: require-non-root-groups
annotations:
policies.kyverno.io/title: Require Non-Root Groups
policies.kyverno.io/category: Pod Security Standards (Restricted)
policies.kyverno.io/severity: medium
policies.kyverno.io/subject: Pod
policies.kyverno.io/description: >-
Containers should be required to run with a non-root group ID or su
pplemental groups.
spec:
validationFailureAction: Enforce
background: true
rules:
- name: non-root-groups
match:
any:
- resources:
kinds:
- Pod
validate:
message: >-
Containers must run with non-root group ID. Either spec.securit
yContext.runAsGroup
or spec.containers[*].securityContext.runAsGroup must be set an
d not be 0.
deny:
conditions:
any:
# #7E Pod Z&5H runAsGroup 2EH 0
- key: "{{ request.object.spec.securityContext.runAsGroup ||
0 }}"
operator: Equals
value: 0
# REZEBBAHMN runAsGroup REA 0
- key: "{{ request.object.spec.containers[?securityContext.ru
nAsGroup == 0] | length(@) }}"
operator: GreaterThan

value: 0
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apiVersion: kyverno.io/vi1l
kind: ClusterPolicy
metadata:
name: restrict-seccomp-strict
annotations:
policies.kyverno.io/title: Restrict Seccomp (Strict)
policies.kyverno.io/category: Pod Security Standards (Restricted)
policies.kyverno.io/severity: medium
policies.kyverno.io/subject: Pod
policies.kyverno.io/description: >-

Seccomp profile must be explicitly set to one of the allowed value

Both the Unconfined profile and the absence of a profile are prohib
ited.
spec:
validationFailureAction: Enforce
background: true
rules:
- name: seccomp-strict
match:
any:
- resources:
kinds:
- Pod
validate:
message: >-
Use of custom Seccomp profiles is disallowed. The field
spec.securityContext.seccompProfile.type must be set to Runtime
Default or Localhost.
anyPattern:
- spec:
securityContext:
seccompProfile:
type: RuntimeDefault
- spec:
securityContext:
seccompProfile:
type: Localhost
- spec:
containers:
- securityContext:
seccompProfile:
type: RuntimeDefault
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- Spec:
containers:
- securityContext:
seccompProfile:
type: Localhost
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apiVersion: kyverno.io/vi1l
kind: ClusterPolicy
metadata:
name: require-drop-all-capabilities
annotations:
policies.kyverno.io/title: Require Drop ALL Capabilities
policies.kyverno.io/category: Pod Security Standards (Restricted)
policies.kyverno.io/severity: medium
policies.kyverno.io/subject: Pod
policies.kyverno.io/description: >-
Containers must drop all capabilities and only add back those that
are specifically needed.
spec:
validationFailureAction: Enforce
background: true
rules:
- name: require-drop-all
match:
any:
- resources:
kinds:
- Pod
validate:
message: >-
Containers must drop ALL capabilities.
foreach:
- list: request.object.spec.[ephemeralContainers, initContainers,
containers][]
deny:
conditions:
all:
- key: ALL
operator: AnyNotIn
value: "{{ element.securityContext.capabilities.drop ||

(1 33"
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apiVersion:

kind: ClusterPolicy

metadata:

Security Context Enforcement Policy - Alauda Container Platform

kyverno.io/v1

name: restrict-apparmor-profiles

annotations:

policies.
policies.
policies.
policies.

policies.

kyverno.
kyverno.
kyverno.
kyverno.

kyverno.

io/title: Restrict AppArmor Profiles
io/category: Pod Security Standards (Baseline)
io/severity: medium

io/subject: Pod

io/description: >-

On supported hosts, the runtime/default AppArmor profile is applied

by default.

The baseline policy should prevent overriding or disabling the defa

ult AppArmor

spec:

profile.

validationFailureAction: Enforce

background:

rules:

true

- name: apparmor-profiles

match:

any:

- resources:

kinds:
- Pod

validate:

message: >-

AppArmor profile must be set to runtime/default or a custom pro

file.
Unconfined profiles are not allowed.
pattern:
metadata:
=(annotations):
=(container.apparmor.security.beta.kubernetes.io/*): "!unco
nfined"

=R
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apiVersion: kyverno.io/vi1l
kind: ClusterPolicy
metadata:
name: environment-security-contexts
spec:
validationFailureAction: Enforce
background: true
rules:
# HEFFINE  TRETE ETX
- name: production-strict-security
match:
any:
- resources:
kinds:
- Pod
namespaces:
- production
- prod-*
validate:

message: "Production environments require strict security context

pattern:
spec:
securityContext:
runAsNonRoot: "true"
runAsUser: "1000-65535"
runAsGroup: "1000-65535"
seccompProfile:
type: RuntimeDefault
containers:

- securityContext:
allowPrivilegeEscalation: "false"
readOnlyRootFilesystem: "true"
runAsNonRoot: "true"

capabilities:
drop:
- ALL

# FFEMIR . BEiikeEK
- name: development-basic-security
match:
any:

- resources:
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kinds:
- Pod
namespaces:
- development
- dev-*
- staging
validate:

message: "Development environments require basic security context

pattern:
spec:
containers:
- securityContext:

allowPrivilegeEscalation: "false"
runAsNonRoot: "true"

R 2 MRSERNRE ETX

FIARIN AR AR R e LT :



Security Context Enforcement Policy - Alauda Container Platform




Security Context Enforcement Policy - Alauda Container Platform

apiVersion: kyverno.io/vi1l
kind: ClusterPolicy
metadata:
name: application-security-contexts
spec:
validationFailureAction: Enforce
background: true
rules:
# BURENA  fRFEM /4 1D
- name: database-security-context
match:
any:
- resources:
kinds:
- Pod
selector:
matchLabels:
app.type: database
validate:

message: "Database applications must use specific security contex

pattern:
spec:
securityContext:
runAsUser: '"999"
runAsGroup: '"999"
fsGroup: "999"
containers:
- securityContext:
runAsNonRoot: "true"

readOnlyRootFilesystem: "true"

# Web A ARERE ETX
- name: web-app-security-context
match:
any:
- resources:
kinds:
- Pod
selector:
matchLabels:
app.type: web
validate:
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message: "Web applications must use standard security contexts"
pattern:
spec:
containers:
- securityContext:
runAsNonRoot: "true"
allowPrivilegeEscalation: "false"
capabilities:
drop:
- ALL
add:
- NET_BIND_SERVICE

B3R 3 B &Re ETI0ES
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apiVersion: kyverno.io/vi1l
kind: ClusterPolicy
metadata:
name: graduated-security-contexts
spec:
validationFailureAction: Enforce
background: true
rules:
# &3 1. £itite (FFERE<H)
- name: basic-security-level
match:
any:
- resources:
kinds:
- Pod
exclude:
any:
- resources:
namespaces:
- kube-system
- kyverno
validate:
message: "All containers must have basic security contexts"
pattern:
spec:
containers:
- securityContext:

allowPrivilegeEscalation: "false"

# KA 2 EETe (BEGETH)
- name: enhanced-security-level
match:
any:
- resources:
kinds:
- Pod
namespaces:
- finance-*
- hr-*
- security-*
validate:

message: "Sensitive namespaces require enhanced security context
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pattern:
spec:
securityContext:
runAsNonRoot: "true"

containers:

- securityContext:
readonlyRootFilesystem: "true"
capabilities:

drop:
- ALL

- name: maximum-security-level
match:
any:
- resources:

kinds:

- Pod

namespaces:

- critical-*

- payment-*

validate:
message: "Critical namespaces require maximum security contexts"

pattern:

spec:

securityContext:

runAsNonRoot: "true"
runAsUser: "1000-1999"
runAsGroup: "1000-1999"
seccompProfile:
type: RuntimeDefault
containers:

- securityContext:
allowPrivilegeEscalation: "false"
readOnlyRootFilesystem: "true"
runAsNonRoot: "true"
capabilities:

drop:
- ALL
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apiVersion: kyverno.io/vi1l
kind: Policy
metadata:
annotations:
policies.kyverno.io/category: Pod Security Standards
policies.kyverno.io/description: 'Strictly follow the Security Contex
t configuration in the image to automatically add, allowPrivilegeEscalati
on:
false, capabilities drop ALL, runAsNonRoot: true, seccompProfile:
RuntimeDefault'
policies.kyverno.io/minversion: 1.13.0
policies.kyverno.io/severity: medium
policies.kyverno.io/subject: Pod
policies.kyverno.io/title: Add precise Security Context configuration
creationTimestamp: "2025-06-04T03:26:542"
generation: 1
labels:
velero.io/backup-name: app-backup-20250604111354
velero.io/restore-name: app-recovery
name: add-exact-security-context
namespace: test-1
spec:
admission: true
background: true
emitWarning: false
rules:
- match:
any:
- resources:
kinds:
- Pod
context:
- name: namespacelnfo
apiCall:
urlPath: "/api/vl/namespaces/{{request.namespace}}"
jmesPath: "metadata.labels.\"pod-security.kubernetes.io/enforce\"
|| 'restricted'"
preconditions:
all:
- key: "{{ namespaceInfo }}"
operator: NotEquals
value: "privileged"
mutate:
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foreach:
- list: request.object.spec.containers
patchStrategicMerge:
spec:
containers:
- name: '{{ element.name }}'
securityContext:
allowPrivilegeEscalation: false
capabilities:
drop:
- ALL
runAsNonRoot: true
seccompProfile:
type: RuntimeDefault
name: add-container-security-context
skipBackgroundRequests: true
- match:
any:
- resources:
kinds:
- Pod
context:
- name: namespacelInfo
apiCall:
urlPath: "/api/vl/namespaces/{{request.namespace}}"
jmesPath: "metadata.labels.\"pod-security.kubernetes.io/enforce\"
|| 'restricted'"
preconditions:
all:
- key: "{{ namespaceInfo }}"
operator: NotEquals

value: "privileged"

- key: '"{{ request.object.spec.initContainers || "[] | length(@)
i3S
operator: GreaterThan
value: 0
mutate:
foreach:

- list: request.object.spec.initContainers
patchStrategicMerge:
spec:
initContainers:
- name: '{{ element.name }}'

securityContext:
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allowPrivilegeEscalation: false
capabilities:
drop:
- ALL
runAsNonRoot: true
seccompProfile:
type: RuntimeDefault
name: add-init-container-security-context
skipBackgroundRequests: true
- match:
any:
- resources:
kinds:
- Pod
context:
- name: namespacelInfo
apiCall:
urlPath: "/api/vl/namespaces/{{request.namespace}}"
jmesPath: "metadata.labels.\"pod-security.kubernetes.io/enforce\"
|| 'restricted'"
preconditions:
all:
- key: "{{ namespaceInfo }}"
operator: NotEquals
value: "privileged"

- key: '"{{ request.object.spec.ephemeralContainers || "[] | length
(@) }}'
operator: GreaterThan
value: 0
mutate:
foreach:

- list: request.object.spec.ephemeralContainers
patchStrategicMerge:
spec:
ephemeralContainers:
- name: '{{ element.name }}'
securityContext:
allowPrivilegeEscalation: false
capabilities:
drop:
- ALL
runAsNonRoot: true
seccompProfile:
type: RuntimeDefault
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name: add-ephemeral-container-security-context
skipBackgroundRequests: true

validationFailureAction: Audit

WMREAFEFLEG R TEHEATE LT |, B A% 2 TERMARE pod-

security.kubernetes.io/enforce: privileged

M S%euE

MHZ Root B2 (M5

cat <<EOF | kubectl apply -f -
apiVersion: vi
kind: Pod
metadata:
name: test-root-user
spec:
containers:
- name: test
image: nginx
securityContext:
runAsuser: 0
EOF
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cat <<EOF | kubectl apply -f -
apiVersion: vi
kind: Pod
metadata:
name: test-privilege-escalation
spec:
containers:
- name: test
image: nginx
securityContext:
allowPrivilegeEscalation: true
EOF

MR DRENET (MKW

cat <<EOF | kubectl apply -f -
apiVersion: vi
kind: Pod
metadata:
name: test-missing-drop-all
spec:
containers:
- name: test
image: nginx
securityContext:
capabilities:
add:
- NET_ADMIN
EOF

MABFHReRS (MED)
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cat <<EOF | kubectl apply -f -
apiVersion: vi
kind: Pod
metadata:
name: test-secure-context
spec:
securityContext:
runAsNonRoot: true
runAsUser: 1000
runAsGroup: 1000
seccompProfile:
type: RuntimeDefault
containers:
- name: test
image: nginx
securityContext:
allowPrivilegeEscalation: false
readonlyRootFilesystem: true
runAsNonRoot: true
runAsUser: 1000
capabilities:
drop:
- ALL
add:
- NET_BIND_SERVICE
EOF
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apiVersion: kyverno.io/vi1l
kind: ClusterPolicy
metadata:
name: disallow-host-network
annotations:
policies.kyverno.io/title: Disallow Host Network
policies.kyverno.io/category: Pod Security Standards (Baseline)
policies.kyverno.io/severity: medium
policies.kyverno.io/subject: Pod
policies.kyverno.io/description: >-
Access to the host network allows potential snooping of network tra
ffic and should not be allowed.
spec:
validationFailureAction: Enforce
background: true
rules:
- name: host-network
match:
any:
- resources:
kinds:
- Pod
validate:
message: >-
Use of host network is disallowed. The field spec.hostNetwork m
ust be unset or set to false.
pattern:
spec:
=(hostNetwork): "false"

2. MR
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kubectl apply -f disallow-host-network.yaml

kubectl run test-hostnet --image=nginx --overrides='{"spec":{"hostNetwor
k":true}}'

kubectl run test-normal --image=nginx
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apiVersion: kyverno.io/vi1l
kind: ClusterPolicy
metadata:
name: disallow-host-ports
annotations:
policies.kyverno.io/title: Disallow Host Ports
policies.kyverno.io/category: Pod Security Standards (Baseline)
policies.kyverno.io/severity: medium
policies.kyverno.io/subject: Pod
policies.kyverno.io/description: >-
Access to host ports allows potential snooping of network traffic a
nd should not be
allowed, or at minimum restricted to a known list.
spec:
validationFailureAction: Enforce
background: true
rules:
- name: host-ports-none
match:
any:
- resources:
kinds:
- Pod
validate:
message: >-
Use of host ports is disallowed. The fields spec.containers[*].
ports[*].hostPort,
spec.initContainers[*].ports[*].hostPort, and spec.ephemeralCon
tainers[*].ports[*].hostPort
must either be unset or set to 0.
pattern:
spec:
=(ephemeralContainers):
- =(ports):
- =(hostPort): 0
=(initContainers):
- =(ports):
- =(hostPort): 0
containers:
- =(ports):
- =(hostPort): 0
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apiVersion: kyverno.io/vi1l
kind: ClusterPolicy
metadata:
name: restrict-host-port-range
annotations:
policies.kyverno.io/title: Restrict Host Port Range
policies.kyverno.io/category: Pod Security Standards (Baseline)
policies.kyverno.io/severity: medium
policies.kyverno.io/subject: Pod
policies.kyverno.io/description: >-
Host ports, if used, must be within an allowed range to prevent con
flicts and security issues.
spec:
validationFailureAction: Enforce
background: true
rules:
- name: host-port-range
match:
any:
- resources:
kinds:
- Pod
preconditions:
all:
- key: "{{ request.object.spec.containers[].ports[?hostPort] | le
ngth(@) }}"
operator: GreaterThan
value: 0
validate:
message: >-
Host ports must be within the allowed range 30000-32767.
foreach:
- list: request.object.spec.[ephemeralContainers, initContainers,
containers][].ports[]
preconditions:
any:
- key: "{{ element.hostPort }}"
operator: GreaterThan

value: 0
deny:
conditions:
any:

- key: "{{ element.hostPort }}"
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operator: LessThan
value: 30000
- key: "{{ element.hostPort }}"
operator: GreaterThan
value: 32767

R 3 1 BOKMILE R
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apiVersion: kyverno.io/vi1l
kind: ClusterPolicy
metadata:
name: require-network-policies
annotations:
policies.kyverno.io/title: Require Network Policies
policies.kyverno.io/category: Network Security
policies.kyverno.io/severity: medium
policies.kyverno.io/subject: Pod,NetworkPolicy
policies.kyverno.io/description: >-
Pods should have associated NetworkPolicies to control network traf
fic.
spec:
validationFailureAction: Enforce
background: false
rules:
- name: require-netpol
match:
any:
- resources:
kinds:
- Pod
exclude:
any:
- resources:
namespaces:
- kube-system
- kyverno
context:
- name: netpols
apiCall:
urlPath: "/apis/networking.k8s.io/v1/namespaces/{{ request.name

space }}/networkpolicies"”

jmesPath: "items[?spec.podSelector.matchLabels.app == '{{ reque
st.object.metadata. labels.app }}'] | length(@)"
validate:

message: >-
Pods must have an associated NetworkPolicy. Create a NetworkPol
icy that selects this pod.
deny:
conditions:
all:
- key: "{{ netpols }}"
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operator: Equals

value: 0
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apiVersion: kyverno.io/vi1l
kind: ClusterPolicy
metadata:
name: restrict-service-types
annotations:

policies.kyverno.io/title: Restrict Service Types

policies.kyverno.io/category: Network Security

policies.kyverno.io/severity: medium
policies.kyverno.io/subject: Service

policies.kyverno.io/description: >-

Restrict Service types to prevent exposure of services to external

networks.
spec:
validationFailureAction: Enforce
background: true
rules:
- name: restrict-nodeport
match:
any:
- resources:
kinds:
- Service
validate:

message: >-

NodePort services are not allowed.

r instead.
pattern:
spec:
type: "!NodePort"
- name: restrict-loadbalancer
match:
any:
- resources:
kinds:
- Service
namespaces:
- development
- dev-*
- staging
validate:

message: >-

Use ClusterIP or LoadBalance

LoadBalancer services are not allowed in development environmen

ts.
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pattern:
spec:
type: "!LoadBalancer"
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apiVersion: kyverno.io/vi1l

kind: ClusterPolicy

metadata:

name: secure-ingress-configuration

annotations:

policies.
policies.
policies.
policies.

policies.

kyverno.
kyverno.
kyverno.
kyverno.

kyverno.

io/title: Secure Ingress Configuration
io/category: Network Security
io/severity: medium

io/subject: Ingress

io/description: >-

Ingress resources must be configured securely with TLS and

nnotations.

spec:

validationFailureAction: Enforce

background:

rules:

true

- name: require-tls

match:
any:

- resources:

kinds:

- Ingress

validate:

message: >-

proper a

Ingress must use TLS. The field spec.tls must be specified.

pattern:

spec:
tls:

hosts:

mxn

- hame: require-security-annotations

match:

any:

- resources:

kinds:

- Ingress

validate:

message: >-

Ingress must have security annotations for SSL redirect and HST

pattern:

metadata:

annotations:
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nginx.ingress.kubernetes.io/ssl-redirect: "true"

nginx.ingress.kubernetes.io/force-ssl-redirect: "true"
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apiVersion: kyverno.io/vi1l

kind: ClusterPolicy

metadata:

name: restrict-dns-

annotations:

policies.kyverno.
policies.kyverno.
policies.kyverno.
policies.kyverno.

policies.kyverno.

configuration

io/title: Restrict DNS Configuration
io/category: Network Security
io/severity: medium

io/subject: Pod

io/description: >-

Restrict DNS configuration to prevent DNS hijacking and data

ration.

spec:

validationFailureAction: Enforce

background: true

rules:

- name: restrict-

match:
any:
- resources:
kinds:
- Pod
validate:

message: >-

dns-policy

exfilt

Custom DNS policy is not allowed. Use Default or ClusterFirst o

nly.
pattern:

spec:

=(dnsPolicy): "Default | ClusterFirst"

- name: restrict-

match:
any:
- resources:
kinds:
- Pod
validate:

message: >-

custom-dns

Custom DNS configuration is not allowed in production environme

nts.
pattern:

spec:

X(dnsConfig): "null"
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apiVersion: kyverno.io/vi1l
kind: ClusterPolicy
metadata:
name: environment-network-security
spec:
validationFailureAction: Enforce
background: true
rules:
# TR TR B AR IR
- name: production-network-restrictions
match:
any:
- resources:
kinds:
- Pod
namespaces:
- production
- prod-*
validate:

message: "Production environments require strict network securit

pattern:
spec:
hostNetwork: "false"
dnsPolicy: "ClusterFirst"
containers:
- ports:
- =(hostPort): 0

# FFEWIR | BiNE RS
- name: development-network-restrictions
match:
any:
- resources:
kinds:
- Pod
namespaces:
- development
- dev-*
- staging
validate:

message: "Development environments require basic network securit
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pattern:
spec:
hostNetwork: "false"
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apiVersion: kyverno.io/vi1l
kind: ClusterPolicy
metadata:
name: application-network-policies
spec:
validationFailureAction: Enforce
background: true
rules:
# BURENA © 2R 1ESMER L& (A)
- name: database-network-policy
match:
any:
- resources:
kinds:
- Pod
selector:
matchLabels:
app.type: database
validate:
message: "Database applications cannot use host network or host p
orts"
pattern:
spec:
hostNetwork: "false"
containers:
- ports:
- =(hostPort): 0

# Web A : SisimO[R]
- name: web-app-network-policy
match:
any:
- resources:
kinds:
- Pod
selector:
matchLabels:
app.type: web
validate:

message: "Web applications can only use standard HTTP/HTTPS port

foreach:
- list: request.object.spec.containers[].ports[]
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deny:
conditions:

any:

- key: "{{ element.containerPort }}"
operator: AnyNotIn
value:
- 80
- 443
- 8080
- 8443
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apiVersion: kyverno.io/vi1l
kind: ClusterPolicy
metadata:
name: network-segmentation-enforcement
spec:
validationFailureAction: Enforce
background: true
rules:
- name: frontend-backend-separation
match:
any:
- resources:
kinds:
- Pod
selector:
matchLabels:
tier: frontend
validate:
message: "Frontend pods cannot access backend network directly"
deny:
conditions:
any:
- key: "{{ request.object.metadata.labels.tier }}"
operator: Equals
value: backend
- name: require-network-labels
match:
any:
- resources:
kinds:
- Pod
exclude:
any:
- resources:
namespaces:
- kube-system
- kyverno
validate:
message: "Pods must have network tier labels for segmentation"
pattern:
metadata:
labels:
tier: "frontend | backend | database"
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M S%euE
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cat <<EOF | kubectl apply -f -
apiVersion: vi
kind: Pod
metadata:

name: test-host-network
spec:

hostNetwork: true

containers:

- name: test

image: nginx

EOF

WX FENIROSE (MKK)

cat <<EOF | kubectl apply -f -
apivVersion: vi1i
kind: Pod
metadata:
name: test-host-port
spec:
containers:
- name: test
image: nginx
ports:
- containerPort: 80
hostPort: 8080
EOF

M NodePort RS (M%&)
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cat <<EOF | kubectl apply -f -
apiVersion: vi

kind: Service

metadata:

name: test-nodeport

spec:

type: NodePort

ports:

- port: 80
targetPort: 80
nodePort: 30080

selector:
app: test

EOF

MAERHMRECE (MIEBT)
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cat <<EOF | kubectl apply -f -
apiVersion: vi
kind: Pod
metadata:
name: test-secure-network
labels:
app: web-app
tier: frontend
spec:
dnsPolicy: ClusterFirst
containers:
- name: test
image: nginx
ports:
- containerPort: 80
protocol: TCP
apivVersion: vi
kind: Service
metadata:
name: test-service
spec:
type: ClusterIP
ports:
- port: 80
targetPort: 80
selector:
app: web-app
EOF
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0 Alauda Container Platform Q =
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apiVersion: kyverno.io/vi1l

kind: ClusterPolicy
metadata:

name: restrict-volume-types

annotations:
policies.kyverno
policies.kyverno
policies.kyverno
policies.kyverno

policies.kyverno

.io/title: Restrict Volume Types

.io/category: Pod Security Standards (Restricted)
.io/severity: medium

.io/subject: Pod,Volume

.io/description: >-

Only allow safe volume types. This policy restricts volumes to conf

igMap, csi,

downwardAPI, emptyDir, ephemeral, persistentVolumeClaim, projected,

and secret.

spec:

validationFailureAction: Enforce

background: true
rules:
- name: restrict
match:
any:
- resources:
kinds:
- Pod
validate:

message: >-

-volume-types

Only the following types of volumes may be used: configMap, cs

i, downwardAPI,

emptyDir, ephemeral, persistentVolumeClaim, projected, and secr

et.
foreach:
- list: "request.object.spec.volumes || []"
deny:
conditions:
all:
- key: "{{ element.keys(@) }}"
operator: AnyNotIn
value:
- name
- configMap
- csi
- downwardAPI

- emptyDir
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ephemeral
persistentVolumeClaim
projected

secret
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# I FARRE
kubectl apply -f restrict-volume-types.yaml

# = AEH hostPath #HM Pod (NkK)
cat <<EOF | kubectl apply -f -
apiVersion: vi
kind: Pod
metadata:
name: test-hostpath
spec:
containers:
- name: nginx
image: nginx
volumeMounts:
- name: host-vol
mountPath: /host
volumes:
- name: host-vol
hostPath:
path: /
EOF

# SN configMap
kubectl create configmap test-config --from-literal=key=value

# AR AFNELR Pod (AZH)
cat <<EOF | kubectl apply -f -
apiVersion: vi
kind: Pod
metadata:
name: test-configmap
spec:
containers:
- name: nginx
image: nginx
volumeMounts:
- name: config-vol
mountPath: /config
volumes:
- name: config-vol
configMap:
name: test-config
EOF
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kubectl delete pod test-hostpath test-configmap --ignore-not-found

kubectl delete configmap test-config --ignore-not-found
—~ N\ ) Vaixan
DGR 2R

WL 1 : 22 1F HostPath %

bR HEREN A RLLHEAL
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apiVersion: kyverno.io/vi1l
kind: ClusterPolicy
metadata:
name: disallow-host-path
annotations:
policies.kyverno.io/title: Disallow Host Path
policies.kyverno.io/category: Pod Security Standards (Baseline)
policies.kyverno.io/severity: medium
policies.kyverno.io/subject: Pod,Volume
policies.kyverno.io/description: >-
HostPath volumes let Pods use host directories and volumes in conta
iners.
Using host resources can be used to access shared data or escalate
privileges
and should not be allowed.
spec:
validationFailureAction: Enforce
background: true
rules:
- name: host-path
match:
any:
- resources:
kinds:
- Pod
validate:
message: >-
HostPath volumes are forbidden. The field spec.volumes[*].hostP
ath must be unset.
pattern:
spec:
=(volumes):
- X(hostPath): "null"

SRRE 2 : FR4l HostPath % ( RiEijA])

AV ER RiE HostPath % -
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apiVersion: kyverno.io/vi1l
kind: ClusterPolicy
metadata:
name: restrict-host-path-readonly
annotations:
policies.kyverno.io/title: Restrict Host Path (Read-Only)
policies.kyverno.io/category: Pod Security Standards (Baseline)
policies.kyverno.io/severity: medium
policies.kyverno.io/subject: Pod,Volume
policies.kyverno.io/description: >-
HostPath volumes which are allowed must be read-only and restricted
to specific paths.
spec:
validationFailureAction: Enforce
background: true
rules:
- name: host-path-readonly
match:
any:
- resources:
kinds:
- Pod
preconditions:
all:
- key: "{{ request.object.spec.volumes[?hostPath] | length(@) }}"
operator: GreaterThan
value: 0
validate:
message: >-

HostPath volumes must be read-only and limited to allowed path

foreach:
- list: "request.object.spec.volumes[?hostPath]"
deny:
conditions:
any:
# INRIFIEANEARVFI RS NITELE
- key: "{{ element.hostPath.path }}"
operator: AnyNotIn
value:
- "/var/log"
- "/var/lib/docker/containers"
- "/proc"
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- "/sys"
foreach:
- list: "request.object.spec.containers[].volumeMounts[?name]"
deny:
conditions:

any:
- key: "{{ element.readOnly || false }}"

operator: Equals

value: false

R 3 UG REY

[RLERTSRIT R HIK HAEEY
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apiVersion: kyverno.io/vi1l

kind: ClusterPolicy
metadata:

name: disallow-privileged-volumes

annotations:

policies.kyverno

policies.kyverno.
policies.kyverno.
policies.kyverno.

policies.kyverno.

Certain volume
lowed.

spec:

.io/title: Disallow Privileged Volume Types
io/category: Pod Security Standards (Baseline)
io/severity: high

io/subject: Pod,Volume

io/description: >-

types are considered privileged and should not be al

validationFailureAction: Enforce

background: true
rules:
- name: disallow
match:
any:
- resources:
kinds:
- Pod
validate:
message: >-
Privileged
tDisk,

-privileged-volumes

volume types are not allowed: hostPath, gcePersisten

awsElasticBlockStore, gitRepo, nfs, iscsi, glusterfs, rbd, flex

Volume,

cinder, cephFS, flocker, fc, azureFile, azureDisk, vsphereVolum

e, quobyte,

portworxVolume, scaleIO, storageos.

foreach:

- list: "request.object.spec.volumes || []"

deny:

conditions:

any:

- key:

"{{ element.keys(@) }}"

operator: AnyIn

value:
- hostPath

- gcePersistentDisk

- awsElasticBlockStore

- gitRepo
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- nfs

- iscsi

- glusterfs

- rbhd

- flexVolume

- cinder

- cephFS

- flocker

- fc

- azureFile

- azureDisk

- vsphereVolume
- quobyte

- portworxVolume
- scalelO

- storageos
R 4 - KSR A RS
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apiVersion: kyverno.io/vi1l
kind: ClusterPolicy
metadata:
name: require-readonly-rootfs
annotations:
policies.kyverno.io/title: Require Read-Only Root Filesystem
policies.kyverno.io/category: Pod Security Standards (Restricted)
policies.kyverno.io/severity: medium
policies.kyverno.io/subject: Pod
policies.kyverno.io/description: >-
A read-only root file system helps to enforce an immutable infrastr
ucture strategy,;
the container only needs to write on the mounted volume that persis
ts the state.
spec:
validationFailureAction: Enforce
background: true
rules:
- name: readonly-rootfs
match:
any:
- resources:
kinds:
- Pod
validate:
message: >-
Root filesystem must be read-only. Set readOnlyRootFilesystem t
o true.
foreach:
- list: request.object.spec.[ephemeralContainers, initContainers,
containers][]
deny:
conditions:
any:
- key: "{{ element.securityContext.readOnlyRootFilesystem |
| false }}"
operator: Equals
value: false

R 5 ¢ T STEBAR
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apiVersion: kyverno.io/vi1l
kind: ClusterPolicy
metadata:
name: control-volume-mounts
annotations:
policies.kyverno.io/title: Control Volume Mount Permissions
policies.kyverno.io/category: Pod Security Standards (Restricted)
policies.kyverno.io/severity: medium
policies.kyverno.io/subject: Pod,Volume
policies.kyverno.io/description: >-
Control where volumes can be mounted and with what permissions.
spec:
validationFailureAction: Enforce
background: true
rules:
- name: restrict-mount-paths
match:
any:
- resources:
kinds:
- Pod
validate:
message: >-
Volume mounts to sensitive paths are not allowed.
foreach:
- list: request.object.spec.[ephemeralContainers, initContainers,
containers][].volumeMounts[]
deny:
conditions:
any:
# [RIEHEREIBURRGIEE
- key: "{{ element.mountPath }}"
operator: AnyIn
value:
"/etc"
- "/root"
- "/var/run/docker.sock"
- "/var/lib/kubelet"
- "/var/lib/docker"
- "/usr/bin"
- "/usr/sbin"
- "/sbin"
- "/bin"
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- name: require-readonly-sensitive-mounts
match:
any:
- resources:
kinds:
- Pod
validate:
message: >-
Mounts to /proc and /sys must be read-only.
foreach:
- list: request.object.spec.[ephemeralContainers, initContainers,
containers][].volumeMounts[]
preconditions:
any:
- key: "{{ element.mountPath }}"
operator: AnyIn
value:
- "/proc"
- "/sys"
deny:
conditions:
any:
- key: "{{ element.readOnly || false }}"
operator: Equals
value: false

SRIHF

R 1 B E S R
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apiVersion: kyverno.io/vi1l
kind: ClusterPolicy
metadata:
name: environment-volume-security
spec:
validationFailureAction: Enforce
background: true
rules:
# HEIHER L R REE)
- name: production-volume-restrictions
match:
any:
- resources:
kinds:
- Pod
namespaces:
- production
- prod-*
validate:
message: "Production environments allow only secure volume types"
foreach:
- list: "request.object.spec.volumes || []"
deny:
conditions:
all:
- key: "{{ element.keys(@) }}"
operator: AnyNotIn
value:
- name
- configMap
- secret
- persistentVolumeClaim

- emptyDir

# AR | ETAMENRE
- name: development-volume-restrictions
match:
any:
- resources:
kinds:
- Pod
namespaces:
- development
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- dev-*
- staging
validate:

message: "Development environments allow additional volume types"
foreach:
- list: "request.object.spec.volumes || []"
deny:
conditions:
any:
- key: "{{ element.keys(@) }}"
operator: AnyIn
value:
- hostPath

- nfs

R 2 N E KIS R
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apiVersion: kyverno.io/vi1l
kind: ClusterPolicy
metadata:
name: application-volume-policies
spec:
validationFailureAction: Enforce
background: true
rules:
# BURFENF © SO RER 1504
- name: database-volume-policy
match:
any:
- resources:
kinds:
- Pod
selector:
matchLabels:
app.type: database
validate:
message: "Database applications must use persistent volumes"
pattern:
spec:
volumes:

- persistentVolumeClaim: {}

# wWeb NA: [RBIARLELRR
- hame: web-app-volume-policy
match:
any:
- resources:
kinds:
- Pod
selector:
matchLabels:
app.type: web
validate:
message: "Web applications can only use safe volume types"
foreach:
- list: "request.object.spec.volumes || []"
deny:
conditions:

all:
- key: "{{ element.keys(@) }}"
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operator: AnyNotIn
value:

- nhame

- configMap

- secret

- emptyDir

- projected

= 3 HRINRIFIR S

EHER/NFIRIRER
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apiVersion: kyverno.io/vi1l
kind: ClusterPolicy
metadata:
name: volume-resource-limits
spec:
validationFailureAction: Enforce
background: true
rules:
- name: limit-emptydir-size
match:
any:
- resources:
kinds:
- Pod
validate:
message: "EmptyDir volumes must have size limits"
foreach:
- list: "request.object.spec.volumes[?emptyDir]"
deny:
conditions:
any:
- key: "{{ element.emptyDir.sizelLimit || "' }}"
operator: Equals
value: ""
- name: limit-emptydir-memory
match:
any:
- resources:
kinds:
- Pod
validate:
message: "EmptyDir memory volumes are not allowed"
foreach:
- list: "request.object.spec.volumes[?emptyDir]"
deny:
conditions:
any:
- key: "{{ element.emptyDir.medium || '"' }}"
operator: Equals

value: "Memory"
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W SR

M, HostPath & (N4 1K)

cat <<EOF | kubectl apply -f -

apiVersion: vi
kind: Pod

metadata:

name: test-hostpath

spec:

containers:
- name: nginx
image: nginx
volumeMounts:
- name: host-vol
mountPath: /host
volumes:
- name: host-vol
hostPath:
path: /

EOF
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It policy 2B a3 A& BT HEERAAE Pod (S4FE namespace NI Pod) IBNTIRARE .
XEEBTE—mE ST RAE.

apiVersion: kyverno.io/vi1
kind: ClusterPolicy
metadata:
name: add-default-pod-1labels
annotations:
policies.kyverno.io/title: Add Default Pod Labels
policies.kyverno.io/subject: Pod
policies.kyverno.io/description: >-
Automatically inject default labels into newly created Pods.
spec:
rules:
- name: inject-pod-labels
match:
any:
- resources:
kinds:
- Pod

mutate:
patchStrategicMerge:
metadata:
labels:

+(company.com/managed-by): "kyverno"
+(company.com/environment): "production"

1.2 3% Pod {§ F%5:— ] RestartPolicy

It policy S&HIATA FEER Pod HIZKA restartPolicy A Always . XX TR EAZS
EESNRENEEBENEREXREE.
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apiVersion: kyverno.io/vi1l
kind: ClusterPolicy
metadata:
name: enforce-restart-policy
spec:
rules:
- name: set-restart-policy-always
match:
any:
- resources:
kinds:
- Pod
mutate:
patchStrategicMerge:

spec:

restartPolicy: Always

2. ZF NamespacelProject KB SRR ECE

(Generate)

4 4132 F1H namespace 3k project B} , Kyverno f] Generate FLRUB] DAEUENZEH |, FFE 3N
4 AR S Kubernetes &R ({5120 NetworkPolicy, ConfigMap. Secret, RoleBinding %) .
XY T — N THRIANRE 55 —EEER.

2.1 BEhEN\ENANEE NetworkPolicy

LB HK namespace B , It policy £ B3 — N ENAK NetworkPolicy , % policy 2k
INFRZEET A A\UG (Ingress) 15K , NMBEZZARMLIEEM , K namespace 2 (B RIZ
PR,
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apiVersion: kyverno.io/vi1l
kind: ClusterPolicy
metadata:
name: generate-default-networkpolicy
annotations:
policies.kyverno.io/title: Generate Default NetworkPolicy
policies.kyverno.io/subject: Namespace, NetworkPolicy
policies.kyverno.io/description: >-
Automatically generates a NetworkPolicy that denies all cross-names
pace inbound traffic when a new Namespace is created,
achieving default network isolation between projects.
spec:
rules:
- name: generate-deny-all-networkpolicy
match:
any:
- resources:
kinds:
- Namespace
# Exclude specific system namespaces to prevent blocking system com
ponents
exclude:
any:
- resources:
namespaces:
- kube-system
- kyverno
- monitoring
generate:
kind: NetworkPolicy
apiVersion: networking.k8s.io/v1
name: default-deny-all
# Use a template variable to get the name of the newly created Na
mespace
namespace: "{{request.object.metadata.name}}"
# synchronize=true means that if this Kyverno policy changes, the
generated resources will automatically sync and update
synchronize: true
data:
metadata:
labels:
security.policy/type: "default-deny"

spec:
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podSelector: {}

policyTypes:
- Ingress

2.2 BT 1ER BENWAW Project BLE (DBSIZ£HCHN)

R BIER T 2NaTARYE project @M (fIzN€3E Namespace RIMIIMAIARE) BEhER—RIIIK
B, 6180, K7L DBS EEAEAR (fit CLI SR FIEER) PARBOAM R 2ECAR
(LimitRange) ,
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apiVersion: kyverno.io/vi1l
kind: ClusterPolicy
metadata:
name: setup-namespace-dbs-template
spec:
rules:
# Rule 1: Automatically generate DBS default configuration for projec
ts with specific labels
- name: generate-dbs-configmap
match:
any:
- resources:
kinds:
- Namespace
selector:
matchLabels:
project-type: database # Triggers when the NS has this La
bel
generate:
kind: ConfigMap
apiVersion: vi
name: dbs-default-template
namespace: "{{request.object.metadata.name}}"
synchronize: true
data:
data:
# Default DBS configuration for CLI support tools
dbs-url: "jdbc:mysql://default-db-cluster:3306/db"
dbs-cli-version: "v1.2.0"

secure-mode: "true"

# Rule 2: Uniformly generate LimitRange (security limits) for all new
ly created Namespaces
- name: generate-default-limitrange
match:
any:
- resources:
kinds:
- Namespace
generate:
kind: LimitRange
apiVersion: vi
name: default-limits
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namespace: "{{request.object.metadata.name}}"
synchronize: true
data:
spec:
limits:
- default:
cpu: 500m
memory: 512Mi
defaultRequest:
cpu: 100m
memory: 128Mi

type: Container

Cha—H

1. Mutate 8811 : IIEBAARBIERMA T A ERIHK YAML |, BHEAASILBRR A PR EEFIR
4H (a0 RestartPolicy ) .

2. Generate 871 : {EAFEBAZNA project A Az, —B &4 Namespace €I# 314 , Kyverno

LHEREBEIATLLKME (NetworkPolicy) M{KHi#EAR (ConfigMap, Secret,
LimitRange) , 24 CLI TEM_EZENARESEREN. ZE—HIREIE.
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HEHE

Generate ) L {EJRIH

Kyverno generate #{ 2 ClusterPolicy =Y Policy M—If4y.

rules:

- name: <rule-name>

match:
any:
- resources:
kinds:
- <source-kind>
operations:
- CREATE
- UPDATE
preconditions:
all:

- key: <expression>
operator: <operator>
value: <expression>
generate:

apiVersion: <target-api-version>
kind: <target-kind>
name: <target-name>
namespace: <target-namespace>
synchronize: false
data:

<target-resource-content>

LG K ik BN ARSI B ARTTIRES , (£ synchronize: false ., N4 A RIRN FEIR
TR—RIE ek MERES , AR synchronize: true ,

NI by

FELRBIF
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e JJ& ConfigMap & app-notification-source ,
o {XULAC UPDATE 3HfE.
o {XXf configMap.data HIZEELAARLEM.
e Kyverno &7t cpaas-system FEIE—NGLERFEHIK NotificationMessage ,
o EHIBEESETER platform-operator@example.com & IXFFHBE,

LR BIHE FRIBAIIEE API 2
notificationmessages.aitextensions.alauda.io/vibetal . % APl EBF& B4 APl i&

#, FRECRBRIRBIET.

AU 51

o B%&% Alauda Container Platform Policy Management,
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HIERGFMEIE cpaas-system @ATEF,

cpaas-system fp4 Z[8)F ELE A TR FHMEIHEARE FIEAR .
Kyverno BB EBiran & T AF I3 NotificationMessage RIRHIAE.

BRBIANFEZBAFN, BANRES. IBANEREssB A A Xz RiR. W ARREFRME BT
AL MM NotificationMessage HFERE.

HES B PR B IR AR
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apiVersion: ait.alauda.io/vilbetal
kind: NotificationTemplate
metadata:
name: configmap-change-email-template
namespace: cpaas-system
labels:
cpaas.io/template.email.body.type: Html

cpaas.io/template. language: EN

spec:
templates:
- type: Email
subject: "ConfigMap {{ .labels.namespace }}/{{ .labels.name }} chan
ged"

content: |-
The watched ConfigMap was updated.

Namespace: {{ .labels.namespace }}

Name: {{ .labels.name }}

Resource version: {{ .labels.resourceVersion }}
Application: {{ .labels.application }}

Owner: {{ .labels.owner }}

Severity: {{ .labels.severity }}

HER IR IR

B132 Kyverno L4 % == [A)F1 ConfigMap.



{$F3 Kyverno Generate FJU] - Alauda Container Platform

apiVersion: vi
kind: Namespace
metadata:
name: app-team-a
apiVersion: vi
kind: ConfigMap
metadata:
name: app-notification-source
namespace: app-team-a
data:
application: payment
owner: platform-ops

severity: warning

%-F Kyverno {[F

Kyverno Bid H g 815623 IR E M TR, RTAITH237EB brdy & T 45
NotificationMessage &IRHIAR.
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apiVersion: rbac.authorization.k8s.io/v1
kind: Role
metadata:
name: kyverno-generate-notificationmessages
namespace: cpaas-system
rules:
- apiGroups:
- aitextensions.alauda.io
- ailops.alauda.io
resources:
- notificationmessages
verbs:
- get
- list
- watch
- create
- update
- patch
- delete
apiVersion: rbac.authorization.k8s.io/v1
kind: RoleBinding
metadata:
name: kyverno-generate-notificationmessages
namespace: cpaas-system
roleRef:
apiGroup: rbac.authorization.k8s.1io
kind: Role
name: kyverno-generate-notificationmessages
subjects:
- kind: ServiceAccount
name: kyverno-background-controller

namespace: kyverno

2R Kyverno REFEH M AR THET , SfFAARK/GEEHIE ServiceAccount £FR , H7E
WA YAML ZBIEH subjects FHP4y.

IR A AR
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BIIE— ClusterPolicy , {¥34 app-team-a/app-notification-source BHHH data
FEEALEAWER , AR NotificationMessage .
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{$F3 Kyverno Generate FJU] - Alauda Container Platform

apiVersion: kyverno.io/vi1l
kind: ClusterPolicy
metadata:
name: generate-notificationmessage-on-configmap-change
annotations:
policies.kyverno.io/title: Generate NotificationMessage on ConfigMap
Change
policies.kyverno.io/category: Operations
policies.kyverno.io/subject: ConfigMap, NotificationMessage
policies.kyverno.io/description: >-
Generates a platform NotificationMessage resource when the watched
ConfigMap data changes.
spec:
background: false
rules:
- name: generate-email-notificationmessage
match:
any:
- resources:
kinds:
- ConfigMap
namespaces:
- app-team-a
names:
- app-notification-source
operations:
- UPDATE
preconditions:
all:
- key: "{{ request.object.data || {}  }}"
operator: NotEquals
value: "{{ request.oldObject.data || “{}  }}"
generate:
apiVersion: aitextensions.alauda.io/vilbetal
kind: NotificationMessage
name: "cm-change-{{ request.object.metadata.namespace }}-{{ reque
st.object.metadata.name }}-{{ request.object.metadata.resourceVersion }}"
namespace: cpaas-system
synchronize: false
data:
metadata:
labels:
app.kubernetes.io/managed-by: kyverno



{$F3 Kyverno Generate FJU] - Alauda Container Platform

app.kubernetes.io/part-of: configmap-change-notification
configmap-change/source-namespace: "{{ request.object.metad
ata.namespace }}"
configmap-change/source-name: "{{ request.object.metadata.n
ame }}"
annotations:
configmap-change/resource-version: "{{ request.object.metad

ata.resourceVersion }}"

spec:
body:
labels:
namespace: "{{ request.object.metadata.namespace }}"
name: "{{ request.object.metadata.name }}"
resourceVersion: "{{ request.object.metadata.resourceVers
ion }3}"
application: "{{ request.object.data.application || ''
I3
owner: "{{ request.object.data.owner || '' }}"
severity: "{{ request.object.data.severity || '' }}"
notifications:

- name: "configmap-change-email-{{ request.object.metadata.
resourceVersion }}"
ephemeral:
methods:
- Email
template: configmap-change-email-template
receivers:

- destination: platform-operator@example.com

A AUE AT REEFEL

e match.resources : {USHFEEM ConfigMap , FFE{UEHL UPDATE IR{E.

» preconditions :tLEHIH data FE , RUTTHIEE IASERIBR.

e generate.apiVersion . kind . name #F1 namespace : BN BIrRIFERIMR.
¢ generate.data : ENXERTIFENTENS.

e synchronize: false : A&XILECHISE R BIE IR B IR ETIR,

LR NotificationMessage {f spec.body.labels {EAMEIRAEE , {#/H

ephemeral.methods 1E3REFHME{LIE AT , {FH ephemeral.template 3| FHIEAE
MR, FFEA receivers[].destination FETE WA FHBE L,



{$F3 Kyverno Generate FJU] - Alauda Container Platform

I8 UE A AR
FHR WA ConfigMap,

kubectl patch configmap app-notification-source \
-n app-team-a \
--type merge \

-p '{"data":{"severity":"critical"}}"'

K Kyverno F&#EHIzAE. HEER Kyverno 412 7 A& BB &R,

kubectl logs -n kyverno deploy/kyverno-background-controller --since=5m

HEmEASLXUTUTRENERBR :

created generate target resource target=aitextensions.alauda.io/vilbetal/N
otificationMessage/cpaas-system/cm-change-app-team-a-app-notification-sou
rce-19377570

XSTFIHIRG , KN EIBE API BE., BEWAXBRFHIMERN , 2BR—AMES. BFAMFAME
AT, AR bpone KA.

kubectl logs -n cpaas-system deploy/courier-api --since=5m

HEMBEBERUTUTRABTHNEE

Try to exec {"tasks": 1}

Email begin {"from": ["user@example.com"], "to": ["platform-operator@exam
ple.com"]}

Email end {"from": ["user@example.com"], "to": ["platform-operator@exampl
e.com"]}

"status":{"conditions":[{"method":"Email", "addresses":["platform-operator

@example.com"], "type":"Ready", "status":"True"}], "phase":"Done"}
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NotificationMessage WIRHILEMEHARS , 2B APl JEF:, EEEHES G , HEKN
kubectl get @A AIBEASBIRERMIEER.

HEHEE

MRFERBIRRIR , ERE Kyverno EHIEK.

kubectl get updaterequests -A

WMREFEKREY , FREFAFREE

kubectl describe updaterequest -n kyverno <update-request-name>

w LR EAE

REIREHS match.resources s HFAILAC,
ConfigMap BHTAEY data FE , HFRIBERTE KA.
Kyverno Ja &85 Hz5IXBRIE cpaas-system HEIE

notificationmessages.aitextensions.alauda.io &R,

BrERPI®HE notificationmessages.aitextensions.alauda.io/vibetal API,
A R RIBRAFRIBIL T Kubernetes DNS FR&K EIR .

 ephemeral.template 3|FIETHEMHERNIFE.

FE BB HIB AR 55 2 R ECE B AN AT A



API Refiner - Alauda Container Platform

Q Alauda Container Platform Q

Alauda Container Platform > &4 > &&543%1 > API Refiner

API Refiner

N8 4= Alauda Container Platform API Refiner
PR BidiH 4Tk
BR 1) BT YAML 3

ENEIRFE


http://localhost:4173/container_platform/zh/
http://localhost:4173/container_platform/zh/

4148 - Alauda Container Platform

0 Alauda Container Platform Q

Alauda Container Platform > &2 > T2543%#] > APIRefiner > /48

>

A

(&

TV 2E

ACP API Refiner £ Alauda Container Platform 32t %iE 1 EIRS , §E1¥%5% Kubernetes
NEFRZHPLEMNSIERES. EETRANR, MB. £E3Md L TEx Kubernetes
API Im N BUE3HTIEIE , RN XHFFEREDRE. SEMEuRLE.

PR )
PAFBR&INEFT ACP API Refiner :

o BRIV SN E TR AR AR ASSIN SRR &5
e cpaas.io/project
e cpaas.io/cluster
e cpaas.io/namespace

e kubernetes.io/metadata.name


http://localhost:4173/container_platform/zh/
http://localhost:4173/container_platform/zh/

48 - Alauda Container Platform

e TJi% : cpaas.io/creator
« LabelSelector B X FRZHETIRIE
o SEAKRIK userbindings AaH T E
o IR T GET A LIST API #24E



2% Alauda Container Platform API Refiner - Alauda Container Platform

Q Alauda Container Platform Q =

Alauda Container Platform > %% > 25431 > APIRefiner > %3 Alauda Containel

Z3E Alauda Container Platform API Refiner

Alauda Container Platform API Refiner 2 —ANdj& Kubernetes AP| lg N ¥G3EHIFEE RS, ©
RAEmE . £EENG2TRIKIEIEEESN , XHFE AP BN 3T E R, BEFE.

Bk

GAVE I FERe
Bt YAML %
1. E A ARRA
2. Y% Modulelnfo
ENFINAE
HAECE
i ERIR

FE R

BT A %K

1N B R
2. FEZE M SHA S & Marketplace > & B

3. FEIMFD S ANA=E4% global S 3¥
4. #% Alauda Container Platform API Refiner 3 S & &5


http://localhost:4173/container_platform/zh/
http://localhost:4173/container_platform/zh/

224 Alauda Container Platform API Refiner - Alauda Container Platform

5. il Rk DARRE It

B YAML &3

1. & 0] FHhRAS

NG EARA , BIIRE global HEP ModulePlugin #1 ModuleConfig &5 :

NAME AGE
apirefiner 4d20h

NAME AGE
apirefiner-v4.0.4 4d21h

XFRINEHPIFELE ModulePlugin apirefiner , BhRA v4.0.4 B4,

2. 6% Modulelnfo

B3 — Moduleinfo TIFEN LI , TRELESE



2% Alauda Container Platform API Refiner - Alauda Container Platform

apiVersion: cluster.alauda.io/vilalphail
kind: ModuleInfo

metadata:
annotations:
cpaas.io/display-name: apirefiner
cpaas.io/module-name: '{"en": "Alauda Container Platform API Refine
r', "zh": "Alauda

Container Platform API Refiner"}'

labels:
cpaas
cpaas
cpaas

cpaas

.io/cluster-name: global
.io/module-name: apirefiner
.io/module-type: plugin

.io/product: Platform-Center

name: apirefiner-global

spec:

version:

FEULER ¢

#> , B0

global,

.

v4.2.0-default.1.98f0543e4

name : EFHAHMIGETZHR, FALIRIBRBTEGL , A <cluster-name>-<NEK

global-ee98c9991eald464aaa8054bdachab313 ,

label cpaas.io/cluster-name : APl Refiner REERIEFE global EEf , WFE{RIFA

label cpaas.io/module-name : fHEFLZFR , ¥M05 ModulePlugin &JRILED,

label cpaas.io/module-type : BEFEL , WA plugin ; RN FEEL SR L

7.

e .spec.config : ZNEXFNVH ModuleConfig /% , W FEEBEZ,

e .spec.version :IEEBELEMNFELERA , Y215 ModuleConfig ] .spec.version

PLAC.

ENF AR

1 1%
o

2' I\

TRIMAZDIR 1-4 Efiftt
o E0EK B hRdEMT



RABCE

IR B IR

BOAT LT &I -

IR
namespaces
projects
clustermodules

clusters

FEEK

AL TR

2% Alauda Container Platform API Refiner - Alauda Container Platform

API R

vl

auth.alauda.io/vl

cluster.alauda.io/vlalpha2

clusterregistry.k8s.io/vlalphal

e metadata.annotations.cpaas.io/creator



%F Alauda Container Platform &#LAR% - Alauda Container Platform

Q Alauda Container Platform Q

Alauda Container Platform > %% > 254301 > &X7F Alauda Container Platform &#LAE

*F Alauda Container Platform &#1AR%

GRS R—FARR , EESTF STIG AT Alauda OS REARGeMH. CIRHEITH
B & AIEAES] , FHFE ML mRE.

l Note
K& Compliance Service AR EHIS R ERRIZFEARRE , AT Compliance Service {3 A4II4E
YRS B SRS, S FEE7E Compliance Service 7,



http://localhost:4173/compliance-service/zh/
http://localhost:4173/compliance-service/zh/
http://localhost:4173/compliance-service/zh/
http://localhost:4173/container_platform/zh/
http://localhost:4173/container_platform/zh/

AL LBLE - Alauda Container Platform

Q Alauda Container Platform

Alauda Container Platform > &£ > F&%LT4eiE

[«

FaRelilE

BEXF4& OIDC Client Secret

B SR AF

OIDC Secret 1'%
BRIEDIR

)7

[ PKCE Plain A%

AR &AM

BAESIR
ol
)73


http://localhost:4173/container_platform/zh/
http://localhost:4173/container_platform/zh/

BEHFA 0IDC Client Secret - Alauda Container Platform

Q Alauda Container Platform Q

Alauda Container Platform > %4 > FALLEE > BHF4E OIDC Client Secret

E X4 OIDC Client Secret

ACP {8 OIDC Client Secret fESF GAHZ A TEMEAIE., HTREEMER. THIEIER
BEEERUEM R ENAIRTE | B gEF R Secret, 1E global &£ EEHT Secret
fa , FacBshBHRDEIE LIERi &R,

H=x

B &M
OIDC Secret #5%
BRAIEDIR
&1 X1 Secret
7 Client Secret
RUFH A1 TR
)3

AR 5 A

e BF kubectl A[AJAXR , A global &M cluster-admin AR,
o FATHNMBEE LS ACP VA3,
o« AH Agnostic AMEHIKMITEACDHEES ACP v4.3 3 RHIRA

e Alauda Container Platform Gitops


http://localhost:4173/container_platform/zh/
http://localhost:4173/container_platform/zh/

BEHFA 0IDC Client Secret - Alauda Container Platform

e Alauda Service Mesh Console

e Kubeflow Base

e Alauda AI

o« CHERF Client Secret . EIEREDAE 32 N FRNERDFAREYTITE.

I WARNING

EK Client Secret @ FBXHIMWARER , NMERZT RS HRUETHT. B4 ITERALL

B tE.

OIDC Secret "%

4 OIDC EUE{Z#4E Kubernetes Secret & | VERA(ZEH0TF :

Bt (]
Secret Z#R cpaas-oidc-secret
% T8 cpaas-system

% Secret BEPAN IR :

o client-id — OIDC & FghriRET , BHAEA alauda-auth .

e client-secret — OIDC Client Secret, X2 &REHLHRHK1E.

BAIEDIR

1) &Y H] Secret

BOMEYIE.

EFITER AT , BERD YA Secret manifest , PAEEFENNITEIZR.
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kubectl get secret cpaas-oidc-secret -n cpaas-system -o yaml > cpaas-

oidc-secret-backup.yaml

l WARNING

RN EIRBEEIE. BRHEMEREME | FERETRUREHEBE.

IO YATH client-secret MF , ABAEEF 3t TIERASCENE ¢

OLD_SECRET_SHA256="$(kubectl get secret cpaas-oidc-secret -n cpaas-sy
stem \

-0 jsonpath='{.data.client-secret}' | base64 -d | openssl dgst -sha
256 -r | awk '{print $1}')"
echo "Current client-secret SHA256: ${OLD_SECRET_SHA256}"

B2 # Client Secret

l DANGER

BOEH client-id (B , WAEMERIHEFAZE Secret, XHMATRESSHEANFAKIL
E S HRIEE,

FRUTE—AL , (XEH client-secret FIEFER.
7% 1:{EMH kubectl patch (3#7F)

M2 A2 E i N\ G Secret :

read -rs NEW_CLIENT_SECRET
echo
kubectl patch secret cpaas-oidc-secret -n cpaas-system \
--type merge \
-p "{\"data\":{\"client-secret\":\"$(printf %s "$NEW_CLIENT_SECRET"
| base64 | tr -d '\n')\"}}"
unset NEW_CLIENT_SECRET



B4 0IDC Client Secret - Alauda Container Platform

A% 2 {FH kubectl edit

EZNAIRIBZSFFTIF Secret , F4§ client-secret {EEHAHH base64 Jril{H.

kubectl edit secret cpaas-oidc-secret -n cpaas-system

I TIP

SRAT IR B4 AR base64 JRiL(E :

read -rs NEW_CLIENT_SECRET

echo

printf %s "$NEW_CLIENT_SECRET" | base64
unset NEW_CLIENT_SECRET

EARZRZIATHNE LT , BWAF global &3 K Secret & :

NEW_SECRET_SHA256="$(kubectl get secret cpaas-oidc-secret -n cpaas-sy
stem \

-0 jsonpath='{.data.client-secret}' | base64 -d | openssl dgst -sha
256 -r | awk '{print $1}')"
echo "Updated client-secret SHA256: ${NEW_SECRET_SHA256}"
test "${OLD_SECRET_SHA256}" != "${NEW_SECRET_SHA256}" && \

echo "Verification passed: client-secret has changed."
unset OLD_SECRET_SHA256 NEW_SECRET_SHA256

ubZH s TR

Secret EHif5 , base-operator BN HRILSEIFTAE LIEGEERE. K¥i OIDC
WFR R LR B DAMNEE{E . WEIFRIRAE frontend F1 apollo EfERBIEEIE

7—

17

1=
JU

kubectl get deploy -n cpaas-system frontend apollo

AEFTA Pod 425 READY 1 UP-TO-DATE ., EBTEAAIBERE LN,
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l INFO
WMRENAHTTIEEE) , BWIA cpaas-oidc-secret Secret fZf£F cpaas-system #pf
ZEG , HFEBEEHM client-id F1 client-secret 1E,

EINZS
MR ER Secret fFHEINAE |, IFENELRE 1F BRI SOMKE Z BIHR1E :

kubectl apply -f cpaas-oidc-secret-backup.yaml

E , ARARENE Z BT Secret {H :

read -rs PREVIOUS_CLIENT_SECRET

echo
kubectl patch secret cpaas-oidc-secret -n cpaas-system \

--type merge \
-p "{\"data\":{\"client-secret\":\"$(printf %s "$PREVIOUS_CLIENT_SECRE

T" | base64 | tr -d '\n')\"}}"
unset PREVIOUS_CLIENT_SECRET

BIRJE , WEERIELSE  WANAAMIEITES.
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Q Alauda Container Platform Q

Alauda Container Platform > &% > F&L2ECE > ZH PKCE Plain A%

M PKCE Plain A%

M ACP v4.3.0 FF4 , B AR PKCE (Proof Key for Code Exchange) HilE , A TR RIF
N, ATHRFFSER Agnostic @AM RERAERMNZZIEGAR ERAM |, FEEHREK
JAA{RE plain code challenge 77i% , FRM{RB R LM s256 A%,

i3I0 Agnostic IRMFHEBFEKEIS ACP v4.3.0 BHMAE , M plain Ak,
PEEHBIER s256 31T PKCE Wik,

H=x

HIIE &
BRIELSIR
Bl
)7

AR 51

o ABMEHETE ARV global &8 B8 kubectl ,
o FABHNMBERED KR ACP v4.3,
o AFMER Agnostic A AN InTHMEE KRS ACP v4.3 AR

e Alauda Container Platform Gitops


http://localhost:4173/container_platform/zh/
http://localhost:4173/container_platform/zh/

22 H PKCE Plain 777% - Alauda Container Platform
e Alauda Service Mesh Console
e Kubeflow Base

e Alauda AI

l WARNING

FEMLETF , RNl R RE R A OIDC IRAURFRM Agnostic JfF ; EATAX LR
HEBTHREIS ACP vA.3 RBMIRAZ BT plain KBSHEHEILRY.

BRAEDIR

OIDC & FigAtERL oAuth2client BHEMNRBHERGFEMEIE cpaas-system fpRZT[AF,
RIBR Fim 1D #E BAR R IREHR

OIDC_CLIENT_NAME="$(kubectl get oauth2client -n cpaas-system \

-0 jsonpath='{range .items[?(@.id=="alauda-auth")]}{.metadata.name}
{"\n"}{end}' | head -n 1)"
test -n "${OIDC_CLIENT_NAME}" || { echo "Failed to find OAuth2Client for
id=alauda-auth"; exit 1; }
echo "Target OAuth2Client: ${OIDC_CLIENT_NAME}"

Y@tE OAuth2Client &IE :
kubectl edit oauth2client "${OIDC_CLIENT_NAME}" -n cpaas-system

$%%| codeChallengeMethods FEZFHF#f% plain KB , (M£EB s256



#2F PKCE Plain 777% - Alauda Container Platform

codeChallengeMethods:
- S256
- plain

codeChallengeMethods:
- S256

RIFFHBE IR . FRAIIRENR,

Iouk

MIAE#ER plain AL :

kubectl get oauth2client "${OIDC_CLIENT_NAME}" -n cpaas-system \
-0 jsonpath="'{.codeChallengeMethods}'

BN A

["S256"]

SN TEIniEMSE ( Alauda Container Platform Gitops . Alauda Service Mesh
Console . Kubeflow Base #1 Alauda AI ) Z/DPUT—IKEFAZBENE , IANFEES
PKCE #XHSFMHEIERK.

17N

MRHBME plain AIXFHISHRAERE (5120 , EAZEIEHHRESREIRNE®R) 5
FBEEBHFHRM -



# A PKCE Plain 77j% - Alauda Container Platform
kubectl patch oauth2client "${OIDC_CLIENT_NAME}" -n cpaas-system \

--type merge \
-p '{"codeChallengeMethods":["S256", "plain"]}"'

BlRfE , BRBER RIS R , SR/EHIT unset 0IDC_CLIENT NAME ,



P54 - Alauda Container Platform

Q Alauda Container Platform Q

Alauda Container Platform > %4 > BAFP5fH6

AR5/

R

1A BRIFTER #{Ftam
P PSRIR

FA IR

B AL

P A

B{Erere

W
2
|

E_t:l?
e
oy

I\:E
F
&

ya:hed)


http://localhost:4173/container_platform/zh/
http://localhost:4173/container_platform/zh/

P54 - Alauda Container Platform

ITea #BAFtera
fENA

ARG

B 52 PR

IDP

A (ST YRS
Overview

Supported Integration Methods

F PR

Iy

Overview

Configure Security Policy

Available Policies



/7 - Alauda Container Platform

Q Alauda Container Platform Q

Alauda Container Platform > &% > BHFPS5f6 > AP

-

O
2
|

IR

F PR

A FEEAR
AENIARE
FA P4 d EH

BAFEra

EHEAFAA IR~ e

NECFafme (REHER) B EHa A, BEENMA IR

4B5E Kubernetes 445 (RoleBinding / Clus  1@3i¥ YAML i B FH A AT HAR
SR P
ZRAF
Y IEE
EERFAE
B4 AR
HERE


http://localhost:4173/container_platform/zh/
http://localhost:4173/container_platform/zh/

/7 - Alauda Container Platform

BAFEra

AREXL AP 1jj[R) b8
o

AR A

$3%

TR

4

BEH



4148 - Alauda Container Platform

0 Alauda Container Platform

Alauda Container Platform > &2 > BAFPS5A6 > AP > N'4E

I

F AT A PO HNERERRIE.

H=x

F IR
A
E=FRF
LDAP F f=
oibC s
HiE=HAF
F g TR
A B
A P A= R

P RIR

AL

. TANBEARNEERAKS
. BT A REARAKS


http://localhost:4173/container_platform/zh/
http://localhost:4173/container_platform/zh/

48 - Alauda Container Platform

« A dex BB ARIAA £
B=FRF

LDAP B F

M LDAP PR35 28RS AV A

1T IDP (Identity Provider) &£ S\ IK=
SR ERA IDP BLE &R

SEAET IDP REHTACE

OIDC A F

o A OIDC MG AERSE=AFE R
o KIRE/RA IDP BLE & FR

o BT IDP REHITEE

I WARNING

X EMCERATEANEHE A OIDC A f -

o RKBRERA -, BRI ERFE
o HENERE , KIFZAER IDP ILELFR

HihsE=FmRF

X ZEHEZS (40 GitHub. Microsoft) JAUERIFE &

de
5EES N dex B A XY 7

P EEALN

I WARNING


https://github.com/dexidp/dex
https://github.com/dexidp/dex
https://github.com/dexidp/dex

48 - Alauda Container Platform

HEENFEEAN

o AHOFR FAAERTA A PR Y tE—

« 35=77THF (OIDCILDAP) &M & ILE , MIE3NKEX
o KECR P4 E A KSR

o BFEBE & BRIRER

o FEFEIHPENER—FAFCE

o BPRBRRIE—RERANRE

yReshoay WY
4B PEETILA ST S FRER , BT AEMEENAS :

o Platform Roles (RiE) : FHEFEZIHE PRIASHZ M platform/project/namespace £
B, WEAELE Ul PR YRESES] , (B RIEF /G0,

o Kubernetes Roles : B/~FT4A 35| FiZH 7~ RoleBinding/ClusterRoleBinding Xt (#54
i) . BHEHRAEHAIESHERSE , PUE T[R4 Kubernetes AR,

ZIAVHRIRARE A Platform Roles AR& T I JRAE fA Gt TR AR 6 BE
Kubernetes Roles #r%& T,

AR A an Rl

TRER T FELARIAARE

RE DS

IE% APKSETHIERE , TEXFE

KA APKSATIERERS , TEER. BRATFEEHE RMUE.
AJEERA -

- %R 90 RRAERE R



o
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i
- KSR
- B RAF A

AT 24 /NFPRIZESR 5 /B RERM , K SHIGRHIE.
VS

- GIERHE @ 20 54

- AT EE TR R F s

- UEHH RS Bk E T

LDAP [k S5 E M LDAP R 5525k,

R RS TRERTA
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Q Alauda Container Platform Q

Alauda Container Platform > &4¢ > BPRS5A€ > BF > BEEm

eSSl

EHAFAA IR R e

NECFafme (REER) B s a A, BEENMA IR

4B5E Kubernetes 445 (RoleBinding / Clus 1@ YAML 432 B B P ER
SR P
ZRAF
N IEE
EERFAE
e AR
HERE


http://localhost:4173/container_platform/zh/
http://localhost:4173/container_platform/zh/

S A P48 - Alauda Container Platform

Q Alauda Container Platform Q =

Alauda Container Platform > &4 > BFP5/f6 > BF > #BEfErm > SEAF/A6

EHAFAA

THEERUTPEHAMAR (EBESK,) NAR , DU TEIEHNR. RBAC EME , f
aNichh Faft (RGER) 1 Kubernetes i (R4 RoleBinding X¥%) .

Bk

NEFEAE (REHER)
B
BirFame

4B3F Kubernetes f§#& (RoleBinding / ClusterRoleBinding)
IR

% Kubernetes RoleBindings

NECFafsR (RGuER)

i FALCARSE NSPE B S8 =i B TUE X F &/ B A & TR A,

Az

1. FEZEMSAAE , ST Users > User Management,
2. R EAFRAFE.

3. ¥TFF Platform Roles #3514,


http://localhost:4173/container_platform/zh/
http://localhost:4173/container_platform/zh/

S A P48 - Alauda Container Platform

4. 57 Add Role,

5. fEs &

« M Role Name T BHEFE—/NAA,
o WBIR~ , WEF/EME, (Cluster / Project / Namespace)
e mify Add,

l NOTE

FAREEEER ;

o HAMUERMHTIE XARG ARG , TTAwEES).
o BNMEABNAGREESE—X. EBENAEAE MRATER,
« NEM Cluster Administrator 5 &JCiA7E global £ B EH L.

BliRFame

1. {#4F1E Platform Roles #r& .
2. mihE YA 55H Remove,
3. WO AFRSFRIRIE.,

#FE Kubernetes f5£ (RoleBinding /
ClusterRoleBinding)

1 AR TUE IS 45 E SR BENAI IR A Kubernetes f &I T 4K AR .,

Az

1. £ PSR , V)2 Kubernetes Roles ArZTR .,
2. miff Add RoleBinding,

3. BLESPERES. :
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Cluster : AZXfH KB RER.

Binding Type : RoleBinding (#p&ZF[BIYEFIE) 3 CclusterRoleBinding .

Namespace : %3 RoleBinding HKJWAE,
Role Name : %&£ E2HBM Role 8% ClusterRole .,

Subject : FfIA 4 FTA FAYPE FIK.

4. A5 Create,

#%[% Kubernetes RoleBindings

1. {£FF7E Kubernetes Roles #r& 1.
2. BfSBE (FIIREH. AT HSMHAITE) .

3. mili Remove FHfiA.

I WARNING

A EETEAIR

o (FAEHE R UEHEEA AR,
« APTEERESKSHAESRSE.
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Q Alauda Container Platform Q =

Alauda Container Platform > &2 > BAFRS5fA6 > BF > BEEsm > fgRr

i

BIER P

BEAFEEE AN A UEdFa R EmtEatm A s iima.

H=x

B aeEA,
Wi YAML Bl A

B EH B 62 F -

1. EEMSHALT |, A Users > User Management
2. | Create User
. ELERATSE

S R
WERERA AR :
Password Type . o
P Random : R&Zi4 e £FEH RS

Custom : i FFE N\ &S
Password ARIE AT G2 T 4 \ ShAE AR,

EIEK


http://localhost:4173/container_platform/zh/
http://localhost:4173/container_platform/zh/

Mailbox

Validity Period

Roles

Continue Creating

4. 517 Create

l NOTE

MPeEANE

% A/~ - Alauda Container Platform

i

- KE - 8-32 NFR
- WRBE T RMET
- WIRBERIATR ( ~1088%087 () -_=+? )

RS TFERTNRE -
- R ARAS AR B R/ fE D
- R R IR R H 2D

FFBpsEsiL

- WAME—

- AMERE KA P4
- SR PEKEX

WERAFPKFAEYE -

EI

- Permanent : JCfRHEA

- Custom : JBII KB FHAER E e 1k B [A]
FAFPAER—1RENM B

P EH I /TR ¢

- FF B BERIHT R PRV TR
- KA BORA PEEERE

« Z“Continue Creating"JFj3 , ¥BkEEE|€E A ~TUHE

o FHXM, WEBREAEM ARFEERE

BT YAML Az

BRIAFE global SEFRIZLUT YAML REBZAF.
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apiVersion: auth.alauda.io/vi1
kind: User
metadata:
labels:
auth.cpaas.io/user.connector_id: "" # Connector ID
for external authentication (leave empty for local users)
auth.cpaas.io/user.connector_type: "" # Connector t
ype for external authentication (leave empty for local users)
auth.cpaas.io/user.email: c18c9911faaac4el051a599b88c62af2 # MD5 has
h of the username (spec.email)
auth.cpaas.io/user.state: active # User state;
must match spec.state
auth.cpaas.io/user.username: "" # User displa
y name; must match spec.username
auth.cpaas.io/user.valid: "true" # Whether the
user is valid; must match spec.valid
name: cl8c9911faaac4el051a599b88c62af2 # Name of the
User resource; MD5 hash of spec.email
spec:
connector_name: "" # Name of the
external authentication connector (leave empty for local users)
connector_type: "" # Type of the
external authentication connector (leave empty for local users)
email: leizhuaaa # User identi
fier; can be an email address or any unique string
is_admin: false # Whether the
user is an initial admin user; must be set to false
state: active # User accoun
t state: active or inactive
username: "" # Display nam
e for the user
valid: true # Whether the

user account is valid; should be set to true
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0 Alauda Container Platform Q =

Alauda Container Platform > &4¢ > BPRS5A6 > BF > BEEm > BFPeEE

APEE

FARHRENAAEEDRE , SRR A AEHEMERE  DRIMSESR (Wi
FEHIBN) IR,

I WARNING

ERPRS :

o AGAMKPTIEEE (FAEERAR , AMKIR)
o YURPERAATAEEBCHNKS,
o PAKSER (BREF. B FEAMAGEERE

B=x

BEAUA FER
BAEDIR

SR I R ]
BAEDIR

AR
BRIEDIR

KRRS
BRIEDIR

& AR INE A< P4

BAESIR


http://localhost:4173/container_platform/zh/
http://localhost:4173/container_platform/zh/

A &1 - Alauda Container Platform

EERFAE

AR R -
BRIESIR

HERE

BRAIEDIR

B H A PR

A aEEAIRM A PR IAEE H A A PR,

BAELIR

1. ZEAMISHAE S35 Users > User Management
2. R BARA FIER S RERR
3. =it Reset Password
4. TR A G IR RL IR
« Random : R&GA A £ A7
 Custom : Fzhii \HT RS

| note
ATTS
. K832 0T
o WIRBEFENTF
o DIRBERIATR ( ~10#8%08* () -_=+? )
FEILFERTNRE -
o REIRBE BR/AER RS

o RITRBIEIRR B
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5. B it Reset

AT A POl HARS (A

#a] AE Hi4kF normal, disabled 5§ locked RS AR HAR ], RS #ARRIR B A% S
.

BRAEDIR

1. FEZE M SAAL S35 Users > User Management
2. AT EArA 558 Update Expiry Date
3. 734 &P eI RAR R
e Permanent : JofRHA
e Custom : B [ESLE THAERE FFIaFNLE R [E]

4. |iF Update

A A

AATUSIELLTF disabled 35 locked KK .

l NOTE
WIETTA
o APERBEN - T HIR BRI
o AFER : THARE)AE A Permanent

BAEDIR

1. ZEZ2 M S A4 ST Users > User Management

2. miTB AR P35 Activate
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3. FERAEE =i Activate

4. A PR AE 4 normal

3et) i

#Ea] UZEF4L T normal 2% locked KB EBSHINKA . $I2HARFTTEESR , BR]UE
FUBUE.

BRAELIR

1. ZEEAM S AL S5 Users > User Management
2. R BArF PERERR
3. =it Disable F#fiA

B R A2 A P2

AT Source 4 Local ¢ LDAP A FIRINZEI—/NEkZ AN A F4H.

I WARNING
HABEITAH
. AraashdtREEANAR
o AAENIELAFTE T Platform Roles A/R& TR I

« PMARFARIIRNERERNENAE

BAELIR

1. ZEZE M S A4 ST Users > User Management

2. RTE AR FEHERR

3. miff Add to User Group
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4. EFE—NERZ DA A F2E
5. mir Add

EERFAE

RBAC EMfF , BT HAAFEERH IR

o Platform Roles : RINBELAFRIARGNER B, ERILURNEFHREE | BIIEMmER
BIE N,

« Kubernetes Roles : 3t A 5| FiZF ~K RoleBinding/ClusterRoleBinding (F5&8f) .
ST AE AR T A2 SR E .

VELRRVEE S W, Manage User Roles,

N

FAEH R BERER LR ER K POMMEER -, BE

« IDP ECERIH
o XA - KRS
o AHIA

BRAELIR

1. ZEZ U SAAL S35 Users > User Management

2. MBS ERR
3. |7 Delete

4. & Confirm

HERE

BRTAST R P HITHCEIRE -
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o EHBEY
o HUERF
- ZRA/
o MERA -

BRAEDIR

1. ZEAMISHAE S35 Users > User Management
2. B EEEEEFE N SZ A,
3. A iy Batch Operations F &3 -

o Update Validity

e Activate

o Deactivate

¢ Delete

l NOTE

HERIEFSE

Update Validity : % & Ak XA E XA TR

Activate : fEREHIABIE

Deactivate : 7538 B TIAZ A

Delete : i \ 24 B70K ~ 2R FHHIA
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Q Alauda Container Platform

Alauda Container Platform > &4¢ > BPRS5A€ > BF > BEEm

eSSl

KL API 7[R} 4 b
fek

AR &

$3%

SRR

i

BEH


http://localhost:4173/container_platform/zh/
http://localhost:4173/container_platform/zh/

FREX API ij7]a)4-h& - Alauda Container Platform

0 Alauda Container Platform Q =

Alauda Container Platform > &% > HFPS5fH6 > BF > #4EEm > HFE APIE4S

$REX API ijj[a)4-hE

ATEF U ERANMATIEE AP AFRIEREN ACP SF& IR, ERTHREUREARIFEIFE AP
HIZ=R .

Bk

(%S

BIIR &A1t

SR

: REUE R IT R

: %A Dex 73K ID

B W
N R
NTEEAN

G
w
No

: ¥XEX RSA N4
: IRAT N IR FAREURAES
%5 & IRARLAT A S8

G
SN
No

Shell Script (curl)
ERHSH
BEA

ERS


http://localhost:4173/container_platform/zh/
http://localhost:4173/container_platform/zh/
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ACP {# FHET Dex ] OIDC BAWIFRS:, BFIMFZEF OAuth 2.0 Authorization Code
Flow , HRAA™ APIEBLERL , BWRIER— HTTP &5+ 5T (= cookie) .

Step 1: Retrieve login metadata

GET /console-platform/api/vi/token/login

Step 2: Obtain the Dex request ID (req_id)

GET /dex/api/vl/authorize  uses query parameters from the auth_url
returned in Step 1

Step 3: Retrieve the RSA public key
GET /dex/pubkey

Step 4: Submit encrypted credentials and obtain the authorization code
POST /dex/api/vi1/authorize/{idp}?req={req_id}

Step 5: Exchange the authorization code for a token
GET /console-platform/api/vi/token/callback

WARNING

BARFEVERRE—N HTTP £3F (£ cookie jar) . 55 2 H4iXE cpaas_oidc_auth_flow

£3F cookie , & 5 A FETEIZX cookie ABERALSRE. WIRIEBA I, cookie , & 5 ¥R [E] invalid

authentication session

o

AR 51

2 R (=l
& HTTPS #4 URL (&~
PLATFORM_URL , https://<platform>
A5 ERBIKE)
CLIENT_ID OAuth client ID (&) alauda-auth

. - . openid profile offline_access email
SCOPE ERARTEE (FERE)

groups ext
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ldap .

st i &
REDIRECT_URI [EYE URL (ERE) {PLATFORM_URL}/dex/callback
. . local (AHIKSEIA)
IDP Identity Provider ID
%,
HX
DR
Y ron %
%145 REVER TR
WK
GET /console-platform/api/vi/token/login
BRS
M &
client_id alauda-auth
redirect_uri https://{platform}/dex/callback
response_type code
scope openid profile offline_access email groups ext

Mgy (200 OK)

oidc



FREX API ij7]a)4-h& - Alauda Container Platform

{
"auth_url": "https://{platform}/console-dex/auth?access_type=offline&cl
ient_id=alauda-auth&code_challenge=...&state=...&...",
"state": "VpweqrTxgHxpXZzjNoUelZbqe7fPIYFN3_HOEYAXWnA",
"logout_url": "https://{platform}/dex/logout?post_logout_redirect_uri
=...&state=..."
}
l NOTE

auth_url ] code_challenge RAIXSEHBRFZimE , AT server-to-Dex PKCE A5#t , 3F
f#f#7E cpaas_oidc_auth_flow cookie ., {RICHEMMTEN]. 1E5E 2 HF , BRFEEE
auth_url FPRTEEEFTE,

% 2 5 : 3XHX Dex &K ID
{FH% 1 HZIREIF) auth url FREIRSE,
WA IREAIRE cpaas_oidc_auth_flow £3F cookie, [FZifiEIEREFNINIETIZ cookie,

53K
GET /dex/api/v1/authorize?{query_from_auth_url}

H {query_from_auth_url} EME 1H auth_url FIENPTEETAFEHTE BEERER
FEEIR)

access_type=offline&client_id=alauda-auth&code_challenge=...&code_challen
ge_method=S256
&nonce=...&redirect_uri=...&response_type=code&scope=...&state=...

iy (200 OK)
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"req": "kyrgxpvétvnj5a3efhkou3seocnehfxout42rb3p75q3g3ouebu"

5 3 25 : IKEX RSA 4

GET /dex/pubkey

gL, (200 OK)

{
"ts": "1779940350",
"pubkey": "----- BEGIN PUBLIC KEY----- \NMIIBIJjANBgkqhkiGOWOBAQEFAAOCAQS
A...\n----- END PUBLIC KEY----- \n",
"pubkey_encode": "LSOtLS1CRUdJTiBQVUJMSUMQSOVZLSOtLSOK..."
}
FE& A
ts FEE. WIEEENEREF. SRR HERN— N HTHNE.
pubkey PEM #&Xf RSA 41 , AT INE R,
pubkey_encode pubkey [ Base64 4gi3E. 5 pubkey 4.

N
~

%4 RTMEEIRFF RIS

B

YA



FREX API ij7]a)4-h& - Alauda Container Platform
1. MJfE JSON Thzk : {"ts": "<& 3 %y ts>", "password": "<BAXHAL>"}
2. {# ] RSA N4AFR A PKCS#1 v1.5 7% JSON Fii gk TR

3. M INELER T Base64 fihl (ARMELRAD , N2 URL-safe)

WK

POST /dex/api/v1/authorize/{idp}?req={req_id}
Content-Type: application/json

Cookie: cpaas_oidc_auth_flow=...

2 =

£ i)

{idp} Identity Provider ID : local (&HIKS) . ldap %,

req %2 HIREM req ID

LESCE

"account": "admin",
"password": "<RSA-encrypted Base64 string>"

Mgy (200 OK)

nn
4

"session_state":
"redirect_url": "https://{platform}/dex/callback?code=qdul75ionlv1lsn3gg

g2m...&state=VpweqrTxgH..."
}
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M redirect_url #3ZHY code F1 state &%, BTE 5.

%5 3 RIRAEDATH A S hE

Bk

GET /console-platform/api/vi/token/callback
Cookie: cpaas_oidc_auth_flow=...

BB
S KR WA
code MNE 4 B8 redirect_url =EEL =
state MEE 4580 redirect_url H3gHR s

Mg, (200 OK)

{
"token_type": "bearer",
"access_token": "eyJhbGci0iJSUzI1INiIsImtpzCI6...",
"id_token": "eyJhbGciO0iJSUzI1NiIsImtpzCI6...",
"refresh_token": "CjNuY3V3bmRvcW90ONjRwaH14NXB5bndiY2Zuc2MzcXhkdGhud

2...",
"expire_at": "2025-01-02T12:00:00Z",
"issued_at": "2025-01-01T12:00:00Z",
"token_storage": "local"

}

FE& i3

T AP IR IWT, B38SK3kF L Authorization: Bearer <token> 1%

access_token
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FE 192

id_token AEBFPE54ERE (email, username %) B JWT.,

refresh_token FTR#ET access_token HKAEBRAFHE.

expire_at access_token MIIFHARFE] (UTC)
issued_at access_token MRZABTE (UTC) .
token_storage AhatzfgE. EEE : local .
— — |
TTEE IR

Shell Script (curl)

curl B -c¢ (B cookie) #1 -b (i5EHX cookie) L= cookie jar LEESRAEF AT,
REAIM : curl . jg (JSON fi#AT) . openssl (RSAMN®E)

Bi%

bash acp-login.sh

ACP_PLATFORM=https://<platform> ACP_USERNAME=admin ACP_PASSWORD=xxx bash

acp-login.sh

bash acp-login.sh | jqg -r '.access_token'
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#!/usr/bin/env bash
# ACP platform API login script — obtains an access token via the OAuth2
Authorization Code Flow

# Dependencies: curl jq openssl

set -euo pipefail

ame)

PLATFORM="${ACP_PLATFORM: -https://your.platform.com}" # Platform base U
RL, no trailing path

USERNAME="${ACP_USERNAME: -admin}" # Username
PASSWORD="${ACP_PASSWORD: -}" # Password (recom
mended: pass via ACP_PASSWORD env var)

IDP="${ACP_IDP: -local}" # Identity provide
r: local | ldap | oidc
e e

CLIENT_ID="alauda-auth"
SCOPE="openid profile offline_access email groups ext"
REDIRECT_URI="${PLATFORM}/dex/callback"

log() { echo "$*" >&2; }
die() { echo "ERROR: $*" >&2; exit 1; }

check_deps() {

local missing=()

for cmd in curl jq openssl; do

command -v "$cmd" &>/dev/null || missing+=("$cmd")

done

[[ ${#missing[@]} -eq © ]] || die "Missing required tools: ${missing
[*13"
}

check_vars() {
[[ -n "${PLATFORM}" 1] || die "PLATFORM must not be empty"
[[ -n "${USERNAME}" 1] || die "USERNAME must not be empty"
[[ -n "${PASSWORD}" ]] || die "PASSWORD must not be empty (set the AC

P_PASSWORD environment variable or fill it in the script)"

}
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urlencode() { jq -rn --arg v "$1" '"$v|@uri'; }

# Extract a field from a JSON response; print the response and exit if th
e field is missing
get_field() {

local json="$1" field="$2" label="$3"

local val

val=$(printf '%s' "$json" | jq -r --arg f "$field" '.[$f] // empty' 2
>/dev/null) \

|| die "${label}: jq parse failed"

[[ -n "$val" ]1] || die "${label}: field '${field}' missing from respo
nse
$(printf '%s' "$json" | jq . 2>/dev/null || printf '%s' "$json")"

printf '%s' "$val"

# Extract a query parameter value from a URL

query_param() {

printf '%s' "$1" | grep -o "${2}=[A&]*" | cut -d= -f2-
}
main() {
check_deps
check_vars
local COOKIE_JAR PUBKEY_RESP PUBKEY_PEM PAYLOAD
COOKIE_JAR=$(mktemp /tmp/acp-login-XXXXXX.jar)
PUBKEY_RESP=$(mktemp /tmp/acp-pubkey-XXXXXX.json)
PUBKEY_PEM=$(mktemp /tmp/acp-key-XXXXXX.pem)
PAYLOAD=$(mktemp /tmp/acp-payload-XXXXXX.json)
trap "rm -f '$COOKIE_JAR' '$PUBKEY_RESP' '$PUBKEY_PEM' '$PAYLOAD'" EX
IT

# Step 1: Retrieve login metadata
log "[1/5] Retrieving login metadata..."
local STEP1 AUTH_URL
STEP1=$(curl -sk -c "$COOKIE_JAR" \
"${PLATFORM}/console-platform/api/vi/token/1login?client_id=${CLIENT
_ID}&redirect_uri=$(urlencode "${REDIRECT_URI}")&response_type=code&scope
=$(urlencode "${SCOPE}")") \
|| die "Step 1: curl request failed"
AUTH_URL=$(get_field "$STEP1" "auth_url" "Step 1")

# Step 2: Obtain the Dex request ID (also writes the cpaas_oidc_auth_
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flow cookie)

log "[2/5] Obtaining Dex request ID..."

local AUTH_QUERY STEP2 REQ_ID

AUTH_QUERY="${AUTH_URL#*\?}"

STEP2=$(curl -sk -c "$COOKIE_JAR" -b "$COOKIE_JAR" \
"${PLATFORM}/dex/api/v1/authorize?${AUTH_QUERY}") \
|| die "Step 2: curl request failed"

REQ_ID=$(get_field "$STEP2" "req" "Step 2")

# Step 3: Retrieve the RSA public key (save response to a file to avo
id newline truncation in bash variables)

log "[3/5] Retrieving RSA public key..."

curl -sk -b "$COOKIE_JAR" "${PLATFORM}/dex/pubkey" -o "$PUBKEY_RESP"

|| die "Step 3: curl request failed"
local TS
TS=$(jq -r '.ts // empty' "$PUBKEY_RESP")
[[ -n "$TS" 1] || die "Step 3: 'ts' field missing from response"
jq -r '.pubkey_encode' "$PUBKEY_RESP" | base64 -d > "$PUBKEY_PEM"
[[ -s "$PUBKEY_PEM" ]] || die "Step 3: public key decode failed"

# Step 4: Encrypt credentials, submit them, and obtain the authorizat
ion code
log "[4/5] Submitting credentials and obtaining authorization cod
e..."
jg -cn --arg ts "$TS" --arg pwd "$PASSWORD" '{"ts":$ts, "password":$pw
d}' > "$PAYLOAD"
local ENCRYPTED STEP4 REDIRECT_URL CODE STATE
ENCRYPTED=$(openssl pkeyutl -encrypt -pubin -inkey "$PUBKEY_PEM" \
-pkeyopt rsa_padding_mode:pkcsl -in "$PAYLOAD" 2>/dev/null | base64
| tr -d '\n') \
|| die "Step 4: password encryption failed"
STEP4=$(curl -sk -b "$COOKIE_JAR" -c "$COOKIE_JAR" \
-X POST "${PLATFORM}/dex/api/vi1/authorize/${IDP}?req=${REQ_ID}" \
-H "Content-Type: application/json" \
-d "$(jg -cn --arg account "$USERNAME" --arg password "$ENCRYPTED"
"{"account":$account, "password":$password}')") \
|| die "Step 4: curl request failed"
REDIRECT_URL=$(get_field "$STEP4" "redirect_url" "Step 4 (check usern
ame/password and IDP parameter)")
CODE=$(query_param "$REDIRECT_URL" "code")
STATE=$(query_param "$REDIRECT_URL" "state")
[[ -n "$CODE" ]] || die "Step 4: 'code' parameter missing from redir

ect_url"
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[[ -n "$STATE" ]] || die "Step 4: 'state' parameter missing from redi

rect_url"

log "[5/5] Exchanging authorization code for access token..."
local TOKENS
TOKENS=$(curl -sk -b "$COOKIE_JAR" \
"${PLATFORM}/console-platform/api/vi/token/callback?code=${CODE}&st
ate=$(urlencode "${STATE}")") \
| | die "Step 5: curl request failed"
get_field "$TOKENS" "access_token" "Step 5" > /dev/null

local EXPIRE_AT
EXPIRE_AT=$(printf '%s' "$TOKENS" | jq -r '.expire_at // "unknown"')

log ""

log "Login successful | User: ${USERNAME} | Token expires at: ${EXPIR
E_AT}"

log ""

printf '%s\n' "$TOKENS" | jq
}
main "$@"

ER4SHE
FEREE APIIESK Authorization k#4174 access_token

curl -sk https://your.platform.com/kubernetes/{cluster}/api/vi/namespaces
\

-H "Authorization: Bearer <access_token>"

Tl

5 1A

1. IR Z 4R cookie | BMEFIMAELNERE— HTTP <& (HZF cookie jar) , PAfE
cpaas_oidc_auth_flow cookie BEfEEB—FENER. KA, cookie , 5 5 ¥R [A]

invalid authentication session (400) ,
2. ts WREABEER £33 LREIN ts MNERERIEHE—KN. ERIRENZT S5
—iCfH &/ JSON fadk, ERZATH ts ERIESE 4 SINERK,
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3. %% 10P SN :

e Tlocal :ACP &XKiuiliks (ZHA)
e ldap :LDAP/AD EIKS ; Bk ID BURTREFEECE
4. TLS UEPRL : RBIEAFH -k (RESBUHERRE., X{UEBTERBZZERHIN

R, FEEFHEF , BBk -k FREBHN CAILES , IFE CARNEIRSS
2.
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Q Alauda Container Platform Q

Alauda Container Platform > &% > HFP5f6 > 4

E_Y_‘i?
e
0oy

\hb]?
PE
e

BAFEra

EERFARE IR A 2R EAHA )
W A A el har AR S
WRPRBSRAE S A SARR

IR R


http://localhost:4173/container_platform/zh/
http://localhost:4173/container_platform/zh/
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Q Alauda Container Platform

Alauda Container Platform > &2 > BAFRS5/AE > A > N4E

>

A

(&

A P4
IDP [ M P4

2B 444
FARTAFATIFRAEE, BIERARE , KTSE

o RIEHRTFZAHPAFQIRERIR
o —IRMERISHZ D F PRIATR
o SIHETm At EVIRES

g, BeWNEBA RES) , FRAZTAFRTHNRESRGET

14— ARra

2. S AKX PEAAR R

3. LB XA B M 2 TR A
4. G —RURN AT A HEM R

EHRAEAURET

#ar


http://localhost:4173/container_platform/zh/
http://localhost:4173/container_platform/zh/

1148 - Alauda Container Platform
AT
ZHZERY

FASIFFARERA

AHFH A

o HixEF& LA
« SRIREB/RA Local
o ATRASEHiEk kR

T

o AMEABFRAETHIRKI A
o RMEFEHRAE

IDP [5):5 FH F4A

o MEIE#H IDP (LDAP, Azure AD) [E#
o KIREBRATIEN IDP £ FR

o ATk bR

o 3FF:

o RNINBESERAE
o AIFEHARRT (RMKFEHR)
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Q Alauda Container Platform Q

Alauda Container Platform > Z&4¢ > BAPR5A6 > A > #H{EEm

eSSl

EIER ARG RIEAHA P EHHAHA )
W A PR el har AR S
WRPBHEA e EHEA 2 SARR

IR R


http://localhost:4173/container_platform/zh/
http://localhost:4173/container_platform/zh/

EIRFH F4E A A - Alauda Container Platform

Q Alauda Container Platform Q =

Alauda Container Platform > %4 > FAFPS5fAE > A > #BEErm > SHBAFA/RE

EHAPAEAR

AET AR A SR LS 4H0 IDP [ A AANA A,

H=x

| mASARNAa

IR

MR REBRAE

IR

a) i PER AR IR £,

Az

1. FEZE S AfiA%S , AT Users > User Group Management

2. _RTE AR PR Z PR

3. £ Configure Role &M+ , mif Add Role

4. REARMAE

l NOTE

faNECAN
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ZIR A 2R 468 - Alauda Container Platform
o AIAm—MAFPHERMZ AN BE
o RI—MAaER—A A  REERN—K

5. W FHREBAFERA BATR
6. A BKBURTCE (3. THEZEHSLTIA)
7. R Add

MR PSR A 6

I WARNING

LN FABIRA AR

o ZAERTHBR RN TABIRR HmsH
o BEBRAEAR RIS

LK

1. FEAMSHALS |, & Users > User Group Management
2. R BARF PEM L FR
3. 1£ Configure Role &£+ , A AEH Remove

4. |7 Confirm DA€



BIEAHF F4H - Alauda Container Platform

Q Alauda Container Platform Q =

Alauda Container Platform > &4 > BAFP5Hf6 > 4 > BEERm > flEatA 4

BIEAH A ~4A

A PAE AV AR B EMRIRN S AR PSKIEE T A KR,

H=x

| fmsa
oz

EERA A

BIEH P

Az

1. £ MhA , AifF Users > User Group Management
2. m i Create User Group
BHIALTER :

o Name : FAF4H£LFR
« Description : A 4R kiR

4. =i Create
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£

‘B AP

|72 Z<Hh B 4R - Alauda Container Platform

e LB mEr 3R T _E R EARSAEFE LA LA Ry Operations SKETE A 4,

BAE
Update User Group

Delete Local User Group

I WARNING
LR R AR
o FTRAR BB
o DEEAARETR A BRHBE
o BERAEAR RIS

AR

WRIBFA FAKIEERHARGEE -

- XJF Source &) Local MIZH : AJDASE #14& #RA0HE A
- X+F Source A IDP name FHZH : RAEE Hiiik

ik Source i Local A A



EHRAH R 4R 5 - Alauda Container Platform

Q Alauda Container Platform Q

Alauda Container Platform > &4 > FAPS5H6 > A > EERm > SFEAMPA AR

EIRAH A PR 5

REABFAEEMRNA AR EEAM A RAR A,

H=x

AR &A1
SYND

BRIEDTR
IR

BRIEDIR

a0

pei

AR 51

I WARNING
EEIRAM A, BIEERUTIRS
- REAFFEEEMRNAAAREERARH KR
o RGUKFHSETERIKPRREREE (SARABNAFBER)
o BAEUAFHARZ RS 5000 £ AR
o HZA7XE| 5000 £ A ZHBRBIES , RAFEIAMR


http://localhost:4173/container_platform/zh/
http://localhost:4173/container_platform/zh/

SSTE A 4B Bk 5 - Alauda Container Platform
EI A - |
~I A}

FAIEFETRAPSARIAA FAT |, S —RPUREE,

l TIP

SIS A PR B sh @ FGXE 7 Bor T B HRAERIR .

BAELIR

1. fFEAMIS A2+ , R Users > User Group Management

2. R AN AR SR A A R 2E 44 FR

3. 7£ Group Member Management /3% , /iy Import Member
4. B AEH FRAIBREFZHNETAE , TE—IHE N FERF

5. miff Import

l NOTE

o REBEFRLRIA BT RANA -
« £/ Import All %60 °] —)X S A\ SR KIETE P

eI AN

L NAFRBIRF P | % P IEIZA RS TR IR AR B ShsH.

BAEDIR

1. TEAEMS A2 , A Users > User Group Management
2. R EBRERNA A P4 B FR
3. 7£ Group Member Management /R , ] PUBIT LTI A RFSRN R



SSTE A 4B Bk 5 - Alauda Container Platform

o T REFRFEH Remove FfIA

o BEEFIEEFE—ITZAN 5 , ;i Batch Remove FfiA



fa48 - Alauda Container Platform

0 Alauda Container Platform

Alauda Container Platform > &% > HFPS5fF6 > Af

kel

W
e
|

=

e
Aot
B AR

BAFER
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4172 Kubernetes 3

B SR1F

$I% Role g% ClusterRole
Y48 Role YAML (TAJ3%E)
$% RoleBindings

gt

fa48 - Alauda Container Platform

EHAR

EEFEAGB (Rig)
BEEHERTRATFERE

BY YAMLETRAFERHE

BT YAML BEBFEFEH Kubernetes 5
Hif& Kubernetes &

&I2 RoleBindings

RIERE

B B &
1. ek

2. B DM

3. PAEE

4. YTk

5. fcE

6. LHIFHER



48 - Alauda Container Platform

Q Alauda Container Platform Q

Alauda Container Platform > &2 > BAFRS5A6 > Af > N'4E

J1%0

>.

A

(&

B

.
REfe
5 AR

‘%l.l.l

Ey

A

ABINA

TFERAFAEEIEET Kubernetes RBAC (ETAGRKANEE]) SKIL. B ACP 4.2 fRA
e, IARTEIR AAEAMIEIR

o FEME  RGUHRMAER , REAZOMIZR. BAE U FRRRKRE  BREENA
MR A E SHghx LR A,

o Kubernetes 55 : R4 Kubernetes [{] Role # ClusterRole X% , &ZAJB4RTE &
FOIR LU R E IR TEK. 1XLF AL Kubernetes Roles TWHEIUHTEIR , Fi@id
RoleBinding/ClusterRoleBinding 455 .

XA B RAES A Kubernetes AR, D ECEFSHRA SRR FEERHY B AR IRK
MRIRERIR (B2, BER. EH. BRE) .

Ao AR
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48 - Alauda Container Platform

AimEE RHPIRECESR , FARUUTIRARGAR. XLABIIFXIFERRNRIE
[ HIANRS A P S BAUREHE .

AL ik AEER
Platform Administrator WEXMFE LA RIRRTTE2VEAR Platform
al E * é? %ﬁ: \ 7“7% ] Ky E

Platform Auditors I;:/J\_Eﬁﬁ;ﬁ:': IRAHRFICS , (BTHAEA Platform
Cluster Administrator EIRMAHPERRIR |, XA SRR RN Clust

uster
(Alpha) T2 VIAIAIR
Project Administrator B 4 7 RS IR A6 4 7 R AL AR Project
hamespace-admin- BB & SR R A AT Namespace
system
Developers EMATRINTFA. HENEFEE YA Namespace

B E MAXR
BRI (550 ST R 2 B AR, BSIUMRHRAVIAS | A

1. {# f Kubernetes Roles M EB &R A R4 M (Role/ClusterRole) , 8%
2. [ T AR N RS A Atk , 3F81T RoleBinding/ClusterRoleBinding #H{T465E .

I WARNING

fhifrekgmiE R BRI FTA 5| X ) RoleBinding/ClusterRoleBinding. &5 LR EIHSH
RE , FFFERTRERIE L FEMA MR RIEE K.



#24EF5EE - Alauda Container Platform

0 Alauda Container Platform Q

Alauda Container Platform > &4¢ > BPRS5A6 > At > BEEm

eSSl

B Kubernetes £ =i PN EReIE= A=)
[iE7%: 343 EREFEAE (RX) S
B Role 3% ClusterRole BUEHARTRATFEAR 2. ¥ OHES:
Y% Role YAML (A[3k) B YAMLIRTRAFERHE 3. BAEE
413 RoleBindings BT YAML EFEFEH Kubernetes 4. R E
F if& Kubernetes 5 fcE

#I8 RoleBindings 6. EHIFFFER

RIEREK
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B Kubernetes 54 - Alauda Container Platform

Q Alauda Container Platform Q =

Alauda Container Platform > &% > HFPS5fH6 > A6 > B4EEm > 41Z Kubernete:

417 Kubernetes

M ACP 4.2 Fris , BENAPRIE T R4 Kubernetes A5, {# Kubernetes Roles T
(szF Users > Platform Roles > Kubernetes Roles ) keI UL EE PR
Role # clusterRole Xt&.

H=x

CIE2: Sa
A% Role 8¢ ClusterRole

Y48 Role YAML (T]3%)

£J32 RoleBindings

Eoatls

B 5~ 14

o ZHNECT —ME T iR Kubernetes Roles NREHITF &M .,
o 7L global &RV AT T BIREERE.
o EHPEOEENAEKERTEMHh R TIE,

4% Role 3% ClusterRole
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B Kubernetes i - Alauda Container Platform
1. EAMS AT | A Users > Platform Roles > Kubernetes Roles,
2. A7 Create Role,
3. fEES
o ¥\ Name (WATF& Kubernetes a2 &LRI) .
o 1%+ Type ( Role B ClusterRole ) ,

o REFET Role , FHEFMERIZANRK Namespace.
4. BE RN —HKERZ FANKELE :

e API Groups
¢ Resources
e Resource Names (T7J3E)

e Verbs ( get . list ., watch ., create . update . patch ., delete )

5. & if7 Create,

HESERESFNAE , FFLRI A AT RoleBinding #1E.

Y45 Role YAML (71]%%)

1. 3TFF Kubernetes Roles /& W , AR ALK,
2. £ YAML #:%& 1 , mif Edit,

3. AN, TEREALNETFER,

4. R Save DAV ML,

£ RoleBindings

R A AR T R A

1. EEEA AN , Y#%] RoleBindings /R,
2. mifi Create RoleBindings.

3. etk



B3 Kubernetes 548 - Alauda Container Platform

Name

Binding Type ( RoleBinding & ClusterRoleBinding —— ¥43KJEA4n& TIRI1ER
WA AN , {X3XFF RoleBinding )

Namespace (41X RoleBinding )

Subjects (F§ . #Hak ServiceAccount K XTR Z#R)

4. =17 Create,

k% , }TIF Users g% User Groups W[ , V)# % Kubernetes Roles #r& W , N FAAE
BV ELEE .

Evalla
AT i 2 —HhiASS BT

kubectl get role <role-name> -n <namespace>
kubectl get clusterrole <clusterrole-name>

gk #& l#T Kubernetes Roles 313 , FANERER (REHFIHE) EuAE.



1548 - Alauda Container Platform

0 Alauda Container Platform Q =

Alauda Container Platform > &4€ > BPRS5A6 > At > BfEm > SHAR

EHAR

Bk

EREFaAE (AX)
BEEHARTRAFEAE
B YAML R TFRPEEfRE
BIE YAML EFEHMEER Kubernetes f
k% Kubernetes £
‘&12 RoleBindings
PNEREE
MR PR P
RAERE

EEFEAR (RiX)

&£ BAIR RO TNERORUBAERR.

1. fTEZEMSHiA2s |, &35 Users > Platform Roles,

2. {F %R IEREM B, Role Type FIIFER /R Platform . Project . Namespace
g Cluster .

3. RTABEIRUFTIFHERE.

4. Y)#HE| YAML AR NEE BT Y. EFAASE , °/{EH Download YAML,
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&£ - Alauda Container Platform
BURHARTRIFARE

1. EEMSHASF |, /R Users > Platform Roles,
2. REABAFRITIFERE.

3. YJ#:E) Members #r&E T,

4. 5if Import Members,

5. KA AMF &R RIS ARXH BEARA.

BY YAML X TR AFaft

RAIAFE global EFIRIIUT YAML , MAFERTFHENFERAE,

apiVersion: auth.alauda.io/v1 kind: UserBinding metadata: annotations:
auth.cpaas.io/role.display-name: Platform Admin # X BB AR /RE TR
auth.cpaas.io/user.email: bxliu@alauda.io ~ # Z AKX E 4 labels:
auth.cpaas.io/role.display-name: " # Z7 AL &8 /REZ#R auth.cpaas.io/role.level: platform
# FAELER, : platform. project, namespace Bf cluster auth.cpaas.io/role.name: acp-
platform-admin # Z AL £ #R auth.cpaas.io/user.email:
569526aac97al7ce8clc185d7544aae4 # F§ 4 ) MD5 5% cpaas.io/cluster: " # &4
R UABLKFIA namespace T, cluster Bf%ME |, platform 3% project B85 78
cpaas.io/namespace: " # fp & A B R ; UAAL%KHK namespace B AE |, platform,
project B, cluster Bf84 %S cpaas.io/project: ™ # TH &7 ; LA ALKSA project Bf namespace
B AE |, platform 8% cluster B8 ZS name: dc30204c17c7fe8b15383f4ed7798c88 #
UserBinding &IRZ#5 ; ATEEN

BT YAML EEFHME #H Kubernetes 56

1. 3 )\ Users > Platform Roles > Kubernetes Roles,

2. RAFTIREHE R,

3. RTABEFR , 1T YAML #RE R,

4. iy Edit , BEUEHR (FR%E. RS rules ) , AR Save.

5. A RoleBindings #r% N , MRIALEE M-S T,


mailto:bxliu@alauda.io
mailto:bxliu@alauda.io
mailto:bxliu@alauda.io

S84 4 - Alauda Container Platform

f& Kubernetes A,

1. £ Kubernetes Roles 7|3k | SR ASHRESZ S (

2. 1%$% Delete Role,
3. AR BB FRALRE:,

kR B NER TR, RIELIUEHES| XA GREM RoleBindings. EHEE 177
£, U ABRESE.

=1% RoleBindings

ARk Y

1. /£ Kubernetes Roles /3 &I TH—/ A (Role 8% ClusterRole) .
2. # )\ RoleBindings /7%,
3MFEAEAEN (XIFEMINLETIR) EMEHE.
4. $R1E
« Create RoleBindings : 2s8l&EmS.

e Update Role : FTFFBEEASH YAML JRig2s.

 Delete Binding : #fiiA /% RoleBinding/ClusterRoleBinding,

MH P PARH

1. ¥T7F Users (3% User Groups) , EFERSKHE
2. PY)#%21] Kubernetes Roles #r& T,

3. BFEZAFIAEREHTPHINE RoleBindings.
4. 55 Add RoleBinding , %&4% :

o HBH
o #PEZAY (RoleBinding/ClusterRoleBinding)

e fifa/ClusterRole



S84 4 - Alauda Container Platform

o &% (5% RoleBinding)

¥

il

. EBH
5. (RIFHIE.

BIRFAEANTE T HIAA H) Platform Roles #3281 , UM ERNB TH RS AN IS H .

ER{ESRIE

o FRATMAMENRIE YAML ZE , BN AELEFHIE,
o KABENMNEARETS (FIZFHE Git) |, HERAEAHIT.

o XATHEPORBEE RN , AT NAZGH BN YAML FHi4 , EHZIAM , FBEIH U1 E/CA
Kubernetes 4.



WA B E X FAFE - Alauda Container Platform

Q Alauda Container Platform Q =

Alauda Container Platform > &2 > BAFRS5AR > A6 > B{fEE > ieEaEN

TEEEENFaRt

Bk

1. HEk
2. RO
3. RAKE
4. &I
5.BcE
5.1 /7% A : FunctionResource
5.2 /174 B : ClusterRole R4 (MM BENAR)
5.3 /774 C : customRules
5.4 FERS%
5.5 WIFACE B A KIrAEN

¥ & RoleTemplate K

R AR PRSI IS AR
£E ) aggregationRules HIKERESWNEEARTH
5.6 SHTA MR

6. EHIFAEE (TRHI)
6.1 K5I A%t RoleTemplate YAML (F57% A)

6.2 MEZJLEHIT RAE (7774 B)
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TR B E N FA A - Alauda Container Platform

1. iR

ANXNBETE LB EAZOES , ARAAELE RoleTemplate, M@ AEEXAETEEHN
A R——AEE—FhH T EERIT

o FunctionResource 777% (5.1) : MR ERASR B R EENR, fRETAKER , Tt
E4EE RBAC,

e ClusterRole R& /7% (5.2) : REBCMIEA clusterRole , FIBIHARZIUESEES|I A
RoleTemplate, BLERAE S , (BAZEA~ M IBHENEE , FHEFENKEA
B,

customRules (5.3) BHE=FERXEHIEM , BT /xMERKIRE RBAC FLN,

RENEZOEEW—Fr 2 WX A (5.1) FFL4
K, RBEERHEEFHABSR clusterrole MEMRA , EZ%%*@EE‘%’&’P%%E‘%@N A
EFEAIEB (5.2

RoleTemplate ¢l /5 , "J181J UserBinding ¥ H T A A —FH 2 ELRESHEHA
=R

2. 1% WL

« RoleTemplate : B XA EER, BEXHEEXFRIRSE | EHI2 8 RA

ClusterRole,

o FunctionResource : F=iAhEE(#E A K8s &IFEIMZR ; £ RoleTemplate A8

functionResourceRef 3|H.

o ClusterRole : RBAC M, Fah4wE ) ClusterRole 7] LUB I ARZ R AF RoleTemplate
(BNERGAR) F.

 UserBinding : AP SAGHERBZBRLZEE ; 156282181 UserBinding A A
RoleBinding/ClusterRoleBinding , DASE B i& 354N,

l NOTE

functionResourceRef MK{EFRE FunctionResource metadata.name .



TR B E N FA A - Alauda Container Platform

o BIREZWREEAIT metadata.annotations  , A FFTRRETE] Ul #EHk,

3. FAREE

] ACP v4.3 #2 , THEEMRIEZ £ M FunctionResource 1743 B4 K8s ClusterRole &8 | 3
83T ClusterRole FrEREFN ARG A AT ; BT FunctionResource B ATVETE v4.5 F35
H. SEARAFETHXLEER—akiE25E 5 TEFRALIR,

l NOTE
TR TH « RS EIERE R AR M ] AT RAEK ClusterRole , It 5.4 HREIKNE REE
¥ ( aggregate-to-namespace-developer %) BHEIAKLEIHHARNS. FEH
aggregationRules FTEMHAP—MEHFHFETEREEN—5.2 BR 7 AJ{THIIER , 5.5 M4BT
BEATE.  (REATBERTE kubectl it EZEHIA legacy-* RoleTemplate ; X ENE
AR MENIEXT SR , T2, )

4. 1T

X =F77IEER ] A B IE® TR RoleTemplate ; XAIET HTRMEHANT AR ENBEB &K
RHIARITE.

TiEA: . HikC:
) 777% B : ClusterRole 5
FunctionResource customRules
& (5.2)
(5.1) (5.3)
{# B4 ClusterRole #
ERFREERTTHR BRI —
PR s Fitk RBAC HUA
EEHR
ﬁiﬁf%iﬁﬁgmm %ﬁ?ﬁﬁ—?fﬂﬂlﬂ%— —/|i ClusterRole & HE AT RBAC 4101
= ME R EE B
LR HBF& 40 * sync.scope: &40

"platform" RINE|



TR B E N FA A - Alauda Container Platform

FIEA: .. FiEC:
] 7174 B @ ClusterRole
FunctionResource customRules
A
=5 (5.2)
(5.1) (5.3)
ClusterRole

E—EMERISER— NS

A\ ClusterRole ClusterRole

S 1E FSSALI E

5. fcE

l CAUTION

AR IEEE N RoleTemplate LiX & rbac.cpaas.io/version: "v2" F
auth.cpaas.io/roletemplate.frozen: "false" . NTEHENAR , THIZRZLBHREN
version BZMARA vi (X{ESZEE aggregationRules ) , FFRERKM frozen BINER
N true (RERMALEEEX spec HI4WIEER ClusterRole) , B EMIANE—RIAKRE
HAb—A, F—MPEREBIBRIVAE. UTFREERET
auth.cpaas.io/roletemplate.official: "false" (®[i% , {BEEENAG LYIMEHEER
"true" —XSKHYVIMARNBERSHE) 1 auth.cpaas.io/roletemplate.level , [FHR
ERAEMNIR TR —FEFHE TRN®/INEE : namespace (FA@EZEME) . project
(MEFHRFE®LTE) . cluster (EANER) B platform (BNFA) .

5.1 /7% A : FunctionResource

YEITEMNPR 24181 FunctionResource ANFFES |, E{E L A 1E——B 81 LB =B iz
FXFE N

H1B 1— BT A FunctionResource
kubectl get functionresource -o custom-columns='NAME: .metadata.name, MODUL

E:.metadata.labels.auth\.cpaas\.io/functionresource\.module, DISPLAY: .meta

data.annotations.cpaas\.io/functionresource\.function\.display-name'



WA B E X FAFE - Alauda Container Platform

metadata.name FLEZIEAAN functionResourceRef MIH ; B RAFRIEMESEHEFIREIRESTE
uﬂﬁ/\ Ul y]ﬁl:.o

#H1B 2— Y5E RoleTemplate

apiVersion: auth.alauda.io/vilbetal
kind: RoleTemplate
metadata:
name: demo-funcrole
annotations:
cpaas.io/display-name: Example Function Role
cpaas.io/description: FunctionResource example
labels:
auth.cpaas.io/roletemplate. level: namespace
auth.cpaas.io/roletemplate.official: "false"
rbac.cpaas.io/version: '"v2"
auth.cpaas.io/roletemplate.frozen: "false"
spec:
rules:
- functionResourceRef: acp-app

verbs: [get, list, watch]

IR 3— N HFHRIE , §5H 5.5,

l NOTE

BENABFAVER acp-namespace-resource-manage .

5.2 777% B : ClusterRole 324 (JUS BAENAE)

5 FunctionResource 777ARE , aggregationRules ANERTE YIRE—E R4S NEHILE
PREEHIILA ClusterRole 5| A rules , BEIXMARNMBRIEMINEENAE , FRE
TR AERS - BESFRALNAK ClusterRole , PAR G HiE#HE RoleTemplate FIFRES.

HI® 1— (F FASIFRAPRSRE B4 ClusterRole , 3+ HELRINE E N R AHREFNVERIBIRZ.
[GAERIA S B X LA RIZ TFEAFAZNER NI ER, , BNAEERFRNERS
BENE (5.4) ; THMNAE , BEEITAERE LK.



WA B E X FAFE - Alauda Container Platform

apiVersion: rbac.authorization.k8s.io/v1
kind: ClusterRole
metadata:
name: cpaas:demo-auditor:business-ns:view
labels:
rbac.cpaas.io/aggregate-to-demo-auditor: "true"
rbac.cpaas.io/aggregate-to-scope-business-ns: "true"
rules:
- apiGroups: ["apps"]
resources: ["deployments"]

verbs: ["get", "list", "watch"]

IR 22— R ZA B ETEE L e SR ER P A , H LMK ClusterRole R 7E global &8
hAIEE , BRI rbac.cpaas.io/sync.scope: "platform" , PUEFERHEHEIEI &£
. MRIZAWARE | ClusterRole RAHFAETAIRENE |, M FEK RoleTemplate 7E{E
&% ClusterRole FI&RF L ELARAT A TAUR.

labels:
rbac.cpaas.io/aggregate-to-demo-auditor: "true"
rbac.cpaas.io/aggregate-to-scope-business-ns: "true"

rbac.cpaas.io/sync.scope: "platform"

#1% 3——4p1/7E RoleTemplate , 1B1d aggregationRules 3| FAMEIRKIRE :



WA B E X FAFE - Alauda Container Platform

apiVersion: auth.alauda.io/vilbetal
kind: RoleTemplate
metadata:
name: demo-auditor
annotations:
cpaas.io/display-name: Example Aggregation Role
cpaas.io/description: ClusterRole aggregation example
labels:
auth.cpaas.io/roletemplate.level: namespace
auth.cpaas.io/roletemplate.official: "false"
rbac.cpaas.io/version: "v2"

auth.cpaas.io/roletemplate.frozen: "false"

spec:
aggregationRules:
- clusterRoleSelectors:
- matchLabels:
rbac.cpaas.io/aggregate-to-demo-auditor: "true"
rbac.cpaas.io/aggregate-to-scope-business-ns: "true"
scope: business-ns
rules: []

ERELMERIS (FIANEBFE cluster 8% system-ns ) , EAGMERERINI—MHE
ILECE AR E ) ClusterRole , 7F7E aggregationRules T ABMERBBRIN—IN—F
2% 6.2 P TEMNZ VERERG.

IR 4— NV FIFBAE |, 52508 5.5, t5R A5 KK ClusterRole _FHIRES
clusterRoleSelectors AFHIFRZSLFR_EADLHAL , 8t#F ClusterRole (8 kR E HEIFREERTH
£} (PR 2) .

| caution

ANE¥ aggregationRules FEME{RAZEFEER RS/ E (20 rbac.cpaas.io/aggregate-
to-namespace-auditor ) — KZ¥AERE KA MBECHRE , AUBITERAT , AENSEHIR
HATTIABIR. 21 EF7R , EABH ClusterRole 1B BHREIAA T,

5.3 /7% C : customRules



WA B E X FAFE - Alauda Container Platform

STFILE#Ih ClusterRole ST IMI—Ix R4 RBAC F) , AT AEHEKH NEXE RoleTemplate
&

apiVersion: auth.alauda.io/vlbetal
kind: RoleTemplate
metadata:
name: demo-customrules
annotations:
cpaas.io/display-name: Example Custom Rules Role
cpaas.io/description: customRules example
labels:
auth.cpaas.io/roletemplate. level: namespace
auth.cpaas.io/roletemplate.official: "false"
rbac.cpaas.io/version: '"v2"

auth.cpaas.io/roletemplate.frozen: "false"

spec:
customRules:
- apiGroups: [""]
resources: ["configmaps"]
verbs: ["get", "list", "watch"]
l NOTE

customRules RE&BEN\AEKEM ClusterRole— IR H EmE S E/ER , 5130 cluster
8 system-ns ( customRules _EARTFIE scope FEX) . MRFEHEEMIZBIMN , EFEAAIE
ASTTIA B,

5.4 FEXS%

F—NRENBITEIEUR SN BE XA EHEENNE ; BNRENBIERFE , FHiRR
FiEAE (5.1-5.3) #7494,

TCHURHIARE (81BN RoleTemplate #pHE)

FE& 1587 &
metadata.name RoleTemplate fHE—4 BENF

# ; UserBinding 7£[a)



WA B E X FAFE - Alauda Container Platform

FE Wt (=]
RPETAaNas A
2B,
metadata.annotations.cpaas.io/display- 2 & BRI AL .
— e BENF
name . .../description FRADGE A .
ot platfo
AERIETEE , Uk st
cluste
metadata.labels.auth.cpaas.io/roletemplate.level ol 2y R LA AP _
projec
ClusterRole,
namesp
. > "false
EEANERGAEG,
. — o . HE ; E
metadata.labels.auth.cpaas.io/roletemplate.official BEMNAENEERE f s Lot
CREFAL, -
£ "t
b2 . R EE#aZ "v2"
_ _ g, ve2 1Hfg hRAs)
metadata.labels.rbac.cpaas.io/version o
aggregationRules ; BFERIAK
HIR vi &2E. "vi"
A A4 ClusterRole 2 "false
_ BHE. "false" R B A 2R
metadata. labels.auth.cpaas.io/roletemplate.frozen R
YFIREXT spec MR "true"
L= &)
WRFER (IRIEFTRA AR &)
e ik 28
ZAESHAIRH
FunctionResource
. ZFR.
spec.rules[].functionResourceRef A
kubectl get
functionresource

EIRAER.
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FE FiE
spec.rules[].verbs A
spec.aggregationRules[].scope B
spec.aggregationRules[].clusterRoleSelectors B
spec.customRules[].apiGroups C
spec.customRules[].resources C

Vi

bRl WG D GREA
FunctionResource

BIRPATHRME.

ILECARLZES A
8 R
ClusterRole——E&[!
FE T -
business-ns (£
mE TR &
Z=[E]) . project-
ns (MEBSHNG
Z=E) |

system-ns

( cpaas-
system ) .
cluster (&G
El) . kube-

public , #JR5
level #A (B
S8 T
B) .

IRIEPREE AT
3| AMUNEELE

ClusterRole,

FLNE 5 B K8s API
2h,

AL oA o= ) BT RS

ﬂ:éj.o
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T Frik AR
FRVFRTIX LB
spec.customRules[].verbs C Yy im
TTHIRLE,

B[ R RLIBR
spec.customRules[].resourceNames C FHERE B FREOXS
.

A - R FXARR
IR URL f373(=) A% R
spec.customRules[].nonResourceURLs C (5120
/healthz ) ; H

TEHEAA.

l NOTE

o XTHEMER , BEAEEMN ( spec.rules / spec.customRules ) BX
spec.aggregationRules , NEREHEAME —HEIFER—MEMK ClusterRole A4
BEN , REAMNMLE , BEEANESEES.

e auth.cpaas.io/roletemplate.level (BBAHEFZTFHSLE—— platform / cluster /
project / namespace ) 5 spec.aggregationRules[].scope (BNMREMNEEARLE
B ClusterRole) 2ARRKMIE. 1THIZFSBFIHITLATLR : platform ZKF1 cluster ZKff
B RREFH scope: cluster ; project ZKAM namespace ZRFAEFRMEAAFMERBTH
EE—F (BFF cluster ) , BERIHNEAE RoleTemplate $E A\ Failed KA.

AT matchLabels KFr%&

MNPV EENAR , FEITAERREMRE— T rbac.cpaas.io/aggregate-to-<name>
FREBFEATLL (5.2) . BHE5—/MMERBAREENT , SArEHRLNEE R

e rbac.cpaas.io/aggregate-to-scope-cluster: "true"

rbac.cpaas.io/aggregate-to-scope-project-ns: "true"

e rbac.cpaas.io/aggregate-to-scope-business-ns: "true"

rbac.cpaas.io/aggregate-to-scope-system-ns: "true"



WA B E X FAFE - Alauda Container Platform

e rbac.cpaas.io/aggregate-to-scope-kube-public: "true"

FERNERZABRNBIR (SFIRME—XSUNRETHECSHFEZACNAF) 8
FZRH) ClusterRole i1 rbac.cpaas.io/aggregate-to-<built-in-role> Fr% , i1

aggregate-to-namespace-developer BY aggregate-to-platform-admin .

ZEMNA (5.2% 24%) ¥ rbac.cpaas.io/sync.scope: "platform" RINEZEFEh4)
32 ClusterRole , DMERHE M global £ EHIZIFFAER. EXF RoleTemplate &,
RoleTemplate 4 A{f] ClusterRole j& & #2001,

5.5 BuFficH & A SKIRER

& RoleTemplate K&

RoleTemplate SREHARKANBTUR B ECRDS—FNXET4A

kubectl get roletemplate <name> -0 jsonpath='{.status.phase}{"\n"}{.statu
s.clusterRoles}{"\n"}'
kubectl get roletemplate <name> -0 jsonpath='{.status.conditions}'

status.phase WA Ready ; status.clusterRoles %I 4K ClusterRole ;
status.conditions ERXGHENEEERIEE. MRMEEARE Ready |
status.clusterRoles A% , siH %K ClusterRole B rules ( kubectl get
clusterrole <name> -o yaml ) AT , WZAGKRFETFETHIKAGR. FWLERIT , &RX
BREINRAT

o RoleTemplate &/1> rbac.cpaas.io/version: "v2" , BRE# BahKLE BHERE ST
PRTREREREESM, X2 aggregationRules FHAREERNEE LERE.

e functionResourceRef BB EZ—ITH2SFrBBEERAGIH , HFER—NEBEE

RERNZAAFEH ClusterRole,

o MM aggregationRules MREFRULAC{E{A ClusterRole , 2¢#& R ClusterRole (=] [E]E 2L,
S

WA FPRSSIRISAUR
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4 A% ClusterRole N2 A Biri——A BRELLA RIS HEASR, @Y UserBinding 1%F
fAtE (EsREEAE) | FREUAPKREASKIRGR

kubectl auth can-i get deployments --as=<user> -n <namespace>

EE AN aggregationRules BIRBREGREERTH

£ clusterRoleSelectors A3|f rbac.cpaas.io/aggregate-to-* MEZH] , BEHIAE
HaSKBEREMT A ClusterRole :

kubectl get clusterrole -1 rbac.cpaas.io/aggregate-to-<your-label>=true \
-0 jsonpath='{range .items[*]}{.metadata.name}{"\t"}{.metadata.labels.a

uth\.cpaas\.io/roletemplate}{"\n"}{end}"'

« JHith - I&F ClusterRole #EH AN, MREEANZECHBENFE (5.2) G
AR EANE B BHHRE N BT AM ClusterRole , ARE R B RIHFISERE, MREE
AR RLAHE (5.4) , FHREENTMERCRMIIRE , WERTEHMKRH—FS
%6 3.

o M PIR auth.cpaas.io/roletemplate H legacy-* {H - It ClusterRole kB35 31

FTREET FunctionResource HIZEAMMHE , A ERE SRRTBAER, AERIEIR
F FunctionResource , 3BT THAHESTE v4.5 PS5k,

5.6 SEFTANMIER

o T : Y48 RoleTemplate (] spec ., RBLE auth.cpaas.io/roletemplate.frozen A
"false" B , BEMASENR (BESMA%E 5 THREESM) .

o k% - Mk RoleTemplate, 1&%|2sSFEMB SR LR EWWEHA A ClusterRole——&JT
TFHBFEXLFIR, (B HT% B FahelEZ K ClusterRole B& =ik, )

6. 2HIFFH5TH (FRF)

WA TR : FBEINEER (XA, 6.1) , UERFEALBCH ClusterRole #MiEZSLEfH
& (AL B, 6.2) . XT FunctionResource f§fa , EHINEARGAZRIFAGE , BB HREIRIE
AR R IR X
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6.1 514 A% RoleTemplate YAML (757% A)

Nis

% :

o {REBWVEM FunctionResource,
o WEEMALEEC RSHRIE (get/listwatch)
o FBIRA(FFBREIR,

ARGl 1&H Secret BRI A A RFEIT R

l NOTE

. EEENAAT , RFEALE Namespace Resource Management (FunctionResource : acp-

namespace-resource-manage ) .
» F%[%& User Secret Dictionary (FunctionResource : acp-user-secret ) .

o BFrANARE A get/listiwatch,

YAML 7451 :
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apiVersion: auth.alauda.io/vilbetal
kind: RoleTemplate
metadata:
annotations:
cpaas.io/description: Responsible for development, deployment, and ma
intenance within the namespace.
cpaas.io/display-name: Developer Copy
labels:
auth.cpaas.io/roletemplate.level: namespace
auth.cpaas.io/roletemplate.official: "false"
rbac.cpaas.io/version: "v2"
auth.cpaas.io/roletemplate.frozen: "false"
name: namespace-developer-system-copy
spec:
rules:
- functionResourceRef: views-acp-userview
verbs:
- get
- list
- watch
- functionResourceRef: infrastructure-clusters
verbs:
- get
- list
- watch
- functionResourceRef: infrastructure-nodesmanage
verbs:
- get
- list
- watch
- functionResourceRef: infrastructure-domains
verbs:
- get
- list
- watch
- functionResourceRef: acp-subnet
verbs:
- get
- list
- watch
- functionResourceRef: acp-networkpolicies
verbs:
- get
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- list
- watch
- functionResourceRef: infrastructure-storageclasses
verbs:
- get
- list
- watch
- functionResourceRef: infrastructure-persistentvolumes
verbs:
- get
- list
- watch
- functionResourceRef: acp-virtualmachineimagetemplates
verbs:
- get
- list

- watch

6.2 MEZLEFIT AR (H1EB)

£ 6.1 KREAERA : — M2 TREZAE  BEVSa2TEMMEGL2TE , 3
{ERAZ BT M ClusterRole FFREMFE | E1E 5.2 FHIER,

ClusterRole — SN ER = KTEEIXT N —4 ClusterRole , fTA ClusterRole {# FHFERIKEE X
W, FNRAFEC KRR
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apiVersion: rbac.authorization.k8s.io/v1
kind: ClusterRole
metadata:
name: cpaas:demo-auditor:business-ns:view
labels:
rbac.cpaas.io/aggregate-to-demo-auditor: "true"
rbac.cpaas.io/aggregate-to-scope-business-ns: "true"
rules:
- apiGroups: ["apps"]
resources: ["deployments"]
verbs: ["get", "list", "watch"]
- apiGroups: [""]
resources: ["configmaps", "services"]
verbs: ["get", "list", "watch"]
apiVersion: rbac.authorization.k8s.io/v1
kind: ClusterRole
metadata:
name: cpaas:demo-auditor:project-ns:view
labels:
rbac.cpaas.io/aggregate-to-demo-auditor: "true"
rbac.cpaas.io/aggregate-to-scope-project-ns: "true"
rules:
- apiGroups: [""]
resources: ["configmaps", '"services'"]

verbs: ["get", "list", "watch"]

RoleTemplate — &N EEIRLE — aggregationrules %H , HFEE(FAHRKE T NAR
% .
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apiVersion: auth.alauda.io/vilbetal
kind: RoleTemplate
metadata:
name: demo-namespace-auditor
annotations:
cpaas.io/display-name: Custom Namespace Auditor
cpaas.io/description: Read-only audit across business and project nam
espaces
labels:
auth.cpaas.io/roletemplate.level: namespace
auth.cpaas.io/roletemplate.official: "false"
rbac.cpaas.io/version: "v2"
auth.cpaas.io/roletemplate.frozen: "false"
spec:
aggregationRules:
- clusterRoleSelectors:
- matchLabels:
rbac.cpaas.io/aggregate-to-demo-auditor: "true"
rbac.cpaas.io/aggregate-to-scope-business-ns: "true"
scope: business-ns
- clusterRoleSelectors:
- matchLabels:
rbac.cpaas.io/aggregate-to-demo-auditor: "true"
rbac.cpaas.io/aggregate-to-scope-project-ns: "true"
scope: project-ns

rules: []

MRFE , WA UBRFENARNRM system-ns . HINFEE , 20R ClusterRole {X7E global
SRR, BRaIIETERBRERTAEY , WFEE ClusterRole EIXE
rbac.cpaas.io/sync.scope: "platform" (5.2 23%) .
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Q Alauda Container Platform

Alauda Container Platform > &2 > HFP5ff > IDP

IDP

4R

IR

Overview

Supported Integration Methods

BAFEra

LDAP &E1H OIDC &1#

TGz Al FiaZ Hi
AMEFRE {# ) Form 0 OIDC
prirz2 <o ORI [ SOUESE R

¥xin LDAP {# 3 YAML 40 OIDC
IUESE AR g, ERABIERITA
[R5 4 FH TEEHITA

£/ YAML fiCE& LDAP RO EHIE
RIPKHEE

shRiSWT LA


http://localhost:4173/container_platform/zh/
http://localhost:4173/container_platform/zh/

IDP - Alauda Container Platform

MU HHR

Mk~
A
HRRITR
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Q Alauda Container Platform Q

Alauda Container Platform > &2 > BF5f6 > IDP > N4

I

Bk

Overview
Supported Integration Methods
LDAP Integration

OIDC Integration

Overview
FAERT Dex SENATERE | AVFEIET IDP BE{# Dex Filesullp i ST 4 K

SINE. BZ{EEESH Dex B 7,

Supported Integration Methods

LDAP Integration

RGN ER LDAP (RERBRVIAINY) HTRAEE , B EFE LiCE
LDAP , DLV LDAP RS54,

LDAP SRS


https://github.com/dexidp/dex
https://github.com/dexidp/dex
https://github.com/dexidp/dex
http://localhost:4173/container_platform/zh/
http://localhost:4173/container_platform/zh/
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o ST A5 LDAP &5 2 RIRES
o feirV A P{E R LDAP IR R
o BFRBEVAFKSEFES

OIDC Integration
FA3HFIET OpenID Connect (OIDC) #1Y5 IDP RF-&EM , SRELE = A FIALE.

OIDC &S :

o MFRAFMERE=AKSESR
o ¥V IDP RS
o 1&iT OIDC MR EIAILE

l NOTE
X T A_ER R R HEAER IR TNER TR | WA .
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Q Alauda Container Platform

Alauda Container Platform > &% > HFPS5ff/ > IDP > E{EFEm

eSSl

LDAP E1H oIDC &1H

FHiaZ Bl FHiaz Bl
RUBEFRE {3 Form J&/0 OIDC
P22z N EN: ]S uE &R A

¥R LDAP {5 YAML &/ OIDC
HuESE AL B, EMMBERITA
[R5 54 6 EGATR

£ YAML ECE LDAP RO EBHIE
RIPRHEE

shRiSWT LA


http://localhost:4173/container_platform/zh/
http://localhost:4173/container_platform/zh/
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0 Alauda Container Platform Q =

Alauda Container Platform > &2 > FFR5%® > IDP > #{Ftsrg > LDAP &1

LDAP &1

ACP T]DAfE A LDAP BRX A F#THHMEAE |, FFE GRS ERA., THaMEXIFE N
B OpenLDAP #1 Microsoft Active Directory 47 fa.

ABENTREREHELR RS ETH

e ACP 4% 7T LDAP IDP,
o TUHIKAFE (EBRN) HERSE.
o REMMBEFHAFPITRUES , FHIRISTIHIK ACP fafa,

AIERINRAEHIEH S IMAETT 1A, REFEE RRIZH Base DN, Filter BRBMMRES | E5E
R AUMEREE.

H=x

| FRazaE
RMERRE
1. NIERIMZIZITIRE
2. ERERR
3. 1%&4% User # Group Base DN
4. IWERKMRF
5. EESHMBR BN
6. B User Filter
LDAP Filter {B/A®RE

7. W A SR


http://localhost:4173/container_platform/zh/
http://localhost:4173/container_platform/zh/

VPR I AR 5
#xI0 LDAP
EHAaTRES%E
Eoanlae 354
CEASES LY
BXREREL
FHRL
B3RS
B8 #T Connector
PR LIRS BIERA R
& Connector
{#F YAML BcE LDAP
TEFRISEA) OpenLDAP 4R
Active Directory 81k
52# LDAP YAML FE 5%
RIEKHEE
vh RIS LA

#NER @ Linux 1 macOS LDAP T &

LDAP &1 - Alauda Container Platform

SNER - {#H ldapsearch Z&if] Active Directory

=% - ACP A#HZE

FF 4Rz Bl

EACE ACP 28T, VBHERPUTE :

o M ACP E£EAVIIE) LDAP JR% 25 EAZ s .
o BABARHFAFIARZANRA) Bind DN AERD,

o User Base DN #01 user Filter,

o TEE. W—HETHAASH BN,

o — S NMERREML.
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o TJ3EM] group Base DN, group Filter, member /&4, user matching EMF1 group name
B

. M ATFRAEFRIERNIRR K,

TrEImECAR M ENEWAT , FAUER ACP aJRU%k. ACP Connector 42742
SRR E. MREBFEERCERIGIRIET FTALTFE , EAREIT 70 LDAP,

EUMEFEE

¥4 Base DN, Filter ¢ /@MEM ST R ANET |, EE AR, XES| a7 TR EINBEMRE]
ZW LR , N2 ACP ThiE,

1. NIERHIMNZIZITIOE

RATge g EALak Pod B ATEREW , H DNS. BH. i EFNEREENS ACP £#%
W, ECABMERAENERRYIHIEE , {2 ACP Connector 8 ESHRE BRI E R
MEE,

2. BHRE KR

AifME R Root DSE XM &R :

e OpenLDAP MIF#ARBREEF4LAF namingContexts ,

e Active Directory &% defaultNamingContext ,

15{¥ A& /A8 On-Site Diagnostic Tools T[4 K] Root DSE /~f, R[EE (440
dc=example, dc=com ) ZEMAFMEANIZHER ; EASBINBERIER User Base DN,

3. 1%#¥ User 1 Group Base DN

¥ Base DN 24 ACP # &N FR . 640 :



LDAP &1 - Alauda Container Platform

dc=example, dc=com

| - ou=People

| |- ou=Engineering
| - ou=Operations

“- ou=Groups

o NMRAEEWIAHFEMLT ou=People,dc=example,dc=com T , MPEEF{E User Base
DN,

o MRBIAFANMIE ou=People ZAMIZ NN , BERAEIHNREATLRE,
o WIHTFAMEAE ou=Groups FBY , i5{F FHEAIHAK Group Base DN,

EETTREEZ AT, B2E SN base-scope BWIRIALSENK S ATBURAVZE Base DN,
ACP FHAHEDHAE Base DN T{Ef subtree #%&. BEAR4HFFE Search Scope FE,
YAML [RAfEM scope: sub BY scope: one ; FEX4§] Connector ;2{THIH , &% scope Hf
AR sub .

4. RENARMER S

TSRS 2 BT , EORE=145A :

o —/NFREARTPUERHIZIER .

o F5—AB#r OU BkBRHOXHHAF.

o —/MNMARUEN , HIZIEERAF. IREANAF , &R TERMEKA F.

T OpenLDAP , #5153k DN, objectClass . wuid . cn # mail , XJF Active
Directory , #5155k DN, objectClass . sAMAccountName . displayName . mail .

userAccountControl A1 memberof , TE4E/)\ Filter Z 8 , A BSrB PEHEAAL T&1%E Base
DN ZF.

5. EEFHHFE KB
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OpenLDAP {&1% Active Directory {&
B priz= S WU
Uil priaiil
NPT
ACP B F&# uid sAMAccountName ;};ﬁl ;gﬁﬁ;zﬁ?& A
’ ; /E{‘ﬁ _A
BKRTER uid , mail sAMAccountName ASEM  FERRE—
%H
AT ERHE _ ATREA, , RNAEAEIAS
ch displayName
B #
member |, WS RBIZA S B EEr
AR
AR A memberuid member {EULAD
H 4 cn cn XYEMAME AT

AEMAEA cn . displayName TR DN ST, FEHFEZIA ACP 54, XLt
EREER , HEERFEGZ2TH IS AELTN. L/ Connector Z 7T , B7EE X%
RRKRBIERHNSHME.

6. X HMEE User Filter

RT3 FEE A, Filter

1. {#F objectclass FEEMAFELHE.

2. M (attribute=*) #Z93F ACP SHMERBMNIRIFIE.

3. ARE FHERREER , HRTEN. CERAK,. REKFAGEK .
4. RABETIZ GER SR ARHALECSE |, 7250k BRS,

FRM—N &4, BEISITIMTEREN , FTEMARMESRB STUR AR T
B, ERAXL Fiter BTk RAGRDZ NS HM BB KFR
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# OpenLDAP entries that would be skipped because uid is missing
(&(objectClass=inetOrgPerson)(!(uid=*)))

# Active Directory user objects missing sAMAccountName
(&(objectClass=user)(!(objectClass=computer)) (! (sAMAccountName=*)))

# Optional Active Directory exclusion for disabled accounts

(&(objectClass=user)(!(objectClass=computer))(sAMAccountName=*) (! (userAcc
ountControl:1.2.840.113556.1.4.803:=2)))

R—MREETEHMATHIREZAIKS#) Active Directory LDAP Filter, {5 fiHiR5S
& P B SRR — S E .

LDAP Filter ‘E/51% &

EEARER A B AR B MR NRARME Filter, AN ZER2EATEREFERRNGE F_L#T
JHIE,

=K HiE N/
FERFHE (attribute=value) (uid=alice)
BMGEE (attribute=*) (mail=*)
(&
FT AT A 4IT o o | |
i (&(conditionl) (condition2)) (objectClass=inetOr
(uid=*))

(| (uid=alice)

F—5A4ULRD (| (condition1)(condition2))

(mail=alice@test.cc
HES A& (!(condition)) (! (objectClass=con
HERE 2R M NP
Active (! {NAE_E T FT7REA Active

iV
, (userAccountControl:1.2.840.113556.1.4.803:=2)) user Filter B 1%

Directory ik

AELECBECER user Filter FIE <username> 0. RISLSIREFZITEAECEM Filter,
TEE%HAE) , ACP £%5% Filter 58/ CECE Login Field BHHAEMHEIA G LK.


mailto:alice@test.com
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7. THEH AL St Y
KRE—NBAA , SRR RE SRR PEHTIEE

o ¥4 member METEMA~ DN K, {#/ Group Attr member #0 User Attr DN .

e ¥ memberuid EEE4 A, ID K, {FF Group Attr memberuid #1 User Attr uid ,

ACP £3% (<Group Attr>=<User Attr value>) AFNMHAFPHLARRRTER. FHINIER

EWEINLZETL , H40 (member=uid=alice, ou=People, dc=example, dc=com) &
(memberUid=alice) . 7ERVESLARETRT , ANERKEB M memberof {H.

ey U5

PUT B ST R 4T33 F15 | #0 BRET S . Active Directory Filter &HE&ITEAIT RIS 22K
. SR AR B KRS ESRAE KA P RHAR , A B 80X Filter , FHEBRURERSINTITE.

ACP RIZZFERIKE,

User Name Attr

BHxm&E User Filter
OpenLDAP
(&(objectClass=inetOrgPerson) (uid=*)) uid
groupOfNames
OpenLDAP ] ] . ]
(&(objectClass=inetOrgPerson) (uid=*)) uid
posixGroup
(&(objectClass=user) (! (objectClass=computer))
Active Directory (sAMAccountName=*) (! sAMAccountName

(userAccountControl:1.2.840.113556.1.4.803:=2)))

X4 Active Directory group synchronization {3 Group Attr member F1 User Attr on B |, 15
{#MH (&(objectClass=group)(member=*)) {EA Group Filter, ACP 7EQIZERAE] &4 3T RAFE

A B%UF member . B TaizM (objectClass=group) Filter AJEAXFEEE)ARIR[E] member

BRI , NMIELE— N RAB BAIR S



LDAP &1 - Alauda Container Platform
.\
<)l LDAP
/j\\j]l]

1. ¥%I Users > IDP,

2. B Add LDAP,

3. 12HE Basic Info : Name, Display Name F17]1%f] Description,

4. 1HE LDAP Server Setting : Server Address, Admin Account 1 Admin Password,
5. 1HE Search Setting : Filter 1 Base DN,

6. ARFEELHRFE S |, /S Group Search Setting , 34\ Filter, Base DN, Group Attr
F1 User Attr,

7. 325 Field Mapping : User Name Attr, T]1%f% Group Name Attr, Login Field #[]
Username Tip In Login Box, User Name Attr i [E) 4 J5#0 ACP user fT{f BiEE S
BME ; ERRE—/BRIFZ. Login Field RE ACP i ZRERIKF , FHFXHFLESSH
(] NE g BV

8. A[EHFTFF Advanced Settings , J2F Auto Sync , 37F Sync Rules & \ 7L =FE% cron
FiXX, ACP &L UTC $H&EZALA,

9. iy Add,

l NOTE

TEQIZEHRE] , ACP 2F RS 25 %@ M. bind, Base DN. Filter 1T LS B, MYFTRBALEQIZRET
AEITEE B KA AR TEHRIE , RAEANRENGEEAAEIE. 12358 bind BREATEQIE G54
ZISPE Secret P,

EHETREE

EREREIBIE 1dapsearch RILKMEREH AT ACP RE , UK A FTIAK YAML FEL
(MBTE)

ACP console
field

YAML field A EFRA{E

Name id #1 metadata.name PN FEREB(E
FAMER. &5



ACP console
field

Display Name

Description

Server
Address

Admin

Account

Admin

Password

User Filter

User Base DN

Group Filter

YAML field

name

metadata.annotations["cpaas.io/description"]

spec.

spec.

spec

spec.

spec.

spec.

config.

config.

.config.

config.

config.

config.
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host

bindDN

bindPw

userSearch.filter

userSearch.baseDN

groupSearch.filter

WNAIEIFL(E

4 DNS #3IEm
1&.
ACP IDP 1%

T BIRE%
X,

A E)
operator EJ

s
<

M ACP T37(8]
KEXENL
a IP Fuig .,

BEHHWRE
EEUAR PR A4
Bind ik
DN,

VAR B
A ; ACP &%
HEMESE
Secret #1,

{UR[E B 45
FRHAR
Filter,

BEHEE
M PR&KE
FNX,

B FrZE)
Filter : 2R 7F
E B
SKi¥ SR
1E.



ACP console
field

Group Base
DN

Group Attr

User Attr

User Name
Attr

Group Name
Attr

Login Field

Username Tip

In Login Box

Auto Sync

YAML field

spec.

spec.

spec.

spec

spec

spec.

spec.

metadata. labels["cpaas.io/ldap.autoSync"]

config.

config.

config.

.config.

.config.

config.

config.
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groupSearch.baseDN

groupSearch.groupAttr

groupSearch.userAttr

userSearch.nameAttr

groupSearch.nameAttr

userSearch.username

usernamePrompt

WNAIEIFL(E

B BERAK
RIEER
X,

2 FIF MR R
EREM , 6l
0 member B

memberuid .

a5 Group

Attr DL

F1{E , B0
DN X

uid .

feiE. ME—H
FEHSH
&, BfEv2

ACP username

MEAMAFRT.

ANERAS

BEE cn.,

— P EZ A
ESNIRIE
gt REC
BEIRERUET
K. LA
KB LT
HIEME.

LDAP &R
H_E B IRHER
TR,

REFNEL
IERplaaA.
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ACP console

) YAML field AATEFLE
field
PL UTC (4
Sync Rules metadata.annotations["cpaas.io/ldap.autoSyncRule"] AFE& cron 3k
pr. =W

REARFE scope . TLS #rks. CAEURTAIE profile LG, {(NEFERIET YAML it E
XLEEFER,

BuE £ AK

1. ¥TFF#H) LDAP IDP , 3i%&#% Actions > Sync user,

2. W AREIBLER | FER AL R R RAA N E SRR RRHAHTILR.
BATH—1EBRZAF, , RIUEEKIR, SMEIREREER.

4. { A Manage User Roles 8 Manage User Group Roles At — M/ NE .
5. fFR— A ACP BFREMBIRNITHSE |, FERARREERKAER,
6. IASHRIERT , FFEE S ELH ACP BIRATA.

I WARNING

BKRRILSTRERE RN | Bk User Name Attr 5B 2Bk IRFLEERAERNAFEAHHA
EREZRAFRSEMR. BERITEGRERRMERE , MARRKBEALER.

[7) 554 A FH

BHIRCEREL

BRAETUEREFHRS L 15 ET, SHRERINE , ACP 2R ZH A LDAP user,
(A S RO B AR TERUE 2 . BRSHRIAY , TR B R R SR SRt
FRI,
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FahE)P

$TFF LDAP IDP #3%#% Actions > Sync user , B[R ERGHNAE R A F#HE. BEELES
Rt BRIEKBEE  AERARFRMER A,

R H LDAP F ~ & active, valid i) , HEX1A validity period & Permanent , [$EEIE R 7
RIS EBHH.

HERISTHAZE , ACP 245 : IR—A" IDP user SIAAMAFRS | TaeaBERER
XHHAS  ANGRRIEAGHR. ES—RTRRSZH , FHRERINM User Name Attr
25548 ACP FIfIhgE, REMANEAMSIERIK SRS 4.

B3h[E)%

U P ATYINART | 7€ Advanced Settings TS Auto Sync , 31Z{it Sync Rules, B3
Flb2E FERCE R Base DN, Filter FlRS ; EARAX B RASFLIHTEHRIE. ACP £
BLUTC FH&ETZER cron Fikst, SITFRUCIAR , /1 * * * * GHEET—IK ; FEMEE
WRETTfE , EERAIEERLL,

5 #T Connector

LIRFES. HRAR, Filter, MIMBNRDRERLEZWE , IEEH LDAP IDP, EHimz
1IT—RFshRL , A RECE FH ORI IR P FI4E.

AL E MERE A

EFHHEHNMAZ G , A LB RTFRERRR~SE ACP FA AT , HETEFET AR
BHTEHIE,

Hf& Connector

i Connector MAHITIEIRSRBXIEF KA A | IR AMC AT, anR7EMIRRES
1%4% Clean up IDP users and User Groups , ACP £flif&FEi% Connector 4 g1 B FF14A.
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£/ YAML fic & LDAP

BUF v2 connector #EAR{UK bindPw {EAFIMAEIEMIA. EIEIT ACP 1THI&H) YAML 1%
MR EAN]. ACP £¥ETHERLBESZE Secret , Z [FFEH YAML 2B EZE
clientSecretRef , MARE bindPw ., AEFHTAWNEL bindPw K] kubectl apply :
Kubernetes last-applied 3 fi#a] §E& £ Connector JTHIEF R B AR MRS, EEHFT , 15
e SR N =

| mirraERRNTE
£17 Connector B , ACP £¥%/I1 metadata.labels["cpaas.io/idp.version"]: v2 . XF&F
rootCAData MIiZI@ LDAP &4 , ACP &R, insecureNoSSL: true |
insecureskipVerify: true F startTLS: false , HARBRBROXLE , DUEATEACH YAML
TR SCIRAE S AIEEAR R
ACP ATRAM Filter PE5E—1 objectClass HEWTH LM RAABM. TR P, FEKH
XFMERT : ETUEATE B RERKS O SHER, ERERFZMEABR  EBRRE idAttr |
nameAttr . username . groupAttr . userAttr DPAKZAM) nameAttr ., HARKEBRXBEANT
scope: sub , RE sub RIZ{TREAAME. clientSecretRef ANEXLAEARFHHNTE , E

3 ACP RAZE¥ bindPw BESE Secret FEAE.

TEARISIEA) OpenLDAP 184K

| 636 10 LeiERIAERS)
TEAFSEIIET Y ACP I8 ( auth-controller2 v4.3.6) 7, host BL :636 ZHEM
Connector 2B, insecureSkipVerify: true HT{FfE , BMFIEALEA false H rootCAData
BEEMER CAMZaM, ARAERD LDAPS JREEMEMN , {8 ACP RAKIE LDAP fR%ETH,
TEGERERTEIE 636 30 iRt LDAPS B R, %ACE 2 1E3E 636 i _LE A
insecureskipVerify: false Fl rootCAData BHTIIE, MREEIMPWIL , H5ERFMLE
SR RMENRO , SRE5SA Connector 4182 . RIS MEER GEE,
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apiVersion: dex.coreos.com/v1l
kind: Connector
id: corporate-ldap
name: Corporate LDAP
type: ldap
metadata:
name: corporate-ldap
namespace: cpaas-system
labels:
cpaas.io/idp.version: v2
spec:
config:
host: "<LDAPS_HOST>:<NON_636_LDAPS_PORT>"
bindDN: cn=reader, dc=example, dc=com
bindPW: <BIND_PASSWORD>
insecureNoSSL: false
insecureSkipVerify: false
startTLS: false
rootCAData: <BASE64_ENCODED_CA CERTIFICATE_PEM>
usernamePrompt: Directory username
userSearch:
baseDN: ou=People, dc=example, dc=com
filter: "(&(objectClass=inetOrgPerson) (uid=*))"
scope: sub
idAttr: uid
nameAttr: uid
username: uid
groupSearch:
baseDN: ou=Groups, dc=example, dc=com
filter: "(objectClass=groupOfNames)"
scope: sub
groupAttr: member
userAttr: DN

nameAttr: cn

Active Directory 1&g
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apiVersion: dex.coreos.com/v1l
kind: Connector
id: corporate-ad
name: Corporate Active Directory
type: ldap
metadata:
name: corporate-ad
namespace: cpaas-system
labels:
cpaas.io/idp.version: v2
spec:
config:
host: ad.example.com:389
bindDN: CN=ACP Reader,0OU=Service Accounts,DC=example, DC=com
bindPW: <BIND_PASSWORD>
insecureNoSSL: true
insecureSkipVerify: true
startTLS: false
usernamePrompt: AD username
userSearch:
baseDN: OU=Employees,DC=example, DC=com
filter: "(&(objectClass=user)(!(objectClass=computer))(sAMAccountNa
me=*) (! (userAccountControl:1.2.840.113556.1.4.803:=2)))"
scope: sub
idAttr: sAMAccountName
nameAttr: sAMAccountName
username: sAMAccountName
groupSearch:
baseDN: OU=Groups,DC=example, DC=com
filter: "(&(objectClass=group)(member=*))"
scope: sub
groupAttr: member
userAttr: DN
nameAttr: cn

T3 LDAP YAML 5%

AT B4284 T % v2 LDAP Connector A Fif) ACP S mFER. P profile BRSFEIFRIE |
PAETRGIE B AR AEX LRI RHIAE W, EMERKFERN LT , MAZALIRENA
FPhARGFER BG4,
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apiVersion: dex.coreos.com/v1l
kind: Connector
id: corporate-ldap
name: Corporate LDAP
type: ldap
metadata:
name: corporate-ldap
namespace: cpaas-system
annotations:
cpaas.io/description: Corporate directory
cpaas.io/ldap.autoSyncRule: "@ 2 * * *"
# cpaas.io/idp.validation: "false"
labels:
cpaas.io/idp.version: v2
cpaas.io/ldap.autoSync: "true"
spec:
config:
host: ldap.example.com:1636
bindDN: cn=reader, dc=example,dc=com
bindPW: <BIND_PASSWORD>
insecureNoSSL: false
insecureSkipVerify: false
startTLS: false
rootCAData: <BASEG64_ENCODED_CA_CERTIFICATE_PEM>
usernamePrompt: Directory username
userSearch:
baseDN: ou=People, dc=example, dc=com
filter: "(&(objectClass=inetOrgPerson)(uid=*))"
scope: sub
idAttr: uid
nameAttr: uid
username: uid
# emalilAttr: mail
# preferredUsernameAttr: cn
# phoneAttr: telephoneNumber
# emailSuffix: test.com
groupSearch:
baseDN: ou=Groups, dc=example, dc=com
filter: "(&(objectClass=groupOfNames) (member=*))"
scope: sub
groupAttr: member
userAttr: DN
nameAttr: cn
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TREA] metadata =FE% :

T

apiVersion

kind

id

name

type

metadata.

metadata.

metadata.

metadata.

metadata.

metadata.

name

namespace

annotations['"cpaas.io/description"]

annotations["cpaas.io/idp.validation"]

labels["cpaas.io/idp.version"]

labels["cpaas.io/1ldap.autoSync"]

halil

Fim

Fim

Fm

Fim

bl

halil

iy

U S HE
EHHEH

Fim

iy

dex.coreos.conr

R connector

Connector #riR.

5 metadata.nar

fAl.

ACP & 34% 25
NEZ

£/ 1ldap .

Kubernetes &j5-
ACP Connector 2
b,

{FF cpaas-sysi

ACP BRI,

FHR{H "false
ERRBIREEY
B FT Bk B R
HEEUE ; I
1517, AERHIR

"true" .

XA AL TR R S

V2

FRHEE "true'
"false" ; F2H
*

<]
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FE BB FEERATA

J2H auto sync A UTC W& A

metadata.annotations["cpaas.io/ldap.autoSyncRule"]

NP cron FKix=,
EEAE TR
FE ERVLE FEERTA
host P M ACP & B X B R EN AR A .
bindDN 2 AT ~FIZE/) Bind K~ DN,
ACP YAML WM. ACP £B%E
bindPw VAR vl )\ ikx % -
FR R EAEEIRE Secret A,
ACP E\MJ32%E Secret 5| . NE¥HS
clientSecretRef ﬁﬁ%ﬁﬁﬂj )\ —= - o ﬁ
bindPw —iEIRER , WAEFhYRE.
true EFEEIE LDAP ; false #1RIE
insecureNoSSL = .
startTLS %68 TLS.
false H insecureNoSSL: false BJ1%#F
startTLS s T,
LDAPS, true H1E#Fi@id LDAP i StartTLS,
. . . . false BERIRFEIEPIE , B2 FE 636 i
insecureSkipverify TLS 1&3E0Y .
PR &R,
FH CA =ik Connector {={Eith{F FAfK) Base64 4gh3 PEM CA
rootCAData
TLS U,
LFTE_E LDAP username FE 5 BRI
usernamePrompt iy
$O
userSearch =FE& :
TE, ER/NE TR

baseDN = BAr&BrERDR,
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nameAttr

idAttr

username

emailAttr

preferredUsernameAttr

phoneAttr

emailSuffix

Warning

emailsuffix S v2 [E#

EERUER v2 1TAF
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bl

o

v2 R

Fim

Fim

o

iy

iy

iy

FEERATA

ATE# 2 RES A FEA/K LDAP Filter,

sub SERTEFN , BIZ1TREOAE ;
one {R¥EZE baseDN T—%g&.

FA{E ACP username F[ELHAB EARRFFHFE
EME—E.

WIFARAMSHTER., T v2 , EREEE
K5 nameattr MREIRFEE BIE.

EERNATERAFN—MEZ N NES SR
B

K EREEHE ACP M mail FE&, ¥
ELIRERA FIRESZ BHERTACE.

1£ LDAP &% HAa)32 {4 preferred-username
Claim ; EAESEAR v2 A nameattr [[E]H15EF]
ENE=g)

¥ BREEHE] ACP F /) mobile FE&. X
ELIRERA FIRESZ BHERACE.

1E LDAP Z%E] , K54 email MXE R
<nameAttr>@<suffix> ; i\ suffix B REH
7 oo.

emailSuffix: test.com FEERERSHFHEMT admin@test.com ,

MFENRSEREFREK namesttr FEAEINRTFFEFME. FRAESH IR FPHIE BHHIRESKIM

EXFMESR , BUEAERE emailsuffix ,

groupSearch FE% :
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JERARIERES _
FE e FRATA
baseDN 2 HLBEIERNA,
_— - FAT %240 LDAP Filter, B2kl RV EAF 7 AT Uk
e = SIS TR,
sub RBIBEITHENAE ; one £I¥FK baseDN T—
scope £
5,
groupAttr 2 HEBEFEEHRAENEM.
userAttr = 5 groupattr LEBRHAFZBREMS o {H.
nameAttr 2 e ACP ABREBHNEM , BER con .,

W ACP RNEZEHARBH |, FTLAEM groupSearch .

| emiEse
N1 B FER AT X BRI ER 32 Connector B} , A{# 8 cpaas.io/idp.validation:
"false" ., ACP {NAKERCELEM , BABHIMLL. TLS, bind, Base DN, Filter FIBk 5T BiMAE
&, it , BMERPIERITETAE , Connector thA]REHAIEE 3K,

admission webhook £ \E #7#H] Connector FlliRitiFf% | FERBOIAMC EHEIT B EIE

Secret, ZRBEFITAT XA spec EEEH , MESHITIEF K Connector BniF, EHEIEARRM
FUEAEPREINE , F BT RN XK Connector EERTEIE ; NEEIERIESE Secret, RNE
{§F cpaas.io/idp.validation: "true" ; IEEISIFENEERLEAE.

T 28T, BEA—IRIEERIEKAESESBIEEHN , REETFIRLMARMEER. (UK
metadata BH1 , NEEIERIEE WAIEEIE1T.

BHEMAR SN — DB RGESE
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FiA= ® im0 insecureNoSSL startTLS WEFLUE

RER ; NTEML R
i# LDAP 389 true false AFEATFREEN
ENEEEE

i

ERUER) ACP K.

T4
R _ER insecureSkipVveri
636 false false — .
LDAPS true ; MECNE
{BERELIE LDAP i

FIEP

RIF

insecureSkipVeri

X EEEKIE 373
B PR 636 LDAPS i . - false , FIBT
Y
KUER) LDAPS - " e o rootCAData Hiff?

f51F CA ; UBCE T,
3F 636 ¥ _EIE

_FTEIR) Active Directory AR {# AR ACP Wbt I8 LDAP &4, 8 LDAP ~A&fEMLK
HERI{RIP bind 88, (YR FRINEHNRESREAFNAFERE. YFETLSH , 84T
TfoE SR B A ESRIEREAE - FEERUESKILF |, AR/ERH 636 2 AN EBARKIUEAR 52k
B, MEAERAMERIFZEIE 636 i) LDAPS ¥ F1 rootcAData . FE#[ AT , iETEA—IX ACP
LDAPS B2, [EZFIERINA.

ZZ753E 636 B LDAPS g _E#H1T™AERRAE |, 5% PEM CAMERZRIS AN T I TR
Base64 , ¥ FH¥E rootcAData

openssl base64 -A -in ldap-ca.pem

STF YAML ) ERE S |, 35 Connector R0 X351 metadata :

metadata:
labels:
cpaas.io/ldap.autoSync: "true"
annotations:

cpaas.io/ldap.autoSyncRule: "*/1 * * * U
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id

WIRET metadata.name ; URTHKERFEIHSIRZIFAET Connector,

RIERAFE
NZVN

ACP okl
Connector , K
ToikiEE,

Bind /%2 , {8
Base DN 8% Filter

BUEKRMK.
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B2 I
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RIZHMERD , B
REIFA DT
.

Connector I AL
I, (BEERA T
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KR,

FEERBTEL

AJBERA

S7¥ DNS, . By
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REITRLE.
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BT,

Filter HEBR TR, H
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v BN, BERDBTE
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FHHREEER | 8
FERFRMEUETTH.
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Attr TTiERRAPF
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WK PANTESE |, Filter ¢

RS
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AIEHEL Pod 1217 FEIKISH
B TCPE TLS KE , Aa
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8o
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scope &) , R/FIZ1 T
B subtree Filter , &
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WIREKZ B , REE
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EN27N oo ER AlgelRA Bk E
Base DN / Filter & value>) , REKE
Re apollo HIEAEIHE.

User Name Attr &

1E#&A~ User Base DN 3GE
2. AT, 9%, 5%

S HE IR = o e
iﬁiﬁl*ﬂ ASRSHE  EETEEG4TH zﬁiﬁgfgﬁﬁﬁﬁf
Q B A A A 2 g1,

e E—HRE.
DN,

Auto Sync metadata

ORER e C
PSR T | RETR KE 4 Connector

metadata A1 &5 , REKRE

BEESFIEIT. E R B id §
apollo BEFHEHFES
metadata.name A~ -
JHE.
_ﬁo

AN TABTAMNBEMANSHE SR ACP IHEWE. ENIRENER ACP Zhak,

AMEZB : Linux A1 macOS LDAP T &

LDAP #54FEE 2 %I M OpenLDAP client , 520 1dapsearch 1 1ldapwhoami , BEf1&(E
B -w IR bind 85, Z0% R e L R HINE A 1T | EASINER M.

THRFAE CAFIBAEDE Linux OpenLDAP client FXF. NER macOS
/usr/bin/ldapsearch F /usr/bin/ldapwhoami {FFHKIE macOS AL (L7 ; F{FEH

Linux i2WrEAHEL Pod , SREEFRXLRNE client ZBT5E7E macOS Keychain FELE CA,

XTFEA ldapwhoami #0 1ldapsearch @4 , BFHAS#AZE Connector MEH{EHIZAS -

Connector 1%

@ Connector % & OpenLDAP client {£ Bind EIE{RTF

ij

@ LDAP insecureNoSSL: -H It TLS %3P ;
true , ldap://1ldap.example.com:389 R AE N2 TR B

e -zz VRS A
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Connector 1%

% Connector % & OpenLDAP client {£; Bind EIE (R
I

startTLS:

false

insecureNoSSL:
-H
false , VEFEE L ATRP
LDAPS ldaps://1ldap.example.com:636
startTLS: " FF44 TLS
A -7z
false

THEHRERRFERZE LDAP , Rt RULAL insecureNoSsL: true fJ Connector, X
LDAPS , \FTEIEITENRAIZEIR -1 EEHALEKTT. 2R LDAP WERHFLE CAK

% , W client HLAR{5{FZ CA. 7E Linux OpenLDAP client _t , &R T ARAEAN
ldapwhoami EY, ldapsearch #4{RIIEIZE :

LDAPTLS_REQCERT=demand \
LDAPTLS_CACERT=/path/to/ldap-ca.pem \
ldapwhoami -x -H ldaps://ldap.example.com:636 \

-D 'cn=reader,dc=example,dc=com' -W

MNRIZA LDAPTLS_CACERT &E , B¥IFM Linux client £k B3FE /R unable to get
local issuer certificate ; {#F CA X5 , #BEIA bind £/(Z1.

ShaRar4 AU TCP ¥ H "]k M

nc -vz ldap.example.com 389

ZAS{UEE TCP g2/ E. EARLKIE TLS, bind ‘EIEEL LDAP #&1{THh. K&
LDAPS v A] 15 MRS |, W UBimE 636 .

SNERER S - WUEARS#S . 1EHA0 bind K &~

ldapwhoami -x -H ldap://ldap.example.com:389 \

-D 'cn=reader,dc=example,dc=com' -W

AMNERE5 4 1B E %X Root DSE
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ldapsearch -LLL -x -H ldap://ldap.example.com:389 \
-D 'cn=reader,dc=example,dc=com' -W \

-b ''" -s base '(objectClass=*)' namingContexts defaultNamingContext

SNERE5 4 : HfA{R1%E Base DN TJii

ldapsearch -LLL -x -H ldap://ldap.example.com:389 \
-D 'cn=reader,dc=example,dc=com' -W \
-b 'ou=People,dc=example,dc=com' -s base \
'(objectClass=*)"' dn

ShaBdn4 : B3I OpenLDAP A F~FH1E %A

ldapsearch -LLL -x -H ldap://ldap.example.com:389 \
-D 'cn=reader,dc=example,dc=com' -W \
-b 'ou=People,dc=example,dc=com' -s sub \
'"(&(objectClass=inetOrgPerson) (uid=*))"' \

dn uid cn mail objectClass

SMNERER S+ BHGRADIEIN G2 OpenLDAP %8

ldapsearch -LLL -x -H ldap://ldap.example.com:389 \
-D 'cn=reader,dc=example,dc=com' -W \
-b 'ou=People,dc=example,dc=com' -s sub \
'(&(objectClass=inetOrgPerson)(!(uid=*)))"' dn cn mail

SMERER 4> FTENEINA) OpenLDAP SHHNESHE

ldapsearch -LLL -x -H ldap://ldap.example.com:389 \
-D 'cn=reader,dc=example,dc=com' -W \
-b 'ou=People,dc=example,dc=com' -s sub \
'"(&(objectClass=inetOrgPerson) (uid=*))"' uid | \
awk -F ': ' '$1 == "uid" { print $2 }' | \
LC_ALL=C sort -f | uniqg -di

T EE 5S4 BMERT | W2 uid . Base DN # Filter, (& &#HEFRREIRLZE S *E
AIMEEE., 5HM ldapsearch R~l—#f |, E{FF-S Connector ILECHK{EH#iZAE .
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SMNEREs4 : B3N groupofNames S mETL

ldapsearch -LLL -x -H ldap://ldap.example.com:389 \
-D 'cn=reader,dc=example,dc=com' -W \
-b '"ou=Groups, dc=example,dc=com' -s sub \
'"(&(objectClass=groupOfNames) (member=uid=alice, ou=People, dc=example, dc=
com))' \

dn cn member

SNERES 4 1 {F B AR CA IE LDAPS IFH4E

openssl s_client -connect ldap.example.com:636 \
-servername ldap.example.com \
-CAfile ldap-ca.pem -verify_return_error

RABELHBIRERIERINN |, IEPREATET , #l20 verify return code: 0 (ok) BX

Verification: OK ,

SNEB - {8 1dapsearch ZEif] Active Directory

[F— OpenLDAP #5417 client JtZE Windows 2k RSAT B aJ#& Active Directory, H{FEFH A
B SHUA R A B KK

SNERdn 4 - & B#R Active Directory F§

ldapsearch -LLL -x -H ldap://ad.example.com:389 \
-D 'CN=ACP Reader,0U=Service Accounts,DC=example,DC=com' -W \
-b 'OU=Employees, DC=example,DC=com' -s sub \
'"(&(objectClass=user) (! (objectClass=computer))(sAMAccountName=*) (! (user
AccountControl:1.2.840.113556.1.4.803:=2)))"' \
dn sAMAccountName displayName mail userAccountControl memberOf

SMEREr 4 : B30 Active Directory 20 A& X
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ldapsearch -LLL -x -H ldap://ad.example.com:389 \
-D 'CN=ACP Reader,0U=Service Accounts,DC=example,DC=com' -W \
-b 'OU=Groups,DC=example,DC=com' -s sub \
'(&(objectClass=group)(member=CN=Alice, OU=Employees, DC=example, DC=co
m))' \

dn cn member

=2k : ACP AHFHE

XLHRE R FRE LA ACP ABARFR, 151TIX LM S FE LI HEMAUR.

S4% ACP &34 : 2 Connector AIEI&F

kubectl -n cpaas-system logs deployment/auth-controller2 --since=10m

auth-controller2 faig Connector BIZEIUE , BFEMLKIEHE. TLS, bind, Base DN, Filter
MEM S B,

52% ACP #4 : KEBERIEFERITA

kubectl -n cpaas-system logs deployment/apollo --since=10m

apollo TEFMERREL. BTHEE. AEFKARERITA,

l NOTE

{F RSN T A RN , FFANEEIERR ACP BERSAIR)Ek{E X B3R, i ACP Connector fl3E . A
RIRIBLER , AR EAB AR ACP AR TR KB R R RTAUEIRHE .
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0 Alauda Container Platform Q =

Alauda Container Platform > &% > BHFPS5ff > IDP > ¥{EfEr > OIDC &iF

oIbC &i#

ACP T ¥ B FEE R RIS HRMEM OIDC Identity Provider , JFETERZh AR GRIEEE HHT
a5%.

MEERAEERTTRER S , W5EA Form &+, YIRERE AL Claim M08 %R,
Claim /JRERLSY, WREH Userinfo , SEFZE OIDC AMERINFELET | w5 YAML &0
+. &N &M YAML 70 OIDC,

Bk

FHiaz Bl
WHIAIR[E]FK) Claims
f#F Form 70 OIDC
mHaTFERS %
UFSEAY
f#£F YAML 80 OIDC
OIDC FHTHS%
B, EHABERITA
THEBAT A
RN EHEE

FF a2 Bl


http://localhost:4173/container_platform/zh/
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HERLTE :

e Issuer URL , £ ACP ##5ric 4 Server Provider URL,

e ClientID,

 Client Secret , £ ACP F#ric 4 Client Key,

o —MNEBHTFARMFHN ARG, | St AR5 ACP At R IDP (£,
o FAZIMAE K IR [ —NMEE M username Claim, SIS YAML [a]iB{E A

preferred_username .,

d) i 1dentity Provider JEMHA T AaA5ENA -

https://<ACP_ADDRESS>/dex/callback

ACP SARIESF AR AERIAMNE. REBPAREE Redirect URI FH,

Server Provider URL 2 Issuer Rt , MAE authorization endpoint, token endpoint
28k, H discovery document 8% o] FERL N E& 1R AKER -

<ISSUER_URL>/.well-known/openid-configuration
RA]AE—N5 ACP EFEW A xRS HT EH 4 E discovery :
curl -fsS 'https://idp.example.com/.well-known/openid-configuration'

SHTERRAE CAK LIRS | FHEMX CA MM KUEIEF4E :

curl -fsS --cacert /path/to/oidc-ca.pem \
'https://idp.example.com/.well-known/openid-configuration'

ZSNERE ) R EHHEE. ACP Connector S8 7 2 & BN discovery T IXMR S,
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A K/NE. ACP Connector gIE2AIIE discovery & Fimal AN | (BARBEEHESH P
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B userNameKey %3] Claim

email BREH
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Claim

email_verified
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K Claim
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claimMapping.mail &

Claim
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userNameKey
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E TR,
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ACP A F&HIKRIR, ERIEREIRZ

preferred_username ,

ACP BFEH#. EWRARFHE , 3
HARNSHAE ACP FFIHR.

YRR INAE AT B RIIEARE.

T8I LB ACP ANF 1 hakd
¥,

E4IZ| ACP B~ mobile 1 mail Z7E%
TR (.

Y HACERRILECHT , (ERRHEY
AR T ERIE

M string ZEBY,

spec.extra ,

R TRA—IXERMNE R EFIE LMK ACP FF, WERERIUE Claim AT A,
BRET. 1HIATAMER BB E

| _F5j% OIDC JE-RH PR

TEASSCRYBEIEH) ACP 3748 ( auth-controller2 F1 apollo v4.3.6) &, Connector fliE# ST
—/N HTTPS Issuer , HB%4 CA R EBE Finfs(E , FFEA#M Connector B8



0IDC %&1H - Alauda Container Platform

insecureskipverify: true ., FEI , TEXINH ACP RAWUF_Hijs OIDC fRE-28FH. HTTPS

MRS IEER , {8 Connector 81 ENH N EEEZIERFED HIFE.

WRE PR ERIEESKIIE EFRFHES , NERIERSKEINREXEK, BERM AR M5
IRATRR 2 RIEEK,

{£ A Form /i1 OIDC

1. ¥%1 Users > IDP,

2. i Add OIDC,

3. 155 Basic Info : Name, Display Name F10] %] Description,

4. 3HE Server Setting : Server Provider URL . Client ID #{I Client Key,

5. XTI ERIUERISEAIRE , B # Logout URL A%,

6. By Add.,

FEAETFEH , ACP £ M Issuer URL 3EER OIDC discovery, Jo3EkAaJxH] Issuer &TESEH
ERHHELE, UATHAEEAREEUEET Client Key 1E#f , thRNBEUERA_L)iE TLS WEPR32M(5{E : BP
fit key #51% , Connector ATREW A1 , FE/EFENSERR AR KXY ; Bl , AREENBELESH
IEBHAREIES. B , SHREMTE—RERER , MEBEAM LM AR 50
AR

BTG , ACP £¥123ZH) Client Key 1T EIRH Secret, 7B Connector 5| i
Secret , MAEEHACEF{RE clientSecret ,

,_i_l
THBFERSE
ACP ZHIEF
LR YAML FE FEERATA

B
A FE{E AR

Name id #1 metadata.name M. 74 DNS #isa
.

_ fJR7E ACP IDP i%
Display Name name e
FaR ERIBTR.



0IDC %&1H - Alauda Container Platform

ACP ZHIEF

YAML FEX FEE TR
EX
- . . L A%, EE
Description metadata.annotations["cpaas.io/description"] .
operator HI#&,
AT oIbC
Server '
. spec.config.issuer discovery B Issuer
Provider URL
FRMAE,
i , , ELRERRNR S
Client ID spec.config.clientID N
UG RRTE .
iAo
- L A ; ACP SR HF
Client Key spec.config.clientSecret \ N
BRI B
Secret F,

REFAZE. ERIE
HIEA T AR H A
TR RNETE
[

Logout URL logoutUrl

REBENRLFEZF redirectURI . scopes, Userinfo, Claim mappings. ZH4MEaiEish Claims,
AREEMALFRNE , 78T YAML BCEXLTFE,

BUEER K

1. 75188 ACP BRERIE I T Bah— M BRIRrN WS SE,

2. ¥TFF ACP FHi&#E EECE R OIDC Display Name,

3. 7£_LJi% Identity Provider STERE KA.

4. W AXSERIR 12 ACP | TIAZ HTTP 500 £8i%.

5. 7E Users FIREIE M A, FRIFHE IDP k8. email, username 1 active K7,

6. INRABAT LN AEEEIAK name Claim 53t username A% |, &{E A T EE YAML
NEIEFTBIZETEH Connector , RIFHIXEXR.

7. B — 1 m/NEf , &, Manage User Roles,
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8. BIREFZFHMAC 2B ACP BRATA.

| mruseseis
TEEIFR ACP 7R |, BT 5 —4 OIDC Connector 1§ BRI ET email X5 , 2%IAF ACP
A PEFEHRIXEHA Connector, ERABIBE_NA, , WASHEEZFR. EERER
B, REIRRRK PEHTIRWON | FEAMRTREILS ACP .

Connector 4, LEiFSHEIE. ACP P4 UK ACP ENEBMIMI K ER., E7 7
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{&F§ YAML 750 OIDC

Y _Eia . FE R Claim EEHSHKRHFE , 7E#EH Users > IDP > Add OIDC > YAML, T
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apiVersion: dex.coreos.com/v1l

kind: Connector

id: corporate-oidc

name: Corporate 0IDC

type: oidc

metadata:
name: corporate-oidc
namespace: cpaas-system
annotations:

cpaas.io/description: Corporate 0IDC

labels:
cpaas.io/idp.version: v2
spec:
config:
issuer: https://idp.example.com
clientID: <CLIENT_ID>
clientSecret: <CLIENT_SECRET>
redirectURI: https://acp.example.com/dex/callback
scopes:
- profile
- email
getUserInfo: true
userNameKey: preferred_username
overrideClaimMapping: true
claimMapping:
preferred_username: preferred_username
email: email
groups: groups
phone: phone_number
mail: email
claimExtra:
- field: preferred_username
type: string
insecureEnableGroups: true
allowedGroups:

- acp-users

EIRATHT , WBEHR Issuer, FEIE, ACP M, Claim £FRAR AVFRA. IRIBEFTXRRSE
Userlnfo endpoint , BE& 1A L EM Claims #2835 1E ID token & |, i&5¥ getUserInfo i%
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A false ., MNRANEELHLME | F#HE insecureEnableGroups . allowedGroups

claimMapping.groups ,

ANEFE scopes RN openid ; Connector £ B I EYRNE authorization request #1,
R EHRETFTE—MEE T RIRHE A B scope SKIREXA Claims , i§{XE discovery FHZ {77
FCEMIA/EBEAINX scope,

BRI ACP 1= &1 YAML IR RIZRZMANIAECE . ACP &% clientSecret THEIRE
1B Secret , 7&K Connector B3 AME clientSecretRef . ANEA(FHH A NEL
clientSecret P kubectl apply : Kubernetes i last-applied annotation AJ§E&TE

Connector metadata F{F BB 12351 secret,
OIDC FETHS%Z
TR/ZF1 metadata FEX :
FER EBNE AT A

apiVersion

Fm

dex.coreos.com/v1

kind = {£/ connector .
Connector 302, 7%

id = metadata.name #H
&,
BIRTE ACP BR3%EH

=

name = _
LHRBIREFR,

type = £ oidc .
Kubernetes &j&4 F1

metadata.name 2 ACP Connector &if]
%0

metadata.namespace = {5 cpaas-system

metadata.annotations["cpaas.io/description"] i ACP B/RHIHRA,
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EBLT FEERATA

FIEE "false"
TERRBEHALE sp
AT IeEHE ENED ol SUM a3

metadata.annotations["cpaas.io/idp.validation"]

f= MIE ; AT IUEATh
BT, NEHHRA

"true" .

£ v2 ; %477 ACF

metadata.labels["cpaas.io/idp.version"] HE | MATRINK

issuer

clientID

clientSecret

clientSecretRef

redirectURI

scopes

getUserInfo

userNameKey

Claim F14A=FE% :
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Fim

HablE

CEALIE Nk T

Fm
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i

i

label,

FRTH

FTFHEL /.well-known/openid-configuration []
Issuer fRb3LE,

FE EREBOE FImdRR

ACP YAML TUE#HS2HIBASCHIAN . ACP ¥ HRR %It
FHEER SRR Secret #,

ACP E AT EIR Secret 5| . AERHYS
clientsecret —3¥RX , WAEFIREE.

B MRERERS ACP B
https://<ACP_ADDRESS>/dex/callback .

fizN profile F email ZZEMFHfN scope, ACP
SBIRM openid ,

WwA true B, #E3K Userinfo endpoint , F7EMRET R
&FFIR[EIE Claims, ERIAIRHE XX endpoint,

{ER ACP FIF &K Claim , BZ0AM name ; E5&
WEREIRE preferred_username ,



overrideClaimMapping

claimMapping.preferred_username

claimMapping.email

claimMapping.groups

claimMapping.phone

claimMapping.mail

claimeExtra[].field

claimExtral[].type

insecureEnableGroups

allowedGroups
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ACP 27{# A T HIEFRR
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Claim,

e ACP &4
Claim, AfMBNaREF
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BEFRRTLA L AN
Claim, XMEETFHEE
BITHAOLARR 5T

S %% ACP FJF mobile
FEFRER Claim,

K HE) ACP A~ mail F
EXHIF4FE Claim,
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spec.extra map K]
Claim,

XFFA RS B E SR
2 5FM string . X
Claim fRE KR [E]
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WA true , PUEIZERE
ML g2E Claim |, FE7E%
KA Bk KBk ACP
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VER. ACP {U{REILAC
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MR scopes FEE email , NFTLE email Claim AR F R E , FFAEHEHNIMN T
email_verified WMSME Boolean, {F—{HMRKEISSBSFERM,

| e
1Y PR TE B AR E BT AN AT A BRPE 77 Connector , A{#f cpaas.io/idp.validation:
"false" , ACP{NalBERLELZM , (Bapkid discovery Ml LipEBMAE, Hit , BMENEEE
FIETYE , % Connector ] BETFAE.

admission webhook £ M E 7% Connector F#%[%1% annotation , FR BT AR EHIE)Z EIEK)
credential Secret #, [G4E7E)% B 1% annotation f¥] spec AFFE A Connector BB HITIES 1
Connector BIF., EX33kH Client Key ZAFWREIAIF , E1E T A% annotation ¥ Connector &
HEE ; AEEBERIESEIRN Secret, NE{F cpaas.io/idp.validation: "true" ; IEEL

VERRE AMIZ annotation,

ERFE] , BB IR EERIERAE R ALY EME R , REPTIT XA SR ERHRE
R ACP i . {X metadata B HTANREUERAIE % RAUF 11T .

| ACP &8 B T 7
FHEH YAML T 8EEL A controller (R INANERIAME |, 5120 issuerAlias: "" . JRE groupsKey:

groups Al insecureSkipverify: true .

o JB¥ claimMapping.groups ECEZAMRET. UBNIZ{THIAELY controller FRANKIRE

groupskey FA{EZH Claim %&#%28.
o ANE¥ insecureSkipVerify: false {EMUEPRE{HTHITFEL. 1Ea0 FFHAZ I Bk , BIEH
BT ASRUE_EFIES.

o BIAEFEN TR NERIRIERHENR , ENEARAELECRIERFET(ER issuerAlias .

Bk, BAABIERIT A

o OIDC A PLFERTNMIN MR R AR EERT. OIDC NMEHIEIL LDAP Fshalatiitt
RPREZE.

o EEMAFEMEE , FEIFHNERSEHFRES , UIRIEEHANA A,
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o 18X ACP i Connector MAFHTIEE , SREBIFAFPIFEHAMC AT,

 1%#% Clean up IDP users and User Groups & ii&4 iR ~AK S Connector —#2 &
18] Secret,

VE{E B ACP #2414 124E3, ACP product API 3T, E#:ER kubectl MIREE
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Connector, EMERTER. 1R %125V discovery

document , SAFERBE,
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S | L BAGHEERRER, M
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. £, Bt YAMLBEE
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{8 kubectl #f%& Connector
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EUESRHT B

FAFD token A5 2
5EAk , 1BFTE Claims
FROE KRR,

BRIk 5T A2H
Claim , {BiX B X
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ULEL,

B UER A ST
TR, (BIXESER
AR,
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email,
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T—2KE

#& ID token F1 Userinfo lgz , &
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X,

WARER K NETEIER , Ra
EIF ERRRR,
claimMapping.groups &

allowedGroups .

FfnA insecureEnableGroups:
true , EMRGHIZE Claim ZE8Y
FME , FFI0UE

claimMapping.groups ,

KB EIH/GM ID token F1 Userlnfo
Claims ; XyFAXAY |, EIXXSFRF
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FIERT , EFE—DALIPRAIN
ik, RAREEXKENA
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Q Alauda Container Platform
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Q Alauda Container Platform Q =

Alauda Container Platform > &2 > P56 > IDP > #HwEHEN: > BB FA

e
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G
S
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PR
fi% S

BfgRMAE , EFERIBIFE global EFHEHIFET R EPITHRIEWAFES MR A FE
S|

7/Bnro0

B E MR IDP H -

£ global LR HMEEATHIFE T R EPITUA T a4

kubectl delete users -1 'auth.cpaas.io/user.connector_id=<IDP Name>, auth.

cpaas.io/user.state=deleted'

B

kubectl delete users -1 'auth.cpaas.io/user.connector_id=github,auth.cpaa

s.io/user.state=deleted'

B E MR A
7 global S BHNFE BRI 11 A ARRBTIA T A

1. 7B PR

kubectl get users -1 'auth.cpaas.io/user.connector_id=1local, auth.cpaas.
io/user.state=deleted' | awk '{print $1}' | xargs kubectl delete passwo

rd -n cpaas-system

2. 751~

kubectl delete users -1 'auth.cpaas.io/user.connector_id=1local, auth.cpa

as.lio/user.state=deleted'
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Q Alauda Container Platform

Alauda Container Platform > &2 > BFP5f6 > B

F PR

N

Overview
Configure Security Policy

Available Policies


http://localhost:4173/container_platform/zh/
http://localhost:4173/container_platform/zh/

4B - Alauda Container Platform
Q Alauda Container Platform

Alauda Container Platform > &2 > HFP5fF6 > BFPEE > N3
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FARHEANAARE2R , UEEERR2MIHIITTEER S,
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‘ Overview
Configure Security Policy
Steps

Available Policies

Overview
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o AFIKSEE
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o AFIEM

o VilEEH]

Configure Security Policy
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Steps
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1. ZEEMSHAE , &7 User Role Management > User Security Policy

2. miiA LA Update
3. RIBFELELT SR
4. &= Update (R E %

I WARNING

RIZACE WA

o ARG BT R AR S AR

BUHZGE S R
- FANRBARERIRERE
ENERREN SR E AR E

Available Policies

Policy

User Authentication Policy

Password Security Policy

User Disablement Policy

Description
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- Fl RIBIE 15 R I8 A0 75 SR IRIE Y
- XL MIBRRSSAS (FlaneI @R T RRS2S)

EIRRALEK

BIRER
- SR E KB R T A RS YRS

TERAEH -
- BSRIEFEE A (120190 K) S8R
- RE TR I ER

BN ARNEERKS
- FEFEE MR NTLE KT A e iR



Policy

User Locking Policy

Notification Policy

Access Control
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Description
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0 Alauda Container Platform

Alauda Container Platform > &% > %/~ (RF)
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Q Alauda Container Platform Q

Alauda Container Platform > &4 > Z#HEF~ GAB) > NE

I

Bk

‘ Project
Namespaces

Relationship Between Clusters, Projects, and Namespaces

Project

Project B— M RIFIESE 8T , TIFAWFHNZHAFERZR. EF— NS NERNEENS
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o —/* Project FAILAEIE Z 4~ Namespace
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Q Alauda Container Platform Q

Alauda Container Platform > &4 > ZM/ (WME) > #H{EEm
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Q Alauda Container Platform Q
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2 DS

EE B AR ELRBETFAEH TG B TAAFR ¢ cpaas-
system . cert-manager ., default . global-credentials ., kube-
ovn . kube-public . kube-system ., nsx-system ., alauda-
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5B RBKNER , EEATERT A ECRIRECA. Rl FHDE R
— P ERZ R

Cluster

R RERTHERA LR,
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Q Alauda Container Platform Q =

Alauda Container Platform > &4 > ZM/ (WE) > #HiEEm > SEMBECE

‘B0 H B

AIERNEA T ACP NP & Kubernetes ] ResourceQuota , #4518 kAR S ELER
(ProjectQuota) , ProjectQuota AFZE[RH— AN E F A 65 & T8 ResourceQuota 2z
M, N B EEAMXFEERE |, BRF{NARTERHIEIEA & R T,

H=x

{+4 2 ProjectQuota ?
T

{aTBf{ A ProjectQuota
FCAnsE & AL

S BCARIEIIN

RIERESHE IR

{+4.2 ProjectQuota ?

o ResourceQuota (Kubernetes [f4) [RHEAN L TEIKNEIR (CPU, NTFE. MHR¥=E
%) . AxiltE. BEFMRL  ESE
e Resource Quotas

* ProjectQuota £ X T ESCEINM_EIR : HHE A 64 T/ ResourceQuota RFIATF
RBITZOM B X R s i fR 1)


http://localhost:4173/container_platform/zh/developer/building_application/namespace/resource_quota.html
http://localhost:4173/container_platform/zh/
http://localhost:4173/container_platform/zh/
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A= < : ResourceQuota fRHIE /4 iy 2 = (8] ; ProjectQuota fR&|— B H fiE v A
pSEIIN

TRl

o T{EMARINSF : 5oiE X% ProjectQuota , AAfFIEZI B ME NN ECEAN % TIA)K

ResourceQuota,

« {EFSEE : ProjectQuota @A TFEaME , BB T ZME KA ®HLTH.
o REPITTHENRT :
o FERIEEE & = EH) ResourceQuota B, & 21T HINE + HT At & RS R G
(540 limits.cpu . requests.memory . pods ) HKR&E , BiIFHKETE,

o (NUHMNBEE/NTHFETINA ProjectQuota FERBIRS , A ApxiEK., AR, TE
SUFELE IR [E 4R ER .

PUTHLED -

e ProjectQuota [RI1E 1S 54 Z5[6) ResourceQuota A] D ECAHIRIR (T BL) , MIESRENE
TRHERE. SSPREFEIBE 6% TEM ResourceQuota AFAE 2 EIE,

{a]B{$ F ProjectQuota

o IRMBITME/RESIE : HEETEHM CPUINTE/STETE , BAHE| R4 TE,
o ZHPNSKZIIRIME (#l20 dev / staging / prod ) HZEH— _EfR.

o [ILLECAURTS : FEME BRIF— A, B SRdn 4 <A BoRbe i () T Ak .

B eRse M AL

ProjectQuota X #F5 ResourceQuota HHEIHE B4 (IBER)

o TTEMRNE : limits.cpu . limits.memory . requests.cpu . requests.memory

o TETAER/MTFRITEL : pods . services . configmaps . secrets . pvc %
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B RN

o CPU (M 0¥ (20 2 . 500m )
o« NEEAFT (640 86i )
o XTRISHE(E BT

WNRETA i % = [B)% N AR BRI B 1S ProjectQuota R , ACP &fH IEZ M
ResourceQuota SIS A.

SECR IR N

o JLRENIMBLZRKHI®" (ProjectQuota) , FRHIFH A& dr & TEIA ResourceQuota , 7L
L HIAERINE,

o {REA 10% - 30% MRERANY XTIEEZEMY 48,

o EHIFE : KR IENERRBCAFFER DA ; RIHFRZ IR 4 T RIECET , FHARN A%
THE LR,

I%_I A IAJ'LI \
BRAER S Ha)H
o IR AR Linits.nenory WK , SERBHRER , A4 2

o B DBRNEELTBOXB ProjectQuota BEIRBIMEL . FRE D H thds & = RHIAC
B, HERITNA LR , BEAGATEXLE,

o [A] : FIZFT ProjectQuota , 1B TAEABNTTIFAE .
TEH{R & 65 4 T8 ResourceQuota HAENVIEF , HKEREER T AR

o X : ¥ ProjectQuota EIFANE A FIZHINE , HEBENN (TR/AFHE) MMESE
HEBIHT.
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Q Alauda Container Platform

Alauda Container Platform > %4 > ZM/ (WE) > #HiEEm > SEmE

BIEmE

AFERF AN SEHTEE W B MR AE S E BoF , sliismE .

H=x

FHRE EA(ER
BRI
Birss

BRIEDTR

EHTREEAEE

EHIEEMBENEREE , NERAFRAIEA.

BAELIR

1 AR B EHEARF , R EEHNME LK.
2. EEMSAAEF , REFE.

3. R LARHRIE > EHEAGEE.

4. B EE N\ B/RE FRANEIE

5. RTEH.


http://localhost:4173/container_platform/zh/
http://localhost:4173/container_platform/zh/
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llZI=

MR A P FRROTE .

I WARNING

B MERE , BB AR S AN RIS ERR.

BAELIR

1. EmE EEARF , R ZHERRmE £ 7R,
2. EEMSHAEF , RS,

3. RiTA_EARIRIE > BFFHE .

4. W NI B £ 7RI iR,
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Q Alauda Container Platform Q =

Alauda Container Platform > &4 > ZMF (MB) > e > SEmMBERH

EHIE &

ATEra AN BRI E R REX. R USRI BCE RIRATE | SishRe i Am]
W E > BCRI B

‘%l.l.l

B

Ir

ARIgERE
BAESIR
BIRER

BAESIR

NS
0y

IR

FRT A T B ARG B A BCH IR , SAshRE R AW E 2B RIR. B ERT TS
=

LI E RIFEA R SR 5z ThS

LR SFENER TR A IA AN

U HE NI E 7 [ R B R IRAY

YR ETE FEIRE TR LR


http://localhost:4173/container_platform/zh/
http://localhost:4173/container_platform/zh/
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g1k ¥t

[0 70 B AN ISR B R B H BRI AR

BRAEDIR

1. 7£ Project Management flEF , o ERMERNTE LK.
2. EEMSMAES , Qi Details,
3. Adi4a LM Actions > Add Cluster,

4. FERERFIREN AL LITME N RIRACA. TRCERNRIREE

« CPU (#%)

s W77 (Gi)

o T#E (Gi)

o PVCHE (1)

« Pods (")

e VGPU (EE#l GPU) /MPS/pGPU (#® GPU , #%)
o BIFHHR

l NOTE

o REEEHTPEET GPU N , ABERLE GPU RIRALHL.
% GPU &jE}: GPU-Manager 5 MPS GPU i , tha]IELE vMemory ECEH.

GPU #4y; : 100 NMEIMZET 1 MEEZ (1 pGPU = 1 4% = 100 4> GPU-Manager #% = 100 4
MPS #%) , pGPU #{; R BELIEE N EC. GPU-Manager 1 #{yNFET 256 Mi, MPS GPU 1
BRNGFET LG, B 1024 Mi=1Gi,

o RFERFIRARERA , NEGAAR TR XERET B o DARIE TR (E AR %A m]
RRIR , TTRABRS.

o WENWERMENERREROETEERN. SN RIERHNAE S T2 B R RIRNEN
A EE |, 2%,
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5. By Add,

BIRER

BIRSTE KIS,

I WARNING

- BERERE , BB IEEREREIRER TS RIR.
o YUEHBHRHERREN , TEFEGFFEN THRIR , BB RSN REBER.

BAELIR

1. 7£ Project Management flE|F , RHEBRERFHNIE LK.
2. EEEMS AT |, =i Details,
3. B A LM Actions > Remove Cluster,

4. 7E58 1 i Remove Cluster SHEIEF , Mi \EMIRNER LR , AR Remove 124 |
ROA] RIhAE PR e BE .
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Q Alauda Container Platform Q =

Alauda Container Platform > &4 > Zf/~ (WME) > #HEEm > SHEmMBERRA

EHIE AR

FIEFAMAMAEERE KR , BES ARG ECRBE ARG,

H=x

N
TSR
T

WEREFIES
S OIDC AF
B

BAEDIR

palil

FABR

BRI PUBE S A EBHTFE BN OIDC B |, =T A Ax B &k Hin % = RRIERENR
R, NECFARENAE  MMETER, HL2TREERSITAE. RTFECHR , 7]
1£ Users > Platform Roles > Kubernetes Roles T 8/j# R4 Kubernetes Role/ClusterRole
Fi@it RoleBinding/ClusterRoleBinding 43E %I B A5 /.

A R SR


http://localhost:4173/container_platform/zh/
http://localhost:4173/container_platform/zh/
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o WUFLKELE OIDC IDP K :
o« REESAEENTFERAENMBRR , BIF -

o DATFNESRM OIDC A
o J@T LDAP REHB
o ZASHBIAR P

« {E24 OIDC A FARMEIEMRB KA, (RIEAFCA -

o L4ECET OIDC IDP R :

o ATRMTFEMAZRIBI OIDC K=
o MBS TIERIEIK S B M
o BHRSER , BNTEEEER

o RGBOAEE AR PR YHERA RIS

BAEDIR

1. 7£ Project Management {1 &+ , SHEEERRINE LK.
2. EEMS A= R dr Members,
3. ;mify Import Member,

4. 1%+ Member List 5 OIDC Users,

NP EIESSIN

FAILS A\ 2B FE0EE R .

l TIP

ERA_EANA A SRR IHR RIER A P A THER .

SAEEAF

1. %3 Member List,
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2. \ilr Bind TR | EEENSEAFTERFNAER.
MRABFEMLZTIA , 5 M Namespaces THI BT,

3. miff Import All,

1. %4% Member List,
2. B B EAEEFE— N REZ NP,

3. milr Bind TSR | EERELEAETRPNAR.
MRABFEMLZTIA , 5 M Namespaces THI BT,

4. 5if Import,

S\ OIDC i f

1. %&#¥ OIDC Users,

2. _ify Add BIZRRRICR (ATZIRERARM) .
3. £ Name FEHi \IE1d OIDC IAERI A 4.

I WARNING

BHRAFPEXMNEEE OIDC AL ANAEMIKS , BNERERY.

4. )\ Roles TR HIEFEA A,
MRABEEGLZTE , BN Namespaces Ty AP IESE,

5. | Import,

SABZE , BADEE :

o TNH M RIIFRF MR

 Platform Management > Users F 1] 2

o KIRBARA ", BEEIENERIFIE
o BERIRILHINEFRIESEH#H



/IE(-:]EIJ\EJﬂZ 2 \lauda Containe atfol

T IRIE AR AR EAN R .

BRAEDIR

1. 7€ Project Management &+ , SHIME LK.

2. FE LM S A R Members,

l TIP

1 ¥ RIEZ R T 11813k Name, Display name I User Group #i%a% 5.

3. R EHIEA 555/ Remove,
4. FER RSP EAEP AL .
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Q Alauda Container Platform

Alauda Container Platform > &4 > it

N

SRR
BAELIR
BERER


http://localhost:4173/container_platform/zh/
http://localhost:4173/container_platform/zh/

48 - Alauda Container Platform

Q Alauda Container Platform Q

Alauda Container Platform > &£ > ®it > '8

I

FEMFITTRER M S A ARG T 2R KRR ERFFHBS RHREICR . XA TENTA
RIALR | FARERARIREERE . B RE XN AR HABSUSA AR,

BT ET , BT PARER Kubernetes &8P EFHATE |, A1F -

R E R RN SRR AL T A

WEPIT T XLEE (RGAHEAF)
ERTESMHHFAES (520 POD 2EEH)
EHER (SRR

o BFEBNME (EHNSERS

o AABRMECT (EfT. Mk, EERE) RHLER

H=x

FoiR KM
BRIELSIR

RREGR

FeRFAF

o BHKSWARAEFAEEKFEHITIR,


http://localhost:4173/container_platform/zh/
http://localhost:4173/container_platform/zh/
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o MINEEKIT HERS . EHIFRFERNE M ACP Log Essentails, ACP Log Collector
F1 ACP Log Storage ¥@ff.

l Note

[H°4 Logging Service KRIAIRFAIISRE=A 2 FAAR , Al Logging Service ISXASINAE(E R34
SIS SFEEAE Logging Service 7,

BRAIEDIR
L A SRR | ik
2. AR EETIoh YRS

o MAFARME  ERCERFERAANRELR
o RUURME : BRRBUMEICT (BRIEERL system: FFK)

3. ELEE WK ARATRSE R4

BRM %579

RIEE BEBNA P L RAAKE LR (BIA: 20 )

AR BERTY (R, EE. B, WHE. IR, SUE% EBNA: &%)
3t FHRMEREFTERISERE (BOA : 23 )

FIRT FHRAESRRIAR (BA - 29 )

TR&R FHRERIRMATR (SHFEIHER)

4. (Al 8RR

l TIP

o £/ NETEE THRAEREHTESCE (B0OA © &izsesnst ) . EATRUEETLTIEERE E X
B E)ER .


http://localhost:4173/logging-service/zh/
http://localhost:4173/logging-service/zh/
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o RETRIFTEIAFAEFEZREGR.
« RESEEVFEERTEA .csv X,

RRE

RAERERUTEE !

e A

BRIEE BREFENRA P ERAGKS LR

BRIFZEY BRIEE (B2, R, MR, B, ER. #IEF)
RIRBFRIZEEY BT R E R IR 4 FRANZERY

S P E IR AT AR S 2

fin 4 2= [A) BT E RIR AT AR 6 42 = 8]

& P IP FTFPITIRAERE i 1P it

BAELER BT APIIR[EIRSAHRELER (2xx = BN, Hfth = KK)
HBRAERSIE] BRAERIRT AL

o] R FE R, 7 TIHEE BET L JISON AEB B HITHCR
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Q Alauda Container Platform

Alauda Container Platform > &4 > =N

&N

ik
SERA
RESB
SBRTELEE
RS


http://localhost:4173/container_platform/zh/
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2% - Alauda Container Platform

Q Alauda Container Platform

Alauda Container Platform > &Z > =l > &I

R

ACP Telemetry 2—MFEMRS , ATWESHNE NSRS ELss. BRERGIER

3 _H{£ZE Alauda Cloud 375247

Bk

SRR
THIDIR
ERELEY
iZlE=

STiRK1HF
THEHT , BHAR

« Alauda Container Platform 37 & 8 F A

o global &£ # A& T EXMIRIAES]


http://localhost:4173/container_platform/zh/
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2. AN S A s Marketplace > Cluster Plugins
3. ZETREB S A= 4EHE global & 5F
4.38Z ACP Telemetry & EEE

5. mir Rk DARRE T

ERESEHE

1. ZEA NS AL S35 System Settings > Platform Maintenance

2. it 7EEOEME (K TH IS R4

LR

1 IRBIEIRETHIPIR 1-4 E it
2. Ry EpEk RIS SE
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Q Alauda Container Platform Q

Alauda Container Platform > &4 > W8

UEF

B3I, Kubernetes iEF5# cert-manager OLM iE$

R RHF AT


http://localhost:4173/container_platform/zh/
http://localhost:4173/container_platform/zh/
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Q Alauda Container Platform Q

Alauda Container Platform > &£ > B > B3k Kubernetes iF 5 #k

B53zh{k, Kubernetes iEH 4%

AIEEIR WAL ACP K. THRAGITEIETRM , B3N ER P Kubemetes
e,

l CAUTION
{NAEFEUE P BT{E S

Kubernetes iIERBENAF K 10 £, SRANAGE , HHEIRAERREZ A5GHHED : kubelet iE
F5/ 91 X, = FHEMEF A 365 K.

BahEITAE T APl server Fll kubelet 404 |, XOJRESHIMERA] BN S TERE. MR H#
AR 30 # , A ETAEAS A NotReady , H Pod A[BEAHIKE.

RANFBRUER I | EN RIS

B=x

£
L=
WEHEE
BITRE
mIEPRE
TERE
BHIRAE

BAEEEEM


http://localhost:4173/container_platform/zh/
http://localhost:4173/container_platform/zh/
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e
WSRAERH | THIRR.
.
TR

¢ On-Premises &£

» DCS &%+

=1

UF B BOAERRE . EHMERASFNEPREENLSITRE , FHRECENARE
BUEH.

UEPHIRE

UEH BHHA AT A RE G BT[] s
I E 8760h (365 XK) 1752h (IR 73 X) KXk a4 292 X
Kubelet 2184h (91 K) 720h  (FH 30 X) BRFEH 61 K

FRINARER , YFRIREHHIIDT 20% 55 30 KA (RARXBIRKERE M) | IEDAHER
1T, XX N TEHIFEEREREL 292 X |, P& kubelet IERBZEA 44 61 X. KFRES(AIATHE
R—xKeEREMERES. MRERDEE , WRENSITREALE,

BITRE
" BhiAME ji

KEBR 24h PREBRE 2 [ARE)6R.


http://localhost:4173/container_platform/zh/extend/cluster_plugin.html

B3t Kubernetes IEF548#k - Alauda Container Platform

RE EOAME i
2537 kubelet % FuiES B2 FIBTEIT kubelet.conf 3|FARIE FUmIES.

mE TR E

EHIZES AT S, NKEFA Go M time.duration &3 ; WE{ER/NES |, 5140
8760h 3% 720h (ZA&EXTHF ns . us. ms. s. m M h S8

£ AE R
o _ HIE T EESERE R
controlPlaneCertificateDuration 8760h
R,
- fim A3 EE RS TR
controlPlaneCertificateRenewBefore 1752h N
BIH.
27 kubelet iFFHiEKA K
kubeletCertificateDuration 2184h
R,
fim& kubelet WIFPEITHIRIS
kubeletCertificateRenewBefore 720h N
BIH.
checkInterval 24h FREPHE 2 [B)8B]6E.
BABL5T kubelet.conf 3
enableRenewKubeletClientCertificate false

RIE FIGIE.

T E L AAIEM , VB 1E global SR YRIEMINA ModuleInfo . A spec.config &
SXIFHIACERI ; cert-rotator valuesTemplates ¥ XLEFEGMRETEIIRHIZSE M chart
=
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spec:
config:
controlPlaneCertificateDuration: "8760h"
controlPlaneCertificateRenewBefore: "1752h"
kubeletCertificateDuration: "2184h"
kubeletCertificateRenewBefore: "720h"
checkInterval: "24h"

enableRenewKubeletClientCertificate: true
FREE RSB FF 1 TR

kubectl get moduleinfo \

-1 cpaas.io/cluster-name=<CLUSTER-NAME>, cpaas.io/module-name=cluster-ce
rt-rotator
kubectl edit moduleinfo <MODULEINFO-NAME>

BREHKHFEG YAML ZRMECE |, BSRERHR. BHRENEITRESNME T H M AIES
BEH. EREEINE SR TE YA RFNES.

TR

MR BB MIES.

WEPCHF IhgE TR
apiserver.crt kube-apiserver [R5 25IE+H PEFETT S

kube-apiserver () etcd F)% FimiE
apiserver-etcd-client.crt " P EHIFET R

kube-apiserver ij[a) kubelet )% P

apiserver-kubelet-client.crt L EEHIFET R
WEF
kube-apiserver ifj[a)5R & APl R%-25
front-proxy-client.crt e HFET R
& PUES N

etcd/server.crt etcd IARS 2HEPH P T


http://localhost:4173/container_platform/zh/extend/cluster_plugin.html
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WEP IhAE TR
etcd/peer.crt etcd A A BT SIEEHAER EHFET R
/root/ .kube/config, admin.conf, BT &EREEK kubeconfig % ~ . .

_ s P T
super-admin.conf vimuEP

kube-controller-manager [ N .
controller-manager.conf PEHFET R

kubeconfig FHIE FigIEH

kube-scheduler ] kubeconfig FH%&
scheduler.conf e J PEHIFET R
FPUmiEH

kubelet.crt kubelet ({1 AR %22 UFH BT R

kubelet f1%& FimIEP (9 kubelet.conf
kubelet-client-current.pem ( iR

31 /H)

FeHLMAT

1. MEBIEPREE

ViR AN ENB BANERMITTHIE. AT XEEREFHAETI LR T |, Bt
RN XHRIRERERNE. At , REERT R L NER Pod , FHEBIUEBE
3%, 1§ Pod BEBIZEMXEE. IEREEEREE— XK. WFHFREE (B2, ZUHARTE)
{RTE1E ConfigMap cpaas-system/node-local-certs-<node-name> ", JN%EH CAEP
{FfE1E Secret cpaas-system/kubernetes-ca 1,

0% S L oe St

UEHM) notBefore F notAfter FEFRRNAVHI. BIAMBEAT , BRIREBHIDT 20%
5% 30 REF (ASCREIMBME ) | afdAik. HHRaX SN AR ENEITR
&, Bt , BRENE. RIEPRNASHSTHRFSNBEARR , HaXHHITEIT.

. FRHRBAS
FERBANEBSMALLIENSY, MR FSIHEL R HRIE LIS N Za5E
&, URE R BIMAPA IS, XAT AR LE R4S 2 MER T SBUBEREFIZTR
AR
A ARHTIES
HRIAEFF AN CA SEAMINED. RMERSERRT R EAIE— MRk
Pod , FHEBMEREBER , PMEURIEAF BRI,
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5. ERAH
TEER :

e kube-apiserver : FEEFUMBINER. EEHE , EAEHMERHEATEIRES
(B —E | (VHENTMER |, TTATESMNIREEHE)

o kube-controller-manager : 22 /5AEEFMNEK kubeconfig 3CH.

e kube-scheduler : FEERFAEFMEL kubeconfig 3L,

o kubelet : FEERUEFMBARSZES.

BERAE  mMEMERS Pod ) YAML STEHRANERR , PURA kubelet 412 Pod. EEJT

kubelet , ¥E{FF hostPID is true FHFHNIXHERS: , FEB ST IEIT "systemct
restart kubelet",

B SN :

o Etcd AJABSEFMBGES.

o I+=z =
BAEEESEm
MR kubelet FERMEAMELTRERE , TEEIFRHIED , WFEFak
BRAE RIDIRFANEATUER.

BATIA N i & F LTI

cert-renew --ca-cert <ca-cert-path> --ca-key <ca-key-path> --days <days>

<certificate or kubeconfig 1> <certificate or kubeconfig 2> ...
4N , 44T kubelet.crt

cert-renew --ca-cert /etc/kubernetes/pki/ca.crt --ca-key /etc/kubernetes/

pki/ca.key --days 91 /etc/kubernetes/pki/kubelet.crt

BEITAT S TEIHHER cert-renew TH :
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curl "$(kubectl get services -n cpaas-system frontend -o jsonpath='{.spe
c.clusterIP}'):8080/cluster-cert-rotator/download/cert-renew" -o ./cert-r

enew && chmod +x ./cert-renew

WA PAFEL renew-all.sh , PAEOTH R EMIBIES :

curl "$(kubectl get services -n cpaas-system frontend -o jsonpath='{.spe
c.clusterIP}'):8080/cluster-cert-rotator/download/renew-all.sh" -0 ./rene
w-all.sh



cert-manager - Alauda Container Platform

Q Alauda Container Platform Q

Alauda Container Platform > &4 > iUE$ > cert-manager

cert-manager

FNEFDE BhERE Certificate for cert-manager

cert-manager £ —/NJR4H] Kubernetes iEPEIRITHIES , T certificate WIREBINERM
FEHR TLS uEP. Kubernetes SE#F VL BHER cert-manager KEEE( K TLS EF
HiRBEEL,

H=x

Overview

How it works

Identifying cert-manager Managed Certificates
Common Labels and Annotations

Related Resources

Overview
Cert-manager 833 Kubernetes B X &IREN (CRDs) EIFRRIA 6 EH :

 Certificate : ' X FESIHENER
« Issuer/Clusterlssuer : & X UFPAE

« CertificateRequest : FITAMREIFRESRKINIBEIR


http://localhost:4173/container_platform/zh/
http://localhost:4173/container_platform/zh/
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How it works
W certificate ®WIEAT , cert-manager 2E3)

1. A FLEAFNEPRE & EK
2. NFEE M Issuer FREXE & HIMET
3. BIEPFNFLERTEESE Kubernetes Secret &1

&k | cert-manager £ SISUEBHBEH , FEERIHIRTHITER , DAHRIRS 540 A
M,

Identifying cert-manager Managed Certificates

B cert-manager ‘EIRHIEPEXTNVH Secret RIREHERIA kubernetes.io/tls , FHABEEE
RIPREEFNIERE.

Common Labels and Annotations

cert-manager EIRH] secret WIRAE B LUTHREMEAE :
HREE

e controller.cert-manager.io/fao: "true" : #rRiX Secret B cert-manager B2 , 3F
B HIZS IR Secret ZR77.

VAR

e cert-manager.io/certificate-name :iFFHZHR

e cert-manager.io/common-name : UFPHIE LR
e cert-manager.io/alt-names : iﬁﬁﬂq%ﬂqﬁﬁﬁ

e cert-manager.io/ip-sans : UEPK] IP bt

e cert-manager.io/issuer-kind : WFPiAZLR
e cert-manager.io/issuer-name : WFPBINEEBFR

e cert-manager.io/issuer-group : JUAZEH APIZH
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e cert-manager.io/uri-sans : URI F @ HLZ#K

Related Resources

¢ cert-manager Official Documentation ~


https://cert-manager.io/docs/
https://cert-manager.io/docs/
https://cert-manager.io/docs/
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Jo
1l

Q Alauda Container Platform

Alauda Container Platform > &% > WFH > OLMiEH

OLM yFH

F& Operator Lifecycle Manager (OLM) 4H 4 UEH——A13E olm-operator . catalog-
HHAZBINEE.

operator . packageserver Fl1 marketplace-operator

WL I H ClusterServiceVersion (CSV) X359 € X7 webhooks B% API services [{]
Operators B , OLM £ B34 e T B ES.


http://localhost:4173/container_platform/zh/
http://localhost:4173/container_platform/zh/

WER 4% - Alauda Container Platform

Q Alauda Container Platform

Q =
Alauda Container Platform > %&£ > WP > wEHKiw
-I'IE:FJ”/_ YA
Cluster Enhancement *) Kubernetes & 270 {f B IE PRI A58, WMIsSEE T
1. Kubernetes A¢FUF+ , BIEEHITFEA kubelet fR S 28/% Fif (£33% kubeconfig %& /-

v e )
2. E B ITHAERES |, @R EREZAIA kubernetes.io/tls P Secret ST,

3. kube-apiserver SXfr{FEFARIIRSZED (BIEATEARKASEEIMED)
kubernetes Endpoints %HX

, B (A)

B P EEA M S A 4R\ Marketplace > Cluster Plugins , £ &1 5 fEPEILHR
#£ Cluster Enhancement,

Bk

IEFIRE KT
NESEAN

R

Kubernetes JF P45

=

SEAMRPRER L

UEHRE T

AT PUBISFERR certificate_expires_status BHRUWFPHRTEEPRS. AJRUBIITERR
certificate_expires_time EEIUEPHIITEARTE.


http://localhost:4173/container_platform/zh/
http://localhost:4173/container_platform/zh/

WER 4% - Alauda Container Platform

ATAE IEBRE FEm R ER YRREHREAT NG, R FEmF , FA EH
SRR, SME SR > SR8, SRR ABEA HiT SR,

AT
NESENN
Cluster Enhancement I2tNEEZHMN cpaas-certificates-rule , AIERATFEZE .

Kubernetes JF &2

FL R
Kubernetes iEBRIEIHR (/F 30 X) <=30d , $54% 1 5 &
Kubernetes iEHRPR TR (/D F 10 X) <=10d , 4L 1 5 =
Kubernetes WEB 213 HA <= 0d , #F4% 1 04+ =1
FAMREpEE
R KA
THBAHERRIEER] (4F 30 X) <=30d , FFEL 1 04 Hh

FRAMHERRIHIH (DF 10X) <=10d , 74 1 04

i

FAEAMHEPRE T <= 0d , #F4L 1 59 e



3 SE S ]ajiE A TLS IE - Alauda Container Platform

Q Alauda Container Platform Q

Alauda Container Platform > %4 > WP > BRFEEaE TLS uEH

|~

B avaebg TLS uEH

l INFO

X$F ACP fRAS v4.0.x , ERIRICAM IR AIRIEDTR | NAIETEHMERER (KERETHAR
E) FHITHRIARE.

B=x

HIIR &A1

BAEDIR

AR 51

o —Xf TLS WFBREFLR.

BRAEDIR

1. £ global &£+ fK){E£— control-plane Tt , S ACP &ttt Fr{E BB TLS uE+H
#1h :


http://localhost:4173/container_platform/zh/
http://localhost:4173/container_platform/zh/

IE AL TLS WET - Alauda Container Platform

kubectl get certificate -n cpaas-system dex-serving-cert --ignore-not-f
ound=true -o yaml > /cpaas/dex-serving-cert.yaml
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o/tls.key -n cpaas-system
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