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receiveInterval: 300
transmitInterval: 300
detectMultiplier: 3

24) SRR )

SMNERHIALR 1P BRI R LU T 54

o SNERHIMEARS AT AT REZR (L2) HEK,
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IP WIS AER , BEAREEEESYBEMEH S EEAK 1P, Flankx IP,
MISEEFERANMLKESE , BFF Cluster CIDR, Service CIDR, FM%,

FERBIET | MfRE—DSMEE it F B Z4E 1Pv4 M IPv6 it , BRERBER KT
0. &N, Wik LoadBalancer ZEAYEPFRIK IR TUiE Ak ERSMIR (R

1£ IPv6 FMEAF | 1T B DNS WIS HF IPVv6 ; BRI, JToiAmThEE Alauda Container
Platform Load Balancer 4.

I FENE MetalLB Operator

A PUE S Alauda Container Platform Web %] & 5] Cluster Plugin %3 Operator,

1. HI{¥ Administrator -> Marketplace -> Cluster Plugin
2. i\ XEEF Alauda Container Platform Load Balancer ,
3. Rl ¢, ARl Tk,

4. ZETAE, RE |, RRRE B,

AoE2R s

¢4 Alauda Container Platform Load Balancer Cluster Plugin J§ , BJ%7f MetallB HEMN®
FPECEAGRE KRBT metallb-system fBZTHEF. MFXTIRAFFFE , Cluster
Plugin £7E%3EBIE ; controller ¥ speaker AR E I RIREHE,
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apiVersion: metallb.io/vilbetal
kind: MetallLB
metadata:
name: metallb
namespace: metallb-system
spec:
controllerNodeSelector:
dedicated: ingress
controllerTolerations:

- key: dedicated
operator: Equal
value: ingress
effect: NoSchedule

nodeSelector:

dedicated: ingress

speakerTolerations:

- key: dedicated
operator: Equal
value: ingress
effect: NoSchedule

controllerNodeSelector #1 controllerTolerations 31&FF MetalLB controller
Deployment, nodeSelector #1 speakerTolerations J&fF MetalLB speaker
DaemonSet, ZHATELT , XLEFE AT , Hitt MetalLB A& B2 EAERSMAIT M.

f£ Layer 2 #5xF , L2Advertisement.spec.nodeSelectors FCLE REMLL speaker AJLLE
& VIP, BFHES MetalLB A ELLL IngressNginx.spec.controller.nodeSelector
REF—2 , DA{FE speaker §E1% )A1=1T Ingress Nginx pod KT B s VIP,

ks Fed il

£ MetallB BENRIELRE spec.logLevel , BAJE%E controller ¥ speaker B HEE
&R

spec:
logLevel: warn

TEFMWERFE all . debug . info . warn . error F none . BXIAEA info .



Alauda Container Platform fazk34142% - Alauda Container Platform

F2% MetalLB Operator

Alauda Container Platform Load Balancer £—4 core . CARER—RFE , AX5F
FALFER , R TTE AR TEEk B R, B XImEda EHAZER | 5% Core and

Extensions,

rIAR =
NGINX® £ FS, Inc. 30 & SR M 7 E AR,

MetalLB™ 2 The Linux Foundation 4R,

Alauda ¥ T {HVET. A7F=5%-5 The Linux Foundation X F5, Inc. j%48 X8t , hxFKEEIAT]
%), MAERMRYBEESERBEENE , AMUBTIRREK.


http://localhost:4173/container_platform/zh/overview/core-and-extensions.html
http://localhost:4173/container_platform/zh/overview/core-and-extensions.html

Alauda Container Platform Ingress Controller - Alauda Container Platform

0 Alauda Container Platform Q =

Alauda Container Platform > W& > MZ&%i%{Ezs > Alauda Container Platform Ingress Col

Alauda Container Platform Ingress

Controller

B=x

7R
T
BT Web 56 & HCE
Bid YAML BCE
Ingress 7 A
LT AT 65 4 TIEF Ingress B IngressNginx
BEE QMRS E 45 4 ZS1A]F Ingress f IngressNginx
1B1Y LoadBalancer &
5% Controller SpZE 5B
SSL &%
IPv4 F1 IPv6 S35
HA TR
557 Chart HEVAEZESR
FIARFEEA

iR


http://localhost:4173/container_platform/zh/
http://localhost:4173/container_platform/zh/
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Ingress Nginx Operator AT &, Ingress-Nginx E3EHKSHKEIE. I, Operator BT
Ingress-Nginx SREIKERE , BCEFAEIRAE. HaafTRMINT © Ingress-Nginx Operator 4§
LSRRI, ingressnginxes.ingress-nginx.alauda.io (IngressNginx) BIEE N TR ,
HABNETE XM IngressNginx FIREShEEXTV A Ingress-Nginx 341, @I IS4 , ATIA
EHEHRAE IngressNginx BE X IR , BAIEH) Ingress-Nginx RIZIREFIAT AL,

rE—iﬂgg
1. Ai4¥ Administrator -> Marketplace -> OperatorHub

2.3 ZF] Alauda Container Platform Ingress Controller , #RAfgmii Install

B3 Web =% & fcE

FAVE S B P REEHEARCEER , FARERAENN YAML, SSTEERMECE |, #RaTL
BH#EYwiE YAML,

STA¥ Ingress Nginx Operator &3 f5 :

1. J4F All Instances TR

2. ;i create , REEBRINXFIEIEFTLE IngressNginx Instance Type £§4) , Fmdr

Create
FEL [ YAML %1%
Ingress Nginx 324
LR .metadata.name
A1 FR
\ Ingress Nginx 345
RST8] g '_\_ﬂg .metadata.namespace
F)en 4 =5 6]
n Ingress Nginx ZpZ&
NS = .spec.controller.replicaCount

R4 %R

e Ingress Nginx ZpZ&
TR .spec.controller.resources

B IR SRR I
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FE g YAML %12
. Ingress Nginx ik
AR %5257 .spec.controller.service.type
i
I IR G \
. X .spec.controller.scope.namespaceSelector , i
Ingress S0 PRIl

Z:%) ingress-shardin
Ingress &R ° ?

B YAML ficE

FIABIT , Ingress Nginx Operator £7EAAL IngressNginx B 5E SRR FTERIE — 4 25 |A)
Fh¥R2 Ingress Nginx 324,

Ingress o0

FINMEAT , ST BRIEEH IngressClass & FREFRFEE (LT IngressClass i Ingress

Ingress Nginx 4R T 54 Z5[AF Y Ingress IR, #RATA{EF
.controller.scope.namespaceSelector YSLfIfREIEISEMLZETES . FHlEn , LT

IngressNginx &8 demo-scope {NAMIETHEHIRE cpaas.io/project=demo Kar& A K

Ingress,

BT A 4rZ B Ingress (] IngressNginx

apiVersion: ingress-nginx.alauda.io/vl
kind: IngressNginx
metadata:

name: demo-all
spec:

controller:

nodeSelector:
kubernetes.io/os: 1linux

replicaCount: 1

B AMIBYETE 45 & ZS 18] Ingress (] IngressNginx
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apiVersion: ingress-nginx.alauda.io/vi1
kind: IngressNginx
metadata:
name: demo-scope
spec:
controller:
scope:
namespaceSelector: 'cpaas.io/project=demo’ e
nodeSelector:
kubernetes.io/os: linux

replicaCount: 1

@ HKIBTF SLABLE_KEY=$LABLE_VALUE

1833 LoadBalancer &&=

FHABILT |, Ingress Controller BR & 1 ClusterlP Service 258!, £ Z{#F LoadBalancer
Service 7E4MIF & Ingress Controller , iFN AU TELE :

l NOTE

LoadBalancer Service FFESMP BN ER (=12 LB 3k MetalLB) K4 ACMED 1P,

apiVersion: ingress-nginx.alauda.io/v1l
kind: IngressNginx
metadata:
name: demo
spec:
controller:
service:

type: LoadBalancer

{$ 3 MetalLB BF55E LoadBalancer VIP :
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apiVersion: ingress-nginx.alauda.io/vi1
kind: IngressNginx
metadata:
name: demo
spec:
controller:
service:
type: LoadBalancer
annotations:
metallb.universe.tf/loadBalancerIPs: '192.168.2.2'

metallb.universe.tf/address-pool: 'pool-name'

5% Controller EfZ18 &

ALEMBR, BIA, BERS, TREFENEREL

apiVersion: ingress-nginx.alauda.io/v1
kind: IngressNginx
metadata:
name: demo
spec:
controller:
hostNetwork: false
replicaCount: 1
nodeSelector:
dedicated: ingress
tolerations:

- key: dedicated
operator: Equal
value: ingress
effect: NoSchedule

resources:
limits:
cpu: 200m
memory: 256Mi
requests:
cpu: 200m

memory: 256Mi
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nodeSelector F tolerations XEIEH Ingress Nginx controller pod BAERIE. BOATE
T, Ingress Nginx controller AR Z{EAITA.

SSL &E{%

JAF SSL BIEThRE

l CAUTION

J2F SSLE1E/R , TLS &RiR& 1t , F L7 TheE (HImEsRMaNARKIE{E. WAF, HTTP F|
HTTPS EEH AR FLESHIUERFTE) ~AAN AT controller ERILETRE.

apiVersion: ingress-nginx.alauda.io/v1l
kind: IngressNginx
metadata:
name: demo
spec:
controller:
extraArgs:

enable-ssl-passthrough: ''

IPv4 F0 IPv6 XAk F

apiVersion: ingress-nginx.alauda.io/v1
kind: IngressNginx
metadata:
name: demo
spec:
controller:
service:

ipFamilyPolicy: PreferDualStack

HAB BT IR
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IngressNginx &AM .spec FEEIEXLY Ingress Nginx i Helm Chart values , £13F
.spec.controller.nodeSelector F .spec.controller.tolerations . B xHMECE L

W, EZME 7 Ingress NGINX 3244 7,

5E7A Chart KEOABER

1. BMERT , 81 IngressNginx SKEIEFSBIZE—NRFRA $ns-sname H controllerValue
A ingress-nginx.cpaas.io/$ns-$name P IngressClass, A]JRA{E R
.spec.controller.ingressClassResource.name #M

.spec.controller.ingressClassResource.controllerValue éﬁﬁgfﬁ)\{ﬁ‘%ﬁo

2. MBI, .spec.controller.service.type ®EA ClusterIP .

3. BMESRT , .spec.controller.watchIngresswWithoutClass ®EA true , XEKE

controller ¥4 IR KFERE IngressClass ] Ingress &R,

ANl
NGINX® & F5, Inc. f£EE Kk HMER X KEMER.
MetalLB™ 2 The Linux Foundation 4R,

Alauda BTN, AF5%-5 The Linux Foundation % F5, Inc. 88 <8¢ , kIR EREIAT
%8, MERRYBEESEREENE , AMNBTIHRE K.


https://kubernetes.github.io/ingress-nginx/
https://kubernetes.github.io/ingress-nginx/
https://kubernetes.github.io/ingress-nginx/

Alauda Container Platform Gateway API Controller - Alauda Container Platform
0 Alauda Container Platform Q =

Alauda Container Platform > W& > MZ&i%{Ezs > Alauda Container Platform Gateway Al

Alauda Container Platform Gateway API

Controller

B=x

Wiz
BeH
HXBEENLRIR
Operator HXHE E X RIR
Gateway API AAXHIEENRIR
Envoy Gateway HZE M XA E E XL EIR
BT Envoy Gateway Operator %3 Envoy Gateway
B &M
R
$IR 1 : ¥ Envoy Gateway Operator
HIR 2 - [FRHEFRZNAE S EnvoyGatewayCtl
#id YAML figE
1813 EnvoyGatewayCtl # TS KELE
- B EREE
T
FIAREEA


http://localhost:4173/container_platform/zh/
http://localhost:4173/container_platform/zh/

Alauda Container Platform Gateway API Controller - Alauda Container Platform

iR

{#f envoy-gateway-operator BITFEBEKERIFEIEFNESIE Envoy Gateway, TEHRH
E N EBEFIZ{THSF4EFE EnvoyGatewayCtl . GatewayClass . Gateway .

EnvoyProxy ., envoy-gateway instance F0 envoy-proxy instance ,

envoy-gateway-operator Y§_LjiF envoy-gateway Helm chart T4 Operator , &0
PUBIE EnvoyGatewayctl BHENRFEUFIRAXARZIBPEMEIE envoy-gateway
instance , MITHEEEHE chart SVE R EHREIR.

£ ACP 439 , envoy-gateway-operator ¥JH7T _LJ§ envoy-gateway Helm chart hias
1.7.0

BHXE ACP JRAZR KM Gateway APl CRD A , 55 % Gateway API CRD ffZs,

T Operator HF&4HF , AL A& —RIBEmMFEK , NMEDFh4EF Envoy
Gateway LIHKNEHAETT4H.

B3 EnvoyGatewayCtl , BHAEANIBIFAEFEZEMEIE Envoy Gateway A A,
T XS A EnvoyGatewayCtl fg , WEIRER T —SHSIL KRS |, 4REFECE
Gateway . Route F Policy ,

23

AR I{EB/RT envoy-gateway-operator . EnvoyGatewayCtl . GatewayClass .
Gateway A EnvoyProxy RMAHMELAE , PABREFEIE Envoy Gateway & HEEF@E.
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EnvoyGatewayCtl

(envoy-gateway-operator)

Alauda Container Platform - -
Gateway API Controller -

ref-to
create _

7
envoy-gateway instance } GatewayClass

create/config

ref-to

Deployment

(which handle traffic) CR

envoy-proxy instance }

. ¥ envoy-gateway-operator FHI#E EnvoyGatewayCtl f5 , operator &EZE envoy-
gateway instance FFBIEARNV] GatewayClass ., GatewayClass MHKIZFREE
<namespace>-<name> &I, HEFREARBIZE envoy-gateway-operator #p4ZS|a)+
{#F cpaas-default , XtZE Create EnvoyGatewayCtl TMEAE_EFASEFTHEARLE.
FEMIET , £ GatewayClass k] envoy-gateway-operator-cpaas-default ,
&1 EnvoyGatewayCtl MIAp4E FT[RAIFILFRASEVAME— , RIELFAENM catewayClass
ZROME—, GBI cateway Y , WERWAFELM catewayClass , DUHE A
envoy-gateway instance XTHH{TEIR,

. BIZES| FAilt, catewayClass M Gateway f§ , envoy-gateway instance J§3HZ%
Gateway . AN Gateway JEIE .spec.infrastructure.parametersRef 5|7
EnvoyProxy , M&{ERIZ EnvoyProxy IZHIJEE envoy-proxy instance HIEREF
.

.3XJ5 . envoy-gateway instance &TAECHEIEMN envoy-proxy instance , JFE1E
ABHERFE , % Gateway LIEENRE.

XA PAGUZE HTTPRoute . TCPRoute . UDPRoute . GRPCRoute BY TLSRoute &J& ,

FRHEKIKE] cateway , PAE MERILEARARIELE Ein Services AR, Fba]
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A
&
=
W
&
(]
o
X
=

PAKEE clientTrafficPolicy BY BackendTrafficPolicy ZHERE

1TA.
MRBEENRIR
LT BE X RIRS & Envoy Gateway HIEPEFIREITARLE.

Operator KB E X RIR

BE X &R E1i1%
EnvoyGatewayCtl ITHEBEE envoy-gateway instance MRIEFE.

TS, FHNBNENERFBE EnvoyGatewayctl HBEEA envoy-gateway

instance .

T Ekins , EnvoyGatewayCtl EARFEER—EHFEEL A envoy-gateway
instance #RIR , RAINSRISHIFIFRE | B2 XAARRKEIEEL 7.

Gateway API FHXHIBEE X RIR

LRI AR P R VR, BIERE M AR, ERMILACHEAZ R , AEIR
AR FRIGPLE SRR

ERBE i

GatewayClass . .
440 envoy-gateway instance NWEIRHfLL cateway &R,

/
ENX=AEAREAM :
1. GatewayClass 5| f§ - I .spec.gatewayClassName 3|FBiEHt
Gateway H] GatewayClass

Gateway ~ 2. Listeners BCE - @it .spec.listeners EEATAMERENEO. FH.4
F TLS WEH
3. Bk iES ¥ - B .spec.infrastructure.parametersRef 3|

EnvoyProxy , BCERIA. WIREFEIEMT
Route ‘&g 7 AFE HTTPRoute . TCPRoute . UDPRoute . GRPCRoute # TLSRoute .

XERIRE XN EARAA


https://gateway.envoyproxy.io/docs/tasks/operations/deployment-mode/
https://gateway.envoyproxy.io/docs/tasks/operations/deployment-mode/
https://gateway.envoyproxy.io/docs/tasks/operations/deployment-mode/
https://gateway-api.sigs.k8s.io/concepts/api-overview/#gatewayclass
https://gateway-api.sigs.k8s.io/concepts/api-overview/#gatewayclass
https://gateway-api.sigs.k8s.io/concepts/api-overview/#gatewayclass
https://gateway-api.sigs.k8s.io/concepts/api-overview/#gatewayclass
https://gateway-api.sigs.k8s.io/concepts/api-overview/#gateway
https://gateway-api.sigs.k8s.io/concepts/api-overview/#gateway
https://gateway-api.sigs.k8s.io/concepts/api-overview/#gateway
https://gateway-api.sigs.k8s.io/concepts/api-overview/#route-resources
https://gateway-api.sigs.k8s.io/concepts/api-overview/#route-resources
https://gateway-api.sigs.k8s.io/concepts/api-overview/#route-resources

Alauda Container Platform Gateway API Controller - Alauda Container Platform

B XK i

1. ZULECHLNEE - B FILELE AR ERN S TS

2. fasm EAR - G ULECHLNEE ST N i B AR AR S5

3. MERE - EAFMNMNEE , BEER. BN, EXnF

4. Gateway listeners XBf - JIF .spec.parentRefs &N , BIEEnEERH:
M cateway listeners

Policy ®jBA Gateway F1 Route RIEY BT =ZkINEE. Envoy Gateway 4

Policies BI3EMt sSecurityPolicy . BackendTLSPolicy . ClientTrafficPolicy
F1 BackendTrafficPolicy .,

B RX LR Gateway AP| BHRIKE Z¥#1E |, 165 [5% Gateway AP & 1 BLE GatewayAP!
Policy,

Envoy Gateway H¥ZEMXHIBE E X EIR

XLEBTIRIET) Envoy Gateway K& HBHEFEAENE. EHANTBE X RIRATHERXRAE.
BE X BR ik

EnvoyProxy ~ N envoy-proxy instances HIECE , FlIZNEIA. RIEMAEAR

WMERBIBZTEF EnvoyProxy RIEFEHAK CPU MNFEEKEE | ESHLE
EnvoyProxy ‘&IRBCER.

EHENTEERT , &1 cateway HPLIEIT .spec.infrastructure.parametersRef 3|
BAEEK EnvoyProxy . £ Web Console F{ffH EnvoyGatewayctl BIFEEK]
GatewayClass Bl Gateway B ,IZH|G&&SBzIBIE—NEFHRMLTEERNEE
EnvoyProxy &R, XF—St—BRSHEETRUBIT EHMNE EnvoyProxy IR , 24|
Gateway HIEPEECE , AlaNAIAS, RIFANAEK.

I8 Envoy Gateway Operator %2 Envoy
Gateway

R 551


https://gateway.envoyproxy.io/docs/api/extension_types/#envoyproxy
https://gateway.envoyproxy.io/docs/api/extension_types/#envoyproxy
https://gateway.envoyproxy.io/docs/api/extension_types/#envoyproxy
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AN

RESARVERT , WG EER LIRS AZEHM,

i
b

F1% 1 : &I Envoy Gateway Operator

=

N

ﬁ)ﬁ,ﬁﬁ Install

. SMMZE Administrator -> Marketplace -> OperatorHub

IR 2 : {FFAHEFRZNAELIZE EnvoyGatewayCtl

LFROAMES A TARR e~ B —3.

1. SfiiE Administrator -> Marketplace -> OperatorHub

. £ Networking ZEHJT$kE) Alauda Container Platform Gateway API Controller |,

2. £ Networking ZEHITF$kZE| Alauda Container Platform Gateway API Controller

RIEREEITIFFER.

3. BfiE All Instances EMF

4. By create , REEBRHEIIIEEFHE] EnvoyGatewayctl SRFIZERVERS | HFmdh

Create

5. Create EnvoyGatewayCtl WHEAZSB/RUATECEIEM :

FER ZAE
Name cpaas-default
envoy-gateway-
Namespace
operator
Replica 1

DS

Envoy Gateway 3243
A2 R

Envoy Gateway <45
K& A, B4 M
ZTEREFE 1

EnvoyGatewayCtl .,

Envoy Gateway Z%&
AR A%

YAML p&12

.metadata.name

.metadata.namespace

.spec.deployment.repl:
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FE] ZIANME
Deploy Ns
ControllerNamespace
Mode
Resources 1C1G

DS

HsE Gateway EpEL
R IE Gateway &%
[B)x2 controller 4544
TS, FHEESH
EIE

Envoy Gateway $BZ&
B AR RS SK AR 1)

B ST HARIERE | E{EHZNAE. =i Create 4845,

BT YAML fii &

YAML p%&42

.spec.config.envoyGate

.spec.deployment.resol

[%7 Web Console 4} , AT PUBEN A YAML 8% EnvoyGatewayCtl .

BOABCE :


https://gateway.envoyproxy.io/docs/tasks/operations/deployment-mode/
https://gateway.envoyproxy.io/docs/tasks/operations/deployment-mode/
https://gateway.envoyproxy.io/docs/tasks/operations/deployment-mode/
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apiVersion: envoy-gateway.alauda.io/v1l
kind: EnvoyGatewayCtl
metadata:
name: cpaas-default
namespace: envoy-gateway-operator
spec:
config:
envoyGateway:
provider:
kubernetes:
deploy:
type: ControllerNamespace
type: Kubernetes
deployment:
replicas: 1
resources:
limits:
cpu: '1'
memory: 1024Mi
requests:
cpu: 100m
memory: 256Mi

BT EnvoyGatewayCtl #H1TEKELE

EnvoyGatewayCtl EFTHECE envoy-gateway instance HIBENRIR. H spec HIEML
BE L envoy-gateway Helm Chart fR{E. UEREEEH EnvoyGatewayctl B , iHSH
_EJis Chart {E3CAY , 7 #%0] FAACE 16,

B R AECEEMANFEEE , 185 5% envoy-gateway-chart-values 7,

l DANGER

REBEEY EnvoyGatewayCtl ®IRECE envoy-gateway instance . BIEHIEBR
ConfigMaps, Deployments S8 fEHIRIR , FAXLE R A fESFEF RSN 2P XK.

B fR R RmTE E


https://github.com/envoyproxy/gateway/tree/v1.7.0/charts/gateway-helm
https://github.com/envoyproxy/gateway/tree/v1.7.0/charts/gateway-helm
https://github.com/envoyproxy/gateway/tree/v1.7.0/charts/gateway-helm
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PUF 7RI R T 2N{T#E EnvoyGatewayCtl spec F1 /3 F/aimikH :

apiVersion: envoy-gateway.alauda.io/v1
kind: EnvoyGatewayCtl
metadata:

name: cpaas-default

namespace: envoy-gateway-operator
spec:

config:

envoyGateway:
extensionApis:

enableBackend: true

provider:
kubernetes:
deploy:
type: ControllerNamespace
type: Kubernetes
deployment:
replicas: 1
resources:
limits:
cpu: '1'
memory: 1024Mi
requests:
cpu: 100m
memory: 256Mi

T4

Envoy Gateway operator #1 EnvoyGatewayCtl FiZEfa , WEIRIMFLREHITUATES -

ACE GatewayAPI| Gateway

ACE GatewayAPI Route

BLE GatewayAPI Policy

Envoy Gateway #1551 %
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—— —
LIl
Envoy® & The Linux Foundation g7+ 4R,

Alauda ¥ #NVE. A5 The Linux Foundation JokEX , ARG EIATTSEEN. FiB
B AESBEERNM , EHUBTRAIE K.



ALB Operator - Alauda Container Platform

Q Alauda Container Platform

Alauda Container Platform > M4& > M4&i%{EZs > ALB Operator

ALB Operator

Tfi% ALB

MR

REFF A

ALB. ALB Instance, Frontend/FT, Rule.
ALB Leader

HATR

FIARF=EA

ALB a2 T SR R
itk

ATRHI%

RRE TR

BEREK

CORS

BEAHE
CRD

Auth

A&

=N

#3K Ingress j:fi#

forward-auth

basic-auth

CR

ALB #55% Ingress jEfi#

Ingress-Nginx S5 UEAE X EAhThEE

S . 5 Ingress-Nginx R3ERHIERHD

HTTP EEM[

EAHE

5 ALB H3%&
AL 1 {ER L
Fik 2 ¢ {ERS
bR Ee

ALB 4EEE

IRV PR
-
b
e
(B


http://localhost:4173/container_platform/zh/
http://localhost:4173/container_platform/zh/

ALB Operator - Alauda Container Platform

Header 18
HAHES
ModSecurity
N
IR AiF
BRAEDIR
XA
OTel
A TCPIHTTP |
AR &M
s ALB 5 Ingress-NGINX JEfigse M
HARIRIE
EARE
B hniseR | -
SXHFEK ingress-nginx Efi#
[W=2Nt]] )
_ FIFRFEE
[aYaNaalli -
AIE
BRIEDTR

HATTERR



T fi# ALB - Alauda Container Platform

Q Alauda Container Platform Q

Alauda Container Platform > M4& > M4&i%E{Egs > ALB Operator > Tff ALB

1% ALB

l WARNING

ALB B /. E% A ingress-nginx-operator & envoy-gateway,

ALB (Another Load Balancer) ZH OpenResty IXzfif{] Kubernetes Gateway , @47 Alauda
ZFEMAETREELR.

Bk

MR

REFF15
¥BZE ALB Operator
#BE ALB i
BTN

ALB. ALB Instance, Frontend/FT. Rule, Ingress ll Project Z [BIfX1% %
Ingress
Ingress Controller
ALB
ALB Instance
ALB-Operator
Frontend (45 : FT)
RULE

ALB Leader


http://localhost:4173/container_platform/zh/
http://localhost:4173/container_platform/zh/

T fi# ALB - Alauda Container Platform
me
HABRIR
(&Y aNal)

MR

Tenant! Traffic Tenantd Traffic

I |
\]l/ \ (Nomestuouce, 2 \“/ \
Resty
2

Namespace 1

3 S
m

Create/. Momage_
)
|
Create/Manace N
( h v [Ingressj] [G;od’.eway
J
1\
[ J [ Pod ) [ Rule
J

Opero:tor‘

o ALB Operator : FiT%&18 ALB K4 45 FIRAMK operator, BE4&MHE ALB CR , FF AR [EFE
Ak B TS,

e ALB Instance : ALB SX/E35 78 4 %3E F ) OpenResty 178 X5 SFHEIK Go
controller, Go controller £ #1&Fh CR (Ingress, Gateway., Rule %) , 7R HE#A
ALB E ) DSL AW, FE/a , OpenResty f# XL DSL A NILECFILLIR(Z NIEK.

RIEFT 5

ZfZE ALB Operator

1. Bl &R,



T fi# ALB - Alauda Container Platform

helm repo add alb https://alauda.github.io/alb/;helm repo update;helm
2. search repo|grep alb

3. helm install alb-operator alb/alauda-alb2

Hh& ALB 31

cat <<EOF | kubectl apply -f -
apiVersion: crd.alauda.io/v2betal
kind: ALB2
metadata:

name: alb-demo

namespace: kube-system
spec:

address: "172.20.0.5"

type: "nginx"

config:
networkMode: host
loadbalancerName: alb-demo
projects:
- ALL_ALL
replicas: 1

EOF

X Nt VS
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cat <<EOF | kubectl apply -f -
apiVersion: apps/vil
kind: Deployment
metadata:
name: hello-world
labels:
k8s-app: hello-world
spec:
replicas: 1
selector:
matchLabels:
k8s-app: hello-world
template:
metadata:
labels:
k8s-app: hello-world
spec:
terminationGracePeriodSeconds: 60
containers:
- name: hello-world
image: crccheck/hello-world: latest
imagePullPolicy: IfNotPresent
apiVersion: vi
kind: Service
metadata:
name: hello-world
labels:
k8s-app: hello-world

spec:
ports:
- name: http
port: 80

targetPort: 8000
selector:
k8s-app: hello-world
apiVersion: networking.k8s.io/v1
kind: Ingress
metadata:
name: hello-world
spec:
rules:
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- http:

paths:
- path: /
pathType: Prefix
backend:
service:
name: hello-world
port:

number: 80

WAE , HATRUBIE curl http://${ip} VIENRXRA.

ALB. ALB Instance. Frontend/FT. Rule.
Ingress #l Project 2 [B]i{1< A&

LoadBalancer REIA R RAZRMFRIRHAN |, 75t L EREMEK BRI RBINES,

E 7% ALB 7£ Kubernetes £HFHR TR , KINEFE TR/ MBS R EME XA -

ALB & &
Frontend (FT)
Rules

Ingress ‘&R

Projects

XLB AR TAE , RERIEMRRREEEREN.

FER X

LT ETKIR AT R L. SMEKEFEAN

ES R B NNE.
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Kubernetes cluster

Svc-A

SvcAPod2

network-request———p- alb-instance ——route to pod via ingress———p SvcAPod1

client

EEAREET

1. & P A% HTTPHTTPS/EABIGEK , RELEREEHE ALB EA pod |, i% pod (—H
ALB 341)) K FFiasbIBEsK,

2. It ALB S5 EFRAEB ILACHE KBS RLIN),
JMBEFTE , RIEMNBY., EXMIKEFEK.
4. NANIBCERIBRZ- B FIEFE— pod IP , REFEKEAZIX pod.

Ingress

Ingress 52 Kubernetes i —Fh TR , FATHRNEERZEZIHN RS .

Ingress Controller

—FIRfiZ Ingress RIBFRERARIRE RS TR

ALB

ALB £—" Ingress controller,

7£ Kubernetes &84 , I MFER alb2 RiESKE{E ALB, £Zo[PMER kubectl get alb2 -
A BEEHPHAE ALB,

ALB R FFahtliE. S ALB #FEEC MK IngressClass, #I%# Ingress B , AT A{E M
.spec.ingressClassName FEXRFERNVEHEA Ingress controller &8, Ingress.
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ALB Instance

ALB th 2 7E SR+ 1Z1TH Deployment (—%H pod) . &4 pod ##FRA—1 ALB 3K,
FA ALB SIEIHNAMEESK |, BB SAIHZ B TR — ALB 4] Frontend (FT) . Rule A1H

fthfcE.

ALB-Operator

ALB-Operator ZHPEIEE T RBIAL Y , AT ALB 4 operator, ExIRIE ALB RifAE
> ALB 4. MR Deployment B EMARKEIR.

Frontend (455 : FT)

FT 2MH ALB BEEXHEIR , ATHRR ALB kB ENTHIGE

FT ATRAFR ALB-Leader %2 , tAT AFH A FFENEI.

ALB-Leader @32 FT B, :

1. 2038 Ingress BT |, FKAVEEIE FT 443 (HTTPS)
2. 302 Ingress IXBUET , HKATELIZE FT 80 (HTTP) .

RULE

RULE 2/ ALB B5E XHI&RIR.
©5 Ingress EFMHRKER , (EEMEAK,
—/ RULE ME— 33— FT,

RULE ®TRAE ALB-Leader 412 , e AR PFah4IE.
ALB-Leader 417 RULE 15N :

1. % Ingress [4%) RULE,

ALB Leader
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EZA ALB KB | HA—ANE #1254 leader,

leader TaiR :

1. % Ingress 335 RULE., FK{T¥ A Ingress F G/ k128172 — > RULE,

2. B3 Ingress FTMI FT, #iaN0 , 202R Ingress HUEH , I THAIE FT 443 (HTTPS) ;20
SR Ingress X BUET , FKVEEIE FT 80 (HTTP) .

H
W ALB B B3 , TUE B4 1A,

R AFE— ALB FELE— 8 Z /M E .
%4 ALB Leader ¥ Ingress ¥4 RULE B , ESZIA BT 2 E Kdp 2 TEIF K Ingress,

HAD BT IR

o FLE MBI

\l

RIAR TS
Envoy® f& The Linux Foundation f7: fii#x.
NGINX® 32 F5, Inc. 7£3 E K& H A E /X B+ A EAR.

Alauda B—ZRIS RNV RS, A7=f%5 The Linux Foundation % F5, Inc. J&48 ¥EBf , thkss
AT E), FTAEMRRERBMEENE , AMERXLEERMUBTIMRE K.
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Q Alauda Container Platform

Alauda Container Platform > 4% > M4&%i%E{Ezs > ALB Operator > Auth

Auth

Bk

RS
ft 42 Auth
S Auth F3i%
Auth BeEFI£
Auth £55R40H
PREAIT]
#5E ALB
BLE Secret 1 Ingress
Calla
% Ingress jEfi#
forward-auth
MIEAR R AR
auth-url
auth-method
auth-proxy-set-headers
&5 app-request F5HiERR
auth-response-headers
Cookie 4M1#
BEEMERAKREE

auth-signin


http://localhost:4173/container_platform/zh/
http://localhost:4173/container_platform/zh/

Auth - Alauda Container Platform
auth-signin-redirect-param
auth-request-redirect

basic-auth
auth-realm
auth-type
auth-secret
auth-secret-type
CR
ALB #55% Ingress jxfi#
Auth-Enable
Ingress-Nginx S5 UEAR X AIF B TNRE
Global-Auth
No-Auth-Locations
7 5 Ingress-Nginx 3R HIERS
R HERR
FIARFEEA

EAS

{t22 Auth

Auth B—F7EERENAKIRIR S < BIITEHRUEKHE]. E RVFRIE ALB BES— LI 54
®E , MITHESN BRSSP RMEFHEIEEHE,

T 3FH Auth A%
ALB XFRFHEZERFHRUEATEL
1. Forward Auth (4MNZFS4HAF)

o RIERRIZZIMNTFHIIERS , IRIER RS54
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o EAGR  FEERNFHEILZEE , FI20 OAuth, SSO %
o TEIRFE :
1. BAESKERE ALB
2. ALB ¥ EHIIEEEHAZRISHEIERS
3. SHRUEIR SR BI%ELE
4. IR HBIELER | RER B AN avsRS
2. Basic Auth (EASHKAF)

o T P4 AN B AL R SR S A I e AL
o ERHE  WERRKTIENES, FFRFERIF
o TIERAR :

1. BFAEKEIX ALB

2. ALB & BRI A 4% MRS

3. SERENSHIIEE ST

4. NREIEET , N AR EimARS

Auth frE &

1. €/ Auth

o £ ALB ERCE , EATHA RS
e 7£ ALB 8% FT CR LECE

2. K122k Auth

o TE4EEM Ingress (12 HELE
o HEHFEM Rule HELE
e AIUEELA Auth iLE

3. 2K Auth
o FHFEIKIRZEH Auth

o 1£ Ingress BT /FfEBCE : alb.ingress.cpaas.io/auth-enable: "false"
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e £ Rule L&i¥ CRECE

Auth Z5R 40 H

o Auth BTN KRB A2 fRim RS
o Auth %I : IR[A] 401 KIFAUE R
o AARCE Auth KIWEREERITA (GEAT Forward Auth)

REAN[]

{# 8 ALB fic’E Basic Auth

HhZ& ALB

cat <<EOF | kubectl apply -f -
apiVersion: crd.alauda.io/v2
kind: ALB2
metadata:
name: auth
namespace: cpaas-system
spec:
config:
networkMode: container
projects:
- ALL_ALL
replicas: 1
vip:
enablelLbSvc: false
type: nginx
EOF
export ALB_IP=$(kubectl get pods -n cpaas-system -1 service_name=alb2-aut
h -o jsonpath="'{.items[*].status.podIP}');echo $ALB_IP

ALE Secret 1 Ingress
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# echo "Zm9vOiRhcHIXJHFJQO5aNjFRJIDJIpb29pS1ZvVQU1tcHIXMjU4LONOUDE=" | base6
4 -d # fo0:$apri1$qICNZ61Q$2i00iIVUAMmMprg258/ChP1

# openssl passwd -aprl -salt gICNZ61Q bar # $apri1$qICNzZ61Q$2i00iJVUAMmprq
258/ChP1

kubectl apply -f - <<'END'
apiVersion: vi
kind: Secret
metadata:
name: auth-file
type: Opaque
data:
auth: Zm9vOiRhcHIXJHFJQ05aNjFRJIDJIpb29pS1ZVQU1tcHIXMjU4LONOUDE=
apiVersion: networking.k8s.io/v1
kind: Ingress
metadata:
name: auth-file
annotations:
"nginx.ingress.kubernetes.io/auth-type": "basic"
"nginx.ingress.kubernetes.io/auth-secret": "default/auth-file"
"nginx.ingress.kubernetes.io/auth-secret-type": "auth-file"
spec:
rules:
- http:
paths:
- path: /app-file
pathType: Prefix
backend:
service:
name: app-server
port:
number: 80
END

Fouk
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curl -v -X GET -H "Authorization: Basic Zm9vOmJhcg==" http://$ALB_IP:80/a
pp-file

curl -v -X GET -H "Authorization: Basic XXXXOmJhcg==" http://$ALB_IP:80/a
pp-file

A3k Ingress JEfi#

Ingress-nginx £ X T —AIIATEHESHRIEAFFEERER. THIIET ALB XK
TR, KA VERIRSF , XRIRASF.

X§F i UihA
BIYAIX hitp &
forward-auth KTH A MR
Uk

nginx.ingress.kubernetes.io/auth-

Y string
url
nginx.ingress.kubernetes.io/auth- )
v string
method
nginx.ingress.kubernetes.io/auth- )
o v string
signin
nginx.ingress.kubernetes.io/auth- )
o _ v string
signin-redirect-param
nginx.ingress.kubernetes.io/auth- )
Vv string
response-headers
nginx.ingress.kubernetes.io/auth- )
Vv string
proxy-set-headers
nginx.ingress.kubernetes.io/auth- )
\ string

request-redirect
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XFF

nginx.ingress.kubernetes.io/auth-

always-set-cookie

nginx.ingress.kubernetes.io/auth-

snippet

basic-auth

nginx.ingress.kubernetes.io/auth-

realm

nginx.ingress.kubernetes.io/auth-

secret

nginx.ingress.kubernetes.io/auth-
secret-type

nginx.ingress.kubernetes.io/auth-

type

auth-cache

nginx.ingress.kubernetes.io/auth-

cache-key

nginx.ingress.kubernetes.io/auth-

cache-duration

auth-keepalive

nginx.ingress.kubernetes.io/auth-

keepalive

=S

boolean

string

string

string

string

"basic" 3%

"digest”

string

string

number

WiEA

) b AR
Secret #7515
SaE

basic : ¥
aprl ; digest : I~
3CHF

RIFRVERITRFRE
%, BE—RIE
fiRTERE RIFIEIRAT
A
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XFF

nginx.ingress.kubernetes.io/auth-

X
keepalive-share-vars
nginx.ingress.kubernetes.io/auth-

X
keepalive-requests
nginx.ingress.kubernetes.io/auth-

X
keepalive-timeout
auth-tls 7
nginx.ingress.kubernetes.io/auth-

X
tls-secret
nginx.ingress.kubernetes.io/auth-

X
tls-verify-depth
nginx.ingress.kubernetes.io/auth-

X
tls-verify-client
nginx.ingress.kubernetes.io/auth-

X
tls-error-page
nginx.ingress.kubernetes.io/auth-

X
tls-pass-certificate-to-upstream
nginx.ingress.kubernetes.io/auth-

X

tls-match-cn

forward-auth

2] UihA

"true" 8§ "false"

number

number
LIESKA https
i, BRSNUEE
B,

string

number

string

string

"true" ¥ "false"

string


https://github.com/kubernetes/ingress-nginx/blob/main/docs/user-guide/nginx-configuration/annotations.md#client-certificate-authentication
https://github.com/kubernetes/ingress-nginx/blob/main/docs/user-guide/nginx-configuration/annotations.md#client-certificate-authentication
https://github.com/kubernetes/ingress-nginx/blob/main/docs/user-guide/nginx-configuration/annotations.md#client-certificate-authentication
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client alb auth-server app

client request (cli-request)

v

alb request to auth-server (auth-request)

»

auth-server reply 200 (auth-response)

app-request

v

app-response

A

cli-response

A

client alb auth-server app

MRERE

nginx.ingress.kubernetes.io/auth-url

e nginx.ingress.kubernetes.io/auth-method

¢ nginx.ingress.kubernetes.io/auth-signin

e nginx.ingress.kubernetes.io/auth-signin-redirect-param
¢ nginx.ingress.kubernetes.io/auth-response-headers

e nginx.ingress.kubernetes.io/auth-proxy-set-headers

¢ nginx.ingress.kubernetes.io/auth-request-redirect

nginx.ingress.kubernetes.io/auth-always-set-cookie

XL R IA T _LEF Xt auth-request, app-request 1 cli-response FT{EKIIE XL

& RIERR
auth-url
Auth-request i) URL , HAJAZZTE.

auth-method

Auth-request BRI 7%.

auth-proxy-set-headers
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{E°/ ConfigMap 5| A , #&3\ A ns/name ., ERABILTE |, cli-request PRI R KIS A IXE
auth-server, BJRLBIT proxy_set_header ECE Hfthdrk. ZRARIEPLTFARK :

X-0riginal-URI $request_uri;

X-Scheme $pass_access_scheme;
X-0riginal-URL $scheme://$http_host$request_uri;
X-0riginal-Method $request_method;

X-Sent-From "alb";

X-Real-IP $remote_addr;

X-Forwarded-For $proxy_add_x_forwarded_for;

X-Auth-Request-Redirect $request_uri;

&S app-request 8z

auth-response-headers

BERNESHBEFRE , AT auth-response FRIKFESFK1EEE] app-request, iz :

nginx.ingress.kubernetes.io/auth-response-headers: Remote-User,Remote-Nam
e

ALB kit app-request B , £4174 auth-response #rkF ] Remote-User 1 Remote-Name,

Cookie 4}1H#

auth-response #1 app-response #§A] LR & Cookie, ENIAEILT , R BTE app-
response.success B , auth-response.set-cookie A4 & F % cli-response.set-cookie #,



enable always-set-cookie
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not enable always-set-cookie

auth-response.set-

cookie

app-response.set-

cookie

cookie

auth-response.set-

app-response.set-

cookie

(

J

v v

merge cookie

v

cli-response.set-

cookie

BEEMERMEKRECE

app-

response.success?

No

v

only use app-

Yes

l

response.set-

cookie

merge cookie

v v

cli-response.set-

cookie

%4 auth-server & [A] 401 B , ATRAZE cli-response IR EEE MRk , FamN TR EE@E!
auth-signin ¥5E ) URL 3HTRAE.

client

client request (cli-request)

alb

in case of auth failed, alb reply cli-response (with location header to redirect)

v

alb request to auth-server (auth-request)

auth-server

A

auth-server reply not 200 (auth-response)

client

alb

auth-server
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auth-signin
{H8 URL , AAT3EE cli-response # ] location #r3k,

auth-signin-redirect-param

signin-url PEFSEHWEFR , BAR rd. AR signin-url AEFEEH auth-signin-
redirect-param ¥ 4% , alb 2B83RINZSEH. SEEHBEERN
$pass_access_scheme://$http_host$escaped_request_uri , BFIEKEIEEK URL,

auth-request-redirect

1£ auth-request FIXE x-auth-request-redirect #Rr3k,

basic-auth

basic-auth & RFC 7617 ~ Fi{AKSMHRIETFE, TEHFRNT -

client alb

client request (cli-request)

check the username and password in the request

e

cli-response

client alb

auth-realm


https://datatracker.ietf.org/doc/html/rfc7617
https://datatracker.ietf.org/doc/html/rfc7617
https://datatracker.ietf.org/doc/html/rfc7617
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SHRPFXIF A -~ B cli-response B Www-Authenticate AR3kHf¥] realm B, WWW-

Authenticate: Basic realm="$realm"

auth-type

SHRIEF R | BHUSHF basic

auth-secret

A P4 2L Secret 5| A, #&3k ns/name

auth-secret-type
Secret SXHFIFHZERY

1. auth-file : Secret ] data VA& —/M4 "auth" , H{E} Apache htpasswd 1& K HFSHF
BB, B0

data:
auth: "userl:$apri$xyz..."

2. auth-map : Secret 4] data FENMRFRIR—NHFS |, SV HEFZEBZE (htpasswd &5
SAEERFL) o it

data:
userl: "S$apri$xyz...."

user2: "S$aprisabc...."

AR - BRTSIHER aprl B4 htpasswd A8 ERLE %,

CR

ALB CR #1127 554 XMECET , 71E ALB/Frontend/Rule CR ¥ {TECE . 1Z1T
B, ALB 2% Ingress _Er{iEfigiEdt RN,


https://developer.mozilla.org/zh-CN/docs/Web/HTTP/Headers/WWW-Authenticate#realm
https://developer.mozilla.org/zh-CN/docs/Web/HTTP/Headers/WWW-Authenticate#realm
https://developer.mozilla.org/zh-CN/docs/Web/HTTP/Headers/WWW-Authenticate#realm
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auth:
# Basic authentication configuration
basic:
# string; corresponding to nginx.ingress.kubernetes.io/auth-type: ba
sic
auth_type: 'basic'
# string; corresponding to nginx.ingress.kubernetes.io/auth-realm
realm: 'Restricted Access'
# string; corresponding to nginx.ingress.kubernetes.io/auth-secret
secret: 'ns/name'’
# string; corresponding to nginx.ingress.kubernetes.io/auth-secret-t
ype
secret_type: 'auth-map|auth-file'
# Forward authentication configuration
forward:
# boolean; corresponding to nginx.ingress.kubernetes.io/auth-always-
set-cookie
always_set_cookie: true
# string; corresponding to nginx.ingress.kubernetes.io/auth-proxy-se
t-headers
auth_headers_cm_ref: 'ns/name'
# string; corresponding to nginx.ingress.kubernetes.io/auth-request-
redirect
auth_request_redirect: '/login'
# string; corresponding to nginx.ingress.kubernetes.io/auth-method
method: 'GET'
# string; corresponding to nginx.ingress.kubernetes.io/auth-signin
signin: '/signin'
# string; corresponding to nginx.ingress.kubernetes.io/auth-signin-r
edirect-param
signin_redirect_param: 'redirect_to'
# []string; corresponding to nginx.ingress.kubernetes.io/auth-respon
se-headers
upstream_headers:
- 'X-User-ID'
- 'X-User-Name'
- 'X-User-Email'
# string; corresponding to nginx.ingress.kubernetes.io/auth-url

url: 'http://auth-service/validate'

Auth STIFERA My ESHTACE
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e Alb CRH] .spec.config.auth
e Frontend CR 4] .spec.config.auth

e Rule CRE] .spec.config.auth

RN/ Alb > Frontend > Rule, #15RF CR KECE , NIFEFAX CR HALE.

ALB #¥5% Ingress JFfi%
7EAME Ingress (T , ALB RIEVERRIOBTARAE IR AER. ThAEtRMEEHEN -

e index.$rule_index-$path_index.alb.ingress.cpaas.io
e alb.ingress.cpaas.io

e nginx.ingress.kubernetes.io

AR AALHE S ingress-nginx BFRAMEIRNEL , HAEFSREM) Ingress 512 ERCE SAKIE,

Auth-Enable

alb.ingress.cpaas.io/auth-enable: 'false'

ALB FIER0EME , ATIEE R AR Ingress SRS HEIETNBE.

Ingress-Nginx S50 uEAH XK H A TIRE

Global-Auth
£ ingress-nginx # , ATPUET ConfigMap R E £ RFHEIE. XM YT AEE Ingress itE

SAMAE, £ ALB 5, IJRAFE ALB2 #1 FT CR B SAIF. E T AHLRE Lk I Lafip
=

No-Auth-Locations
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£ ALB &, aTAZE Ingress EECEFfi# alb.ingress.cpaas.io/auth-enable: "false"
PAZE AL, Ingress B AIUETNAE,

EE 1 5 Ingress-Nginx ~3EAHIER

1. N3 FF auth-keepalive

2. N3 FF auth-snippet

3. "X FF auth-cache

4. N ¥F auth-tls

5. Basic-auth {X3Z#F basic , 34 digest

6. Basic-auth basic {X3Z#F aprl &% , N3 FF berypt sha256 %

=R

1. %3 ALB Pod ] Nginx 28 HiE

2. EIRENAF X-ALB-ERR-REASON MRy sk

AR = A

NGINX® 2 F5, Inc. 1£35E & HABER/MX AT HEAR.

Alauda B—FRMILMNVE, AF=@5 F5, Inc. iIRBXKEX , UARRSHIARTEHER). BRI
BEXBMEENE , HAXATIHREK.



Q Alauda Container Platform Q =

Alauda Container Platform > & > M&#E{EsS > ALB Operator > A ALBEESAI A"

1 ALB 5Z =R A VIP

ALB =] BIERE VIP, ZkEL VIP AR,

H=x

‘ 7% 1 : {#H LoadBalancer Z£%f4 Service 1243t VIP
FIk 2 - (SN ALB IR E12 1t VIP
FIMRFEEA

A% 1 {8 LoadBalancer ZXRUf4] Service 24
VIP

£ container MRAEIXNTHIE ALB B} , RS2 B34/ — LoadBalancer Service , A%
ALB 2 VIP,

{E B ThEERT , BRAIRER Y LoadBalancer Service, &R EHTEARNBERSIN. REBEH
IRESFELE MetallB,

MetalLB #i#E f5 , #Z0TPAA] alb.spec.config.vip.lbSvcAnnotations WRAINPATIERE , DAV
# MetalLB f{TA. EZF ALB WK ECE.


http://localhost:4173/container_platform/zh/
http://localhost:4173/container_platform/zh/

TR R
PUE SR VIP 313k |, BoEcss Service, £ VIP
metallb.universe.tf/loadBalancerIPs NI FERZANELE , #la0 :

192.0.2.10,2001:db8::10 ,

metallb.universe.tf/address-pool ENFSBECHIER MetallLB i,

ik 2 : {EFASME ALB R &R VIP

o BRERT , FEME LAZIMAAIA ALB IR IP it (AW 1P, R IP. VIP) SdEi4&. R
BERISAE SN E VIR ALB jitiit , FRARRTH ISR FECESH A AT, BN
IR G RRERM VIP ; IRIZH |, AIERLIEET D LB fi#fR773 (Alpha)

o WRIEWFIIR , SNIF ALB FEAFMA EAEEANmHEERFERE , D4asa ALB FHRIE
RISHLESE), RFEEERENT

RFRES i

o« XT2R%E ,EE : 11782,

i1
o XTL{ERBE&ER  1HE : 1936,
I BREERPNIZEEY | FiEH TCP,
Mje) Y 48 BsF B g BRI TR Fr et 8] |, BUVGRER 2 7,
KEE)fE R RS HEEINE , EUGRE R 5 7.
X ERRBOREFEE X EUE | B EiniR S as @ R R HIE LM , BiX
NMERRE

wEHA 3K,

rIAR = A

MetalLB™ &2 The Linux Foundation fREI#x.



Alauda 23 VR, A/=55 The Linux Foundation 7&8 KBk , RIKISEIART BN, Fr
BEMEBELERBENSE , WMUBTRREMK.
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Q Alauda Container Platform Q =

Alauda Container Platform > 4% > Mi&3E{Ezs > ALB Operator > ALB MREEFRHRIRF

ALB MEEEFERH AR R

ErfFafRt /Ny, R KREVK B ARG , LRSI H KRR E A
AR AT HERE 2%

Bk

IR TR

T PRI

R =T

BB ERN
R S PR

B IR

XFTRNOML SRR | PSR AN 5 A, (XA TS TARENR | Rk esR0a]
mEFEK., BXASIBENETT , 20%E 2 MalE , DEREMERFREM.

AT RUE S i H RS A A\ B3R TR S |, XML mEH

i

GAABFERB = NS HIEE QPS Z2A5#) 300 1KiESK.


http://localhost:4173/container_platform/zh/
http://localhost:4173/container_platform/zh/

ALB MREIEIR IR EEAKIE - Alauda Container Platform

Create Load Balancer

* Name: loadbalancer

Display Name:
e e mall scal i I -
* Specification: Small scale Medium scale Large scale Custom @
Cluster less than 5 nodes Cluster less than 30 nodes Cluster more than 30 nodes Faor professional use i
Resource Limit: CPU m  Memory Mi

Type:  Standalone High availability ’

* Access URL: 192.168.1.10
* Replicas: 2 +

* Node Labels: | kubernetes.iofarch:arm64 x

3 nodes meet the conditions

Allocated By:  Instance Port 4 (@

A PR

LAV S HAEXE) —EFRE | PLAERHT RAEE 30 4, BFELMESIHR UK ERNZEITAR R
R, BAGAEHERNARE., BXXKASTRHER , Z208F 3 MEIE , DIEFT5RE

—a
AEo

AT AiRAREESKAINECA L2 NME R ZRBINES. SR, AU OB %
e F gk,

GAABFESRB = NS AIEE QPS Z2A4#) 10,000 XiEK.



ALB MREIEIR IR EEAKIE - Alauda Container Platform

Create Load Balancer

* Name: loadbalancer

Display Name:

Small scale Medium scale Large scale Custom

’ Specificat‘lon: Cluster less than 5 nodes Cluster less than 30 nodes Cluster more than 30 nodes For professional use (9)
Resource Limit: CPU Core  Memory Gi
Type:  Standalone High availability ’
* Access URL: 192.168.1.20
* Replicas: | = 3 + ‘
* Node Labels: | kubernetes.iofarch:arm&d x -
3 nodes meet the conditions
Allocated By:  Instance Port 4 (@

REVAE =R

T EARMAERN S | PLansef¥ il 30 4>, BERELAHESHRW S RAEREE | BUE
R B39 , SMIXAESTRERE , Z208F 3 MalE , IRIEIEE.

ATAE S v A FRE SN BCA A SR Z MR A K Z BT | WAl Uae OB €162
gk,

SHAR B =R NS HIEE QPS 49481 20,000 KiK.



ALB MREIEIR IR EEAKIE - Alauda Container Platform

Create Load Balancer

* Name: loadbalancer

Display Name:
« Specification : Small scale Medium scale Large scale Custom ®
Cluster less tha des Cluster less than 30 nodes Cluster more than 30 nodes For professional use i
Resource Limit: CPU Core  Memory Gi
Type: Standalone High availability ’
* Access URL: 192.168.1.30
* Replicas: — 3 +
* MNode Labels: kubernetes.iofarch:armé4 x -
3 nodes meet the conditions
Allocated By:  Instance Port 4 (@
KA R aBE N
N Pary -l'
= BhEEX
ThEEME BN E A KB BIEES.
MATRES MRMEAFE R & _ R/ NS RE X, FRARAEAERE T, REkEas
I\ NE,

SN € 2 I=E =
ANV BN ON AL AL a3k 25

BT REESESHNFEFRR/N , BEEREANE | REE 2Gi AFHLES.
BRI RAAAEEIRE Y, SBNFEREE | MANENRBIE5H
AMELIEE NS EC.
L)
BWIEBE XA RTELY Eﬁﬁ%ﬂ‘ci’ﬂ?&ﬁ%mﬁ , BYIEERNFERENR , &
KA E SHERINF R/ NURIEE AR

BN 25 AR T H%
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ALB MEBEIESR AR 5E KIS - Alauda Container Platform

5

o BIEEMENEA,

o BNRERBILAES
s , MHRALNIFRE A BT
BAE , AT,

BN

TE EMNEES , BRI
T

e2ES

EENMBEAT , KRLIHER
LA RERBUNERER , S
RIRHFERS.

BT A # S ACI B X a5 58
FIFBETEMNR , ¥YEHEACE
WrSim O ANALUES |, ATEEHILAT
B

o IR A ECE RN AT RERA N H (5
H.

o RAFEHERRERIRIETREESRH
b E &R E.

o FWFHREFKATRER IR Ak
1735 S5 B AR R P

- BERREEM. FEEERATE
AR B E A |, FEES
AR AR ST

o ET AR BECARERK , BAl
ERR PR, TR —55%
x

[== ¢}

o WIRPRNE. FrAERR—REK
PSR S P BEmIm S AR5 R
I @RI R .



ALB SRz 914 E 3£ - Alauda Container Platform

0 Alauda Container Platform Q =

Alauda Container Platform > & > Mz&4{Ezs > ALB Operator > ALB PEIREHEL

ALB F ) RABINE VG R R

AIERINAT ALB ] M BIEE L , EAMTEREEIAMA N ARENA Pod
ZEIIREN .

Bk

15523
AIREIE
i (Z0A)
R IP W%
HF Cookie HIZEM
HT Header f3EM
EWMA (F8¥INAFEshT4)
AEEAR
1. f§ 1 Ingress JLfi#
2. {3 ALB Frontend/Rule B X &R

RIEREK

iR

ALB 2B HE L , TR ENRENECR /5l Pod, BIARNERBURTERN AT
K, BIINEVERFAME, HRE B RIS .


http://localhost:4173/container_platform/zh/
http://localhost:4173/container_platform/zh/

ALB R TE I SVE IR - Alauda Container Platform

A REIA

il (BUA)

o RM&: rr
o A IRIFFIEIEE RN KEIFTA T AK Pod,
s EAGR ERTIRERENA , B/MEKE DAEB{EE Pod 40,

IR P Re 7

o %M%: sip-hash

o MR AL EMREIR P Mt E K& EIFE— Pod,

o 178 ARTFAE X-Forwarded-For 3k , RMERHFE— 1P, BRERZ FumiR IP.
o ERGR: FBEETE i IP NSERFAMERER.

HF Cookie [

o ZRM&: cookie
o BM: cookie-name (ZKIACK JISESSIONID )
o ik K EBME cookie EMEKIKRZIE—1 Pod.,
- 1T
o AMRIEEH cookie NFFE , ALB £7ENER HIRAMX cookie

e Cookie &= : timestamp.worker_pid.random_number

=

o TR EEEEHET cookie STINATERMEHIN .

HT Header {)7=F0

e SkM%: header
e Bt header-name

o ik K E AR header (EREKIKHEZIE— Pod,



ALB SRz 914 E 3£ - Alauda Container Platform

o EAR BATERETHE HTTP R THRAEMM .

EWMA (Fe¥0mBizsnF15)

o RI&: ewma
o A FETF Pod iy Bt[E] , {#FA“"i%—"8j% (Power of Two Choices , P2C) Z5& EWMA
PTIREKHEH.

o 7 Pod 4P E TIE R B E) K EWMA 5341
o IR EKREBE EWMA HEEMEH Pod
o NEERTE) 2FEEIE

o ERZR  ERT IR SURIIN H
%

22 . Twitter Finagle EWMA Documentation ~

A=W

1. ¥/ Ingress j:fi#

annotations:
alb.ingress.cpaas.io/session-affinity-policy: '<algorithm>'

alb.ingress.cpaas.io/session-affinity-attribute: '<attribute>'

2. & ALB Frontend/Rule B X &}

spec:
serviceGroup:

session_affinity_policy: '<algorithm>'

session_affinity_attribute: '<attribute>'


https://twitter.github.io/finagle/guide/Clients.html#power-of-two-choices-p2c-peak-ewma
https://twitter.github.io/finagle/guide/Clients.html#power-of-two-choices-p2c-peak-ewma
https://twitter.github.io/finagle/guide/Clients.html#power-of-two-choices-p2c-peak-ewma

ALB R TE I SVE IR - Alauda Container Platform
BRIESCE

o STEKRIERITNTTRERENA , TEFRRIE

o FEETE MU IP KHKERFAME | ERIR P EE

o XMTHESLUEMMM Web [RENA , XAET Cookie 7R KA
o MTFIER AN BRMIARS , ZISMER EWMA RDALACIER



L4/L7 #Hf - Alauda Container Platform
0 Alauda Container Platform

Alauda Container Platform > %% > M&3{Ezs > ALB Operator > L4/L7 A}

L4/L7 #BA

Bk

AW
CRD
A
Ingress jEfi#
iy 1 4% 5 368 By
FIARFEEA

FEAME
L4IL7 4852 ALB SEEN—TNRE , AL LAIL7 AIBIEATHT,

BT Lua ARSI , BEGRIECER , Nginx TTHREHTNE,

CRD


http://localhost:4173/container_platform/zh/
http://localhost:4173/container_platform/zh/

L4/L7 #Hf - Alauda Container Platform

timeout:
properties:
proxy_connect_timeout_ms:
type: integer
proxy_read_timeout_ms:
type: integer
proxy_send_timeout_ms:
type: integer
type: object

A& AT AFERA T BB T

e HI¥f : .spec.config.timeout
o FLM : .spec.config.timeout

M X
I AT

1. proxy_connect_timeout_ms : £ X 5_Liif RS 23 B OEHRNBEEE), R ERNTT
TRRBALERE | ERERK.

2. proxy_read_timeout_ms : & XM _EiiFAR S5 2R ERIB LY FO B B B[R], R BB (RN B AE R
IRIESOEEURIEZ 18], MASETEANBN, 2RI ERFKENTAHIE | &8
Zi8

3. proxy_send_timeout_ms : & XA LIRS 25 A X E KB R, SiSEBEZEM | X
BB R B OESRE NIRIEZ B, RENBRNITIEZE IR | EHE XA,

\

Ingress JIfi#

TR ik
nginx.ingress.kubernetes.io/proxy-connect-timeout Xt CR # ] proxy_connect_timeout_ms

nginx.ingress.kubernetes.io/proxy-read-timeout Xt CR # ] proxy_read_timeout_ms



L4/L7 #8Ht - Alauda Container Platform
o TR
i R

nginx.ingress.kubernetes.io/proxy-send-timeout ST CR # ] proxy_send_timeout_ms

TSR SHRR

AT EEERH ERCE R |, SBCE FE L4 .

AR = A

NGINX® 2 F5, Inc. 1£3XE K HABER/MX AT HEAR.

Alauda 2 — IV E. A55 F5, Inc. iIRAXEX , ARBRIFHIATTSER. FaRss
HREZXBBEERE , AT RMEK,



HTTP EE[A] - Alauda Container Platform
0 Alauda Container Platform Q =

Alauda Container Platform > 4% > M&I2{/EZS > ALB Operator > HTTP EE[A]

[TCLIT

HTTP EE A

Bk

AW

CRD

Ingress jEfi#
SSL EEM

Ui R AE E M)

WA GlEN D)

FIARFEEA

EAHS

HTTP EEM 2 ALB 2t —IThaE, ST TFILECHLNIEIESK , ALB £EH IR [A] 30x HTTP XS
B, F{FA Location ArkIg7R% FimER AE M 2IHTH) URL,

ALB XHF1ES R LR B IFMANIR AL B E E 6 .

CRD


http://localhost:4173/container_platform/zh/
http://localhost:4173/container_platform/zh/

HTTP EE5EM) - Alauda Container Platform

redirect:
properties:
code:
type: integer
host:
type: string
port:
type: integer
prefix_match:
type: string
replace_prefix:
type: string
scheme:
type: string
url:
type: string
type: object

AEAMEEEEEMR :

e HI¥m : .spec.config.redirect

o FLM : .spec.config.redirect

Ingress jEfi#

s i i
nginx.ingress.kubernetes.io/permanent-redirect SH CR 5f URL , BUARAERE 4 301

nginx.ingress.kubernetes.io/permanent-redirect-

SR CR RIS
code
nginx.ingress.kubernetes.io/temporal-redirect YT CR F ) URL |, ERAKRRTIRE A 302
nginx.ingress.kubernetes.io/temporal-redirect- \

ST CR SRS

code



HTTP E €A - Alauda Container Platform
o TR
iR iR

YT CR #f] scheme , VA% scheme & &

nginx.ingress.kubernetes.io/ssl-redirect .
A HTTPS

YT CR #f] scheme , EVAY scheme & &

nginx.ingress.kubernetes.io/force-ssl-redirect .
A HTTPS

SSL EEm

1. SSL-redirect 11 force-ssl-redirect RIXFIET : RBE Y Ingress HAAN & ELE 7 IEHAT |
SSL-redirect 4243 ; T force-ssl-redirect T 2 AECEUEBEFS AW,

2. 5F HTTPS ig [ , 2R RAFLE T SSL-redirect , MALIREEEM .,

SHORSIE A

EinARAECEEEMN , KX ZinH R AEF KB REEE R EHTEREM.

=

Tl

il

A2 51| &2 5E [7)

FEANRAECEEEmE , LECZMNEERSARIEEE MECEH TEER.

R P
NGINX® 2 F5, Inc. f£EE Kk HMER XK MEAR.

Alauda 2 —ZFKMIMHVE . A7=an5 F5, Inc. TTXEX , ARBRKGFIATTSHEE). MBEmERAE
HEXBBENE , TR THREK,



CORS - Alauda Container Platform

0 Alauda Container Platform Q

Alauda Container Platform > M4& > M4&%i%E{Egs > ALB Operator > CORS

CORS

Bk

EAE

CRD

EAS

CORS " (EBEIERLZ) B—MIH , AN EREIR (207K, JavaScript F) MWH
IR SN EAIIESK .

CRD


https://developer.mozilla.org/en-US/docs/Web/HTTP/Guides/CORS
https://developer.mozilla.org/en-US/docs/Web/HTTP/Guides/CORS
https://developer.mozilla.org/en-US/docs/Web/HTTP/Guides/CORS
http://localhost:4173/container_platform/zh/
http://localhost:4173/container_platform/zh/

CORS - Alauda Container Platform

enableCORS:
description: enableCORS EE&A/SAEEMIT X,
%4 EnableCORS A/ false B, alb2 4¥{EELBAFIHRE R,
F /R AR 525 R E B & I IE
type: boolean
corsAllowHeaders:
description: corsAllowHeaders fEX cors RFHIERK,
% enableCORS A true B, ZMERKAESHIT
type: string
corsAllowOrigin:
description: corsAllowOrigin EX cors RFHIE,
%4 enableCORS A true B, ZNRFAESNE
type: string

AJ7ERLE . spec _ERHMTRCE.



Header f& - Alauda Container Platform

0 Alauda Container Platform Q =

Alauda Container Platform > 4% > M4&%i%{Ezs > ALB Operator > Header &%

Header &4

Bk

HAME
{§ A annotations
NGl

FIbRF=E

EAH S

WEINESKET , Header SEINRE SR E SRR R AR Z BIVAEIESK Header, [EIFE , Y ZIIH
B | SZThRE A BN IR B44 % Fis 2 BrA%Na . Header,

{# fH annotations

B#x annotation key

alb.ingress.cpaas.io/rewrite-

ingress
request , alb.ingress.cpaas.io/rewrite-response

alb.rule.cpaas.io/rewrite-request , alb.rule.cpaas.io/rewrite-

rule
response


http://localhost:4173/container_platform/zh/
http://localhost:4173/container_platform/zh/

Header f& - Alauda Container Platform

annotation EE B ZAECEK JSON F&FE,

type RewriteRequestConfig struct {

Headers map[string]string “json:"headers,omitempty""
HeadersVar map[string]string “json:"headers_var,omitempty""
HeadersRemove []string "json:"headers_remove, omitempty""
HeadersAdd map[string][]string " json:"headers_add,omitempty""

HeadersAddvar map[string][]string "json:"headers_add_var,omitempty""

}

type RewriteResponseConfig struct {
Headers map[string]string "json:"headers,omitempty"”
HeadersRemove []string "json:"headers_remove,omitempty" "
HeadersAdd map[string][]string " json:"headers_add,omitempty""

AR fE *var BLEIH  BEE Header £FK , {E2 ALB context ZE&FR. #I40 , [ Ingress
ARAIBLTR annotation :

alb.ingress.cpaas.io/rewrite-request: '{
"headers_var": {
"x-my-host": "http_host"

} 1
BIEHE x-my-host FIiESK Host Header B RINERESK Header Ff, AELFRIFS% nginx
TE 7,

ALB R HEEADATE


http://nginx.org/en/docs/varindex.html
http://nginx.org/en/docs/varindex.html
http://nginx.org/en/docs/varindex.html
http://nginx.org/en/docs/varindex.html

Header f& - Alauda Container Platform

2L B
first_forward_or_remote_addr F— AN ORI |, BRAEA remote_addr
first_forward %—/I\%ﬁﬂﬂit ’ ﬁiﬂﬁﬁ??ﬁ%

o]

5 M Cookie ¥l Authorization Header , RJDA{E A :

alb.ingress.cpaas.io/rewrite-request: '{"headers_var":{"Authorization":"c

ookie_auth_token"}}!

FERE HSTS , AJRMEA -

alb.rule.cpaas.io/rewrite-response: |
{ "headers": { "Strict-Transport-Security": "max-age=63072000; includeS
ubDomains; preload"} }

AR = B
NGINX® 2 F5, Inc. 763 B EABER MK EEMTI.

Alauda BMSTHNVE, AF=6R5 F5, Inc. TTXREK , LARRSFHIATTEZE). FTIBRRNHEE
BATAEN , ZEHATIRRBEMN,



URL EF - Alauda Container Platform

0 Alauda Container Platform Q

Alauda Container Platform > & > M&i%2{Ess > ALB Operator > URLEF

URL EF

Bk

EAE
L=
FIbRF=E

EAS

ALB ATRATERESKEE R R fRin  BTESESK URL, & UMERIERNIRSITIHRARES
URL,

=1

JAIT ingress JEfi#


http://localhost:4173/container_platform/zh/
http://localhost:4173/container_platform/zh/

URL EF - Alauda Container Platform

apiVersion: networking.k8s.io/v1

kind: Ingress

metadata:
nginx.ingress.kubernetes.io/rewrite-target:

name: demo
spec:
ingressClassName: alb

rules:
- http:
paths:
- backend:
service:
name: frontend
port:
number: 8080
path: /(prefix-x)(/|$)(.*)
pathType: ImplementationSpecific
B AL

apiVersion: crd.alauda.io/v1l
kind: Rule
metadata:
labels:
alb2.cpaas.io/frontend: alb-00080
alb2.cpaas.io/name: alb
name: demo
namespace: cpaas-system
spec:
dslx:
- type: URL
values:
- - REGEX
- N/ (prefix-x)(/|$)(.*)
rewrite_base: /(prefix-x)(/|$)(.*)
rewrite_target: /$3

B B PumiEsk /prefix-x/abe ; JEumiEW /abe .

/$2



URL EF - Alauda Container Platform
— ==
IR
NGINX® ;& F5, Inc. 35 E Kk HABE KX R MEAR.

Alauda M HENVRE, AF55 F5, Inc. 1B XEX , ARSEIFEIATSEE)., ERRYEE
ZREMBEENE , WAMIABTIFRBEK.



ModSecurity - Alauda Container Platform

Q Alauda Container Platform Q

Alauda Container Platform > 4% > M4&i%E{Ezs > ALB Operator > ModSecurity

ModSecurity

ModSecurity 2 —F9FFIR Web & BFEFFIHA3E (WAF) |, EFE{RIF Web i RIFEF oSG E XK
. ERFFFEMXAS , TIRZMRIFES M Web RE25. FALEHNES (ALB) XHFELE
ModSecurity , A]{£ Ingress & 5Bt THLE .

H=x

A&
BRIELSIR
Frik— B IEAE
FixZ : BLE CR
R EA
Bn
W=l
FIbRF=E

A&

PN Wt
owasp-core- OWASP #%UALIE 2 —EFFIFEMNIE , BTN LEE WK Web i FAFE

rules FBE.


http://localhost:4173/container_platform/zh/
http://localhost:4173/container_platform/zh/

ModSecurity - Alauda Container Platform

BRAEDIR

18I e AR IR YAML TR iRk ECE CR SkECE ModSecurity,

BT EfRARMEIFEN. YAML 324 metadata.annotations ZZEx , PLECE ModSecurity,

o Ingress-Nginx 32+ fi#

TR it ERN% WA
nginx.ingress.kubernetes.iolenable- J=);:!
bool Ingress
modsecurity ModSecur
nginx.ingress.kubernetes.iolenable- JaFl OWA
bool Ingress
owasp-core-rules % OFLE
BT HIRA
o _ _ VESRAG -
nginx.ingress.kubernetes.io/modsecurity- )
string Ingress % 1D, {&"
transaction-id X
;A SRS
.
AR
BEN
nginx.ingress.kubernetes.io/modsecurity- Ingress, ALB, ModSecur
string
snippet FT, Rule B, ik
ERZLT
K.

o ALB H5K7ERR



ModSecurity - Alauda Container Platform

AR it SENEPSE

alb.modsecurity.cpaas.ioluse-
bool Ingress
recommend

alb.modsecurity.cpaas.iolcmref string Ingress

FE" : BiE CR

1. 3TFFEEREM ALB, FT 5% Rule BCE 4.
2. IETE1E spec.config TIRMATFER,

{ 'modsecurity': {
'enable': true,
"transactionId': '$xx',
'useCoreRules': true,

'useRecommend': true,

'cmRef': '$ns/$name#$section’,

I

3. RIFFFI ABCE XX 14,

NEPSTES

Bm

Vi
JE FEREE FHER Y

ModSecurity #L1 ;
true DPANFATE N
N,

SIRRFERCE | #lan
ZFE5E ConfigMap i
1z

( $ns/$name#$sect:

MEEENREBCE.



ModSecurity - Alauda Container Platform

FARAFE Rule FECE ModSecurity , EAEE FT REIRECE ; #1R FT PHRIRARE , U
£{#F ALB FRIECE.

MmNl

PAFRBIERE—1NEA waf-alb HIALB , AER—1%A hello HERERRENA. I
b, BALERE—KZHK ing-waf-enable M Ingress , HPEMNT /waf-enable FREFECE
ModSecurity $LU, {HABEERNSH test AHETHEFRHE test HIEREPEHIE
1k,



ModSecurity - Alauda Container Platform




ModSecurity - Alauda Container Platform

cat <<EOF | kubectl apply -f -
apiVersion: crd.alauda.io/v2
kind: ALB2
metadata:
name: waf-alb
namespace: cpaas-system
spec:
config:
loadbalancerName: waf-alb
projects:
- ALL_ALL
replicas: 1
type: nginx
apiVersion: networking.k8s.io/v1
kind: Ingress
metadata:
annotations:
nginx.ingress.kubernetes.io/enable-modsecurity: "true"
nginx.ingress.kubernetes.io/modsecurity-transaction-id: "$request_id"
nginx.ingress.kubernetes.io/modsecurity-snippet: |
SecRuleEngine On
SecRule ARGS:test "@contains test" "id:1234,deny, log"
name: ing-waf-enable
spec:
ingressClassName: waf-alb
rules:
- http:
paths:
- backend:
service:
name: hello
port:
number: 80
path: /waf-enable
pathType: ImplementationSpecific
apiVersion: networking.k8s.io/v1
kind: Ingress
metadata:
name: ing-waf-normal
spec:
ingressClassName: waf-alb



ModSecurity - Alauda Container Platform

rules:
- http:
paths:
- backend:
service:
name: hello
port:
number: 80
path: /waf-not-enable
pathType: ImplementationSpecific

apiVersion: apps/vil
kind: Deployment
metadata:
name: hello
spec:
replicas: 1
selector:
matchLabels:
service.cpaas.io/name: hello
service_name: hello
template:
metadata:
labels:
service.cpaas.io/name: hello
service_name: hello
spec:
containers:
- name: hello-world
image: hashicorp/http-echo
imagePullPolicy: IfNotPresent

apiVersion: vi
kind: Service
metadata:
name: hello
spec:
internalTrafficPolicy: Cluster
ipFamilies:
- IPV4
ipFamilyPolicy: SingleStack
ports:
- name: http
port: 80



ModSecurity - Alauda Container Platform

protocol: TCP
targetPort: 5678
selector:
service_name: hello
sessionAffinity: None
type: ClusterIP
EOF

AR = B
NGINX® 2 F5, Inc. 763 R EABER MK #EMTI.

Alauda BV, AF=5S F5, Inc. TTXREX , RRGHIAT S, AR ARER
FrEENM™ , BB TIMRAEX.



OTel - Alauda Container Platform

0 Alauda Container Platform Q

Alauda Container Platform > 4% > M4&%i%E{Ezs > ALB Operator > OTel

OTel

OpenTelemetry (OTel) 2—MFRME , BEEANHRRGE (BIANHIRFIEH) &Nk
R, ARG R SHNEATTRWRE. B ISR A RERMM AT RvEaE
FATA , MR 2R RS KIS BT AR R

H=x

NS
ATt St
BRAEDIR
B ALB BicE
HRIRME
1£ Ingress FACE OTel
FEN A {E A OTel
7K
B An3t A
KA SR
Bt
=N
FIFRFEEA


http://localhost:4173/container_platform/zh/
http://localhost:4173/container_platform/zh/

OTel - Alauda Container Platform
y, E
I7=)
AE Wt

123ZE| OTel Server ¥R , B—AMXEHTIRE , BTIREA AL

Trace
PEIESKIR ; B4 Trace HZ A Span £HAK,

Span Trace FHRIMIIRIESEME |, AIETFIANTE), FFERRIFEAMEREE.

OTel Server BERSIEUNFNTZAE Trace ¥4EM OTel IRS-2% , #I20 Jaeger. Prometheus %,

Jaeger —MFENHRERARS , AT YWISMHE MRS M |, X5
OpenTelemetry &

Attributes [ ANZY Trace Bk Span MIBEEXT , ATIREFSMILE T XEE. XBHE
Resource Attributes 1 Span Attributes ; #5155 Attributes,

Sampler ATHEREX Trace SHATRAFFRERIRRGA L. TTARCERRIMFFER
B, FlaNEERAE. IRELBIRFESE,
—MIEE T AT R Z BN BCME T KRGS R FAERN

ALB (Another TRBHMEES (ALB) B—1N5E 7 B Edatzs , vTRAECE A{ER OTel &

Load Balancer) =IME. ALB XFFK Trace $2RZEIFEEH) Collector , A {E AR EIAIRAE
KB ; RNIEXIFECE R BIE Ingress ELRIEAE Trace,

FT (Frontend) ALB HnAECE , ATIEE IO &AINELE.

Rule vwH (FT) _ERIEEERFLN , FFILECASE R .

HotROD (Rides Jaeger IRERIRBINA , BTFIERAHRIBERRER ; FHESH Hot

on Demand) R.O.D. - Rides on Demand ",

hotrod-with- BIEIFIEAEIETE HotROD PNERMMAR S AL ; VEEE S8 hotrod-with-

proxy proxy -,

i W2 E
BT 51

o MHRIFTEN]IEEI1Z1TH ALB : SIZS{ERIMAM ALB, DATF/RAIER <otel-alb> {EA
ALB &#R., BXROIiE ALB KIRELIR | SR L& ALB,


https://github.com/jaegertracing/jaeger/tree/main/examples/hotrod
https://github.com/jaegertracing/jaeger/tree/main/examples/hotrod
https://github.com/jaegertracing/jaeger/tree/main/examples/hotrod
https://github.com/jaegertracing/jaeger/tree/main/examples/hotrod
https://github.com/woodgear/hotrod-with-proxy/blob/master/services/frontend/best_eta.go#L53
https://github.com/woodgear/hotrod-with-proxy/blob/master/services/frontend/best_eta.go#L53
https://github.com/woodgear/hotrod-with-proxy/blob/master/services/frontend/best_eta.go#L53
https://github.com/woodgear/hotrod-with-proxy/blob/master/services/frontend/best_eta.go#L53
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o HH{RIEIE OTel BUEIRE RS el : T30 ZMEFRA <jaeger-server> |,

BRAEDIR

ST ALB ft &

1. EERHAESFE T RLE £/ CL TEBITA N 44WiE ALB BCE.

kubectl edit alb2 -n cpaas-system <otel-alb> # Replace <otel-alb> with
the actual ALB name

2. £ spec.config FEPA TR TFER.

otel:
enable: true
exporter:
collector:

address: '<jaeger-server>'

request_timeout: 1000

TEREHECE TR
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spec:
address: 192.168.1.1
config:
otel:
enable: true
exporter:
collector:
address: "http://jaeger.default.svc.cluster.local:4318"
request_timeout: 1000
antiAffinityKey: system
defaultSSLCert: cpaas-system/cpaas-system
defaultSSLStrategy: Both

gateway:

type: nginx

3. PITUA TS RFEEHN. FH/E , ALB ZHASS A OpenTelemetry , 3§ B EKI Trace {5

BR43 Jaeger Server,

twq

LEPSES S

7t Ingress FfE OTel

o £ Ingress 5 a2 OTel
B ACE R BFE Ingress LG OTel , 0] A i3t M3 FIVAR N FIAVESKIR | FEIRId BRER
EREARRBRS 2 BREERRAIMRE RIS R
BRAELIR
7 Ingress [ metadata.annotations £ F RN FACE :

nginx.ingress.kubernetes.io/enable-opentelemetry: "true"

SR8
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e nginx.ingress.kubernetes.io/lenable-opentelemetry : IX& 4 true B, &JN Ingress
controller 7E4MEIBITIX Ingress FESKET B OpenTelemetry ThaE , BRI IFIREEK
B Trace 52. WEA false EFSFRIL annotation B , FRIRAWEEIREE KM Trace

S
(EISY

o 7f Ingress /S AEEF OTel {51F
OTel (ZERTHIE Ingress B RFEFEAENEKRTK Trace {55 (4120 trace ID)
BRAEDIR
7 Ingress [ metadata.annotations F£E& R FACE :

nginx.ingress.kubernetes.io/opentelemetry-trust-incoming-span: "true"

SR

e nginx.ingress.kubernetes.iolopentelemetry-trust-incoming-span : iX&:4 true
B, Ingress SHEFEHAEHM Trace 58 , B TRIFERFEHFN—BHE |, FBME
KEREBEN AN EBRAZTSRITRIEERMOM., REA false B, FIAEREMH
KIBEREE , XATRESBUEKIN Ingress EH AL AFTBERGERN—ER4Y , NTMHETIEARS
Trace fRIZEZME,

o 7f Ingress LIRINA[FHK OTel it E
WAL E SRR Ingress ‘BIREE X OTel BT AMBIESE AR , ANTTENRS
HIE BRIREE ER B AR TAR LRI .
BRAEDIR
7 Ingress [ metadata.annotations F£E& NI FACE :
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apiVersion: networking.k8s.io/vi1
kind: Ingress
metadata:
annotations:
alb.ingress.cpaas.io/otel: >

{
"enable": true,
"exporter": {
"collector": {
"address'": "<jaeger-server>", # Replace <jaeger-server
> with the actual 0Tel data reporting server address, e.g., "address":

"http://128.0.0.1:4318"
"request_timeout": 1000

S0

exporter : F5E AR Trace ¥3EA&1XZE OTel Collector (OTel #iEHRE RS
7).

address : FE5 OTel Collector fjHbiit,

[ =

request_timeout : ¥55E 15 KB RTETE],

EN A {E A OTel

UTFECEE/RT 5TEM OTel ELELH , 7] AT E M AMA7EN B B MAEER OTel Thik.

FEEHRERFETRL , €8 CLU TAMITUA T 64, DEREGEEK OTel FLELEM.

kubectl get crd alaudaloadbalancer2.crd.alauda.io -o json|jg ".spec.versi
ons[2].schema.openAPIV3Schema.properties.spec.properties.config.propertie

s.otel"

BIELER -
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{
"otel": {
"enable": true
}
"exporter": {
"collector": {
"address": ""
3
3
"flags": {
"hide_upstream_attrs": false
"notrust_incoming_span": false
"report_http_request_header": false
"report_http_response_header": false
3
"sampler": {
"name": "",
"options": {
"fraction": ""
"parent_name": ""
I
I
}
SRR
S WiER
otel.enable 2R ER OTel ThaE,

OTel HERE RS FAMHAE , STIF http/https PRI,
exporter.collector.address P

flags.hide_upstream_attrs ARG EHHNKEER.

EBEEFHERENERFH OTel Trace 55 (H20

flag.notrust_incoming_span

trace ID) .,
flags.report_http_request_header ARG EKIRK.

flags.report_http_response_header B AREIRNARK.
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e Wt
sampler.name KEEREEIR ; BRFERER | BS M RAERR.
sampler.options.fraction KRR,
sampler.options.parent_name parent_base FHERI&HIALKRE,
2R 7

ZIAEIRT , 10R ALB BCE T H L OTel 2%, T FT &3 TACE , N FT M ALB 2R IXLE
SEIENBSECE ; R , FT 48& ALB BCE , ™ Rule AJ PAFJES M ALB F1 FT 2R R
=

« ALB : ALB FHELERE 22 RECEMINARE. EATRfELACE Collector it EF£ /5
B, XEESHCEERTEK FT 1 Rule 487K,

o FT:FTRIAM ALB 40RECE | B) FT ERECEMFLE OTel Z¥UEM ALB THIBCE. B
B, BT — SRt FT BCE ; 6120, ATROERAE FT _EEREEEA OTel , ARG
HAh FT 8¢ ALB £ [FiRE.

 Rule : Rule ATARIET M ALB F1 FT k&EBLE ., BR , &Lt —H44k Rule WECE ; 61
N, 455€ Rule ATRLUERRNSEENR OTel Trace {58, SRIFEEXFERR,

BRIEDIR

B3 7E ALB, FT #1 Rule f] YAML X4 ECE spec.config.otel ZFER , ATRAERAN OTel 48
KECE.

§3 e BR

KA R
2% 8

always on AR E TR B EREURE.
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S il
always off A TREIB R

BIE traceid REBBIE. traceparent HIIEHRA xx-traceid-xx-
traceid-ratio flag , HH traceid AIAET 16 NFRFFRA—A 32 it/ dthEER, MFx%E
$¥INF fraction LA 4294967295 (B[ (2732-1)) , &4,

RIBVEKF traceparent KFRESI DR E B AIRE . UhrEA 01 B |, B4EiRE
30 : curl -v "http://$ALB_IP/" -H 'traceparent: 00-xx-xx-01' ; 4
Mok 02 B, REa R ; IR0 : curl -v "http://$ALB_IP/" -H

"traceparent: 00-xx-xx-02' ,

parent-base

Bt

o WREM

ARG XL B,
2 ST
hostname ALB Pod 1E41.44

service.name

service.namespace

service.type

service.instance.id

« Span Bt

o EOAREHEML

http.status_code KR

ALB &R
ALB FT1Efn 4% =5(A)
ENAH ALB

ALB Pod B % #K
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2 G2

http.request.resend_count i

alb.rule.rule_name BESRILECH) Rule £ 7K
alb.rule.source_type ESKILECH) Rule 288Y | BRI SZFF Ingress
alb.rule.source_name Ingress H] & FR

alb.rule.source_ns Ingress FT{ERI4r & T (8]

o TNARSWBME |, BATUBIT &Y flag.hide_upstream_attrs FEER HHE -

B TR

alb.upstream.svc_name MEHRBM Service (NERIKE) M4 FR
alb.upstream.svc_ns W KT Service (NEPIE) FTfEMIS & )
alb.upstream.peer Wit RTI Pod 1 IP HhibANdE

o BNARIREMIEME , {BRTRUBIE B flag.report_http_request_header FEH1TIRE
M i

**http.request.header.<header>** TESKbRk
o BUANRERJEME , BTUB &Rk flag.report_http_response_header TFER TR -
BM DS

=

**http.response.header.<header>** e Rz ARk

MmNl
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AT YAML ECESERZE—/ ALB , 7{FH Jaeger {E2k OTel server , L Hotrod-proxy {E A&/
Jaim., BIHACE Ingress ML , Y& FugiasK ALB B |, =R E A% HotROD, 1t4h ,
HotROD HNEMHARS Z BB (E S IEIT ALB 4TI,

1. % PUTF YAML {R1E048 4 all.yaml B304,
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apiVersion: apps/vi
kind: Deployment
metadata:
name: hotrod
spec:
replicas: 1
selector:
matchLabels:
service.cpaas.io/name: hotrod
service_name: hotrod
template:
metadata:
labels:
service.cpaas.io/name: hotrod
service_name: hotrod
spec:
containers:
- name: hotrod
env:
- name: PROXY_PORT
value: '80'
- name: PROXY_ADDR
value: 'otel-alb.default.svc.cluster.local:'
- name: OTEL_EXPORTER_OTLP_ENDPOINT
value: 'http://jaeger.default.svc.cluster.local:4318"
image: theseedoaa/hotrod-with-proxy:latest
imagePullPolicy: IfNotPresent
command: ['/bin/hotrod', 'all', '-v']
apiVersion: networking.k8s.io/v1
kind: Ingress
metadata:
name: hotrod-frontend
spec:
ingressClassName: otel-alb
rules:
- http:
paths:
- backend:
service:
name: hotrod
port:
number: 8080
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path: /dispatch
pathType: ImplementationSpecific
- backend:
service:
name: hotrod
port:
number: 8080
path: /frontend
pathType: ImplementationSpecific
apiVersion: networking.k8s.io/vi1
kind: Ingress
metadata:
name: hotrod-customer
spec:
ingressClassName: otel-alb
rules:
- http:
paths:
- backend:
service:
name: hotrod
port:
number: 8081
path: /customer
pathType: ImplementationSpecific
apiVersion: networking.k8s.io/vi1
kind: Ingress
metadata:
name: hotrod-route
spec:
ingressClassName: otel-alb
rules:
- http:
paths:
- backend:
service:
name: hotrod
port:
number: 8083
path: /route
pathType: ImplementationSpecific



apiVersion: vi

kind: Service

metadata:
name: hotrod

spec:
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internalTrafficPolicy: Cluster
ipFamilies:
- IPv4
ipFamilyPolicy: SingleStack
ports:
- name: frontend
port: 8080
protocol: TCP
targetPort: 8080
- name: customer
port: 8081
protocol: TCP
targetPort: 8081
- hame: router
port: 8083
protocol: TCP
targetPort: 8083
selector:
service_name: hotrod
sessionAffinity: None

type: ClusterIP

apiVersion: apps/vi

kind: Deployment
metadata:
name: jaeger

spec:

replicas: 1
selector:
matchLabels:
service.cpaas.io/name: jaeger
service_name: jaeger
template:
metadata:
labels:
service.cpaas.io/name: jaeger
service_name: jaeger
spec:
containers:



OTel - Alauda Container Platform

- name: jaeger
env:
- name: LOG_LEVEL
value: debug
image: jaegertracing/all-in-one:1.58.1
imagePullPolicy: IfNotPresent
hostNetwork: true
tolerations:
- operator: Exists
apiVersion: vi1i
kind: Service
metadata:
name: jaeger
spec:
internalTrafficPolicy: Cluster
ipFamilies:
- IPv4
ipFamilyPolicy: SingleStack

ports:
- name: http
port: 4318

protocol: TCP
targetPort: 4318
selector:
service_name: jaeger
sessionAffinity: None
type: ClusterIP
apiVersion: crd.alauda.io/v2
kind: ALB2
metadata:
name: otel-alb
spec:
config:
loadbalancerName: otel-alb
otel:
enable: true
exporter:
collector:
address: 'http://jaeger.default.svc.cluster.local:4318'
request_timeout: 1000
projects:
- ALL_ALL
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replicas: 1
resources:
alb:
limits:
cpu: 200m
memory: 2G1i
requests:
cpu: 50m
memory: 128Mi
limits:
cpu: '1'
memory: 1Gi
requests:
cpu: 50m
memory: 128Mi
type: nginx

2. 1€ CLI TRAFHITA T4 , 5 Jaeger. ALB, HotROD DARIMEHETHERIETH CR.

kubectl apply ./all.yaml

3. FUTLAT 654 3KEX Jaeger fIij7(a)itit .

export JAEGER_IP=$(kubectl get po -A -o wide |grep jaeger | awk '{print
$7}');echo "http://$JAEGER_IP:16686"

4. B ITRA T 654 3KEL otel-alb B[R ML,

export ALB_IP=$(kubectl get po -A -0 wide|grep otel-alb | awk '{print
$7}');echo $ALB_IP

5. TR T 45418 1S ALB [6) HotROD A& IXiE5K. BtEF , ALB ¥ Trace %% Jaeger,

curl -v "http://<$ALB_IP>:80/dispatch?customer=567&nonse=" # Replace <
$ALB_IP> in the command with the access address of otel-alb obtained in

the previous procedure

6. FTFTEL TR 3 ERENA] Jaeger hlapE , EHLER.



EGER Ul Search

Search Upload

Service

Operation

all

Tags

Lookback

Last Hour

Max Duration

Limit Results

20

Compare  System Architecture

Min Duration
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Monitor

500ms

ops

-500000pis

06:13:20 am 08:00:00 am

Sort:  Most Recent

1 Trace

Compare traces by selecting result items

otel-alb: GET /dispatch?customer=567&nonse= c6294a7 I

52Spans | 3 Errors B customer (1) ariver (1) [J] frontend (13) mysql (1) otel-alb (12) © redis-manual (14)

09:46:40 am

Download Results

route (10)

Time

Deep Dependency Graph

689.87ms

Today 12:08:39 pm

afew seconds ago
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JAEGER Ul Search Compare System Architecture Monitor

otel-alb: GET /dispatch?customer=567&nonse=

€« A4
Trace Start August 12 2024, 12:08:39 Duration 689.87ms = Services 7 Depth 6 Total Spans 52
Ops 172.47ms 344.93ms
Service & Operation v o> ¥ »  Oups 172.47ms

v | otel-alb GET /dispatch?customer=567&nonse=
VI frontend /dispatch
Vl frontend HTTP GET
Vv || otel-alb GET /customer?customer=567

v I customer /customer

mysql & = mysql saL SELECT
VI frontend driver.DriverService/FindNearest

v driver driver.DriverService/FindNearest

I redis-manual FindDriverlDs
I O redis-manual Getbriver
I redis-manual Getbriver
I redis-manual Getbriver
I redis-manual Getbriver
I redis-manual Getbriver
I O redis-manual GetDriver
I redis-manual Getbriver
I redis-manual Getbriver
I redis-manual Getbriver
I redis-manual Getbriver
I O redis-manual Geidriver
| redis-manual GetDriver
I redis-manual GetDriver
Vl frontend HTTP GET
V | otel-alb GET /route?dropoff=211%2C653&pickup=947%...
route /route
VI frontend HTTP GET

v 1 otel-alb GET /route?dronoff=211%2C653&bickun=320%...

rI AR B
NGINX® £ FS, Inc. &3 B S AR MK K ERTTA.

Alauda BBV, AF=6R5 F5, Inc. RFEXREX , ARRGHIATSHE. FARREE
HEBMBERE , B THREH.
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Q Alauda Container Platform Q =

Alauda Container Platform > 4% > M4&i%E{Egs > ALB Operator > TCP/HTTP Keepaliv

TCPIHTTP Keepalive

Bk

RIS

EAS

1. ALB T QR AECE keepalive, TJATERRRFHITACE.
2. Keepalive 7 T% FinS ALB Z[H] , TiA2 ALB 5Javm (8],
3. B Nginx FLE X , BECEREFTHN , Nginx FEIFHBSNEFMME.
4. TCP keepalive 1 HTTP keepalive 2N EIHHLE:
1. TCP keepalive £ TCP WMY—TINEE , BB BIEEH N EHERNEIER , IS
EEZEERMAEY. EBPTRINERRBUEE.

2. HTTP keepalive (HFRAFFRIER) AKFSD HTTPIEKERAR— TCP &=k , Ak
RESMERTTSY. BB ERMETIRERE , XATRUR FHERE,

CRD


http://localhost:4173/container_platform/zh/
http://localhost:4173/container_platform/zh/

TCP/HTTP Keepalive - Alauda Container Platform

keepalive:
properties:
http:
description: Downstream L7 keepalive
properties:
header_timeout:
description: Keepalive header timeout. Default is not set.
type: string
requests:
description: Keepalive requests. Default is 1000.
type: integer
timeout:
description: Keepalive timeout. Default is 75s.
type: string
type: object
tcp:
description: TCPKeepAlive defines TCP keepalive parameters (SO_KEEP
ALIVE)
properties:
count:
description: The TCP_KEEPCNT socket option.
type: integer
idle:
description: The TCP_KEEPIDLE socket option.
type: string
interval:
description: The TCP_KEEPINTVL socket option.
type: string
type: object
type: object

R AEfE Frontend .spec.config.keepalive _Fi#HTACE.

NIyt
NGINX® £ F5, Inc. f£EE Kk HMER X KEMER.

Alauda BFLHNVE, A=55 F5, Inc. IRAXKIK , UARBKGHIATTEREE), FrARREEHE
FBEABENR , AR TIRRER,
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ALB 5 Ingress-NGINX jEfi#3 At - Alauda Container Platform

Q Alauda Container Platform Q =

Alauda Container Platform > & > Mz&4{E2s > ALB Operator > ALB 5 Ingress-NGl

ALB 5 Ingress-NGINX Jfig3& 51

I WARNING

ALB B M. tNREE(FH ingress-nginx & , i&5{# A ingress-nginx-operator,

EAHS

ingress-nginx & Kubernetes % AR Ingress Controller , FFEN T WL , BTRINE 7
Ingress & X Z MK&FRINRE.

ALB HFHEF —HB9 IR,
X FFH) ingress-nginx jEfi#

XFHBR (v
F, x R"ZHF, o &P

F
=

Name

BEHHAT R

B3
nginx.ingress.kubernetes.io/app-root string X

o0 ingress N33,
nginx.ingress.kubernetes.io/affinity cookie ALB AT AECE

cookie 5%

nginx.ingress.kubernetes.io/use-regex bool


http://localhost:4173/container_platform/zh/
http://localhost:4173/container_platform/zh/
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Name

nginx.ingress.kubernetes.io/affinity-mode

nginx.ingress.kubernetes.io/affinity-canary-

behavior

nginx.ingress.kubernetes.io/auth-realm

nginx.ingress.kubernetes.io/auth-secret

nginx.ingress.kubernetes.io/auth-secret-type

nginx.ingress.kubernetes.io/auth-type

nginx.ingress.kubernetes.io/auth-tls-secret

nginx.ingress.kubernetes.io/auth-tls-verify-
depth

nginx.ingress.kubernetes.io/auth-tls-verify-

client

nginx.ingress.kubernetes.io/auth-tls-error-

page

nginx.ingress.kubernetes.io/auth-tls-pass-
certificate-to-upstream

nginx.ingress.kubernetes.io/auth-tls-match-cn

nginx.ingress.kubernetes.io/auth-url

nginx.ingress.kubernetes.io/auth-cache-key

F
=

"balanced" 8%

"persistent"

"sticky" B,
"legacy"

string

string

string

"basic" g}
"digest"

string

number

string

string

"true" Y "false"

string

string

string

XFHEL (v X
F, X AXZFF, oHp
ST IBIT AL
BH3I)

0 ingress N3 FF,
ALB FLUaT IABCE
DVRFAM

0 ingress N3 FF,
ALB FLUaT IABCE
DVRFAME

v auth

v auth

v auth

v auth
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XFEN (VX
¥, X R"HF, o Hp

Name it R
Sy SFFERAT AT AT
BHRI)
nginx.ingress.kubernetes.io/auth-cache- )
, string X
duration
nginx.ingress.kubernetes.io/auth-keepalive number X
nginx.ingress.kubernetes.io/auth-keepalive-

"true" @ "false” X
share-vars
nginx.ingress.kubernetes.io/auth-keepalive-

number X
requests
nginx.ingress.kubernetes.io/auth-keepalive-

) number X
timeout
nginx.ingress.kubernetes.io/auth-proxy-set- )

string v
headers
nginx.ingress.kubernetes.io/auth-snippet string X
nginx.ingress.kubernetes.io/enable-global-

"true" @k "false" o0 auth
auth -
nginx.ingress.kubernetes.io/backend-protocol string Y
nginx.ingress.kubernetes.io/canary "true" 2§ "false" X
nginx.ingress.kubernetes.io/canary-by- )

string X
header
nginx.ingress.kubernetes.io/canary-by- .

string X
header-value
nginx.ingress.kubernetes.io/canary-by- )

string X
header-pattern
nginx.ingress.kubernetes.io/canary-by-cookie string X
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XFEN (VX
¥, X R"HF, o Hp

Name it R
Sy SFFERAT AT AT
BHRI)
nginx.ingress.kubernetes.io/canary-weight number X
nginx.ingress.kubernetes.io/canary-weight-
number X
total
nginx.ingress.kubernetes.io/client-body- .
) string X
buffer-size
nginx.ingress.kubernetes.io/configuration- )
] string X
snippet
nginx.ingress.kubernetes.io/custom-http- _
[int X
errors
nginx.ingress.kubernetes.io/custom-headers string o]
o , , o A PUFE A ingress
nginx.ingress.kubernetes.io/default-backend string
i) default-backend
nginx.ingress.kubernetes.io/enable-cors "true" ¥ "false" v
nginx.ingress.kubernetes.io/cors-allow-origin string Y
nginx.ingress.kubernetes.io/cors-allow- )
string \%
methods
nginx.ingress.kubernetes.io/cors-allow- )
string %
headers
nginx.ingress.kubernetes.io/cors-expose- .
string X
headers
nginx.ingress.kubernetes.io/cors-allow-
"true" @ "false" X

credentials

nginx.ingress.kubernetes.io/cors-max-age number X
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Name

nginx.ingress.kubernetes.io/force-ssl-redirect

nginx.ingress.kubernetes.io/from-to-www-

redirect

nginx.ingress.kubernetes.io/http2-push-
preload

nginx.ingress.kubernetes.io/limit-connections

nginx.ingress.kubernetes.io/limit-rps

nginx.ingress.kubernetes.io/global-rate-limit

nginx.ingress.kubernetes.io/global-rate-limit-
window

nginx.ingress.kubernetes.io/global-rate-limit-

key

nginx.ingress.kubernetes.io/global-rate-limit-

ignored-cidrs

nginx.ingress.kubernetes.io/permanent-

redirect

nginx.ingress.kubernetes.io/permanent-

redirect-code

nginx.ingress.kubernetes.io/temporal-redirect

nginx.ingress.kubernetes.io/preserve-trailing-

slash

nginx.ingress.kubernetes.io/proxy-body-size

F
=

"true" ¥ "false"

"true" 8Y "false"

"true" 8Y "false"

number

number

number

duration

string

string

string

number

string

"true" 8Y "false"

string

XFHEL (v X
F, X AXZFF, oHp
ST IBIT AL
BH3I)

v redirect

v redirect

v redirect

v redirect
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Name

nginx.ingress.kubernetes.io/proxy-cookie-

domain

nginx.ingress.kubernetes.io/proxy-cookie-

path

nginx.ingress.kubernetes.io/proxy-connect-

timeout

nginx.ingress.kubernetes.io/proxy-send-

timeout

nginx.ingress.kubernetes.io/proxy-read-
timeout

nginx.ingress.kubernetes.io/proxy-next-

upstream

nginx.ingress.kubernetes.io/proxy-next-

upstream-timeout

nginx.ingress.kubernetes.io/proxy-next-

upstream-tries

nginx.ingress.kubernetes.io/proxy-request-

buffering

nginx.ingress.kubernetes.io/proxy-redirect-

from

nginx.ingress.kubernetes.io/proxy-redirect-to

nginx.ingress.kubernetes.io/proxy-http-

version

nginx.ingress.kubernetes.io/proxy-ssl-secret

F
=

string

string

number

number

number

string

number

number

string

string

string

"1.0" 8k "1.1"

string

XFHEL (v X
F, X AXZFF, oHp
ST IBIT AL
BH3I)

Vv timeout

Vv timeout

Vv timeout
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Name

nginx.ingress.kubernetes.io/proxy-ssl-ciphers

nginx.ingress.kubernetes.io/proxy-ssl-name

nginx.ingress.kubernetes.io/proxy-ssl-

protocols

nginx.ingress.kubernetes.io/proxy-ssl-verify

nginx.ingress.kubernetes.io/proxy-ssl-verify-
depth

nginx.ingress.kubernetes.io/proxy-ssl-server-
name

nginx.ingress.kubernetes.io/enable-rewrite-

log

nginx.ingress.kubernetes.io/rewrite-target

nginx.ingress.kubernetes.io/satisfy

nginx.ingress.kubernetes.io/server-alias

nginx.ingress.kubernetes.io/server-snippet

nginx.ingress.kubernetes.io/service-upstream

nginx.ingress.kubernetes.io/session-cookie-

change-on-failure

nginx.ingress.kubernetes.io/session-cookie-
conditional-samesite-none

nginx.ingress.kubernetes.io/session-cookie-

domain

F
=

string

string

string

string

number

string

"true" ¥ "false"

URI

string

string

string

"true" ¥ "false"

"true" 8Y "false"

"true" 8Y "false"

string

MFHER (VX

¥, X R"HF, o Hp
NI FFAIBITEC

B3R
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Name

nginx.ingress.kubernetes.io/session-cookie-

expires

nginx.ingress.kubernetes.io/session-cookie-

max-age

nginx.ingress.kubernetes.io/session-cookie-

name

nginx.ingress.kubernetes.io/session-cookie-

path

nginx.ingress.kubernetes.io/session-cookie-
samesite

nginx.ingress.kubernetes.io/session-cookie-

secure

nginx.ingress.kubernetes.io/ssl-redirect

nginx.ingress.kubernetes.io/ssl-passthrough

nginx.ingress.kubernetes.io/stream-snippet

nginx.ingress.kubernetes.io/upstream-hash-

by

nginx.ingress.kubernetes.io/x-forwarded-

prefix

nginx.ingress.kubernetes.io/load-balance

nginx.ingress.kubernetes.io/upstream-vhost

nginx.ingress.kubernetes.io/denylist-source-

range

F
=

string

string

string

string

string

string

"true" 8Y "false"

"true" 8Y "false"

string

string

string

string

string

CIDR

XFHEL (v X
F, X AXZFF, oHp
ST IBIT AL
BH3I)

o AliAId
modsecurity SR

AR
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XFEN (VX
¥, X R"HF, o Hp

Name it R
Sy SFFERAT AT AT
BHRI)
o o o A@
nginx.ingress.kubernetes.io/whitelist-source- .

CIDR modsecurity SREZE

range o
AR

nginx.ingress.kubernetes.io/proxy-buffering string X

nginx.ingress.kubernetes.io/proxy-buffers-

number X
number
nginx.ingress.kubernetes.io/proxy-buffer-size string X
nginx.ingress.kubernetes.io/proxy-max-temp- )

' . string X
file-size
nginx.ingress.kubernetes.io/ssl-ciphers string X
nginx.ingress.kubernetes.io/ssl-prefer-server-

_ "true" % "false" X
ciphers
nginx.ingress.kubernetes.io/connection- )

string X

proxy-header
— : o BIABA
nginx.ingress.kubernetes.io/enable-access- .
I "true" ¥ "false" access_log , 1&={
0g
Bl
nginx.ingress.kubernetes.io/enable-

"true" @k "false" v otel
opentelemetry —
nginx.ingress.kubernetes.io/opentelemetry-

_ . "true" % "false" v otel
trust-incoming-span -
nginx.ingress.kubernetes.io/enable- .

) bool v modsecurity
modsecurity
nginx.ingress.kubernetes.io/enable-owasp- )
bool v modsecurity

core-rules
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XFEN (VX
¥, X R"HF, o Hp

Name it R
Sy SFFERAT AT AT
BHRI)
nginx.ingress.kubernetes.io/modsecurity- ) )
- string v modsecurity
transaction-id
nginx.ingress.kubernetes.io/modsecurity- ) )

] string v modsecurity
snippet -
nginx.ingress.kubernetes.io/mirror-request- )

string X
body
nginx.ingress.kubernetes.io/mirror-target string X
nginx.ingress.kubernetes.io/mirror-host string X

RIAR = A

NGINX® 2 F5, Inc. 73 [E K& HABE R AIX AR .

Alauda 2 —FRMILMHNE, A7=55 F5, Inc. TTXREX , WARBSHIATSER)., FIARRSARE
BATAEZENUT , A TIMRBK,
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0 Alauda Container Platform

Alauda Container Platform > & > Mi&4{Ezs > ALB Operator > ALB &3%

ALB 517

Bk

A&
BRAELIR
WSTERR
ALB JiEWIE
ALB RIR{FH

Ingress., HTTPRoute, Rule jig s

7N

ARiE i
ALB TaBaMNE LRGBS,

BAIEDIR

1' :\'il:)\ %IEE\O

2. EEMSHAE , Ry B0 > 1T > WEmR,


http://localhost:4173/container_platform/zh/
http://localhost:4173/container_platform/zh/

ALB ¥43% - Alauda Container Platform

3. RITIUEIRARK) S fF , YHARIR TR,
4. RINEA LA Yk,
5. B LFAF AR ALB KA HIZmR

o A— : ;i container-platform £ f , BIFSIZE R , SAEAE ALB KA ZFRFAN
VEER, SERTEZSEEREE @R,

o AR : IS RIEMAREER (20 alb) HITIER , AFRT ALB RE &S KLITMH
W, TENPEZGISEREE T ER.

6. B MRE S B TAITIEAR.

o ERZEWRRNGATE : R REINEK namespace , ERELIFNG L ZTE , Z0AK
288, BiEfia e TiE.,

o WEHEEWITH ALB : i WETNEIK name , FEEFEEIWTITH ALB |, BAKLTEE , BPgIw

& ALB,

RAE AR =0

JBIRFTE ALB 7£ &I 5 04 WHEIRE. RIRMERBIN. Ingress (A¥FRLNI) . HTTPRoute
(HTTPRoute ZSRUFEREFIN]) #1 Rule (BEE Ingress t3E HTTPRoute FIFLI) AE1ETE

PR,

FE  TASIEAA &IE 5 5740 NREREITHE.

ALB jiE it

FAGZE 7N

TEENEREL

SIERA

A

B

R

/.

i

FTiE ALB _ER)TEBMEREA.

Brife ALB SR EIHIE KB,

Bride ALB RVAR AR AXX (40 404) F 5XX FARIEKEIELS).

Bide ALB _EiEsSKEFSREIR .
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ALB ®iR{EH

WISTERR D%

CPU A= fiTide ALB 4 CPU R,
APEREIERS fTide ALB HIINTFE R,
L& HRUSU A& BT ALB HIRIZE 1/0 HILE.
HESEERR fii%e ALB BOREEL 110 BT E.

A

Ingress. HTTPRoute, Rule jji=Z 4%

WISTERR R
QPS (BMEf FTi% ALB _E Ingress/HTTPRoute/Rule GRS ENEKEL , BRASNIA
) reqg/s.

15K BPS (BHF
Eﬁ) e A% ALB _E Ingress/HTTPRoute/Rule EFMEWGE KN EFTE,
T

g BPS N
E%&) (BT FTi% ALB _E Ingress/HTTPRoute/Rule & IENER fEF T4,
T

FRRR FTi% ALB _E Ingress/HTTPRoute/Rule £MEiESRET & AR E L.

Fri%e ALB _E3ESK0ImN B[R] , BaChPalmiif(E), IR 50%, 90%
99% HIESKIB N, B [B)/ NF R T .

P50, P90, P99 _
7EE : P50, P90 F1 P99 i[RI 2 H R EEUR M NI RHEF | BUR
50%, 90% 1 99% {7 B H¥URME ; HIL , K&K 50%, 90% H 99% MKI%L
REMETXE. BB E T AR HIHRAEFRIRIE .

it P50, L LIRS HERIGR AT B), FRARAIXE_EFIRFAIESKF , 50%. 90% F
P90, _Ljj P99 99% MmN i (B)/NFER ST (A
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Q Alauda Container Platform

Q =
Alauda Container Platform > M4 > WKL L
S e
TR LK TR EE API B LR SR PXIZ% SR
R EEEIM BT Web 12541
KUBE-OVN XJM4% SRB& B TFEAS {# 8 Web #5414 413 AdminNetworkPolic  J&IT CLI Bz »

T {EAEE AdminNetworkPolicy S5rép4  {#/ CLI 413 AdminNetworkPolicy &% Bas

W
S


http://localhost:4173/container_platform/zh/
http://localhost:4173/container_platform/zh/

IR L% SRAE API - Alauda Container Platform

Q Alauda Container Platform Q

Alauda Container Platform > & > Wk s > IREMLEERS AP

PR 2% R API

Bk

N8
KUBE-OVN X ®X4% Sl RIS
HEIZE AdminNetworkPolicy 5 4y 4 Z=[B1YE 15 NetworkPolicy B [X 51 ?

N8

Kubernetes XA& &£ BRI E T RITH L T /EtaEk (Pods, #&ZME)) TRUB{SAK AN
B15. HEAZO M KRS AP, XIFNER (56 314 |B) FIREITH. MEEREHRE , Fak

B API EHIL , U IFEES TR T2/, S8 IT. SEEEEUENAE (87

B) Tk,

ALEAANE API &R vialphal : AdminNetworkPolicy (ANP) #
BaselineAdminNetworkPolicy (BANP) , B 1EMLSKEE APl PRIV E , SR
NetworkPolicy 1% , AR ANMAFERLRISRSKRIRAAIRIRT , &KERE].

KUBE-OVN X MX%& SR B& B TE(h

WY AL NIRRT | ETETE A& KL FLRIRFF : Admin Network Policy ;4T Network
Policy , f[5& X% T Baseline Admin Network Policy,


http://localhost:4173/container_platform/zh/
http://localhost:4173/container_platform/zh/

BAELHRINT

Evaluated First

Priority

-

Evaluated Last

=1+

JRAR LR 5 API - Alauda Container Platform

User
8]
a®

Sys Admin

- -
Developer

em
Sys Admin

[ Existing NetworkPolicy APl Object

O AdminNetworkPolicy API Object

FYEFRIEA) AdminNetworkPolicy 54

13 i) NetworkPolicy B1a[[X 51| ?

W

YRR

SR | FTAR

FEM®

EHIE AR

RIESR

4 Z[AVERISK NetworkPolicy
EATRAN AT
MRAFEAN RS G LT RNEE
THERBER R (L3/L4)

B podselector ¥EEMRAEZT(A)
N Pods

F etk — AR RAINZ
R Ve

S P{EAIEA) AdminNetworkPolicy

ERTENGEN
FREE SRR EER

SERIPIT £ Rk 6 4 T AR

HIRZE subject &I 4 % A)K
Pods

MR E S — Bt TR

> 44 2 [A)VE
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R 5]

IR

Py % ZEHL
ny

i

IR L% SRAE API - Alauda Container Platform

542 % [AYE FR1E K NetworkPolicy

VR — JEvn , PREVEUE IR
s

IR E Kdh & = [H)

{WiE 1T namespaceSelector B3 7,
Gs

ALE RN A 4 /)

EEEREM AdminNetworkPolicy

[RE&IFE FIERE | 2% QRS

2[R

AJ R #2024 i 45 =5 8]

— &\

(W=7

RS

TE

& TR EES

%2["‘] /I\ﬁgilm,i

wE
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0 Alauda Container Platform Q

Alauda Container Platform > W& > Wi E > S ALK KR

Al

BT o RN R

l INFO

FAUAE AR ME RIERHEA AR UL, |BIR Ul B T3#AMERRNASMRE , MHR Ul EMNR
&, FHRHHRAE YAML JtEa5. FAVENERFR Ul

BEHAFAEIEARBA cluster-network-policy #1 cluster-network-policy-next feature-

gate , PAAIRIFTAR VI,

Bk

AEEEm
{3 Web 5% & 412 AdminNetworkPolicy % BaselineAdminNetworkPolicy

{# A CLI 813 AdminNetworkPolicy gk BaselineAdminNetworkPolicy

JEF=E 1

o BHI{Y Kube-OVN CNI ZHFETH 53 L% TR MK

o 7f Kube-OVN MIAET , HThiELr T Technology Preview [E%. _EiiE API {34
policy.networking.k8s.io/vialphal FAEFFEUES , RIEEH SR AR SSEE
NG DIRE , NEREHMAE PR FFNTRE. BRBPEEN , B UMRAFAERE
.


http://localhost:4173/container_platform/zh/overview/version-and-lifecycle.html
http://localhost:4173/container_platform/zh/overview/version-and-lifecycle.html
http://localhost:4173/container_platform/zh/
http://localhost:4173/container_platform/zh/

EI1E LR SRBE - Alauda Container Platform

o & HEEfEE— Baseline Admin Network Policy,

AdminNetworkPolicy

apiVersion: policy.networking.k8s.io/vlalphal
kind: AdminNetworkPolicy
metadata:
name: example-anp
spec:
priority: 30
subject: e
pods:
namespaceSelector:
matchLabels: {}
podSelector:
matchLabels:
pod-template-hash: 55f66dd67d
ingress:
- name: ingressil
action: Allowe
ports:
- portNumber:
protocol: TCP
port: 8090
from: @
- pods:
namespaceSelector:
matchLabels: {}
podSelector:
matchLabels:
pod-template-hash: 55c84b59bb
egress:
- name: egressl
action: Allow
ports:
- portNumber:
protocol: TCP
port: 8080
to:qﬁ’
- networks:
- 10.1.1.1/23
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O BN, REEEE.
O subjcct : BAEIEEF Pod HERRS LT

€ action : ATF{EA Allow, Deny Fl Pass, Allow FRRAVFREA , Deny FRTBLER
BViiR) , Pass RARAVFRE. Bhid EERIMNITRAIERE K SRR |, FFARESH (iR
(NetworkPolicy 1 BaselineAdminNetworkpolicy) &M=,

@ TJF1EH Namespace Selector, Pod Selector,

e ] FH{E A Namespace Selector, Pod Selector, Node Selector, IP Block,

BaselineAdminNetworkpolicy :
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apiVersion: policy.networking.k8s.io/vlalphal
kind: BaselineAdminNetworkPolicy
metadata:
name: defaulta
spec:
subject:
pods:
namespaceSelector:
matchLabels: {}
podSelector:
matchLabels:
pod-template-hash: 55c84b59bb
ingress:
- name: ingressil
action: Allow
ports:
- portNumber:
protocol: TCP
port: 8888
from:
- pods:
namespaceSelector:
matchLabels: {}
podSelector:
matchLabels:
pod-template-hash: 55f66dd67d
egress:
- name: egressl
action: Allowe

ports:
- portNumber:
protocol: TCP
port: 8080
to:
- networks:

- 3.3.3.3/23

@ SR REESIE—A metadata.name= default HIFELLETE FRIL KIS,
@ TR Allow, Deny,
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{FFH Web izH|& 4172 AdminNetworkPolicy 2§

BaselineAdminNetworkPolicy

1 HRIEEA,

2. EEMSAAF , BEMLE > LRI RN,

3. Bl EHE LR R BRACE B ETE AR R
4. RBRL TR AR RECE .

X5 2 DS

Admin Network Policy B,
LR Baseline Admin Network Policy
HIEFR.
EAEE HE VI P RIS . %
BB NRIRISE RS,
HE | ELEH MK R
Mok,

R5Ek

B#x Pod ASRE S T\ B Ardn 5 =)
BIFREE, FRARE | LoREEH
AT UIEHTRTAEGET
B, EE/T , KRMRNL AT
T SRR LA & T
[ Pod,

)
H}

&SRR

BT L E B IR SRR 2R
1B 4R Pod.

LRI IR E R Pod FUE

ASEEXS FER 4 A\ B AR Pod 9
W, IRKRE KRR
AT Ynid & = RFRHHE
Pod,

Pod %328
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X 2

YRR E AR Pod FiUE

Ingress

WAl

R - RN

FIRINT SR

ez B ZHEK

KA,
Pod &5
iy 4 T [RIEF

o
0

i)

BAHTE S B I LS SRR 320
KB #x Pod.

TEE 4L 3E A B #% Pod i)
ME. BE=FEK : Allow
(SAVFRE) . Deny (BHIETR
8) M Pass (kI TEMER
BRI ETE R Rl | fFIRE
B Network Policy 4M8 ; iR
1£7E Network Policy , NJE
Baseline Admin Network Policy
AL3H)
EE  BEEEH AW RIS ST
¥ Pass 124E.

U TS e e SR ey TS
Zs[R)Ek Pod ; RFULACK Pod
Z 8RB AR Pod. ATBLEATTR
WEFELRMNZIEE Pod,

o MRFINEE T fh4 (A%
FEE5H0 Pod 1E4E2s , MUENPY
HHATE , BINFEE s
R B TR E AR
Pod,

o MRFECEMIR , NIEKANE
0T, ST HAEGATE
WHIFTAE Pod BT AR B
A% Pod,

ULEC 2 Ry 42 = RIP B TEEAR
% Pod ; RBILECK) Pod A

BEVIIRI B A% Pod, ATRABATTRYE
BEYATFNFINK Pod, 0%
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X5, e i

FRECEHI , MEGABRAT , 4
B 4 T AP T Pod ]
PAiAIRI B A% Pod.,

DURCHE E XA O _ IR E
A AR im0 ek Pod £/

i1
Y BFR. dRAKRECELLT , N
2R BYwA .
FEE S B AR Pod Y[a)sLe s
. i P, ATRURT AR T
RS B
=, BUEHI Pod AI[RIEKT A
FILI) P,
c R AN RAERRY FERE B AR Pod i&EHA CIDR
gress
FIRINT 2R - SulEl. NRARCE I , NIZA
b
Bz EEZHE BT , BAR Pod AT RUEHEEE
KA, EFE 1P,
5 Ingress 2% 20\ , EHAER
Htbs%

AIBCE AT AL

{#F CLI 42 AdminNetworkPolicy 5§

BaselineAdminNetworkPolicy

kubectl apply -f example-anp.yaml -f default.yaml
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Q Alauda Container Platform Q

Alauda Container Platform > M%& > MBREEL > MLERFRER

P25 TR e

l INFO

& BRIt T WA RIKIML SEEE Ul [BAR Ul 3B MRER | FThR Ul EMRIVEBIRE T RAEK
YAML giiBes. FR{THEREE AR,

BHAFAEHAIE network-policy-next THBEITRAVARFTAR UL,

NetworkPolicy & —Mp & Z[BSEEIH Kubernetes &R , B CNI FE4ESREL, 18IS LK RER |
FRa] AFEH) Pod IR IRE |, SKEMLEFRE |, FRREE X,

FIMBAT , FTE Pod AT EBBE , AFKBEASRRNALOMEORE. UNAH
NetworkPolicy & , B#r Pod RS &5EREATHIME.

I WARNING

W& RIS ERTARMRE , ~2aLA hostNetwork =117 Pod,

751 NetworkPolicy :


http://localhost:4173/container_platform/zh/
http://localhost:4173/container_platform/zh/

4% Sk - Alauda Container Platform

apiVersion: networking.k8s.io/v1
kind: NetworkPolicy
metadata:

name: example

namespace: demo-1

annotations:

cpaas.io/display-name: test

spec:
podSelector:
matchLabels:
pod-template-hash: 55c84b59bb
ingress:
- ports:
- protocol: TCP
port: 8989
from: e
- podSelector:
matchLabels:
kubevirt.io/vm: test
egress:
- ports:
- protocol: TCP
port: 80
to:
- ipBlock:
cidr: 192.168.66.221/23
except: []
policyTypes:
- Ingress
- Egress

0 from F1 to XZF{AXIF namespaceSelector . podSelector . ipBlock

B

TBid Web #%7) & €132 NetworkPolicy

equ

183d CLI 83 NetworkPolicy
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18T Web 1= & €17 NetworkPolicy

1. 3 )\ Container Platform,

2. IEZE M S AL 5535 Network > Network Policies,

3. ;i Create Network Policy.

4. ZEP TR A RECE.

X33 e

Pod Selector

B#r Pod

SRR IR E AR Pod T

ABRE

[RIEFTE AARE

A

PABEE XS i N\ B AR Pod HIFR
B BERNEE , NN AT Y6764
T[ENFE Pod,

S5 Preview &5 M4 BTMLE 5ERE 52
e B #x Pod,

FRIEBTEEAB K Pod AR

2,
Sz
R

* HNRTE YAML [

spec.policyTypes FEXHIK
T Ingress , {BARECE AL
U A EE L P =B Papiis
FRLEFTEANEIRE &,

o WMREEBIERT YAML ]
spec.ingress |
spec.egress #
spec.policyTypes FE , 4

e [Bl 3R B A £ B 3215 [HLE
FrAAQRE T,
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X33 ¥
LRl & AN
i Pod
FL)
LETERANN

YiBA : ANRANAF Pod
AMESAKIR , E

Mz ERZE LK
;KA.

IP SEEl
Ui

HARE fRLEFTBS OIRE

A

Ui Y4 aidn & = RN A B TSRS
) Pod ; RFILECK Pod A] RLI(A)
BH#r Pod, &a[PAm i Preview &
BEYRANZIEA Pod, BARALE
T, BRA ST T RN AT
& Pod Vj[RIB 4% Pod,

DURR A B R SRR 42

[&)ak Pod ; REILACH Pod BT AYA
[R)E#5 Pod, &AM Preview

BRYAALRIFZIE Pod,

o WRENECET 64 TIAEER
A Pod 125 , MIERFIE AL
& BINtEE S & A IERR
BIEEAER] Pod.

o HXRFELEMHM , AAFERRN
A a4 Z 8 Pod /8] B AR
Pod.

WASVFARIB AR Pod 9 CIDR
AT AHERAS At i 71mI4 CIDR 38
Bl BERELEMT , {ERES
IR B A Pod,

WA : AT ROE I AR NN

example_ip/32 BIHERIISKHER B
AN 1P ik,

DLACHS R MY MG KR E: ; AT
¥FEE Ak Pod EEE & FR.
AARBCELM , WILETARE.

fHLEFTH B4R Pod I OIRE.

=z,
TR

o NRTE YAMLH
spec.policyTypes FERFR
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(X8, ¥ WiBA

S0y Egress , {BRACE BAKHL
W, Y1k El R B RS B BhAE)E
FEAEFTE L ORE 26,

5 AARE S8 , bR H

%
HitS% -

5. =7 Create,

18T CLI 41jZ NetworkPolicy

kubectl apply -f example-network-policy.yaml

2%

WMFELFE  FERE 3 Network Policies 7,


https://kubernetes.io/docs/concepts/services-networking/network-policies/
https://kubernetes.io/docs/concepts/services-networking/network-policies/
https://kubernetes.io/docs/concepts/services-networking/network-policies/

Ingress N tAEk414 - Alauda Container Platform

Q Alauda Container Platform

Alauda Container Platform > & > Ingress F1tazd514

Ingress F iz 414

{#F Envoy Gateway 13t{T Ingress F1Taz1514

1557

POLK IR EAE

ALE R

BCE Ingress RN E
TR RS

TLS FReM

5 MetalLB &£

U HERR

AR


http://localhost:4173/container_platform/zh/
http://localhost:4173/container_platform/zh/

{# /3 Envoy Gateway 3T Ingress FNta#k 474 - Alauda Container Platform

0 Alauda Container Platform Q =

Alauda Container Platform > & > Ingress #1ftazid51 > {F/H Envoy Gateway #4T Ing!

{# F Envoy Gateway 71T Ingress Fltazi4
14

B=x

R
LK TR ERA)
AL E MR

EN GatewayClass

Bl Gateway

BIE HTTP E
ALE Ingress &M=
BRI R

AR

MAR TR G

RVERMME (MtESIE)
TLS M2t

TLS &1t

TLS Hi§

Gateway 5% 2[RI mTLS
5 MetalLB £,
TR
FIARFEEA


http://localhost:4173/container_platform/zh/
http://localhost:4173/container_platform/zh/

{# A Envoy Gateway 3T Ingress F1tazi1474 - Alauda Container Platform

ERS

Envoy Gateway 4] Kubernetes S£EHR#5E 7 & (L7) Ingress MtGaEHEThee. & T
Kubernetes Gateway API #)%& , 3F&F Envoy Proxy , XfF=2k HTTP., HTTPS. gRPC #
TCP B%E , [RIBT4E (HETeZE A m] LM FN SR 41 B

Envoy Gateway &3 i€ X GatewayClass, Gateway #1 Route &JR , 8i—7 Ingress JiE2E
IR | A{ELE Ingress MR T ARER AT RERN B R A X

External Client (Browser / curl) https://www.example.com

v
DNS Resolution (https://www.example.com) - External IP (e.g. 34.23.88.11)

v

External Load Balancer [L4]

v
Envoy Gateway (Gateway API) [L7]

v
Kubernetes Service (ClusterIP) [L4]

v

Pod (Application)

o 4MIB LoadBalancer 32 £4M0 IP , K= ST RIS H .,
o Envoy Gateway &1k TLS , N AHBEIMA , FHEREEAD EmRS.
e Service (ClusterlP) RRENAZIET S LK Pod,

IR TE L & Gateway AP I%EFEEN T “Ingress Controller”,
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A & %

£ X GatewayClass

apiVersion: gateway.networking.k8s.io/v1
kind: GatewayClass
metadata:
name: envoy
spec:
controllerName: gateway.envoyproxy.io/gatewayclass-controller

B3 Gateway

apiVersion: gateway.networking.k8s.io/v1l
kind: Gateway
metadata:
name: public-gateway
namespace: gateway-system
spec:
gatewayClassName: envoy
listeners:
- name: http
protocol: HTTP
port: 80
allowedRoutes:
namespaces:
from: Same
- name: https
protocol: HTTPS
port: 443
tls:
mode: Terminate
certificateRefs:
- kind: Secret

name: site-cert

TREZES , ESHECE Gateway API Gateway,
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A3 HTTP &

apiVersion: gateway.networking.k8s.io/v1
kind: HTTPRoute
metadata:
name: web-route
namespace: default
spec:
parentRefs:
- name: public-gateway
namespace: gateway-system
hostnames:
- 'app.example.com'
rules:
- matches:
- path:
type: PathPrefix
value: /
backendRefs:
- name: web-service

port: 8080

THREZEE , BESRELE Gateway API Route,
1EAR

o Gateway X HTTP/S jRE/AFHimH 80 01 443,
o HTTPRoute RIFF ML MIKIEE LKA,

o %4> HTTPRoute Xy 7] UL Z[F—/ Gateway,

ACE Ingress E£#ITE

Envoy Gateway XFFZFoMBIRENARI | BAKBURTERIERNRHE.

555 AT o]

Cloud Service type=LoadBalancer RS AR BN IP
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o N=r 6
HnelB MetalLB + Service type=LoadBalancer MetalLB #BLHNET 1P
h4%k | NER NodePort 3% hostNetwork ATF4stsk . BiAR

NFF Envoy Gateway FKI7R#1 Service :

apiVersion: vi
kind: Service
metadata:
name: envoy-gateway
namespace: gateway-system
spec:
type: LoadBalancer
selector:

app: envoy

ports:
- name: http
port: 80

targetPort: 8080
- name: https

port: 443

targetPort: 8443

BATROEITIAT 6 @ HRE 5y BLAISNaT 1P

kubectl get svc envoy-gateway -n gateway-system

TR TR
Envoy Gateway B3 H f5ims| IR E R IERRBHEHIE.

ARSI
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backendRefs:
- name: app-vi
port: 8080
- name: app-v2
port: 8080

AN GBI

backendRefs:

- name: app-vl
port: 8080
weight: 80

- name: app-v2
port: 8080
weight: 20

SRR CREMERTA)
Envoy B EMELE ZHET Cookie U 1P HUESFIL -

apiVersion: gateway.envoyproxy.io/vlalphal
kind: BackendTrafficPolicy
metadata:
name: web-policy
namespace: default
spec:
targetRef:
group: gateway.networking.k8s.1io0
kind: HTTPRoute
name: web-route
sessionAffinity:
type: Cookie
cookie:
name: session_id
ttl: 3600s

VERT 2 BackendTrafficPolicy,
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TLS M2t

TLS &1+

1£ Gateway YNTRZkHI4LIE

tls:
mode: Terminate
certificateRefs:
- kind: Secret
name: site-cert

TLS Ei#

BT is2ENE , Envoy #AIMBRE

tls:
mode: Passthrough

Gateway 5% 2 [B)# mTLS

=Z%REE CRD T G mTLS 3% FUmiE B,

5 MetalLB &%
0 A B B R AR

1. Bt E MetallLB IPAddressPool #1 L2Advertisement,
2. Hf31R Envoy Gateway Service f)2E51°4 LoadBalancer,

3. MetalLB £E 35 ECHMB IP.,
4. 8XJ5 , DNSIERA] ARE 4 (5120 app.example.com) BREFEISECH 1P,



HEHER

()L

Gateway & B HMNB IP
HTTPRoute #{Z#
TLS JLiRIER TfE

Gateway iR [a] 404

AR = A

{# A Envoy Gateway 3T Ingress F1tazi1474 - Alauda Container Platform

AJREREA

MetalLB fCEsS1%

parentRefs ULHD

FFLE| Secret

IXBILECREM / i1

(ACEHUES

Envoy® £ The Linux Foundation B AR

MetalLB™ &2 The Linux Foundation fREI#x.

Alauda EM V. A=E5 The Linux Foundation jJ8 B XX , ARG EIATTRER).

fRIRFTR

& service ZEAYFN MetallB controller

MR {EFALEMAN cateway Fdy4ZT(E]

BOVE certificateRefs [&{%

TN HTTPRoute FHLW|

¥ J& Envoy Gateway gl|4<

HHAEREEEREERS , XA TIHRBEK,

i
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0 Alauda Container Platform Q

Alauda Container Platform > & > H:{EFEEg

eSSl

ACEIm A BEEUEH ACEARST
54 RBIE R SURIR (CR) 1 F3 Web #5414 ST Tt LEE Ser
BT Web #2514 dliI%4 Cluster|P 38 |
it CLI 4 E 4

SN ERE R84 BCE Ingress

[EERIRE I

H IR

Ingress 7~ :
{8 Web =& 4132 Ingress

Ao E M
IP 43 B AL
Calico %%
Kube-OVN R4% A& Alauda Container Platform z5142s
TREE AR AE
AL E MetallB £H44

'S Gatew:
ALE GatewayAPI &
WA
FHE S At
G ) IBRS Y ay
RS INE ayi

RoiL

7£ Web Console 417 Policy

SecurityPolicy


http://localhost:4173/container_platform/zh/
http://localhost:4173/container_platform/zh/

12{E+5R - Alauda Container Platform
BackendTLSPolicy
ClientTrafficPolicy

BackendTrafficPolicy

RIS ACE GatewayAPI ListenerSet
FIFRFEEA

R

SR A

ACE EnvoyProxy &IEACAR

HER

ACEAERY

BIEECER

BLE EnvoyProxy &K

HEAITA

Ws§% namespace {3 & ACE ALB
SRR ALB

T—%

RN ALE Alauda Container Platform 3 51 DNS 2575

(75

“+dEThab
Bii® Alauda Container Platform &£ DNS

ik
A&
FIbR =R

FIbRF=E
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Q Alauda Container Platform Q

Alauda Container Platform > & > E{/Efsm > ELEIN4A

ACEIE 4

BEA TRANEIFS , KR THATEME S EME TRRIRNECT Bigsg. f@ing
i, STREBEIES.

l NOTE

P& A2 REA TR MR SN REIEHIL | AseBiEAvR. Rt (RERWHRIETF
& _LiRmaigE ST | I BigE ST RIS R st

G LRI F 2 EcHIE T AT Container Platform FIRUTIIRE :

o BUENEAN : WLRETE > NSRRI > B3 A\ AR
o QURIRANAE : MAEE > RENA > AR RAENA > BRIASEALN
o ARBINERMERA - MEEE > QFEEFETE > Rk

YIBASEILTE  MATTRA RFERCE LB SEALR T R FE i , RVA] &R
& B NEFRSHF htps.,

B=x

WA RBIBEXRIR (CR)
BT Web 155 & Bli2i%4
BId CLI tliis4

SN ERTEMAR—IEE

BT Web i=H| 8 BCE


http://localhost:4173/container_platform/zh/
http://localhost:4173/container_platform/zh/

AL & 154 - Alauda Container Platform
BT CLI figE
JasriRAE
HABIR

WA RBIEEN TR (CR)

apiVersion: crd.alauda.io/v2
kind: Domain
metadata:
name: '${random-unique-name}'
annotations:
cpaas.io/secret-ref: developer.test.cn-xfd8x o
labels:
cluster.cpaas.io/name: global
project.cpaas.io/name: demo
spec:
name: developer.test.cn
kind: full

@O NRERTIEH , MR HTAIE LTS 258 Secret, secret-ref 2 Secret Z#K.

BT Web 154 5 4152184

LN BHER,

2. EAEMSHAEF , Ry MEEHE >34,
3. Ry BIEIEA .

4. FRIEL T BABCE M RS H.

2 i

e
o Domain : T84 , HI40 developer.test.cn .
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2 DS

o Wildcard Domain : H#BEF (*) MZIE4 , k0 *.test.cn , A&
% test.cn THIFIBEFIBA.

154 ARIE AT e 4 2SR \ e I A B R 4R

MRDET &, EFBEESAERRKMIE |, GRS KK TA

PHECERE
me.
BIERT AL STIEPI/NE (ts.crt) FFLER (tis.key) . NEAIED
K E 5485 ris & A8 (A
AR :
o AXFRFTHBINHEFA.
ER o PEANEBNHEAANIERS. FASHIAN. S8l 82550,
o QELEIERE , ST IEPRBIRIEIA 848 - VTR
o QIESEETE , TEERYRPEFBXESD |, B{FFESRAIFER
H AR EUET .
o QIBSFEERE , XIFEMEPBANR , BAIFERAMIER.
5. mif B,

BT CLI B4

kubectl apply -f test-domain.yaml

LN EHT AR

#RE] LB 7E global &R 43243 ) Domain RIFKRECE R —IRZ AL MNERHPFER | XL
IR spec.name {BEAH[E] , /B cluster.cpaas.io/name FREA[E],
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BId Web 24| S8CE

1. RERIE T Web %26 & 812182 F RS HRIE,
2. QM MREISEZ (20 app.example.com ) HIEA IR,
3. NEMBLBIEFEARER HBc&ERE (a0 cluster-a #1 cluster-b)

BT CLI B E

£ global &£t BIEM > Domain BE X &R , BN spec.name #8F] , {B
cluster.cpaas.io/name FREA[E] :

l NOTE

B/ Domain RIFFHIF4L ( spec.name ) WiAHE , {B'RIEH metadata.name [vMHE—, B4
TIREBRIZETE global 3,

Cluster A 354 :

apiVersion: crd.alauda.io/v2
kind: Domain
metadata:
name: '${random-unique-name}'
labels:
cluster.cpaas.io/name: cluster-a
project.cpaas.io/name: project-a
spec:
name: app.example.com
kind: full

Cluster B {154 :
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apiVersion: crd.alauda.io/v2
kind: Domain
metadata:
name: '${random-unique-name}'
labels:
cluster.cpaas.io/name: cluster-b
project.cpaas.io/name: project-a
spec:
name: app.example.com
kind: full

IEESS: S

o BAZEM : ARAERAIRA N RITN , BRI XA,
o SRR : ANFIYAE () KFEM T B R B RBINEHAL | FPITIRAE AT

HABETIR

o BCHEUET
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Q Alauda Container Platform Q

Alauda Container Platform > M8 > R{EFErm > AIEBMED

B UFF

FEFAEERTA TLSIEBIHHNEATEEME 7 , A&HENHEBRIFIFREEERAA
AMNFITREIAEThRERT | ATMERFREE RSN RKIES. e , PSR
T, FaEH RS+ EHES.

l NOTE

YRR B REHEAIFHERERYRE. B DARIERRFETEE namespace F A1 TLS 2HUK)

secret =78,

Bk

£/ Web %4 G G2

£ Web =%l & G2 1L+

1. 3 )\ Administrator,
2. EEMS A+ , =i Network Management > Certificates,
3. & it Create Certificate.

4. IRIELLT U ERBCE M RS HL.


http://localhost:4173/container_platform/zh/
http://localhost:4173/container_platform/zh/

BIFEP - Alauda Container Platform

2 WiEA

« All Projects : BUE RN ACA S LETE R XIXM T M B (£,

Assign » Specified Project : ¥EB N ALATEETE £,
Project + NoAssignment : EARSEIRE . ERRTHE , B UET Update

Project #R{EEFT Al (& ZIEBHHE .

Public Key FERIR tls.crt, SANART |, RIHF IS4,
Private Key FEHIRE tis.key, SAFLEARS , RFF SIS,

5. B i Create,
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Q Alauda Container Platform

Alauda Container Platform > & > ¥{Etsmm > BCERS

Ao & Ak 55

1£ Kubernetes # , Service 2 —F AT HRZEIHPIEAN—IEZ A Pod 1z1THIMLE N A

%,

Bk

Mt AFE Service
ClusterlP 28U Service 7Rf :
ToKMRS
£ Web =) & U2 IR %
£ CLI BIEZARSS
B - TR SR RE A R
B - TIRI B RESMK R R
7~ : ExternalName ZERYK AR 55
LoadBalancer 2% Service 7+
AWS EKS %8
Huawei Cloud CCE &8
Azure AKS &8¢
Google GKE & 2#
JRfl : {EF MetalLB BGP FZihii E5ME ) LoadBalancer
S
[iIE7E S5
IR

REBER


http://localhost:4173/container_platform/zh/
http://localhost:4173/container_platform/zh/

BCE RS - Alauda Container Platform
externalTrafficPolicy: Local
{# /8 BGP i LoadBalancer
HELR
Uk
RIBRAE

F +HALAEE Service

1. Pod fiEEBCH IP, 1B :

e Pod IP R58E (Pod EFAIEFNAAEEWY) .
o HEIEIR] Pod 2748542,

2. Service IR AT ThEEMR R T X — (0] :

o F&EM IP F1 DNS £ %R,

o BIRIRERFGEILAK Pod.

ClusterlIP Z£#Y Service 77431 :

apiVersion: vi
kind: Service
metadata:
name: my-service
spec:
type: ClusterIP e
selector: @
app.kubernetes.io/name: MyApp
ports:
- protocol: TCP

port: 80 e

targetPort: 80@



o TARERERET A FIA clusterIP | NodePort . LoadBalancer .

ExternalName

@ Service Bx Pod B & B H FEE XK selector THE.
e Service ¥g[H,

9 ¥ Service i) targetPort ZB5EZ Pod f§ containerPort . It4h , &ZOTPATE Pod Bzs
sl A port.name .,

BEERNEEAQEHINEFEAS Service IP, FEXFMFRT |, LTSI FHBERTLRS :

spec:

clusterIP: None

TRMFERTUT IR

o BFELEXRIMEA Pod IP , MA{UXLZEA Service IP,
o WEFHFEKEEA Pod (#5130 , AT Cassandra E¥iiEEak StatefulSet) .

o B{FFAME StatefulSet , HFEA Pod £pVREFFEEM DNS £ FR,

£/ Web =$| & 812 AR5

1. ¥3) RaEFa.

2. EEMSHAZF , By WL > IR,
3. Bl AU ARSS.

4. BB BABCE M RS

2 DS

MREA , %A Service HEC—4 ClusterlP |, o] BFERENMIIRS ATL.
WMRZER , BEIEIKRS , BFH StatefulSet (£,

REAN 1P ik



o
[

BArA M

BCE BR% - Alauda Container Platform

DS

o ClusterlP : f£5ENED IP L& Service, & IV{ESfG , Service RBEMN
ERENTEAIA],
o NodePort : ZEHNTAK IP BS540 (NodePort) &%

Service,

« ExternalName : ¥ Service M 51%1] externalName ZFEEHINA (620 , F

#14 api.foo.bar.example) .

« LoadBalancer : {f F5MB BN E 2 EE MR R R Service,
Kubernetes NEIZ BN EAEM ; BORABITIEM , BER
Kubernetes &3t 5= IR FIRHRIE K.

o T1Efaidk : Service SRERFETREITE TAEREK , AL EREILELZN
project.cpaas.io/name: projectname F service.cpaas.io/name:

deployment-name MRIARES,

o R @ Service LRIFREER B E REAUMLBEE I,

 FREEESESR : Service RRERERBIA BTSRRI R TR

., Hl40 environment: release .
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2 DS

BTBCEL Service KiimABLST, FERLTRAEIF , EENKEM Pod 7] LS
TEMIP (RIREEH) M TCP ix[ 80 EMLL Service ; JilaEKiit &
FIEARAH Pod XH4MNERER TCP g0 6379 B, redis,

X : Service {FAKRIPNY , TIFEWVMNEIE : TCP . UDP | HTTP |

HTTP2 . HTTPS . gRPC .

¥ M

« JR%umH : Service EEHNFEEANARF RS , B) Port , 420 80.
o RMEH : PO BN EIRNEDS (% #R) , B targetPort , i

40 6379 B redis,

o RFIHABFR  BENEM. BIA <protocol>-<service port>-
<container port> , {5l : tcp-80-6379 B, tcp-80-redis,

ETIUR 1Pt (ClientlP) MISERAM., BRJE , EAZEHIE , k8
SVEFAIME [l— IP bt BT B I RIE R EPRRIFFER — RSS2 £, NmpfRkaR—%
FnbE SR 2 2R — IR &5 82t AL,

5. By AU,

{#F CLI 83 RS

kubectl apply -f simple-service.yaml

ETIHER Deployment &R my-app BIEIRS .

kubectl expose deployment my-app \
--port=80 \
--target-port=8080 \
--name=test-service \
--type=NodePort \
-n pl-1
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) - TR SRR NN A

apiVersion: apps/vil
kind: Deployment
metadata:
name: nginx-deployment
spec:
replicas: 2
selector:
matchLabels:
app: nginx
template:
metadata:
labels:

app: nginx

spec:
containers:

- name: nginx
image: nginx:1.25
ports:

- containerPort: 80
apiVersion: vi
kind: Service
metadata:
name: nginx-clusterip
spec:
type: ClusterIP
selector:
app: nginx
ports:
- port: 80
targetPort: 80

1. VRt YAML :

kubectl apply -f access-internal-demo.yaml

2. BEh B — Pod :
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kubectl run test-pod --rm -it --image=busybox -- /bin/sh

3.7 test-pod Pod ®ijj[a] nginx-clusterip BR% :

wget -gO- http://nginx-clusterip

wget -gqO- http://nginx-clusterip.default.svc.cluster.local

RN EFBRBE LB Welcome to nginx!"3LAH) HTML Ay,

B Rl SRRSO
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apiVersion: apps/vil
kind: Deployment
metadata:
name: nginx-deployment
spec:
replicas: 2
selector:
matchLabels:
app: nginx
template:
metadata:
labels:
app: nginx
spec:
containers:

- name: nginx
image: nginx:1.25
ports:

- containerPort: 80
apiVersion: vi
kind: Service
metadata:
name: nginx-nodeport
spec:
type: NodePort
selector:
app: nginx
ports:
- port: 80
targetPort: 80
nodePort: 30080

1. Ak YAML :

kubectl apply -f access-external-demo.yaml

2. & Pod :
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kubectl get pods -1 app=nginx -o wide

3. {# 8 curl ijj[a] Service :

curl http://{NodeIP}:{nodePort}

R A FREE 2 “Welcome to nginx!"3C A K HTML gLz,

LR, METUE T A% LoadBalancer Z5RYfK) Service NEEESMIBIIRIN .

B

FE EERTECE LoadBalancer Service,
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# access-external-demo-with-loadbalancer.yaml
apiVersion: apps/vil
kind: Deployment
metadata:
name: nginx-deployment
spec:
replicas: 2
selector:
matchLabels:
app: nginx
template:
metadata:
labels:
app: nginx
spec:
containers:

- name: nginx
image: nginx:1.25
ports:

- containerPort: 80
apiVersion: vi
kind: Service
metadata:
name: nginx-1lb-service
spec:
type: LoadBalancer
selector:
app: nginx
ports:
- port: 80
targetPort: 80

1. & ALY, YAML :

kubectl apply -f access-external-demo-with-loadbalancer.yaml

2. FRERSNAR 1P St

kubectl get svc nginx-1lb-service
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NAME TYPE CLUSTER-IP EXTERNAL-IP PORT(S)
AGE

nginx-service LoadBalancer 10.0.2.57 34.122.45.100 80:3000
5/TCP 30s

EXTERNAL-IP E{RIEN Y 28P 15 a) gttt ,
curl http://34.122.45.100

RN EFBRBE LB Welcome to nginx!"3LAH) HTML Ay,

NS EXTERNAL-IP 3k pending , NZ7~ LoadBalancer Service 4 ASN ZEER L.

45 : ExternalName ZERYHKI IR

apiVersion: vi

kind: Service

metadata:
name: my-external-service
namespace: default

spec:
type: ExternalName

externalName: example.com

1. & ALY, YAML :

kubectl apply -f external-service.yaml

2. ZRFEEBTHEA Pod PIfFAT

kubectl run test-pod --rm -it --image=busybox -- sh

nslookup my-external-service.default.svc.cluster.local
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FREFBEEHMITA example.com ,

LoadBalancer Z£#Y Service jFfi%

AWS EKS &2t
£ X EKS LoadBalancer Service JF 2B F4R VAR | &
Key Value

external : {FFHE 7 AWS
LoadBalancer

service.beta.kubernetes.io/aws-load-

balancer-type
Controller,

« instance : =BT
NodePort & %Z%

service.beta.kubernetes.io/aws-load- Pod,

balancer-nlb-target-type

o ip: REEEKBD
Pod (&R
Amazon VPC CNI) ,

« internal : R ML,

service.beta.kubernetes.io/aws-load-
« internet-facing : /33t

R,

balancer-scheme

service.beta.kubernetes.io/aws-load- e IPv4

balancer-ip-address-type  dualstack

SRERRE AN 7,

Description

FE5E LoadBalancer Z$%Y

fE AR HlER

AR BRIBATAE
EJ'_'\FIB% AWS
LoadBalancer

Controller,

TEE(ERLEMEEE A
HXLE.

FEEHEM 1P HbhbAk,


https://kubernetes-sigs.github.io/aws-load-balancer-controller/v2.5/guide/service/annotations/
https://kubernetes-sigs.github.io/aws-load-balancer-controller/v2.5/guide/service/annotations/
https://kubernetes-sigs.github.io/aws-load-balancer-controller/v2.5/guide/service/annotations/
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Huawei Cloud CCE £#f
7 3 CCE LoadBalancer Service JFHRIVEMEE |, 555 fRF RS 7,

Key Value

kubernetes.io/elb.id

] : {"type":"public", "bandwidth_name":"cce-bandwidth-
1551163379627", "bandwidth_chargemode" : "bandwidth", "bandwidt

kubernetes.io/elb.autocreate ["cn-north-4b"],"14_flavor_name":"L4_flavor.elb.s1.small"}

EE OBERHAE RN 7, FRIEFRRBREIS .

kubernetes.io/elb.subnet-id

« union : £ZRIGEINME,
kubernetes.io/elb.class
 performance : JEZERIGEINME , {VFFF Kubernetes 1.17 B E ShR

kubernetes.io/elb.enterpriselD


https://support.huaweicloud.com/intl/zh-cn/usermanual-cce/cce_10_0385.html
https://support.huaweicloud.com/intl/zh-cn/usermanual-cce/cce_10_0385.html
https://support.huaweicloud.com/intl/zh-cn/usermanual-cce/cce_10_0385.html
https://support.huaweicloud.com/intl/zh-cn/usermanual-cce/cce_10_0385.html#section8
https://support.huaweicloud.com/intl/zh-cn/usermanual-cce/cce_10_0385.html#section8
https://support.huaweicloud.com/intl/zh-cn/usermanual-cce/cce_10_0385.html#section8

Azure AKS £ 3£

B X AKS LoadBalancer Service JEfi#IEAR R | \ESREEE AR 7,

Key Value Description
o true : TWEM
service.beta.kubernetes.io/azure-load- 4. B (FE FRB ML LR N
balancer-internal . false | JAFER WL,
%,
Google GKE &£ #f

A X GKE LoadBalancer Service JFfRHIVELREE |, WE S8R FE R 7,

Key Value Description

networking.gke.io/load-

Internal FEE(FE FARB ML,

balancer-type

OAAANENE, BENSEHE e
Hi%igHRE) Pod,

cloud.google.com/l4-rbs enabled

7~ 2 {F 8 MetalLB BGP FASH )i & 5k ]
LoadBalancer

R ERAN{A{E B MetalLB BGP #5=f1 externalTrafficPolicy: Local FELE
LoadBalancer Service , MIMSILTT & EUNNLE Bk IR E Tk 41 .

S

o WERBING : MEVRNSRBNZ TR


https://cloud-provider-azure.sigs.k8s.io/topics/loadbalancer/#loadbalancer-annotations
https://cloud-provider-azure.sigs.k8s.io/topics/loadbalancer/#loadbalancer-annotations
https://cloud-provider-azure.sigs.k8s.io/topics/loadbalancer/#loadbalancer-annotations
https://cloud.google.com/kubernetes-engine/docs/concepts/service-load-balancer-parameters?hl=zh-cn
https://cloud.google.com/kubernetes-engine/docs/concepts/service-load-balancer-parameters?hl=zh-cn
https://cloud.google.com/kubernetes-engine/docs/concepts/service-load-balancer-parameters?hl=zh-cn
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o JCEIAMNMLEBKEE « ToR IR A E)T mit A RN A B ik E Pod
o BEEMAEE 1 externalTrafficPolicy: Local BJ{REBIR IP FHE{KIEIR

= A) Mt : BGP MBS HRIMEREBIIAER BITHT R

BIie St

BCE LoadBalancer Service B , RS TTBATHES

1. B EF%E MetalLB : TEFIEEFSFAIZESMNT IP Hitkith
2. EBACE BGP Peer : BGP BCE A 7A1ES [F 41 BGP Peer
3. 4NEB IP #ifitith - BLE T BGPAdvertisement i) IPAddressPool

Az

{#f externalTrafficPolicy: Local EREHA LoadBalancer Service [NV :
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apiVersion: apps/vil
kind: Deployment
metadata:
name: nginx-deployment
spec:
replicas: 3
selector:
matchLabels:
app: nginx
template:
metadata:
labels:

app: nginx

spec:
containers:

- name: nginx
image: nginx:1.25
ports:

- containerPort: 80
apiVersion: vi
kind: Service
metadata:
name: nginx-loadbalancer-local
spec:
type: LoadBalancer
externalTrafficPolicy: Local
selector:
app: nginx
ports:
- port: 80
targetPort: 80

REELER

externalTrafficPolicy: Local

externalTrafficPolicy: Local REEABATMHE :
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o RBIRIP: REBX FiglR IP , AMXFIEMHBEEICRA T LRI
o HFKIZEHZE Pod : REEIZAIXE Pod , THENREELR

{£FH BGP i LoadBalancer

{#FH MetalLB BGP #5z(hT :

o MHET M BGPAdvertisement nodeSelectors FEE T St TIE4
« BGP Peer #IiX , FRLEEBIE
o BGPPeer 5 BGPAdvertisement 2 [B]A77 SR 23R 55—, "R IRB—=

BRELIR
1. BRENF

kubectl apply -f nginx-loadbalancer-local-demo.yaml

2. ®uF LoadBalancer Service :

kubectl get svc nginx-loadbalancer-local

Tt
NAME TYPE CLUSTER-IP EXTERNAL-IP
ORT(S) AGE
nginx-loadbalancer-1local LoadBalancer 10.0.2.57 4.4.4.3

0:30005/TCP 30s

3. M AR -

curl http://4.4.4.3

Al

o WImARSUmM : kubectl get endpoints nginx-loadbalancer-local
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o WERSIKE : kubectl describe svc nginx-loadbalancer-local

ALyl
NGINX® & F5, Inc. 7E3EE & E M E R X HE MR,

MetalLB™ 2 The Linux Foundation 4R,

Alauda E—FRIMSHNVET. AFS5-5 The Linux Foundation % F5, Inc. FToXEf , hkHASEIA
A E)., IERFARESBMEENSE , (VHATHRREKN.
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Q Alauda Container Platform Q

Alauda Container Platform > %% > #{Efsrg > BCE Ingress

BCE Ingress

Ingress FLA| (Kubernetes Ingress) ¥ HTTP/HTTPS &I MEE RSN R EE N ERIL
(Kubernetes Service) , SIS E LR A4 MNER R A% H)

B3 Ingress PLEIEXT Service F4MEE HTTP/HTTPS VA|a].

| WARNING
ER—H LT EFEZ A Ingress B, N[EF Ingress 715 A B 4H[EK Domain, Protocol 1 Path
(B AR A FEERRAR) .

B=x

KU

Ingress 7~f :

A Web =4 & 4132 Ingress
{£F3 CLI 83 Ingress
FIARF=EA


http://localhost:4173/container_platform/zh/
http://localhost:4173/container_platform/zh/

ERE Ingress - Alauda Container Platform

Ingress FLELRTF Ingress Controller 3R], Ingress Controller TatR T Ingress Fl Service
AT, BIEFT Ingress fg , & Ingress Controller YEINESKETS , £1R¥&E Ingress F kL & HlL
M TILED , FRREN KR FEEMANEIEE , 2 T EFR.

Ingress A Ingress B Ingress...

Service A Service B Service...

WorkLoad A WorkLoad B

Kubernetes Cluster

l NOTE

XFF HTTP #MX , Ingress {354 80 imAMEASNPIRA . XFF HTTPS BMX , Ingress {XZF54%
443 3 A/E RSN IR . A RGREIERS B3R 80 N 443 Wik A.

o J&EIT ingress-nginx-operator &3 ingress-nginx {4 ingress-controller

o JAIY alb-operator &% alb {£24 ingress-controller

Ingress 7/~ :


http://localhost:4173/container_platform/zh/networking/operators/alb_operator.html

ERE Ingress - Alauda Container Platform

apiVersion: networking.k8s.io/v1l
kind: Ingress
metadata:
name: nginx-ingress
namespace: k-1
annotations:
nginx.ingress.kubernetes.io/rewrite—target:,/e’
spec:
ingressClassName: nginx g

rules:
- host: demo.local Q
http:
paths:

- path: /
pathType: Prefix
backend:

service:

name: nginx-service
port:
number: 80

O WETHESEE , E3 I nginx-configuration

9 nginx FBF{EA ingress-nginx controller , $alb_name FT{FFE alb {E24 ingress

controller,

€ NMRAFBAEAMIZIT ingress , FIRBIACE hosts ,

¥ Web =45 6% Ingress

1. 3/3]A) Container Platform,
2. EEMSMAEF , =i Network > Ingress,

3. ;i Create Ingress,
4. ZZ TR EHR S,


https://kubernetes.github.io/ingress-nginx/user-guide/nginx-configuration/annotations/
https://kubernetes.github.io/ingress-nginx/user-guide/nginx-configuration/annotations/
https://kubernetes.github.io/ingress-nginx/user-guide/nginx-configuration/annotations/

Ingress Class

Domain Name

Certificates

Match Type #0
Path

Service

Service Port

5. =7 Create,

fic’E Ingress - Alauda Container Platform

DS

Ingress AJPAEHEBAR[E IngressClass ZFHREIAE controller SKEL, A0
RFEA_EFZA Ingress controller A] A, A A 0] PUA T L EBUEFEZ(F H

F4] controller,

Host A] A2 ¥EMAULEE (40 foo.bar.com ) BIBECHAF (440
*.foo.com ) ., AJARIBEHRTFEEHE RN,

HBFaEHE RN TLS secret SUE.

o Prefix : ILACERIZHTER , 5040 , /abcd BJRAULEC /abcd/efg 3K

/abcde .

« Exact : ILECAERAEETE |, 6520 /abed

 Implementation specific : 21X {FHAEE X Ingress controller EIF
Ingress ¥R , ATRLERREZX controller [R5E .

SNERRER AR Service,

FEEB MBI AZH Service i,

{8 CLI £J;Z Ingress

kubectl apply -f nginx-ingress.yaml

RIAR = A

NGINX® & F5, Inc. 7E3EE & E M E R X HE MR,
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Alauda B—FIMANE. XAFRS F5, Inc. TLRE , hARFESHIATTSEEE). AR E
HRBBENE , IMUBTIRR.
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Q Alauda Container Platform

Alauda Container Platform > Mg > E{Efsmm > BEcEFM

=’

Bk

IP S ECALIY
Calico 4%
L) SRFNBR 1
f# /3 Calico L& HIFMEE X FIR (CR) 7~fl
{#F Web %% & 7 Calico W4& 4152 F M
{2 CLI #£ Calico P& h f1i2 1™
SENE
Kube-OVN Rk
{# 3 Kube-OVN Overlay f4&#) Subnet BE X &IR (CR) /=l
1§ 3 Web #5541 & 1 Kube-OVN Overlay 4% 0B F
{# /B CLI 7£ Kube-OVN Overlay F4& = 4132 7
Underlay R4&
18 FRVLEA
1§/ Web =6 &R INMAMLE (FTi%)
£ CLI RN PIAT RY£%
£/ Web 2% & 70 VLAN (F[3%)
¥/ CLI /& VLAN
{# 8 Kube-OVN Underlay P4%E4) Subnet BE L RIR (CR) =4l
1% Web $2%] 5 7£ Kube-OVN Underlay Rj4& 4132 5
{#F CLI #£ Kube-OVN Underlay RI4&HR 615 1]


http://localhost:4173/container_platform/zh/
http://localhost:4173/container_platform/zh/
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MRIRAE
THEHE
3 Web %5 & B HM K
/3 CLI EFMIX
£/ Web =6 & EFRE IP
£/ CLI EEFTRE IP
¥/ Web 16| & 2 Eci B
£/ CLI HEcHE
£/ Web %55 Bl & =)
£/ CLI a2 =IA]
£ Web =559 RFX
£/ CLI ¥ R FX
&I8 Calico F4&
¥ Web 3= & Mk + &
5 CLI Bifsk+ ™

IP 73 BN

l NOTE

WMR—AMB B LZEDET ST, FAEP—DFIFFEYLERE— 1P it

o WH L

o WRMBEXLETH , NAZINE TATA R T AF K Pod REEFEHZOATRFH IP i
Ik, ANRERIAF MR IP #HHIEARZE |, Pod BIi%/E5h.

o MEMBELEFM , NZME THAmEZTEFH Pod REEFEAIZEFEFMHE IP it
ik,

o & TESHED



o MRaFEZTRARGEFM , Wixdn &= EFH Pod RREFEFARGAF W IP #uht, 20K
BOAF MR 1P AR |, Pod ¥TTikfE30,

o MRGETRSHETFM , Wik &= EF K Pod RREE IR EFMTFH 1P i,

Calico %%

1£ Calico W& RIEZF W , ASRELIT S REPN IR E AL B A A& B 25

24) SRR 1

1£ IPv6 S BIMEF |, Calico ML AR FRIZNAEH VXLAN £33, VXLAN 3 AT F s
A5 IPIP H&kAERHEARE., Ei#H{R UDP g 4789 2FF .

{£F Calico MK FMNEENRIE (CR) /R~

apiVersion: kubeovn.io/v1
kind: Subnet
metadata:
name: test-calico
spec:
cidrBlock: 10.1.1.1/24
default: falsea
ipipMode: Alwayse
natOutgoing: truee
private: false
protocol: Dual
v4dblockSize: 30

@ 3 default Atrue B, {fEF VXLAN 3,
(2 I ESE U S GIESE/NE 28
e B ERE NAT 23K,

1 Web 1=l & 7£ Calico X4 4172 F X



1. fEEE R,
2. EEMSAAEF , BEMLE > FIRMLE > TR,
3. BBE M.
4. 2T RABCEME RS

CIDR

ESENYY)

ESE BN

5. BdfIA.

DS

BFROEAMB a2 TEfG , a7 EFRRSERFEYLERL CIDR
SEEIRNM 1P #k 3 TIE S,
J£Z : A% CIDR 5 BlockSize NNV KA , HSHEEZNA.

Ve PR, BAARAAR S IPIP,

o IPIP : £/ IPIP 1Y SCHIM B (R)I& (5.
« VXLAN (Alpha) : f£f VXLAN BHXSELRIERE]IE(S.

o ToER - BB R ERER.

LEE YA IPIP 3L VXLAN B, IR EHRAE , BUAAIRE.

o JAZK : 1A% /2R IPIP / VXLAN [53E.,

o BFM AL ENLTAREFMEEA IPIP/ VXLAN BB ; LENLT
[F—F WA, BT R R iR,

WERERBALIRE NAT (MEHitEsR) | BABA.
ZUREE R AT RE T WA RAVIRISNI LS B SNEE I A TRl
i,

JERIERE NAT B | ERE IP /E0 L AT MA AT ; K
JRFET , FIIFRA AN IP W EHEATFAIMNBMLE,

6. FEFMHBENET , WiFRE > BB / N BCan & =,
7. ERRECE , RS,

{#£ A CLI 7£ Calico W& Gl
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kubectl apply -f test-calico-subnet.yaml

ZENE

FRE/RT CIDR 5 blockSize 2 [AJENEILACK AR,

CIDR blockSize )\ FHHE EAAN IP IR/
prefix<=16 26 1024+ 64
16<prefix<=19 27 256~1024 32
prefix=20 28 256 16
prefix=21 29 256 8
prefix=22 30 256 4
prefix=23 30 128 4
prefix=24 30 64 4
prefix=25 30 32 4
prefix=26 31 32 2
prefix=27 31 16 2
prefix=28 31 8 2
prefix=29 31 4 2
prefix=30 31 2 2
prefix=31 31 1 2

l NOTE
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AXFFRIBART 31 HFMELE.

Kube-OVN [M2&

£ Kube-OVN Overlay MZ& R a02FR , DASCHLER B S IR E AR LA PR IR S .

l NOTE

FERNET AT R Pod Z[AIE(SH] join FK ; {5k % join ST AT M [RIRRILE B A A1

o

21y
Ko

{# F§ Kube-OVN Overlay W& Subnet B &R (CR)
Nl

apivVersion: kubeovn.io/v1l
kind: Subnet
metadata:

name: test-overlay-subnet
spec:

default: false

protocol: Dual

cidrBlock: 10.1.0.0/23

natOutgoing: truee

excludelIps: e

- 10.1.1.2
gatewayType: distributede

gatewayNode: '’ e
private: false

enableEcmp: false e

@ E2HIERE NAT 33
@ ESIREE IP S
€© FPAMKLEAISE, TAMEAN distributed B centralized .



O EEHEMETESM.
© E5F ECMP 28, [EAIIIAERT , WELREIE RS AR 15,

1# A Web 1= & 7E Kube-OVN Overlay 4% 41 &

1L HNEHEA,

2. EAEMSHAF |, REWLE > FaRMLE > 7K,

3. RiTGIETM.,

4. 2T RABCEE RS

e

RILREL

RER IP

ECMP
(Alpha)

ZESI

TS

BFMABCATE SKd A TR , AMEERK IP KL B4 Pod fE
.

WERRE IP ASWBEHNES. 5120, "PRHABETEALH B IP.

WM SCRERY | PUEHIHIRE.

-0 P NEANENERT MEA LRI EN L Pod FHSETI R, AT
KA AREA.

- &P RPN Pod ER—MEE MFEENMEALIT R, ET
BTSN ERTAIBT ARSI, WE S AP AT R AT AL S A Atk

Ve SEh M XhS , ATRAMER ECMP Zhag., BRAMELT , MXAENERZ
17 INEMRLLIERE. BA ECMP (M ZR2EA) f5 , HiERE
T AFMHRERBIFMETRARMNITR , AMZESMXHEFLE.

EE D ERAIEMAS ECMP AXMTIRE.

ER&EFAMKE | EE— S MIEENIEAM KT A,



2 i

R EREALMIRE NAT (M) . B TEER.
FEATREFME Pod 1i[a] ELEX MBS X ST R4 5 2R AT Ia) AL

HuEE NAT JERLEERE NAT B, B AEN 1P /EMRTF T Pod AIIaIIIE ; 5k
JERES , FM Pod ) IP W EHERRAINBME . EXFMERT , BIUE
LT P

5. miFffriA.
6. FEFMIFEBE AT , EHFHEE > HAcIE / & <.
7. ERECE I R EC.

{#F3 CLI 7£ Kube-OVN Overlay PX%& 0415 X

kubectl apply -f test-overlay-subnet.yaml

Underlay %%

1£ Kube-OVN Underlay PG BIEEFR , ANUA] A RIFIR A EAR ERIMNEIRE |, 0] AT
KEIFRMEREIRLS

l INFO

Kube-OVN Underlay Ff{5 25 M4k R EYIE ML HF. 1B S MR ERBAES Kube-OVN
Underlay ¥R/ , RARAERIILEEBME.

13 AU

1E Kube-OVN Underlay P48 5 412 F MK —RRIRAZHR + SMMAERLZ > 50 VLAN > g3+
2R

O AR,
O ETRREME.
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{8 Web 155 & ARIMXAFTRIZE (A]5E)

kind: ProviderNetwork
apiVersion: kubeovn.io/v1

metadata:
name: test-provider-network
spec:
defaultInterface: ethi @
customInterfaces: e
- interface: eth2
nodes:
- nodel
exc ludeNodes:
- node2

@ ALK,
O ZFTRREME.

RO IILE ZIERIAT. K IREBERIMATE , WF AT DI R R R MERE , WM SCHl SR RLE
ME A,

BAEDIR

1. HANEHE A,
2. NSRS | ML > RISMLE > RFFRLE .,
3. RTERIMBTML
4. iRIEA T UERECE XS %K.
EE
o H7#r Pod BISAEEIMLETT AKATE Pod , BOAEEI M4BT A B A T4 R EF MK
& A Pod, XEURT MIMFRILE T F R E R

o Underlay FRHF T R IEEZ MWK , 37+ B MFREE BN ME I BLA
Underlay , NEEABEMIRE , 120 SSH, #I20 , ARMBFMLEF K= =it k971
{£F eth0, eth0, ethl & Underlay {£/ , NIZKIAM-RETPLRE A eth0 , SBE=

R-KAT AR E A ethl,
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2 i)

EOABIUT , BAR Pod KA FELIRAEARIAIE K |, DASSHL S LKA

BIARE 4 5 \
i,

B M E W _

. RE S R LB Pod KAHEEREEME | MAEZIARE.
HESS (U | VAERISREETS RAATA Pod BB ARHERKLETS AT
—~

HER

R HT R B Pod ¥ TTESYEME RS , MITABET miARI A 2™
& EEER AN Pod FEEIX LT A,

5. |0,

£/ CLI ZR N0 PIAT 25

kubectl apply -f test-provider-network.yaml

£/ Web =% & %0 VLAN (7]3%E)

kind: Vlan
apiVersion: kubeovn.io/v1
metadata:

name: test-vlan

provider: test—provider—networkg

@ VLANID,

O WHmMLESIA.



FEMACE T — ovn-vian EIEIHM |, %ML ZEEE] provider MAFIILL, ] IACE R
) VLAN DUZEHEIH AR RLE , MIMSSHL VLAN Z [ RIER AR S

BEDIR -

1L#NEER,
2. EEMSMAES , AEMLE > FHEMLE > VLAN,
3. miE¥sIN VLAN,

4. FRIEL T BABCE M RS H.

S8 ik
VLAN ID It VLAN FIE—#RIRTT , TSR EFAEIERM
P RXZE VLAN SZEFE I AT RLE |, PASCELS43E AR B BT .,

5' Iﬁﬁemﬁ“j]u o

{# A CLI /0 VLAN

kubectl apply -f test-vlan.yaml

{#/l Kube-OVN Underlay M%&) Subnet BE X ®IJR (CR)
el
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apiVersion: kubeovn.io/vi1l
kind: Subnet
metadata:
name: test-underlay-network
spec:
default: false
protocol: Dual
cidrBlock: 11.1.0.0/23
gateway: 11.1.0.1
excludelps:
- 11.1.0.3
private: false
allowSubnets: []
vlan: test-vlan @

enableEcmp: false

@ VLAN3IA,

{# A Web 3= 5 78 Kube-OVN Underlay P4 415& M

l NOTE

FEEMECE T — join 7 , AT Overlay ##if8\ T mH Pod Z [EKIB(5. £ Underlay %
WE T ALER TN, RS join SHAT R Z B IP MEALEIHR.

BRIEDIR

1L HNEHEA,

2. EEMIAAEF , REMLE > FRMLE > T/,
3. R BIETFM.

4. IRIELL T ERBCE M RS HL.

2 DS

VLAN FMATER VLAN,



e DS
™ BFMNEEESRGE TG , YIEFMEH 1P KL Bk Pod fE/4.
ZES R R R R K
RE IP TEEMRE IP AW BNEC. K130, "R EBETEAAN BE IP.
5. RdrA.

6. FEF B NET | WiFRE > HBCRE / 658 T(E),
7. STRECE FH RE e,

{3 CLI 7£ Kube-OVN Underlay &= 6132

kubectl apply -f test-underlay-network.yaml

PSS

W& B [F)RT7EFE Underlay 1 Overlay FMES , A DUARIEEEHBCE Underlay A1 Overlay X
Z BB E A,

#N2R Underlay FMF R TEREEZ IPv4 Z3KIE(E , ES U4 Kube-OVN Underlay IZ& L
B IPv4 Z3%,

FWEHE

R Web =% & B HM K
AFEFRHREAR, MR NAT BLE.

1. B{EEHE A,
2. EAMNAEF | ML > R2IME > X,
3. R FMER.

/:
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4. WEHRIRAE > BN,
5. S HECE ; VEES RS IR,

6. RAIAARE .

{F B CLI EFHM %

kubectl patch subnet test-overlay-subnet --type=json -p='[

{"op": "replace", "path": "/spec/gatewayType", "value": "centralized"},

{"op": "replace", "path": "/spec/gatewayNode", '"value": "192.168.66.21
0"},

{"op": "replace", "path": "/spec/natOutgoing", "value": true},

{"op": "replace", "path": "/spec/enableEcmp", "value": true}

] 1

£ Web =55 EHTRE IP

TiEMRE 1P PIEERRIC 1P, (BB RS, MERSORIIEMRE P,

[ |

1. o EH A,

2. EAMAREF |, R > FaFMLE > 7M.
3. R FMEFR.

4. WEFERAE > EHTRE IP,

5. BMEHME , RETEH.

{F£ CLI EF{REE IP

kubectl patch subnet test-overlay-subnet --type=json -p='[
{
"op": "replace",
"path": "/spec/excludeIps",
"value": ["10.1.0.1", "10.1.1.2", "10.1.1.4"]



A& 7™ - Alauda Container Platform
¥/ Web 124|572 E0H

BTN B IR E BB THNE 1P SRR S A RME MK R E |, rE N RERE
R B LR IR

1 ATEEE R,

2. EAMAES , REME > FEFMLE > FM,

3. R FMEFR.

4. GEFEERAE > DBCRE.

5. AMEBHBRMAE & , REHh.

M CLI B

kubectl patch subnet test-overlay-subnet --type=json -p='[

{
"op": "replace",
"path": "/spec/namespaceSelectors",
"value": [
{
"matchLabels": {
"cpaas.io/project": "cong"
}
}
]
}
1

£/ Web 1% 8 S Eoan 4 =

KT W BCAatFE dn 4 2= 18] ) DASSHL SR A 4R R 28

B]

TR PRI EEMK , FFREMBIREE W ES | EIHRGETE SN RiRSNT S
it

L AT EER,

2. FEEMNAEF , RIS > B > 7K,
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3. R FMAK.
4. FHERE > NBidh & T,
5. A’NZ# v TEE , R,

£/ CLI 5yficds 4 =[H]

kubectl patch subnet test-overlay-subnet --type=json -p='[

{
"op": "replace",
"path": "/spec/namespaces",
"value": ["cert-manager"]
}
1

£ /H Web =589 &FX

LT MERE 1P SEEAZNE A LRSEBEFERE | AR T FIAFMEEITY & , MALR
mEA AR S IE R 1Z1T,

1. AT EHE A,

2. EAMAES , REMLK > TR > FM,

3. R FMEFR.

4. JEFHRAE > ¥ RFM,

5. STRELE H R EH.

fF/ CLI Y B+

kubectl patch subnet test-overlay-subnet --type=json -p='[
{
"op": "replace",
"path": "/spec/cidrBlock",
"value": "10.1.0.0/22"



l NOTE
¥ REIA Pod F

FAREH T Pod IP Il EEFER , ATRAMERMAEATRY RIGA Pod 7K ( ovn-default ) . I
B Pod LREHMAE , FT Pod MY RIGHTEEIFAREUHIL,

REGERIFHERIMEEHALAIED T KFW (Y MRET4R) ; FREE it a4s/ NEE, 2R
EOA Pod FIITTIERMY & , BIANE RESEEITTIAS SURTEMIEXIFT , NINRINE AR |, FRHE
GPERI TR E LM 4 (A,

ERBIRFTTIAEY Service CIDR, EERIKATALK] Service BILE K/,

=18 Calico Mz

XS ECRB Mar & =8 ; FEESREMmE 2B 4 =R 2.

1 Web 3= & iR

l NOTE

o MERFMES , MRMBABFBER TR P, BRERTURSET , H IPHIHRIFAZ | (B
EATKITTEABIMEH TR, FTAERAFEUMERZAFRFH P, BEHFNAEE S S
HFFERG & T EMMER.

o FIEBIBREGATR,

1. wfEEHE A,
2. EEMIAAEF , REMLE > FRMLE > TR,
3. /iy > MR , AIRREPITRIBRIRIE.

{$ /3 CLI fhifR—+M

kubectl delete subnet test-overlay-subnet
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0 Alauda Container Platform Q

Alauda Container Platform > W& > #{EtsF8 > BCE Alauda Container Platform fa#i351%

fCE Alauda Container Platform k34123

Bk

[ilE7 S5
ACE MetallB A4
5/ Web =5 SBCESME 1P ith
1 Web =% ABCE BGP X% m
{#/ CLI ERE# A L2Advertisement &, BGPAdvertisement (I4MNIB IP ith
Wiz MetallLB

BEERNE MetallB XITHER

Vila) MetallB F5#RYf

MetalLB #5553 5%
MetalLB #fZH
FIbRF=E

AU 551

TBIRRIEREIRERTE PR T3,

BlE MetalLB ZH{4+


http://localhost:4173/container_platform/zh/
http://localhost:4173/container_platform/zh/
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TREMEHMS , BLE MetallB BENEIEM spec.controllerNodeSelector .

spec.controllerTolerations . spec.nodeSelector F spec.speakerTolerations F
B, BXRECERHILKYE L2Advertisement.spec.nodeSelectors HIKZAR , HSRECELM
ME.

FF% controller A1 speaker KHELS , B1ER—RIFEWRE spec.logLevel , BRXIFF
KA , B EEREELT.

£ Web 3% S BLE SMT IP b

1. HfEEHE A,

2. EEMIAAEF , K R > SR IP > SR 1P it
3. R BIZSNIR IP it

4. ZBA TR EARC BN 24

2 i

o L2 EF MAC HBIE#HTIB(ENE A , ERATHERE, RIEZEITHM
NEURERER BN, EATCER S, EREEFEME.

el « BGP (Alpha) : &7F IP it THARFIEAL |, FHER BGP MY AT#H &
HBiER , EBRATEEAZ M EAASEIHITE REBNAEKLE , AFT]
Y RMR, TTEMESHEMA.
XFFA CIDR # IP BB . s/ e iRmmE N8 |, R"EIanTF :
IP ‘&E CIDR: 192.168.1.1/24 ,
IPSEE : 192.168.2.1 ~ 192.168.2.255 ,
ATRATR £ L2 /8T, TRTRBTAEME VIPRE ; £BGP#EXT , TATRA

BTFAB VIP, 5% m2L BGP &I m MBS A,

o TRAW : RIFET REBFEFTHTR.
o PRESERRES | IRIEAMEER TR

s BRTREE | DIIRBEAEERANATATR.



BGP %1

5. AR,

ik
EE

o fE£/ BGP XA , AT RAT—B TR ; ERETIE AT RE BGP

EET RITE.

o AR AECEAREEERRTT RAFIOEF T AT R ; RFENEER

F  RANITAT RBEEZEFNIE.

¥4 BGP X% M ; BARCEES N BGP X% T M.

{£ 8 Web 1ZH| 8 ECE BGP X7 &,

1 HEIEE R,

2. EEMSHAS , REMLE > SNEF IP > BGP X351 M.
3. A fliE BGP M% &,
4. 2P MR EMN S,

At AS i

SPFET R AS 4

|

=

SHETR IP

A 1P

DS

BGP HZ T RFTIE AS B AS RS

EE  MRIKBEFHEKR , IXER IBGP ALE |, BIAH AS SN 5X%
TR AS RSHRIF—3.

BGP X% R ATHE AS 18 AS 4RS,

BGP X515 K IP #itit , WRZREMBIESL BGP &AL IP Mk,

BGP EZ T M IP itit. %4 BGP EE T RAR S IP bl |, S5
D 1P, DMESXTSET AL BGP &k,



XFET RimH

BGP & R

eBGP Z Bk

RouterID

5. _RiTGUE.

i)

BGP X% mMinH S,

B3 BGP EHRM T R, RARENSH , NFET R#LEIL BGP i#
.

ARVFEREHERN BGP M2 R BGP £, JZRMILMNAEE , BGP
BURBMEIOA TTLEA 5, AFE SN TIEMKIREEL BGP MEXAR ,
EMRRITEMRIE.

FITF7£ BGP MEEhHE—4KIR BGP PRERARA) 32 (U¥fE , 1B% XA IPv4
HHEAE R Rt HAR A FROR | —BA T BGP 4BEXA. Rk
g, ERFmAERE AR HE ML A,

EE £ BGP &2 , EAFEA BGP X% RS MetalLB speaker i R Z [A)ff) TCP
¥gH 179 B(F. MREET BEXXFTRmH , MBChRFELERRAES.

{E A CLI it &% A L2Advertisement 5
BGPAdvertisement 4M[ IP 7
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# ippool-with-L2advertisement.yaml
kind: IPAddressPool
apiVersion: metallb.io/vilbetal
metadata:
name: test-ippool
namespace: metallb-system
spec:
addresses:
- 13.1.1.1/24
avoidBuggyIPs: true
kind: L2Advertisement
apiVersion: metallb.io/vilbetal
metadata:
name: test-ippool
namespace: metallb-system
spec:
ipAddressPools:
- test-ippool
nodeSelectors:
- matchLabels: {}
matchExpressions:
- key: kubernetes.io/hostname
operator: In
values:
- 192.168.66.210

BGP 5
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kind: IPAddressPool
apiVersion: metallb.io/vilbetal
metadata:
name: test-pool-bgp
namespace: metallb-system
spec:
addresses:
- 4.4.4.3/23
avoidBuggyIPs: true
kind: BGPAdvertisement
apiVersion: metallb.io/vilbetal
metadata:
name: test-pool-bgp
namespace: metallb-system
spec:
ipAddressPools:
- test-pool-bgp
nodeSelectors:
- matchLabels:
alertmanager: 'true'
peers:
- test-bgp-example

kubectl apply -f ippool-with-L2advertisement.yaml -f ippool-with-bgpadver

tisement.yaml

k37 MetalLB
ACE MetallB f§ , 0] DE AN E YIsER A SISTE kB E IP it A BCA] BGP &5 E.

S . NE MetallB SI5THARIE ACP 4.4 A F.

BENE MetalLB YSizHER

1. RO,
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2. EEMIAAEF , RITHiE > WITER.

3. # % MetalLB , AT SIEHER.

NE MetalLB Y= ERBIELTESER :

KBS

B\ Service

A IP

S BGP &1

S H A4

HuhE T E PSS

Pttt N E

DS

MetalLB 472 @45 LoadBalancer Service =,

Fra sl i m] ) 1P it E.

WHTE IR BGP &35 E.

MetalLB ¥ FIE @5 K BGP IS E.

FRERBIE A 1P bk {E a3,

FrigEstht e B4 FAN ] FBAG IP it R &

Vila] MetalLB FE#Rrim £

MetalLB @3 metallb-system #rfaZBFHITE Service &i& controller 1 speaker 545,
AT A MBI R EEHEAR |, AIAZR 4R B 1EMZF ERTER.

& MetalLB 4% Service :

kubectl get svc -n metallb-system | grep monitor

& Service i :

kubectl get endpointslice -n metallb-system -1 kubernetes.io/service-name

=controller-monitor-service

kubectl get endpointslice -n metallb-system -1 kubernetes.io/service-name

=speaker-monitor-service

v RHEERAE s 17472
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MEEBENERE A controller ¥5hRus M,

curl -s http://<controller-endpoint-address>:17472/metrics | grep '~metal

lb_"

MEBENFEPE ) speaker FEhrima :

curl -s http://<speaker-endpoint-address>:17472/metrics | grep '~metallb

R IR [E] MetallB F5458 , MIZRIRAAHFEbRD R A A,

MetalLB FE#r5%
WNE MetalLB WITHEAREALTFEHF

TEHR

metallb_speaker_announced

metallb_allocator_addresses_total

metallb_allocator_addresses_in_use_total

metallb_bgp_session_up

metallb_bgp_announced_prefixes_total

IR

Speaker

Controller

Controller

Speaker / BGP

exporter

Speaker / BGP

exporter

DS

FE7R
LoadBalancer
Service £E6H
HA~ speaker

TRIES.

w7 1P
ekl dov 8

HhtFE S
AL 1P ik

=
5=,

167K BGP &4
EREETL.

MetalLB B4
i) BGP BI4%%K

=
=1

(EEET

B R
B
LoadBal:

Service,

THE
AEMT]
WE,

HEER
EM
(EdEEFEks

& BGI
ZITHRIN

K&



MetalLB i [EHEfFR

N2 7N RERA L TES
7 % IPAdd Pool ity

SKAEESND 1P SRR IPAddiessPool SIBLERER. o iF 1 w20
Pk

P AR

FOd RRARE /> Speaker % Controller RBAC & operator AR

& BGPPeer spec FMLE &

BGP k&3 ASN AILACE Y Fim S o] ik "

{#/ arping IRUES #ET[IX

L2 FLRIER TF VLAN BCE$4%EK ARP 2 e

METHREZEE , 55 MetallLB HEHEE 7

AR = A

MetalLB™ 2 The Linux Foundation 4R,

Alauda 23 WA, A7=55 The Linux Foundation NELEXREX , hARRISEIA TSR,
FIBRRAREZBMEENSE , IMMIATRREK.


https://metallb.io/troubleshooting/index.html
https://metallb.io/troubleshooting/index.html
https://metallb.io/troubleshooting/index.html
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0 Alauda Container Platform

Alauda Container Platform > M#% > #{EfsE@ > BLE GatewayAP| Gateway

ACE GatewayAPl Gateway

Bk

HhR
B &RM
Gateway FhE%NA
t42 Gateway
Gateway & (Service Type)
LoadBalancer (%)
NodePort
ClusterlP
Listener it &
fVF ListenerSet
3 A FIHMY
AllowRouteNS
TLS BcE
EnvoyProxy (#BZEHBCE)
A TIRAIAK
HRHReE
BiE Gateway
BT Web =48
Listener it &

BT YAML


http://localhost:4173/container_platform/zh/
http://localhost:4173/container_platform/zh/
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A8 % T Listener 28852 IR

EE Gateway V¥
Listener 1 Route &%

FH%

FHLBATEFNY

3H5H) Route 27!
T—#

FIbRF=E

i

1 Envoy Gateway operator #1 EnvoyGatewayCtl FiZEf5 , BCE— Gateway ., Gateway
ENXREMTEN Gateway , TIECER EnvoyProxy fZHIJK/E Envoy data plane HIFRE 7S
:_Eto

EHEFRNIERT |, ¥B7E Envoy Gateway Operator Z 5. ALE GatewayAPI| Route Z BIACE

Gateway ,

E/\FFE Gateway #54 ZS[AIMNBIRA IEAD listener , 155 FECE Gateway API ListenerSet,

AR 561

HRETIRAERT , ETIHRE TTARA TR

1. %15t Envoy Gateway Operator AT i R AHES T RIRKXZR

2. T¥ Envoy Gateway operator 7413 —4~ EnvoyGatewayCt1

l NOTE

BIEE cateway HY, ST fi# Gateway MERME ., MRECEBBXLME , AR

Gateway 34y,



Gateway EAt&MR

{t272 Gateway

Gateway RFHANEHRMEAA. BT XNAEFEINNERFFE LB iRk .
Gateway FEFEN :

« Listener : ;£ X Gateway WG 0. HMYFIEN4
o GatewayClass : 1EFEIH, cateway ] Gateway controller

« Infrastructure reference : 5| B—M%H)KE Envoy data plane HE AT EnvoyProxy

Gateway #z= (Service Type)

Service Type BCE Gateway 20ff1@1d IK/Z Envoy Service &%, B =FM&E :
LoadBalancer. NodePort #1 ClusterlIP,

£ YAMLAF | (R BERLETACEM EnvoyProxy IR

.spec.provider.kubernetes.envoyService.type ,

LoadBalancer (#i%¥)

EAETSTER , FASSTRMENEESN. ZEF A LoadBalancer , SEEWIRH+
LoadBalancer , ] PUET MetalLB 3.

{& B MetalLB B} , aJPUETT Service annotations FEEE42S VIP, #E Web Console & |, {§

Service Annotation FE§ :

metallb.universe.tf/address-pool: ADDRESS_POOL_NAME

metallb.universe. tf/loadBalancerIPs: VIP_IP

BXREZHMER , FSPIEM MetallB F55E VIP 774,

NodePort

HABHET A BEAEMINBRIL



B2 , {3 NodePort FZ7ERA FHR e :

o {3 NodePort B} , Kubernetes 4ECfE) NodePort i%[15-5 Service BE1iRAARE. 77
B 2s0{E FH NodePort i[5 |, /A& Service ¥x[.

o AJPUSIT EBH(EET R K IP HMHARRZ Service , XA BETRKIFER T E X .
{# /8 NodePort B 20{AT Ak BRI E A kv

1f Gateway ¥HERET , ¥4 Service Type 1 NodePort B | listener 31|34 B~ NodePort
5, AP BN krisdS. SUaTERATm4 -

kubectl get svc -n ${ENVOYGATEWAYCTL_NS} -1 gateway.envoyproxy.io/owning-
gateway-name=${GATEWAY_NAME} -o=jsonpath="{.items[0].spec.ports[?(@.port=
=${PORT})].nodePort}"

i 255 R0 4 NodePort,

ClusterIP

MRAFEXSNEER |, ClusterlP IEE &,

Listener it &

Listener xE X Gateway Y UTHE AR EMY, XFF HTTP 3t HTTPS #MY , REIKEN & 7T AT
FA~EJ] listener,

REefEIR O . WX EN. LIRS listener,

WIRAE Gateway TFZE/DBIE—A listener,

F ListenerSet

Gateway A] Uk B[E)—fp & TR H M a4 % TE)F ListenerSet FIFRSH listener, BCE

spec.allowedListeners.namespaces PAIZHIFESZHFLE ListenerSet 4542 TNA] :
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g1 1TA
None FEL4EFTH ListenerSet, XEZIAXE.
Same J#5 Gateway fip 4 T [B]4 ) ListenerSet,
Selector ¥ESYH selector DUECHIE 4 8] ] ListenerSet,
All S IA M4 TS89 ) ListenerSet,

XfF selector ,i5FE .spec.allowedListeners.namespaces.selector NECLEAREIERF
2. BRXEZEE , B3R ilE GatewayAPI ListenerSet,

i [ FA Y

FA listener FHB L IHOSFGHITACE . TIFHRTMXAESE : HTTP, HTTPS, TCP, UDP
1 TLS.

AllowRouteNS

ZRAMBIUT , Route RBEINNZE] same &= [EFH Gateway, EAFEGETHKE , 15
{# Allowed Routes Namespace FE% :

e same : ANHFREI—Hr&ZTIAFHI Route [ NZEILY, listener,
o All : AVHMEEMATIEFH Route FANEILL listener,
o Selector : FAAVFSEEFEILECHK4 2 B Route [fFANZILL listener,

£ ACPH |, BB M2 T8 _ EHNFFEANR |, 20 cpaas.io/project: <project-name> |,
WNRAEE listener (VHAFEE F M Route {FF , EFRA selector , FHILECEARG & TH L
AT B R4S,

Listener f] Allowed Routes Namespace REXRFHIMXILEIRTE T 72 Route Web Console #
¥ Route & 4% listener B a] A listener,

BEXELER  FERANMEIER ML TR 4K Gateway,

TLS ficE



X3F HTTPS M TLS #MY , FEECE TLS KE.

TLS &= :
TLS # R EAREUED
B, WIGEE TLSE
Terminate Envoy £1E TLS SHERABIRERENIERE L RS
Envoy NMREMER TLS ME , BEEHABE/E
Passthrough " i
um AR 55
l NOTE

HTTPS HIISHF Terminate 485

TLS MY [EE 235 Terminate 1 Passthrough 5z

Passthrough #&z{f TLS listener 373F TLSRoute

Terminate #&Xf¥] TLS listener ¥ f TCPRoute

WEPHEK :

o ZUABILT , REEERER—a & THEF A Secret
o Secret MMk kubernetes.io/tls ZEEY  FHAE tls.crt F1 tls.key 48

o Xy TR =) Secret , S EEAEHAMM G R T EFEIEMH Secret

EnvoyProxy (ZNERLE)

Envoy Gateway {# EnvoyProxy &®iRIEH| Gateway SFERCE . EChHE Gateway 4IliE
LB EnvoyProxy ®IR , BT Gateway i .spec.infrastructure.parametersRef £
E& S| AR

WA 1E Web Console {# A EnvoyGatewayCtl BIiEM] GatewayClass BJiFE Gateway
B, =58 4B8shtIE— 12N TEMERNECE EnvoyProxy IR,



BtV YAML 413 cateway B , REBERTWH(RE Gateway
.spec.infrastructure.parametersRef DAKFTSIFAM EnvoyProxy RIRFRF—E.

XFh—xd—R S A AT A iR B BB R E | FHRACEAMAIE RIS |, 6120

o BIAEK

o RIFBRBIFNEK

o TRIEREDR

 Service ZERYFN annotations

o GBEE

EREBIFE 654 TIBF K Envoy data plane i&SREAE |, BEXG L TRFEIE—
EnvoyProxyResourceQuota , ECEISTEAECER EnvoyProxy PARKds4% TR HIE
EnvoyProxy &R,

A RIRANIA

X3 TFH#AYE) HTTP F1 HTTPS Radbmiii&E , 84 envoy-proxy Pod AR A AR AGET
B, XERVGERT

.spec.provider.kubernetes.envoyDeployment.container.resources ,

FA~ envoy-proxy Pod HIE{E QPS #E#F CPU HWFENTF
4,000 2% 1Gi
8,000 4 1% 2Gi
12,000 8 #% 4Gi

l NOTE

o XLEZIREEIE , FFFRIMR). ERIEXNRERHE TR,
o TLS&IE, SRR, Route RIRE . FRMNGN K/NARAKERE A RBEM T IREAE.

o ERZNRIARR , MRIESAEIASKIREIER QPS #HTY & , AR RMKIE Gateway K&
QPS.
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BHREE
HRCECTRENENMNIIAME. BIELE , BUREBY.

BrRHEMEZRE AL , ES5 deployment-mode 7,

A% Gateway

BT Web #5514

1. §fiE Alauda Container Platform -> Networking -> Gateway -> Gateways

2. A create Gateway IR4H

3.7 Create Gateway WA , FEFH{RM EnvoyGatewayctl BIZEK] GatewayClass .
1£ Envoy Gateway Operator HFFRIZMARBIF , ZXFHK A envoy-gateway-operator -

cpaas-default ,

W= B/RAFECE LR

FE& iR YAML &2

gateway: .metadata.name
Name Gateway & #R
envoyproxy: .metadata.name

BAEF
GatewayClass gateway. .spec.gatewayClassName
GatewayClass

Service Type Service Type envoyproxy: .spec.provider.kubernetes.envoyService.typ
Service .

) Service JEfi# €Nnvoyproxy: .spec.provider.kubernetes.envoyService.ann
Annotation
Resource Deployment & envoyproxy:
Limits 7[‘?5@%‘] .spec.provider.kubernetes.envoyDeployment.container.r

_ Deployment &)
Replicas envoyproxy: .spec.provider.kubernetes.envoyDeployment.

iS5


https://gateway.envoyproxy.io/docs/tasks/operations/deployment-mode/
https://gateway.envoyproxy.io/docs/tasks/operations/deployment-mode/
https://gateway.envoyproxy.io/docs/tasks/operations/deployment-mode/
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FER TN YAML %12
Deployment 7 €NVOoYyproxy:
Node Labels .
RS .spec.provider.kubernetes.envoyDeployment.nodeSelectc
Listener Listener gateway: .spec.listeners
I WARNING

Web #2#I| & R B{VSTIFH EnvoyGatewayctl AU GatewayClass, X¥THfth GatewayClass ,

HER YAML JRiE2s.

l NOTE

{#FAMA EnvoyGatewayCtl 4BJiEM] GatewayClass B , Web I=H|8 4B aNPIE—15 Gateway
L FRMNn % = EULACAECE EnvoyProxy iR,

Listener it &

B YRLE Listener B , AT ERA TS -

FEE R YAML %12

Name Listener & #R .spec. listeners[].name
Listener Y NTE

Port — o .spec. listeners[].port
ymH=
Listener {& FHH
MY, 1%

Protocol HTTP, .spec. listeners[].protocol
HTTPS., TCP,
UDP, TLS

A]%, Listener
Hostname .spec. listeners[].hostname

REN 4



T g YAML %12
EHpLLdy 2 =
Allowed Routes
[B) AT LUK & E .spec. listeners[].allowedRoutes.namespaces.from
Namespace
NE kL, Listener
HTTPS MYACE

W% HTTPS {fEAWMNET

FE& i YAML §%42

. WMH, HEFREE TLS IEHM , .
Certificates .spec. listeners[].tls.certificateRefs
Kubernetes secret,

l NOTE

o HTTPS MY # Terminate 15
« HTTPS Listener PSR FEIET

o BOMBEILT , REEERTER—d 4 =8+ 402K secret

TLS XBCE
1EFF TLS 1EATMNET :

ALETR

FE& g YAML %42

Ve TLS 425K, 0 :
TLS Mode Terminate, Passthrough, .spec. listeners[].tls.mode
2XIA{H : Terminate

{4 TLS Mode A
TLS Certificate Terminate B ME, A .spec. listeners[].tls.certificateRefs
& TLS UEBH] secret,
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Bk TLS BKIVEHAEE , E55H TLS ILE.

18T YAML

NERERHEFEREATRA , 3T envoy-gateway-operator-cpaas-default ZHi A{REC
B EnvoyGatewayCtl BJZEf{] GatewayClass .

AT m/IRBISEIEZE—A HTTP cateway F—ERM EnvoyProxy .
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apiVersion: gateway.networking.k8s.io/v1l

kind: Gateway
metadata:
name: demo
namespace: demo
spec:
infrastructure:

parametersRef:

group: gateway.envoyproxy.io

kind: EnvoyProxy

name: demo

gatewayClassName: envoy-gateway-operator-cpaas-default

listeners:
- name: http
port: 80

protocol: HTTP
allowedRoutes:
namespaces:

from: Same

apiVersion: gateway.envoyproxy.io/vilalphal

kind: EnvoyProxy
metadata:

name: demo

namespace: demo
spec:

provider:

kubernetes:

envoyService:
type: ClusterIP
envoyDeployment:

replicas: 1

container:

imageRepository: registry.alauda.cn:60080/acp/envoyproxy/envoy

resources:

limits:

cpu:

memory: 1Gi

requests:

cpu:

memory: 1Gi

type: Kubernetes



B85 % Listener 288 (K TR IR 5]

MERFEEFZL Listener 258! | FFERLATTEIRHA
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apiVersion: gateway.networking.k8s.io/v1l
kind: Gateway
metadata:
name: demo
namespace: demo
spec:
infrastructure: e
parametersRef:
group: gateway.envoyproxy.io
kind: EnvoyProxy
name: demo
gatewayClassName: envoy-gateway-operator-cpaas-default e
listeners: e
- name: http
port: 80
hostname: a.com (@@
protocol: HTTP @
allowedRoutes:
namespaces:
from: same @)
- name: https
port: 443
hostname: a.com
protocol: HTTPS
allowedRoutes:
namespaces:
from: Same
tls:‘i
mode: Terminate
certificateRefs:
- name: demo-tls
- name: tls-passthrough
port: 8443
hostname: tls.example.com
protocol: TLS
allowedRoutes:
namespaces:
from: Same
tls:
mode: Passthrough
- name: tls-terminate
port: 9443
hostname: secure.example.com
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protocol: TLS
allowedRoutes:
namespaces:
from: Same
tls:
mode: Terminate
certificateRefs:
- name: demo-tls
- hame: tcp
port: 8080
protocol: TCP
allowedRoutes:
namespaces:
from: Same
- name: udp
port: 8081
protocol: UDP
allowedRoutes:
namespaces:
from: Same
apiVersion: gateway.envoyproxy.io/vilalphal
kind: EnvoyProxy
metadata:
name: demo@
namespace: demo
spec:
provider:
kubernetes:
envoyService:
type: ClusterIP @
envoyDeployment:
replicas: 1
container:
imageRepository: registry.alauda.cn:60080/acp/envoyproxy/envoy
® resources: ¢
limits:
cpu: '1'
memory: 1Gi
requests:
cpu: '1'
memory: 1Gi
type: Kubernetes@
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@ ATFEEEREM EnvoyProxy &I
@ NEEZE , ¥ envoy-gateway-operator-cpaas-default E#AIREDH

GatewayClass

listeners MRS Gateway

hostname FIMETEAMIEHES Listener FHULACH
protocol FfREWPLLEk RSB RTIAREINEY Listener
allowedRoutes ¥l 4 == [A) AT AR AN H9

tls i HTTPS & TLS Listener Ag& TLS & 1bakBE £

EnvoyProxy Z#RWSNYE .spec.infrastructure.parametersRef.name DGHL

0006060

envoyService.type %%l Gateway F&&& A1\
@ HRAEEMETE , GNERSF imagerepository &
@ resources BZE Envoy ¥R K G IEIR HIFER

@ ¥ provider.type {R#3FA Kubernetes

EE Gateway 115

1£ Gateway 1FUHETF , Listener FIFREBRUATER :

el i

Name Listener & #R

Protocol Listener /1Y (HTTP, HTTPS, TCP. UDP, TLS)
Port FCEMR S

1 Service Type A NodePort Bf27x., B/~FTj7la) Listener 2 S BL
NodePort i[5,

NodePort

l NOTE



14 Gateway Service Type *) NodePort B , Listener 51|54 %1427~ NodePort 31, ijjja] Gateway
i, & {# A NodePort {& , A& Service ¥, BZFMEE , S [9EH NodePort BfA1{AAKER

IR .

Listener 1 Route &%

¥ Route WIRMMNZE] cateway B , FBIERITAN,

EH4

Listener F I EH %2 BB HERITMNA Listener KME—FMRTRE, JTiAFE Gateway S 7R NEE T

JHZEH Listener,

ENNAZEAN

EKEAR , RESKHES Listener THEF Route FANZ M EHTILAL. RABAEFHE

NEA LR THRERE.

Listener =414

FTENA

TEM %

BENE (Bl

api.example.com )

BENE (Bl

api.example.com )

Route £#4

FTENA

BENL (B2

api.example.com )

FTENA

BILACHRSIA TS

TELER

DLECATA AN,

FTE Route
R4

P Listener
FH4

AAULACAIERN
%

NGl

ESAATENREN
PRk

LACE S

api.example.com

FKIESK

XILECAE
api.example.com

FKIESK

XILECAE
api.example.com

K



Listener 44 Route F#.4 TELER N
LECAE
HEE (B DURD A 52 2 AL api.example.com
RALH BN % i 3
*.example.com ) %
web.example.com
VSR
¥ & - Rout
AEALA (B0 ARIAHEH SR RO poute THAERE
api.example.com ) RERE
l NOTE

BECRF (* ) PIT/EBILED, BiZn, *.example.com A[RAULEC foo.example.com #

bar.example.com , {BJC/AULEC example.com .

I WARNING

TR &EEIRE Route RKELREARE , TTELHRE.

X F+# Route ZEHY

/> Listener 1RIFEIMSZIFAFIA] Route ZEAY :

Listener #/}¥ XFFE) Route 255

HTTP HTTPRoute, GRPCRoute
HTTPS HTTPRoute, GRPCRoute
TLS ( Passthrough #&x) TLSRoute

TLS ( Terminate #1HT) TCPRoute

TCP TCPRoute

UDP UDPRoute
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ACE Route B |, WERAFE MY S EM NEIE Listener (IHMXICED. #I40 , REE¥ HTTPRoute
MIh0ZE Tcp Listener,

T—%

Gateway RUZESG , TEUKLEENEACE GatewayAP| Route, NSRMIAN Route fFEEHITEEIR
B | EREEIEALE GatewayAP| Policy, MNEES % T EIKFIRE] Envoy ¥R A
B, &SR BCE EnvoyProxy RIRHECEN,

— =
[E) 9zl
Envoy® 12 Linux Foundation B AR

MetalLB™ & Linux Foundation 4R,

Alauda 23 VR, A=5-5 Linux Foundation Jok , JRAKISEIATT SR, BRI
FMEZBREENME , EHETIRAEKN.
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0 Alauda Container Platform

Alauda Container Platform > & > 32{/Ef5F > BLE GatewayAP| 5RB&

BCE GatewayAP| &R

Bk

(1%
[ilf7 a3
TR BT 0 A
TR AN
7£ Web Console F 413 Policy
SecurityPolicy
J&@iT Web Console BCE
API Key Authentication
CORS Configuration
BT YAML BigE
2%
Thikg
TR
EEEM

B3

\

BackendTLSPolicy
J&@3iT Web Console &
BT YAML fiLE

2%

\


http://localhost:4173/container_platform/zh/
http://localhost:4173/container_platform/zh/

fiCE GatewayAPI 5 - Alauda Container Platform
EEEm
B A
ClientTrafficPolicy
18T Web =65 ECE
B YAML B &

i
%
=z

\
e

T

EEEM

A7Ay

BAXH
BackendTrafficPolicy
J&@3iT Web Console Bit&

BT YAML BCE

i
%
=z

\
S

B3R
i EPSES
SNl

LR

A BMNALE Gateway F Route WIFEAERPAERECERW TR, REEL
.spec.targetRefs fERIRERMANRT , BESMOIRE, RLMFinTTAMNIEIS TR
k.

TEHFR TAERF , A TECE GatewayAP| i§HHZ JG.

Envoy Gateway B Bl {tPUFhiRBEZEAY © SecurityPolicy . BackendTLSPolicy .

ClientTrafficPolicy 5F[I BackendTrafficPolicy .
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ZRETIRAERT , ETIHRE TR TRIE

1. FhEACE GatewayAP| W XFECE GatewayAP| f&H

2. BRI HINMEIK B AREIR , BIZ0 Gateway |

TR [ 0 FEA

RBEEIT .spec.targetRefs [MININEIEHMRIR.

ABIUT | Rig RBEMIINZIR—dn & = RF R EIR,

Route BY Service

T Gateway BAF , YIRBEITTRENS , AJAER sectionName F53E BARMSTES. XTTF

Service BH#r, sectionName *§ Service g% #FR.

TR [ INFi 2

H
R
E
]

SecurityPolicy

BackendTLSPolicy

ClientTrafficPolicy

BackendTrafficPolicy

&

SH8AIE. %
M. CORS &
Hithe 2 IhaE

Envoy 5/avm
AR %52 (AR
TLS ACE

T % PR
B FIEHEAT
A

Ja i B A%
TR

Web Console

XFF
API Key S

¥uE. CORS

XFF

HERE

R E

Gateway

2 (%34
#R/ ALL )

2 (%wrass
#R/ ALL )

2 (&g
#RI1 ALL )

HTTPRoute



sectionName FETFFEE Gateway _FRU4FESNTZS |, 8L Service _FA4FEIRE. WNRAEHE
BIRE A ALL , SRESEN AT A LITssimd.

A X ListenerSet REKITHFIRAIR S , 7S [RACE Gateway API ListenerSet,

£ Web Console 4% Policy

FTA Policy KA E— AR 4% :

1. ©fiiE Alauda Container Platform -> Networking -> Gateway -> Policies

2.f£ Policy Type THISRBFEFRHTHE

3. &7 create Policy R4

AT ER D NALBE: Policy KBS HIKTFES.

SecurityPolicy

18T Web Console Bit &

ERAFE (FTH Policy £%)

FE& R YAML %12
Policy Z&%Y FEHIFEH Policy 2% .kind

It Policy i/ FBFI|f) Gateway APl ‘&R, X35
Gateway, HTTPRoute #1 GRPCRoute, [f/nZ|
Gateway B , ] PLEIRMEHITERE listener & FR , BI%E
AT A listener,

[t 0|

.spec.targetRefs

SecurityPolicy 4585 FE :
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R i YAML (%12
AT (AR SHRAEAZN A, X% % - API .spec.apiKeyAuth ,
U Key Authentication, CORS Configuration .Spec.cors

API Key Authentication

FE& TR YAML 412

BERBTHHEUER API Key ] , ,
Secrets .spec.apiKeyAuth.credentialRefs
Kubernetes Secret

. FERE APl Key Hg B E (HTTP ,
R E . .spec.apiKeyAuth.extractFrom
header &S %K)

CORS Configuration

TE i YAML #%12

Allow Origins CORS &R a1k R% 3R .spec.cors.allowOrigins
Allow Methods FIFH HTTP AiE%13R .spec.cors.allowMethods
Allow Headers CORS &FK7 7841 header 313k .spec.cors.allowHeaders
Expose Headers HElp G mE & Fig/A TR header 313k .spec.cors.exposeHeaders
Max Age CORS Fi#& MmN 121707+ .Spec.cors.maxAge

Allow Credentials BB ARHFIE CORS iF R IEHEIE .spec.cors.allowCredentials

BT YAML fii &
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apiVersion: gateway.envoyproxy.io/vilalphal
kind: SecurityPolicy
metadata:
name: demo-security-policy
namespace: demo
spec:
targetRefs:
- group: gateway.networking.k8s.1io
kind: HTTPRoute
name: demo
apikKeyAuth:
credentialRefs:
- group: ""
kind: Secret
name: demo
namespace: demo
extractFrom:
- headers:
- authorization
cors:
allowOrigins:
- "https://example.com"
allowMethods:
- GET
- POST
allowHeaders:
- "Content-Type"
exposeHeaders:
- "X-Custom-Header"
maxAge: "1h"

allowCredentials: true

2%

SecurityPolicy T4 Gateway #1 Route FiE S #HWAE, SR EMZ2MKINGE, BiRitT
—FMEIARXAR , BEEEKELK RGN BT 2 BIRIEE NG KRR RS .



Gateway Route

| I
+-- SecurityPolicy-+
Client ---> Envoy Listener -------------------- > Backend Service

o BHWE : {FRKFAIE (APIKey, JWT,. OIDC, Basic Auth) BIFR Fig &4
o AN : ARIECSBIE O FEHRIEHIXT R URAKI I A]
« CORS fiLE : BB R IFLZ R

TR

1. QBB EFTESHIIEARRHFLNA SecurityPolicy

2. BEHMNESSEER Gateway, HTTPRoute 8 GRPCRoute

3. Envoy Gateway #R#& Policy BiF{Z \iEsK

4. BEOERFH AR RIS ; TTRERBHMIELE | FFREIMARK HTTP KD

FEEM

1. Web Console 4373 #5E.E API Key Authentication 1 CORS, YT HAthB{AMAIF 7%
SREZLURE , FEFER YAMLCE.

2. &4 Route RBEXRELX— SecurityPolicy,

3. 7R SecurityPolicy 5| T AEE{HAT{EK Secret , NIXIHIIZEZX Route KT BIEKERK IR
[@ 401 Unauthorized FE#FE%E.

4. 7£ Web Console #7 , Extract From “FERBRIAREA header , Header Name “FERERIA
WHE A authorization .

5. £ Web Console & , $fiiZE Route f#RTMNET~ , BIREHMIAIZ] Route ) Policy,
BANXH
 SecurityPolicy #3E

¢ API Key Authentication ~


https://gateway.envoyproxy.io/v1.5/api/extension_types/#securitypolicy
https://gateway.envoyproxy.io/v1.5/api/extension_types/#securitypolicy
https://gateway.envoyproxy.io/v1.5/api/extension_types/#securitypolicy
https://gateway.envoyproxy.io/v1.5/api/extension_types/#apikeyauth
https://gateway.envoyproxy.io/v1.5/api/extension_types/#apikeyauth
https://gateway.envoyproxy.io/v1.5/api/extension_types/#apikeyauth

BackendTLSPolicy

81T Web Console it &

BATE
FE R YAML %12
Policy Z¢%Y FHIZE Policy 25 .kind

It, Policy I FBZIi Service, WRFERE Service & #K
eplES .spec.targetRefs
FemO%FR ( sectionName ) .

BackendTLSPolicy 45 EFE& :

FE& TR YAML 412

WA, Envoy &% avn iR S5 AT E A

Hostname B SNI (Server Name .spec.validation.hostname
Indication)

Subject [, FATRUE/EiR HTTPS Il

Alternative ., aREKIEE , MEGAER .spec.validation.subjectAltNames

Names hostname {2,

W Rt TLS iERMAIE, &
I : cAcertificateRefs ({Ff

IOUF 2R HEM CAIED) . .spec.validation
WellkKnownCACertificates
({ERARLZ CAED)

CACertificateRefs fit & :
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FE& iR YAML §%42

A% CAMEPH Kubernetes
Secret, % Secret YA

CAE$ Secret .spec.validation.cACertificateRefs
ca.crt B4R, HP1FEM PEM ’
YRADH TLS iER,
l NOTE

Bk EE CAUEF Secret B :

o Secret ZRPIRERT CAUEDH

o WAEAWMICA ca.crt

o SATCHOEBIZET |, ¥ BREERIEE “must contain PEM-encoded TLS certificates”

o EFEAEE ca.crt BEAKINA Secret B |, ¥ BRERIHE “must have ca.crt key”

BT YAML fe &
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apiVersion: gateway.networking.k8s.io/vlalpha2
kind: BackendTLSPolicy
metadata:
name: demo-backend-tls-policy
namespace: demo
spec:
targetRefs:
- group: ""
kind: Service
name: demo-backend
namespace: demo
sectionName: https-port
validation:
hostname: backend.example.com
subjectAltNames:
- backend.example.com
CcACertificateRefs:
- group: ""
kind: Secret
name: backend-ca

namespace: demo

BackendTLSPolicy 1=l Envoy Gateway 5/aimiR$ 2 (B TLS B . © AFFRECE :

Service

|
+-- BackendTLSPolicy

Client ---> Envoy Listener -------------------- > Backend Service Port

applies here 2

e SNI (Server Name Indication) : 5fguEE 3 TLS 1EEM{F BTN 4
o IEPRIIF : W feiR RS 2P A
o CAIFH : ATRIEEREPHEEN CAIEH



o FLENEERRinRFNEH TLS RE

o XFFETEN CAUFRIEALSEHM CAIUEF

o BCE SNI ATTARUIERGM) TLS EF

EEEIM

1. targetRefs AIf{] sectionName XLy Service w4 #K.

2. {F A wellknownCACertificates B , B{FHARSHEIA CA UEPHITIAE.
3. LB WA , Envoy EH fRvmi g L AE SNI {A.

B A XA

« BackendTLSPolicy 135 ~

ClientTrafficPolicy

1B Web =68 FcE

BRFE -
FER R YAML %42
G ISR FE ORI AR .kind

R N FAZI/) Gateway, & PLEHEFRTEE MIT254%
EpnE! . . .spec.targetRefs
R, SO TE LTS,

HEECE (F[iE)

FE& R YAML %42

TCP ZS[A#E I TCP &E#HHT .spec.settings.timeout.tcp.idleTimeout
I7R) 68 B B[]
SRR 45
LI T iR
R R IEEK


https://gateway-api.sigs.k8s.io/api-types/backendtlspolicy/
https://gateway-api.sigs.k8s.io/api-types/backendtlspolicy/
https://gateway-api.sigs.k8s.io/api-types/backendtlspolicy/

HTTP i&5ki%
AT Bt

HTTP Z5 /i
Af

HTTP m=A
e

Bl & GatewayAP| $kB% - Alauda Container Platform

ik

AT
OB RIS, R

INME 17N,

Envoy 455¢
EIWER
B, it
BRI
B /33h , I
ERMRE—
NFIRIEE
iR NE R FF
yREH{ZIE, 2R

UNERE RN

HTTP 8
ZS PRI HB B B

8], == REE)
EfREEPIR
BIEIEKRM
BMEIER ., ZRIA
{8 : JohRE.

MR B E
X7 RAERA
ERCN= AN
FESNRIE L
TRTIAFFTER
B, ZRA

B : 5 5344,

BT YAML fe &

YAML %1%

.spec.settings.timeout.http.requestReceivedTimeout

.spec.settings.timeout.http.idleTimeout

.spec.settings.timeout.http.streamIdleTimeout
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apiVersion: gateway.envoyproxy.io/vilalphal
kind: ClientTrafficPolicy
metadata:
name: demo-client-traffic-policy
namespace: demo
spec:
targetRefs:
- group: gateway.networking.k8s.1io
kind: Gateway
name: demo
sectionName: https
settings:
timeout:
tcp:
idleTimeout: "30m"
http:
requestReceivedTimeout: "60s"
idleTimeout: "5m"
streamIdleTimeout: "30s"

]

ClientTrafficPolicy 5% FinZl Envoy Gateway FIE#ATA. BT LTRSS SHITHNE
=)

Gateway

|
+-- ClientTrafficPolicy
Client ---> Envoy Listener -------------------- > Backend Service

applies on the client-facing side 2

o TCPRE : &R ETH keepalive R E
o HTTPRE : & RN BEF HTTP HMATH

o BLE TCP I N#RAT
o 17| HTTP &SR B2UGR B



o BE HTTP EHEZSIRBET

o AUE HTTP JRZS RS

EEEW

L REMEM KT HRER (B0 305", "5m", "1h")
BAXH

o ClientTrafficPolicy ¥13& ~

BackendTrafficPolicy

18T Web Console Bit &

BEHRTE
FE& R
Policy Type FE OISR
IR IE R Gateway APl ‘&R, 35 Gateway,
HTTPRoute, GRPCRoute, TCPRoute, UDPRoute
F1 TLSRoute, K$N0%E| Gateway B , a] DLEFRTEE
Attach To

listener Z#K , 8%&#¥ ALL listeners, 7£ YAML /|
JBid .spec.targetRefs Hf{] sectionName H{T

YAML p&12

.kind

.spec.targetRefs

fLE.
HBEACE (Em)
FEE R YAML %13
VA TR L
TCP ENFELNENIETE
Connection AIFE TCP .spec.settings.timeout.tcp.connectionTimeout
Timeout TLS #&#F. B

ME 10 .


https://gateway.envoyproxy.io/v1.5/api/extension_types/#clienttrafficpolicy
https://gateway.envoyproxy.io/v1.5/api/extension_types/#clienttrafficpolicy
https://gateway.envoyproxy.io/v1.5/api/extension_types/#clienttrafficpolicy

HTTP
Connection

Idle Timeout

HTTP Max
Connection

Duration

HTTP Request
Timeout

Bl & GatewayAP| $kB% - Alauda Container Platform

ik

HTTP J&E#H)
25 BRI

B, 2R
52 i
REEHER
TR, 2R
WAME 1 1N

HTTP 3%
RKIFEREY
A, FOAME :
TeBRH.

M LR
e 2 BT
BRI
B, BOAE :
15 #b, IR
BEATTIRS.

BT YAML fii &

YAML %1%

.spec.settings.timeout.http.connectionIdleTimeout

.spec.settings.timeout.http.maxConnectionDuration

.spec.settings.timeout.http.requestTimeout
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apiVersion: gateway.envoyproxy.io/vilalphal
kind: BackendTrafficPolicy
metadata:
name: demo-backend-traffic-policy
namespace: demo
spec:
targetRefs:
- group: gateway.networking.k8s.1io
kind: HTTPRoute
name: demo
settings:
timeout:
tcp:
connectionTimeout: "5s"
http:
connectionIdleTimeout: "30m"
maxConnectionDuration: "1h"

requestTimeout: "30s"

]

BackendTrafficPolicy 5%l )\ Envoy Gateway 2l j5is AR S HNEEITA. BIRENT A ERRk:
EimH)

Gateway / Route
|

+-- BackendTrafficPolicy
Client ---> Envoy Listener -------------------- > Backend Service

applies here 2

o TCPiRE : HIZREILBH
o HTTPiXE : ZEHcIFEitA), 2R R AME K Y

o BLE TCP I EHGE B
o =) HTTP ST IR B Y
o WH HTTP EERKIFLN A



o FE HTTP &R

EEEM

1. BEERRKFRERR (F120 "30s", "5m", "1h") |
2. requestTimeout FEXXIHRE A "unlimited" DAZXFHBET,

BAXH

» BackendTrafficPolicy #3557

FRIES

REEMIANJE , EUERPYIE Envoy Gateway {155 , TR ZARERBIMSRECEES.

[EYaNal

Envoy® 2 The Linux Foundation B AR

Alauda ¥ HNVE. AR5 The Linux Foundation Jo3REX , thARIRSHIATTSERN. A

RPN EE BITAEN T , ZEHXATIRRBEM,


https://gateway.envoyproxy.io/v1.5/api/extension_types/#backendtrafficpolicy
https://gateway.envoyproxy.io/v1.5/api/extension_types/#backendtrafficpolicy
https://gateway.envoyproxy.io/v1.5/api/extension_types/#backendtrafficpolicy
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0 Alauda Container Platform Q

Alauda Container Platform > M#% > #{/E¥sEg > BLE GatewayAP| Route

BCE GatewayAPl Route

Bk

HhR
[ilf7 a3
A1
1B Web Console fig &
£ HTTPRoute
#3Z TCP/UDP Route
4% GRPCRoute
413 TLSRoute
BT YAML o
Route B &%
BATENT 38
=
Hostnames
Rules
HTTPRoute &%
GRPCRoute ILELHIIT &5 5%
TLSRoute $%
M
ATk
T


http://localhost:4173/container_platform/zh/
http://localhost:4173/container_platform/zh/

fil’® GatewayAP| Route - Alauda Container Platform
MHXRESF
[EY Nl

iR

AN BIAATE Gateway FELEFACE Route &R, Route 2FFMNEI—AEKZ MK
25, FE AR LA B A 2 faim AR S .

EHFENTVERT |, AL TELE GatewayAP| Gateway 2 fi , BARELE GatewayAP!| Policy
Z A,

(R T BIZFERHRIESS , 23848 ACP Web Console 12 A0 H A Route EETNRE,

AU 561

BRI D e R T3 -

1. FRZALE GatewayAP| Gateway AT i@ iilfrzs. MEAOFLFN EnvoyProxy

2. BlE— cateway , DAY Route MIMNERZXTH:

l NOTE

AHENHNAEF Route 2K, KJafeft YAML 7R , RIGEHFSHEARDHIE AR Route
e,

=1

Route £[IMNZE] cateway _EM—AEZ/MulTas. AEFERNTZSEURT Route 2888 il
T 2SN AR sl 28 /014 f Route & TENRE.

Route L a] LAFNEISMEE Listenerset {ilfes. ESPIECE Gateway API ListenerSet,
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81T Web Console it &

1. %) Alauda Container Platform -> Networking -> Gateway -> Routes

2. A Create Route %4

3. ¥ Route Z£HY (HTTPRoute, TCPRoute, UDPRoute, GRPCRoute 3% TLSRoute)

47 HTTPRoute

FE DS

RS RAEUTER

Hostnames Hostnames

Matches Matches

Filters Filters

JaimSL Al Jais

Options Options
Options fir.&

.spec

.spec.

.spec.

.spec.

.spec.

.spec.
.spec.

.spec.

Options FEATRESKREETRE !

pi ]| DS
RIVEFRMME KVEFAM
AT HERE
E R

417 TCPIUDP Route

YAML j£12

parentRefs

hostnames

rules[].matches

.rules[].filters

rules[].backendRefs

rules[].filters , .spec.rules[].timeouts
rules[].retry ,

rules[].sessionPersistence

YAML 1%

.spec.rules[].sessionPersistence

.spec.rules[].timeouts

.spec.rules[].retry



B E GatewayAP! Route -

Alauda Container Platform

FB ik YAML %12

AAAENNTES eSS .spec.parentRefs

Jeprawtil faim .spec.rules[].backendRefs
£ GRPCRoute

FER AR YAML f&12

AAETES b E IS .spec.parentRefs

Hostnames Hostnames .spec.hostnames

Matches gRPC Matches .spec.rules[].matches

Filters gRPC Filters .spec.rules[].filters

S SR favm .spec.rules[].backendRefs
£ TLSRoute

FE 1D YAML %12

AAETES AAETES .spec.parentRefs

Hostnames Hostnames (A]3%E) .spec.hostnames

Jaim SR 15 faim .spec.rules[].backendRefs

BT YAML Bt &

PAF s/ NRBIBIZZE—A HTTPRoute |, MHEMINZE] demo Gateway M) https 2% , 3-8
ILRCIImEFE A2 fRvsm Service .
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apiVersion: gateway.networking.k8s.io/v1l

kind: HTTPRoute
metadata:

name: demo-443

namespace: demo

spec:

hostnames:
- example.com
parentRefs:
- group: gateway.networking.k8s.1io
kind: Gateway
name: demo
sectionName: https
rules:
- matches:
- path:
type: Exact
value: /a
backendRefs:
- group: "'
kind: Service
name: echo-resty
namespace: demo-space
port: 80
weight: 100

MEBEEEFZ Route LFEIFSLR HTTPRoute &I |, 3E{F UL T 528 R45) -
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apiVersion: gateway.networking.k8s.io/v1l
kind: HTTPRoute
metadata:
name: demo-443
namespace: demo
spec:
hostnames: c
- example.com
parentRefs: e
- group: gateway.networking.k8s.1io
kind: Gateway
name: demo
sectionName: https
rules: @
- backendRrefs: @)
- group: "'
kind: Service
name: echo-resty
namespace: demo-space
port: 80
weight: 100

filters: [1 @
matches:@

- path:
type: Exact
value: /a
timeouts: o

request: '30s'
backendRequest: '10s'

attempts: 3
backoff: '100ms'
sessionPersistence: Q
type: Cookie
sessionName: a
apiVersion: gateway.networking.k8s.io/vlalpha2
kind: TCPRoute
metadata:
name: tcp
namespace: demo-space
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spec:
parentRefs:
- group: gateway.networking.k8s.1io
kind: Gateway
name: demo
sectionName: tcp
rules:
- backendRefs:
- group: "'
kind: Service
name: echo-resty
port: 80
weight: 100
apiVersion: gateway.networking.k8s.io/vlalpha2
kind: UDPRoute
metadata:
name: udp
namespace: demo
spec:
parentRefs:
- group: gateway.networking.k8s.1io
kind: Gateway
name: demo
namespace: demo
sectionName: udp
rules:
- backendRefs:
- group: "'
kind: Service
name: echo-resty
namespace: demo
port: 53
weight: 100
apiVersion: gateway.networking.k8s.io/vlalpha2
kind: GRPCRoute
metadata:
name: grpc
namespace: demo
spec:
hostnames:
- grpc.example.com

parentRefs:
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- group: gateway.networking.k8s.1io
kind: Gateway
name: demo
sectionName: https
rules:
- matches:
- method:
type: service
value: myservice
filters:
- type: RequestHeaderModifier
requestHeaderModifier:
set:
- name: Xx-custom-header
value: custom-value
backendRefs:
- group: "'
kind: Service
name: grpc-service
port: 50051
apiVersion: gateway.networking.k8s.io/vlalpha2
kind: TLSRoute
metadata:
name: tls
namespace: demo
spec:
hostnames:
- tls.example.com
parentRefs:
- group: gateway.networking.k8s.1io
kind: Gateway
name: demo
sectionName: tls
rules:
- backendRefs:
- group: "'
kind: Service
name: tls-backend
port: 443

@ Hostnames

@ KAHTITER
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Rules

Javm

Filters
Matches
Options
R

=i
SVEFFAME

6000000600

Route FEi5%

&/ Route #F2H GatewayAPI FISLIENM CR, B xEF Route ZER K FERFAL B LA
SR B HE A :

e HTTPRoute 30 ~

TCPRoute 3 ~

UDPRoute #1337

GRPCRoute #3g ~

TLSRoute {35 ~

I ETS

7£ Web Console 7

1£ Web Console F , A PLUERZ MiliT2sk & Route, A] FAK{RITH& M SARIBELAT 14
TR -

o FAFPRUR : BWAERGARM KM a2 ZTE (E WREE i 4 =(a))

» Route iy & A VTR « W lTzs 214 H Route i3 T EIAIE S Route i & T
&),

o Route ZKAIPLE : Route f24A! (HTTPRoute, GRPCRoute ) WS ilizs i m
Route ZERULRL,

MNTERRNEGETRIGR |, BRI NEIFEH thds 2 2 E A2 rIM K.


https://gateway-api.sigs.k8s.io/reference/api-spec/main/spec/#httproute
https://gateway-api.sigs.k8s.io/reference/api-spec/main/spec/#httproute
https://gateway-api.sigs.k8s.io/reference/api-spec/main/spec/#httproute
https://gateway-api.sigs.k8s.io/reference/api-spec/main/spec/#tcproute
https://gateway-api.sigs.k8s.io/reference/api-spec/main/spec/#tcproute
https://gateway-api.sigs.k8s.io/reference/api-spec/main/spec/#tcproute
https://gateway-api.sigs.k8s.io/reference/api-spec/main/spec/#udproute
https://gateway-api.sigs.k8s.io/reference/api-spec/main/spec/#udproute
https://gateway-api.sigs.k8s.io/reference/api-spec/main/spec/#udproute
https://gateway-api.sigs.k8s.io/reference/api-spec/main/spec/#grpcroute
https://gateway-api.sigs.k8s.io/reference/api-spec/main/spec/#grpcroute
https://gateway-api.sigs.k8s.io/reference/api-spec/main/spec/#grpcroute
https://gateway-api.sigs.k8s.io/reference/api-spec/main/spec/#tlsroute
https://gateway-api.sigs.k8s.io/reference/api-spec/main/spec/#tlsroute
https://gateway-api.sigs.k8s.io/reference/api-spec/main/spec/#tlsroute
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M4 0% ListenerSet

Web Console £ %14 23524 ListenerSet {ilffgs. &4 Route B |, 1%4% ListenerSet #1451
T2 B #R. ListenerSet ip 2 =(A]), & Gateway % A], TS X IARlT2%
allowedRoutes WARAAFILIRMEAN,

£ YAML

e sectionName E{ITZSZFR.
 Route R BEMNEISZRFHE AT E 2SR T 25,
o ZMABILT |, Route RBEMIMNE Gateway SHAUTRE—RTEAMITES.

Xt T a4 AN , 1§ 2 B N2 EE s 4 2= 5] R A AR 5K,

FEIE YAML F[H3I0%Y ListenerSet , &% parentRefs[].kind I®E A ListenerSet , 3%
name F1 namespace &E A ListenerSet , 3% sectionName RE AT EFK :

parentRefs:
- group: gateway.networking.k8s.1io
kind: ListenerSet
namespace: app-demo
name: app-listeners

sectionName: app-http

BXELES , 5SHECE GatewayAPI ListenerSet,

i

B X R ILECE K R 2N B ARAR S .

BNRFETUAEE weight FE , BTIEENKBEENZRSHKIRELLEI.

Hostnames

hostnames ZFEX> HTTPRoute . GRPCRoute #1 TLSRoute 3 $F. TCPRoute 0
UDPRoute ANMERRLLFER.

hostnames RBFAFEILA , BFHostname AZEFLN,
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Rules

B Route \JUABEZ MM, SHEANEBLTHAHEL

Matches

E SUESKIMIH B ISR | TR XA KA SHANHTIRA,
—Z&ANAT LB E £~ Match

o /> Match HZ/MNEMHHER (FI0F&12. ARk, EESHAAIE)
o /N Match NEFHISHEF AND 248 (WAL ERHE )
o &4 Match Z[B){# ] OR 24 (J#E{EE— Match BIT])

T~ A0SR Match-1 E3K path=/api AND header=vi1 , [] Match-2 35K query=test ,
N2Y43ESKULEC (path=/api AND header=vi) OR (query=test) HEH{EE—/H , ZiEK
MEBER.

~[E) Route 274§ FIE FIAK Match 464 , {BXHFH0 Match S4EURT Route 2888 4
HTTPRoute F0 GRPCRoute N FFA[EM Match FKHES.

Filters
FEE BN BT EKENn N KSR SIS L.

A[E) Route ZEF{F FHIB MK Filter 82 , 1B Filter ZERVELRTF Route ZEHY
HTTPRoute 3%
AT Match &4, Filter ZERIMNSZREMATF HTTPRoute .
Match Zc{+3c5Y
POE ik FEiE Tk EEK

iz
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Xt Hix

Exact

PathPrefix

RegularExpression
PRk

Exact

RegularExpression
SR

Exact

B3R

B2 (FH

B (BRk
) + &

B (BRk
) + &

HZR (BUK
) + &

ik

FERAULAC URL
®1z2 , HX%
XNE, XE
REXS /abe f#)
FEhf& {2 ULED
R&ULfECTEm
labc HIESK
A&ULER
labc/, /Abc 3%
/abcd,

RIERL 1 e
URL B&AZAI4R
BHTULAC, L
BLX 4y R/
5, #HEAN
AR TRt
7. B0, %
12 labc, /abc/
F0 /abc/def %P
SULECHTER
labc , {BEE1E
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% RE2,

FERAILECAR K
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POE 3 ik et R
, ZHR (B NSl
RegularExpression .
B) +& % : RE2,
- .. HTTP A4l
DDA - FIRZFR
Aic.
LECRHS%
HRAFARY VP EE
K12 HTTPPathMatch ~
w3k HTTPHeaderMatch ~
WS HTTPQueryParamMatch ~
Ak HTTPMethod ~
UN)E it
i) Fik e
. B (FRB) +
RequestHeaderModifier Set N
B (FFH)
ndd B (FRB) +
B (F/HR)
Remove [Istring

BEEK

GET .
POST |
DELETE |

CONNECT .
OPTIONS |

TRACE .

DS

ERABENSA
HIEE RS
KRR

B rRkIARNE
Bk, BN
A E

MERF R
TEREHIPRK

(RT3 RN
5)

HEAD
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RequestRedirect

URLRewrite

fCE GatewayAP| Route - Alauda Container Platform

ik

Set

Add

Remove

Scheme

Hostname

ReplaceFullPath

ReplacePrefixMatch

Port

StatusCode

Hostname

e

B (FHEB) +
B (F&H)

B (FHEB) +

B (F&H)

[Istring

string

PreciseHostname

string

string

PortNumber

int

PreciseHostname
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ik

ReplaceFullPath

ReplacePrefixMatch

AllowOrigins

AllowMethods

AllowHeaders

ExposeHeaders

MaxAge

AllowCredentials

e

string

string

[Istring

[[HTTPMethod

[Istring

[Istring

Duration

bool

RequestRedirect F URLRewrite ANBELE[RE—HLNF E)E{EH

ReplacePrefixMatch {X5 PathPrefix HTTPRouteMatch 3%

RYE RFC 7230 , 3Rk BHRAX D KNE

B —#rkZ MEVIER RFC 7230 ES0E&T
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RequestHeaderModifier

ResponseHeaderModifier

RequestRedirect

URLRewrite

CORS

RequestMirror

HTTPExternalAuthFilter

g

B3R

HTTPHeaderFilter 7

HTTPHeaderFilter ~

HTTPRequestRedirectFilter ~

HTTPURLRewriteFilter ~

HTTPCORSFilter ~

HTTPRequestMirrorFilter ~

HTTPExternalAuthFilter ~

EWERSy >k HTTPRoute IRMESIHAEBTIRTNEE , AFERET, EXMAERFAMIRE.

i)

T

ERN L)

JaumE KB i

i)

R A NE il e RE
SKITER HTTP Ig i (i K
R, 68 ZOA (fFEREK
AR, BER 15 /) |
TeBREI (RE A 0s"AFSFR
BE) | BREN.

B M KB R vmiA R B R
B, NRIRIFIaRIEIEK
B STR RvRlm R A L.
I EOA (ERRE TR
WAEGAE) |« RS (&
EAR0s") . BEX.

YAML j£12

.spec.rules[].timeouts.request

.spec.rules[].timeouts.backendRequest
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l NOTE

o ERKBNERKTER FinERKETATE , HREBNES  MRREEW , AEFTRLEE

QN N
o TERE/RimESKIER IR | X(EMR < 5K,
o WEEBONE  RZFEARE AR nil (ERKIEOAE) .
o W TURGIES , ZFEREN0S” (RKRFREE) .

TE AL
.spec.rules[].timeouts HTTPRouteTimeouts ~

=il

FE& iR YAML %42

i A HTTPRZRS (5140 503,

RERY .spec.rules[].retry.codes

502) . BUESEHE : 400-599,

/%4 B, .spec.rules[].retry.attempts

B ATRERFRE) (/5120°100ms”,

1R 36 .spec.rules[].retry.backoff

187) .

l NOTE

o AMBEIRT , ERERA. MRKEEEATRIATERAT , MR ASEAETRKHKIE

K.
o WIBARMBECEEVURBMEASRMG , A REERAERATIEE.
o 7£ Web =5 G FREERAN , MRBHFAEEARETR , AFBREE A nil,
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FE& 7RI
.spec.rules[].retry HTTPRouteRetry ~

KTEFFAM

FLESERMMRE |, DIk B F—% FuminE ki B EIR—/aim.

FEL [ YAML £12
SRR AR,

EZid} J%EIM : Cookie. .spec.rules[].sessionPersistence.type
Header,
AT &VERER

VR R cookie zk header f¥] .spec.rules[].sessionPersistence.sessionName
AR,

P AL

.spec.rules[].sessionPersistence SessionPersistence ~

GRPCRoute ULECFITjEss 52
PAUFULEC &I 825288 GrRPCRoute fEAH.
GRPCRoute [Lfi¢

GRPCRoute X 3FPATILACZEEY -

POE 3 ik 3t ik
ULAC gRPC Aik. ZEAIATA
type (BRS/A & service (ILECARS4
Method - ..
7%) +value FR) 8 method (DLECAIE

BHR) .

name (header
Headers Exact FETAULED header 1A,
82) + value
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https://gateway-api.sigs.k8s.io/reference/api-spec/main/spec/#httprouteretry
https://gateway-api.sigs.k8s.io/reference/api-spec/main/spec/#httprouteretry
https://gateway-api.sigs.k8s.io/reference/api-spec/main/spec/#sessionpersistence
https://gateway-api.sigs.k8s.io/reference/api-spec/main/spec/#sessionpersistence
https://gateway-api.sigs.k8s.io/reference/api-spec/main/spec/#sessionpersistence

fCE GatewayAPl Route - Alauda Container Platform

TR Ak {E2EHY G2
name (header . N
RegularExpression 1IERFRX 5% : RE2,
82) + value

GRPCRoute jdjEze

GRPCRoute XX 3F RequestHeaderModifier JTJEZS :

ZERY Ak it BT BEEK
name (F%F 1 FR%A XE & FR =% 16 I ,
RequestHeaderModifier Set ) + value F{EE =K {H : 1-4096
(FRFER) header T
name (F&F ¥ header 7R/ % 16 T ,
Add $) + value EESK , 1B/ {H : 1-4096
(FRFER) RIAEE T
MWERP R
FEEM] header
. = 16 7
Remove [Jstring (RS wm% 16
)
l NOTE

GRPCRoute AITIFHENS, EXSSTEFRFAMF IR,

TLSRoute %

PAFATA4FE T TLSRoute ,

l NOTE

e TLSRoute FHLZEREM., NRENTZHZABFENS , 1B TLSRoute &F , W TLSRoute &
B T2 EAL .
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TLSRoute SEBEMINNZEI Passthrough AR TF{EA TLS tMXMILENTES.

A

T

PAFThEER ACP Web Console 12 H M EFTEE,

FHFNERRATT U AR ZURBEREXRKRIR. E2BRMMEIEBNFAE R , PARHEK
RURIR , 5120 SecurityPolicy 3|FBH secret,

HIThEEB RI{UE&RT HTTPRoute |

T—%

B EMNE| S8  RFESHNERLT LR , BREALE GatewayAP| 5REE, NE
TR E ZRERNG |, S Envoy Gateway {15,

FRIES

o AR ANEIFER A dn 4 2= (8] AU A MR T 2%

RIAR A

Envoy® /2 Linux Foundation g AR

Alauda ¥ HNVE . A7 585 Linux Foundation Jo3x , tARRISHIART SR, FTARIRY
HERBMEENMT , B TARMRE K.
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Q Alauda Container Platform Q

Alauda Container Platform > M#Z& > #{EFsEg > BLE GatewayAPI ListenerSet

BCE GatewayAPI ListenerSet

Bk

ARER
SRS
ALE
1B Web Console BLE
BT YAML ficE
B0 Route
Policy 174
&E ListenerSet ¥i
i ri
EPSESS
FIbRF=E

iR

BLE— ListenerSet , NIAEM cateway IBRHHEMISNTES. ListenerSet IHE FTIERIG 4
ZEFTE , FBIT spec.parentRef [IA0ZE|] Gateway.,

ACP RN IFHEIEAE cateway.spec. listeners ENHIENTE , AKX FE ListenerSet 5
XEENTER. Gateway WUEB R L ListenerSet ; BRIATEDL N RS2 (T4 ListenerSet,


http://localhost:4173/container_platform/zh/
http://localhost:4173/container_platform/zh/
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FeRFAF

ZRETIRAERT , BIHRETTAIA T

1. FREZALE GatewayAP| Gateway , T fif Gateway Y Nr2SA0 W T2 [ A0KLN),

2. Bl Gateway , FECLEH ListenerSet %y 4 =8 A VFS L .

=1

18T Web Console Bit &

1. &fiE Alauda Container Platform -> Networking -> Gateway -> ListenerSets ,
2. B create ListenerSet ¥i4H.
3. 1%&F% ListenerSet #5 4 T8 K HAL Gateway,

4. RIN—AEZ A WEr2s |, FECEH FH Route a7 4 = [E),

ListenerSet RAFMEPITFEL :

FE ik YAML 12

LR ListenerSet )& #R .metadata.name

B T(A) A ListenerSet 4y 4 T[4 .metadata.namespace
A Gateway WS TZSH) Gateway .spec.parentRef

wmH . PRX. A, TLS KAV Route 5

”I\—UJ_'I‘_ oo
= %,751d]

.spec. listeners[]

BT YAML fieE

EHAEAEX Gateway , LAV RE T4 & TE)H ListenerSet, 15587 Gateway _E 7t

ListenerSet,

BFE— ListenerSet , 3{#F spec.parentRef F§[[)1% Gateway :
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apiVersion: gateway.networking.k8s.io/v1l
kind: ListenerSet
metadata:
name: app-listeners
namespace: app-demo
spec:
parentRef:
name: edge
namespace: gateway-system
listeners:
- name: app-http
protocol: HTTP
port: 8080
allowedRoutes:
namespaces:
from: Same

TS 2R E1E ListenerSet NE—, RBE YA Gateway f] allowedListeners FRAE
Zip BTN , HAthdy 2 TR H ListenerSet a#iE,

M40 Route

Route A PARINE] Gateway Y frz5ak ListenerSet ¥z, A5 FHZEENEE A
ListenerSet , #{FF sectionName FEEFTEEMNTZS :
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apiVersion: gateway.networking.k8s.io/v1l
kind: HTTPRoute
metadata:
name: app-route
namespace: app-demo
spec:
parentRefs:
- group: gateway.networking.k8s.1io
kind: ListenerSet
namespace: app-demo
name: app-listeners
sectionName: app-http
rules:
- matches:
- path:
type: PathPrefix
value: /app
backendRefs:
- hame: app-service
port: 80

ListenerSet YANT28f) allowedRoutes 3IZEIHFLE Route d54& F=E) A AMS AN, Frkislrzs i
WA EH L HA0E Route A . BRTEM Route THER , 2% Route (N2

ListenerSet,

Policy 174
2 sectionName [ Gateway 2% Policy £ T4 Gateway K& FHFILNTz580E , BIEE

FHNE ListenerSet SN2,

1£ ACP Envoy Gateway v1.8.0 179, AN Policy XX#FLA Gateway A B #R3t 7] 15(E A
sectionName , {BANIFEHIEPL Listenerset A B#F :

e SecurityPolicy
e ClientTrafficPolicy
e BackendTrafficPolicy

e EnvoyExtensionPolicy
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EnvoyPatchPolicy A Gateway B GatewayClass AB#K , 742 ListenerSet & Hi Policy
AOR. MRITANEE Gateway RIE MMM ListenerSet NT2s , 15 {F A Gateway £k
Policy, aNR1THRET4EE Route , iF{F B Route £& Policy,

& % ListenerSet 15

1E ListenerSet VE{EIWES , BEFX Gateway, WlTefELEARE &M, HEEMNEBN | 1§
A Gateway [{] status.attachedlListenerSets . ListenerSet f{] Accepted %l

Programmed £ , ARENUITRHIRE.

T4

ListenerSet mi4Efg , Lk ITACE GatewayAPI| Route PAKIAN Route, iR EEREH LTS
Policy , WEZ4kEPITACE GatewayAPI Policy,

FARIES

e 7£ Gateway _E /1 ListenerSet

e ¥ Route [f§/INZ! ListenerSet

[EYaNal

Envoy® 2 The Linux Foundation B AR

Alauda 2—ZFMHVE, A=5-5 The Linux Foundation &5 xE% , ATEEIAT S
B, FTERRHEEEEMEENE , WMUBATFHREN.
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0 Alauda Container Platform Q

Alauda Container Platform > %% > #{/E¥sE@ > BLE EnvoyProxy &IRECER

BCE EnvoyProxy &IRECER

Bk

R

et

BIZACEL

AL & EnvoyProxy &K
HENTA

W¥% namespace {F &
SR FIR

%

SNl

iR

{#F EnvoyProxyResourceQuota [R{E|—N 45 FTBIFE EnvoyProxy RIEFEBEHK CPU
NFEEKEE. ABCBUEMT EnvoyProxy BTAEHAR Envoy BIEFHEAE ; EAREN
Kubernetes ResourceQuota , fALEIZN=ZESE K Envoy Deployment,

HThREFE ACP 4.5 REShRAF A A, Z%INEEH Envoy Gateway Operator $24ft , 3{F
envoy-gateway.alauda.io/vialphal APIZH,


http://localhost:4173/container_platform/zh/
http://localhost:4173/container_platform/zh/

l NOTE
Gateway 1 EnvoyProxy B HKEIR., BT cateway FR—NETAK
EnvoyProxy , 3fi@id .spec.infrastructure.parametersRef F Gateway 5|FZ&IR. £
ACP Web Console B , 4| AT USHECER EnvoyProxy 5 Gateway —iCdlE : &ZFH YAML
B, BRI XA RIR. BCSUEAT cateway & ZTIEIFM EnvoyProxy WiR. &

XEZEE , ESMY BLE GatewayAP| Gateway.

IRy Ckid

EnvoyProxyResourceQuota ;Efp&TIAKRIR. ECA{LERATR—H&ZEFH
EnvoyProxy iR, BEAMASTIFLLTERS) :

IR ax
requests.cpu Envoy #UEFE N R CPUGKEE
requests.memory Envoy #REFENT RNFERKAE

FCEUR IR RN RERCE R R FIA 4RI 2 TRNFERE -
e status.hard 5 spec.hard {RFF—3.

e status.used EMRBTAEF EnvoyProxy EIRMK{ERES2F.

MR—ANHETREELMNECENTR , NENXRHM status.used HELIREMEHKIGHE ZIE)
RE, NEEZNEHTREK status.used {EHAEM, HvBZTEFHESD EnvoyProxy 18
SKEBAITH B AT B LA R ESK .,

B AR

BT namespace &[] EnvoyProxyResourceQuota RIRKSIZEECER. DL T /RAMEX
namespace # Envoy data plane 7 s8] CPU WEKER Sk 4 Mzl , BINFEKIREIH 8
GiB :
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apiVersion: envoy-gateway.alauda.io/vlalphal
kind: EnvoyProxyResourceQuota
metadata:
name: gateway-quota
namespace: tenant-a
spec:
hard:
requests.cpu: "4"
requests.memory: 8Gi

kubectl apply -f gateway-quota.yaml

WARRIN A E R ESEREET |, ATAE— namespace P IR Z ML, R UH =4 11E A
EEEBNECHOERBIANE , EnvoyProxy AS#WHEA.

BE EnvoyProxy 5K

ACESStit EnvoyProxy RIFFHILTFE :

EnvoyProxy FE ax

Envoy

.spec.provider.kubernetes.envoyDeployment.replicas plane
=

: : S

.spec.provider.kubernetes.envoyDeployment.container.resources.requests.cpu CPU}

)

: : S

.spec.provider.kubernetes.envoyDeployment.container.resources.requests.memory e

FIE

H4n , PR EnvoyProxy £ MECERTF/EFE 750m CPU F1 768Mi NTF :
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apiVersion: gateway.envoyproxy.io/vilalphal
kind: EnvoyProxy
metadata:
name: gateway-proxy
namespace: tenant-a
spec:
provider:
type: Kubernetes
kubernetes:
envoyDeployment:
replicas: 3
container:
resources:
requests:
cpu: 250m
memory: 256Mi

EHAETEAT :

CPU usage = replicas x envoyDeployment.container.resources.requests.cpu
Memory usage = replicas x envoyDeployment.container.resources.requests.me
mory

INREMEFEANTFEL , BLARE LT EGAE -

FE& IANE
replicas 1
requests.cpu 100m
requests.memory 512Mi

LA LG RIFIRS) , h A2t EH Envoy Gateway 4 RHIERZL Deployment,

HENITA
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% namespace PFEE—PELZ NECEET , Envoy Gateway Operator & ¥ EnvoyProxy
CREATE 1 UPDATE EKIFAEZ BIXT HIHITIALE :

1. #8#E1% namespace ] EnvoyProxy RIFITHHEINAFERE.

2. MTEMRME  FRANTYEAERAEERIBNEAERE.

3. iR#E% namespace PRGN ECEGE AR CPU MNERE.

4. MFATATREBRGPRAB L |, NHELEZE R, MREESARA. RR. UiERE. K
15 FREFNREIRHI.

k% EnvoyProxy Ja , IEHlzsEFAMACER 2B/ MRER status.used ., B
EnvoyProxyResourceQuota X¥Z M namespace ALY, EnvoyProxy 435 & BIHENRHI.

I WARNING

HEAR—FRR N AKBIFERE. FF&K CREATE 3K UPDATE 1EKSIRIBVEKETIIRE|IKERE
HITHE , FAALUEFARXMBRIE. EFETHRESE , EMBEBHRRE.

475 namespace {FFHE

ACERESSE namespace R R ERFEISKIR, FHECEABT BERRIRHFEFHE

kubectl get envoyproxyresourcequota -n tenant-a

WmEBEATS
el KR ax
CPU Hard .status.hard.requests.cpu PYECERE) CPU FERR S
namespace §1 EnvoyProxy &Rt A\
CPU Used .status.used.requests.cpu

CPUIBKRE

Memory Hard .status.hard.requests.memory IECEE NFFREBR 51
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%l iR aX

namespace F EnvoyProxy &iFEIT K
NFEKEE

Memory Used .status.used.requests.memory

NFEETEE R ERARRESEH YAML

kubectl get envoyproxyresourcequota gateway-quota -n tenant-a -o yaml

Bo&iak EnvoyProxy AHEZWE , IH23SFHFEH status.hard F status.used , 4
—4* namespace B& LA ECHES , (VBR—IX namespace (£ E , 79 3B RENECHHIE
FRE : AEXFEEM cPU Used BY Memory Used {ESKF,

IO FEl AN R )

o LtLZNhBEM ACP 4.5 o A] .
o {NX¥F requests.cpu F requests.memory ,
« BCZRAAB namespace fEFRIE , {UERBTF% namespace i EnvoyProxy IR,

o A& T Kubernetes ResourceQuota ; AEIEENEEHT

ResourceQuota.status.used ,
o RNE[RFIRIR limits ,
o RLIRERERZAH) Envoy Deployment , A48 HH 1T Deployment #EREE ,

o AFFFFE namespace BLEl. 45 ET Gateway 5k GatewayClass fI4H , A TIFFRE 1L
#o

BIEEEEE , BCEMNM Gateway REE M EnvoyProxy . & T fi# Envoy Gateway
Operator ZNMAHERE XLELRIR |, 1S % Envoy Gateway Operator,

&

\

rIAR = A
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Envoy® 2 The Linux Foundation FEREI#x.

Alauda 23 VR, A/=55 The Linux Foundation JokEX , LABISEIATT BN, iR
FAARERBMEENE , MR TIRREK.
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0 Alauda Container Platform Q

Alauda Container Platform > M%& > 32{Efsrg > BCE ALB

AlE ALB

l WARNING
B ACP 4.4 2 , ALB B3 M. TuiASIE8HH ALB 36 , BTTIAHEIT Web 514 ALB, 7EM
BHIRAFRERE L |, T ALB LB E0E1T , FFEMATIET APl EIE |, R LB HIRET
%% Envoy Gateway 3% Ingress NGINX, I/ fG , 5 %5 ALB 3541,

Bk

ALB
B 51
ACE ALB
RIRMRECE
MR BCE
MEEE
EARECE
ALB &1F
Bl
R
1S
Hil¥i
BB &M
ACE Frontend


http://localhost:4173/container_platform/zh/
http://localhost:4173/container_platform/zh/
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Frontend 4k
BlZE
JRERARAE
HARIERAE
Rule
B 51
£/ dsix FASERILECEK
dslx
e
Action
Backend
JRtmHRY
Service Group FI&VE M R
Rule R{F
{3 web console
£ CLI
Https
Ingress FHPEPIHHE
Rule FHUE+
TLS 23K
Ingress
Ingress [@)#
AESEE
BEHEE
WISTERR

FIBRF=E

ALB



ALB RFRRAEBHEHRNBENL TR, ENFHRATHRRNER L | alb-operator i1l ALB
RIRGZE ., EHMMERIEIE , IR AN AFRER RS

F ALB #pE— XM Deployment , i% Deployment £ W1 A <ExZIitt, ALB &9 Frontend
# Rule , FFRIEX LA B VE KK EBE faiH.

R 55 AF

B RNE T BMSEE VIP, ESHEELE VIP,

AiE ALB

ALB BCE D A=/ 5B45.
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apiVersion: crd.alauda.io/v2betal
kind: ALB2
metadata:
name: alb-demo
namespace: cpaas-system
spec:
address: 192.168.66.215
config:
vip:
enableLbSvc: false
lbSvcAnnotations: {}
networkMode: host
nodeSelector:
cpu-model.node.kubevirt.io/Nehalem: 'true'
replicas: 1
resources:
alb:
limits:
cpu: 200m
memory: 256Mi
requests:
cpu: 200m
memory: 256Mi
limits:
cpu: 200m
memory: 256Mi
requests:
cpu: 200m
memory: 256Mi
projects:
- ALL_ALL
type: nginx

RIFMRECE

AR FERER alb BFPERCE.

T SR

.spec.config.nodeSelector map[string]string

DS

alb BT k¥R



.spec.

.spec.

.spec.

.spec.

.spec

.spec.

fiE ALB - Alauda Container Platform

config.replicas

config.resources. limits

config.resources.requests

config.resources.alb.limits

.config.resources.alb.requests

config.antiAffinityKey

RIS E

Sl

int,optional default 3

k8s container-
resource,optional

k8s container-

1D

alb FIEIA<%k

alb B8 nginx 23R
izl

alb f] nginx A58

resource,optional sk
k8s container- .

: alb A ZFAPR
resource,optional
k8s container- g

_ alb AFRHIEK
resource,optional
string,optional default local k8s antiAffinityKey

L& FEEHE AR AN 0R) ALB. 40 , 72 host #&I\TF , alb ¥{$F hostnetwork , #&a] DUE T
T IP yj308) ALB,

TE

.spec.

.spec.

.spec.

.spec.

config.networkMode

address

config.vip.enableLbSvc

config.vip.lbSvcAnnotations

Sl

string: host or
container ,

optional, default
host

string,required

bool, optional

map[string]string,

optional

LY

£ container FEIXF ,
operator £4J3E—1
LoadBalancer Service ,
FR HEohht F/E ALB b
Ak,

FERTAFEhTERE alb rits
HE

£ container FEXTFH
EhoA true,

LoadBalancer Service ]
EMSNERR,



MBECE
FE 5
.spec.config.projects [Istring,required
.spec.config.portProjects string,optional
.spec.config.enablePortProject bool,optional

¥ ALB A ZH B Bk

1. 7£ Web Ul 1, R BFEEM B A P A BEFREIFHFECE L ALB,
2. Itk ALB B4 BT TR E i ingress &R, 1§25 ingress-sync,
3. #£ Web Ul # , 7210 H X FEEHKMUTTEARE Y THEISELE.

SR B A ARE 30E SRR TR |, B -
1. BTCHARR BT A B2 B i A TSR .
AEALE

alb cr FRA— LA RIS REE.

e Ingress [

ALB #AfF

BIZ

£/ Web #£H)5 .,



O Administrator :::

Overview

Clusters >

@& Networking v
Domains
Certificates
Subnets
Bridge Networks
VLANs
Load Balancers

Cluster Network
Policies

£ Storage >

& Operations Center >

B2 Marketplace >
® Security Settings >
& Users >
B Auditing

System Settings >

Web Ul FRig {7

1' J\&A%}EDE‘\O

fiE ALB - Alauda Container Platform

8 Cluster: business-1 v

@ Networking / Load Balancers / Create
Create Load Balancers

* Name:

Display Name::

| Network Configuration

Network Mode: | Host network Container network (2
4

Service: (D
When enabled, a LoadBalancer type service will be created, providing an access address for the load balancer through services. When disabled, refer
* Access Address:
@ Add
| Resource Configuration
I Small scale Medium scale Large scale Custom P
* Specification : - - @
Cluster le cl 30 nod Cluster more than 3 es o
Resource Limits: CPU m  Memory Mi
Deployment type : ‘ Standalone ] High availability
* Replicas:
* Node Labels: v

Allocated By: | Instance J Port (@
Allocated Projects: | All Projects 4 Specific projects None

2. FEEMNAEF , RIEMSETE > B
3. RiTAUE AR,

Web Ul AN ARSI CR f—FEL

28

SyBeaHiit

SEAR

£/ CLI,

i)

.spec.address

—LENACE. HIRBATSRANZ REEss

{0 the help [ to configure the

dress for the load balancer.

Instance FRMEHEI , LATE T AEEFME ; port &R port-project 4%

i\, AU alb eI A Bcim (SR

kubectl apply -f test-alb.yaml -n cpaas-system

ST

£ Web =45
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l NOTE

EMRBAERASSBURS T 3 £ 5 54, B AMIRMEEESEMEE !

1L HNEHEA.

2. EEMIAAEF , RIEMEEE > REkIME-s.
3. /iy 1> B

4. IRIEF R EHMEFTIRACE.

o BRI S BRAIFRENS. LA S PAMER AN T AITAEE CPU FPYf RIRH
RiES .
o PRI ME R FIRE B AR BARE.
5. IRIEH.
illZ3

# /) Web #5414

l NOTE

Wi ka5 fa , RO AAN B S —FFlER , BFTiERE.

L#ANEEA.
2. EEMSIAAEF , RIEMEEE > REIME-S.
3. mir i > MR, FFEA.

£/ CLI

kubectl delete alb2 alb-demo -n cpaas-system
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Frontend 2—FEEXKIR , BTEX ALB iarim QM BN, STHFMENY @ L7
(http|https|grpc|grpes) #A L4 (tcpludp) .

o 7F L4 Proxy & , {&H frontend EIEACE FiE RS .
o £ L7 Proxy % , {#H frontend BLE Wi , FEFEMA rule BLE //iniR% .

RFBEARM HTTPS HinA , VIR EE oL B 7 TLS IEBRUS TN,

II=E-Se3

BAE— ALB,

Bl & Frontend

apiVersion: crd.alauda.io/v1
kind: Frontend
metadata:
labels:
alb2.cpaas.io/name: alb—demoe
name: alb—demo—OOOSOQ
namespace: cpaas-system
spec:
port: 809

protocol: httpo
certificate _name: "' e

backendProtocol: 'http' Q
serviceGroup: e
session_affinity_policy: '' e
services:
- name: hello-world
namespace: default
port: 80
weight: 100

o alb label : WME , R, Frontend FT/EH ALB 32451,
@ frontend name : %=Xk salb_name-$port ,

© rport : KNTRERH.,



BZE ALB - Alauda Container Platform

@ protocol : A {ERRITRY.
o L7 /MY https|http|grpcs|grpc , L4 #3X tcp|udp.
o I HTTPS B , ASRARINES ; gRPC MY AERIBES.

o 3% gRPC WMXEY , SR ENAZ gRPC , RIFFAVERFAME. 2RA gRPC HMK
B TS , ABI9Ea8EE gRPCIEH , IRARMEN gRPC MEH A2 FIHRSE .

« MNR{EM Google GKE &3 , [F—& 23 ML 3B SaZk A5 A RERISE /H TCP #1 UDP
EA I

@ certificate_name : grpcs # https WM FHERREGAES | 334

$secret_ns/$secret_name ,

@ backendProtocol : fEHARSEARIPRY.

e 21N\ serviceGroup

o L4 proxy : /MH, ALB HIEKMERREITNARSA.
o L7 proxy : ¥E3H. ALB EEULECH, Frontend _EAGRLNY ; 2nSRIKEULECIR , RIENREIZIA

] serviceGroup .

@ session_affinity _policy

Frontend 324

BIZ

1#F Web #=H) 4

Q Alauda Container Platform :: & Project: demo N Namespace: demo-space (Cluster: busine

& Networl king / Load Balancers / demo / Add Port
Add Port
it Overview
& Application: s > “port:
& Workload > FIDIE ot ranges HER0I, except 30000 520
#} Configuration > Protocol: | HTTP ] HTTPS  gRPC  TCP  UDP
@& Networking v Balancing Algorithm: | Round F?obm(RR)J Weighted Round Robin (WRR) ()
Services
Service Group:  Namespace * Services g
Ingre
nbou
@ Add
Networlc Policies Session Affinity: | No ] SiPhash  Cookiekey ~ Headername — EWMA
= Storag
Backend Protocol: | HTTP ] HTTPS

1. FANRBTFEA.



2. EAMSIAF , R > TaBda,
3. RTTRBINERETR , TAFHER.
4. RAMRA .

Web Ul FRIEM AT CR —NFE

sl %
AR .spec.serviceGroup.session_affinity policy
f#/ CLI

kubectl apply -f alb-frontend-demo.yaml -n cpaas-system

R

XFRE HTTP, gRPC #1 HTTPS i AMIRE |, BT BUARINEPIK RS, , AT LIREFE S+
W R AR S ULACALI ., A8 a8 S SeARIESC E AL DL ACAR N A0 Jadim AR 55 ; anRALNILAC
R, Wi ULEC Bk Rk B2 N () fEvm AR 55

PSS

AR EFIRRAME : EbR , SR EA LARRE | IRIEFE EMNBOAREBSMERE
WrimH .

l NOTE

WRGAFH G RO TIRAECA RN, WREEHE RATEEHE RARFRERAE R EIGE.

Rule

Rule 2—FEEXEIR (CR) , BTEX ALB a{FILACFILIEENEK,

ALB 4 Ingress L E shiL AFLA,
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A S A

o fiiE ALB
» ficE Frontend

TEE—N/REIFN , FTFEBRRIE T iR a0 AL,

l NOTE

WIIUBIT HRZEN rule XBXE frontend F1 alb,

apiVersion: crd.alauda.io/v1l
kind: Rule
metadata:
labels:
alb2.cpaas.io/frontend: alb-demo-G)OOSG)a
alb2.cpaas.io/name: alb-demoe
name: alb-demo-00080-test
namespace: cpaas-system
spec:
backendProtocol: 'https' @
certificate_name: 'a/b' @

dslx: e

- type: URL
values:
- - STARTS_WITH
-/

priority: 4 @
serviceGroup: @@
services:
- name: hello-world
namespace: default
port: 80
weight: 100

@ VHE , FERIANIFT BN Frontend |
@ VA, FEIRIHLNIET B ALB,

€ backendProtocol
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@O certificate_name

@ dsix
O HEHN, RERBS.

@ serviceGroup

£/ dsix FLFERILACEK

dslx

DSLX B —F AT RILALEAHHURERES. #a0 , DA FHLRNISIUADS# B BB PAT 544/
K

url PA /app-a 8% /app-b FF3k

e method >4 post

o url ¥/ group A vip

e host JA *.app.com

 header i location *) east-1 3k east-2
o A4 uid i cookie

e JRIP3KA 1.1.1.1-1.1.1.100
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dslx:
- type: METHOD
values:
- - EQ
- POST
- type: URL
values:
- - STARTS_WITH
- /app-a
- - STARTS_WITH
- /app-b
- type: PARAM
key: group
values:
- - EQ
- vip
- type: HOST
values:
- - ENDS_WITH
- .app.com

- type: HEADER
key: LOCATION

values:
- - IN
- east-1
- east-2
- type: COOKIE
key: uid
values:
- - EXIST
- type: SRC_IP
values:
- - RANGE
- '1.1.1.1"
- '1.1.1.100'
5%k

AR R — AT 03 10 MR, BEB/NFRORUELBS. EAE ingress PERCEMNIMME
&, ATRAE LT R



alb.cpaas.io/ingress-rule-priority-0-0: '10'

TN, RE

Action

.spec.priority FEHIFRE —NEMEMEMNMLLE.

ESRILECHLfE , ATIARHZESK I FRA N HR4E

Header {&#4

URLEFE

WAF

OTEL

Keepalive

Backend

D

FMERT , BisGREE X HTTP, MRE(FH TLS EFHNE

iEH

BB BRI ATRE.

BENETKEEREFEE URL,

MNRENFAERERTRLE (CORS)

AVFHEBOEKEIEN ) Header,

HARENEKIESH URL,

£ i, Web Application Firewall (WAF) , I¥5&%e 4,

J2F OpenTelemetry (OTEL) MA#{THHAIIEERFNL
=,

ARk 2A R EAE N FB keepalive THE

Service Group F1&VESEFME S

AN HRFEE — TS T RS

%

timeout

redirect

cors

header

modification

url-rewrite

waf

otel

keepalive

, ALK EBLE A HTTPS,
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BOIAMBAT , ALB fE5H (RR) BIAEERRF 2 BAEERK, A, WA LAZA RSG5
FeAE |, SO AMRBIE R,

HEE SRR BINERIE,

Rule /£

{# FH web console

@) Alauda Container Platform :i: & eroect emo N Namespace: dero-space Chser busie... ¥ ®ouorsenice
@ Networking / Load Balancers / demo / demo-08888 / Add Rule
Add Rule

> Load Balancers: demo
> Port: 8888

Protocol: HTTP
Description

Balancing Algorithm: | Round Robin (RR)  Weighted Round Robin (WRR) (D)

Service Group:  Namespace * Services *Port
demo-sp:
Load Balancers
Network @ Add
= storage >
© Observe > rype: | pomains -
& Audiing Parameters: Domains
URL
i3 @ Add
Headers
Cookie @ Add Rule Indicator
URL Param
Session Affinity: | No J SIPhash  Cookiekey ~ Headername =~ EWMA

URL Rewrite: (Il

Backend Protocol: | HTTP J HTTPS

URL Redirect: CIl)

Priority: 5

1. #HABHFAE.

2. EEMSAAF QT > Rk,
3. RITTAEIME S ATR,

4. R ITE A B R,

5. R INFELA,

6. 2Z AU ML EHXSH.

7. R0,

\

~

webui RSN ATEBST Y. CR — T

£/ CLI
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kubectl apply -f alb-rule-demo.yaml -n cpaas-system

Https

4N frontend PIY (ft) %1 HTTPS 8% GRPCS , thaT LU HNIAEE JifEfl HTTPS,
ATERUSR ingress SFHSEIES | IATCATARRY SO HOED.

SHFRLE TLS ; a0R R tCoh HTTPS , A ISHTERNE. AT , MeEASERRSHNE
(Eiha

Ingress S UEFiEAE

A PAIE I RS namespace 3| FREP.

alb.networking.cpaas.io/tls: qg.com=cpaas-system/dex.tls,qgl.com=cpaas-sy
stem/dex1.tls

Rule FHEH

1= .spec.certificate_name =8 ,$§Eﬁ§ﬁ $secret_namespace/$secret_name

TLS #& =
Edge 123

1 Edge #F , B /ugiBid HTTPS 5 ALB i@{5 , T ALB {8 HTTP UMYX S /Ris RS &
15, EIMHEE :

1. BI32{ER HTTPS WMXH ft

2. R fRum NN HTTP BRI , JFI8IE . spec.certificate_name FEEUEH
ERTMERT

EEFMEEXT , FHED HTTPS 5 ALB 1&{5 |, M ALB /A HTTPS M-S /ainik %18
5. BEIERE :



1. fIE{E A HTTPS HRYH ft
2. BIR fEsm MR HTTPS AL , FHBiE . spec.certificate_name FEREUEH

Ingress

Ingress [5]5
B ALB #HBIE—1RI& M IngressClass , F4LIEE—HEH#) Ingress,

1 ingress namespace B2\ cpaas.io/project: demo HIFREERT , RNZ ingress BT

demo IH.

£ .spec.config.projects ECEFMEZFRIZA demo ] ALB , £EBIKEIXLE ingress
e AL,

l NOTE

ALB £ %0 ingress 3B 3h8J&E Frontend X Rule, source FELENINT :

1. spec.source.type BB{YXFF ingress .
2. spec.source.name & ingress Z#R,

3. spec.source.namespace & ingress namespace,

SSL %
X§FRECEUETH) ingress , ALB f2f#t T —F{E MENAET 5k
A ANTRERE ALB BE X RIR :

e .spec.config.defaultSSLStrategy : X NXKRECEWPFH ingress i) SSL 5K

e .spec.config.defaultSSLCert :3{& $secret_ns/$secret_name IETIZREENAUED

A FAE SSL 3k :

o Never : R7E HTTPS i _EAIEFN] (BRIATTA)
o Always : 7£ HTTPS ¥ _E{F BEAMEBAIERL N



E 1B :.l:

LEE BN EHE , SR AR A FH AR R B 25 A,

EEHE

1L HNEHEA,

2. EAEMSIAEF , REMKLEE > REkINER

3. R G755 7K.

4. EHEERRF , NESUAERLBIEHEITNNEE

EARAL =072

l NOTE

TRBI S FTIESR FERBIE ST RS

L#ANEERA.

2. EEMIAAEF , REMEEE > REIME-S.

3. Rt REHH 75 E 7K.

4. FEREERRF , N7 /AR EEREHERNTERERER.

o fERR  BINERELHT R LN CPU FMRNTFRISKEE BIFN

o BITE : GEINERRBINBEENIEILESRE.

BREFERNEZFMES , FSHE ALB iz,

— =
AR B
Envoy® & The Linux Foundation f7E i #x.

NGINX® 2 F5, Inc. 1£3EE R B ERAMX KR,



Alauda BTV RS, AF=5-5 The Linux Foundation 3% F5, Inc. INZAEXEE |, HEFRBEIA
IR, TERRAAESBMEENUT , AT RANEK.



fil'E Alauda Container Platform 1 £ DNS £24% - Alauda Container Platform

0 Alauda Container Platform Q =

Alauda Container Platform > WM& > #{Et§F > BLE Alauda Container Platform 7 & DN

At'® Alauda Container Platform 7 = DNS %2
17

B=x

R
FEImE
BEREA
£
1&id Marketplace %3k
THERE
23
&
MLk RAgBCE
B0 KBS A R IR 75 7%
W 1 0 AL v H ISR
X 2 ¢ 75 4k DNS &3
X 3 ¢ IBIT R IP W& TSR
FIbRF=E

iR


http://localhost:4173/container_platform/zh/
http://localhost:4173/container_platform/zh/

fil'E Alauda Container Platform 1 £ DNS £24% - Alauda Container Platform

NodeLocal DNSCache 2 —#t&aHAE M , WL ESM T R _E151T DNS ZIFRIERIE T8
DNS taE, MilHET ESN T R EAHZE 7 DNS lghy |, 5/ DNS EIREER FHEREF O
DNS fR¥FrIfazk , A e ffaett.

FEINRE
o Zih DNS 2277 : £84 T R LAHZE7E DNS g , PUg/DEIEIR
o MEERT : BE BN EFEFH DNS BEFET[E)

Tl

5 Z 1A

WARNING

EEEEEIM

1. Kube-OVN Underlay 23X : IR X3F7E Kube-OVN Underlay #2X FEfE ., ZFHITHE |, 7]
BEL 53 DNS &Eifj4k K,

2. Kubelet E 3 : S1ZiHH4 S5 Kubelet EZ,

3. FEHJS Pod : FHHERINERE G , AL NIEIEZITH Pod , (BERESTHAIER Pod A%, 4
CNI 4 Kube-OVN B , EEEFFh[E) kube-ovn-controller ZRANIZS%K " - -node- local-dns-ip=(Zith

DNS ZZ7FARSTRH0 IP k)" .

4. NetworkPolicy BLE : tREBHELE T NetworkPolicy , NFEZELE networkPolicy FHER4M T
= CIDR #1 nodeLocalDNSIP f A\ FT R FILE 7718 , ARGIRIES B15.

5. BUERMMTEMN IR : MRBETERETR (EFESR) RKIHERER , Kubelet REFXRSE
k. Z{E NodeLocal DNS BECEEFRIRFRIFIFAN , FRASRFHERKUAT=ME , ¥

¥ --cluster-dns {s/NE] kubeletExtraArgs &
e KubeadmControlPlane - initConfiguration - nodeRegistration -
kubeletExtraArgs

e KubeadmControlPlane — joinConfiguration - nodeRegistration -

kubeletExtraArgs

e KubeadmConfigTemplate - template - spec - joinConfiguration -

nodeRegistration - kubeletExtraArgs



KA SHARME|_ ERAFA kubeletExtraArgs B4y :

cluster-dns: "<NodeLocal DNS_IP>"

| warninG
4.2.x SRR

BUtiaE M ET 4.2.0 KIRA (AEFE 4.2.0) FEEE) 4.2.x B , BB F ResourcePatch &7 1A
FEBITATHIR ¢

FHERHT
« 183% kube-ovn-controller ResourcePatch ELE M --node-local-dns-ip S¥{E

o % deploy/kube-ovn-controller ®IRXNFK ResourcePatch
FikJE -
o ¥ICRM --node-local-dns-ip Z¥FENARME] kube-ovn-controller BLE

EE  WRBMRECAE 4.3 RESRATMHAR , HEFED) 4.3+ BILEFFaTH.

R

#@iT Marketplace &3

1. SHZE E1H 5 > Marketplace > &£ B4,

2. 741312 % "Alauda Container Platform Node DNS Cache",
3. By &k, FTFFRKECE A,

4. BCERTRESH

g DS RBIE

P AR DNS Z277ARS-2210 1P Hik, S+F 1Pv4 |, 33X 169.254.20.10
{£F3 169.254.0.0/16 SLEINAMILE , HIFER
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e DS RBIHE

169.254.20.10. XF IPv6 , Ei{# 3 fd00::/8 SEEINK
it , &3¥ER fd00::10,

5. ERBENFRH , FHHRENIFRIREER,
6. By T ST,
7. FRHEPIRERA "R

TR

23

Pod - NodeLocal DNSCache - [Cache Hit] - Pod
!
[Cache Miss] - CoreDNS - Response - Cache & Pod

=1

P2 R Bg AL e

BE  RENERBRAT NetworkPolicy , WPARECEIE Y HFN , A DNS jREV(A)
NodeLocal DNSCache, ERi&HXLHIN] , Pod AJBETCIAfEAT DNS i),

{# F3 NetworkPolicy B , &R 2 F LT DNS iR E :
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apiVersion: networking.k8s.io/v1
kind: NetworkPolicy
metadata:
name: allow-dns-cache
spec:
podSelector: {}
policyTypes:
- Ingress
- Egress
ingress:
- from:
- ipBlock:
cidr: 169.254.20.10/32
ports:
- protocol: UDP

port: 53
- protocol: TCP

port: 53
egress:
- to:

- ipBlock:

cidr: 169.254.20.10/32
ports:

- protocol: UDP

port: 53
- protocol: TCP
port: 53

0 MU FIG R g R 75 0%

BB ThRER A R X EAE LIRS H Alpha TheE, BXFEMNAs A =R ER. T
HEFEE BT MA MR SRS | S5 NodeLocal DNSCache BNETEERAT X, a1SRIXLE X,
X TR TAEGRBAR T #32 |, BAREE #{FFH CoreDNS,

AR RNEATHERSE R, (RFEBWREF TG , AREE AL T IR 2R T
%o

MBS 1 EAMLE IR RS
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node-cache Pod #EFHMEGETEFIzIT. HEFEEIGRERAFYMNEZIRH , AJgeS(E
AMENGEAN T ERBET Rk F ALK, Fa0 , AR FEEE RS MINEE 8eso .

AT, BIAB AT R N TAERBAMR AR N EAMEIRD |, Fl20imH  sese

ss -lntp | grep ':8080'

‘%8 NodeLocal DNSCache ConfigMap :

kubectl -n <namespace> edit cm <configmap-name>

¥ Corefile health ¥mAEHCAMRBRAERRO |, Fl0

health 127.0.0.1:18080

Yw%8 NodeLocal DNSCache DaemonSet :

kubectl -n <namespace> edit ds <daemonset-name>

¥ node-cache RasERftinAEICHMENRD :

livenessProbe:
httpGet:
host: 127.0.0.1
path: /health
port: 18080

%1% DaemonSet RN EFTAK :

kubectl -n <namespace> rollout status ds/<daemonset-name>

MR U ARELTRERNEATEREEE GOSN , EERR&sNT | #fifR Corefile
health ¥x[d5S DaemonSet #IR4tim HIRFF—2K.
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I WARNING

BEE  XZRIEFAEESANT , REFAUMIRGECE. WHHER. ERRRETFEINATRAENE
A% ConfigMap #1 DaemonSet , HEHENBE M RE ., MRIEXLREFNHEEAIEZAE
FRERH , BEHNAANT , ARBEREGIams.

M 2 : 7 2k DNS (K55

NodeLocal DNSCache &#/5 , T = LM Pod £{F B4t node-cache Pod 31T DNS #i#
#r. FNRZK Pod fERRFFAL. IKEEFRHABIARTA , W[E—7 =k Pod f DNS f#4TR]gEk
M. VA node-cache FESKESHLELRITHEE,

IR DNS @tk , HZBIRECE % DNS RS2 | TER kubelet cluster-dns
F5M CoreDNS ClusterlP , SR e EH IS InK Pod,

#al PARIBS{E B NodeLocal DNSCache IP #1 CoreDNS ClusterlP BZE kubelet cluster-
dns ., EHEHITERRNEN TR L | YRiE kubelet S04 -

vi /var/lib/kubelet/kubeadm-flags.env

¥ --cluster-dns MEA/ NodeLocal DNSCache IP A E) B 424 NodeLocal DNSCache
IP #0 CoreDNS ClusterlIP :

--cluster-dns=169.254.20.10,10.96.0.10

RIFX M /EESS kubelet :

systemctl restart kubelet

BE BN FT IR Pod, EEHAIEZZINW Pod , {FE /etc/resolv.conf EHLE
B, a0 -

kubectl -n <namespace> rollout restart deployment/<deployment-name>



ECE Alauda Container Platform 35 £ DNS ££4F - Alauda Container Platform

%4 NodeLocal DNSCache ANA] Fl , ATAf# A CoreDNS EA% A |, {BXNEBRHIMIERET.
XtTF glibc resolver , ZE{F AT —> DNS k55252 H1 , DNS H#EHFE R RESEL ™ search
EWHAE SN, T musl K& (620 Alpine Linux) 1B RSB IGIER |, K24 musl
AR TEIR R HRIRS 5.

R T e ST DNS f#MTIERBUR | B4 XX LERBIH®E resolver timeout #
attempts , 5140 :

spec:
dnsConfig:
options:
- name: timeout
value: "1"
- name: attempts
value: "1"
I WARNING

BE  fHET AN kubelet TEFMEBTIENKEESER, TAER. EHMESEALERER
kubelet BLERILIER , #FAJRETTLEFR L DNS R E., MREXLIREFNEE CoreDNS % BEC
B, BEHNA kubelet B , RIGHXEHAIEZFZIK Pod.,

Mg 3 - BT R IP YEFERR

NRANERIETOIEB I T & IP Y& node-cache F5#K , i&4R%E NodeLocal DNSCache
ConfigMap :

kubectl -n <namespace> edit cm <configmap-name>

1£ Corefile 7 , )\ prometheus F54H# IP 4852, WEEX DNS JRE&uR0.

prometheus 169.254.20.10:9253

prometheus :9253
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0 Alauda Container Platform Q

Alauda Container Platform > W& > Mg a] L

po &5 m YOI

P2 AT LU MR TR R RE DB MG BN & AR B EEBEIRmR , DMEHFERE.
EEMA eBPF REREITA. RAMERERE , FFAE TERBZ AIRKERELD.
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Envoy Gateway {55
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Q Alauda Container Platform

Alauda Container Platform > & > SCFI$ER > Ingress-Nginx {£5%

Ingress-Nginx {£%%

Bk

HIHR &AM
R
VESK Y
SURFMME (REHESTR)
(LB
URLEE
HSTS (HTTP Strict Transport Security)
R
PRAEVFE HE1Z
FCETRLERERD
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Forward-header %)
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TLS EFMEHRIEFIRIUES
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HiA
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REEIR 1P

B3t HAProxy Proxy Protocol


http://localhost:4173/container_platform/zh/
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TEEE
fTRCE

1B11 2 A externalTrafficPolicy=Local f#] MetalLB
THERE
ITACE
FIARFEEA

AR 561

4 ingress-nginx

TONES S

Max-Worker-Connections ~

LS

BBV 7

SIVEFRAME (REtESE)

ALER MRV 7

(CRUIPS

BAF i

EERPIRERK proxy-set-header ~


https://kubernetes.github.io/ingress-nginx/user-guide/nginx-configuration/configmap/#max-worker-connections
https://kubernetes.github.io/ingress-nginx/user-guide/nginx-configuration/configmap/#max-worker-connections
https://kubernetes.github.io/ingress-nginx/user-guide/nginx-configuration/configmap/#max-worker-connections
https://kubernetes.github.io/ingress-nginx/user-guide/nginx-configuration/configmap/#proxy-connect-timeout
https://kubernetes.github.io/ingress-nginx/user-guide/nginx-configuration/configmap/#proxy-connect-timeout
https://kubernetes.github.io/ingress-nginx/user-guide/nginx-configuration/configmap/#proxy-connect-timeout
https://kubernetes.github.io/ingress-nginx/examples/affinity/cookie/#sticky-sessions
https://kubernetes.github.io/ingress-nginx/examples/affinity/cookie/#sticky-sessions
https://kubernetes.github.io/ingress-nginx/examples/affinity/cookie/#sticky-sessions
https://kubernetes.github.io/ingress-nginx/user-guide/nginx-configuration/annotations/#custom-headers
https://kubernetes.github.io/ingress-nginx/user-guide/nginx-configuration/annotations/#custom-headers
https://kubernetes.github.io/ingress-nginx/user-guide/nginx-configuration/annotations/#custom-headers
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B 3:3

EBKRPBIRIRK EFKPRE—DTIRK

ElE N R ERRK {# F more-set-header ~ 54 configuration-snippets ~
e R AR FBERARK hide-headers ~

Tl
[T

URL =5

rewrite -

HSTS (HTTP Strict Transport Security)

BCE HSTS

R ZR R

Ingress NGINX XFFIEIT Ingress JERRBIERKRERMIFAEE. TERNIIHSEZESIR
ZRRE 7,

BRFI4FE FRAZ

IEREN AT Ingress 3%, MRAFERBI—NIKIE (FIRIBERIRR)  FRXEIERESRT
[ Ingress S¥&F , AR H AR A2 2IHERIEAE IR


https://github.com/openresty/headers-more-nginx-module?tab=readme-ov-file#more_set_headers
https://github.com/openresty/headers-more-nginx-module?tab=readme-ov-file#more_set_headers
https://github.com/openresty/headers-more-nginx-module?tab=readme-ov-file#more_set_headers
https://kubernetes.github.io/ingress-nginx/examples/customization/configuration-snippets/
https://kubernetes.github.io/ingress-nginx/examples/customization/configuration-snippets/
https://kubernetes.github.io/ingress-nginx/examples/customization/configuration-snippets/
https://kubernetes.github.io/ingress-nginx/user-guide/nginx-configuration/configmap/#hide-headers
https://kubernetes.github.io/ingress-nginx/user-guide/nginx-configuration/configmap/#hide-headers
https://kubernetes.github.io/ingress-nginx/user-guide/nginx-configuration/configmap/#hide-headers
https://kubernetes.github.io/ingress-nginx/user-guide/nginx-configuration/annotations/#rewrite
https://kubernetes.github.io/ingress-nginx/user-guide/nginx-configuration/annotations/#rewrite
https://kubernetes.github.io/ingress-nginx/user-guide/nginx-configuration/annotations/#rewrite
https://kubernetes.github.io/ingress-nginx/user-guide/nginx-configuration/configmap/#hsts
https://kubernetes.github.io/ingress-nginx/user-guide/nginx-configuration/configmap/#hsts
https://kubernetes.github.io/ingress-nginx/user-guide/nginx-configuration/configmap/#hsts
https://kubernetes.github.io/ingress-nginx/user-guide/nginx-configuration/annotations/#rate-limiting
https://kubernetes.github.io/ingress-nginx/user-guide/nginx-configuration/annotations/#rate-limiting
https://kubernetes.github.io/ingress-nginx/user-guide/nginx-configuration/annotations/#rate-limiting
https://kubernetes.github.io/ingress-nginx/user-guide/nginx-configuration/annotations/#rate-limiting
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apiVersion: networking.k8s.io/v1
kind: Ingress
metadata:
name: login-rate-limit
namespace: demo
annotations:
nginx.ingress.kubernetes.io/limit-rps: "10"
nginx.ingress.kubernetes.io/limit-burst-multiplier: "2"
nginx.ingress.kubernetes.io/limit-connections: "20"
spec:
ingressClassName: demo-nginx
rules:
- host: app.example.com
http:
paths:
- path: /auth/login
pathType: Exact
backend:
service:
name: app
port:
number: 80

e limit-rps PRHIEA Controller Pod AMIRHIENZK Fin 1P IEFNESKEL.

o limit-burst-multiplier RFEELERFZIMISMERIERK, RAK/IMBE linit-
rps FHSRFTE.

e limit-connections PRI Controller Pod £MBHIEANZ Fin IP BFAIEEK.

XLERHBIFEE Controller Pod NAAER, FAEZ AR , BANEHNBBSREBURET IR
ENMHMEEI , MAR—NEZ IS, ERBET 1P RKIRSIZAT , i REBESE Fig
P,

Ao ETRZERRY

limit-req-status-code #1 limit-conn-status-code EiEATE/ Controller KR E.

BFE IngressNginx IR EARCEEN] , MAEIRELE MK ConfigMap :
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apiVersion: ingress-nginx.alauda.io/vi1
kind: IngressNginx
metadata:

name: demo-nginx

namespace: ingress-nginx-operator
spec:

controller:

config:
limit-req-status-code: "429"

limit-conn-status-code: "429"

BFRXEESFIME X Controller SKBIAMREA™ Ingress, HHAMN AFEFITIAEXHRIMIE
LK SHEET |, E{ERE A Controller,

WAF

modsecurity

Forward-header 354

x-forwarded-prefix-header ~

HTTPS

TLS ERNEFHIAE fFvmiEH

Kk faim HTTPS uE$ 7

TLS &1k


https://kubernetes.github.io/ingress-nginx/user-guide/third-party-addons/modsecurity/
https://kubernetes.github.io/ingress-nginx/user-guide/third-party-addons/modsecurity/
https://kubernetes.github.io/ingress-nginx/user-guide/third-party-addons/modsecurity/
https://kubernetes.github.io/ingress-nginx/user-guide/nginx-configuration/annotations/#x-forwarded-prefix-header
https://kubernetes.github.io/ingress-nginx/user-guide/nginx-configuration/annotations/#x-forwarded-prefix-header
https://kubernetes.github.io/ingress-nginx/user-guide/nginx-configuration/annotations/#x-forwarded-prefix-header
https://kubernetes.github.io/ingress-nginx/user-guide/nginx-configuration/annotations/#backend-certificate-authentication
https://kubernetes.github.io/ingress-nginx/user-guide/nginx-configuration/annotations/#backend-certificate-authentication
https://kubernetes.github.io/ingress-nginx/user-guide/nginx-configuration/annotations/#backend-certificate-authentication
https://kubernetes.github.io/ingress-nginx/user-guide/nginx-configuration/annotations/#backend-protocol
https://kubernetes.github.io/ingress-nginx/user-guide/nginx-configuration/annotations/#backend-protocol
https://kubernetes.github.io/ingress-nginx/user-guide/nginx-configuration/annotations/#backend-protocol
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HiB

ssl-passthrough ~

ZRAUET
FRALT yaml H1ZEHHZRAUEFH ingress-nginx

apiVersion: ingress-nginx.alauda.io/v1l
kind: IngressNginx
metadata:

name: demo
spec:

controller:

extraArgs:
default-ssl-certificate: $DEFAULT_CERT_NAMESPACE/$DEFAULT_CERT_NAME

2|5 default-ssl-certificate ~

1£ IngressNginx #7~/10 Pod jEfi#

&0 Pod JEfiR

RERIR IP

YMELT BN SAIER | A% Fin IP it TRES K NAT (L&) TRK.
REIR IP AT AEREE :

VIR R 2 R
AR B ST RS

R Fimit TR R
HT IR B R

JEi$ HAProxy Proxy Protocol


https://kubernetes.github.io/ingress-nginx/user-guide/nginx-configuration/annotations/#ssl-passthrough
https://kubernetes.github.io/ingress-nginx/user-guide/nginx-configuration/annotations/#ssl-passthrough
https://kubernetes.github.io/ingress-nginx/user-guide/nginx-configuration/annotations/#ssl-passthrough
https://kubernetes.github.io/ingress-nginx/user-guide/tls/#default-ssl-certificate
https://kubernetes.github.io/ingress-nginx/user-guide/tls/#default-ssl-certificate
https://kubernetes.github.io/ingress-nginx/user-guide/tls/#default-ssl-certificate
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TR

PROXY protocol ~ —FhM& Y , FATENIE TCP EEMERBE FimEiE(EE. BEEE
TCP EHEFIAMN— MBS AR IP Fvm A AsR k3.

1. & Pimi&sE) HAProxy Tainigas

2. HAProxy R85 [R16% Fif IP B PROXY protocol FR3KZRINEZEHER]

3. Ingress-Nginx $#HFWOEFZEFfEMT PROXY protocol #rsk

4. Ingress-Nginx ARk IZEVE K% i 1P

5. [eimN FBfE X-Forwarded-For F1 X-Real-IP FRkHHEUREIEMBKE Fig IP

R

o JEMAT3HF PROXY protocol KYFTTEINEES (HAProxy, AWS NLB %)
s EZNMIBEZAMREIR IP
o A ERECT R

FEEEM

o TEINMTZIHN Ingress-Nginx #BAAACE A{EF PROXY protocol

o BRJE , BTEE) Ingress-Nginx HIREEBLI{EF PROXY protocol (JEE{ER PROXY F3E
PROXY REASBIEELK)

TECE

BCE HAProxy taEtafzs A& %X PROXY protocol #rk , SAFEEFZ ST proxy-protocol X3+
H4 ingress-nginx :


https://www.haproxy.org/download/1.8/doc/proxy-protocol.txt
https://www.haproxy.org/download/1.8/doc/proxy-protocol.txt
https://www.haproxy.org/download/1.8/doc/proxy-protocol.txt
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apiVersion: ingress-nginx.alauda.io/vi1
kind: IngressNginx
metadata:

name: demo

namespace: ingress-nginx-operator
spec:

controller:

config:
use-proxy-protocol: "true"

frontend tcp_front_80
bind *:80
mode tcp

default_backend ingress_tcp_80

frontend tcp_front_443
bind *:443
mode tcp

default_backend ingress_tcp_443

backend ingress_tcp_80
mode tcp
balance roundrobin
server nodel 192.168.133.46:80 check send-proxy-v2

backend ingress_tcp_443
mode tcp

balance roundrobin
server nodel 192.168.133.46:443 check send-proxy-v2

BXREZHER , 1S PP PROXY protocol 3245 7,

7EE : HAProxy A] AR TCP X AME , MITHAIE TLS iE$. HF PROXY protocol
T1E7E TCP 2 , FIATRALE Ingress-Nginx B#4E HTTPS L IEFNEREIE , NTNTTHAE
HAProxy FECEUEP.

181 I3 A externalTrafficPolicy=Local [£] MetalLB

TR


https://kubernetes.github.io/ingress-nginx/user-guide/nginx-configuration/configmap/#use-proxy-protocol
https://kubernetes.github.io/ingress-nginx/user-guide/nginx-configuration/configmap/#use-proxy-protocol
https://kubernetes.github.io/ingress-nginx/user-guide/nginx-configuration/configmap/#use-proxy-protocol
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{FHIRET type: LoadBalancer [ Kubernetes Service K} , ZiA1TA
( externalTrafficPolicy: Cluster ) £34TIR NAT , ¥& Fig IP i AT Rl IP, KB
externalTrafficPolicy: Local AJIBEPATFTARRZBIEIP :

1. BEFEH - RE{GEEIEEURENE—T R LK Pod
2. ’NPAT SNAT : kube-proxy TR NAT , MR JRIAR Fif 1P
3. B TR E : REABREASM Pod KT A A2BAEREINEE BT

RS
~

E=R\y.ry .
MEmE

1. & FusiEHEE MetalLB B34 1P

2. MetalLB ¥ & B HBEIEST Ingress-Nginx Pod BT &

3. MEBLEAPUT SNAT 1B T E#E AN Ingress-Nginx Pod
4. Ingress-Nginx 3BV E L% Fig IP

5. Jaim R FEAR Sk B B IE AR ZE i |P
N
o BLEME , TTHEHIMFMY

o Kubernetes B4 ThAE

o JEIRFAR (IXBEIMIARIEBEE)
EEE

o FNHAE  MEREREZIAFLM Pod TR , ATRESHRBAING

o Pod i : Ingress-Nginx Pod WAEZE MetalLB a] UM ERZEIK T Rt (1FH
nodeSelector #f{RHE—)

o BITRIMEITA 1 ARFTEAM Pod AR , % Re NRBINE L%

o HITAMKTA  MREECHKTREA Noschedule J58 , 354 Ingress-Nginx 1 MetalLB
ACEILACHAR L E

an{TACE

{#f externalTrafficPolicy: Local FBFE ingress-nginx , FHfi{% Pod JXE{IE-5 MetalLB
BCE—3K
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apiVersion: ingress-nginx.alauda.io/vi1
kind: IngressNginx
metadata:

name: demo

namespace: ingress-nginx-operator
spec:

controller:

service:
type: LoadBalancer

externalTrafficPolicy: Local

annotations:
metallb.universe.tf/address-pool: demo-pool

nodeSelector:

dedicated: ingress

tolerations:

- key: dedicated
operator: Equal
value: ingress
effect: NoSchedule

BEEEW
e nodeSelector W5 MetalLB L2Advertisement &M SULED , PUEI Ingress-
Nginx Pod JAEZIaEM UL MetalLB =M m L.

« 7£ MetalLB B X ®IFE_LECEMBRIT REEMALE : Xf speaker £
spec.nodeSelector F spec.speakerTolerations , X¥ controller {§

spec.controllerNodeSelector F1 spec.controllerTolerations . ERIANBIA T ,

MetalLB AL H b5 A,

BREZVEMEE , 5S M externalTrafficPolicy 3T 7,

RIAR = A


https://kubernetes.io/docs/tasks/access-application-cluster/create-external-load-balancer/#preserving-the-client-source-ip
https://kubernetes.io/docs/tasks/access-application-cluster/create-external-load-balancer/#preserving-the-client-source-ip
https://kubernetes.io/docs/tasks/access-application-cluster/create-external-load-balancer/#preserving-the-client-source-ip
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NGINX® & F5, Inc. f£EE Kk HMER X KFMER.
MetalLB™ & The Linux Foundation fRIEI#R.

Alauda BTV RES. AF=5%-5 The Linux Foundation 3% F5, Inc. INZAEXEE |, HEFRBEIA
e, TERRYEESBMEERE  AEHBATHREK.
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Q Alauda Container Platform Q

Alauda Container Platform > & > SKFI$ER > Envoy Gateway {145

Envoy Gateway {15

Bk

7R
HHR &AM
SRS
OpenTelemetry (OTel)
AT ANEAE H fth s 45 = [B]R A2 Listener
WAL FRAE S — e & R B HIES
Bna{$ A SSL Passthrough
AT SERERAR TLS hRA<
{#F3 NodePort Service BJa{A55E NodePort
{5 MetalLB B 4AN{TH5E VIP
WA #E Envoy Gateway F iR/ Pod jEfi#
B0{A[A envoy-gateway-operator ®&E NodeSelector 1 Tolerations
B{AIA  envoy-gateway IRXE NodeSelector ] Tolerations
B{AIA envoy-proxy iXE NodeSelector #1 Tolerations
B{AT#E envoy-proxy H{EF hostNetwork
L L ERmAREE (Z0A , #75F)
F7i% 2 1 18iT useListenerPortAsContainerPort B $3{5 F4FAE
Bn{aT NEBENEDRAIR) LoadBalancer VIP
AfATECE HSTS
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http://localhost:4173/container_platform/zh/
http://localhost:4173/container_platform/zh/
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HARIAY
EZACE
FIARFE A

iR

SERFEREINFE (operator, M3, MEAFKEE) &, ?JHITELT Envoy Gateway S2k{E
%,

£ Gateway API PV HRCE X , TRH=FATBAN :

1. M AR Gateway APl %R : E1&4R4E Gateway . HTTPRoute . TCPRoute |
UDPRoute FNELAthAZ/ IR,

2. 11T PolicyAttachment [f{fiNs&H% : £/ SecurityPolicy . ClientTrafficPolicy .
BackendTrafficPolicy FIFEthZREEHIRY M XMIKHITA,

3. BLELRIRE : 8% EnvoyGatewayctl , A envoy-gateway KBTI fhRINEET
BRXHEREE.

SRS MR AEE G L T REE, TNMACE. §E B E XABEAHR.

A 2

1. Bit’® EnvoyGatewayCtl
2. BLEM X
3. BLEKH

4. it & GatewayAP| 5RRE&
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TBIRHR OpenTelemetry £ 5% ~ P AtBAR(E , 1B EnvoyGatewayCtl EZ envoy-

gateway-config ,

WA AR FEEL Mt AR 48 = B] P 6 1K) Listener

1 Gateway ] Listener L EH , TEIEE A IFLL4y & T (8)% Route [ INEZ Listener,

apiVersion: gateway.networking.k8s.io/v1l
kind: Gateway
metadata:
name: example-gateway
spec:
listeners:
- name: http-80
protocol: HTTP
port: 80
allowedRoutes:
namespaces:
from: All
- name: http-81
protocol: HTTP
port: 81
allowedRoutes:
namespaces:
from: Same
- name: http-82
protocol: HTTP
port: 82
allowedRoutes:
namespaces:
from: Selector
selector:
matchLabels:

team: frontend

BREE , ESEEGZTIRIEE .,

AAERAE S — A an 4 =R AU e


https://gateway.envoyproxy.io/docs/tasks/observability/gateway-observability/#enable-open-telemetry-sink-in-envoy-gateway
https://gateway.envoyproxy.io/docs/tasks/observability/gateway-observability/#enable-open-telemetry-sink-in-envoy-gateway
https://gateway.envoyproxy.io/docs/tasks/observability/gateway-observability/#enable-open-telemetry-sink-in-envoy-gateway
https://gateway-api.sigs.k8s.io/guides/multiple-ns/
https://gateway-api.sigs.k8s.io/guides/multiple-ns/
https://gateway-api.sigs.k8s.io/guides/multiple-ns/
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ZEFREFT— ML TEFAERESD , BEFEEPBHG L TR A2
ReferenceGrant ., H1RIRIS & T BNEF S| A ~ 1 referencegrant ~ S ARHRE,

l NOTE

TREFERE R secret WIR ; MAAVEN 4 T(A]

wn{a{# Ff§ SSL Passthrough

BRI URBRRE -

o tls”

e tls-passthrough ~

BN1AI 58 A=A TLS R4S

BHIRIBEE X MK TLS 2%~ FH AR,

cat <<EOF | kubectl apply -f -
apiVersion: gateway.envoyproxy.io/vlalphal
kind: ClientTrafficPolicy
metadata:
name: enforce-tls-13
namespace: default
spec:
targetRefs:
- group: gateway.networking.k8s.1io
kind: Gateway
name: eg
tls:
minVersion: "1.3"
EOF

ClientTrafficPolicy AH] .spec.tls FERXTI clienttlssettings 7, NRET =K TLS
RAZSMEFEEEXEWREH | B HR— LTS APl %,


https://gateway.envoyproxy.io/v1.5/tasks/security/secure-gateways/#cross-namespace-certificate-references
https://gateway.envoyproxy.io/v1.5/tasks/security/secure-gateways/#cross-namespace-certificate-references
https://gateway.envoyproxy.io/v1.5/tasks/security/secure-gateways/#cross-namespace-certificate-references
https://gateway-api.sigs.k8s.io/api-types/referencegrant/
https://gateway-api.sigs.k8s.io/api-types/referencegrant/
https://gateway-api.sigs.k8s.io/api-types/referencegrant/
https://gateway-api.sigs.k8s.io/guides/tls/
https://gateway-api.sigs.k8s.io/guides/tls/
https://gateway-api.sigs.k8s.io/guides/tls/
https://gateway.envoyproxy.io/docs/tasks/security/tls-passthrough/
https://gateway.envoyproxy.io/docs/tasks/security/tls-passthrough/
https://gateway.envoyproxy.io/docs/tasks/security/tls-passthrough/
https://gateway.envoyproxy.io/v1.5/tasks/security/secure-gateways/#customize-gateway-tls-parameters
https://gateway.envoyproxy.io/v1.5/tasks/security/secure-gateways/#customize-gateway-tls-parameters
https://gateway.envoyproxy.io/v1.5/tasks/security/secure-gateways/#customize-gateway-tls-parameters
https://gateway.envoyproxy.io/v1.5/api/extension_types/#clienttlssettings
https://gateway.envoyproxy.io/v1.5/api/extension_types/#clienttlssettings
https://gateway.envoyproxy.io/v1.5/api/extension_types/#clienttlssettings

Envoy Gateway 1% - Alauda Container Platform

{# FH NodePort Service B[#1{A/F&E NodePort

{£ A3 NodePort Service B , Kubernetes £ 458 Service i[9 Ac— NodePort . BT
= IP ijj]a) Service B |, iF{E FHH B NodePort , TiA~E Service ¥gH .

BRI
FRHE M sve im0 %cEL nodeport R B F3h%KEX NodePort 43 BC{E.

£ EnvoyProxy BCEFFINFERE NodePort , TAZ1L Kubernetes B4 EL.

apiVersion: gateway.envoyproxy.io/vlalphal
kind: EnvoyProxy
metadata:
name: demo
spec:
ipFamily: DualStack
provider:
kubernetes:
envoyDeployment:
container:
imageRepository: registry.alauda.cn:60080/acp/envoyproxy/envoy
envoyService:

patch: e

type: StrategicMerge

value:
spec:
ports:
- nodeport: 31888
port: 80

type: NodePort

type: Kubernetes

@ & patch FEEHAE K Service BIR , PAFEE NodePort

l NOTE

NodePort e THEETEEIN , BE A 30000-32767 ., AMHRALE Gateway Listener i15

NodePort {#35—2% , Listener i[O M2 40 F NodePort SGEN.
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{3 MetalLB B30+ 5E VIP

£ A MetalLB {E-4) LoadBalancer 32 {£F2 7t , AJRURAIE Service ji#k Gateway Service 15
EFFS VIP,

apiVersion: gateway.envoyproxy.io/vilalphal
kind: EnvoyProxy
metadata:
name: demo
namespace: demo
spec:
provider:
type: Kubernetes
kubernetes:
envoyService:
type: LoadBalancer

annotations: e
metallb.universe.tf/address-pool: productione

metallb.universe.tf/loadBalancerIPs: VIP_IP e

o 7£ envoyService.annotations FEEFRIN MetallLB jEfi#
@ TEEATHE IP R4 FR
© ZEEE—MEE IP i (PR T SERIR)

a] FiEf# -
TR 1587
metallb.universe.tf/address-pool FEFERT A IP gt
metallb.universe.tf/loadBalancerIPs FEE—MEE IP bl (324 1P, LUESHMR)
l NOTE

 IEEN IP YT EECER MetallB ki

o ¥ VIP ZH , BHARE EHTIRIACE MetalLB
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o BX MetalLB ELE , FSAECE MetalLB

2N{A7E Envoy Gateway F /Il Pod jEfi#

£ EnvoyProxy M
.spec.provider.kubernetes.envoyDeployment.patch.value.spec.template.metadata.a

nnotations EP%QE? annotations ,
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apiVersion: gateway.networking.k8s.io/v1l
kind: Gateway
metadata:
name: demo
spec:
infrastructure:
parametersRef:
group: gateway.envoyproxy.io
kind: EnvoyProxy
name: demo
gatewayClassName: envoy-gateway-operator-cpaas-default

listeners:
- name: http
port: 80

protocol: HTTP
apiVersion: gateway.envoyproxy.io/vilalphal
kind: EnvoyProxy
metadata:
name: demo
spec:
provider:
kubernetes:
envoyDeployment:
replicas: 1
patch:
type: StrategicMerge
value:
spec:
template:
metadata:
annotations:
your-annotation-key: 'your-annotation-value'
container:

imageRepository: registry.alauda.cn:60080/acp/envoyproxy/envoy

type: Kubernetes

A1{A] A envoy-gateway-operator 1% E NodeSelector 01

Tolerations
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BH Subscription &R,

kubectl patch subscription envoy-gateway-operator -n envoy-gateway-opera

tor --type='merge' -p '
{
"spec": {
"config": {

"nodeSelector": {

"node-role.kubernetes.io/infra": ""

3
"tolerations": [
{
"effect": "NoSchedule",
"key": "node-role.kubernetes.io/infra",
"operator": "Equal",
"value": "reserved"
}
1

A5 envoy-gateway 1% E NodeSelector #1 Tolerations

B#H EnvoyGatewayCtl &R,
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kubectl patch envoygatewayctl $NAME -n $NS --type='merge'
{
"spec": {
"deployment": {
"pod": {
"nodeSelector": {

"node-role.kubernetes.io/infra": ""

3
"tolerations": [
{
"effect": "NoSchedule",
"key": "node-role.kubernetes.io/infra",
"operator": "Equal",
"value": "reserved"
3
]
}

-p

{4 envoy-proxy & E NodeSelector 1 Tolerations

BH EnvoyProxy IR,



Envoy Gateway 1% - Alauda Container Platform

kubectl patch envoyproxy $NAME -n $NS --type='merge' -p '

{
"spec": {
"provider": {
"kubernetes": {
"envoyDeployment": {
"pod": {
"nodeSelector": {
"node-role.kubernetes.io/infra": ""
3
"tolerations": [
{
"effect": "NoSchedule",
"key": "node-role.kubernetes.io/infra",
"operator": "Equal",
"value": "reserved"
}
]
¥
}
¥
}
}
3

A{A[7E envoy-proxy F{EF hostNetwork

{#F hostNetwork: true AJit Envoy {tIE Pod HF AN MK LT E., XEN TG
HIREA :

o IRFTMILEMERE
o BETA IP EERIM K

FEEEM

£ hostNetwork f{] Pod & B #4852 F VR M40
WMRZA Pod =R ER—N R HERAMERNRO |, \JaEaxEinO R
BT Pod £ZFHHKMEHLZTE , TR SHSEMK

W{FMH nodeSelector T affinity FLIEH] Pod RIRENE , W Sin hsE
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RIBEREHRFEAFNURO (<1024) |, BLE hostNetwork BMFAI :

7Tix L ERmAmE (BOA , #5F)

XEIABHFRNAR. Envoy Gateway £ B S 4G L0 10000 KR E , AT EE
IRALR

fom :

TR RETRE

PAFE root F PHHMEITETHFEIMUR , AtER 2
Ao s

FrAaRI A

R
o X PumWNE B e isE (10080, 10443)

foE :



Envoy Gateway 1% - Alauda Container Platform

apiVersion: gateway.envoyproxy.io/vilalphal
kind: EnvoyProxy
metadata:
name: demo
namespace: demo
spec:
provider:
type: Kubernetes
kubernetes:
envoyDeployment:
patch:
type: StrategicMerge
value:
spec:
template:
spec:

hostNetwork: true
dnsPolicy: ClusterFirstWithHostNet

pod:

nodeSelector:

kubernetes.io/hostname: "demo"

ila) :

e ¥5[1 80 - JBIT http://<node-ip>:10080 ijlal

o 5[ 443 - J@IT nttps://<node-ip>:10443 iJj[A)

777k 2 : i83T useListenerPortAsContainerPort B 3% F45AH 0
WAV Envoy BEIESPEZHFAGRO (< 1024) , Flznus 80 F0 443,

M

o AT EI(ERMRAERD (80 AN 443)
o STHAE bR RO KR FumiR S E LT

e
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o #% NET_BIND_SERVICE LfjgE

o SinOES AL , T2t

c FLEREER

e :

apiVersion: gateway.envoyproxy.io/vilalphal
kind: EnvoyProxy
metadata:
name: demo
namespace: demo
spec:
provider:
type: Kubernetes
kubernetes:
uselListenerPortAsContainerPort: true
envoyDeployment:
patch:
type: StrategicMerge
value:
spec:
template:
spec:
hostNetwork: true
dnsPolicy: ClusterFirstWithHostNet
containers:
- name: envoy
command:

- /usr/local/bin/envoy-with-cap
securityContext:
capabilities:
add:

- NET_BIND_SERVICE

pod:
nodeSelector:

kubernetes.io/hostname: "demo"

Viia)
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e ¥2[] 80 - JBi¥ http://<node-ip>:80 |

o ¥p[] 443 - I https://<node-ip>:443 ijj[A)

WA M EE BN SR [R) LoadBalancer VIP

ZRABIL T , Envoy Gateway 6132 LoadBalancer Service {§F externalTrafficPolicy:
Local . WWIREKSIREEE FimiR IP ik , (B —MEZERS) : KEIXE Envoy Gateway Pod
REHTREEREEAN , RAOMERSEAZIHMT A,

fiRIRFTER 1 : {#F3 Service ClusterlP (ZiXFBTEEENIE)

SHFEERRNIZITHNE |, & Service ClusterlP , TIA~& LoadBalancer VIP, XA
2RI ERS.

RRFTR 2 BECAKBRERM

MR EEMNEZEET R17(8) LoadBalancer VIP |, 5% externalTrafficPolicy A

Cluster

kubectl patch envoyproxy $GATEWAY_NAME -n $GATEWAY_NS --type='json' -p='[

{"op": "replace", "path": "/spec/provider/kubernetes/envoyService/exter
nalTrafficPolicy", "value": "Cluster"}

] 1

N{TECE HSTS

HTTP Strict Transport Security (HSTS) &M T2 {UBIT HTTPS 5EANFHKBATE., ACP
{§F clientTrafficPolicy .spec.headers.lateResponseHeaders fE Gateway FECE
HSTS, Gateway Listener S{ETTAEMATAIRKEBURN AR MV ARK , RtED
Gateway N #f&4E Strict-Transport-Security #r3k , B3FE Envoy B E4 ilELR,

(BIEAMESK A ILECETE AT IR 1K) 404) , FREAZRAIR) ResponseHeaderModifier g%
ToiEE m It Em Ly,

HWINEEIERT ACP 4.5 R ESERAS,
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cat <<EOF | kubectl apply -f -
apiVersion: gateway.envoyproxy.io/vlalphal
kind: ClientTrafficPolicy
metadata:
name: hsts-policy
namespace: default
spec:
targetRef:
group: gateway.networking.k8s.1io
kind: Gateway
name: eg
headers:

lateResponseHeaders:
set:

- name: Strict-Transport-Security

value: "max-age=31536000; includeSubDomains"
EOF

WUEE BN AR EAARILECES Envoy A A 404 N Ry A ARk :

curl -sk -v --resolve www.example.com:443:<gateway-ip> https://www.exampl
e.com/ 2>&1 | grep -1 strict-transport

curl -sk -v https://<gateway-ip>/ 2>&1 | grep -E "A< HTTP|strict-transpor
tll

EE
o EH set MAR add , URFImMEEARKENRLEF. addifAbsent F1 remove
A]7E lateResponseHeaders "{fFH,

o HSTS A&¥ HTTP REEEME| HTTPS ; E RAFME BT HTTPS WRI AR Sk b
RMETAF A HTTPS, MAFE , iEEKA_EACE HTTP | HTTPS MIEE(H

o NERAKIREEF max-age ¥, FEHHBBIICIEM RS 23 4s. [EXNEEZE —EHARAT |
B FRRAEM max-age (flaN 300 ) ST,

o BXTTE APl , EZHEF Envoy Gateway HTTP MmN ARKICAY 7,

AATHCE B E X SRR R


https://gateway.envoyproxy.io/docs/tasks/traffic/http-response-headers/
https://gateway.envoyproxy.io/docs/tasks/traffic/http-response-headers/
https://gateway.envoyproxy.io/docs/tasks/traffic/http-response-headers/
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FIANBIT , Gateway £321it Envoy A4 mifIA ST ASE RIME IEST (45120 503 BFf¥) no
healthy upstream ) , FFEFE® FinFAIBN ., TTEEHAEIREISEEERE ; W
ZYNERTF ACP 45 RESIRA -

e BackendTrafficPolicy .spec.responseOverride[] £EESKRSHBILAHKIIEL,
e HTTPRouteFilter .spec.directResponse £ AMEBFNIR[EIEEIMLY , AR R{EA
Jals.

responseOverride AJIRKAEEENEERE ., 1ECTUENIKFRE , WalLE
configMap P response.body 4# :
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cat <<EOF | kubectl apply -f -
apiVersion: gateway.envoyproxy.io/vlalphal
kind: BackendTrafficPolicy
metadata:
name: error-page-policy
namespace: default
spec:
targetRef:
group: gateway.networking.k8s.1io
kind: HTTPRoute
name: backend
responseOverride:
- match:
statusCodes:
- type: Value
value: 404
response:
contentType: text/html
body:
type: Inline
inline: "<html><body><hi1>Page not found</h1></body></htm1>"
- match:
statusCodes:
- type: Value
value: 500
response:
contentType: application/json
body:
type: ValueRef
valueRef:
group: ""
kind: ConfigMap
name: error-page-config
apiVersion: vi
kind: ConfigMap
metadata:
name: error-page-config
namespace: default
data:
response.body: '{"error": "Internal Server Error"}'

EOF
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BHRANKALETFER source BTITHIEEMLIGN : ALl (BUAME) £EEFinH Envoy
HBRIEE ; Backend {NEEXRB/RIHHINN ; Local {XEF Envoy BH4EBANEN , 4
W& ERULAC A DN E fRini R B Mt s B P4/ 503, FHAABHRMREEM Local M
Backend LN , AR RXERM Eimfa e A RRE. MW AEERSG

( response.statusCode ) , BtM B — URL 3EXI@L ( redirect ) .

directResponse B]ATEAREX A EinfIER FIMN SR, Bid Extensionref MULITIE
=W FF HTTPRoute #LN| ; HTTPRouteFilter WsA5 HTTPRoute (v TFE—#&%<E , B
IECR/INNBERBRIT 4096 77 -
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cat <<EOF | kubectl apply -f -
apiVersion: gateway.networking.k8s.io/v1l
kind: HTTPRoute
metadata:
name: backend
namespace: default
spec:
parentRefs:
- name: eg
hostnames:
- www.example.com
rules:
- matches:
- path:
type: PathPrefix
value: /maintenance
filters:
- type: ExtensionRef
extensionRef:
group: gateway.envoyproxy.io
kind: HTTPRouteFilter

name: maintenance-page

- backendRefs:
- name: backend
port: 3000

apiVersion: gateway.envoyproxy.io/vlalphal
kind: HTTPRouteFilter
metadata:
name: maintenance-page
namespace: default
spec:
directResponse:
contentType: text/html
statusCode: 503
body:
type: Inline
inline: "<html><body><hi1>Under maintenance</h1></body></html1>"
EOF

FES fFRTUM :
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curl -s -w '"\n%{http_code}\n' --resolve www.example.com:80:<gateway-ip> h
ttp://www.example.com/missing-page
FE

e responseoverride {EHATAEBHR HTTPRoute KEL. , STL&iXBULECEKBEKIERS
WEIZAR Envoy 404 , B RSN FR{EARLNI,

o H#lgVE Envoy BS54 , AkF— HTTPRoute ERBULAMRSHS (4120 503 , B{EA
source: Local TXERIAMI source: All ) ] responseOverride HNESETZHFEN

K, NREEHERAXEFALE |, BB ACE £ S 3MH HTTPRoute k.
o BX5TE API, 52 Envoy Gateway B 73 XA BN A &= - AE NG 7,

R
o BCE EnvoyGatewayCtl
o ACE Gateway

e BCE Route

o fLE GatewayAPI Policy

EZHCE

5% % EnvoyGateway {155 7

RIAR A

Envoy® 2 The Linux Foundation F)EREI#x.
MetalLB™ & The Linux Foundation fRIEI#R.

Alauda B—ZFM N, A/=f5 The Linux Foundation Jt3% , RIS EIATTSEEN, AT
FRARSAEZBMEENUT™ , AHABTIFHREN.


https://gateway.envoyproxy.io/docs/tasks/traffic/response-override/
https://gateway.envoyproxy.io/docs/tasks/traffic/response-override/
https://gateway.envoyproxy.io/docs/tasks/traffic/response-override/
https://gateway.envoyproxy.io/docs/tasks/traffic/direct-response/
https://gateway.envoyproxy.io/docs/tasks/traffic/direct-response/
https://gateway.envoyproxy.io/docs/tasks/traffic/direct-response/
https://gateway.envoyproxy.io/v1.5/tasks
https://gateway.envoyproxy.io/v1.5/tasks
https://gateway.envoyproxy.io/v1.5/tasks
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Q Alauda Container Platform Q

Alauda Container Platform > & > SKFI$ER > Gateway API CRD fr4s

Gateway API CRD k4~

Bk

HhR

ACP hRARR 5}
ACP 3.16.x - 4.1.x
ACP 4.2.1-4.2X
ACP 4.3.x
ACP 4.4.x

FIbRF=E

7R

ACP 75 & S dn RIS 4P HF AR AE Gateway API BE LRIRE X (CRD) . Envoy
Gateway Operator £ gateway.envoyproxy.io APIZA#%EIH Envoy Gateway ¥ & CRD ;
BARMIE gateway.networking.k8s.io APIZARIFRAE Gateway APl CRD,

ACP {#F} Gateway API Experimental JEiEF 1 Gateway APl CRD. BB &R Gateway
AP| FEFISRI M Gateway APl ‘&R , #5141 BackendTLSPolicy #1 Listenerset .

BEUE ACP BIREREh ¥ —F Gateway API CRD, fIiZEFA4K Gateway . Route,
Policy #1 ListenerSet g} , F{#F ACP [RA$E1H) CRD.,


http://localhost:4173/container_platform/zh/
http://localhost:4173/container_platform/zh/
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ACP 3.16 EE M & Gateway API CRD HIIRA., TRICRT ACP A NRALHEFH
CRD,

ACP hRASBR 5%

FIRAEREETIE—1 CRD. Type FTH5IA CRD KE Gateway AP T HEE
Envoy Gateway, Version BEFRMEREHIMRA , storage version BEATIRFAN TR
MIARAS , Bundle version F3F#rR Gateway APICRD f1, N/A 3R/RNZ% CRD AT
Gateway API 41,

ACP 3.16.x - 4.1.x

it CRD &N R A ARRA
vlalpha2, vi,

Gateway API GatewayClass vlbetal v1.0.0
vlbetal
vlalpha2, vi,

Gateway API Gateway vlbetal v1.0.0
vlbetal

Gateway API GRPCRoute vlalpha2 vlalpha2 v1.0.0
vlalpha2, v1,

Gateway API HTTPRoute vlbetal v1.0.0
vlbetal
vlalpha2,

Gateway API ReferenceGrant vlbetal v1.0.0
vlbetal

Gateway API TCPRoute vlalpha2 vlalpha2 v1.0.0

Gateway API TLSRoute vlalpha2 vlalpha2 v1.0.0

Gateway API UDPRoute vlalpha2 vlalpha2 v1.0.0

Gateway API BackendTLSPolicy vlalpha2 vlalpha2 v1.0.0

B



« Gateway APl CRD XA ACP 3.16 5| \.
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o hRALZL A& ¥)iAtRrHE Gateway APl CRD & , "B 74 ACP Gateway APl § & CRD,

ACP 4.2.1-4.2.x
KA CRD
Gateway API GatewayClass
Gateway API Gateway
Gateway API GRPCRoute
Gateway API HTTPRoute
Gateway API ReferenceGrant
Gateway API TCPRoute
Gateway API TLSRoute
Gateway API UDPRoute
Gateway API BackendTLSPolicy
Gateway API XBackendTrafficPolicy
Gateway API XListenerSet
i

o Gateway API CRD A& #14 v1.3.0,

Gateway . GRPCRoute F HTTPRoute MITEEMRAEHRA vi .

GatewayClass .

BackendTLSPolicy ¥l vialpha3 , FF¥IFERAERA vialpha3 .

hRAS

vlalpha2, v1,
vlbetal

vlalpha2, v1,
vlbetal

vlalpha2, vl

vlalpha2, vi,
vlbetal

vlalpha2,
vlbetal

vlalpha2

vlalpha2

vlalpha2

vlalpha2,
vlalpha3

vlalphal

vlalphal

TrAEhRA

vl

vl

vl

vl

vlbetal

vlalpha2

vlalpha2

vlalpha2

vlalpha3

vlalphal

vlalphal

AR

v1.3.0

v1.3.0

v1.3.0

v1.3.0

v1.3.0

v1.3.0

v1.3.0

v1.3.0

v1.3.0

v1.3.0

v1.3.0
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e ¥R/ XBackendTrafficPolicy F XListenerSet .

ACP 4.3.x

it CRD &N FEhRA BRRA
vlalpha2, v1,

Gateway API GatewayClass vl vli4.l
vlbetal
vlalpha2, v1,

Gateway API Gateway vl vi4.1
vlbetal

Gateway API GRPCRoute vlalpha2, v1 vl vl.4.1
vlalpha2, vi,

Gateway API HTTPRoute vl v1i4.1
vlbetal
vlalpha2,

Gateway API ReferenceGrant vlbetal v1l.4.1
vlbetal

Gateway API TCPRoute vlalpha2 vlalpha2 vi4.1l
vlalpha2,

Gateway API TLSRoute vlalpha3 v1l.4.1
vlalpha3

Gateway API UDPRoute vlalpha2 vlalpha2 vli4.1l
vlalpha2,

Gateway API BackendTLSPolicy vl vi4.1l
vlalpha3, vl

Gateway API XBackendTrafficPolicy vlalphal vlalphal v1l.4.1

Gateway API XListenerSet vlalphal vlalphal v1l.4.1

Gateway API XMesh vlalphal vlalphal v1l.4.1

Envoy

Backend vlalphal vlalphal N/A

Gateway



S

Envoy

Gateway

Envoy

Gateway

Envoy

Gateway

Envoy
Gateway

Envoy

Gateway

Envoy

Gateway

Envoy

Gateway

B

il xMesh

ACP 4.4.x

KA

Gateway API
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CRD

BackendTrafficPolicy

ClientTrafficPolicy

EnvoyExtensionPolicy

EnvoyPatchPolicy

EnvoyProxy

HTTPRouteFilter

SecurityPolicy

Gateway APl CRD B8 #i A v1.4.1,
BackendTLSPolicy WRIMRMHEARSE M vi , FFEEMERAERA vi .
TLSRoute WRANFEMHARFE vialphas , FRFMMRAER A vialphas .

CRD

GatewayClass

hRAS

vlalphal

vlalphal

vlalphal

vlalphal

vlalphal

vlalphal

vlalphal

Envoy Gateway CRD E4 vialphal &BREEEN.

hRAS

vlalpha2, v1,
vlbetal

TR A

vlalphal

vlalphal

vlalphal

vlalphal

vlalphal

vlalphal

vlalphal

FAEhRA

vl

BRRA

N/A

N/A

N/A

N/A

N/A

N/A

N/A

BRRAS

vl5.1
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Gateway API

Gateway API

Gateway API

Gateway API

Gateway API

Gateway API

Gateway API

Gateway API

Gateway API

Gateway API

Gateway API

Gateway API

Envoy

Gateway

Envoy

Gateway

Envoy
Gateway

Envoy

Gateway

Gateway APl CRD ki~ - Alauda Container Platform

CRD

Gateway

GRPCRoute

HTTPRoute

ReferenceGrant

TCPRoute

TLSRoute

UDPRoute

BackendTLSPolicy

ListenerSet

XBackendTrafficPolicy

XListenerSet

XMesh

Backend

BackendTrafficPolicy

ClientTrafficPolicy

EnvoyExtensionPolicy

hRAS

vlalpha2, vi,
vlbetal

vlalpha2, vl

vlalpha2, v1,
vlbetal

vl, vlalpha2,
vlbetal

vlalpha2

vl, vlalpha2,
vlalpha3

vlalpha2

vl, vlalpha2,
vlalpha3

vl

vlalphal

vlalphal

vlalphal

vlalphal

vlalphal

vlalphal

vlalphal

TR A

vl

vl

vl

vlbetal

vlalpha2

vl

vlalpha2

vl

vlalphal

vlalphal

vlalphal

vlalphal

vlalphal

vlalphal

vlalphal

BRRA

vl5.1

vl5.1

vl5.1

vl5.1

vl5.1

vl5.1

vl5.1

vl5.1

vl5.1

vl5.1

vi4.1l

vl5.1

N/A

N/A

N/A

N/A



S

Envoy

Gateway

Envoy

Gateway

Envoy

Gateway

Envoy
Gateway

B

BXRECETMER , 3B

GatewayAPI Policy,

AR = A

Envoy® £ The Linux Foundation f7E M E#x.
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CRD

EnvoyPatchPolicy

EnvoyProxy

HTTPRouteFilter

SecurityPolicy

#RAE Gateway APl CRD 18 ik v1.5.1,
W ListenersSet ,

ReferenceGrant RAMEHERFZH vi .
TLSRoute FAMRHRFM vi , FREFERAESH vi .
BackendTLsPolicy RHEARFHMRAAN vi , FEHBTFE.

Envoy Gateway CRD {Jif) vialphai ,

hRAS

vlalphal

vlalphal

vlalphal

vlalphal

TR A

vlalphal

vlalphal

vlalphal

vlalphal

BRRA

N/A

N/A

N/A

N/A

2% BCE GatewayAPI Gateway, BCE GatewayAPI Route 1 it &

Alauda 2337 KNV, A5 The Linux Foundation JoxEx , R3S

ERMPREZEBEREERE , WERERUBTINREK.

FHOARERAEB, BT
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Q Alauda Container Platform Q =

Alauda Container Platform > & > SCFI$ERg > Soft Data Center LB Solution (Alpha)

Soft Data Center LB Solution (Alpha)

BT AEERSMNIBRIE S ] BiEdas |, BBMAEEuR+ OnBoMEs (LB) |, hZ 4 ALB
R RBINEEES , MRV FIEEIEIT. IFUELE IPv4, {YALE IPV6 , SFRIBECE IPv4 F1
IPv6 XAk,

H=x

HIIE &
BRIELSIR
Bl

FIBRF=E

AR 51

1 AFWAREZENTRIEA LB, XA LB TR L& Ubuntu 22.04 HR4ERSE , 4aka
LB 1) 5% fRim T R A& BT HEIAS 1A,

2. FE5NED LB RIFTRE AT R EMZCR AT (AZRIBASNG LB AT ROA%Y) -

e lipvsadm

e container-runtime such as containerd

3. HHRENENM container-runtime TEFFNITESN.
4. BIREGADENT RNESERED,


http://localhost:4173/container_platform/zh/
http://localhost:4173/container_platform/zh/
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5. & T /23hoMat LB IR Keepalived 5% ; FEEBENGG., FHEMIARNT

<image repository address>/tkestack/keepalived:<version suffix> , N[ERRAK]

RASEARATRER A ESR . IR T ARG G C I AMRA 4R, AL build-

harbor.alauda.cn/tkestack/keepalived:v3.16.0-beta.3.9598ce923 A,

e 7f global &8+ 1T kubectl get prdb base -o json | jq
.spec.registry.address , $RESEGCEMIES I,

o ELEBMERVERFHIT cat ./installer/res/artifacts.json |grep
keepalived -C 2|grep tag|awk '{print $2}'|awk -F '"' '{print $2}' , FHUR
a4,

BRAELIR

EE MRS NN LB ENTT R ESHIPIT X, FHFEEHTTRM hostname R
REER.

1A TRCE{EERMINEIS{E /etc/modules-load.d/alive. kmod.conf .

ip_vs

ip_vs_rr
ip_vs_wrr
ip_vs_sh
nf_conntrack_ipv4
nf_conntrack
ip6t_MASQUERADE
nf_nat_masquerade_ipv6
ip6table_nat
nf_conntrack_ipv6é
nf_defrag_ipv6
nf_nat_ipv6

ip6_tables

2. (A TECE(SERMEISE /etc/sysctl.d/alive.sysctl.conf
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net.ipv4.ip_forward = 1
net.ipv4.conf.all.arp_accept = 1
net.ipv4.vs.conntrack = 1
net.ipv4.vs.conn_reuse_mode = 0
net.ipv4.vs.expire_nodest_conn = 1
net.ipv4.vs.expire_quiescent_template = 1

net.ipv6.conf.all.forwarding=1

3. /A reboot #HES.
4. 1 Keepalived B & SRS HEE,

mkdir -p /etc/keepalived
mkdir -p /etc/keepalived/kubecfg

5. RIEL T XUHHHERSHACE , FFEHEREE] /etc/keepalived/ X , UfFdn
£°7 alive.yaml .
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instances:
- vip: # Multiple VIPs can be configured
vip: 192.168.128.118 # VIPs must be different
id: 20 # Each VIP's ID must be unique, optional
interface: "eth@"
check_interval: 1 # optional, default 1: interval to execute chec
k script
check_timeout: 3 # optional, default 3: check script timeout per
iod
name: "vip-1" # Identifier for this instance, can only contain al
phanumeric characters and hyphens, cannot start with a hyphen
peer: [ "192.168.128.116", "192.168.128.75" ] # Keepalived node I
P, actual generated keepalived.conf will remove all IPs on the interfac
e.
kube_lock:
kubecfgs: # The kube-config list used by kube-lock will sequent
ially attempt these kubecfgs for leader election in Keepalived
- "/live/cfg/kubecfg/kubecfgol.conf"
- "/live/cfg/kubecfg/kubecfg02.conf"
- "/live/cfg/kubecfg/kubecfg03.conf"
ipvs: # Configuration for option IPVS
ips: [ "192.168.143.192", "192.168.138.100","192.168.129.100" ] #
IPVS backend, change k8s control plane node IP to ALB node's node IP
ports: # Configure health check logic for each port on the VIP
- port: 80 # The port on the virtual server must match the real
server's port
virtual_server_config: |
delay_loop 10 # Interval for performing health checks on t
he real server
lb_algo rr
lb_kind NAT
protocol TCP
raw_check: |
TCP_CHECK {
connect_timeout 10

connect_port 1936

}
- vip:
vip: 2004::192:168:128:118
id: 102

interface: "etho"
peer: [ "2004::192:168:128:75","2004::192:168:128:116" ]
kube_Tlock:
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kubecfgs: # The kube-config list used by kube-lock will sequent
ially attempt these kubecfgs for leader election in Keepalived
- "/live/cfg/kubecfg/kubecfgol.conf"
- "/live/cfg/kubecfg/kubecfg02.conf"
- "/live/cfg/kubecfg/kubecfg03.conf"
ipvs:
ips: [ "2004::192:168:143:192","2004::192:168:138:100", '"2004: :19
2:168:129:100" ]
ports:
- port: 80
virtual_server_config: |
delay_loop 10
lb_algo rr
1b_kind NAT
protocol TCP
raw_check: |
TCP_CHECK {
connect_timeout 1
connect_port 1936

6. W FEHPHITU TG4, REREXHFHIERZER , MRZOEBNABR. IEH
2fjE , LB TIRER AR A, FEKATFABE REHLS,

openssl x509 -in <(cat /etc/kubernetes/admin.conf | grep client-certifi
cate-data | awk '{print $NF}' | base64 -d ) -noout -dates

7. % Kubernetes &3P =/ MNTHIFED R _EM /etc/kubernetes/admin.conf AFEEF

HMEB LB T /etc/keepalived/kubecfyg LR |, FAHRMAES 64 |, B0
kubecfgol.conf , REEX=MXHFH apiserver 1 EiHH&EA Kubernetes S5
FRTT SRR

TE FAERENE  FEBXPITHER , BRRE .
8. KEIEPHBHM.

1 RS &R HIFET R LB /usr/bin/kubectl EHIE) LB 7.
2. 4T chmod +x /usr/bin/kubectl , FTFHITAVR.

3. PUTA T a4, MAER AR,
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kubectl --kubeconfig=/etc/keepalived/kubecfg/kubecfgdl.conf get node
kubectl --kubeconfig=/etc/keepalived/kubecfg/kubecfg02.conf get node
kubectl --kubeconfig=/etc/keepalived/kubecfg/kubecfg03.conf get node
MRIREIPLUFLER |, NFRFIERBR.

kubectl --kubeconfig=/etc/keepalived/kubecfg/kubecfg0l.conf get node
## Output

NAME STATUS ROLES AGE VERSION
192.168.129.100 Ready <none> 7d22h v1.25.6
192.168.134.167 Ready control-plane, master 7d22h v1.25.6
192.168.138.100 Ready <none> 7d22h v1.25.6
192.168.143.116 Ready control-plane, master 7d22h v1.25.6
192.168.143.192 Ready <none> 7d22h v1.25.6
192.168.143.79 Ready control-plane, master 7d22h v1.25.6
kubectl --kubeconfig=/etc/keepalived/kubecfg/kubecfg02.conf get node
## Output

NAME STATUS ROLES AGE VERSION
192.168.129.100 Ready <none> 7d22h v1.25.6
192.168.134.167 Ready control-plane, master 7d22h v1l.25.6
192.168.138.100 Ready <none> 7d22h v1.25.6
192.168.143.116 Ready control-plane, master 7d22h v1.25.6
192.168.143.192 Ready <none> 7d22h v1.25.6
192.168.143.79 Ready control-plane, master 7d22h v1.25.6
kubectl --kubeconfig=/etc/keepalived/kubecfg/kubecfg03.conf get node
## Output

NAME STATUS ROLES AGE VERSION
192.168.129.100 Ready <none> 7d22h v1.25.6
192.168.134.167 Ready control-plane, master 7d22h v1.25.6
192.168.138.100 Ready <none> 7d22h v1.25.6
192.168.143.116 Ready control-plane, master 7d22h v1.25.6
192.168.143.192 Ready <none> 7d22h v1.25.6
192.168.143.79 Ready control-plane, master 7d22h v1.25.6

9. ¥ Keepalived &% _E{EZISMNE LB 3T, 3E# A nerdctl 1517 Keepalived,
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nerdctl run -dt --restart=always --privileged --network=host -v /etc/ke

epalived:/1live/cfg build-harbor.alauda.cn/tkestack/keepalived:v3.16.0-b
eta.3.9598ce923

10. 7£3518] keepalived BT AR _EIZITRATF454 @ sysctl -w

net.ipv4.conf.all.arp_accept=1 ,

Al

1. 217454 ipvsadm -1n &EF IPVS N , (REEZHNEHET W SERE ALB 1§ IPv4 #0 IPv6
R,

IP Virtual Server version 1.2.1 (size=4096)

Prot LocalAddress:Port Scheduler Flags

-> RemoteAddress:Port Forward Weight ActiveConn InAc
tConn
TCP 192.168.128.118:80 rr

-> 192.168.129.100:80 Masq

-> 192.168.138.100:80 Masq

-> 192.168.143.192:80 Masq

TCP [2004::192:168:128:118]:80 rr
-> [2004::192:168:129:100]:80 Masq
-> [2004::192:168:138:100]:80 Masq
-> [2004::192:168:143:192]:80 Masq

(o]

2. XM VIP FifER) LB T, FHa IPv4 1 1PV6 i) VIP 2 REBRERNEREIF—IT R , &
H1E 20 MRNTTAL,

3. LB TR EFEA curl @4, RS VIP NIBEESIER.
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curl 192.168.128.118

<!DOCTYPE html>

<htm1>

<head>

<title>Welcome to nginx!</title>

<style>

html { color-scheme: light dark; }

body { width: 35em; margin: 0 auto;

font-family: Tahoma, Verdana, Arial, sans-serif; }
</style>

</head>

<body>

<hi>Welcome to nginx!</h1>

<p>If you see this page, the nginx web server is successfully installed

and working. Further configuration is required.</p>

<p>For online documentation and support please refer to <a href="htt
p://nginx.org/">nginx.org</a>.<br/>

Commercial support is available at <a href="http://nginx.com/">nginx.co
m</a>.</p>

<p><em>Thank you for using nginx.</em></p>
</body>
</html>
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curl -6 [2004::192:168:128:118]:80 -g

<!DOCTYPE html>

<htm1>

<head>

<title>Welcome to nginx!</title>

<style>

html { color-scheme: light dark; }

body { width: 35em; margin: 0 auto;

font-family: Tahoma, Verdana, Arial, sans-serif; }
</style>

</head>

<body>

<hi>Welcome to nginx!</h1>

<p>If you see this page, the nginx web server is successfully installed

and working. Further configuration is required.</p>

<p>For online documentation and support please refer to <a href="htt
p://nginx.org/">nginx.org</a>.<br/>

Commercial support is available at<a href="http://nginx.com/">nginx.com
</a>.</p>

<p><em>Thank you for using nginx.</em></p>

</body>
</html>

R P
NGINX® & F5, Inc. 7E3EE K E M E R AuX HE MR,

Alauda B—ZFMIHNVE. AF=m5 F5, Inc. TLXEX , ARRGHIATTEER). FIEERAEA
HZXBAZENV , EHAUBTIRAER.
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Kube OVN - Alauda Container Platform

Alauda Container Platform > & > SCFFEEF > Kube OVN

Kube OVN

T fi%# Kube-OVN CNI

RZE AR AT R
BRAAIER 14

AR ML

P28 AL S AN A AR
MERKE

=] At
KEST A

TR

ACE Egress Gateway

1Btk

/£ Kube-OVN Underlay 432K  Underlay #1

& AviEA BRAELSIR
ANE R EH J2 A u2olntercc
MRESK
AL E 7Bl
Kube-OVN |

S B (Alpha)
FHAEMEAET R Kube-OVN (& By MBS EEE | ISk

=518 & IH-

Egress Gateway 5 Centralized Gateway FIXTEL

Egress Gateway H] T {EJRIE
FFaGZ Al

ALE AR

ERIERETEE
P Y

HA IR

AlE Kube-(

FHaz Bl

4 Multus CN
BB LK
BIEEFZ K

BB EF T K
{f A Label EFZFEEM KT =


http://localhost:4173/container_platform/zh/
http://localhost:4173/container_platform/zh/

Kube OVN - Alauda Container Platform

A& IPPool AiE MTU

Leks ERIA MTU 1724
EEEM EEY MTU &8 AcE BGP
AR EA LI kube-ovr

%77 Pod 1 Su

A1 Kube-OVN Underlay M&ECE IPv4 23%

FHiaZ Bl

J8F Multicast Snooping
BERCELR

5% [#] Multicast Snooping
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0 Alauda Container Platform Q

Alauda Container Platform > & > SCFEFEES > Kube OVN > Tfi% Kube-OVN CNI

7 #i% Kube-OVN CNI

Kube-OVN {£F§ Open Virtual Network (OVN) #1 Open vSwitch (OVS) 1%$% Kubernetes Pod,
BRRHAC Pod ik, MEZIEMLE |, AR SSILML SREE A Service TazkiA1,

AT 48 Kube-OVN Z24, ZiEMLL,. BLEEHAE WRERKIE, Mo, CRAAHEE RS
MECETErRAGEER.

H=x

RLEAR AN
Lo FnZE ¢4
PR
kube-ovn-controller
ovn-central
R
ovs-ovn
kube-ovn-cni
IR e 4
kube-ovn-pinger
kube-ovn-monitor
kube-ovn-speaker
HEEE
ZARRLK
ZHEAZHANFN Subnet


http://localhost:4173/container_platform/zh/
http://localhost:4173/container_platform/zh/
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IP 3t BCAN Subnet 1564%
join AZHANLFIT s
Bmilk
P AR
P25 i 8 A [l )
P2 A0 S8 AR A AR
MEME
[F—77 =LA Pod %1 Pod
#T7 A) Pod 2 Pod
Pod %I Service
Pod ZI75 ;Ek API server
Pod ZISMIRMILE
=] Rt
KB SR
5 THERE
T Pod IR 25
KERNEFREMEMH
BRIRAE FA 2 FIPR Y

kubectl-ko

L& AR (T

Kube-OVN X FF Overlay 1 Underlay F®, RILZAETRTE Pod iENAMELEE ATy mA14IE
LK

R AR Pod &I B AIE 21

OVS FAFEET RIS LERETR Pod CIDR, " m[EIE@EM, FiE

Overla
Y B Pod i, BUARGEAAIN Geneve, BN MTU,
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MLEART Pod HiZERET I k=1
FWiETE VLAN F0 ProviderNetwork (#f YR 1P L. *—ﬁﬁj%lil VLAN
Underlay FEMLE ) TR L, ZIRMLE EIEEAYRER X, WES S
KR EBARALTT Overlay % Underlay %IEM%O
ATHHIMER IR EEHRRNZINA VPC F{EA Geneve FiER) Overlay (4, Service 7x

EERBRE TS5 R TR 5 OVN Service tThE381., R+ B/RELZFRF CIDR /E4

ZNAE | TTRESY

28y AV IEAERES

EHIFEAERTERIMNEIRS , FREER AN,
SHEARNEAA L HR OB PR IUE B R S NP ER BEIRE.

FR SR LRI

Kube-OVN architecture

From Kubernetes intent to node-local packet forwarding

CONTROL PLANE

watch resources )

kube-ovn-controller

IPAM + reconciliation
annotations

Kubernetes API

Pod / Node annotations
EACH NODE

® Node-side CNI
CNI plugin + cni-server

Interface setup

Read annotations

veth, OVS ports and ovn0
Pods

REVEBBECEARR ; B E5EE AT MREME RIKK Kube-OVN BCE.

T RAMER Pod 0 , FF7E OVS

--=-=-» Control state

= Packet path

ovn-central

> S

Desired network Logical flows Flows + chassis

Chassis state + flows

v
® ovn-controller

v Program local OVS

Open vSwitch
OpenFlow datapath

D

Peer node / gateway

OVN renders the logical network into local flows. OVS forwards packets on each node.

IR A

kube-ovn-controller
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kube-ovn-controller Deployment %1 5M& 45K Kubernetes &R , E3FE Pod,
Services, EndpointSlices, Nodes, NetworkPolicies, VPC, Subnets, VLANs F

ProviderNetworks,

B4 Pod S cit |, #5220 AR AT E IR EERER S A\ OVN northbound $UEE |, F+7E
Pod JEfEFICRENECHKMELEE |, ST m BREER.

ovn-central
ovn-central Deployment f£E ovn-central ZAzsHi1z1T OVN EHIFERS :

e ovn-nb : northbound $UEFEFMMTEHZEMNLE , BIETHY. KA. wH. ACLH
eSSl IEN

e ovn-sb :southbound ¥IEEGFMZEMR. FIRKRMIHALEE , PAR chassis KE.

e ovn-northd : ¥ northbound ECE 3 A Z 487 & southbound #53E EE{F FAAESIER.

B X LSRR | 8 20Y OVN 224 7, BRAMEIENFIE , B5 M= Bk,

RN

ovs-0ovn

ovs-ovn DaemonSet B MFES MR Linux TR _EZEIT— openvswitch B, LB H
AEAH# OVS $3EE. ovn-controller F ovs-vswitchd . OVS%‘&TEJE??%IW%%D%D
BCE , ovn-controller ZREiEAFN| , ovs-vswitchd NJIBIT OVS HiEKILEIEHIERIE
.

kube-ovn-cni

kube-ovn-cni DaemonSet ZEENMNFESELMM Linux A _EiIZ1T—4 cni-server g5, H
install-cni init 254¥ kube-ovn CNI 3EHEE 3 — 36304 E 2 T4 CNI — 3|
XHBF (ZRAK /opt/enisbin ), FEGAKE CNIBLEE AN /etc/cni/net.d . BaNIET
B2 kube-ovn FlE | ZiGEEEEAM cni-server A&Ix CNIEK.,

TRl CNI $E4F] cni-server HESTAUIAT LI :

£ CNIADD Hi[EACE Pod #M. IP #htAEEE , F7E CNI DEL HAEFBERAAN AZERE.


https://www.ovn.org/support/dist-docs/ovn-architecture.7.html
https://www.ovn.org/support/dist-docs/ovn-architecture.7.html
https://www.ovn.org/support/dist-docs/ovn-architecture.7.html

T fi# Kube-OVN CNI - Alauda Container Platform

o ¥% Pod #%MOEHEE OVS i |, I HAHM K ALE .
cni-server SPIPFHFROEIT AT 77 NAET 4K -

o FREUNAEAMCITUS, NAT FIEEEAN.
o QIEFHFECE ovno , KEAMLEEERIINA VPC,

H T m ML ERSBEREK, BSRER Underlay #IE ML FERFEEL (Alpha) |

RAR A v s RGeS

kube-ovn-pinger

kube-ovn-pinger DaemonSet EENFEKMEM Linux TR EET— pinger Bz, A
T OVS KRR, FHRIN ML ZEIBHEFNIER

kube-ovn-monitor

kube-ovn-monitor Deployment Y& OVN KIS EFTENr. TEARAETRES |, BT T A
OVN FRARFEEH T R L.

kube-ovn-speaker

YA 1% DaemonSet 12174 BGP BEEEH T m L , FEKEAAMEIMNIIML | {FHNIBRILE
AT EH#IBIT Pod IP 3R], B X% BGP &M , 5 MALE BGP,

BHEEE

TERAE OVN 1255 ACP TRFER—S MR ACP &3, BUABILT ,
Kubernetes TAEE{EM kube-system @& %A, WMRIRATIREAHALG LTI , BfEH
BRFEER) OVN 25| |, iR AR e & =R TEREEE.

Kubernetes T_
ez v NS
# - MR EAE ESAEAS

77 OVN FRIRFIEE TR, BIA
ovn-central Deployment ovn-central
{#H kube-ovn/role=master .,
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Kubernetes L

R4 \ HEVE FRER
e
VA 251% R T & 54 Linux 17
kube-ovn- _ . . kube-ovn-
Deployment = BIASHRESET R L. ZARR
controller - controller
I EIE BT R L.
ovs-ovn DaemonSet BNFEEHEH Linux TR, openvswitch
kube-ovn- ) .
_ DaemonSet FBNFEE&MEM Linux TR, cni-server
cni
kube-ovn- ) .
_ DaemonSet FNMNFEFEH Linux TR, pinger
pinger
kube-ovn- 5 OVN FRARFEEM T = , Z0A kube-ovn-
Deployment
monitor {£F kube-ovn/role=master ., monitor
kube-ovn- 21 BGP BEEEHT R , REliE#A
kube-ovn-
speaker (A] DaemonSet h{E
. speaker
ﬁE) ovn.kubernetes.io/bgp=true ,
B R TSk s H b R AR SRR
E J\ N
kubect1-ko Kubectl $8{4 NEH

£

T RIEEFES . FMEMB L E R EMLET & 5. Deployment BIAEUR TREAR ;
DaemonSet £EFMFESKHRT R EHE— Pod, A% speaker 1RMBALE BGP FHij,
BT EE

B R SMKIRRGIEL |, FERAKE ST RANR,

1% A R4

OVN & BRI NS BT ALZ B A2S , Kube-OVN NI Kubernetes iR §215X
LR |, VPC RIS B IS HECE Y Subnet ZBZRZE—#2, TEIBR T ZA VPC , B3EH
HiEERFEAA join T#Hl. BEN VPC HBEBECHZENRAL , FEEEAMACENKA
MHMNERIERE. BRRIRTFEL , 18500 VPC API %,


http://localhost:4173/container_platform/zh/apis/kubernetes_apis/networking/vpc.html
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Default VPC: logical network

One OVN logical model, realized by OVS on every node.

a Logical model

OVNtopology  pod-a Pod logical switch pod-b
- ovn-default :

! Distributed logical router |

i ovn-cluster
i Default VPC ;
1 1
""" 1 1
tL)?ngéciiigport : Join logical switch !
! join :
) i1 node-a 1 node-b :
| 0 Physical realization :
T 1 1 I
NodeA ! OVN chassis : Node B ! OVN chassis .

———
N

(\ ovn0 ) Geneve tunnel
~—
UDP 6081

e e

(: ovn0 )

OVS - br-int

a
A 4

OVS - br-int

Each Subnet creates a logical switch. The join switch connects the default VPC to the hosts.
Across nodes. OVS transports same-subnet traffic through Geneve.

TELLERIA VPC B R ML& , Pod ZEHEEIH Subnet HZHEATH#HA, , Subnet M STRAXAZ I 1ZE
R VPC 2B , T join WEKHAIHEEEIM RN ovno 3O, OVS TR LESKILZ
AR, BN aEnefARKE ; AEFHSSMNINERREEEENNT kO S
FEEMLE ., U TETENBEFRENED.

Z AT #AA] Subnet

1 OVN B Subnet #FIE— MZEATHAAZL. 1EHE Subnet ] Pod & BAZHEAT#
#l¥wE. Namespace AJRUAE B # Subnet , AL 5E i Namespace = —4 Subnet,

kube-ovn-controller MIEEM Subnet AEC Pod IP Hidik, BTPAK Pod ¥E5E MAC ik |, 11,
ATRAEE IPAM A5, #5528 & 1E Pod EEFICRENECH IP 1 MAC #itik , PAK Subnet
CIDR, MXAZIEAHM., T =l CNI AHLEEXEEEREMKBACE , AtE Pod %0
M.

2RIA Subnet ovn-default FEARAEERIA VPC BFEFEZE Pod M. BEN VPC HEBECHK
PG EZS A Subnet, A—A Pod EHEZMEO B RMANACE , N, Pod £ M&#E0 .,

IP #3- B A0 Subnet &%
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Kube-OVN £ W\ AEA Pod #H%EHEM) Subnet sRoYECHINE, XPTEML , FAKHE K
Namespace 483 RTE 7] FIf¥ Subnet , f&3E Pod X% T Subnet, 21RIXH B EEFTLD
E , Pod B FH VPC KEKIA Subnet, BXFENECALN , 1§24 BCE Subnet,

MEHBIERS |, 5 RRRA TS

o TJFAMAL : Subnet CIDR & SGIESERE. excludeIps FRREBHIEARSBINNAC ; R
HAEF RSB H L Pod,

e IP ity : IPPool A ECEEIFR ok Subnet N —2B ik, Namespace 2 Pod & B S1%EF X%
HAE, FERFE ARt IERER | FHARELRE Pod R]RAER Subnet FRE At B )
Fell AL,

o MR : NRIEBTRHRNFES&KEHNMIE , Pod MR ERTIETH,. EKE Pod B4
AR EH%ESE Subnet 5% IPPool 3 ) a] i,

o Pod #ft : B Pod A —ELBIEN N ACIRISZ AT Pod Bttt 2nRNFAEEIEE K
a3t | E{E R Service,

BIEEFSEHACEIAHK CIDR Fiitik, KEHEE RS AML, Service CIDR, join A
& Pod WSARIKISMNEBMLE &4 hZE. X4TF Pod AiEBNEN |, VE4RIB Pod £ M40 Pk
3L Subnet R ANACE HATERAE.

join AZHANAITY 3O

T RAJET Pod Subnet, Kube-OVN EiTEA:Z4EA5#4, join (BKA CIDR 4
100.64.0.0/16 ) AR R EZA ovno B OVS NERGA , BEAT kB =ML,

ovn0 BEHNLEEFEZIENA VPC, kube-ovn-controller M join Subnet A7 A HEC
ik, I HICRTE Node JFfEF ; kube-ovn-cni SREUXEEMEASEMACEFEO. TXH
Pod 2T RIS NMB T IMEANAERRT RB0XT =LK API server ¥,

Bmia

TEBRIA Geneve W& | R[ET R LA OVS KBBIREIEZERE. ovn-controller T&IEA
AN, OVS KiET QB R MELIKIE Geneve (UDP 6081) F , IR HAXEITAZT mE
FHAE, TRMEHAAFSTSEENT R EHERMERE. BXANTEREETHE |, 5
%) iLE MTU,
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X+ underlay 7= , VLAN Subnet ¥ localnet ug[F ProviderNetwork B s i%EH:
FIMBREMLE ., underlay 5 overlay Subnet 2 [HJfERFEIE LMIRMACE ; 1§25 underlay
#0 overlay Subnet 1B 3hE EX,

P AR T

X T ERIA VPC H1f overlay Subnet , gatewayType EFERTAIMBHOMKT R, XTIk VPC
% join ZAMK Subnet , I5H)ZS NG EREH) gatewayType WEA distributed .

ZHEIR AR IR |, BXLREEMEIFIET RAE join ZTHRHL_ LRI -

o NN BT REELEITER LK Pod HIMX , FtEILMAESBIE AT QIRH,
o &P SNPHASEREEEHIMRTIR. ABAT , 2T R/REAEERN ;

ECMP FEZ spec.enableEcmp: true ,

XeeERIEHSNBE O ; Pod Z [BRIREELATT Service KIEARASBNBSEF MK, &5
S5 T RAMNERA R 12 AR BC B Se P U 5k,

POL& i 25 A7 [m) )

Namespace 3% Subnet LR E LEGEAT BRI E AR H#EBott AR, (USSR, FF
&AL T etz /e H A Namespace 8% Subnet FRI T ez, [E— VPC F ) Subnet 7]
PUBE HZ B s TIBAE | AU R I A e hIRLR Fe VXA

TEFT AR B A R T T

IR Sl:y

VP RS R FRACE T 2H%R Subnet, 1EXE X VPC Z [AIKIfESES , E2EE
FCERBRE. MK, YR RIEHEAL Pod #01.
. 3% Pod FHEHIFE S RE. REKATRAEA Pod 1 Namespace 1%
NetworkPolicy
#5E% 1P SEE.
Subnet & & £ Subnet KZHEMLE E N VT RIFEEIRIN . 2 W RIS | ERNEX
ACL LERLRFD NetworkPolicy,
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Xt FArAE NetworkPolicy , NSEFNHufEES S R TIE M, LENARLTRERER |, %7
| _ERIRE YIRS ERRZ Pod HISRRE 01 ; — IMERRVZNERY EWM‘ BRI, 402REC
BT EIUERKREEL Subnet ACL , FIREFIFEIRFFth & IuLER. 1ES % Network Policy
F1 Network Policy API,

{#MH hostNetwork [ Pod H£ZEFAMLE , FFH 7 Subnet L&A IEM Pod MKZIELO . B
{FAAEIE Pod NetworkPolicy {REZKIHAREIREIEIN ; MAAE T mBIARIESIAR 210 R 1%

% BR 71

X148 78 58 40 4A] B R0,

Kubernetes %

Ex, BERIEAT RERAE AR EATHER OpenFlow ML,

How a network change becomes a flow

Each stage turns network intent into a more concrete forwarding representation.

CONTROL-STATE TRANSFORMATION

Pod + Subnet
Service + EndpointSlice
NetworkPolicy

y

kube-ovn-controller
Watches resources; reconciles the logical network

v

Kubernetes API

Declared network intent

[e

OVN nort;\bound DB

Desired logical network

R

Logical_Switch / Logical_Router
Logical_Switch_Port
ACL / Load_Balancer

A 4

ovn-northd J

=

OVN southbo;;d DB

Logical pipelines + bindings

[o

‘ OVS br-int

Compiles the logical network into logical pipelines

!

Logical_Flow: match — actions
Port_Binding
Datapath_Binding

A 4

ovn-controller
Combines logical flows with local port / chassis state

v

Output, tunnel and other actions

Match fields — actions
Node-local OpenFlow rules

OVS applies the rules to packets

RIFHR FTRHMLIRE. Kube-OVN Al OVN &3 HEL B4 A& SRR

— Configuration / state

NODE INTERFACE SETUP
Parallel to flow generation

Pod annotations
Allocated IP / MAC

Reads allocated IP / MAC l

CNI plugin + cni-server
On CNIADD

Local networking state

Pod interface, IP and routes

OVS Interface:
external_ids:iface-id
= logical port name

Local OVS port state
read by ovn-controller

State also flows back
ovn-controller reports chassis
and port-binding state to SB.
The main chain is simplified.

Logical flows do not map one-to-one to OpenFlow rules. These arrows carry state, not application traffic.
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EERFRECEAMREE . BREE AT R LR OVS T,

1. )\ Kubernetes ‘&RZ:ZHEMLEXTS . kube-ovn-controller 44 Pod. Subnet.
Service F1 NetworkPolicy Z'&ijg , I HEH AR OVN northbound #3E7%E ( ovn-nb )
KIxt% : ZEAHAYL. KBS, wH. ACL MaEiatas iR TS mEE.

2. MZEMEITZEZEEIR. ovn-northd 15X northbound BL& , FF7E OVN southbound
BIRE ( ovn-sb ) FMEZELAIEEE, Logical Flow IERIEHIARILACSKAFNERIE ;
Datapath_Binding #1 Port_Binding I2RAMAZIEFIRIRIZ NGO,

3. NZEIREIT A OpenFlow L0, 4T A_EM ovn-controller ¥ southbound {3
B 5H chassis SpRFAH OVS #HIRELE S LK., BEAEAM OVS E/MF br-int
s OpenFlow L0 , 1§ OVS BEMS LT M L SRILZ R ML

Pod #E R ESIRMMTEAMTFERAMIKE. 4122 Pod HiE) , TRl CNIEHS cni-
server WME , ERECH IP 1 MAC HItECE Pod #O#1 OVS M. OVS AKX
external_ids:iface-id FFRIRXTNVM OVN ZiEigO , £ ovn-controller BEB¥ZinOS
TE RISk, ovn-controller W¥£¥% chassis i A48 EIRSIRE[E] southbound %53z
.,

18 AATAMEF kubectl-ko A EXLEZ,

TEH#A T {FH Geneve [FEHKEVA VPC BEMLE, OVS BIfTH ovn-controller I
BEEATH . MEFREISMEHN ., NetworkPolicy 1 Subnet ACL AT DAt 4k FH L X Eei% 42 _Ei
ME.

IREMLHMBE X VPC A ABARRIMHRTN. fRSuXLEn | 1552 E0E X AR ML
SLEL

E—T =_E Pod £ Pod

53¢ FE—5 s _EF— Subnet FREIEA Pod , ¥4 IR Pod #0434 H OVS MAF br-
int , BEXEAF Pod 30, BIETHRAIR M AN ; HURARAZTYIE NIC 3 Geneve %
i,
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Pod to Pod: same node

Default VPC + Geneve overlay + Same Subnet

® LOGICAL VIEW One Subnet logical switch
Pod A k = ( Pod B
Logical port J U k Logical port

Port binding Port binding

® NODE DATA PLANE

Node 1 * one chassis Local delivery

o o

PodA veth pair OVS br-int veth pair Pod B

OVS executes rules installed by ovn-controller

\ 4

( Packets stay on local OVS * No physical NIC *+ No Geneve tunnel
Different Subnets on the same node require distributed logical routing; this diagram uses one Subnet.

2R Pod & FE— VPC FHA[E Subnet , R VPC ZiEM Mg g N, 20RmA
Pod U TR—N R Lt , OVS MefEAtb R E.

£ = Pod £ Pod

ST FARET A, {BEFR— Subnet 1§ Pod , BIEATHH IEET IR EuR D | XLt
AN HEBEZIARRIMIT m chassis, IR OVS £K¥IRBE RS Geneve |, BT W& A
% ; BAR OVS &XTEfREEE | IRBHA A B HR Pod.

Pod to Pod: across nodes

Default VPC - Geneve overlay + Same Subnet

@ LOGICAL VIEW One Subnet logical switch
@ Same logical network @
Pod A logical port Pod B logical port
bound to Node A bound to Node B

® PHYSICAL DATA PLANE

1
1
1
1
1
1
T
1
1
1

Node A Source chassis Geneve - UDP 6081 Destination chassis Node B
- —0—m—(——o—@— =0’
veth pair  OVS br-int Physical Physical network Physical OVS br-int  veth pair
Pod A Encapsulate NIC NIC Decapsulate Pod B

(@ Logical ports bound to different chassis; OVS executes rules installed by ovn-controller.

2R Pod BT E— VPC HFA[E Subnet , ZiEMHZS AT Subnet 2 [B)iEB¥IEMA., BT
BB EMEEH{NL{E R OVS 242 B Geneve f%iE.
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Pod %I Service

S50 Subnet [ OVN Service T894 /5 , kube-ovn-controller 2EFESEMHN
Subnet Z1EAT A _E4HP OVN faZith1Es8. OVS 4% Service B4 IP MmO 4 hi%kE fa
vnvm A 1P 1B ARwsEA . X3TF Pod fGin , 2 AR A S BIE LN ARIET ks mik
2.

Kube-OVN ClusterlIP Service path

Overlay Pod — ClusterlP - --enable-lb=true + Subnet Service LB enabled

@ LOGICAL VIEW Subnet logical switch
ClusterlP:port ’ @ OVN Load Balancer
. ’ VIP — backend IP:targetPort
Caller Pod Distributed LB rules, executed by OVS on the nodes

ovn-controllerinstalls rules + OVS processes packets
@® NODE DATA PLANE

s d One node
ame node
2 @ Caller Pod 4 Localovs ——» Backend Pod
Local delivery
No physical NIC + No Geneve tunnel

oth d Source node Remote node

ther node

Caller Pod > e <> Geneve —> e —_—)

Overlay tunnel

Source OVS UDP 6081 Remote OVS Backend Pod

(@ scope: overlay Pod callers. Node / hostNetwork callers use a different path.
joinhas no Service LB attachment.

join FHAA4KELK OVN Service tazidizs. AE RN TR Pod EimE 6 72 &= ML
Pod AR, Hfth Service Vi[a3a b FE BN &M :

VIR EEEm

X L4525 F0R Subnet 35T OVN Service ThE3AEH , WEAE

WEEZ ML Pod Vila) e . o
= VI F. EEFIIIHAEA BT Service BAANENR ; E5EIE BHAER

D
B IP FA] Service SRIT A,
TAEL hostNetwork MEIRE TS , BREBURT R LECEM Service SRR A
Pod /(e 2 IP H. MEAAMNEFF/RK Pod ZiEimA3A.

SN Fm IR EA S MEBHANEHNARBURT FTECERRENG). PMXEXFRERM ]
EEwE=t I RES R AIAMERIR 1P £RE .

BB P P AT, X Pod ¥pm , B FURAEM Pod 21 Pod %

Pod ja] Itk Service
1RV et
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BXBIIEFFREE Service IS E |, ESMAACE Service, ¥INEMAIRI SED KM XLESEHHT ,
BHEFRE IO hostport PR,

Pod ZI77 =8k API server

T RAET RAED IP KARE , BOA VPC ZHEIRHEZSERBRRBIKE , BEER ST
RIE join A _ERuht. ¥IEEEEERENMN ovno HOZREBAREN. RIDEFET
RIMEBRTE OVS SKAIZEIBIE Geneve (&4 ; RAEAMT RANRE N B EAM,

Pod to a node

Default VPC Geneve overlay - destination: Node InternallP

® LOGICAL VIEW
Destination NodelP policy — target node join IP

p- = 0 = SEE P N 0 N
( Pod LS >—> —»( joinLS \)—>< node-b ) »(  ovno )
N _ N\ / 4 \\ //
Pod subnet Defa‘ult VP_C router Join logical switch Target node port Host local input
Logical policy route
ovn-controllerinstalls rules + OVS processes packets
® NODE DATA PLANE
Source node Target node
Geneve > @ = ( ovno \/—b
\ y
Pod Source OVS UDP 6081 Target OVS Host interface NodelP process

Same-node target: local OVS — ovnO0; no Geneve tunnel.

Direct APl endpoint on Node InternallP follows this path.
kubernetes.default ClusterlP first uses Service translation.
External API VIP / LB uses external routing.

BHEIRT RED IP LK API server il | IRESEMRENT AR, BT

kubernetes Service B4 IP i)‘il‘lﬂﬂx‘j B4 ¥ Service HiblHEEH k) API server i ; Z B
HRSBIRAE RIS R HRSE, BTSN VIP SiinEzs R =M API i m REJESMIBEE B
12,

Pod ZI|SMi R4

A VPC Eiﬁﬁ%&l%ﬁAﬁE%‘}ﬁ%ﬂlﬁﬁ%ﬁa WREHOTRAE join THH LA, ¥IREE
g ovne FXZTR , ARBEENKHEEANL , 25 A NIC 2IXSNTML -

o HARMK : REIBET Pod FTERART RSB,
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. %EF'EQM% /)ILELLLEWM*%—“\\%}F ﬁﬂ% m%‘f_ﬂ:ﬁf -H_F‘;\ , OVS &
Geneve B¥UBAEWMENLXT . B X active-backup 1 ECMP 174 , 153

Pod to an external network

Default VPC Geneve overlay -

gateway mode selects the egress node
Default VPC router: source policy reroutes to the egress node join IP
join is a logical switch; its node port binds to the host interface ovn0.

ovn-controllerinstalls rules + OVS processes packets

1Bt
SRR AR,

Distributed Node A
Local node egress —
@ > > ovno > | -
4
Pod Local OVS viajoin (logical) Host routing
egress NIC
Centralized Node A Gateway node

Selected gateway

Host route
egress NIC

If gateway is remote
UDP 6081

Pod Source OVS viajoin

Multi-gateway default: active-backup + ECMP: spec.enableEcmp=true

At the egress host

natOutgoing=true: host SNAT, subject to NAT policies.
No SNAT: the external network needs a return route to the Pod CIDR.

Gateway modes govern external egress; Pod-to-Pod and Service traffic use their own paths.

Q— @ o @~ @ e

{F/H natoutgoing:

true B, ILECHSMNTIRESER A EMN LUHT

IR NAT |, B{EEURTATAC

B NAT 5Rlg. INREBUEEEIFH O EHEMNER R4 Pod It , N_EiMas FERLE—

#:JR[A] Pod CIDR . BXMXECE , 55
$5E LEREIR Mt O

S A

SR AEEF

ovn-central {F Raft %! northbound 1 southbound #3E &,

PIRCE ST AN, BXIBLERMK Pod A
BRI H MR HSEF IR R,

I

REHFRERRTIRSIET IR, ARERIEH. HEEa] Rt E Mgl AT —
7 IEHIES . T R M LR ARG M R L IIE R TAE,

i Xt TAESRER IR
kube-ovn- ER AN AT ARESAER , BFEEHIR ] AT, TTAYREFTEK

controller Aa]FH Pod M%& . Service i B RIREA T,

il
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= XF TAE GBI

T REBIEFEMT R EAFTEABERT | SRR AT AZRER

OVN NA
BRI HRTE. WSS ROMARE AR SR,

TROVSAHAHRER , &  SFUmRIRERRETET , BIFHR Pod KIRE KL RATASKIE
R AMXAERRE., (URIEBIRER BITTEE G SEHHT.

INEZERREUR T RCE RO R TR T EFE AR, SRR AR ERv]
S <
RPHPRT BECRUT ; E SRR AT,
W ovn-controller WMRFEE BEEFME MRS |, B FEEVA) southbound $3EE |, 4K
JEECEAM OVS, ovs-vswitchd ANE&EFEAE southbound $UEE. 1 RO AL AR
WK ERAE]) | EFE R BEA R,

KESEFTRAN

FERANBMRERAILERN kubectl , ARIAAEEUX L EEAIRAIIK S, AT RGIHLKEE
1T Kube-OVN v1.16.13 M=l R{E&EE. BIA%. Pod . TTRABFR. P =17
FIKAEFRERMS ; EE XL REGIATIEEGE  MAEEEM A NEERECEE.

AT B4R T SOHe X BT EMARMAT, EfRT , ... FRERNT ; &B817
&SR ETTREH

HH TAESREK

kubectl get deployments -n kube-system \

ovn-central kube-ovn-controller kube-ovn-monitor

R
NAME READY UP-TO-DATE AVAILABLE AGE
ovn-central 3/3 3 3 52m
kube-ovn-controller 3/3 3 3 52m

kube-ovn-monitor 1/1 1 1 52m
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kubectl get daemonsets -n kube-system \

ovs-ovn kube-ovn-cni kube-ovn-pinger

B
NAME DESIRED CURRENT READY UP-TO-DATE AVAILABLE NO
DE SELECTOR AGE
ovs-ovn 3 3 3 3 3 ku
bernetes.io/os=1linux 52m
kube-ovn-cni 3 3 3 3 3 ku

bernetes.io/os=1inux 52m
kube-ovn-pinger 3 3 3 3 3 ku

bernetes.io/os=1inux 52m

# Deployment ] ReADY FISHIEKMRIAFGHITILR. XT84 DaemonSet , 5L
DESIRED . CURRENT H READY ; BEPNTERRZNEHGE , HEFMHNT R LKMERENS
FREE¥E—2, EHRHIF , ovn-central # kube-ovn-controller KH=AFLEEIA ,
kube-ovn-monitor H—4, BE/> DaemonSet ELE=MHFEHKMHNT R LEBE — sk
Pod,

&+ Pod 1A 3S

It Pod , ERHKFRE MBS TRARE

kubectl get pods -n kube-system \
-1 'app in (ovn-central, kube-ovn-controller,ovs, kube-ovn-cni, kube-ovn-p
inger, kube-ovn-monitor, kube-ovn-speaker)' \

-0 wide

R (R SNMAMBR— Pod)
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NAME READY STATUS RESTARTS AGE
IP NODE NOMINATED NODE READINESS GATES
kube-ovn-cni-7ctr? 1/1 Running 0 52m
10.64.0.33 ctyun-k8s3-20261014-c <none> <none>
kube-ovn-controller-78b79f69bf-61lcn4 1/1 Running 0 52m
10.64.0.73 ctyun-k8s3-20261014-a <none> <none>
kube-ovn-monitor-56d9f6cd47-47q5k 1/1 Running 0 52m
10.64.0.5 ctyun-k8s3-20261014-b <none> <none>
kube-ovn-pinger-j77zk 1/1 Running 0 52m
10.16.0.5 ctyun-k8s3-20261014-b <none> <none>
ovn-central-6c784885b4-2f1x8 1/1 Running 0 52m
10.64.0.73 ctyun-k8s3-20261014-a  <none> <none>
ovs-ovn-bbgjn 1/1 Running 0 52m
10.64.0.33 ctyun-k8s3-20261014-c  <none> <none>

NODE FIBREA Pod BHE1THAIE. READY . STATUS F1 RESTARTS HBEITRAI FRmisE
SIEFEE G/ Pod, ovs-ovn f{] Pod %3252 app=ovs ; MR EMLE HHEHHB M
BRIER app BOE. KLEMAEAHASFBILEK Pod ; HRFIEFHARLR kube-ovn-

speaker |,

40 , 34 OVN F1 OVS Pod FHA R -

kubectl get pods -n kube-system -1 'app in (ovn-central,ovs)' \
-0 'custom-columns=POD: .metadata.name, NODE: .spec.nodeName, CONTAINERS: .s

pec.containers[*].name'

L (%R SN LIEREER— Pod)

POD NODE
ovn-central-6c784885b4-2f1x8 ctyun-k8s3-20261014-a

CONTAINERS
ovn-central
ovs-ovn-bbgjn

ctyun-k8s3-20261014-c openvswitch
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XTTFHRAEZRZE , CONTAINERS ¥I|& B R-¥IEE Pod {H ovn-central , OVS Pod {8
openvswitch ., NB, SB#1 ovn-northd {EAHFEIZITE ovn-central Bt ;TR
OVS #3EE. ovs-vswitchd F1 ovn-controller J&E{TFE openvswitch H, B{IFEH#
JHE) Kubernetes Pod B4 25

RERNEHREMEH
FERERHETHREENTAEATH BRI e, 5 -

kubectl describe deployment -n kube-system ovn-central

Bl (F3%)

Name: ovn-central
Namespace: kube-system
Replicas: 3 desired | 3 updated | 3 total | 3 available | 0
unavailable
Conditions:
Type Status Reason
Available True MinimumReplicasAvailable
Progressing True NewReplicaSetAvailable

FEHoRFE , =N R4 , B Available 1 Progressing &84 True .

kubectl describe daemonset -n kube-system kube-ovn-cni

Y (R ARERRAIESEM)
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Name: kube-ovn-cni

Namespace: kube-system

Desired Number of Nodes Scheduled: 3

Current Number of Nodes Scheduled: 3

Number of Nodes Scheduled with Available Pods: 3
Number of Nodes Misscheduled: 0
Pods Status: 3 Running / 0 Waiting / 0 Succeeded / 0 Failed

Events:

Type Reason Age  From Message

Normal SuccessfulCreate 52m daemonset-controller Created pod: kube

-ovh-cni-7ctr7

Brab , HAEE. YEiAR] AT RBEW A= , BI%E Pod A TFEFHEABRE. B
SuccessfulCreate BHIERT — Pod K1, EHR2IRNA , ARESZEN I ERE
A[RESEIR Events: <none> ; BRIINHEE YATHMER B4,

AT E BRBERRART, HEREHEMEEENTH  FEHEHERNXRE
7.
RIRE FEFIR S

NERNEARESE openvswitch 4T oomkilled RZS ; CPU PRI AT BESTEIR PILE AL
BABGEALIE, BIXEPKRE | SRS R E RIRERENR.

ACP Helm Chart £/ ovs-ovn.requests F ovs-ovn.limits ®E &R, HIHEERS N
WA ovs-ovn DaemonSet 1HX CPU FMPNFE , KL EE RIEBEREFLRECER |, A0
#%5R1% DaemonSet _E SRS R ITIRE .

kubectl-ko

Bt kubect! #REFAEEREIE AT OVN BIBEMNT i OVS'KE. BEFIKT ovn-nbetl |
ovn-sbctl . ovs-vsctl F1 ovs-ofctl ZHdaid. HEREAHTELE Kube-OVN fRAK
TREERRAS |, FRfRIAB VAR HLA S TR IR .
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5% =]

W% Pod W& FH AL FESE A& FMHMECE IPPool

EEHIIPL TAE B ] AR B & L% SR

BR%) Pod A DFIEAHIE (QoS) BCE Pod P& TEBR
FEAEAR R AR AV R) BCE Services

WA Sk R 5% FeESEFMXMACE Egress Gateway
# Pod ZEHIEFIMIE ML HER R EE AR FIAC B R E M
R B A A2 2 4% XY B SE R R WS T2 = 4

A Pod ¥ B—A M40 Pod % M4&40

ZIShEE TT4H ACE MTU


http://localhost:4173/container_platform/zh/developer/building_application/application_workloads/deployment_create.html#configurepod

S Kube-OVN Underlay 3R M4%& - Alauda Container Platform
Q Alauda Container Platform Q =

Alauda Container Platform > & > SKFI$ER > Kube OVN > #E% Kube-OVN Underlay

HE£ Kube-OVN Underlay #138 f¥ 2%

Kube-OVN Underlay {&#itET\ T A 25 PR IR RUIE MLE T F:F. E5PZE Kube-OVN Underlay
W& 2 /T, B SMEEIERYME |, RATALKIF TR ML KM RELE | HIRMEIZEIEM.

Bk

1 AR
A& A
MRESK
[W=wN]]
A BCE
KEMEEN
FaicE

1% At A

Kube-OVN Underlay ZsK{EFZ M iEOR (NIC) #H4TEZE | B Underlay FMiAs5i%E F—
BNIC, % NIC _EARR &L SSH FHAMRIRE ; XLIRERNFRHEAMM NIC,

FAET , BHET RREBEDALEXUNICIE |, FEIUNIC EERZE/DK 10 Gbps HE S
(5120 10 Gbps. 25 Gbps, 40 Gbps) .


http://localhost:4173/container_platform/zh/
http://localhost:4173/container_platform/zh/

#E£ Kube-OVN Underlay #13E®%& - Alauda Container Platform

e NIC One : FCEZVAKEIFAE IP #HH NIC , S4MPARMEOEE | WIEOEREHR
Access 83,

e NIC Two : KECEBVAMBEREZE IP #IIEHK NIC , S4MBAHAZEOLE | ZIEOREAN
Trunk ¥z, Underlay +/M% fH NIC Two,

Access

Switch w

Service Subnet: XXX XXX XXX XXX/ XX
Gateway: XXX XXX.XXX.XXX

ENERVLE

VLAN (Virtual Local Area Network , REHARIHI) 2 —Frf FismZHE R0 AL MEE (BE
/NELAN) |, PAE BRI TVEER I TEURE ST B,

VLAN HARHEL , 5 RREBRIESSIRN FAFEK | % F—YiE FgM - A E R 2 )
DEIREREEF . 1 VLAN B—HABRMUBRETTEN TEAR |, FE& 59
) LAN FEREME. BT VLAN 228X maRmERl sy , FEERE— VLAN SR TAREAR
ZIRTE—HEXE ; AT A EARKYEE LAN MEFE.
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VLAN (EZMNBEIE

o iOMRE. BMEER—HALL , RFE VLAN s OMITAMEEIEE. — MEAc AL ]
ATEL 2T, XIEFE AT TSR AR EER 1R R 2 BB .

o MEZeM, RE VLAN TTEEREE , AR T TR EETRNARZ2EER. VLAN N
R AR ER SR ZIEM VLAN , BEITIEFIRE. BUMRERA. RAMNEEE
FiREMEReM.

o RIEEH, BRHAFHMKERN , TFERmHEME ; AFEBORHECERNA,

WRESK

1£ Underlay 23T , Kube-OVN #4138 NIC ##%&2 OVS |, FHBiZWiIE NIC E#EmIMBAIE
PHEE. L2/L3 HABENIKBUKEMSZ RS . MNHKMIL, VLAN L2k EERLEREM
£ ol [ =

o MLRECEZK

Kube-OVN fE Gz A #0181 ICMP UMY E M XHEEN ; KEMXKIAImL ICMP 1§
K.

T AR VIRIME | Pod 25T HURBEAERIMXK , MXWIAR B HIERH AR 47
MEBET.

BATHANMA SR T Hairpin Zhaeht , Y2R%EA Hairpin, 20R{EH VMware LI
&, &% VMware F4_E) Net.ReversePathFwdCheckPromisc X &4 1 , IAT T E
2 F Hairpin,

H#& NIC INBEZ Linux Bridge.

NIC bonding 3Z3F Mode 0 (balance-rr), Mode 1 (active-backup)., Mode 4 (802.3ad).
Mode 6 (balance-alb) , ZiX{FF 0 8 1. Hfth bonding A= FREZ2TMN, |, EEE(F
.

MR TERIEE IPva ZIER(S , NIYIERE DRI R IPv4 23BN IGMP i
E. BXRECEFE , 284 Kube-OVN Underlay IWARACE IPv4 £,

e laaS (EUtk) EECEEK

« XJF OpenStack VM % , FEZ N ML&im /) PortSecurity,
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o XF VMware i) vSwitch & , MAC Address Changes. Forged Transmits I
Promiscuous Mode Operation A% E 5 Accept,

o XF AWS. GCE #1 Alibaba Cloud A B = , BT AEEZ A FBEN MAC #thikpige
71, BWIASFF Underlay 1RE0RI4

MmNl

ARG BT R NIC B, NIC One 2ECEZUARS M NIC ; NIC Two BAALEZRIAHE
FERRE IP k) NIC , EfF Underlay 7M. NIC Two S4MBATHM EE.

o FEXTHAM , 5 NIC Two iEHZMEANACE R Trunk /25 , AN VLAN @IS,

o FEAMNMK vian-interface #0 _EACE SR FMAMMSHE, NRFENLL , L] AR ACE
IPv6 X3t

o MEMIALIFFHAIEZ G , AR NT = E cluster-cidr BIZ&I[E],
o TTHBLEMRSZS NIC,

ZMHECE

BZE VLAN O :

#

interface Vlan-interface74
ip address 192.168.74.254 255.255.255.0 //IPv4 gateway address
ipv6 address 2074::192:168:74:254/64 //IPv6 gateway address

#

BlES NIC Two &N -
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#
interface Ten-GigabitEthernet1/0/19
port link mode bridge
port link-type trunk // Configure the interface to Trunk mode
undo port trunk permit vlan 1
port trunk permit vlan 74 // Allow the corresponding VLAN to pass thro
ugh
#

KB

M NIC Two 2 &R AS W) Kb il 1z

ip link add ens224.74 1link ens224 type vlan id 74 // The NIC name is ens
224, and the VLAN ID is 74

ip link set ens224.74 up

ip addr add 192.168.74.200/24 dev ens224.74 // Select a test address wit
hin the Underlay subnet, here it's 192.168.74.200/24

ping 192.168.74.254 // If able to ping the gateway, it confirms that the
physical environment meets deployment requirements

ip addr del 192.168.74.200/24 dev ens224.74 // Delete the test address a
fter testing

ip link del ens224.74 // Delete the sub-interface after testing

=11

FEEMSMAET , BEEHEE > &8, ARRTAEER. FXREMUERIZER , F2H
LRI , AESMSECE N FRIFTR.

FZ 1 Join FM7E Underlay MREFIRBRFREN , TERTZ/FHIE Overlay M , AT RS
BestAz BB ISIREAT RN IP HISTHE.

Nt

\J


http://localhost:4173/container_platform/zh/workload_clusters/overview.html

#E£ Kube-OVN Underlay #13E®%& - Alauda Container Platform

| Container Networking

IPv4 [ IPv6 Dual
Stack " «©

Ensure that all nodes are correctly configured with IPv6 network addresses when enabling IPv4/IPv6 dual stack, as the cluster will not revert to IPv4 single stack after creation.

Network Type: Calico Custom (@

Default Subnet:
*1Pv4: 192 v . . 74 . | 24 v F—— IPv4 subnet address of NIC II
*IPv6: 2074:/64 F—— IPv6 subnet address of NIC II

Transmit Mode:  Overlay ®

Gateway: *IPv4 192.168.74.254 —— IPv4 gateway address “IPv6 2074::192.168.74.254 F—— IPv6 gateway address

The default gateway IPv4/IPv6 value must be within the cluster CIDR address range

*VLANID: 74 F—— VLAN ID that the switch allows to pass through

Preserved IP:  protocol stack IP Format * IP Address

© If the IP in the subnet is occupied by the physical network, the cluster cannot be created successfully. Please set it as

reserved IP
®Add
After the cluster is created, new subnets are supported.
* Service CIDR:
*1Pv4: 10 v . 184 . . /| 16 v

Custom SVC, must not duplicate

with the internal network
*Pv6: fd00:10:96::/112

* Join CIDR:

*IPv4: | Custom v | |100.64.0.0116 Address segment of the NIC used

—— for communication on the Overlay
*IPv6: fd00:100:64::/64 network



Underlay 1 Overlay M B 3hE 1% - Alauda Container Platform
Q Alauda Container Platform Q =

Alauda Container Platform > & > SKFI$R > Kube OVN > Underlay 1 Overlay -+

Underlay #1 Overlay M BEzhH &

WNREERFEFAA Underlay 1 Overlay F& , BRIATEIL T , Overlay FRRf) Pod B] LU IT {F
Fi NAT $ 3<1A(7] Underlay FR Pod i) IP, {82 , Underlay FM=F K Pod FERCET &

HE , 7 8EiR) Overlay FM=#] Pod,

Z N Underlay 1 Overlay FMZ [BfI BB E % |, &I AFFNEH Underlay F M) YAML 3C
., BLETHSE , Kube-OVN W¥{F FIERSMK Underlay IP 3%3 Underlay +M#0 ovn-cluster
WIBKEZS , FFREMN KBNS AEE.

H=x

| e
3% ¥ U20 Rk Overlay CIDR
J2F u2olnterconnection ] Underlay R 2 [B1fIR

$1% 1 : BLE kube-ovn-controller

HIR 2 AT MRE

BRAEDIR

1. 571 B A,
2. EAMSHAF |, it EHEE > RIFEHE,
3. i\ Subnet DATFHIERIEX %,


http://localhost:4173/container_platform/zh/
http://localhost:4173/container_platform/zh/

Underlay 1 Overlay M B 3hE 1% - Alauda Container Platform

4. REEEBEHH Underlay FRI350H) : > B3,

5. &% YAML X4 , £ Spec FHRIMFEX u2oInterconnection: true .

6. Ry EH.

AR FEEMAZ Underlay FIFIIARITHREAH , AREEEREHA.

AJ %k ;¥ U220 PRSI 4 Overlay CIDR

FRFEBY% K 1E Overlay 7 CIDR R EIET U20 RXI&E , E7ER— Underlay FM_E 3
F u20Features.overlayonlyRouting . A{FHE{th BRI EIGAE T IR <.

spec:
u2oInterconnection: true
u2o0Features:

overlayOnlyRouting: true

IHWIEIRZESK u20Interconnection: true .

J8 8 u2olnterconnection f¥] Underlay Xz [8]&If&
)

WL A Underlay M 2A u2oInterconnection: true B, B{1ZEIRAEARBLTYIRM
X, MEEZEBITAE OVN ML IKEH.

MREEMEMANEZA u20Interconnection M Underlay 7/ , A4R%HLE kube-ovn-
controller 2% , A /FRCE F M.

1% 1 : BCE kube-ovn-controller

&% kube-ovn-controller Deployment , A2t Bir&Zi5im 0 IP MEfRiR Bkt

kubectl edit deployment kube-ovn-controller -n kube-system

AR LT 22K
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spec:
template:
spec:
containers:
- name: kube-ovn-controller
args:
- --1ls-ct-skip-dst-1lport-ips=false
CAUTION

--1s-ct-skip-dst-lport-ips ZEHERPI KT ZHEHH IP KIRERIZERIRER (conntrack) .
ZNAEAR true , 2Bk conntrack MR FH4RE. WHIREA false AaTINTNEE , (HRTEEAXT
PEREIE AR ISR .

B2 , X TERET ACL MIRES ) Underlay £ , MK HRER false . BN, MXE Pod
BIMERRW (B2 , ping EKENLX Pod , BREIEHEST) , FA ACLIGSER allow-
related , XTHE conntrack ;K7 ; MRKEM , RETEREIZIRAAMKRRE , FbSHE

2=
Fto

HIR 2 : BLE MRS

EAUTSHEETM :

spec:
u2oInterconnection: true
acls:
- action: drop

direction: to-lport

match: ip4.src == 172.20.0.0/16
priority: 1002

- action: drop
direction: to-lport
match: ip4.src == 192.50.0.0/16
priority: 1002

ACL £k :



action

direction

match

priority

NOTE

o acls FEARMETMERKNOIMNIE(E , PLARAE Kubernetes NetworkPolicy BEANRTE.

Underlay 1 Overlay M B 3hE 1% - Alauda Container Platform

iR
THITHRIRME : allow . drop BY allow-related
MEAM : to-lport (AQ) B¢ from-lport (HEO)

£/ L2-L4 FEMAI/REEAFH] OVN ILALRIAT

MRS (EBSBETFE ; ZUCEE : 1002-1899)

o A to-lport AMBS, ips.src FEENREMRIR IP.

o BXHMEATEE

1002 %] 1899 , PUE G S5ASEIA ACL FLR|HZE,



Kube-OVN Underlay + MetalLB faZ41# R EBLE - Alauda Container Platform
0 Alauda Container Platform Q =

Alauda Container Platform > & > SKFI$ER > Kube OVN > Kube-OVN Underlay + M

Kube-OVN Underlay + MetalLB Tz 3414 Ak
FHECE

B=x

R
HIIR &

SR

ACE IR
1. £/ VLAN F#ZHECE ProviderNetwork
2. itE Kube-OVN Controller 34§
3. it & Underlay FM4MIRHbIEThAE
4. 42 MetalLB SNSRI
5. BRI AN Sa kI AR 55
6. WIFACE
7. IBIME RS
FIAREE

7R


http://localhost:4173/container_platform/zh/
http://localhost:4173/container_platform/zh/

Kube-OVN Underlay + MetalLB faZ41# R EBLE - Alauda Container Platform

WAEMRT MetalLB L2 #35 Kube-OVN Underlay & H&E AL B, FI AR A% Underlay
T IP FI{E MetalLB taEA1@ RS VIP , IR E B A2 Finks Pod,

I 8t ;EE VIP A5k Pod IP 250if TR — Underlay FMeh,

A 2

MR EK

o ACP A : >=4.2.2

o IPXHF 1 NSFF IPvA (HBIARSEF IPV6)




Kube-OVN Underlay + MetalLB faZ41# R EBLE - Alauda Container Platform

= Client

Access Underlay Subnet VIP

!

P Access

Underlay Subnet
VIP
10.180.208.200

Node 1

underlay0.341

v

br-provider

v

underlay

logical
switch

Direct DNAT to backend Pod IP

v

backendpod(1...N)

iW=tam:

X



Kube-OVN Underlay + MetalLB faZ41# R EBLE - Alauda Container Platform

1. {8 VLAN F# O/ E ProviderNetwork

BT JMAFEA VLAN 70,

A& Kube-OVN Underlay WM& AEshA1E VLAN 30 :

apiVersion: kubeovn.io/v1

kind: ProviderNetwork

metadata:
name: provider

spec:
defaultInterface: underlay0.341
autoCreateVlanSubinterfaces: true

apiVersion: kubeovn.io/vi1l
kind: Vlan
metadata:
name: ovn-vlan
spec:
id: ©

provider: provider
status:

subnets:

- ovn-default

N BE iR ProviderNetwork JBid customInterfaces FEETHEHNDEMED , N
& customInterfaces[].interface MWWJI{FA VLAN FH0 (XEEOLHR + VLAN 5



Kube-OVN Underlay + MetalLB faZ41# R EBLE - Alauda Container Platform

24 , a0 underlaye.341 ) , MABEFAEO (FI40 underlayo ) . 7
customInterfaces HREBAIFEOLFHLIE MetalLB tazitaimE2 )k /5 Pod

| L BB ProviderNetwork Y Vlan &IRET , Underlay PZIERERE ST,

REEEIMNRIFTRECEFRIFRL R , MEEERASKE. FEL4EFE ORI RIES
BEH , URRERRF R,

2. fid’® Kube-OVN Controller %5
2 Kube-OVN Controller Bt & TAE I ThEETERI S 5K -
{#£FH Web Console :

1. S&fiZE BIE 5 > Marketplace > &£ 24 , SAFHZE ovn BUFLE| Alauda Container
Platform Networking

2. TR ITR , RTIRERR (FEE ) |, REERE BH DFTHRCEXNEE
. MEMUTRE :

o BKiTHAR LPortIP ) CT : &

e 2P OVNLB Local : 2

3. fic & Underlay +M4NERiIETNRE
g Underlay R , A8 EAMEE IPSuE :
BE  SNERubA 1P R Underlay F RN,

M Underlay FMS%¥0 spec.enableExternallLBAddress: true :



Kube-OVN Underlay + MetalLB faZi41# R EEBLE - Alauda Container Platform

apiVersion: kubeovn.io/vi1l
kind: Subnet
metadata:
name: underlay-subnet
spec:
enableExternalLBAddress: true

excludelps:
- 10.180.208.200..10.180.208.220

4. §3E MetalLB SNSRI

apiVersion: metallb.io/vilbetal
kind: IPAddressPool
metadata:
name: acp-underlay-pool
namespace: metallb-system
spec:
addresses:
- 10.180.208.200-10.180.208.220
avoidBuggyIPs: true

autoAssign: true

apiVersion: metallb.io/vilbetal
kind: L2Advertisement
metadata:

name: acp-underlay-pool

namespace: metallb-system
spec:

ipAddressPools:

- acp-underlay-pool
interfaces:

- br-provider

nodeSelectors: []

GE e



Kube-OVN Underlay + MetalLB faZ41# R EBLE - Alauda Container Platform

kubectl apply -f underlay-ippool.yaml

5. G 7~ N AN TR B 1ET AR 55



Kube-OVN Underlay + MetalLB a5 iR $-ECE - Alauda Container Platform

# application-with-loadbalancer.yaml
apiVersion: apps/vil
kind: Deployment
metadata:
name: backend-app
labels:
app: backend
spec:
replicas: 3
selector:
matchLabels:
app: backend
template:
metadata:
labels:
app: backend
spec:
containers:
- name: backend
image: nginx:1.25
ports:
- containerPort: 80
apiVersion: vi
kind: Service
metadata:
name: backend-1lb-service
# To use specific IPPool: add annotation "metallb.io/address-pool: acp-
underlay-pool”
# To use fixed IP: set “spec.loadBalancerIP: 10.180.208.201"°
spec:
type: LoadBalancer
externalTrafficPolicy: Local # **IMPORTANT**: Required fTor preserving
source IP and enabling direct Pod routing
selector:
app: backend
ports:
- port: 80
targetPort: 80

HRENF



Kube-OVN Underlay + MetalLB faZi41# R EEBLE - Alauda Container Platform

kubectl apply -f application-with-loadbalancer.yaml

6. ™UFACE

kubectl get svc backend-1b-service -o wide

curl http://10.180.208.200

7. TEIMA RS

STFHERIB (T RFM) KIIARS , ATRCR IR Underlay Stk :

kubectl annotate service <existing-service-name> metallb.io/address-pool=

acp-underlay-pool --overwrite

kubectl get svc <existing-service-name> -0 wide

XHFHARS , BRI



Kube-OVN Underlay + MetalLB faZ41# R EBLE - Alauda Container Platform

apiVersion: vi

kind: Service

metadata:
name: backend-1lb-service
annotations:

metallb.io/address-pool: acp-underlay-pool

spec:
type: LoadBalancer
externalTrafficPolicy: Local
selector:
app: backend
ports:
- port: 80
targetPort: 80

kubectl get svc backend-1b-service -o wide

curl http://10.180.208.200

BNzl

NGINX® &£ F5, Inc. 7£3E & E M E R AuX A xR,
MetalLB™ & The Linux Foundation fRIEI#K.

Alauda E—FRMSIHNVET, AF=E5L-5 The Linux Foundation 2% F5, Inc. JToXEf | R HAEEIA
AJEEE). BRI AEZBMEERNYE , AMUB TR,



SR HEL (Alpha) - Alauda Container Platform

0 Alauda Container Platform Q =

Alauda Container Platform > & > SCH¥SE > Kube OVN > & EEf (Alpha)

i+ HHX (Alpha)

XIFEMEERMFE B0 Kube-OVN &R Z BIECEE R E L , PISSI&E R+ Pod MM E
Jfia]. Cluster Interconnect Controller 2 Kube-OVN 24ty BAH |, thRWERRER Y6
KM S , FFBIT N AR EEES M ERRIMLE,

H=x

[iE7=: 363
EMEZL T A Kube-OVN EEIEH28
12 Deployment
Podman F Containerd $§%&
£ Global SR HRE L B BEKITHI2S
PPN SELR:
HRIRME
EMEBRERIMN I RIEE
IR &R X
THIEE BXEE REIKER
R E KR
FEEHMXS A

A 2


http://localhost:4173/container_platform/zh/
http://localhost:4173/container_platform/zh/

SR HEL (Alpha) - Alauda Container Platform

o NEJERMTFM CIDR REEMAEES,

o EEWMK—ATHKZERN kube-ovn-controller BT IP yRIEIALSE , TS E s BE
NG

o HANERETEML—ATTEXERN kube-ovn-controller BT IP RIS |, FLEEX
Lot 28 FVERS S BEE BRI 5T

o WIhBE{SLERTE0A VPC , AFBEXE X VPC JuikfE AEEXINGEE.

E44Z £ R Kube-OVN B EXiT s

B AREEA : §8ZE Deployment (F& v3.16.0 RESIRAZFF) . Podman FFEF
Containerd Zf 2.

ZhZE Deployment
EE  FA v3.16.0 RESRASIFIHEE A,
BAELIR

1. FEEHRN—MEHFED R EBHITRLU T 454 , M kube-ovn-controller Pod #%kEX install-
ic-server.sh EE%%H&ZFO

kubectl -n kube-system cp $(kubectl get pods -n kube-system -1 app=kube
-ovn-controller -o custom-columns=NAME:.metadata.name --no-headers | he

ad -1):/kube-ovn/install-ic-server.sh ./install-ic-server.sh

2. ITIF LRI B KT REAI M |, FHRINT A ERS .

REGISTRY="kubeovn"
VERSION=""

ERURRNSHECENT :

REGISTRY="<Kube-0OVN image repository address>"

VERSION="<Kube-0OVN version>"



SR HEL (Alpha) - Alauda Container Platform

3. RFEHIAI M, FHERU T arS3aT.

sh install-ic-server.sh

Podman #1 Containerd 23

1. EFREEERPHN = E LT R KHEZE Interconnected Controller, AR T =4

I\ O

2. EREETT R AEA Leader , FRIBARIKIFZE ARBITA T 64,
FE  BCERT, BRE /etc TESBHEE ovn BR., NMBAEFRE , FFHAGS mkdir
/etc/ovn BIEZBER.

o BEBPEMS EE  BUT®4 podman images | grep ovn #KHX Kube-OVN #f&ith

e Leader T M4 :

podman run \

--name=ovn-ic-db \

-d \

--env "ENABLE_OVN_LEADER_CHECK=false" \
--network=host \

--restart=always \

--privileged=true \

-v /etc/ovn/:/etc/ovn \

-v /var/run/ovn:/var/run/ovn \

-v /var/log/ovn:/var/log/ovn \

-e LOCAL_IP="<IP address of the current node>" \

-e NODE_IPS="<IP addresses of all nodes, separated by commas>" \

<image repository address> bash start-ic-db.sh

o HOHAM T RS :
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podman run \

--name=ovn-ic-db \

-d \

--env "ENABLE_OVN_LEADER_CHECK=false" \
--network=host \

--restart=always \

--privileged=true \

-v /etc/ovn/:/etc/ovn \

-v /var/run/ovn:/var/run/ovn \

-v /var/log/ovn:/var/log/ovn \

-e LOCAL_IP="<IP address of the current node>" \

-e LEADER_IP="<IP address of the Leader node>" \

-e NODE_IPS="<IP addresses of all nodes, separated by commas>" \

<image repository address> bash start-ic-db.sh

Containerd ZZE 454
FE BT 4 crictl images | grep ovn #KEX Kube-OVN 45§k,

e Leader T A4 :



£ HEL (Alpha) - Alauda Container Platform

ctr -n k8s.io run \

-d \
--env "ENABLE_OVN_LEADER_CHECK=false" \
--net-host \

--privileged \
--mount="type=bind, src=/etc/ovn/,dst=/etc/ovn,options=rbind:rw" \

--mount="type=bind, src=/var/run/ovn,dst=/var/run/ovn,options=rbin

d:rw" \
--mount="type=bind, src=/var/log/ovn,dst=/var/log/ovn,options=rbin
d:rw" \

--env="NODE_IPS=<IP addresses of all nodes, separated by commas>"
\ ## For example: --env="NODE_IPS="192.168.178.97,192.168.181.9
3,192.168.177.192""

--env="LOCAL_IP=<IP address of the current node>" \ ## For examp
le: --env="LOCAL_IP="192.168.178.97""

<image repository address> ovn-ic-db bash start-ic-db.sh ## For
example: registry.alauda.cn:60080/acp/kube-ovn:v1.9.25 ovn-ic-db b

ash start-ic-db.sh

o HMFHAT RS

ctr -n k8s.io run \

-d \
--env "ENABLE_OVN_LEADER_CHECK=false" \
--net-host \

--privileged \
--mount="type=bind, src=/etc/ovn/,dst=/etc/ovn,options=rbind:rw" \

--mount="type=bind, src=/var/run/ovn,dst=/var/run/ovn,options=rbin

d:rw" \
--mount="type=bind, src=/var/log/ovn,dst=/var/log/ovn,options=rbin
d:rw" \

--env=""NODE_IPS=<IP addresses of all nodes, separated by commas>"
\ ## For example: --env="NODE_IPS="192.168.178.97,192.168.181.9
3,192.168.177.192"" \

--env="LOCAL_IP=<IP address of the current node>" \ ## For examp
le: --env="LOCAL_IP="192.168.181.93""

--env="LEADER_IP=<IP address of the Leader node>" \ ## For examp
le: --env="LEADER_IP="192.168.178.97""

<image repository address> ovn-ic-db bash start-ic-db.sh ## For
example: registry.alauda.cn:60080/acp/kube-ovn:v1.9.25 ovn-ic-db b

ash start-ic-db.sh



SR HEL (Alpha) - Alauda Container Platform

£ Global SR #fE S i B EXITH <%

1£ global BYEESZHITFET =+ , RIFEBREHUT S, FHITA T4 417 ConfigMap &
IR,

EE  AMBRIERE BT , RAVFBE R global _£4£ 4 ovn-ic i{] ConfigMap, IRFEE TS
¥, kR ConfigMap , IEFEFTELE RN A ConfigMap.

cat << EOF |kubectl apply -f -
apiversion: vi
kind: ConfigMap
metadata:
name: ovn-ic
namespace: cpaas-system
data:
ic-db-host: "192.168.39.22,192.168.39.24,192.168.39.37" # Address of
the node where the cluster interconnect controller is located, in this ca

se, the local IP of the three nodes where the controller is deployed

ic-nb-port: "6645" # Cluster Interconnect Controller nb por
t, default 6645

ic-sb-port: "6646" # Cluster Interconnect Controller sb por
t, default 6646
EOF

MAEHEEX

B WM& TR Kube-OVN B BN\ SR E BX,

R 5fF

SHTREEZETM. ovn-default NI FMAFSERHEICAFREMERMEBIFR,
BAFDIR

1 EEMSHAET , AR > SRNER,
2. BERBMAERHBENE LR,
3. A LA Adndkm > SR X,



R HEEE (Alpha) - Alauda Container Platform
4. B NEBFEEX,
5. AEREEFE— MR R,
6. LA

FARIRAE

EHBEEXERIM T RUES
EH NIRRT SIS,
SRS

L EEMSHAES | AEER > SRS,

2. B EEFMXT RIEENEHELH.

3. fEA b B EIRE > SRR EK,

4. T EEHMIT REENER , BEENMXTA.
5. RTINS .

6. AL TR

Jtanie S AP S

EMAEHEIANSEHRBEREEX. RH/F , RZEMHK Pod K S5MNITEEH Pod WiTHiZE
.

BRIEDIR

L EEMSHAES | BEER > SRS,
2. LTS RN E LR,

3. e b BT > SR REE X,

4. T HIRHMER , REIRHEFTEK.
5. IERM N SRR 2 7K.

6. BIRE .,



£ PEHEE (Alpha) - Alauda Container Platform
5 E BXE AT EE

WRBIRERN R IRE EREEL , 1525 LAJRESIREE — ¥R, U= (FRAXET R BX
BIBEERFHMAEH LN |, ATgEa R, Ba]UfEITHIZS (kube-ovn-controller) F
/var/log/ovn/ovn-ic.log Hit ':F'ﬁﬁﬁﬁﬂilﬁ‘]’?*&ﬁ . BEOEERIBE R RERTE

transaction error: {"details":"Transaction causes multiple rows in XXXXX

Xll}

BAFDIR

1 SPRMARERIRH BEXERE.

2. TER 258K Pod FPITIEIRA,
RO PLEHEFE ovn-ic-db 258K ovn-ic-controller Pod FHYTIEIERIA, S &EFEULTE—F
i
7% 1@ 7£ ovn-ic-db FEFFP T

o 3t ovn-ic-db S , FHEA T SBITIEIEIRIE.

ctr -n k8s.io task exec -t --exec-id ovn-ic-db ovn-ic-db /bin/bash

RBPITAMME—IFE a4

o FRRIGERNBFRPITIERIRIE. ¥ <cluster-name> B A [RIGE R B TR

./clean-ic-az-db.sh <cluster-name>

o FARBRERTEED RNBFBITIEIEIRIE. ¥ <node-name> & ARG T (T
B RKLHR

./clean-ic-az-db.sh <node-name>

F7i% 2 : 7E ovn-ic-controller Pod 11T

o Bt ovn-ic-controller Pod , F{E AT an & PATIEIERIE,
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kubectl -n kube-system exec -ti $(kubectl get pods -n kube-system -1
app=ovn-ic-controller -o custom-columns=NAME:.metadata.name --no-head
ers) -- /bin/bash

REPITUATE—BE S 4
o (ERBRIGERNAFPITIRIERIE. ¥ <cluster-name> B A IR BB TR

./clean-ic-az-db.sh <cluster-name>

o ERBIRERTEET RNEHRIITIEEIRME. B <node-name> B N FInRRF+H{E
BT RIER

./clean-ic-az-db.sh <node-name>

ENFE XSRS

FEE 0 1 B 3 RRENEEMATHE RIS R LR
ST

LBHERER. AREHMEEAE  WRIBEEEHELT .

o MRS FEF % A ovn-ic-config B ConfigMap., R T4,

kubectl -n kube-system delete cm ovn-ic-config

o BT RIRFIRHEERSREE,

2. FAPL T a2 3t ovn-central f4] Leader Pod,

kubectl -n kube-system exec -ti $(kubectl get pods -n kube-system -1lovn
-nb-leader=true -o custom-columns=NAME:.metadata.name --no-headers) --
/bin/bash

3. AT 475 ts 2T,
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ovn-nbctl 1ls-del ts

4. BSREREAT BRI R IR SR

e Podman %54 :

podman stop ovn-ic-db

podman rm ovn-ic-db

e Containerd 454 :

ctr -n k8s.io task kill ovn-ic-db

ctr -n k8s.1io0 containers rm ovn-ic-db

5. {F AL T S Milk global &8+ 4 A ovn-ic i) ConfigMap.

kubectl delete cm ovn-ic -n cpaas-system

=x-33dZPSSEINE
MAEBERE , MBHEHMERE BT | EHRITA TS -

1. BREEEH ST RAMIRER , FRITUTHS , K enable-ic FEEHA

false ,
AE ¥ enable-ic FEEMA false oPW&EHLOE , HEIBXKEHLRERN
true .

kubectl edit cm ovn-ic-config -n kube-system

2. BH gw-nodes FECREHMAT mACE , FHERARIES MM ET = ; FRK
enable-ic FERE®A true .
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kubectl edit cm ovn-ic-config -n kube-system

# Configuration example
apiVersion: vi1i
data:
auto-route: "true"
az-name: azl
enable-ic: "true"
gw-nodes: 192.168.188.234,192.168.189.54
ic-db-host: 192.168.178.97
ic-nb-port: "6645"
ic-sb-port: "6646"
kind: ConfigMap
metadata:
creationTimestamp: "2023-06-13T08:01:16Z"
name: ovn-ic-config
namespace: kube-system
resourceVersion: "99671"
uid: 6163790a-ad9d-4d07-ba82-195b11244983

3. & B ovn-central K] Pod , 34T ovn-nbctl lrp-get-gateway-chassis {current
cluster name}-ts %34 , WIFACE EBEEW.

ovn-nbctl lrp-get-gateway-chassis azl-ts

# Return to the display example. In this case, the values of 100 and 99
are the priority, and the larger the value, the higher the priority of
the corresponding gateway node to be used.
azl-ts-71292a21-131d-492a-9f0c-0611af458950 100
azl-ts-1de7eel5-f372-4ab9-8c85-e54d61leal8f1 99
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Q Alauda Container Platform Q =

Alauda Container Platform > Mz > SCFI$ER > Kube OVN > ECLE Egress Gateway

ACE Egress Gateway

Bk

R
Egress Gateway 5 Centralized Gateway HIXJEL
Egress Gateway ) T{EJRIE
iRz Hl
(=
HIR 1 RSN NECE
1% 2 : i VPC Egress Gateway
1% 3 : WiE Gateway
1. RERIFPRE
2. & gateway Pod PNERHKIMLE
3. WIATRER R
4. R\ OVN J% FH SRI%
A%k BRZ R R
A% : BB TR
A BT BFD W& M
1. ¥ VPC _tJjaH BFD Port
2. £ VPC Egress Gateway _+ 2/ BFD
3. F BFD R
ERIER ET5m
A REFRETIE R


http://localhost:4173/container_platform/zh/
http://localhost:4173/container_platform/zh/
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HABEIR

7R

Egress Gateway t#rA VPC Egress Gateway , 7] 4 overlay PIZ&HE) Pod 12 {78 € I Shith
ik, ESEREBEFEN  BEENTErniiEE ¥ gateway Pod 3T,

FELATIHEA ] A{E A Egress Gateway :

o JUHFE TAESEAR AR AOIR 1P Huht

o SN TIERBRBRANKHIIES] , TIAE F MRS
o BEKFY RIESEILE

o SR SR EAEERS

FEYIRE

ECMP 33 Active-Active 50 , Xk BHEHTE
3 BFD SRR ESEFS |, BEFENAZ 17
1 IPv4, IPv6 FIXNARFAIE

(=

o JBX

s

(=

o 1B
* X

s

Zi«

& NamespaceSelector #1 PodSelector SRELZA % = ULHEC

o BT REFESHNALERMRIERE
L HIPRE

o ZRIAEEFTEZ ML IP
o RLREIR NAT BREHCR

Egress Gateway 5 Centralized Gateway X3 Lt

5% Egress Gateway 5 Centralized Gateway #17bbE: , PUERRIE S L =M gateway &
K. BREFPRERFEAEE  ESHECE Centralized Gateway,



H gt SRR

IR

=] ASiE
¥t

A AT

ARG R

PRI

o MRFELEATEAINR

Gateway,
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Egress Gateway

JBid selectors #F policies

S —

(Namespace/Pod/Subnet/IPBlock) 31T
Yk B

FREBSNDFM IP LA gateway
Pod,

B HEE) VPC Egress Gateway
Pod , $RJ5IB 1T SNAT H3EISNER ML .

Active-Active ECMP ; 33583t BFD I

REHIERTS (MR .

XHFXT gateway TAEGBGHITT mIA RS
#l ( nodeSelector |

tolerations ) .

A PERER TR RER R v R oS . BRI SR
BAEH, ESMEREMEIRIIER .

Centralized Gateway

TEF ML AR F
( gatewayType:

centralized ) .

fFRTEE M gateway T ; £
A natoutgoing: true B,
BIREFERT A IP,

MEWHBEFEET R
(ovno ) , KRBTV
FR/NAT FLREE %

¥ ¥ ECMP ME&E ; HfE
4B E L ET BFD f{ Egress
Gateway ¥1g,

Gateway i miFH
gatewayNode BX

gatewayNodeSelectors %

#.

E AR MKEE R,
v IP RVFSIRRAR BT KSR
IP 53,

BEiEH, BJY RNBITEMREKREER | 5% Egress

o WNRFMEAEEE L eh A B RIZ R EE F5K |, 151%E4% Centralized Gateway.

Egress Gateway H] L {E[RIH

Egress Gateway A—/"8kZ > Pod HIIEFE1T. B4 Pod {F AN MLEEO -

o —/NERONEHERIEFENEIA overlay B,
o FH—/EEOEFEEISMEB underlay M4,



SkBEEE Pod WE B % RE gateway Pod , #A/FIEIE underlay 3 H R IXZISMIPMILE

[ VPC Netwerk J

EGI1 ' EGI2 '
NAT NAT

et

[ Physic Network ]

1 Egress Gateway SKBI#EFRTE OVN FRERRFEMHEMAL. 2 overlay W& Pod 131]
SMERRIZRES , OVN fE ARG R IRE 5 R ZIZ 4> gateway KB, XX AT ASKIN A ES
1, CREER M E L KB REILE.
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GPC Router

dst: 0.0.0.0/0 next-hop: egil-eth0 ecmp
dst: 0.0.0.0/0 next-hop: eqi2-eth0 ecmp
\ dst: 0.0.0.0/0 next-hop: egin-eth0 ecmp _/
BFI:/ \BF?D
EGI] | EGIN '
HA'T [ N W N B N N N N N N N N HAT
\ netl _j

\_ net X
{

( F‘lmfaic Network ]

OVN T]AfEFH BFD :RMZ A~ gateway 3265, NREANSBIAELE , OVN &35 fE FHAR
WARAA , FREEREETCEREE E1THSRH).,
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GPC Router

dst: 0.0.0.0/0 next-hop: egil-eth0 ecmp
dst: 0.0.0.0/0 next-hop: eqi2-eth0 ecmp

\.

~

carr )
NAT

TSeEs eSS ESSSESRS NAT

\ net1 _j

¢ T

( F‘lmfaic Network

FFIRZ |l

THaZ B , R R LT RTR &

o Multus CNI Plugin WARE T EERET,
o AMER underlay M4 . VLAN #0 bridge M4& 2 52 iR I3E7] .

o BEMEMLT RSN EMAX gateway , LR EIZEHE SNAT,

MFHE LA Multus CNI Plugin , 5 FE8ZE Multus CNI Plugin,

SZS
Eﬂﬁ il bjF %
BIRLTIRFECE Egress Gateway :

1. FERINIREFINAECE , A MA] Network Attachment Definition,



2. €132 VPC Egress Gateway iR , I5ESMaB+ MIFNZRRE .
3. KIS, MEBEMAERA.
4. 7% - ¥ REIRNEISRHET BFD MIREREH.

HIR 1 : RSN INECE

Egress Gateway {# £ MEEHENEIMSMIMLE ., Bl gateway ZHI , BEHRLLTRIR :

o —MINERFM

o AT ZFME Network Attachment Definition (NAD)

l NOTE

NetworkAttachmentDefinition EFFABEEERS (. ) . T4 NetworkAttachmentDefinition R g

H—FMER. BONEZNFRZBER #FRR—1 NetworkAttachmentDefinition,
LT 7R#Bi{E A Kube-OVN underlay FREASMIBRILE .

l NOTE

HRBHERER 24 underlay RIZ&41%E bridge MZ&F1 VLAN &R external-vlan ,
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apiVersion: k8s.cni.cncf.io/v1l
kind: NetworkAttachmentDefinition
metadata:

name: underlay-ext

namespace: default

spec:
config: |-

{
"cniVersion": "0.3.0", Q
"type": "kube-ovn", g
"server_socket": "/run/openvswitch/kube-ovn-daemon.sock", e
"provider": "underlay-ext.default.ovn"

}

apiVersion: kubeovn.io/v1
kind: Subnet
metadata:
name: underlay-ext
spec:
protocol: IPv4
provider: underlay-ext.default.ovne
cidrBlock: 172.17.0.0/16 @
gateway: 172.17.0.1()
vlan: external—vlane
excludelIps: e
- 172.17.0.11..172.17.0.20

Sk BNMZE {5 F3 Kube-OVN CNI plugin,
CNI plugin {# ) Kube-OVN daemon socket,

13/ <network attachment definition name>.<namespace>.ovn P provider £

Sl

No

FR{EFK provider, HAEVZIS NetworkAttachmentDefinition # ) provider ULHL,
AMER underlay RI4% (] CIDR,

HNER underlay R4 () gateway.,

underlay M1 A VLAN R,

MBI ECFHIRK IPSEE. BXRFEMER , B2 H{E A Kube-OVN Underlay 4%
Subnet BE X &R (CR) 7~

©E0 006606
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l TIP

£ underlay FI2 AT , ERREEMAEEWIEMLE. VLAN 1 bridge Mgk, HXFREALLI¥4
&2 , 153 MHEE Kube-OVN Underlay YRR .

HIR 2 : 47 VPC Egress Gateway

£13# VPC Egress Gateway &I , FF& X NVAF R & IREM TIERE.
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apiVersion: kubeovn.io/vi1l
kind: VpcEgressGateway
metadata:
name: gatewayl
namespace: defaulte
spec:
replicas: 19
internalSubnet: ovn-defaulte
externalSubnet: underlay-exte
externalIPs: e
- 172.17.0.11
- 172.17.0.12
resources: @
requests:
cpu: 100m
memory: 128Mi
limits:
cpu: 200m
memory: 256Mi
ephemeral-storage: 2Gi
nodeSelector: a
- matchExpressions:
- key: kubernetes.io/hostname
operator: In
values:
- nodel
- nhode2
tolerations: @
- key: node-role.kubernetes.io/control-plane
operator: Exists
effect: NoSchedule
selectors: e
- namespaceSelector:
matchLabels:
kubernetes.io/metadata.name: nsi
- namespaceSelector:
matchLabels:
kubernetes.io/metadata.name: ns2
podSelector:
matchLabels:
app: myapp
policies: @
- snat: true@
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subnets: @
- subnet1

- snat: false

ipBlocks: @
- 10.18.0.06/16

@ 43 VPC Egress Gateway Sifift) Namespace,
@ VPC Egress Gateway SRR E.

€ EERNTMRRRITW, K FMARER— VPC K overlay ¥ , 3B 0H BB
ATA IP A gateway XIS ED. FNRAKFERE , gateway Pod ¥{EF VPC HIZRIARNERF M.,

O EHSIER MRS T

© oateway Pod 7£ underlay P4 LEREISNE 1P, G4 gateway SKHilEb& MILFIRF AL
— NP, XL P YIS TANEF MK CIDRSEEIN |, FEHN B EEXFMK excludeIps I8
BN, BINTREE .spec.replicas + 1 4 IP , A& gateway Pod R84485 10 T{RBEFRER IP,

@ %~ VPC Egress Gateway KBRS RFRS]. MRAIETE , ¥ VPC Egress
Gateway controller & X IZA B IEESK ARSI,

@ FRTURE VPC Egress Gateway SUI0 s %28,

© BTAE VPC Egress Gateway SREINAZE,

© ATFEEET VPC Egress Gateway ilRISMIIRIL& K] Pod fit] Namespace 1%&#%25#01 Pod
e

@ VPC Egress Gateway 5k , EIFEE N AKX SNAT F1FM/ipBlocks,

@ ZEENLKEME S SNAT,

® FHIERNTM.

® SKRRIERK IP block,

WoRIfE default Namespace F 4 4 4 gatewayl f] VPC Egress Gateway, ULFECIEFF
SRR ESBIINGGF M underlay-ext 5%, TEMHREIF |, 64F :
e nsl1 Namespace # ¢ Pod

e ns2 Namespace FHHMZE app: myapp ] Pod

o 5 subnetl FMMRXEKIRNE

e 5 CIDR 10.18.0.0/16 M¥pii=

l NOTE
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ULEC .spec.selectors [] Pod §A4&EH gateway $4T SNAT,

#1% 3 1 WIF Gateway

B gateway fa , EIAH ML |, FEIEERTIHARE.
1. KERTIPKE

BiEREERTIRRE :

$ kubectl get veg gatewayl

NAME VPC REPLICAS BFD ENABLED EXTERNAL SUBNET PHASE
READY AGE
gatewayl ovn-cluster 1 false underlay-ext Compl

eted true 13s

SRIEREVE) gateway {58 -

kubectl get veg gatewayl -o wide

NAME VPC REPLICAS BFD ENABLED EXTERNAL SUBNET PHASE
READY INTERNAL IPS EXTERNAL IPS WORKING NODES AGE

gatewayl ovn-cluster 1 false underlay-ext Compl
eted true ["10.16.0.12"] ["172.17.0.11"] ["nodel"] 82s

55, WA gateway TETREIEIEIZTT ¢

$ kubectl get deployment -n default -1 ovn.kubernetes.io/vpc-egress-gatew
ay=gatewayl

NAME READY UP-TO-DATE AVAILABLE AGE

gatewayl 1/1 1 1 4m40s

$ kubectl get pod -n default -1 ovn.kubernetes.io/vpc-egress-gateway=gate

wayl -0 wide

NAME READY STATUS RESTARTS AGE IP
NODE NOMINATED NODE READINESS GATES
gatewayl-b9f8b4448-761hm 1/1 Running 0] 4m48s 10.16.0.1

2 nodel <none> <none>
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2. ’ & gateway Pod PNEBHKI L&

K& gateway Pod NEFR IP Htik, FEERSXEF iptables AR
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$ kubectl exec -n default gatewayl-b9f8b4448-761lhm -c gateway -- ip addre
ss show
1: lo: <LOOPBACK, UP,LOWER_UP> mtu 65536 gdisc noqueue state UNKNOWN group
default gqlen 1000
link/loopback 00:00:00:00:00:00 brd 00:00:00:00:00:00
inet 127.0.0.1/8 scope host 1o
valid_1ft forever preferred_1ft forever
inet6 ::1/128 scope host
valid_1ft forever preferred_1ft forever
2: netl@if13: <BROADCAST, MULTICAST, UP, LOWER_UP> mtu 1500 qdisc noqueue st
ate UP group default glen 1000
link/ether 62:d8:71:90:7b:86 brd ff:ff:ff:ff:ff:ff link-netnsid ©
inet 172.17.0.11/16 brd 172.17.255.255 scope global netl
valid_1ft forever preferred_1ft forever
inet6 fe80::60d8:71ff:fe90:7b86/64 scope link
valid_1ft forever preferred_1ft forever
17: etho@if18: <BROADCAST,MULTICAST,UP,LOWER_UP> mtu 1400 gdisc noqueue s
tate UP group default
link/ether 36:7c:6b:c7:82:6b brd ff:ff:ff:ff:ff:ff link-netnsid 0
inet 10.16.0.12/16 brd 10.16.255.255 scope global etho
valid_1ft forever preferred_1lft forever
inet6 fe80::347c:6bff:fec7:826b/64 scope link

valid_1ft forever preferred_1lft forever

$ kubectl exec -n default gatewayl-b9f8b4448-761lhm -c gateway -- ip rule
show

0: from all lookup local

1001: from all iif eth® lookup default

1002: from all iif netl lookup 1000

1003: from 10.16.0.12 iif lo lookup 1000

1004: from 172.17.0.11 iif lo lookup default

32766: from all lookup main

32767: from all lookup default

$ kubectl exec -n default gatewayl-b9f8b4448-761lhm -c gateway -- ip route
show

default via 172.17.0.1 dev netl

10.16.0.0/16 dev eth® proto kernel scope link src 10.16.0.12

10.17.0.0/16 via 10.16.0.1 dev etho

10.18.0.0/16 via 10.16.0.1 dev etho

172.17.0.0/16 dev netl proto kernel scope link src 172.17.0.11

$ kubectl exec -n default gatewayl-b9f8b4448-761lhm -c gateway -- ip route
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show table 1000
default via 10.16.0.1 dev etho

$ kubectl exec -n default gatewayl-b9f8b4448-76lhm -c gateway -- iptables
-t nat -S

-P PREROUTING ACCEPT

-P INPUT ACCEPT

-P OUTPUT ACCEPT

-P POSTROUTING ACCEPT

-N VEG-MASQUERADE

-A PREROUTING -i eth® -j MARK --set-xmark 0x4000/0x4000
-A POSTROUTING -d 10.18.0.0/16 -j RETURN

-A POSTROUTING -s 10.18.0.0/16 -j RETURN

-A POSTROUTING -j VEG-MASQUERADE

-A VEG-MASQUERADE -j MARK --set-xmark Ox0/0xffffffff

-A VEG-MASQUERADE -j MASQUERADE --random-fully

3. WAREH A

£ gateway Pod FIE¥IER , UBAREIEEET gateway #K
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$ kubectl exec -n default gatewayl-b9f8b4448-761lhm -c gateway -- tcpdump
-1 any -nnve icmp and host 172.17.0.1
tcpdump: data link type LINUX_SLL2
tcpdump: listening on any, link-type LINUX_SLL2 (Linux cooked v2), snapsh
ot length 262144 bytes
06:50:58.936528 eth® In ifindex 17 92:26:b8:9e:f2:1c ethertype IPv4 (0Ox
0800), length 104: (tos 0x0, ttl 63, id 30481, offset 0, flags [DF], prot
o ICMP (1), length 84)

10.17.0.9 > 172.17.0.1: ICMP echo request, id 37989, seq 0, length 64
06:50:58.936574 netl Out ifindex 2 62:d8:71:90:7b:86 ethertype IPv4 (0x0
800), length 104: (tos 0x0, ttl 62, id 30481, offset 0, flags [DF], proto
ICMP (1), length 84)

172.17.0.11 > 172.17.0.1: ICMP echo request, id 39449, seq 0, length
64
06:50:58.936613 netl In ifindex 2 02:42:39:79:7f:08 ethertype IPv4 (0x0
800), length 104: (tos 0x0, ttl 64, id 26701, offset 0, flags [none], pro
to ICMP (1), length 84)

172.17.0.1 > 172.17.0.11: ICMP echo reply, id 39449, seq 0, length 64
06:50:58.936621 eth® Out ifindex 17 36:7c:6b:c7:82:6b ethertype IPv4 (0OXx
0800), length 104: (tos Ox0, ttl 63, id 26701, offset 0, flags [none], pr
oto ICMP (1), length 84)

172.17.0.1 > 10.17.0.9: ICMP echo reply, id 37989, seq 0, length 64

4. T\ OVN FEE5RRE

OVN £ B3 A%EEMEAIZ Logical Router 5k :
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$ kubectl ko nbctl 1lr-policy-1list ovn-cluster

Routing Policies

31000 ip4.dst == 10.16.0.0/16 allow

31000 ip4.dst == 10.17.0.0/16 allow

31000 ip4.dst == 100.64.0.0/16 allow

30000 ip4.dst == 172.18.0.2 reroute 1
00.64.0.4

30000 ip4.dst == 172.18.0.3 reroute 1
00.64.0.3

30000 ip4.dst == 172.18.0.4 reroute 1
00.64.0.2

29100 ip4.src == $VEG.8ca38ae7dal8.ipv4 reroute 1
0.16.0.12 €

29100 ip4.src == $VEG.8ca38ae7dal8_ip4 reroute 1
0.16.0.12 @

29000 ip4.src == $ovn.default.kube.ovn.control.plane_ip4 reroute 1
00.64.0.3

29000 ip4.src == $ovn.default.kube.ovn.worker2_ip4 reroute 1
00.64.0.2

29000 ip4.src == $ovn.default.kube.ovn.worker_ip4 reroute 1
00.64.0.4

29000 ip4.src == $subnetl.kube.ovn.control.plane_ip4 reroute 1
00.64.0.3

29000 ip4.src == $subnetl.kube.ovn.worker2_ip4 reroute 1
00.64.0.2

29000 ip4.src == $subnetl.kube.ovn.worker_ip4 reroute 1
00.64.0.4

@ VPC Egress Gateway FT4£ & ILAL .spec.policies i &/ Logical Router Policy,

@ \VPC Egress Gateway FTH A& ILAL .spec.selectors Hifi &/ Logical Router Policy.
A - BRZRIAGREIAE

l NOTE

P REIAWMEZ A , EHRIESNBF MRS ZBHSMNE 1P, IR HIEEE .spec.externallPs .,

Z /3R ECMP t8daitEmy REMLE |, W58 .spec.replicas :
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$ kubectl scale veg -n default gatewayl --replicas=2

vpcegressgateway. kubeovn.io/gatewayl scaled

$ kubectl get veg -n default gatewayl

NAME VPC REPLICAS BFD ENABLED EXTERNAL SUBNET PHASE
READY AGE
gatewayl ovn-cluster 2 false underlay-ext Compl

eted true 39m

$ kubectl get pod -n default -1 ovn.kubernetes.io/vpc-egress-gateway=gate

wayl -o wide

NAME READY STATUS RESTARTS AGE IP

NODE NOMINATED NODE READINESS GATES

gatewayl-b9f8b4448-761hm 1/1 Running 0 40m 10.16.0.12
nodel <none> <none>

gatewayl-b9f8b4448-zd4dl 1/1 Running 0 64s 10.16.0.13
node2 <none> <none>

$ kubectl ko nbctl lr-policy-list ovn-cluster

Routing Policies

31000 ip4.dst == 10.16.0.0/16 allow

31000 ip4.dst == 10.17.0.0/16 allow

31000 ip4.dst == 100.64.0.0/16 allow

30000 ip4.dst == 172.18.0.2 reroute 1
00.64.0.4

30000 ip4.dst == 172.18.0.3 reroute 1
00.64.0.3

30000 ip4.dst == 172.18.0.4 reroute 1
00.64.0.2

29100 ip4.src == $VEG.8ca38ae7dal8.ipv4 reroute 1
0.16.0.12, 10.16.0.13

29100 ip4.src == $VEG.8ca38ae7dal8_ip4 reroute 1
0.16.0.12, 10.16.0.13

29000 ip4.src == $ovn.default.kube.ovn.control.plane_ip4 reroute 1
00.64.0.3

29000 ip4.src == $ovn.default.kube.ovn.worker2_ip4 reroute 1
00.64.0.2

29000 ip4.src == $ovn.default.kube.ovn.worker_ip4 reroute 1
00.64.0.4

29000 ip4.src == $subnetl.kube.ovn.control.plane_ip4 reroute 1
00.64.0.3

29000 ip4.src == $subnetl.kube.ovn.worker2_ip4 reroute 1

00.64.0.2
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29000 ip4.src == $subnetl.kube.ovn.worker_ip4 reroute 1

00.64.0.4

a3k« LB DR

ERH%EE Namespace S LEGB T 5 , TR E .spec.bandwidth.ingress F
.spec.bandwidth.egress, SNFERFEZUTHERZ— :

o JEREMEITFFHTE | % Mbps ik, a0, 2000 F1 "2000" ¥JFRIR 2000 Mbps.

e A M. Mi, G 3% Gi J4RM Kubernetes MEFFTE |, REM bit R, THERBR
B35 HdHME. REAR _ERERREIKEL Mbps, #I20 , 161 &34 1074
Mbps.,

HEFREHHRER o , BRI ARRBAENL M. REINMATE4 gateway K41,

l NOTE

WNR .spec.replicas KT 1, NN BIAESRIGECEMIRS]. HEFREFEERATIFAERH
VPC Egress Gateway CRD # controller irZx, FERsNFHKIA] , iEARLESAE I Mbps {8 , HZ
Kube-OVN FRTEAR.

AT 7~ BI%%EE Namespace [] ingress 15 afREI4 2 Gbps , % egress T afR A 4 Gbps :
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apiVersion: kubeovn.io/vi1l
kind: VpcEgressGateway
metadata:
name: gateway-bandwidth
namespace: default
spec:
replicas: 1
internalSubnet: ovn-default
externalSubnet: underlay-ext
externalIPs:
- 172.17.0.21
bandwidth:
ingress: 2G
egress: 4G
selectors:
- namespaceSelector:
matchExpressions:

- key: kubernetes.io/metadata.name
operator: In
values:

- ecommerce

- ecommerce-test

EHIRBIF , AR T%EE Namespace S TAEGREMS M © ingress PRHIMIMIBIILE
FENIRE , egress FREINENIRISNTIMEHRITE.

Ak : JRRET BFD SR At
T BFD MIIEHHKILT VPC BFD LRP, R FIRFEAE.

1. 7£ VPC _t /38 BFD Port

B4t , £ VPC _t /5 BFD Port :
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apiVersion: kubeovn.io/vi1l
kind: Vpc
metadata:
name: ovn-cluster
spec:
bfdPort:
enabled: truee
ip: 10.255.255.255 @
nodeSelector: e
matchLabels:
kubernetes.io/os: linux

@ =7%J3A BFD Port,
@ BFD Port ) IP #iit |, Ztiiit R IP itk , BEAR1SSEAHEAM IP/FMIHZE,

€© MBTEIRFE Active-Backup #FiE1T BFD Port (77 BT mIksE2s.

l TIP
Vpc &R ovn-cluster BIAFFLE. AT AE HEREXRIRLAS A BFD Port,

/2 BFD Port 5 , OVN Logical Router -4 Bzh4)E% K BFD LRP :

$ kubectl ko nbctl show ovn-cluster
router 0cldle8f-4c86-4d96-88b2-c4171c7ff824 (ovn-cluster)
port bfd@ovn-cluster e
mac: "8e:51:4b:16:3c:90"
networks: ["10.255.255.255"]
port ovn-cluster-join
mac: "d2:21:17:71:77:70"
networks: ["100.64.0.1/16"]
port ovn-cluster-ovn-default
mac: "d6:a3:f5:31:cd:89"
networks: ["10.16.0.1/16"]
port ovn-cluster-subnetl
mac: "4a:09:aa:96:bb:f5"
networks: ["10.17.0.1/16"]

€@ 7 OVN Logical Router 47 BFD Port,
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2. 7£ VPC Egress Gateway _t [2/f BFD

SRJa . ¥ .spec.bfd.enabled iX'& X true , ££ VPC Egress Gateway _+2F BFD :

apiVersion: kubeovn.io/vi1l
kind: VpcEgressGateway
metadata:
name: gateway?2
namespace: default
spec:
vpc: ovn-cluster @
replicas: 2
internalSubnet: ovn-default @
externalSubnet: underlay-exte
externalIPs: e
- 172.17.0.11
- 172.17.0.12
- 172.17.0.13
bfd:
enabled: true @
minRX: 100 @
minTX: 100@
multiplier: 5@
policies:
- snat: true
ipBlocks:
- 10.18.0.0/16

Egress Gateway AT /gf] VPC,

Egress Gateway SKBIZEHERIIEDF M,

Egress Gateway SKBNZEHEAKISMIDF M,

7Bcs Egress Gateway SKBIRISMND IP.

27547 Egress Gateway fSF BFD.

BFD FyiR/ MR BIE , BA AR,

BFD K/ NRIXEfS , BAAZERD.

BFD FI3R%L , BT MEEFRIERT F R RNEIE AN E.

©OE0000O0006



BRBIBIE—N 2k gateway2, WA EIAFF S BFD i) VPC Egress Gateway, ZNRHFE
NRBIKEIE , BFD VR , OVN K BEANMCARTTA , I REEEMEIERIZ
1TEISRA,

WIEHESAINEREURT BFD &E. BERUTAN : HIEAE = (2L + 1) * max(minRX,
minTX), {ERIREIECER , BB A28 500-600 Z#.

TEMLE e E SR MERSNFEF |, 100 SV BFD [EIfgr] et TauUx, ErILE
.spec.bfd.minRX 1 .spec.bfd.minTX & fN%| 500-1000 ZF> , PUB/NAIRFINE M EL4TS, 1Y
X LB SR KIIEF AN (E] , FHSIRIETSE SRR INRER 2 (B BT B3 T
VEES

l NOTE

WA EE ] RELTERIEHB AW |, SFRREMER. BN IEFEIL.

3. I8UF BFD K&

& VPC Egress Gateway K7 :
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$ kubectl get veg -n default gateway2 -o wide

NAME VPC REPLICAS BFD ENABLED EXTERNAL SUBNET PHASE
READY INTERNAL IPS EXTERNAL IPS WOR
KING NODES AGE

gateway?2 ovn-cluster 2 true underlay-ext Compl

eted true ["10.16.0.12","10.16.0.13"] ["172.17.0.11","172.17.0.1
2"] ["nodel", "node2"] 58s

$ kubectl get pod -n default -1 ovn.kubernetes.io/vpc-egress-gateway=gate

way2 -0 wide

NAME READY STATUS RESTARTS AGE IP

NODE NOMINATED NODE READINESS GATES

gateway2-fcc6b8b87-81gvx 1/1 Running 0 2mi18s 10.16.0.1
3 node2 <none> <none>

gateway2-fcc6b8b87-wmww6 1/1 Running 0 2mi18s 10.16.0.1
2 nodel <none> <none>

$ kubectl ko nbctl 1lr-policy-1list ovn-cluster
Routing Policies

31000 ip4.dst == 10.16.0.0/16 allow

31000 ip4.dst == 10.17.0.0/16 allow

31000 ip4.dst == 100.64.0.0/16 allow

30000 ip4.dst == 172.18.0.2 reroute 1
00.64.0.4

30000 ip4.dst == 172.18.0.3 reroute 1
00.64.0.3

30000 ip4.dst == 172.18.0.4 reroute 1
00.64.0.2

29100 ip4.src == $VEG.8ca38ae7dal8.ipv4 reroute 1
0.16.0.12, 10.16.0.13 bfd

29100 ip4.src == $VEG.8ca38ae7dal8_ip4 reroute 1
0.16.0.12, 10.16.0.13 bfd

29090 ip4.src == $VEG.8ca38ae7dal8.ipv4 drop

29090 ip4.src == $VEG.8ca38ae7dal8_ip4 drop

29000 ip4.src == $ovn.default.kube.ovn.control.plane_ip4 reroute 1
00.64.0.3

29000 ip4.src == $ovn.default.kube.ovn.worker2_ip4 reroute 1
00.64.0.2

29000 ip4.src == $ovn.default.kube.ovn.worker_ip4 reroute 1
00.64.0.4

29000 ip4.src == $subnetl.kube.ovn.control.plane_ip4 reroute 1
00.64.0.3

29000 ip4.src == $subnetl.kube.ovn.worker2_ip4 reroute 1
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00.64.0.2
29000 ip4.src == $subnetl.kube.ovn.worker_ip4 reroute 1
00.64.0.4

$ kubectl ko nbctl list bfd

_uuid : 223edel0-9169-4c7d-9524-a546e24bfab5s

detect_mult : 5

dst_ip : "10.16.0.12"

external_ids : {af="4", vendor=kube-ovn, vpc-egress-gateway="defau
1lt/gateway2"}

logical_port : "bfd@ovn-cluster"

min_rx 1 100

min_tx 1 100

options {3}

status oup

_uuid : bO50c75e-2462-470b-b89c-7bd38889b758

detect_mult : 5

dst_ip : "10.16.0.13"

external_ids : {af="4", vendor=kube-ovn, vpc-egress-gateway="defau
1lt/gateway2"}

logical_port : "bfd@ovn-cluster"

min_rx 1 100

min_tx 1 100

options {3}

status oup

SRIGHE BFD &35 :

$ kubectl exec -n default gateway2-fcc6b8b87-81lgvx -c bfdd -- bfdd-contro
1 status
There are 1 sessions:
Session 1
id=1 local=10.16.0.13 (p) remote=10.255.255.255 state=Up

$ kubectl exec -n default gateway2-fcc6b8b87-wmww6 -c bfdd -- bfdd-contro
1 status
There are 1 sessions:
Session 1
id=1 local=10.16.0.12 (p) remote=10.255.255.255 state=Up
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l NOTE

WNRFTA gateway SLBIFEEZLE , VPC Egress Gateway 4MEHH R EX W ETT.

ERIUER ETar

PAUR45R#E ACP 4.3.2 Fl1 Kube-OVN v1.15.13 177 WIE : 4 VPC Egress Gateway f,
BMNEIAE , bfdd CPU EK/BRHIA/ 50m/200m |
BEHEEARENXNFER , MAR A& 5mRS).

l NOTE

ERERENHSE. KEFERRERBHEREA SR kM A A,

BFD & & EIEAIAE EiX
1000ms / 1000ms X 100 4™ gateway / 200 4 . N
ERATR/INIERERE
5 gateway Pod
1500ms / 1500ms x 150 4> gateway / 300 4 {# A 1500 ms FRNEFE , FFEA NS
5 gateway Pod BIRE AN 5.

3000ms / 3000ms x 300 4 gateway / 600 4>

ERTHEAE,
5 gateway Pod
4000ms / 4000ms X 400 /" gateway / 800 4> . e
FRERENYMEBRERE.
5 gateway Pod

5000ms / 5000ms x 500 /™ gateway / 1000 4 N
AT 500-gateway HBE.
5 gateway Pod

STTHECEL 32 4~ vCPU # 96 GiB N72f{%E ] Egress Gateway F75 , 500ms / 500ms x3
BFD % &K bfdd 50m/200m CPU iERFRHIZTWIE , 8T AmL X4 200 4
gateway Pod,
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S EL 1,
REP T ERIRIE
UM RMERTRES S E R RE , RAE(ISBIRERERN 41 gateway K6

1. EH A%
2. BACE |, BIANNERESMES IP, T miE¥ask BFD R E
3. FHEEEZ Kube-OVN (KFERE .spec.image BF)

4. FEhf%k Egress Gateway Pod

HABTTIR

» RFC 5880 - Wit &l (BFD) -


https://datatracker.ietf.org/doc/rfc5880/
https://datatracker.ietf.org/doc/rfc5880/
https://datatracker.ietf.org/doc/rfc5880/

ECE Kube-OVN PIZ&IASTF Pod £ MI4& 4% - Alauda Container Platform

Q Alauda Container Platform Q =

Alauda Container Platform > %% > SCFEfEFg > Kube OVN > HECE Kube-OVN MR

Bl E Kube-OVN M4& A3 Pod £ M2& 20

SN BUAECE Kube-OVN , {F Pod BEB(E AL MLk #O.

f&Bf Multus CNI #1 Kube-OVN , #&AT LA Pod B in—AMgBhg , 38T Kube-OVN Subnet
A IPAM EIEZ L&) 1P ik,

l TIP

o EMLEEOMBEMEEO I IPv4A, IPv6 XA ML
o HHBHMZESZHF underlay #0 overlay X4&,

B=x

Fraaz Al
2% Multus CNI
#0E Multus CNI
BIEEAHBNRLE
B AB LML IEOM Pod
WUEMLR I
A1 K& Pod iEfi#
J37i% 2 1 )\ Pod NERKEE M4E 0
77i% 3 1 & Kube-OVN IP &I

AJERCE


http://localhost:4173/container_platform/zh/
http://localhost:4173/container_platform/zh/

ALE Kube-OVN L& ASTHF Pod £ M£k4EM - Alauda Container Platform
EE IP
SN
5| F[E]— NetworkAttachmentDefinition ] fiA Pod BCE E4MNEH

JEE Pod/ TYESR B BCE SISMNE R
1 Pod B EIRF I ANSMNE R
(a8t

FaZ B
TEHIRTHE LT &L -

o BT Kube-OVN {ERMLRIEME.
o BIRBREREMIAFMAIZE Kubernetes HIFAKIAR.
o kubectl BECEHRTTLAARBARERE.

L4 Multus CNI

ZFZ Multus CNI 3FH4

1. §i1F BIE ;1 > Marketplace > & B4,

2. #& ‘multus” , $A/51%#F “Alauda Container Platform Multi-Network”,
3. MR ARTIRGIAM  FREGNUN=RXER () , REitiF =K.

4. FFHRERESE A BREK".

l NOTE

Multus CNI JEEEEREAE CNI 345 Kubernetes Z [BJfIR (B4 , {§ Pod BEBIHE L MLEHEO.
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el FE =N RS

34 Pod RNIDEBNMLEIED |, BSERZMEE B — NetworkAttachmentDefinition,

5 : network-attachment-definition.yml

l NOTE

B E K provider 835 <NAME>.<NAMESPACE>.ovn , HH <NAME> F1 <NAMESPACE> 4 HIZIt,

NetworkAttachmentDefinition CR {4 #R &4 4 z5|a).,

NetworkAttachmentDefinition ZFAFAE RS (. ). &4 NetworkAttachmentDefinition R gEF

F—NFM., BOES N FMZBERFEHRE—1 NetworkAttachmentDefinition,

NE(F A underlay 3BINZ , 5% Subnet ] spec.vlan XE B VLAN CR &#K.

apiVersion: k8s.cni.cncf.io/v1l
kind: NetworkAttachmentDefinition
metadata:
name: attachnet
namespace: default
spec:
config: |-
{
"cniVersion": "0.3.0",
"type": "kube-ovn",
"server_socket": "/run/openvswitch/kube-ovn-daemon.sock",

"provider": "attachnet.default.ovn"

I LB IR

kubectl apply -f network-attachment-definition.yml

SR IE 5B O 1 — 4 Kube-OVN FR,

5 © subnet.yml
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l NOTE

spec.provider W05 NetworkAttachmentDefinition F ] provider {RF—%K,

apivVersion: kubeovn.io/v1l
kind: Subnet
metadata:
name: subnetl
spec:
cidrBlock: 172.22.0.0/16

provider: attachnet.default.ovn

& FRBE BT IR -

kubectl apply -f subnet.yml

BIZAF LI MEEHR Pod

NG L T, Bl — Pod , 3#f metadata.annotations 3|

NetworkAttachmentDefinition,

l NOTE

o JXfi# k8s.vl.cni.cncf.io/networks {#FH <NAMESPACE>/<NAME> &=, Hh

<NAMESPACE> F1 <NAME> #RIEXTN NetworkAttachmentDefinition f145 4 Z5 18] F 04 K.

o BIMZIHBIMG | FIEENESNIRKZME |, 6120

default/attachnet,default/attachnet2 ,
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apiVersion: vi
kind: Pod
metadata:
name: podl
annotations:
k8s.vil.cni.cncf.io/networks: default/attachnet
spec:
containers:
- name: web
image: nginx:latest
ports:

- containerPort: 80

NTHERSANMLIZAMTEREK , WAl IEE SKAHTHIS (40 Deployment 8K
StatefulSet) ] Pod #5EARF 15 E MLE MR, =B

apiVersion: apps/vil
kind: Deployment
metadata:
name: web-deployment
spec:
replicas: 3
selector:
matchLabels:
app: web
template:
metadata:
labels:
app: web
annotations:
k8s.vl.cni.cncf.io/networks: default/attachnet
spec:
containers:
- name: web
image: nginx:latest
ports:

- containerPort: 80
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Ko uE 28 % M

Pod iz1T/5 , BRI T IERIELER,

kubectl get pod podl -o yaml

KB PR CER
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metadata:

A& Kube-OVN MIZ& LS 3F Pod £ MZ&4% [ - Alauda Container Platform

annotations:

attachnet
attachnet
attachnet
attachnet
attachnet
attachnet
attachnet
attachnet

attachnet

.default
.default
.default
.default
.default
.default
.default
.default
.default

.ovn.

.ovn.

.ovn.

.ovn.

.ovn.

.ovn.

.ovn.,

.ovn.,

.ovn.,

kubernetes.
kubernetes.
kubernetes.
kubernetes.
kubernetes.
kubernetes.
kubernetes.
kubernetes.

kubernetes.

io/allocated: "true"

io/cidr: 172.22.0.0/16
io/gateway: 172.22.0.1
io/ip_address: 172.22.0.23
io/logical_router:
io/logical_switch: subnetl
io/mac_address: 02:
io/pod_nic_type: veth-pair

io/routed: "true"

ovn-cluster

66:77:88:99:aa

k8s.vl.cni.cncf.io/network-status:

[{

T

1]
k8s.

ovn.
ovn.
ovn.
ovn.
ovn.
ovn.
ovn.
ovn.

ovn.

"name":

"interface":

llipsll: [

"kube-ovn",

"ethG)",

"10.24.0.18/16"

1

"mac":

"dns":

"02:11:22:33:44:55",
"default":
{}

true,

"gateway": [
"10.24.0.1"

{

"name" :

"interface":

"ipS": [
"172

1,

"mac":

"dns":

vl.cni.cncf.io/networks:
kubernetes.
kubernetes.
kubernetes.
kubernetes.
kubernetes.
kubernetes.
kubernetes.
kubernetes.
kubernetes.

"default/attachnet",

llnet1",

.22.0.23"

"02:66:77:88:99:aa",
{3

io/allocated: "true"
io/cidr: 10.24.0.0/16

io/gateway: 10.24.0.1

default/attachnet

io/ip_address: 10.24.0.18/16

io/logical_router: ovn-cluster

io/logical_switch: ovn-default

io/mac_address:
io/pod_nic_type: veth-pair

io/routed: "true"

02:11:22:33:44:55
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7Ffi# k8s.vl.cni.cncf.io/network-status BRI Pod AR EORS , AFEFHEO
MBNEO., FEHRBIF , Pod BRAMLED © etho 2FX#HM , net1 ZEHBFEO.

FiR 2 0 M\ Pod NERHE M Lg 420

BT T B2 :
kubectl exec podl -- ifconfig
kubectl exec podl -- ip addr show

l NOTE

BT AN GSRRATRR GG . WRGEGTABIHT 164, BEAF—IwL.

ip addr show BIRHEHE :
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1: lo: <LOOPBACK,UP, LOWER_UP> mtu 65536 gdisc noqueue state UNKNOWN glen
1000
link/loopback 00:00:00:00:00:00 brd 00:00:00:00:00:00
inet 127.0.0.1/8 scope host 1o
valid_1ft forever preferred_1ft forever
inet6 ::1/128 scope host
valid_1ft forever preferred_1ft forever
151: ethe@if152: <BROADCAST,MULTICAST, UP, LOWER_UP,M-DOWN> mtu 1400 qdisc
noqueue state UP
link/ether ©02:11:22:33:44:55 brd ff:ff:ff:ff:ff:ff
inet 10.24.0.18/16 brd 10.24.255.255 scope global eth®
valid_1ft forever preferred_1ft forever
inet6 fe80::11:22ff:fe33:4455/64 scope link
valid_1ft forever preferred_1ft forever
153: netl1@if154: <BROADCAST,MULTICAST,UP, LOWER_UP,M-DOWN> mtu 1400 qdisc
noqueue state UP
link/ether 02:66:77:88:99:aa brd ff:ff:ff:ff:ff:ff
inet 172.22.0.23/16 brd 172.22.255.255 scope global netl
valid_1ft forever preferred_1ft forever
inet6 fe80::66:77ff:fe88:99aa/64 scope link

valid_1ft forever preferred_1ft forever

773% 3 - #7& Kube-OVN IP &J&
ZITA T4, WIERNMEO /K IP S EGDSR -

kubectl get ip | grep -w podl.default

RO
NAME V4IP V6IP MAC
NODE SUBNET
podl.default 10.24.0.18 02:11:22:33:44:55
node-1 ovn-default
podl.default.attachnet.default.ovn 172.22.0.23 02:66:77:88:99:aa

node-1 subnetil



RIpi =1

EE IP

o FMKIEN  EAFEONECETE IP #ulit , &K EH2 ovn.kubernetes.io/ip_address=
<IP> ¥NfNE| Pod,

o HHENMLRIED : BoNMEBNEO N ECEE IP Hhlt | SRR ovn B AR
NetworkAttachmentDefinition provider, 7~f :

attachnet.default.ovn.kubernetes.io/ip_address=172.22.0.101 ,

l TIP

X+ Deployment 5% StatefulSet T {Efa# , FJRATE Pod #ARFIEEEE IP 7Hi#.

bl =z

AT LA 3| FB[El— NetworkAttachmentDefinition T Pod , B A4 E Pod/ L{EtTaE AL & &4
iz 8=z

15| FA[El— NetworkAttachmentDefinition (K75 Pod BCE E15MNER

05| FiR— NetworkAttachmentDefinition i FT B HiBIMLEHE O BCE SSMNEH | 1B7E
NetworkAttachmentDefinition ECE SR routes FEX., 7~ :
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apiVersion: k8s.cni.cncf.io/v1l
kind: NetworkAttachmentDefinition
metadata:

name: attachnet

namespace: default

spec:
config: |-
{
"cniVersion": "0.3.0",
"type": "kube-ovn",
"server_socket": "/run/openvswitch/kube-ovn-daemon.sock",
"provider": "attachnet.default.ovn",
"routes": [{
"dst": "192.168.10.0/24",
"gw": "172.22.0.101"
b {
"dst": "192.168.20.0/24",
"gw": "172.22.0.102"
]
}
| note

VBRI ER R SR(E 4 o PRE A N B R85 R0 B8 sttt

JEE Podl e EECE SNSMNE R

EEE BRI O BCE INEH | B IEE
attachnet.default.ovn.kubernetes.io/routes ¥sA0Z|] Pod, 7~ :
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apiVersion: vi
kind: Pod
metadata:
name: podl
annotations:
k8s.vil.cni.cncf.io/networks: default/attachnet

attachnet.default.ovn.kubernetes.io/routes: |-

[{
"dst": "192.168.10.0/24",

"gw": "172.22.0.101"

spec:
containers:
- name: web

image: nginx:latest
ports:

- containerPort: 80

X§F Deployment 8%, StatefulSet ST {Efazk , HATIALE Pod RIS E M EFAE. =PI :
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apiVersion: apps/vil
kind: Deployment
metadata:
name: web-deployment
spec:
replicas: 3
selector:
matchLabels:
app: web
template:
metadata:
labels:
app: web
annotations:
k8s.vl.cni.cncf.io/networks: default/attachnet

attachnet.default.ovn.kubernetes.io/routes: |-

[{
"dst": "192.168.10.0/24",
"gw": "172.22.0.101"
]
spec:
containers:
- name: web

image: nginx:latest
ports:

- containerPort: 80

£ Pod FEERFRUEESNE

ALEIA /G , 7£ Pod NEMRIEAIKERSE

kubectl exec podl -- ip route show

2 , MRBEBTIRE ip , BER route -n

kubectl exec podl -- route -n

ip route show MRIZRBIEIE :
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default via 10.24.0.1 dev etho
10.24.0.0/16 dev eth® proto kernel scope link src 10.24.0.2

172.22.0.0/16 dev netl proto kernel scope link src 172.22.0.101
192.168.10.0/24 via 172.22.0.101 dev net1l

MR PR BRIV KB ARF ML E , /B8 ZE NetworkAttachmentDefinition 2 Pod 73 fi#
K routes ECE , AREMAVE Pod , AEFHNF CNI ALE.

AR = B
NGINX® 2 F5, Inc. 763 R EABER MK #EMTI.

Alauda BV RET. A7=55 F5, Inc. TTXREX , IRRBRATHOIA RSN, T RARSHRH &
BIEENA , (XATHHRER.



Fl & & h M % - Alauda Container Platform

Q Alauda Container Platform Q

Alauda Container Platform > M%& > StFFEES > Kube OVN > EEE &AL

=R ih TIPS

MR AVFF RN Pods fEREIRE IP JiRISMEMLE . XFEMLKET, 1P B RBMETAIE
MNERSFRLIE4GRTHER , RAXLRFTERFFEFREFS TR IP KRE. £
EHhHAMKREAT , kB Pods KIFTE HHRERSLERIEE NN KT REEA , AmskElg—
R4 SR g SR BB T AN M 9

l NOTE

HEh X F M T Pods NEEEIE hostport B externalTrafficPolicy: Local [#] NodePort 2§

7l Service Vj]a],

MRRAELEFMANRIRERAEE 1P RSMNBML , ATEITA L aSTemggs , U
¥ Subnet I KIEENEE NEFK, EEFRAMKERT , kB Pods ilASMIP ML HI%R
EALEHEBINFET RN ovne MK, REETENNKEINEIML, 4
natoutgoing A true B, Pod ifj[a]4MIBIRNEE B4 A4S B 1T M 1P,

EFRAMIRBIINT , HF gatewayType FELA centralized , gatewayNode A
Kubernetes F4&E 1,25/ NodeName,


http://localhost:4173/container_platform/zh/
http://localhost:4173/container_platform/zh/

fiR & &M 5% - Alauda Container Platform

apiVersion: kubeovn.io/vi1l

kind: Subnet

metadata:
name: centralized

spec:
protocol: IPv4
cidrBlock: 10.166.0.0/16
default: false
excludelps:
- 10.166.0.1
gateway: 10.166.0.1
gatewayType: centralized
gatewayNode: '"nodel, node2"
natoOutgoing: true

o MREFAMKRFEALUEMBIEEE VST EMF , gatewayNode FEFNATABA

kube-ovn-worker:172.18.0.2, kube-ovn-control-plane:172.18.0.3 ,

e H Kube-OVNv1.12.0 #& , Subnet crd EXFHIET enableEcmp spec FE , BT¥
ECMP FFRIIBEIFMEA. RATMRIERRIKF MR EEREM ECMP 53,  kube-
ovn-controller deployment Fi] enable-ecmp S¥EAHFEH. FEFAKEI v1.12.0
&, ZETRARFMIF R B ARE RS HAIE.

l NOTE

EEFM K ECMP 13T , kube-ovn-controller &1 ping RV UKZ , 55 RN | 3
£ 5s-10s NEAHIED , AR A METREA KRR,

EEPAMKXEREXT , BEVHRET Node Ready RE , ZEWTERIEN FOJREFE /LA A BETT
R

B=x

{F A Label 1E#23F5 € BT



fiR & &M 5% - Alauda Container Platform

{£/ Label 3t#2518

(&7 BEIFEE T RBFRIN
MR
K=,

l NOTE

o IR gatewayNode AT,
o ZNMEEBRZIBIXA OR gt

o YT label RAETET , RGia

apiVersion: kubeovn.io/v1

kind: Subnet

metadata:
name:

spec:
protocol: IPv4
cidrBlock: 10.166.0.0/16
default:
excludelps:
- 10.166.0.1

gateway: 10.166.0.1

false

gatewayType: centralized
gatewayNodeSelectors:
- matchLabels:
role: gateway

- matchExpressions:

- key: node-type
operator: In
values:

natOutgoing: true

NHEH ER gatewayNode

["gateway",

ERRT R

(RO PAER gatewayNodeSelectors JBIY label j
XMAREMRIE , FEHEATHTREHRAEE , B T EIRIE label shESEFERK

1T E—LEEE — ST
BEEHM KT RS,

centralized-selector

"egress"]

VPR BN E

, 2 gatewayNodeSelectors ,

RS AR T R



fit’ & IPPool - Alauda Container Platform

Q Alauda Container Platform

Alauda Container Platform > % > SCFEFSEg > Kube OVN > BZE IPPool

BZE IPPool

IPPool 2Lt Subnet BRI IPAM B8, &AJRUEI IPPool ¥ A% 8
T, RSN RTHEE S N & TN,

Bk

WA
B IPPool
{£F3 IPPool
EEEM

FIbRF=E

wt A

£ IPPool

AT 22— 7R :


http://localhost:4173/container_platform/zh/
http://localhost:4173/container_platform/zh/

fit’ & IPPool - Alauda Container Platform

apiVersion: kubeovn.io/vi1l
kind: IPPool
metadata:
name: pool-1
spec:
subnet: ovn-default @
ips:‘?}
- "10.16.0.201"
- "10.16.0.210/30"
- "10.16.0.220..10.16.0.230"

namespaces: e
- ns-1

IPPool fT/@m+FM .
IPSEEE., XIFMMET : <IP>. <CIDR> F <IP1>..<IP2>, [EIXX# IPv4 F1 IPv6,

IPPool 4B P 1Edn & 18], 4PEdn 4 I8P Pod R4 WEBER IPPool A %RER IP , T
MF M EABTEEERER (P,

o0 0

xR

N

{& H IPPool

ZM IPPool FIEHLSEL IP , RFEH IPPool BBERIFTHRRG 2 TR, SIERSPE & A K
Pod Bt , 3 IP ¥4 AAEEZE IPPool SRR,

l NOTE

# IPPool SBEZIds A A1 A , AR A IPPool BB MZEEZI T kdn 4 (A,

#RRATPUET annotation % IPPool 424 Pod :



fit’ & IPPool - Alauda Container Platform

apiVersion: vi
kind: Pod
metadata:
name: pod-1
annotations:
ovn.kubernetes.io/ip_pool: pool-1
spec:
containers:
- name: web

image: nginx:latest

SF T EtEk , W5 1E Deployment, StatefulSet &R Pod 14k 4 {# F annotation :

apiVersion: apps/vi
kind: Deployment
metadata:
name: deploy-1
spec:
replicas: 1
selector:
matchLabels:
app: web
template:
metadata:
labels:
app: web
annotations:
ovn.kubernetes.io/ip_pool: pool-1
spec:
containers:
- hame: web

image: nginx:latest

AY

FEEI

1. MRS Fixed Addresses IhEEFZ , IPPool & FRAEER IP Hudik,
2. A ERRE FMSEER IP #ullk |, {B1XLE IP RE&EH.
3. BTR—FMEAIE IPPool REEABEZR IP L.



4. .spec.ips FERUIIRIBEEMATEHN. {FAERESILRIER.
5. IPPool 247 FMIFREE IP. M IPPool NS AL IP #u3ERT |, 3$8kiT IPPool 36 NI TR

22 1P,
6. NFMFFEHLEC IP LR | KHERZF M FE IPPool i IP ST,

7. F—dr & =R UGEZ A IPPool,

Byl
NGINX® & F5, Inc. 7E3EE & E M E R X HE MR,

Alauda BMSTHNVE, AF=6R5 F5, Inc. IRBAEAREK , LARRSHIATSZE). B RARS
BHEXBMAEENA , HAMERXLEMUBTIRRE K.



Q Alauda Container Platform Q

Alauda Container Platform > M4& > SCH$ER5 > Kube OVN > HCE MTU

ACE MTU

£ Kube-OVN & , MTU (Maximum Transmission Unit , sx K{EHETT) IR BX TR =R{EMN
BMREHBAIIRENS AEXREE. MTU ENXT IJEMLE _EEHKEERERA KN

EOAMBILT , Kube-OVN AGMREMIEMLEIZOM MTU |, FHEIRE BIARER AR
MTU, ARid , ERELGRT , ¢RATREFE A Kube-OVN HIRIZRAE MR E X MTU iRE,

H=x

BRIA MTU 174

BEX MTURE
£& MTU BCE
RFMECE MTU

A MTU 1724

Kube-OVN £ Baiteil1EEN EYEREXIZOR MTU , FFAERA Pod A OVS #HEE
MTU,

EBEEMLXF | Kube-OVN &K MTU RUEEC VXLAN 5k Geneve £3FF48. MTU It E A
anF


http://localhost:4173/container_platform/zh/
http://localhost:4173/container_platform/zh/

TSIt f%18 1P hRA

IPv4
Geneve

IPv6

IPv4
VXLAN

IPv6

MTU i+E A=

YIEEMER A MTU -

YIHERIER A MTU -

YIFERER A MTU

PREM RN MTU

FEREMLET | MTU SR EASYIEMLED MTU —2,

HEN MTUERE

FRAIPST S EEME 2 BEE N MTU , AT UM AammicE.

I WARNING

100

120

-50

-70

AERSAE MTU WE A RES SBIMKMREEE , BEEEREANS . BEHTER AR

MTU RESREMEEMR RS .

| A0 MTU B e/ E 5

LR MTU NBYMESEZRARER , YRERRTE Pod , IR MTU fEB MRS —4

.
P ATEXFHL ?

OVsS WEfimA (B2 ovno ) KBRS br-int FERKFHEAOFTH &/ MTU (EABCH

MTU, ZATAEU TSR+ LHEREERD

1. {RAFT Pod BLE T KM MTU &
2. —LIAE Pod {39A 18 FR IR ST/ INK MTU

3. BTE/NMTU RN, ovno #HOANREBE/NK MTU

4. BEURBERE ovne B MTU RS, fEAEX MTU i) Pod RHHIRESHES



fRAFE . RS MTURESR , XA Pod , IHIREENMLE 12 LR MTU FCE—3L.

l NOTE

MTU BCEAE R SXTHBIEK Pod £3%. A Pod 2MRERiA MTU RE , ERIE(THEREY
B, #XEBH MTU RENERAL Pod /3.

£/ MTU fcE

ERNBEEMERELR MTU , ITEH kube-ovn-cni DaemonSet & 4S%k, izl , &
¥4£ [/ MTU EE R 1400 , A7 LRI T 770E #1 DaemonSet :

kubectl -n kube-system edit ds kube-ovn-cni

RiE , ERBSEPIRNBREF --mtu=1400 S :



B & MTU - Alauda Container Platform

apiVersion: apps/vil
kind: DaemonSet
metadata:
kubernetes.io/description: |
This daemon set launches the kube-ovn cni daemon.
name: kube-ovn-cni
namespace: kube-system
spec:
selector:
matchLabels:
app: kube-ovn-cni
template:
metadata:
labels:
app: kube-ovn-cni
component: network
type: infra
spec:
containers:
- name: cni-server
args:
- --mtu=1400

l NOTE

2/ MTU RERFINEEME. STREMS , BABLT MTU DEYEEMEZERO MTU RF—
=,

R WELE MTU

AT PUB T A FECEFTEE mtu FESRABANFRIRE MTU, #ia0 , ¥ EMFET
MR MTU & &R 1450 , AT RUERL T4 -

kubectl patch subnet my-subnet --type merge -p '{"spec": {"mtu": 1450}}'

B EZZFMME R/ MTU RE.



EZE MTU - Alauda Container Platform




fE BGP - Alauda Container Platform

0 Alauda Container Platform Q

Alauda Container Platform > Mz& > StFFEES > Kube OVN > HBZE BGP

A.E BGP

Kube-OVN AJA{E A BGP ¥ Pod #1 Subnet f&FIBEEISMBMLE . EERLINRE | BEEE
M (BFTE) TRLERI kube-ovn-speaker , FFAHBEMNERSNTUIRIK Pod Bk Subnet 7

fil ovn.kubernetes.io/bgp JEfi,

kube-ovn-speaker {ff GoBGP ~ AfikH , T —EENES.

B=x

L4 kube-ovn-speaker
& 47 Pod 1 Subnet &8
B RRE

BGP 54

I kube-ovn-speaker

1Z1T kube-ovn-speaker M RUMIBEBAZIREIRE. HAHEERE speaker BT s IR
%

kubectl label nodes speaker-node-1 ovn.kubernetes.io/bgp=true

kubectl label nodes speaker-node-2 ovn.kubernetes.io/bgp=true


https://osrg.github.io/gobgp/
https://osrg.github.io/gobgp/
https://osrg.github.io/gobgp/
http://localhost:4173/container_platform/zh/
http://localhost:4173/container_platform/zh/

fE BGP - Alauda Container Platform

l NOTE

WIE1TEZ A kube-ovn-speaker SRBIES , A KAHIEISH LA MISH. LSRRI MIIFZ K
12 ECMP,

MEREIEERE Kube-OVN hRAILECE) tag 3k branch % speaker.yaml (5 kube-ovn 4%
% tag fR¥F—20) , B0 :

wget https://raw.githubusercontent.com/kubeovn/kube-ovn/release-1.15/yaml

s/speaker.yaml

RIEFEAEIERFH BGP 2%4,

MRIFAF =D LXK

--neighbor-address=10.32.32.254
--neighbor-ipv6-address=2409:AB00:AB0O0:2000: : AFB: 8AFE
--neighbor-as=65030

- --cluster-as=65000

AMRARE —XS2HA,

- --neighbor-address=10.32.32.252,10.32.32.253

- --neighbor-ipv6-address=2409:AB00:AB00O:2000: :AFB:8AFC,2409:AB00:AB00O: 20
00: :AFB:8AFD

- --neighbor-as=65030

- --cluster-as=65000

e neighbor-address : BGP XJEe{Atit , @F AKHZEM X,
e neighbor-as : BGP XEHAMBIERSS.

o cluster-as : ResMNEHBEIRRES.

R IEE

kubectl apply -f speaker.yaml



fE BGP - Alauda Container Platform

&% Pod #0 Subnet j&H

X+F Subnet ] BGP §H , &% Subnet £ natoutgoing XEA false , PME Pod IP
ATABE#EREMLE ERA.

LA IEREHES

kubectl annotate pod sample ovn.kubernetes.io/bgp=true
kubectl annotate subnet ovn-default ovn.kubernetes.io/bgp=true

fERox LR UFIEE S

kubectl annotate pod sample ovn.kubernetes.io/bgp-
kubectl annotate subnet ovn-default ovn.kubernetes.io/bgp-

BREMERARRERITA , ESI BERE,

. KA
B RE
kube-ovn-speaker XFFHFPIRER :

e Cluster : B}EEANT S HEHIETAB X IP ) Pod , thA&HEA speaker B4 Pod IP
Subnet CIDR, SMNSRIRE ] A A{TTIZTT speaker T m , RARAEEHANIHEA. TeES
FEAERSNEKE . Pod A Subnet fRIERIA SRBER 4 A T0

e Local : {XHSSRAEXLE Pod (T S LK) speaker 8% Pod IP (8(E Subnet #AREA
BGP f{] Pod) , SMIBIREAREITEREIZITHT & , AR,

l NOTE

ST Local kB , BE EEASI T R EEPZE kube-ovn-speaker , ZNR Pod HEZIXH speaker
Komt  EIPRASHES.

AT ovn.kubernetes.io/bgp JEfRFEA Pod B Subnet B X REE



fE BGP - Alauda Container Platform

e ovn.kubernetes.io/bgp=cluster , BKERIAM] ovn.kubernetes.io/bgp=yes , &
Cluster KB,

e ovn.kubernetes.io/bgp=local ¥Ef¥ Local KEg,

BGP 5 4k1%ET
kube-ovn-speaker AMEFMIRIIFUTEIINSE -

auth-password : BGP XTEe{KHZAE,

holdtime : BGP fR#FiY[A] ; FELLASEESRIRBIRERLDERHEBIE (A0 ) |

graceful-restart : J2f BGP Graceful Restart,

graceful-restart-time : Graceful Restart B5f[8] (RFC 4724 % 3 1) .

graceful-restart-deferral-time : Graceful Restart #E3R04[8) (RFC 4724 55 4.1

——

™) .

e passivemode : speaker {FESEE (WAHED) .

e ebgp-multihop : EBGP ZHBkXIHAEM TTL (ZWA 1) .



A Kube-OVN Underlay MR ECE IPv4 3% - Alauda Container Platform

Q Alauda Container Platform Q

Alauda Container Platform > & > SKFI$ER > Kube OVN > A Kube-OVN Underlay K

5 Kube-OVN Underlay M:EACE IPv4 £3%

AAEFENBANTA Kube-OVN Underlay FM i TEREBEA IPv4 ZiEE(E. AFMEHRH
multicast snooping f& , Kube-OVN £7EXF ) OVN 24535 #4,_EHCE multicast snooping #1

multicast querier,

HECEIRF M BIHER ., ERASENER=ZEMLE ZBAECE multicast routing , ASECE4FIE
| SRR #AN

Bk

FFihZ HT

Ja A Multicast Snooping
{8 Web %4

BERRLELER

<[] Multicast Snooping

FFIRZ |l

BHARIE AR 50

e ACP version : 4.2

o BHFME— Kube-OVN Underlay ¥R , B spec.protocol i®&E&EX 1IPv4 ., IPv6 H
W F PR EARTERETLEN,


http://localhost:4173/container_platform/zh/
http://localhost:4173/container_platform/zh/

A Kube-OVN Underlay MR ECE IPv4 3% - Alauda Container Platform

o YIEMLK BRI % Kube-OVN Underlay #1845 SERHER: .

o ZFME/DH—/A]H IP H#ufit, J2F multicast snooping f& , Kube-OVN £ A+ M 4E—
A multicast querier, % querier &1 FF M gl — ] B 1P #ubit AR — N B shA ik
A MAC ik,

o YIERMLK S0 VFR A T4 FBRK multicast group #1 IGMP iR E.

WRYBEAZIASRA T IGMP snooping , ESMEEIE RUME , MARTAEIERERT af0sh
BHmA VLAN i 23 E) multicast AKX R, AR BRI ALA querier F1 IGMP
snooping 1T AR 8ER FTA A,

JaF Multicast Snooping

{$ 8 Web =54

1Lt EHA,

2. \TREBEY Cluster THiFIzk+ 154 B AREERE.

3. EEMSHUAZSF , RFF Clusters , #A /58 Resources,

4. ERIFRRIETHA FM. JRIT Correlated with Cluster , #Aj715t4F X

( kubeovn.io ),

5. B BAR Underlay FRSSHRRIESR S (1) |, A/51%EH¥F Update,

6. £ spec H¥RA0 enableMulticastSnoop: true :

spec:
enableMulticastSnoop: true

7. B Update,

STFEANFEAE multicast JiER) Underlay & , R _EIABIR,

BAMELER

EFTTAUE , £ Web ZHIAHER BT ME YAML , FHEIERATFEL



25 Kube-OVN Underlay P4&ECE IPv4 %38 - Alauda Container Platform
e spec.enableMulticastSnoop A true , FR/~EJ2F multicast snooping,

e status.mcastQuerierIP #1 status.mcastQuerierMAC B1H , TR AIE multicast

querier,

0K querier IP 3¢ MAC #titib A% | BRI FMAE T A IP ik,

<#] Multicast Snooping

£ Web =585 FTFFBHRFME YAML , 4 spec.enableMulticastSnoop ®REA
false , AJ5EiF Update,

EHTEASE . Kube-OVN £%7% querier IP 1 MAC #BtlE , status.mcastQuerierIP 0

status.mcastQuerierMAC tHE&AT AT,



fit’® Endpoint Health Checker - Alauda Container Platform

0 Alauda Container Platform

Alauda Container Platform > %% > SCAFEEE > BoE Endpoint Health Checker

BZE Endpoint Health Checker

Bk

R
FEIEE
Rk
@it Marketplace &%
TR
2 PRI A
W LTRE
R ERFE
MRt
RS
Pod &5IiE# (#H7)
x§F ALB
$+F IngressNginx
XF EnvoyGateway
X FBEEE
Pod &% readinessGates (|AkR)
ENEK
FIARF=EA


http://localhost:4173/container_platform/zh/
http://localhost:4173/container_platform/zh/

iR

Endpoint Health Checker —MERHEM , BT ETAETE k8s B IRFin AR BRE.
ELBAMNNRFHEEARRIOER , HRIRENIEBZIR RIS , AT KRS K5
MEFIRT A,

TEINRE

o BTNERISIS | FFERIETS k8s S RF AR S un m AR RIKE

o TFINEREN : BIINIRF T B RN R

o JRSAIRME - MRAEE ™2 R E R AimR

o PRIEGIEHETS £ RBTEIE) , Kima P ASE ) 40s 4552 % 10s

R

#iT Marketplace &3

1. SHZE E1E 5 > Marketplace > &£ B4,

2. 1£3E4%3R$PIE A "Alauda Container Platform Endpoint Health Checker",
3. \it BE , ITHALKEENMH.
4. EEBRCEXNEES , B RLEERE TS

g DS

FLEFRZERRS |, BIFSRE Endpoint Health Checker 284K i5 1 TAEMRLLT &

RS \ ‘ 3

o R R0 ATRINS AR RMESRT
. BLERLE , AR Endpoint Health Checker B¢HABEIAHHEITRHT
TREDE

RE. /T RN ATRMS MRS, EMRUNALE.

5. il Tk ARRE AL,
6. FFHBIPREZA "AE",



TRl

2 RIS B H

Endpoint Health Checker —/% FIR@ RIEI=A L , AR G ER Endpoint 7 &3R4k
ME. BETEERS Endpoint 3B EHH AT APIKSRIILX — B4R,

Endpoint Health Checker (I T{EARZ0TF :

1 RF A : IRAERPECE A TR R IITHMARSH Pod,
2. Pod @ RITHT : \1E MRS Endpoint 243735 K Pod MR ERETRE.
3. EFMRRKE : FRAAECERNRMPITESNR RS :
o TCP KT : B3 TCP & UIIFE A £ A A,
4. Endpoint 3 : B3RS Endpoint FIIZRPFEERAERK Endpoint , B ErmEIkE

KB,

BRI E IR

BFEREREEIE

o ETE : {#H Kubernetes SE&IRETNTEIEIRETNEE R ME W IAR FRTEFR.
o W4 © 1 B#F Endpoint 350 &3 TCP ¥R , IABIEH AT IIAME.

o NEREOUE : WEIBROKAS, I AHAIFINE , PARE Endpoint FfE BRAK L.
o BahiRERTS : WIRS Endpoint §3RkP &R TTE N Bk fE R Endpoint,

MERER
o ZBIRITTIE : R kubelet LBVSI | FEBRB KX 40 7.

o YRIKFAIE : EFPIT Endpoint EFRAEE , KINAYIHRESE 10 1,
o BUAWR : BFRTT ALB + MetallB HIFLET st B A AR 55 7T M.



fit’® Endpoint Health Checker - Alauda Container Platform
AT &
ATRUBE LT RFM T IARERREE
Pod &HIERE (HefF)

X+ ALB

WHE ALB2 M alb.cpaas.io/pod-annotations JEfi#.

apiVersion: crd.alauda.io/v2
kind: ALB2
metadata:
annotations:
alb.cpaas.io/pod-annotations: '{"endpoint-health-checker.io/enable
d":"true"}'
name: demo-alb
spec:
config:
loadbalancerName: demo-alb
nodeSelector:
ingress: 'true'
replicas: 1

type: nginx

X¥F IngressNginx

1. &% ingress-nginx

2. ff IngressNginx M .spec.controller.podAnnotations Hi&E podAnnotations ,



fit’® Endpoint Health Checker - Alauda Container Platform

apiVersion: ingress-nginx.alauda.io/v1l
kind: IngressNginx
metadata:
name: demo
namespace: ingress-nginx-operator
spec:
controller:
replicaCount: 1
podAnnotations:

endpoint-health-checker.io/enabled: 'true'

XIF EnvoyGateway

REBANMTAE Envoy Gateway 0 Pod JEf# KIERME | FERIERMREN endpoint-

health-checker.io/enabled: 'true' .

T B ENEE

£ Deployment [] .spec.template.metadata.annotations ®i{&E annotations ,



fit’® Endpoint Health Checker - Alauda Container Platform

apiVersion: apps/vil
kind: Deployment
metadata:
name: demo
spec:
replicas: 1
selector:
matchLabels:
app: demo
template:
metadata:
labels:
app: demo
annotations:
endpoint-health-checker.io/enabled: 'true'
spec:
containers:
- name: container
ports:

- containerPort: 8080
livenessProbe:
tcpSocket:

port: 8080
initialDelaySeconds: 15
periodSeconds: 10

readinessProbe:
tcpSocket:

port: 8080
initialDelaySeconds: 5

periodSeconds: 5

Pod £ 5| readinessGates (|HAR)

SHF|BRRAS |, 35 4E Pod spec FECE readinessGates :



B & Endpoint Health Checker - Alauda Container Platform

apiVersion: apps/vil
kind: Deployment
metadata:
name: pod-legacy
namespace: cpaas-system
spec:
replicas: 3
selector:
matchLabels:
app: pod-legacy
template:
metadata:
labels:
app: pod-legacy
spec:
readinessGates:
- conditionType: 'endpointHealthCheckSuccess'
containers:
- name: container
image: your-image:latest
ports:

- containerPort: 8080
livenessProbe:
tcpSocket:

port: 8080
initialDelaySeconds: 15
periodSeconds: 10

readinessProbe:
tcpSocket:

port: 8080
initialDelaySeconds: 5

periodSeconds: 5

7EE : readinessGates BLEREIHMRA., XTFHEE , EXEMH Pod /% endpoint-

health-checker.io/enabled: 'true' .

N

FENE Endpoint Health Checker :



K2 Endpoint Health Checker - Alauda Container Platform
1. SAZE BI1E 5 > Marketplace > & #HfH4E,
2. A2 %MK "Endpoint Health Checker" #5{5,
3. BT | AR JEiedR EEK.
4. ARIEARINAAEDZ.

AR = A

Envoy® £ The Linux Foundation f7E M E#x.
NGINX® &2 F5, Inc. 7E£E R HAEZRAX HEMEAF.
MetalLB™ 2 The Linux Foundation 4R,

Alauda BTN, AFF5-5 The Linux Foundation g% F5, Inc. JToXEE |, hkHAEEIATEK
%), MAMMHPRESBEMEENE , A FERXLERMUBTIMRE K.



ALB f1{E%5 - Alauda Container Platform

Q Alauda Container Platform

Alauda Container Platform > & > SCFEFEEZ > alb > ALB 1%

ALB HES

Bk

2nAT 4 alb-operator % & NodeSelector #1 Tolerations

014 alb 1% ® NodeSelector 1 Tolerations

FIbRF=E

447 %) alb-operator 1% & NodeSelector #

Tolerations

B deployment &R


http://localhost:4173/container_platform/zh/
http://localhost:4173/container_platform/zh/

ALB #){£%- - Alauda Container Platform

kubectl patch subscription ingress-nginx-operator -n ingress-nginx-operat

or --type='merge' -p '
{
"spec": {
"config": {

"nodeSelector": {

"node-role.kubernetes.io/infra": ""

3
"tolerations": [
{
"effect": "NoSchedule",
"key": "node-role.kubernetes.io/infra",
"operator": "Equal",
"value": "reserved"
}
]

204~ alb 1% & NodeSelector #1 Tolerations

BH alb WK
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kubectl patch alb2 $NAME -n $MS --type='merge' -p '

{
"metadata": {
"annotations": {

"alb.cpaas.io/toleration": "[{\"key\":\"node-role.kubernetes.io/inf
ra\",\"operator\":\"Equal\",\"value\":\"reserved\",\"effect\":\"NoSchedul
e\"}]"

}
3
"spec": {
"config": {
"nodeSelector": {
"node-role.kubernetes.io/infra": ""
}
}
}
3

BNzl

NGINX® 2 F5, Inc. 1£3EE R HhE RAMX KR,

Alauda B—FIMI VA, AF=@S F5, Inc. ToX , UARRBIATTSHER. FBERMRSANE
FEBEBENMT , HANATIHREK.
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TBIIT

{# A Envoy Gateway ¥ OpenShift Container Platform (OCP) Routes 13#%%!| Kubernetes

Gateway API HTTPRoutes, {#RRATRINAERIS RS | K54 OCP Route Thagitit A%
i) Gateway API BtE .,

AR 561

1. & EnvoyGatewayCtl
2. ic & Gateway

3. AT fi# Gateway API Routes

HZX HTTP Route

OCP Route it &

7£ OCP 7 , {# Route RIESIZEHRZA HTTP route :

apiVersion: route.openshift.io/v1
kind: Route
metadata:
name: example-route
namespace: demo
spec:
host: example.com a
to:‘B}
kind: Service
name: example-service

port: @

targetPort: 8080

@ route EH L
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@ R s
© RS LB RSO

Gateway API BiCE

1£ Gateway APl § , {#f§ HTTPRoute BCE 3 INEE -

apiVersion: gateway.networking.k8s.io/v1l
kind: HTTPRoute
metadata:
name: example-route
namespace: demo
spec:
hostnames: )
- example.com
parentRefs: e
- name: demo-gateway
namespace: demo

rules:
- backendRefs: e
- name: example-service

port: 8080

@ 1t route FEZHENL (58T OCP Route ] host )
@ xf Gateway listener f3| /i
© FEiEREfE0

Route 7

OCP Route it &

f£ OCP = , {ERIEMRECE AT
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apiVersion: route.openshift.io/vi1
kind: Route
metadata:
name: example-route
annotations:
haproxy.router.openshift.io/timeout: 30s e
haproxy.router.openshift.io/timeout-tunnel: ﬂwea
spec:
host: example.com
to:
kind: Service

name: example-service

@ HTTP &K% H R AT
@ [%EEENER (WebSocket, HTTP/2 %)

Gateway API fit &

1£ Gateway APl § , £ HTTPRoute LA AL E BT -

apiVersion: gateway.networking.k8s.io/v1l
kind: HTTPRoute
metadata:
name: example-route
namespace: demo
spec:
hostnames:
- example.com
parentRefs:
- name: demo-gateway
rules:
- backendRefs:
- name: example-service
port: 8080
timeouts: e
request: 30s

backendRequest: 25s

@ SRigeicE
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BREZHMER  ESIEKER 7,

l NOTE

Gateway AP| & B %1 X EEREAIMBES, request BENERT A IERZE,

HTTP Ei&{ZHiE (HSTS)

OCP Route it &

f£ OCP 7, {ERHIN G ILSREHMNE route ERERMECE HSTS :

apiVersion: route.openshift.io/v1
kind: Route
metadata:
name: example-route
annotations:
haproxy.router.openshift.io/hsts_header: max-age=31536000;includeSubD
omains;preload e
spec:
host: example.com
to:
kind: Service
name: example-service
tls:

termination: edge

@ HSTS ARkELE

Gateway API BiCE

1£ Gateway API F |, {FRla ARk MEHECE HSTS :


https://gateway-api.sigs.k8s.io/api-types/httproute/#timeouts-optional
https://gateway-api.sigs.k8s.io/api-types/httproute/#timeouts-optional
https://gateway-api.sigs.k8s.io/api-types/httproute/#timeouts-optional
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apiVersion: gateway.networking.k8s.io/v1l
kind: HTTPRoute
metadata:
name: example-route
namespace: demo
spec:
hostnames:
- example.com
parentRefs:
- name: demo-gateway
rules:

- filters: e

- type: ResponseHeaderModifier

responseHeaderModifier:

add:
- name: Strict-Transport-Security
value: max-age=31536000;includeSubDomains;preload
backendRefs:

- name: example-service

port: 8080

@ @R HSTS ARk

BXREZHMESR , TSP HTTP kB 7.

l NOTE

5 OCP ] requiredHsTSPolicies &EESuERFINGIAE , Gateway APl Zsk4t T84 route 13
ITEREE. Gateway APl i&HB 4L [ HSTS KEEEHIHH]. ACP T Envoy Gateway ]

ClientTrafficPolicy ¥ JEIZ{H Gateway SEEIR HSTS ; AXEZEE , B2 MMTEE
HSTS.

ET Cookie BIATVEFMME

OCP Route it E

£ OCP = , {#F annotations ECE &G =40 -


https://gateway-api.sigs.k8s.io/guides/http-header-modifier/
https://gateway-api.sigs.k8s.io/guides/http-header-modifier/
https://gateway-api.sigs.k8s.io/guides/http-header-modifier/
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apiVersion: route.openshift.io/vi1
kind: Route

metadata:
name: example-route

annotations:
haproxy.router.openshift.io/balance: sourcec
haproxy.router.openshift.io/disable_cookies: "false"
router.openshift.io/cookie_name: my—cookiee

spec:

host: example.com

to:
kind: Service

name: example-service

O EnEE
@ SRET Cookie HIATEFRRIE
€© FBTLFEFXMM Cookie ZHR

Gateway API Bt &

1f Gateway API &1 | £ HTTPRoute ¥ ELEFRFZ M
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apiVersion: gateway.networking.k8s.io/v1l
kind: HTTPRoute
metadata:
name: example-route
namespace: demo
spec:
hostnames:
- example.com
parentRefs:
- name: demo-gateway
rules:
- backendRefs:
- name: example-service
port: 8080
sessionPersistence: a
type: Cookie
sessionName: my-cookie
cookieConfig:
lifetimeType: Permanent @

SVEFFAMACE
@ Cookie £MEAMIZEL : permanent (FEREHRAEZ AMRFF) 3K session (NMRERK
iliaput)

BREZFHIMER  FSRSEFAMERMEE 7.

ET IR

OCP Route it E

1£ OCP F , T2 ER{ER path FE :


https://gateway-api.sigs.k8s.io/reference/spec#sessionpersistence
https://gateway-api.sigs.k8s.io/reference/spec#sessionpersistence
https://gateway-api.sigs.k8s.io/reference/spec#sessionpersistence
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apiVersion: route.openshift.io/vi1
kind: Route
metadata:

name: example-route
spec:

host: example.com

path: /api e

to:

kind: Service

name: example-service
O ATEERNBKZIS

Gateway API Bt &

1E Gateway API &1 | 7£ HTTPRoute LU= A & %12 IUAL

apiVersion: gateway.networking.k8s.io/v1l
kind: HTTPRoute
metadata:

name: example-route

namespace: demo
spec:

hostnames:

- example.com
parentRefs:

- name: demo-gateway

type: PathPrefix
value: /api
backendRefs:

- name: example-service
port: 8080

@ LR E

Gateway API 7352 FHlLECZER!
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o Pathprefix : ULECEERIZAIAR (ST OCP MIBKIATTA)
e Exact : ULECHAYVIIRIZ
o RegularExpression : {#IENFRERFHITILAD

BREZVFHAESE , B35 HTTPRoute LR,

PRRIEH

OCP Route it &

7£ OCP & , {#/ annotations & Frk :

apiVersion: route.openshift.io/v1
kind: Route
metadata:
name: example-route
annotations:
haproxy.router.openshift.io/response-set-header: X-Custom-Header:valu
-@
haproxy.router.openshift.io/request-set-header: X-Request-Header:valu
-@
spec:
host: example.com
to:
kind: Service

name: example-service

@ REWNIRK
@ EEERIRk

Gateway API it &

1£ Gateway API F , {FRITIESECENFKMBH :
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apiVersion: gateway.networking.k8s.io/v1l
kind: HTTPRoute
metadata:
name: example-route
namespace: demo
spec:
hostnames:
- example.com
parentRefs:
- name: demo-gateway
rules:
- filters:
- type: RequestHeaderModifiere
requestHeaderModifier:
add:
- name: X-Request-Header
value: value
- type: ResponseHeaderModifiere
responseHeaderModifier:
add:
- name: X-Custom-Header
value: value
backendRefs:
- name: example-service
port: 8080

@ ERITAEY
@ kg

BXRESHMER , FSPY HTTP kB .

R PR

OCP Route it E

1£ OCP 7 , {#F annotations AL & ZEFIRH :


https://gateway-api.sigs.k8s.io/guides/http-header-modifier/
https://gateway-api.sigs.k8s.io/guides/http-header-modifier/
https://gateway-api.sigs.k8s.io/guides/http-header-modifier/
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apiVersion: route.openshift.io/vi1
kind: Route
metadata:
name: example-route
annotations:
haproxy.router.openshift.io/pod-concurrent-connections: "100"‘ﬁ'
spec:
host: example.com
to:
kind: Service

name: example-service
@ S1NEN pod HIER K IR EREK

Gateway API Bt &

1E Gateway API #1 | {# FKINZE Gateway [ ClientTrafficPolicy Bt B ZEFER S :

apiVersion: gateway.envoyproxy.io/vilalphal
kind: ClientTrafficPolicy
metadata:
name: connection-limit-policy
namespace: demo
spec:
targetRefs: e
- group: gateway.networking.k8s.1io
kind: Gateway
name: demo-gateway
connection: e
connectionLimit:
value: 100

@ s%meMINZE) Gateway
O EERHRE

BREZHMER , FSINERIRS .

l NOTE


https://gateway.envoyproxy.io/docs/tasks/traffic/connection-limit/
https://gateway.envoyproxy.io/docs/tasks/traffic/connection-limit/
https://gateway.envoyproxy.io/docs/tasks/traffic/connection-limit/
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5 OCP HE A4 jgis pod fRHIAR , Gateway API HIEHEBRHIN AT Gateway &5l , HHHEST
Envoy {RIBSLA)Z (8],

BRI

OCP Route i &
£ OCP |, [RiM{E g3t ThCE -

apiVersion: route.openshift.io/vi1
kind: Route
metadata:
name: example-route
annotations:
haproxy.router.openshift.io/rate-1limit-connections: "true"
haproxy.router.openshift.io/rate-1limit-connections.concurrent-tcp: "1
Q"
haproxy.router.openshift.io/rate-1limit-connections.rate-http: "100"
spec:
host: example.com
to:
kind: Service

name: example-service

O [RIAKE

Gateway APl Bt &

1 Gateway API & , {8 BackendTrafficPolicy BLERI :
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apiVersion: gateway.envoyproxy.io/vilalphal
kind: BackendTrafficPolicy
metadata:
name: rate-limit-policy
namespace: demo
spec:
targetRefs:
- group: gateway.networking.k8s.1io
kind: HTTPRoute
name: example-route
rateLimit: @)
type: Local
local:
rules:
- limit:
requests: 100
unit: Second

@ [RiERE

BXREZHMER  FSHERMA .

l NOTE

Gateway API fRifibt OCP Route jEf#SENR & , [E)8 STAFA IR AN 2[R IS

IP A FPsRIBE LS 3=

OCP Route it E

f£ OCP 7 , IP AAVFFIER{EREMUTEE -


https://gateway.envoyproxy.io/docs/tasks/traffic/local-rate-limit/
https://gateway.envoyproxy.io/docs/tasks/traffic/local-rate-limit/
https://gateway.envoyproxy.io/docs/tasks/traffic/local-rate-limit/
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apiVersion: route.openshift.io/vi1
kind: Route
metadata:
name: example-route
annotations:
haproxy.router.openshift.io/ip_allowlist: 192.168.1.0/24 10.0.0;1"
spec:
host: example.com
to:
kind: Service

name: example-service

O P AFIRERE

Gateway API Bt &

1 Gateway API # , {FFHAIFAFLNE SecurityPolicy SR IP I 3& :

apiVersion: gateway.envoyproxy.io/vilalphal
kind: SecurityPolicy
metadata:
name: ip-filter-policy
namespace: demo
spec:
targetRefs: e
- group: gateway.networking.k8s.1io
kind: HTTPRoute
name: example-route
authorization: e
defaultAction: Deny
rules:
- action: Allow
principal:
clientCIDRs: @)
- 192.168.1.0/24
- 10.0.0.1/32

@ 53R INE) HTTPRoute
@ FCEBIABLEIRAFIN
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€© £/ CIDR RNAELE IP PR

XtF IP fHIEFFR (FEZ4R%IZR) |, i&RE defaultAction: Allow F{EF action: Deny

apiVersion: gateway.envoyproxy.io/vilalphal
kind: SecurityPolicy
metadata:
name: ip-blocklist-policy
namespace: demo
spec:
targetRefs:
- group: gateway.networking.k8s.1io
kind: HTTPRoute
name: example-route
authorization:
defaultAction: Allow @@
rules:
- action: Deny@
principal:
clientCIDRs:
- 192.168.100.0/24

O BNBEAKFTBERE
@ 1EtkBEEE IP AR

BRESHMER , TSP IP FSIFRARLES R 7,

l NOTE

R Gateway U T B ERBAIELZ 5 , EHR{ER ClientTrafficPolicy IEMAECE % s 1P 46
m,

[TIH

URL =5

OCP Route it E

£ OCP & , URL EE{F B TECE -


https://gateway.envoyproxy.io/docs/tasks/security/restrict-ip-access/
https://gateway.envoyproxy.io/docs/tasks/security/restrict-ip-access/
https://gateway.envoyproxy.io/docs/tasks/security/restrict-ip-access/
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apiVersion: route.openshift.io/vi1
kind: Route
metadata:
name: example-route
annotations:
haproxy.router.openshift.io/rewrite-target: /new-path e
spec:
host: example.com
path: /old-path
to:
kind: Service

name: example-service
@ =SERFKRZ

Gateway API Bt &

1£ Gateway API F |, {FRITIEZSACE URL EE .
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apiVersion: gateway.networking.k8s.io/v1l

kind: HTTPRoute
metadata:
name: example-route
namespace: demo
spec:
hostnames:
- example.com
parentRefs:
- name: demo-gateway
rules:
- matches:
- path:
type: PathPrefix
value: /old-path
filters:
- type: URLRewrite @
ur LlRewrite:
path:

type: ReplacePrefixMatch

replacePrefixMatch: /new-path

backendRefs:
- name: example-service
port: 8080

@ URLEETES

BREZFMEE , SR URLES 7,

Ps1n 44 == [8) Route $£4p

OCP Route fiE

7£ OCP H , Route #4NRIKITHIRN R & =
BHIBT Ingress Operator TEEEFR AT,

Gateway API Bt &

Z[a)F ] Route B AT AFIAMRIMNENS . BHEC


https://gateway-api.sigs.k8s.io/guides/http-redirect-rewrite/
https://gateway-api.sigs.k8s.io/guides/http-redirect-rewrite/
https://gateway-api.sigs.k8s.io/guides/http-redirect-rewrite/
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1£ Gateway API & , F5y & < [E)I[A)1E Gateway MIT 22k AdH TIEH] -

apiVersion: gateway.networking.k8s.io/v1l
kind: Gateway
metadata:
name: demo-gateway
namespace: gateway-ns
spec:
gatewayClassName: envoy-gateway-operator-cpaas-default
listeners:
- name: http
protocol: HTTP
port: 80
allowedRoutes: )
namespaces:
from: All

@ FoERLed 4 ZE R KN Route

allowedRoutes.namespaces.from FK1EIM

o same : XS5 Gateway T [FE—ar & T [EF K Route
o All : AVFEKRBEEESGLZTEIK Route
o Selector : AAVFRESHREEFHRILACHI a2 A Route

BREZVHIMEE , WS REG LT (EHKA.

l NOTE

5 OCP WEAHLERMKRM AR , Gateway API FE84 Gateway TR A TIES , FILAE
TR EAGLRRITH.

Ingress AJZAIA TLS UEF

OCP Route it E
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1£ OCP 1 , }%F TLS BCEM Route A]A{FEFBFE Ingress Controller Z&AIACEKIZRIAUETS.

Gateway API Bt &

1E Gateway API 1 | 7£ Gateway Wilfr28 FACEZMA TLS UEP :

apiVersion: gateway.networking.k8s.io/v1l
kind: Gateway
metadata:
name: demo-gateway
namespace: demo
spec:
gatewayClassName: envoy-gateway-operator-cpaas-default
listeners:
- name: https
protocol: HTTPS
port: 443

tls:"

mode: Terminate
certificateRefs:
- name: default-tls-cert

@ LITESMENA TLS IEH

fEAnE s 25 EARECESTE TLS HME(T HTTPRoute #BRE FLEGAIES.

Tl
(TECf
<
—
—
=3

FHEBEEN CAK TLS

OCP Route BitE

1£ OCP & , EHMNE Route 2FEMAFALALL TLS |, FAERIE X B HME
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apiVersion: route.openshift.io/vi1
kind: Route
metadata:
name: example-route
spec:
host: example.com
to:
kind: Service
name: example-service
tls:
termination: reencrypt a
destinationCACertificate: |¢3

@O =rmmaibE
@ FATREEHHN CAMES

Gateway API Bt &

1£ Gateway API 5 , {# f§ BackendTLSPolicy fBt.& faiig TLS E :
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apiVersion: gateway.networking.k8s.io/v1l
kind: Gateway
metadata:
name: demo-gateway
namespace: demo
spec:
gatewayClassName: envoy-gateway-operator-cpaas-default
listeners:
- name: https
protocol: HTTPS
port: 443
tls:
mode: Terminatee
certificateRefs:
- name: frontend-tls
apiVersion: gateway.networking.k8s.io/v1l
kind: BackendTLSPolicy
metadata:
name: backend-tls-policy
namespace: demo
spec:
targetRefs: @
- group: ""
kind: Service
name: example-service
validation: e
caCertificateRefs:
- name: backend-ca-cert
kind: ConfigMap
hostname: backend.example.com
apiVersion: gateway.networking.k8s.io/v1
kind: HTTPRoute
metadata:
name: example-route
namespace: demo
spec:
parentRefs:
- name: demo-gateway
hostnames:
- example.com
rules:



{£% : M OCP Route 1T#%%l GatewayAPI Route - Alauda Container Platform

- backendRefs:
- name: example-service
port: 8443

@ 7= Gateway L& 1E TLS
@ %M AT RiE Service
© 5 TLS WIFRLE

BXREZHMER , B2 MR TLS 7,

l NOTE

CAEBW/NTEfELE ConfigMap & , TAZ Secret #,

FRBEEXERRNSA L

OCP Route it &

£ OCP H |, th&x# 1L Route B TLS ECE :


https://gateway.envoyproxy.io/docs/tasks/security/backend-tls/
https://gateway.envoyproxy.io/docs/tasks/security/backend-tls/
https://gateway.envoyproxy.io/docs/tasks/security/backend-tls/
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apiVersion: route.openshift.io/vi1
kind: Route

metadata:
name: example-route
spec:
host: example.com
to:
kind: Service
name: example-service
tls:
termination: edgea
certificate: |e

key: |¢a

@ hGEIEER
@ TLSiEH
© TLs 74

Gateway API fii &

1£ Gateway API /& , 7£ Gateway 'SNfr28 FACE TLS &1t :
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apiVersion: vi
kind: Secret
metadata:
name: example-tls
namespace: demo
type: kubernetes.io/tlsa
data:
tls.crt: <base64-encoded-cert>
tls.key: <base64-encoded-key>
apiVersion: gateway.networking.k8s.io/v1l
kind: Gateway
metadata:
name: demo-gateway
namespace: demo
spec:
gatewayClassName: envoy-gateway-operator-cpaas-default
listeners:
- name: https
protocol: HTTPS @
port: 443
tls:
mode: Terminatee
certificateRefs: e
- name: example-tls
apiVersion: gateway.networking.k8s.io/v1l
kind: HTTPRoute
metadata:
name: example-route
namespace: demo
spec:
parentRefs:
- name: demo-gateway
sectionName: https
hostnames:
- example.com
rules:
- backendRefs:
- name: example-service
port: 8080
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TLS Secret 27!
HTTPS 11X
2R 1E TLS #85

X} TLS Secret 15| F

TLS &%

OCP Route fit &

£ OCP 7 , 1% Route A2k TLS :

apiVersion: route.openshift.io/v1
kind: Route
metadata:
name: example-route
spec:
host: example.com
to:
kind: Service
name: example-service
tls:
termination: passthrough @

@ FEEALER

Gateway API BiCE

1£ Gateway API 7 , TLS #&{%{#F TLSRoute :
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apiVersion: gateway.networking.k8s.io/v1l
kind: Gateway
metadata:
name: demo-gateway
namespace: demo
spec:
gatewayClassName: envoy-gateway-operator-cpaas-default
listeners:
- name: tls-passthrough
protocol: TLSa
port: 443
tls:
mode: Passthroughe
apiVersion: gateway.networking.k8s.io/vlalpha2
kind: TLSRoute
metadata:
name: example-route
namespace: demo
spec:
parentRefs:
- name: demo-gateway
sectionName: tls-passthrough
hostnames: e

- example.com

rules:
- backendRefs:
- name: example-service
port: 8443

@ TLs X
@ BEEiE
© FTikEm SN E44%

BXEZVEMEE |, ESTLS BEM TLSRoute #1357

l NOTE

TLSRoute {8 SNI (fRF-25&FIE7R) SHITHRARK , MASLKIE TLS, XEKE :

o« FUENRATHERKE HTTP 3RS0 KRAA


https://gateway-api.sigs.k8s.io/reference/spec#tlsroute
https://gateway-api.sigs.k8s.io/reference/spec#tlsroute
https://gateway-api.sigs.k8s.io/reference/spec#tlsroute
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o JUANA L7 B8 (KB, URLEES)
o ETEET SNI EH 4

TREXSPLIAE

Thek OCP Route Gateway API
FHA HTTP 1%
Route #35 HTTPRoute
==
T2
i .spec.path .spec.rules[].matches[].path
B TR HTTPRoute .spec.rules[].timeouts

HSTS SEhR ResponseHeaderModifier iTj&2$
\ . HTTPRoute
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