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6443 TCP kube-apiserver
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o RFHNEMNEHEBLRREELRRT RZEIR , 1B1TRREFRT RS TIRIX L
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o 443/tcp ABFEVIRME , FETIRIF &M AR R AREEB TTRIZRE .

o FLHEETHAT K NE MK SNRTRIE P — im0, ESRERRREHNE .

NodePort 35

30000-32767 EAMFAFPNASIERK NodePort Services TBHIRASTRE. HiEFRZGTEN
v N AR, NVIEOSET R BT ; BRIV Service 5 , HinHSBXRAA. R
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LoNY FITRIA AR 55 HOSKIR.
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UM EEBE(F A Calico CNI iR , AFZER TimA.

7| I A4
179 TCP calico-node . BGP
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9324 TCP bird_exporter
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0 Alauda Container Platform

Alauda Container Platform > %% > £ Alauda OS %%

£ Alauda OS %3t

global EHEFAMITHIFME : EFEE registry, Ehlli operator, &5 registry FF&AHSH

GRS, FWHFE NS ERNEG R, ATNAET RIE{T Alauda OS BT

global £R¥ , BUIEANEMN IHEREHEE,

F 4t Ubuntu 8 RHEL Z4E Alauda OS %% global & |, 51 dE Alauda OS +%&¢
%O

£

ERGR

B RER &M
Bootstrap T mEK
FRAMMRAA
TR FHA
BRIEDIR

AJ A TR R BDE

ootstrap & &t

Global &3 kMRS

HBHRIELIR
I3
AL RRE
BRIETE
RS
#4J8 DR 157
Provider Notes

AESH

7~ : Huawei DCS global SEXEjEE
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B=x

| ATREERAR

AN AN EmHINE

RV RERB BT, WEMETE provider 1 Cluster Bootstrap Provider _H{&3 3|
global & : BEMER.

S ERHACEEAMRERIR B REMKIE R,
Bl S &R 1 EZ1E Alauda OS A1,
FHEk global HEf M) Kubernetes : 5 R4 Alauda OS _EF+4% Kubernetes,

BB EEE - FSMAE Alauda OS _EFHE Kubernetes,
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0 Alauda Container Platform Q

Alauda Container Platform > &% > ff Alauda OS %% > =&

24t global &3¢

AXABIALE Alauda OS £ global B, global HKHMEFHEHIFE , B
Cluster API #HTE & . BFEEHIFENMNEITIE Alauda OS FAFZIRERLS LI , HEH
BRI,

X Huawei DCS ER) global £33t , EERALL ACP IRAKR M Alauda OS 4% E1E VM
18R . WEE Y T Alauda OS,

Bk

ERGR
ERERE M
Bootstrap T mEsK
B
BRAIERLE
ZES
FAMERRRA
TREMREH
BRAELIR
SR 1 — EREREE
HIR 2 — RIS SR
IR 3 — EE3H %R Provider 84+
H1% 4 — BLE Provider 24 /8 Manifest

IR 5 — W global j/55
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IR 6 — FFRHTHIFE
HIR 7 — S Provider ‘&R
HIR 8 — MAFATE
HIR 9 — IR
AR BIRIB E,
TERHARIES
BNEHEARERNE
A KON 2 BRE
HEHLZ DRAE
Bare Metal : #& = ServiceAccount &4 %48
¥ DR etcd Server iE$ SAN %1% KubeadmControlPlane
78N provider 455 €8 DR FE&
TR TS AL
Bare Metal : 7E5%[&{F— bootstrap S BRI TIIE
Bare Metal : Y F§ Rule ConfigMap
¥ etcd-sync (ACP 4.4.0+)
Bare Metal : BIEEhZSF IR
BENFRIEES
Calls
% F Bootstrap & #f
JRBIDIR
7~ : Huawei DCS global ToEjE#
K7 FART : 7 DCS AR TRE
B Self-built VIP 25k
REEHNE

& A

AEME LTI A MBI R B2 -

o BHE global HKEETHEALEMEARS L. BRISIFHNGRBZE Alauda OS,
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o RANERIETE BT A XAYuABM provider : Huawei DCS, VMware vSphere, Huawei
Cloud Stack Bi{; & fE.

o BEAUEIT— MRS bootstrap 5 , X5 mAEHIIRI B4R laas F4.

¥FF Ubuntu 8% RHEL Z3E Alauda OS , iF% FA7E3E Alauda OS _F223E,

18R R& M
PAUF SeR & & T8 provider :

o —/Ni# R Bootstrap 7 s Z KK bootstrap T m. KYMEREIEFTENIN R , DAATIESE
HANEMA global & ; ESRTIRTERMEAER,

e kB Customer Portal f] Core Package.,

e kB Common ACP Extensions f]/\ /M Aligned Extension {4, , . ACP hrAsF142
RS Core Package M8, ES R EM Aligned Extension,

e Alauda Container Platform Cluster Bootstrap Provider 3{441.

o EATERFEARNEMIRE provider 48,

« bootstrap TTR-5EMR 1aaS F& API i R Z BRI A[IAME, ES ML,

e A global =HITFEAMI/ET SFX IP MFEN L. XL provider FRAKTIFER | E5
) EE AR SR

» global HEFHIFETE Kubernetes API i, BIRERAT , EAEA =G G e+
KIUEAFE T provider ¥ AR,

o FEVIAIMIIE, registry #ihitRAK Pod 1 Service CIDR JuEl. NREFAR FEIRHSMIT
FEaGk registry , BETHAESR ; BEREEINDTFE5& registry,

o XHT{EF ACP 121/ Alauda OS 45151 x86_64 T , HIKE CPU WIASTHF x86-64-v2
ISA BE., S IRE ARG SIFHERE.

| sasz )
I RLIUNE BT It e PR AR ST I AN B AR provider , 433% Huawei DCS. Huawei Cloud Stack,
VMware vSphere DA KEIRINAEST provider, TELIR 4 FRERIEA manifest FpAJUEELL
AN, FLERRGBERE SR ARMNBIESER , BENT ; —FMHSERNRES 5%
TERHMEVR EHAR L.,
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« CAPI cluster # provider EAIREEAL IR (5120 Huawei DCS B pesCluster B
Huawei Cloud Stack f] Hcscluster ; &4 provider A EITNVEIR) WIR=A& 6 4 R
global , cpaas-installer SIRFHEBHREFRXLRIR ; REAEMTHEERG R A
global B}, Huawei Cloud Stack provider A& Bt4 /& ELB MlesinE (registry FiEH|&{E
P 11443 , DRetcd RB{ER 2379 , Web i[afEM 443 ) ., (ERHMMEIREFHIBIR

registry 37EX. DR etcd [E4F1 Web 1Z=H]4 .

o G/ Hfth CAPI ®JE ( KubeadmControlPlane . KubeadmConfigTemplate .
MachineDeployment ) PAREANEAD provider EREZHEAIR (machine template, IP/FE414
. machine config pool MELMUEARFE T provider FIR) EBAERTH global- HIZRH
ZFR. DR (HfE5eF8) HHNERLAIZIARIEA global HEMBMNRIR. A global- Al
B global FEFFIRXT DR AN, , H&SHE RSN S EREEBNHMR—E S
LIEETREEINET , BEXHIT DR NEEXTR. XEFEMER , MIERAE.

e Cluster.spec.controlPlaneRef.name REMATAIE N 5| AHEBSIASH RIS 4 FRTTLILAC,

Bootstrap 1 R E5k

bootstrap i m2—&15{T Core Package #1 setup.sh HIEHIHZS. fERKHE , EREEE
F KIND §J minialauda SRR, NEFA registry, Cluster API bootstrap FIEAL R HE
provider , A& cpaas-installer , BEASMA global & , XHETHERISHBE—E
%)%= Bootstrap &3,

EHRIE AR St G B M AR E 1 T ABA KA - EERERAE , B4 global Ty
REPE ML EHHECF & 5B E.

et

TR RIKESK (x86_64)
CPU 4 N>

NTF 8 GB
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TR RIEEK (x86_64)

300 GB 5{F % , n[{#t42EXER ( /root/cpaas-install ) #1 /var/cpaas
£/

e
CPU FINFRARE R K B L TR MR AIMR AR 30k, #E3E Alauda OS REZF |, 1517
setup.sh HIFLESSEASE—MEHITFET R , RIA506 2 sl &4 Rish FExiE
K 5 BEAL G bootstrap T AARAMAE R ——1 RI2EL Core Package, i{TIRITHIET KIND
fX) bootstrap &5 , FFIERILRIRHF & registry, XERZMIGN 13k , 4 M/ 8 GB 48
HERZ A TR A FFEAEOATAR .

£ arm64 E  FEER—TREFHTFA ARM AE : /D x86_64 HIA&H 1.5 5 , &IFHE
2%, RE&EESKRA 6 Mel 112 GB |, #FBCE N 8 Mzl 1 16 GB,

i R iR S bootstrap fFiB IR, 1§ MU T =D EMIIHE =R :

FRE S| EK

S32ERK Core Package REEZE /D 100 GB, 5% %73k Alauda OS k%23
/var/cpaas FHINE BARRARTFE&EE I , URERZE] plugins/ FfY Aligned

registry 38 Extension (X4,

F 17 F L/ provider k4 Cluster Bootstrap Provider F1EAti& provider Z{48 , AR &GFH
AF 0S IT# T ERZEME— Alauda OS &5f4ak VM 1R T4

BRIERSE

bootstrap 7 B A1z1T Alauda OS, BEE—/ 1A Bash fl root APRM 64 iz Linux X1T
hR , PAfE setup.sh BEMEEENEIR 2 FETIAK bootstrap S8,

T RMANIEF R ERk—ZT KU OS MINAZFIFK. SSH AR sshd_config RE—
NER TR IZF A bootstrap TR, XLEZEREXTHEFEEL SSH MAERHHKE
Alauda OS #12§ , T bootstrap T EAARAMA global R, X5 Alauda OS LEKER
@, EXERF , 1517 setup.sh MBI EBAE—MEHITFET R , FHA0HE XL
K.

IR HAL RN , NAXETRIERSY IR P EE— DN RITIRINMAR RERIOAEE.



2% - Alauda Container Platform

x86-64-v2 L EATEN TR , NEMAT bootstrap T

OS ZHFSEFHR x86-64-v2 ISA HZIEHAT M ACP 12144 Alauda OS fFBEIEMER TR, F
BARAIETTR AR 4EEE Alauda OS [ x86_64 Hla53&H ez is , FILEARE bootstrap T &
AERNESK, FSET ST E,

#04R bootstrap T mRIZITERT mAE—E/hi& T LB, , KEH CPU ARER AR R AR
DREME, {BXABERENIESFRETT Alauda OS TR EN, ERE x86-64-v2 |, FAREA

A ILAIAREEUR T hypervisor i) CPU 52,

o225

bootstrap ¥ S EE—NMERA TR A 6 PR RIS IP L,

HOST_IP 2B )\E®

BT RBTHEGESK cpaas.io/registry-address annotation ; XfT#&fE , MEEANF

KR B#x

B#x laaS ¥&

Bootstrap i/
API

global #=Hl

Bootstrap T
TR R

EFEERN
global 11X

Bootstrap i =
registry

global F

. Bootstrap T =
W, (NRRER

Ui

provider 455 : DCS
VRM TCcP/7443 %l
DCS #EEF4#]L
MGMT (8% A
TCP/8443 )
vCenter

TCP/443 ; HCS
API # IAM 5 =,

TCP/6443

TCP/11443

TCP/12443

M RAEARSIERH SAN, RS TR ERI LSBT REH KK,

&

Cluster API provider £

minialauda 9HIz1T , FET
laaS APl E1EHL2S . X T
DCS , Iti&12xb7&ZK Ignition
ISO k1% ; 52 %1E Huawei
DCS LalzE&kst

B4 @A |, Cluster API 4
MBEB A Zim . B AL
o) T T

£ global HEHBEHK registry
BEZH, TRl
NODE_REGISTRY_ADDRESS HiI

B a5t

bootstrap ¥ E&{# I Elemental
Ve
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FHAMEFARA N

A, ICRAATESTIFARRANEE

A &
Core Package hRA IRIEREFER. A registry FIERETF & TE.

Cluster Bootstrap Provider

W54 /A manifest {§ A Cluster API 42415 R RILAL,
chart jR7<

N BT VM h D H B B
ERIEHE provider chart Js ﬁﬁﬁﬁ*fﬁﬁb@iﬁdﬁﬂﬁ ware vSphere, DCS, HCS &k Bare
Metal provider chart hR7,
Alauda OS £5{&8% VM FEik WRELE K8S_VERSION 1F M) Kubernetes AN,

{FAS5BE#x Alauda OS SZILACHT v BIZE semver , 4120

v<major>.<minor>.<patch> ,

K8S_VERSION

A

Bootstrap node minialauda Provider packages CAPI resources Node provisioning Platform install global handoff
Core Package temporary KIND package upload Cluster + provider VMs or hosts Core components resources imported
local registry management cluster AppRelease install manifests kubeadm bootstrap registry and access handoff gate passed

AU THEEMERSMTHARMA . ISR E MW E.

s LN I F TALE =il
minialauda
BIHER. &
5| S HiE Core Package JZ{T setup.sh #h registry fl%e cpaastsy
N 31 5955 | oo AR
FF2FF Pod IE

1B 1T,
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25

HERX B IV A provider
AppRelease XfZ.

[ FA52 &) Cluster API

manifest,

1EFERER G provider ERE

Machine,
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KubeadmControlPlane ,

iR ZIRFEFT .
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PAR &A™ provider 455 #
#RZ1% , RRIUEH
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TaRLER
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2SR
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JEEhFERK
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BRAKHRE
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provider &R
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BB WA K F3 TaRLER EER

HMTTEE R
& ILEC,

BAEDIR

$IF1— HRERELE
| ET R EREERATE.

export HOST_IP="<bootstrap-host-ip>"

export LOCAL_REGISTRY_ADDRESS="127.0.0.1:11443"

export BOOTSTRAP_REGISTRY_ADDRESS="172.18.0.1:11443"
export NODE_REGISTRY_ADDRESS="${HOST_IP}:11443"

export CONTROL_PLANE_VIP="<global-control-plane-vip>"
export PLATFORM_HOST="<platform-access-domain-or-vip>"
export REGISTRY_DOMAIN="<platform-registry-domain-or-vip>:11443"
export CLUSTER_CIDR="100.3.0.0/16"

export SERVICE_CIDR="100.4.0.0/16"

export KUBE_OVN_JOIN_CIDR="<kube-ovn-join-cidr>"
export K8S_VERSION="<target-kubernetes-version>"
export INGRESS_CLASS_NAME="global-alb2"

export PROVIDER_SECRET_NAME="global-secret"

MBS S HEE AR {# B LOCAL_REGISTRY_ADDRESS . fF AppRelease chart 4 FE{E+{#
Fi BOOTSTRAP_REGISTRY_ADDRESS , KA provider Pod & 35| S & BEHIMLE N EREEN chart
tFE. BTE®HN global TRfEE R ARSI - Me e ptitHiE GRS | EiiE
Cluster API registry annotation 5 {f NODE_REGISTRY_ADDRESS (5|5 =M registry , B}
<bootstrap-host-ip>:11443 ) , XE—MEIHE : global &EFBEHM registry B3hfE ,
TEFEFLSE3 cluster F1 bpcscluster _EM) cpaas.io/registry-address
annotation EE Ak X FA registry , ALELEAEAM global &EHMARSIST R4
%.

EX 4 Registry HIFE :
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R %3 N
Registry HTTP API & WA /v2/ 1% http://${LOCAL_REGISTRY_ADDRESS}/v2/acp/chart-
K 128 URL cluster-api-provider-kubeadm/tags/list

Registry, JF
${BOOTSTRAP_REGISTRY_ADDRESS}/acp/kubeadm-

Ak s A PR tag 8%,
. bootstrap-controller:<tag>
digest
, : {EFH
cpaas.io/registry-
) <host>: ${NODE_REGISTRY_ADDRESS}
address annotation
<port>
AppRelease N /v2/ B
. ${BOOTSTRAP_REGISTRY_ADDRESS}
repoURL Registry it

/v2/ FER{UBT Registry HTTP APl &K, RNEBHIRMEEESS| B,

cpaas.io/registry-address annotation 2§ AppRelease repoURL A,

IR 2 — IS SR

{§ F Bash 1517 Core Package 12 {05 SHA. ZWALSES| ST R LEAE—1 2R
minialauda FMJIERS, ET KIND 5| REH—XENATES global %ﬁﬂﬁlrﬁuﬂﬁ
Cluster API ‘EIR&E R, TTASG , %5 SITF FERHNFHILA kubectl B ugefitsas]
B, FECE S H K kubeconfig,

mkdir -p /root/cpaas-install
tar -xvf <core-package> -C /root/cpaas-install

cd /root/cpaas-install/installer

Core Package I~ ATEH Aligned Extension {44, fE£121T setup.sh ZBT, ¥
Required Aligned Extensions F 31t i)\ M XEE 5 71| & 2% E /580 Core Package HJ

plugins/ BRTP., MRHRDXLIRGE , NTTIELEATFHH Aligned Extensions, &Mk
AEITIRIA T4

cp <path-to-extension-package> /root/cpaas-install/installer/plugins/



2% - Alauda Container Platform

TSR A <package-name>.<arch>.<version>.tgz , BERIFXHEEAE, X/\NKHE
ALHFRHK console . console-central . console-marketplace . application-

catalog . aiops-base . container-platform . acp-business #1 gatewayapi-

plugin . fREA plugins/ FEFWXM , FA/N\TRERNESFE

1s -1 /root/cpaas-install/installer/plugins/

AAEF¥ Common ACP Extensions F R E A E HEHE R+ . Cluster Bootstrap
Provider A E A& provider S4B MAEHIZLAL ; 5% 3 K1 LERI5| S Registry,

RIMEITs SAR, EERSNTF A5 registry , A bash setup.sh --registry "
<registry-address>" & bash setup.sh , Registry #ilit5 X <host-or-IP>[:port]
M3\, REAE http:// B https:// . #0R registry FRHHBIIE , ERFFHZHHIER - -
username H --password ; BIRINMENFEEDRIEI MHNXLAE |, ES M Start the
Installer, 3%B8 Prepare an External Platform Image Registry FHER , ZEBITIH DB HIHER
IF registry,

bash setup.sh
mkdir -p "${HOME}/.local/bin" ~/.kube

if ! command -v kubectl >/dev/null 2>&1; then
nerdctl cp minialauda-control-plane:/usr/bin/kubectl \
"${HOME}/.local/bin/kubect1"
chmod 0755 "${HOME}/.local/bin/kubectl1"
export PATH="${HOME}/.local/bin:${PATH}"
fi

cp /var/cpaas/data/alauda.kubeconfig ~/.kube/config

kubectl get nodes

S| SHALE&NE registry, Cluster API #ZHISFEIAKIXE) global SRR TIRIEFA
.

ZINMFAT , &S| S Registry HELZR] , A&BI# global-registry-auth Secret, 4l
RESI SR ERBEECE T Registry FIFPZF%EL , setup.sh &fE cpaas-system 4
X Secret,
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HIR 3 — {EH% I Provider 348,
¥ Cluster Bootstrap Provider X {4-BA1ZAL % provider 46 _L{LZEIAHY registry,

TR AppRelease ;xl{E FHEARE % 5| S Registry , FILASIH global-registry-

auth ,

2NR5| T Registry FEFHKIE , BEIECIE(EST provider AppRelease Z BiffiiA Secret #77£ :

kubectl -n cpaas-system get secret global-registry-auth -o name

SRIGTEN A provider AppRelease 2 BTIRIIX N A HAIFFEL

spec:
source:
chartPullSecret: global-registry-auth
values:
global:
registry:
imagePullSecrets:

- global-registry-auth

R Registry AE4R] , MAEQE LS (L Secret , hAERMXLZFE. 3|5 Secret <
U EMALE)  BOABIUT , WS KB global FHEFH public-registry-
credential JRAEFRWEL Registry FIHX Secret ; tA] PAIRHE Choose the Image Registry for a
Workload Cluster R , ¥V K ERSBERIT A registry, REHR S| FERM global-
registry-auth Secret B IRV &£,

l Mt248A4 provider (] cluster.type #f2 Baremetal

TEEM £+ AppRelease {HISXE T global.cluster.type: Baremetal , X2 chart REBH
228 |, TANE laaS provider Z#R., £ Huawei DCS, VMware vSphere, Huawei Cloud Stack #1
Bare Metal ] global Zi&d , #NVARER Baremetal . AEREFAMMATERET R&AH ; EXR
KUEFRRALE M provider,

Huawei DCS


http://localhost:4173/container_platform/zh/workload_clusters/alauda_os/prepare/workload-cluster-image-registry.html
http://localhost:4173/container_platform/zh/workload_clusters/alauda_os/prepare/workload-cluster-image-registry.html
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WE provider 24 EI&12F0 chart hRA,

export DCS_PROVIDER_PACK="/root/cluster-api-provider-dcs.amd64.<versi
on>,tgz"

export KUBEADM_PROVIDER_PACK="/root/cluster-api-provider-kubeadm.amd6é
4.<version>.tgz"

export DCS_PROVIDER_VERSION="<dcs-provider-chart-version>"

export KUBEADM_PROVIDER_VERSION="<kubeadm-provider-chart-version>"

AR

/root/cpaas-install/installer/res/amd64/packtool pack push \
-r "${LOCAL_REGISTRY_ADDRESS}" -c "${DCS_PROVIDER_PACK}"

/root/cpaas-install/installer/res/amd64/packtool pack push \
-r "${LOCAL_REGISTRY_ADDRESS}" -c "${KUBEADM_PROVIDER_PACK}"

A3 I A Cluster Bootstrap Provider #1 DCS provider f] AppRelease &R,
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mkdir -p /root/yamls
export DCS_PROVIDER_APPRELEASES="/root/yamls/dcs-provider-apprelease

s.yaml"

cat > "${DCS_PROVIDER_APPRELEASES}" <<EOF
apiVersion: operator.alauda.io/vialphal
kind: AppRelease
metadata:
annotations:
auto-recycle: "true"
interval-sync: "true"
name: cluster-api-provider-kubeadm
namespace: cpaas-system
spec:
destination:
cluster: ""
namespace: ""
source:
charts:

- name: acp/chart-cluster-api-provider-kubeadm
releaseName: cluster-api-provider-kubeadm
targetRevision: ${KUBEADM_PROVIDER_VERSION}

repoURL: ${BOOTSTRAP_REGISTRY_ADDRESS}
timeout: 120
values:

global:

albName: ${INGRESS_CLASS_NAME}

auth:
default_admin: admin@cpaas.io

cluster:
isGlobal: true
name: global
networkType: kube-ovn
type: Baremetal

host: ${PLATFORM_HOST}

ingress:
ingressClassName: ${INGRESS_CLASS_NAME}

labelBaseDomain: cpaas.io

namespace: cpaas-system

platformUrl: https://${PLATFORM_HOST}

protectSecretFiles:
enabled: false
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region: global

registry:
address: ${BOOTSTRAP_REGISTRY_ADDRESS}

replicas: 1

scheme: https

apiVersion: operator.alauda.io/vilalphal
kind: AppRelease
metadata:
annotations:
auto-recycle: "true"
interval-sync: "true"
name: cluster-api-provider-dcs
namespace: cpaas-system
spec:
destination:
cluster: ""
namespace: ""
source:
charts:

- name: acp/chart-cluster-api-provider-dcs
releaseName: cluster-api-provider-dcs
targetRevision: ${DCS_PROVIDER_VERSION}

repoURL: ${BOOTSTRAP_REGISTRY_ADDRESS}
timeout: 120
values:

global:

albName: ${INGRESS_CLASS_NAME}

auth:
default_admin: admin@cpaas.io

cluster:
isGlobal: true
name: global
networkType: kube-ovn
type: Baremetal

host: ${PLATFORM_HOST}

ingress:
ingressClassName: ${INGRESS_CLASS_NAME}

labelBaseDomain: cpaas.io

namespace: cpaas-system

platformUrl: https://${PLATFORM_HOST}

protectSecretFiles:
enabled: false

region: global
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registry:
address: ${BOOTSTRAP_REGISTRY_ADDRESS}
replicas: 1
scheme: https
EOF

kubectl apply -f "${DCS_PROVIDER_APPRELEASES}"

until kubectl get crd kubeadmcontrolplanes.controlplane.cluster.x-k8
s.io --ignore-not-found 2>/dev/null | grep -q kubeadmcontrolplanes.co
ntrolplane.cluster.x-k8s.io; do

sleep 10
done

until kubectl get crd dcsclusters.infrastructure.cluster.x-k8s.io --1i
gnore-not-found 2>/dev/null | grep -q dcsclusters.infrastructure.clus
ter.x-k8s.io; do

sleep 10
done

VMware vSphere

WE provider {4 EI&1E2F0 chart fRA,

export VSPHERE_PROVIDER_PACK="/root/cluster-api-provider-vsphere.amd6
4.<version>.tgz"

export KUBEADM_PROVIDER_PACK="/root/cluster-api-provider-kubeadm.amd6
4.<version>.tgz"

export VSPHERE_PROVIDER_VERSION="<vsphere-provider-chart-version>"
export KUBEADM_PROVIDER_VERSION="<kubeadm-provider-chart-version>"

AR

/root/cpaas-install/installer/res/amd64/packtool pack push \
-r "${LOCAL_REGISTRY_ADDRESS}" -c "${VSPHERE_PROVIDER_PACK}"

/root/cpaas-install/installer/res/amd64/packtool pack push \
-r "${LOCAL_REGISTRY_ADDRESS}" -c "${KUBEADM_PROVIDER_PACK}"
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A3 I A Cluster Bootstrap Provider #1 VMware vSphere provider (] AppRelease &
R
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mkdir -p /root/yamls
export VSPHERE_PROVIDER_APPRELEASES='"/root/yamls/vsphere-provider-app

releases.yaml"

cat > "${VSPHERE_PROVIDER_APPRELEASES}" <<EOF
apiVersion: operator.alauda.io/vialphal
kind: AppRelease
metadata:
annotations:
auto-recycle: "true"
interval-sync: "true"
name: cluster-api-provider-kubeadm
namespace: cpaas-system
spec:
destination:
cluster: ""
namespace: ""
source:
charts:

- name: acp/chart-cluster-api-provider-kubeadm
releaseName: cluster-api-provider-kubeadm
targetRevision: ${KUBEADM_PROVIDER_VERSION}

repoURL: ${BOOTSTRAP_REGISTRY_ADDRESS}
timeout: 120
values:

global:

albName: ${INGRESS_CLASS_NAME}

auth:
default_admin: admin@cpaas.io

cluster:
isGlobal: true
name: global
networkType: kube-ovn
type: Baremetal

host: ${PLATFORM_HOST}

ingress:
ingressClassName: ${INGRESS_CLASS_NAME}

labelBaseDomain: cpaas.io

namespace: cpaas-system

platformUrl: https://${PLATFORM_HOST}

protectSecretFiles:
enabled: false
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region: global

registry:
address: ${BOOTSTRAP_REGISTRY_ADDRESS}

replicas: 1

scheme: https

apiVersion: operator.alauda.io/vilalphal
kind: AppRelease
metadata:
annotations:
auto-recycle: "true"
interval-sync: "true"
name: cluster-api-provider-vsphere
namespace: cpaas-system
spec:
destination:
cluster: ""
namespace: ""
source:
charts:

- name: acp/chart-cluster-api-provider-vsphere
releaseName: cluster-api-provider-vsphere
targetRevision: ${VSPHERE_PROVIDER_VERSION}

repoURL: ${BOOTSTRAP_REGISTRY_ADDRESS}
timeout: 120
values:

global:

albName: ${INGRESS_CLASS_NAME}

auth:
default_admin: admin@cpaas.io

cluster:
isGlobal: true
name: global
networkType: kube-ovn
type: Baremetal

host: ${PLATFORM_HOST}

ingress:
ingressClassName: ${INGRESS_CLASS_NAME}

labelBaseDomain: cpaas.io

namespace: cpaas-system

platformUrl: https://${PLATFORM_HOST}

protectSecretFiles:
enabled: false

region: global
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registry:
address: ${BOOTSTRAP_REGISTRY_ADDRESS}
replicas: 1
scheme: https
EOF

kubectl apply -f "${VSPHERE_PROVIDER_APPRELEASES}"

until kubectl get crd kubeadmcontrolplanes.controlplane.cluster.x-k8
s.io --ignore-not-found 2>/dev/null | grep -q kubeadmcontrolplanes.co
ntrolplane.cluster.x-k8s.io; do

sleep 10

done

until kubectl get crd vsphereclusters.infrastructure.cluster.x-k8s.1io
--ignore-not-found 2>/dev/null | grep -q vsphereclusters.infrastructu
re.cluster.x-k8s.io; do

sleep 10

done

Huawei Cloud Stack

WE provider {4 EI&1E2F0 chart fRA,

export HCS_PROVIDER_PACK="/root/cluster-api-provider-hcs.amd64.<versi
on>.tgz"

export KUBEADM_PROVIDER_PACK="/root/cluster-api-provider-kubeadm.amd6
4.<version>.tgz"

export HCS_PROVIDER_VERSION="<hcs-provider-chart-version>"

export KUBEADM_PROVIDER_VERSION="<kubeadm-provider-chart-version>"

AR

/root/cpaas-install/installer/res/amd64/packtool pack push \
-r "${LOCAL_REGISTRY_ADDRESS}" -c "${HCS_PROVIDER_PACK}"

/root/cpaas-install/installer/res/amd64/packtool pack push \
-r "${LOCAL_REGISTRY_ADDRESS}" -c "${KUBEADM_PROVIDER_PACK}"

A& 3K A Cluster Bootstrap Provider 1 HCS provider ] AppRelease &,



223 - Alauda Container Platform




2% - Alauda Container Platform

mkdir -p /root/yamls
export HCS_PROVIDER_APPRELEASES="/root/yamls/hcs-provider-apprelease

s.yaml"

cat > "${HCS_PROVIDER_APPRELEASES}" <<EOF
apiVersion: operator.alauda.io/vialphal
kind: AppRelease
metadata:
annotations:
auto-recycle: "true"
interval-sync: "true"
name: cluster-api-provider-kubeadm
namespace: cpaas-system
spec:
destination:
cluster: ""
namespace: ""
source:
charts:

- name: acp/chart-cluster-api-provider-kubeadm
releaseName: cluster-api-provider-kubeadm
targetRevision: ${KUBEADM_PROVIDER_VERSION}

repoURL: ${BOOTSTRAP_REGISTRY_ADDRESS}
timeout: 120
values:

global:

albName: ${INGRESS_CLASS_NAME}

auth:
default_admin: admin@cpaas.io

cluster:
isGlobal: true
name: global
networkType: kube-ovn
type: Baremetal

host: ${PLATFORM_HOST}

ingress:
ingressClassName: ${INGRESS_CLASS_NAME}

labelBaseDomain: cpaas.io

namespace: cpaas-system

platformUrl: https://${PLATFORM_HOST}

protectSecretFiles:
enabled: false
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region: global

registry:
address: ${BOOTSTRAP_REGISTRY_ADDRESS}

replicas: 1

scheme: https

apiVersion: operator.alauda.io/vilalphal
kind: AppRelease
metadata:
annotations:
auto-recycle: "true"
interval-sync: "true"
name: cluster-api-provider-hcs
namespace: cpaas-system
spec:
destination:
cluster: ""
namespace: ""
source:
charts:

- name: acp/chart-cluster-api-provider-hcs
releaseName: cluster-api-provider-hcs
targetRevision: ${HCS_PROVIDER_VERSION}

repoURL: ${BOOTSTRAP_REGISTRY_ADDRESS}
timeout: 120
values:

global:

albName: ${INGRESS_CLASS_NAME}

auth:
default_admin: admin@cpaas.io

cluster:
isGlobal: true
name: global
networkType: kube-ovn
type: Baremetal

host: ${PLATFORM_HOST}

ingress:
ingressClassName: ${INGRESS_CLASS_NAME}

labelBaseDomain: cpaas.io

namespace: cpaas-system

platformUrl: https://${PLATFORM_HOST}

protectSecretFiles:
enabled: false

region: global
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registry:
address: ${BOOTSTRAP_REGISTRY_ADDRESS}
replicas: 1
scheme: https
EOF

kubectl apply -f "${HCS_PROVIDER_APPRELEASES}"

until kubectl get crd kubeadmcontrolplanes.controlplane.cluster.x-k8
s.io --ignore-not-found 2>/dev/null | grep -q kubeadmcontrolplanes.co
ntrolplane.cluster.x-k8s.io; do

sleep 10

done

until kubectl get crd hcsclusters.infrastructure.cluster.x-k8s.io --1i
gnore-not-found 2>/dev/null | grep -q hcsclusters.infrastructure.clus
ter.x-k8s.io; do

sleep 10

done

Bare Metal

WE provider {4 EI&1E2F0 chart fRA,

export BAREMETAL_PROVIDER_PACK="/root/cluster-api-provider-baremetal.
amd64.<version>.tgz"

export KUBEADM_PROVIDER_PACK="/root/cluster-api-provider-kubeadm.amd6
4.<version>.tgz"

export BAREMETAL_PROVIDER_VERSION="<baremetal-provider-chart-version

S

export KUBEADM_PROVIDER_VERSION="<kubeadm-provider-chart-version>"

AR

/root/cpaas-install/installer/res/amd64/packtool pack push \
-r "${LOCAL_REGISTRY_ADDRESS}" -c "${BAREMETAL_PROVIDER_PACK}"

/root/cpaas-install/installer/res/amd64/packtool pack push \
-r "${LOCAL_REGISTRY_ADDRESS}" -c "${KUBEADM_PROVIDER_PACK}"
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¥ Bare Metal Alauda OS 5% S \[E—7Hh registry, provider A2 X Lb4E%
Bare Metal OS FEHXHE—1 OCI & ARIEAYS , HHBEEM/NEEHEE tag K45#% |

FANMEGEA A B/ D——F 2[5 Image Format by Provider :

% R

baremetal-base- WVFHHEHRERA global TTAK, B elemental-image-
image catalog ¥/,

baremetal-base- 32 global FHMEE ISO K, B

image-iso SeedImage.spec.baseImage {EfH,

FRA ctr FBE™MSAS|I ST R LKL containerd namespace , 35IHE I KRB &
#R. /var/lib/containerd FEEZE/DETFIHMK/NKTHEETE :

export OS_IMAGE_ARCHIVE="/root/<bare-metal-os-archive>.tar"
ctr -n bare-metal-os images import --all-platforms --no-unpack "${0S_

IMAGE_ARCHIVE}"

ctr -n bare-metal-os images 1s -q

W 2IIH N REHF tag MFEH :

baremetal-base-image-iso:<os-image-tag>

baremetal-base-image:<os-image-tag>

¥ 0s_IMAGE_TAG WEMX tag , RIEHIXFNMER , FHHA registry AEMERIIET
% tag :


http://localhost:4173/container_platform/zh/overview/alauda_os_support_matrix.html#image-format-by-provider
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export OS_IMAGE_TAG='"<os-image-tag>"

for repo in baremetal-base-image baremetal-base-image-iso; do
ctr -n bare-metal-os images push --plain-http \
"${LOCAL_REGISTRY_ADDRESS}/tkestack/${repo}:${0S_IMAGE_TAG}" "${r
epo}:${0S_IMAGE_TAG}"
curl -s "http://${LOCAL_REGISTRY_ADDRESS}/v2/tkestack/${repo}/tags/
list"
done

ME3| S Registry EEHHIIE , E{FH -u <username>:<password> ¥HEIF{EBEA
NMod ., BIRBIREBTE bare-metal-os namespace # : Upload the base image to the

global Registry 7% i A B IR X X5 1R .
4132 N A Cluster Bootstrap Provider 1 Bare Metal provider ({] AppRelease &if.

Bare Metal provider AppRelease i"&IEF 55 B, chart A1 K elemental-image-
catalog ConfigMap N E{EM%&EB , At provider.imageCatalog.images WM&
${K8S_VERSION} MLEIZ) FES A baremetal-base-image ; chart &6 FERM
global.registry.address HIZR. ﬁ% h1?§<E§HT 43/\ global BaremetalMachine
HSTETHA ImageResolved=False / Reason=ImageCatalogMiss MI{EIN TN
Failed , AEERHATR.

l Bare Metal 3| S 5

1E5| SHAE , global HERHFBITHNBTARA VIP, BREBIEMBERBESSTR
£t : global.platformurl F§@3| ST =R, elemental.server.url F§[H)
https://<bootstrap-host-ip>:12443 ., {EMHEL , AFEFEATF global #HLIHK
MachineRegistration _Fi&E baremetal.cluster.io/system-agent-server-url , X
Bare Metal DR , ¥ baremetal.cluster.io/system-agent-auth-scope: global WRAINZEIZ
5|5 MachineRegistration ; XEFATHME—FER DR 455 system-agent annotation,

DR 737 Job /52 ¥ XL, 28 T78%] https://<CONTROL_PLANE_VIP>:6443 [HAHIE

API y‘-%l\\ o

£ % Bare Metal provider ZHJ , % global-alb2 {FHMKSI S HTTPS iEH.,
elemental-operator £ M cpaas-system/dex.tls F¥ZX CA, MY


http://localhost:4173/container_platform/zh/workload_clusters/alauda_os/bare-metal/install_provider.html#upload-os-images-to-global-registry
http://localhost:4173/container_platform/zh/workload_clusters/alauda_os/bare-metal/install_provider.html#upload-os-images-to-global-registry
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elemental.tls.agentTLSMode A strict B}, elemental-system-agent &{FFHiX
CA, Secret MRE tls.crt . tls.key RARIE AppRelease FECER] CA bundle

key , FEIE/RA ca.crt ., BT S¥mAA https://${HOST_IP}:12443 , REUEP
P ${HOST_IP} {4 IP SAN,

~

RS FEHPE cert-manager , HFEHS| S CA SIS RIFT dex.tls
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kubectl get crd certificates.cert-manager.io issuers.cert-manager.io

kubectl -n cpaas-system apply -f - <<EOF
apiVersion: cert-manager.io/v1l
kind: Issuer
metadata:
name: baremetal-bootstrap-selfsigned
namespace: cpaas-system
spec:
selfSigned: {}
apiVersion: cert-manager.io/v1l
kind: Certificate
metadata:
name: baremetal-bootstrap-ca
namespace: cpaas-system
spec:
secretName: baremetal-bootstrap-ca
commonName: baremetal-bootstrap-ca
duration: 87600h
renewBefore: 720h
isCA: true
privateKey:
algorithm: RSA
size: 2048
usages:
- cert sign
- crl sign
issuerRef:
name: baremetal-bootstrap-selfsigned
kind: Issuer
apiVersion: cert-manager.io/v1
kind: Issuer
metadata:
name: baremetal-bootstrap-ca
namespace: cpaas-system
spec:
ca:
secretName: baremetal-bootstrap-ca
apiVersion: cert-manager.io/v1l
kind: Certificate
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metadata:
name: dex-tls-bootstrap
namespace: cpaas-system
spec:
secretName: dex.tls
commonName: ${HOST_IP}
duration: 87600h
renewBefore: 720h
privateKey:
algorithm: RSA
size: 2048
usages:
- digital signature
- key encipherment
- server auth

ipAddresses:
"${HOST_IP}"
"127.0.0.1"

dnsNames:

- global-alb2
- global-alb2.cpaas-system.svc
- global-alb2.cpaas-system.svc.cluster.local
issuerRef:
name: baremetal-bootstrap-ca
kind: Issuer
EOF

kubectl -n cpaas-system wait certificate/baremetal-bootstrap-ca \
--for=condition=Ready \
--timeout=120s

kubectl -n cpaas-system wait certificate/dex-tls-bootstrap \
--for=condition=Ready \

--timeout=120s

HiF Secret BABESTHIK key , HIANZIEDX S| SImRABI :
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kubectl -n cpaas-system get secret dex.tls \
-0 jsonpath='{.data.tls\.crt}{" "}{.data.tls\.key}{" "}{.data.ca\.c
rt}{ll\nll}l

tmp_dir=$(mktemp -d)
trap 'rm -rf "${tmp_dir}"' EXIT
kubectl -n cpaas-system get secret dex.tls \
-0 jsonpath='{.data.ca\.crt}' | base64 -d > "${tmp_dir}/ca.crt"
kubectl -n cpaas-system get secret dex.tls \
-0 jsonpath='{.data.tls\.crt}' | base64 -d > "${tmp_dir}/tls.crt"

openssl verify -CAfile "${tmp_dir}/ca.crt" "${tmp_dir}/tls.crt"
openssl x509 -in "${tmp_dir}/tls.crt" -noout -text | grep "IP Addres
s:${HOST_IP}"

echo | openssl s_client \
-connect "${HOST_IP}:12443" \
-servername "${HOST_IP}" \
-CAfile "${tmp_dir}/ca.crt" \

-verify_return_error 2>&1 | grep "Verify return code: 0 (ok)"

2R3 T ALB M@ tIEIES , EEBEIFHXRKIE :

kubectl -n cpaas-system rollout restart deploy/global-alb2
kubectl -n cpaas-system rollout status deploy/global-alb2

AEEIHS| S dex.tls WEFE decs-import-extra-resources H, B{XATIERS| &
ine. BRAM global HHH dex.tls MTEMEFFAEIEHREESLF. T

R, BIRBLIER 8 P thirdparty JZHISIEHIERIRME , (EinEMHRHIEEFa1E4
FIER. REYK Figh 28X VIP BEne)Fa HTTPS i |, 15§15 VIP 7 HFER
SR FEUEPH., 11443 g L Global registry J2{EH BB global-registry-
server WEP4E , N console.cert Y dex.tls FCE.
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mkdir -p /root/yamls
export BAREMETAL_PROVIDER_APPRELEASES="/root/yamls/baremetal-provider

-appreleases.yaml"

cat > "${BAREMETAL_PROVIDER_APPRELEASES}" <<EOF
apiVersion: operator.alauda.io/vialphal
kind: AppRelease
metadata:
annotations:
auto-recycle: "true"
interval-sync: "true"
name: cluster-api-provider-kubeadm
namespace: cpaas-system
spec:
destination:
cluster: ""
namespace: ""
source:
charts:

- name: acp/chart-cluster-api-provider-kubeadm
releaseName: cluster-api-provider-kubeadm
targetRevision: ${KUBEADM_PROVIDER_VERSION}

repoURL: ${BOOTSTRAP_REGISTRY_ADDRESS}
timeout: 120
values:

global:

albName: ${INGRESS_CLASS_NAME}

auth:
default_admin: admin@cpaas.io

cluster:
isGlobal: true
name: global
networkType: kube-ovn
type: Baremetal

host: ${PLATFORM_HOST}

ingress:
ingressClassName: ${INGRESS_CLASS_NAME}

labelBaseDomain: cpaas.io

namespace: cpaas-system

platformUrl: https://${PLATFORM_HOST}

protectSecretFiles:
enabled: false
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region: global

registry:
address: ${BOOTSTRAP_REGISTRY_ADDRESS}

replicas: 1

scheme: https

apiVersion: operator.alauda.io/vilalphal
kind: AppRelease
metadata:
annotations:
auto-recycle: "true"
interval-sync: "true"
name: cluster-api-provider-baremetal
namespace: cpaas-system
spec:
destination:
cluster: ""
namespace: ""
source:
charts:

- name: acp/chart-cluster-api-provider-baremetal
releaseName: cluster-api-provider-baremetal
targetRevision: ${BAREMETAL_PROVIDER_VERSION}

repoURL: ${BOOTSTRAP_REGISTRY_ADDRESS}
timeout: 120
values:

global:

albName: ${INGRESS_CLASS_NAME}

auth:
default_admin: admin@cpaas.io

cluster:
isGlobal: true
name: global
networkType: kube-ovn
type: Baremetal

host: ${PLATFORM_HOST}

ingress:
ingressClassName: ${INGRESS_CLASS_NAME}
tls:

secretName: dex.tls

labelBaseDomain: cpaas.io

namespace: cpaas-system

platformuUrl: https://${HOST_IP}

protectSecretFiles:
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enabled: false
region: global
registry:
address: ${BOOTSTRAP_REGISTRY_ADDRESS}
replicas: 1
scheme: https
provider:
imageCatalog:
images:
${K8S_VERSION}:
repository: tkestack/baremetal-base-image
tag: ${0S_IMAGE_TAG}
handoffHook:
# Normal non-DR bootstrap baseline. Bare Metal DR must patch th
is to true
# before calling the installer API, as shown in Optional Disast
er Recovery Deployment.
directAPIServer: false
controlPlaneVIP: ${CONTROL_PLANE_VIP}
delivery:
enabled: true
mode: always
elemental:
server:
url: https://${HOST_IP}:12443
systemAgent:
authMode: shared
# Normal non-DR bootstrap baseline. Bare Metal DR must enable
the split
# and set sharedAuthReadOnly according to this side's active/
standby role.
splitAuthEnabled: false
serviceAccountName: baremetal-system-agent
globalServiceAccountName: baremetal-global-system-agent
sharedAuthReadOnly: false
tls:
agentTLSMode: strict
caCertSecretName: dex.tls

caCertSecretKey: ca.crt
EOF

kubectl apply -f "${BAREMETAL_PROVIDER_APPRELEASES}"

until kubectl get crd kubeadmcontrolplanes.controlplane.cluster.x-k8
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s.io --ignore-not-found 2>/dev/null | grep -q kubeadmcontrolplanes.co
ntrolplane.cluster.x-k8s.io; do
sleep 10

done

until kubectl get crd baremetalclusters.infrastructure.cluster.x-k8s.
io --ignore-not-found 2>/dev/null | grep -q baremetalclusters.infrast
ructure.cluster.x-k8s.1i0; do

sleep 10
done

until kubectl get crd machineinventories.elemental.cattle.io --ignore
-not-found 2>/dev/null | grep -q machineinventories.elemental.cattle.
io; do

sleep 10
done

_FER5EE AppRelease B B/REH MAE DR 4L, YT Bare Metal DR &% , FE7
X=ANEAEREATHE L TRARREFRRF APl 1545 B Optional Disaster Recovery
Deployment F13=# € X458 DR patch , R /F7E45| &R ERUFASK AppRelease
f&.

provider 331/ , BiF chart (AR AE#IEX. MREIHAERM flag (BI20 --systen-
agent-auth-mode ) B¢ CrashLoopBackOff , 3R/~ AppRelease chart 5 elemental-

operator & ARILEL ; 55>k B R—hRATRER chart MG , BAREURIE.

kubectl -n cpaas-system get pods | grep -E 'cluster-api-provider-bare
metal|elemental’

kubectl -n cpaas-system logs deploy/elemental-operator --tail=100
kubectl -n cpaas-system get configmap elemental-image-catalog -0 json
path="'{.data}'

BRMth B S ${K8s_VERSION} {EAkey, THithak {3 FK
provider.imageCatalog.images {EFX{EHZ release ; & AppRelease , AAfFBLN
A global manifest,

% 4 — At E Provider 4552 /5 Manifest
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1 global EEREBIZE— provider 45 E M manifest, % manifest {§ -5\ & &R RN
provider iR , (BB EFEEFIFEMFERNL /AT AR, annotation, registry {5, 5
TRFEFFHEAM kubeadm R E R IFRX HEIEEIZ.,

£/ provider SZTER1EANFMRIRS %

* Huawei DCS : Create a Cluster on Huawei DCS
« VMware vSphere : Infrastructure Preparation I Create a Cluster on VMware vSphere

¢ Huawei Cloud Stack : Create a Cluster on Huawei Cloud Stack
¥ Common Prerequisites A Z4E N ATHRIE FERE KR manifest FRENRIR.

¥ KubeadmControlPlane.spec.kubeadmConfigSpec.format &E AB#R provider $#H52K
B, XB— API FE : i X cloud-config , MAE cloud-init . XFFEFIHEK
provider , cloud-init FIFEWIFFNVAEMK cloud-config HIEHE FHIRIERSTKH.
Provider controller £3&H|HITAFEL{H :

Provider 5| £ userdata &=,

ignition (F8 provider 3% 1T ; DCS provider £\ invalid format,

Huawei DCS
expected ignition, got <other> FRZE(E(AE &) .

cloud-config (CAPI 3| S#UERE AHHM cloud-init FR{EFAME :
FIERE ignition ) .

VMware vSphere

Huawei Cloud cloud-config (HCS provider £¥B%f ignition ; BFH&ER cloud-
Stack init AMIRAREEUE) .

cloud-config (#£4&J& provider {#F CAPI 3| S¥uRE , FEZXHEE FHE

Bare Metal
A cloud-init 4MEK elemental plan) .

Huawei DCS

1E/E4: DCS global manifest 287 , WEHEH KR,

export GLOBAL_DCS_YAML="/root/yamls/new-global.yaml"


http://localhost:4173/container_platform/zh/workload_clusters/alauda_os/huawei-dcs/create_cluster.html
http://localhost:4173/container_platform/zh/workload_clusters/alauda_os/vmware-vsphere/infrastructure.html
http://localhost:4173/container_platform/zh/workload_clusters/alauda_os/vmware-vsphere/create_cluster.html
http://localhost:4173/container_platform/zh/workload_clusters/alauda_os/huawei-cloud-stack/create_cluster.html
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J%HE Cloud Credentials PR , FE4H3 manifest Z Bi4Jj#E DCS APl £iF Secret , A~
B H £ R YAML B\ manifest : 55 5 25{FH kubectl apply N manifest , X&%
EURCSRFE Secret i) kubectl.kubernetes.io/last-applied-configuration

annotation §, manifest JJ¥ DcSCluster.spec.credentialSecretRef 3|FiZEIE.

SXJ5 , DCS global manifest ARAE cpaas-system namespace FAEZATRIR :

TR %

Nl 1P, %, MERERE
AL TR
AT EFET R DCSIpHostnamePool TR A S A LA
FEX DCS VM #itR, Xk, CPU, I
?E N7 —l—l—l;;‘\ .
AT EIFET =M bcSMachineTemplate AR A L
51§ Kubernetes %% H. ¥
KubeadmControlPlane spec.version ®EA
${K8S_VERSION} .

R X DCS FAMhis it & ¥ M2 51 F i

DCSCluster

Iﬁc
¥ Cluster APl cluster 1E3EZ|
Cluster DCSCluster #

KubeadmControlPlane ,

BT LT RK DCSIpHostnamePool |
DCSMachineTemplate .

PR TETR.

KubeadmConfigTemplate #l

MachineDeployment

{# F7E Huawei DCS _E4Ii2 & 4 Huawei DCS EAtH& M &IRP ) DCS WRFER. ST
global & , KFHHELLTEK :

e ¥ cCluster.metadata.name #1 DCSCluster.metadata.name I®EA global (&
MRS RES CAPI K= cluster £#R) . AHAMEA CAPI RIFH provider BRI
il global- B4R ;: TERNEREFEYFER KubeadmControlPlane.metadata.name:

global-kcp .


http://localhost:4173/container_platform/zh/workload_clusters/alauda_os/huawei-dcs/infrastructure.html#using-yaml
http://localhost:4173/container_platform/zh/workload_clusters/alauda_os/huawei-dcs/create_cluster.html
http://localhost:4173/container_platform/zh/workload_clusters/alauda_os/huawei-dcs/infrastructure.html
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J% DcsCluster.spec.credentialSecretRef.name ®XE A
${PROVIDER_SECRET_NAME} , 55 7 H&¥itt Secret FARAM global £HE,

¥/l Ccluster.metadata.labels.is-global: "true" #0

Cluster.metadata. labels.cluster-type: DCS .

#N4E ${NODE_REGISTRY_ADDRESS} M

Cluster.metadata.annotations["cpaas.io/registry-address"] .

A Alauda OS & & KubeadmControlPlane.spec.kubeadmConfigSpec.format:
ignition .

{FF4MER LoadBalancer & &
DCSCluster.spec.controlPlaneLoadBalancer.type: external , BK{ffH type:
internal Self-built VIP, X TREMEI , FEI=HFE Layer 2 RILRHTRE IPv4 VIP
FHEATE Huawei DCS LIS ¥R YAML THER. SPTAMTET | RRBALLI% )

TG R ENRER |, BOE listener, JE¥m. BTSSRI ATIEME,

{RE8 KubeadmControlPlane.spec.kubeadmConfigSpec.users %8 , Ff{RE
sshAuthorizedKkeys %IFRIEZT ( boot FHF' . DCS ignition F&XEFELEZTSH
SSH 4%k , Fit , BMERAITRIET SSH 1i[A] global &8 , LAMHREMTF

. MRAFEZERRS , BSEMMNTE A T RN IRHHE.

{REEIENE: kubeadm 304, kubelet #MT . BRITREEMEEFLEF RBAC &H. XHA
7 (PodSecurity admission BL& . kubelet %M T A& 1T5RER) LR TTEK
clusterConfiguration ., preKubeadmCommands . postKubeadmCommands . init &
join T UEMANT | #S S ERAER. EMTTER KubeadmControlPlane BCE iR
FEHIXLERNTS |, 23| ARG RAAM dcs-kubernetes-<major.minor>-files
Secret, THAEZFBRNBREMEZEMECE 2 LMK global HFETFER.

XFIEHMIE DR §BE , FAERE

DCSCluster.spec.encryptionProviderConfigRef . IRFEEMIFHHRACE R
clusterConfiguration.apiServer.extraArgs.encryption-provider-config

DCS provider £B81T¥ /etc/kubernetes/encryption-provider.conf B AENE
BT R——2R—MLRE BRI ES , HARYISMERIEFETTH APl server XX{F
—RHZSEETRUEMT , FE global &R EH eted FHEBIRMNE . FERAX
{475 I0%] KubeadmControlPlane.spec.kubeadmConfigSpec.files ; provider £%3%
TR RE |, RIRMERP A E SHEREZRE ., ESEHMAAZNE
provider Bt &,

¥ /var/cpaas REAFEARE. WRFTEERNBMPEMREWE B
DCSIpHostnamePool.spec.pool[].persistentDisk FEIAE  AEK#HT


http://localhost:4173/container_platform/zh/workload_clusters/alauda_os/huawei-dcs/create_cluster.html#self-built-vip
http://localhost:4173/container_platform/zh/workload_clusters/alauda_os/prepare/control-plane-endpoint.html
http://localhost:4173/container_platform/zh/workload_clusters/alauda_os/prepare/control-plane-endpoint.html
http://localhost:4173/container_platform/zh/workload_clusters/alauda_os/huawei-dcs/create_cluster.html#resolving-placeholders
http://localhost:4173/container_platform/zh/workload_clusters/alauda_os/huawei-dcs/create_cluster.html#complete-kubeadmcontrolplane-configuration
http://localhost:4173/container_platform/zh/workload_clusters/alauda_os/huawei-dcs/create_cluster.html#encryption-provider-delivery
http://localhost:4173/container_platform/zh/workload_clusters/alauda_os/huawei-dcs/create_cluster.html#encryption-provider-delivery
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DCSMachineTemplate FEARMEE SRREBRE.

o XJ DCS Aifzf{FE A EAMK datastoreName 1B , [RIEAREMAFTIE datastore S5
AT R EIEREEIZ1TE A VM E L.

| resem
PR YAML BZF FE , RETTEEN FBK5TE manifest, X global FELESIHF
ZIARIE DCS RIEE M S E TR ALK manifest F , SAENFTTEK manifest X, IRFHEE
NTEXHFFE , MARNAERES | EEARTKREFERS : Huawei DCS fI7T# global

Manifest,

PAFFEB/RT global 45:EM) Cluster AP E#ALE . A LMK DCS 4% 5%
HRBATE provider TIFRFER.
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apiVersion: cluster.x-k8s.io/vlbetal
kind: Cluster
metadata:
name: global
namespace: cpaas-system
labels:
cluster-type: DCS
is-global: "true"
annotations:
capi.cpaas.io/resource-group-version: infrastructure.cluster.x-k8
s.io/vilbetal
capi.cpaas.io/resource-kind: DCSCluster
cpaas.io/registry-address: "${NODE_REGISTRY_ADDRESS}"
spec:
clusterNetwork:
pods:
cidrBlocks:
- ${CLUSTER_CIDR}
services:
cidrBlocks:
- ${SERVICE_CIDR}
controlPlaneRef:
apiVersion: controlplane.cluster.x-k8s.1io0/vlbetal
kind: KubeadmControlPlane
name: global-kcp
infrastructureRef:
apiVersion: infrastructure.cluster.x-k8s.io/vlbetal
kind: DCSCluster
name: global
apiVersion: controlplane.cluster.x-k8s.io/vlbetal
kind: KubeadmControlPlane
metadata:
name: global-kcp
namespace: cpaas-system
annotations:
controlplane.cluster.x-k8s.io/skip-kube-proxy: ""
spec:
replicas: 3
version: ${K8S_VERSION}
rolloutStrategy:
type: RollingUpdate
rollingUpdate:
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maxSurge: 0O
machineTemplate:
nodeDrainTimeout: 1m
nodeDeletionTimeout: 5m
infrastructureRef:
apiVersion: infrastructure.cluster.x-k8s.io/vlbetal
kind: DCSMachineTemplate
name: global-cp-template
kubeadmConfigSpec:
format: ignition
clusterConfiguration:
etcd:
local:
serverCertSANs:
- "${CONTROL_PLANE_VIP}"
- "${PLATFORM_HOST}"

VMware vSphere

e/ VMware vSphere global manifest Z ] , & EH#H K.

export GLOBAL_VSPHERE_YAML="/root/yamls/new-global.yaml"

1223 manifest 2 BIBIEPAMENE Secret , IFHHHERTE manifest Z4h., & 5 15
kubectl apply K manifest , X&¥EIRRNBICTIEE) Secret [

kubectl.kubernetes.io/last-applied-configuration annotation &,

o vCenter EiF , HEZF#RWINA global-vsphere-credentials E 7 HSHEN
ConfigMap #1 DR #Br&BRE 4wl T X — Y] B #R. 1RARTE VMware vSphere L5
ERARER |, ERXEE ZFREEEE , FFN

VSphereCluster.spec.identityRef.name 3|HE.

o vSphere CPI EiF , B§ ClusterResourceSet 35|, 1&ZHRE—+sraFHEASIERE
ik,

SXJ5 , VMware vSphere global manifest ASRFE cpaas-system namespace F/@E LA
TRIR :


http://localhost:4173/container_platform/zh/workload_clusters/alauda_os/vmware-vsphere/create_cluster.html
http://localhost:4173/container_platform/zh/workload_clusters/alauda_os/vmware-vsphere/create_cluster.html
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TR

TSI R

VSphereMachineConfigPool

FATFAESIFmE T R

VSphereMachineTemplate

KubeadmControlPlane

VSphereCluster

Cluster

AT vSphere CPI ] ClusterResourceSet
F1 configMap

AT IET RK
VSphereMachineConfigPool .
VSphereMachineTemplate .
KubeadmConfigTemplate #l

MachineDeployment

R

DECEFSENS . BR/OME, 1P
ZEn e L] b s 67 e

TEX VM #84, wf#EfEX, CPU., NTZ.
datastore, 3CfF¥. MR B ARG
BE.

5| § Kubernetes =I5, K
spec.version WEA
${K8S_VERSION} .

T X vCenter ¥, 540, FEUES| AR
S

¥ Cluster APl Cluster J&E3ER
vSphereCluster #0

KubeadmControlPlane ,

API server AJijj[a) 5 , % vSphere CPI &
IRZ{1E] global £EF¥,

ClusterResourceSet <3| F_LHES!
M CPI 4EIE Secret,

BIETAHTR.

{3 VMware vSphere Zhti& e A% vSphere i \{E. PA7E VMware vSphere 4
&M VMware vSphere Provider B S ZEE S global £ 3 manifest, fIE%E
FHERIETE manifest LAFIIIAM global EIRERERMUBRWFER  EXA4B1TH
i global &£, RELENAT global $FEEKRG , AseE AEHT M vSphere &R
EX

e ¥ Cluster.metadata.name #1 VSphereCluster.metadata.name IXE.A global
(AR SRS CAPI = cluster BFR) . AHMEA CAPI FIRZH provider B


http://localhost:4173/container_platform/zh/workload_clusters/alauda_os/vmware-vsphere/infrastructure.html
http://localhost:4173/container_platform/zh/workload_clusters/alauda_os/vmware-vsphere/create_cluster.html
http://localhost:4173/container_platform/zh/workload_clusters/alauda_os/vmware-vsphere/create_cluster.html
http://localhost:4173/container_platform/zh/workload_clusters/alauda_os/vmware-vsphere/overview.html
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RN global- RU4R ; FHEMIERE FEER

KubeadmControlPlane.metadata.name: global-kcp .,

e YN0 Cluster.metadata.labels.is-global: "true" M

Cluster.metadata. labels.cluster-type: VSphere ,

o RINE1E ${NODE_REGISTRY_ADDRESS} H]

Cluster.metadata.annotations["cpaas.io/registry-address"] .

o REBFAIHIZFTEMR VMware vSphere annotations , 3% VMware vSphere fI& 4
HFsrTP ML F CPI annotations,

e ¥ vSphereMachineTemplate.spec.template.spec.folder &XE A
/<datacenter>/vm/global , PA{& operator 7£ vCenter F1R5I] global £Ef VM,
1£ DR #PES , AEEHMEBEFERRRNF3CH4E |, B0

/<datacenter>/vm/global/primary # /<datacenter>/vm/global/standby .

e J% vsphereCluster.spec.identityRef.name IXE X global-vsphere-
credentials , WEE Secret ZFR{VERTF VMware vSphere global &ii&{Z ; 3k
global VMware vSphere £ £ E1E1A FAAIE SR Em.

o FEN/F] manifest 2 BEETHFHin R8N ; 2 RTUEER. XFTHMD
LoadBalancer , #&RIEHL LIS s P KA L TTRECEMEIUE, global SEHY
A PMER internal Self-built VIP : STh Self-built VIP 4ok &4, SR 2 Self-
built VIPEf] spec.controlPlaneLoadBalancer IR¥ZNZE] global
vSphereCluster 1,
Self-built VIP ek & Hdn €S MIEFEIZTTH) global EEHEER
ModulePlugin/alive , {BE bootstrap TIIPBIAER AT, FECANTRK M
AFHARBE alive plugin,

e IXE KubeadmControlPlane.spec.kubeadmConfigSpec.format: cloud-config , 3%
Z 1% provider ¥tk APl FEREIANRE A cloud-config BFIARREBZFEX. cloud-
init FAIEBIRKE FUKE  NENTFERANBHE.

o {£E3 release manifest ] kubeadm 34 , A13F VMware vSphere ]
/etc/kubernetes/encryption-provider.conf X% B. kubelet 8T . Bi15RE
MEEFEF RBAC 5B, VMware vSphere 8%
KubeadmControlPlane.spec.kubeadmConfigSpec.files AT ; NEEF
DCS ] DpcsCluster.spec.encryptionProviderconfigref #&IX.

| resem


http://localhost:4173/container_platform/zh/workload_clusters/alauda_os/prepare/control-plane-endpoint.html
http://localhost:4173/container_platform/zh/workload_clusters/alauda_os/vmware-vsphere/create_cluster.html#self-built-vip-prerequisites
http://localhost:4173/container_platform/zh/workload_clusters/alauda_os/vmware-vsphere/create_cluster.html#enable-self-built-vip
http://localhost:4173/container_platform/zh/workload_clusters/alauda_os/vmware-vsphere/create_cluster.html#enable-self-built-vip
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LT YAML 2R FE , NETEHEN AT manifest, KX global FELTESEH
ZI4RHE VMware vSphere B &£ BHERER MM manifest & |, SR 5N FATTEM manifest X4,

AT FEB/RT global 4F5EM Cluster AP EHECE . {FF_LHEK VMware vSphere 41
BENSEZTEPAT provider RIFFEL.
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apiVersion: cluster.x-k8s.io/vlbetal
kind: Cluster
metadata:
name: global
namespace: cpaas-system
labels:
cluster-type: VSphere
is-global: "true"
addons.cluster.x-k8s.io/vsphere-cpi: "enabled"
annotations:
capi.cpaas.io/resource-group-version: infrastructure.cluster.x-k8
s.io/vilbetal
capi.cpaas.io/resource-kind: VSphereCluster
cpaas.io/alb-address-type: ClusterAddress
cpaas.io/network-type: kube-ovn
cpaas.io/registry-address: "${NODE_REGISTRY_ADDRESS}"
spec:
clusterNetwork:
pods:
cidrBlocks:
- ${CLUSTER_CIDR}
services:
cidrBlocks:
- ${SERVICE_CIDR}
controlPlaneRef:
apiVersion: controlplane.cluster.x-k8s.io/vlbetal
kind: KubeadmControlPlane
name: global-kcp
infrastructureRef:
apiVersion: infrastructure.cluster.x-k8s.io/vlbetal
kind: VSphereCluster
name: global
apiVersion: controlplane.cluster.x-k8s.io/vlbetal
kind: KubeadmControlPlane
metadata:
name: global-kcp
namespace: cpaas-system
spec:
replicas: 3
version: "${K8S_VERSION}"
rolloutStrategy:
type: RollingUpdate
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rollingUpdate:
maxSurge: 0O
machineTemplate:
nodeDrainTimeout: 1m
nodeDeletionTimeout: 5m
infrastructureRef:
apiVersion: infrastructure.cluster.x-k8s.io/vlbetal
kind: VSphereMachineTemplate
name: global-cp-machine-template
kubeadmConfigSpec:
format: cloud-config
clusterConfiguration:
etcd:
local:
serverCertSANs:
"${CONTROL_PLANE_VIP}"
"${PLATFORM_HOST}"

Huawei Cloud Stack

1EJ84 HCS global manifest Z 8 , B HBH KRR,

export GLOBAL_HCS_YAML="/root/yamls/new-global.yaml"

by

HCS global manifest /A%fE cpaas-system #p& TEFEEUTRIR

TR &

{EfiE accessKey . secretKey .

projectID . region |,

Secret .
externalGlobalbomain AR AJ%EMH
schema .
HCSMachineConfigPool for control plane NEERSTENAL . 1P HE AR Rt SRR
nodes AR
¥ Cluster APl cluster &E#:%|
Cluster HcSCluster 0

KubeadmControlPlane ,
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TR R

EX VPC, FM, &2, ELBFMHHS
.

HCSCluster

51§ Kubernetes 1&5I15FE. ¥
KubeadmControlPlane spec.version WEA
${K8S_VERSION} .

HCSMachineTemplate for control plane TENEG . M. TTRX. REMIEREEE
nodes 5

o

HCSMachineConfigPool .

HCSMachineTemplate .

, BTN R,
KubeadmConfigTemplate #l

MachineDeployment for workers

{8 F31£ Huawei Cloud Stack _E 6|2 £ #£F0 Huawei Cloud Stack Erti& it &JRFH HCS
BEFE., ST global &£E , FEUUTIMNESK

e ¥ cCluster.metadata.name #1 HCSCluster.metadata.name I®EA global (Z
RERMESEREILZ CAPI cluster B#R) . AHMEAN CAPI BIRF provider BRI
global- HIZR ; TEIFNEEFE{FH KubeadmControlPlane.metadata.name:

global-kcp .

e ¥ HcSCluster.spec.identityRef.name iXE_* ${PROVIDER_SECRET_NAME} , #
1% 7 &1, Secret S NRAM global £EE.

e ¥l Cluster.metadata.labels.is-global: "true" M

Cluster.metadata. labels.cluster-type: HCS .,

o DT ${NODE_REGISTRY_ADDRESS} H]

Cluster.metadata.annotations["cpaas.io/registry-address"] .

e IXE KubeadmControlPlane.spec.kubeadmConfigSpec.format: cloud-config , 3%
FE7E provider ¥t API FEEBMAIRE A cloud-config BRNEREAFE. cloud-
init B&FPHIREEFR , MAEFERE.

o {REZ release manifest FIENIZR kubeadm X4, kubelet 48T . BEITSRBE AL IEFEF
RBAC %H.


http://localhost:4173/container_platform/zh/workload_clusters/alauda_os/huawei-cloud-stack/create_cluster.html
http://localhost:4173/container_platform/zh/workload_clusters/alauda_os/huawei-cloud-stack/infrastructure.html
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o XWFIEEMIE DR ZE , ~EIW /etc/kubernetes/encryption-provider.conf &

fiE] KubeadmControlPlane.spec.kubeadmConfigSpec.files ,

o ¥ /var/cpaas {EATFERSRE. UHMWINET RS RREFAER |, £
HCSMachineConfigPool.spec.configs[].persistentDisks[] FEHAE ; NEKE

HCSMachineTemplate.spec.template.spec.datavolumes[] FEFREBIRE.

o XT global &# , EME G FE. HEHFE HCS SRSHHFAE , Tkt
K.

| recem
LR YAML REHFE , AR EHEN A7TE manifest, KX global HSFEEXEEH
ZIRIE HCS Rl E RS 2 BRVER Y manifest F |, SRENFBTEEK manifest T4,

PATHEBRT global 45EM Cluster API SEEACE ., {#F_EMEMK HCS flE&Eis 2
WEHATE provider FRIRFEL.
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apiVersion: cluster.x-k8s.io/vlbetal
kind: Cluster
metadata:
name: global
namespace: cpaas-system
labels:
cluster-type: HCS
is-global: "true"
annotations:
capi.cpaas.io/resource-group-version: infrastructure.cluster.x-k8
s.io/vilbetal
capi.cpaas.io/resource-kind: HCSCluster
cpaas.io/registry-address: "${NODE_REGISTRY_ADDRESS}"
spec:
clusterNetwork:
pods:
cidrBlocks:
- ${CLUSTER_CIDR}
services:
cidrBlocks:
- ${SERVICE_CIDR}
controlPlaneRef:
apiVersion: controlplane.cluster.x-k8s.1io0/vlbetal
kind: KubeadmControlPlane
name: global-kcp
infrastructureRef:
apiVersion: infrastructure.cluster.x-k8s.io/vlbetal
kind: HCSCluster
name: global
apiVersion: controlplane.cluster.x-k8s.io/vlbetal
kind: KubeadmControlPlane
metadata:
name: global-kcp
namespace: cpaas-system
spec:
replicas: 3
version: "${K8S_VERSION}"
rolloutStrategy:
type: RollingUpdate
rollingUpdate:
maxSurge: 0
machineTemplate:
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nodeDrainTimeout: 1m
nodeDeletionTimeout: 5m

infrastructureRef:

apiVersion: infrastructure.cluster.x-k8s.1i0/vlbetal

kind: HCSMachineTemplate
name: global-cp-machine-template
kubeadmConfigSpec:
format: cloud-config
clusterConfiguration:
etcd:
local:
serverCertSANs:
- "${CONTROL_PLANE_VIP}"
- "${PLATFORM_HOST}"

wReR

1E)84: Bare Metal global manifest 7§ , ¥ E i K12,

export GLOBAL_BAREMETAL_YAML="/root/yamls/new-global.yaml"

Bare Metal global manifest A504E cpaas-system #p&TAIFEESULTEIR

TR

MachineRegistration

SeedImage

MachineInventory

MachineInventoryPool for control plane

nodes

BaremetalMachineTemplate for control plane
nodes

R

A global FEHIRA live ISO EMGR
MER R elemental L E.

MERTXI global EHK
bootstrap ISO, It ISO J&F bootstrap

A TREABERER.

FRIEMEZNKIENST 4, N
CAPI SR Z Bl , FHFHUTRIEE,

FILAPASF global I=HIFEIAIAGY)

MachineInventory Z&#R.

S| R HISFE SR,
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TR Bg

3| & Kubernetes %% Fm. ¥
KubeadmControlPlane spec.version WEA
${K8S_VERSION} ,

SESUEHIFE VIP, VIP G, VRID,
BaremetalCluster v m AR AT IER I provider config
Secret 5| .

¥ Cluster APl cluster &E3EZ|
Cluster BaremetalCluster 0

KubeadmControlPlane ,

] 3%/ worker MachineInventoryPool .

BaremetalMachineTemplate . LYFMETET RE , 813 global
KubeadmConfigTemplate #0 THETS.
MachineDeployment

BEGER EAEER. BIERE BT =M Bare Metal Provider ifERIES %, T
global £#f , REBITESIESK :

¥ cluster.metadata.name F1 BaremetalCluster.metadata.name IRE A
global , AEMEA CAPI, & EH elemental FIRAFM global- B4R,

¥/l Cluster.metadata.labels.cluster-type: ProviderBaremetal ,

SINHA ${NODE_REGISTRY_ADDRESS} ]

Cluster.metadata.annotations['"cpaas.io/registry-address"] .

% seedImage.spec.baseImage KEA

${BOOTSTRAP_REGISTRY_ADDRESS}/tkestack/baremetal-base-image-
is0:${0S_IMAGE_TAG} , RIBIR 3 FFAM ISO i, EMERFBRALR 3 FiX
BM elemental-image-catalog 2%H ; provider £¥3% 5B I registry Z9nB# 4
cpaas.io/registry-address annotation , FittEH S M

${NODE_REGISTRY_ADDRESS} FiEBUiZ4E4%.

e /X Cluster.metadata.annotations["cpaas.io/kube-ovn-join-cidr"] .
Cluster.metadata.annotations['"cpaas.io/sentry-deploy-type"]: Baremetal
F cluster.metadata.annotations["cpaas.io/alb-address-type"]:

ClusterAddress ,


http://localhost:4173/container_platform/zh/workload_clusters/alauda_os/bare-metal/create_cluster.html
http://localhost:4173/container_platform/zh/configure/nodes/alauda_os/bare-metal.html
http://localhost:4173/container_platform/zh/workload_clusters/alauda_os/bare-metal/overview.html
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WE KubeadmControlPlane.spec.kubeadmConfigSpec.format: cloud-config , 3%
F1£ provider It APl FFERZRAIREA cloud-config BRNEREZRTFER. 4RMHN%IE
AT R LM cloud-init 4bIE,

B KubeadmControlPlane.spec.rolloutStrategy.rollingUpdate.maxSurge:
0 . REBIBTTIEXYIRTN TR AN AL,
4 release manifest {¥F kube-ovn B} , £ KubeadmControlPlane _F{%%4

controlplane.cluster.x-k8s.i0/skip-kube-proxy: "" ,

¥ ${CONTROL_PLANE_VIP} Fl ${PLATFORM_HOST} JH&A
KubeadmControlPlane.spec.kubeadmConfigSpec.clusterConfiguration.etcd. loc

al.serverCertSANs ,

TERL K% 6 [ m AP 195#E Bare Metal dg 823, XF Internal , i®E VIP, igH
6443 FIME—M) vrid , X3F External , IREIMIPEIE SRR E |, FF
HBE vrid .

XFIEEHIE DR FE |, AJRAERE
BaremetalCluster.spec.encryptionProviderConfigRef ., X3F DR Ef& , iRHBT]
Ve DOHENR S EPEFRNGEBASHTIRE ; FEBIIW /etc/kubernetes/encryption-
provider.conf ¥&/NZE|] KubeadmControlPlane.spec.kubeadmConfigSpec.files 3k

THE.

XFF Bare Metal DR , ¥ baremetal.cluster.io/system-agent-auth-scope:
global ¥NANZEJATF bootstrap global FAHLH MachineRegistration =,
bootstrap H[B]AEIRE baremetal.cluster.io/system-agent-server-url ,
bootstrap ISO #ZIBIT bootstrap " mRiFM ; Z EAHEELW SR global HlhTiEE!
AL E HE AP ¥ AR

MR global VM SHERENLE live ISO jZEhHARIRHE DHCP |, EHESERF
MachineInventory JEMZAT , B FHIEHIEFECE NIC, FHREREE LAE
SR ATIARAEE NetworkManager $#4E255R | FERRBIMIE, RIX, DNS k4
FREB A ENRIE.

1£ live ISO 23hz 8T , NEMHFIRESED global FHAEED | FHraREHZ [BIAES(E]
ERFAEFAEREN 10 BWRURN. ESFHIEVEE[E L,

REK# OS ENZHENER. REJRE provider £4R1E CAPI FjESAXT R AL
kubeadm 7 /& #rF provider 1D,

1£ bootstrap &P AIEK SeedImage f2 bootstrap T4, A5#EfG , fEIEENH
global EEFE FHIB{E{THE MachineRegistration EY SeedImage .


http://localhost:4173/container_platform/zh/workload_clusters/alauda_os/prepare/control-plane-endpoint.html
http://localhost:4173/container_platform/zh/workload_clusters/alauda_os/bare-metal/create_cluster.html#network-connectivity
http://localhost:4173/container_platform/zh/workload_clusters/alauda_os/bare-metal/create_cluster.html#network-connectivity
http://localhost:4173/container_platform/zh/workload_clusters/alauda_os/bare-metal/create_cluster.html#host-time-synchronization

2% - Alauda Container Platform

| recem
PR YAML EF R , A2 AEHEN AT manifest, XL global $FEXESIH
ZI#R1E Bare Metal BIEE S ZTRHERH manifest F , AfEN FATEEK manifest L4,

AT FERB/RT global 4F3EH Cluster AP E#HECE . 1/ Bare Metal QI &£ S 2%
FHEEER AR, FMECE. Fi&%s5I AT ENTED R TIR.

YT provider EIEEK] Alive , ¥ <control-plane-load-balancer-type> REA
Internal ; XFHAFAERKM LoadBalancer , iIR& 4 External . {# External K,
Bk vrid . BXREMERKEK  FSRHEE TG .


http://localhost:4173/container_platform/zh/workload_clusters/alauda_os/prepare/control-plane-endpoint.html
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apiVersion: cluster.x-k8s.io/vlbetal
kind: Cluster
metadata:
name: global
namespace: cpaas-system
labels:
cluster-type: ProviderBaremetal
annotations:
capi.cpaas.io/resource-group-version: infrastructure.cluster.x-k8
s.io/vlbetal
capi.cpaas.io/resource-kind: BaremetalCluster
cpaas.io/kube-ovn-join-cidr: "${KUBE_OVN_JOIN_CIDR}"
cpaas.io/registry-address: "${NODE_REGISTRY_ADDRESS}"
cpaas.io/sentry-deploy-type: Baremetal
cpaas.io/alb-address-type: ClusterAddress
spec:
clusterNetwork:
pods:
cidrBlocks:
- ${CLUSTER_CIDR}
services:
cidrBlocks:
- ${SERVICE_CIDR}
controlPlaneRef:
apiVersion: controlplane.cluster.x-k8s.io/vlbetal
kind: KubeadmControlPlane
name: global-kcp
infrastructureRef:
apiVersion: infrastructure.cluster.x-k8s.io/vlbetal
kind: BaremetalCluster
name: global
apiVersion: infrastructure.cluster.x-k8s.io/vlbetal
kind: BaremetalCluster
metadata:
name: global
namespace: cpaas-system
spec:
controlPlaneLoadBalancer:
type: <control-plane-load-balancer-type>
host: ${CONTROL_PLANE_VIP}
port: 6443
# Required only for Internal. Remove this field for External.
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vrid: <unique-vrid>
# vipMode defaults to nic. Set it explicitly only when the enviro
nment
# requires another supported mode, such as arp or policy_route.
# vipMode: nic

# Required for DR. Omit this field for a normal non-DR deployment u
nless

# you need to provide a pre-existing encryption-provider.conf.

# encryptionProviderConfigRef:

# name: global-encryption-provider-config
apiVersion: infrastructure.cluster.x-k8s.io/vlbetal
kind: MachineInventoryPool
metadata:

name: global-control-plane-pool

namespace: cpaas-system
spec:

clusterName: global

machineInventories:

- global-cp-1

- global-cp-2

- global-cp-3
apiVersion: infrastructure.cluster.x-k8s.io/vlbetal
kind: BaremetalMachineTemplate
metadata:

name: global-control-plane-template

namespace: cpaas-system
spec:

template:

spec:
machineInventoryPoolRef:
name: global-control-plane-pool
apiVersion: controlplane.cluster.x-k8s.1io0/vlbetal
kind: KubeadmControlPlane
metadata:

name: global-kcp

namespace: cpaas-system

annotations:

controlplane.cluster.x-k8s.io/skip-kube-proxy: ""
spec:

replicas: 3

version: "${K8S_VERSION}"
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rolloutStrategy:
type: RollingUpdate
rollingUpdate:
maxSurge: 0
machineTemplate:
nodeDrainTimeout: 1m
nodeDeletionTimeout: 5m
infrastructureRef:
apiVersion: infrastructure.cluster.x-k8s.io/vlbetal
kind: BaremetalMachineTemplate
name: global-control-plane-template
kubeadmConfigSpec:
format: cloud-config
clusterConfiguration:
etcd:
local:
serverCertSANs:
- "${CONTROL_PLANE_VIP}"
- "${PLATFORM_HOST}"

5% 5 — W global j5 5
¥ provider 453E VB £ FAZ! bootstrap &5,

Huawei DCS

kubectl apply -f "${GLOBAL_DCS_YAML}"

VMware vSphere

kubectl apply -f "${GLOBAL_VSPHERE_YAML}"

Huawei Cloud Stack

kubectl apply -f "${GLOBAL_HCS_YAML}"
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Bare Metal

kubectl apply -f "${GLOBAL_BAREMETAL_YAML}"

¥ bootstrap IEMAE MK RIRIER , AJ5HHAF Cluster AP HRAEIS IR,

kubectl -n cpaas-system get machineinventory.elemental.cattle.io
kubectl -n cpaas-system get machineinventorypool

kubectl -n cpaas-system get baremetalcluster, baremetalmachine

\

IR 6 — FRFEHIFE

%1F Cluster API provider &M 253 /23) Kubernetes 125 H

kubectl get clusters.cluster.x-k8s.io -n cpaas-system
kubectl get kubeadmcontrolplane -n cpaas-system
kubectl get machines -n cpaas-system

1 KubeadmControlPlane R4 Ready: True , H cCluster #R% Phase: Provisioned

B, 5 EED 24 .

IR 7 — 5 A\ Provider ‘&5

T EEINS N KR provider , ETEfMA LIRFEFZHI , /£ cpaas-system #5&ZT[EFAY
## dcs-import-extra-resources ConfigMap, BP{§ provider /<2 Huawei DCS ,

ConfigMap Z#R{HMEEE dcs BIZR , UERRIARTERRRF.

&/ provider E5E Bt ConfigMap ¥ laaS EiF Secret SAFHM global &, XT
VMware vSphere, Huawei Cloud Stack #1 Bare Metal , B4 S )\ provider ] Cluster API
IR ; 3T Huawei DCS , XL RIFHNERFDTHS , HIIER R¥H , DCS ConfigMap R FH
AEFEIUE secret KB, EFLEMIHERE global RREFZE VMware vSphere,
Huawei Cloud Stack #1 Bare Metal f¢] ConfigMap.
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ST IR E Lt | @it Secret 3| FBIZELNE provider BLEMP A providler——Huawei DCS
( DCSCluster.spec.encryptionProviderconfigRef ) % Bare Metal

EWMIUE TS I,

ConfigMap § \i% Secret, NEM] DCS 1T#% 2R 1EF Cluster AP &R , N&E T3 K

Secret,

( BaremetalCluster.spec.encryptionProviderConfigRef )

Huawei DCS

DCS provider #1 Cluster API $SREPIEALER | RILIER K% , ConfigMap RS
)\ DCSCluster.spec.credentialSecretRef.name 3|FAKEUE Secret . {FFAE
global JEEAFIRERME Secret ZFR,

mkdir -p /root/yamls
cat > /root/yamls/dcs-import-extra-resources.yaml <<EOF
apiVersion: vi
kind: ConfigMap
metadata:
name: dcs-import-extra-resources
namespace: cpaas-system
data:
resources.yaml: |
resources:
- resource: "secrets"
names: ["${PROVIDER_SECRET_NAME}"]
method: kubectl
EOF

kubectl apply -f /root/yamls/dcs-import-extra-resources.yaml

XfF DR &# , AU TEX. E4RM
DCSCluster.spec.encryptionProviderConfigRef.name 3|FIRIN%E provider
Secret , % provider MI{EEZIFRAM global £Ef,
DCS_ENCRYPTION_PROVIDER_SECRET XKREHZILZ DR AE ; IIRASFHIZTE , T—
1T=IAMIREE , FAANEN heredoc SR HRFF AT Secret £#5,
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mkdir -p /root/yamls
"${DCS_ENCRYPTION_PROVIDER_SECRET:?export it first — see Prepare Sh
ared DR Variables}"
cat > /root/yamls/dcs-import-extra-resources.yaml <<EOF
apiVersion: vi
kind: ConfigMap
metadata:
name: dcs-import-extra-resources
namespace: cpaas-system
data:
resources.yaml: |
resources:
- resource: "secrets"
names:
- "${PROVIDER_SECRET_NAME}"

F

The name must match the Secret referenced by

F

DCSCluster.spec.encryptionProviderConfigRef.
"${DCS_ENCRYPTION_PROVIDER_SECRET}"
method: kubectl

EOF

kubectl apply -f /root/yamls/dcs-import-extra-resources.yaml

kubectl -n cpaas-system get cm dcs-import-extra-resources -o yaml

PRI BT, IEREIEZ /G ConfigMap : BIA names FKEEWIIET , BEZAN LB
405 DCSCluster.spec.encryptionProviderConfigRef.name Se&ULHL.

XF DR, BERKFIIERAN global EHPEEZESIARIME provider Secret,

kubectl --kubeconfig <global-kubeconfig> -n cpaas-system \
get secret "${DCS_ENCRYPTION_PROVIDER_SECRET}" \

-0 jsonpath='{.data.encryption-provider\.conf}{"\n"}'

VMware vSphere

TR TARAEF 2 HT , R FHFV A VMware vSphere S A ConfigMap, 1E% A AR
& global TEHEPEZE ConfigMap, global-vsphere-credentials Secret {7

vCenter F§ AL %R , HLZFWINS VMware vSphere global j58H
vSphereCluster.spec.identityRef.name 35| Secret ZFr4E[E],
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mkdir -p /root/yamls
cat > /root/yamls/dcs-import-extra-resources.yaml <<EOF
apiVersion: vi
kind: ConfigMap
metadata:
name: dcs-import-extra-resources
namespace: cpaas-system
data:
resources.yaml: |
resources:
- resource: "vsphereclusters.infrastructure.cluster.x-k8s.i0"
names: ["global"]
etcdKeyBase: "/registry/infrastructure.cluster.x-k8s.io/vsphere
clusters/cpaas-system/"
method: etcdctl
- resource: "vspheremachinetemplates.infrastructure.cluster.x-k8
s.io"
etcdKeyBase: "/registry/infrastructure.cluster.x-k8s.io/vsphere
machinetemplates/cpaas-system/"
method: etcdctl
- resource: "vspheremachines.infrastructure.cluster.x-k8s.1i0"
etcdKeyBase: '"/registry/infrastructure.cluster.x-k8s.io/vsphere
machines/cpaas-system/"
method: etcdctl
- resource: "vspherevms.infrastructure.cluster.x-k8s.io"
etcdKeyBase: "/registry/infrastructure.cluster.x-k8s.io/vsphere
vms/cpaas-system/"
method: etcdctl
- resource: "vspheremachineconfigpools.infrastructure.cluster.x-k
8s.10"
etcdKeyBase: '"/registry/infrastructure.cluster.x-k8s.io/vsphere
machineconfigpools/cpaas-system/"
method: etcdctl
- resource: "secrets"
names: ["global-vsphere-credentials"]
method: kubectl
EOF

kubectl apply -f /root/yamls/dcs-import-extra-resources.yaml

Huawei Cloud Stack
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MR TERF 2T, BN A HCS S ConfigMap, 1EE ZREMAMERE global
TIEPEELY, ConfigMap, $§ PROVIDER_SECRET_NAME 1XE A
HCSCluster.spec.identityRef.name {§KI4E[E) Secret Z#R.

mkdir -p /root/yamls
cat > /root/yamls/dcs-import-extra-resources.yaml <<EOF
apiVersion: vi
kind: ConfigMap
metadata:
name: dcs-import-extra-resources
namespace: cpaas-system
data:
resources.yaml: |
resources:
- resource: "secrets"
names: ["${PROVIDER_SECRET_NAME}"]
method: kubectl
- resource: "hcsclusters.infrastructure.cluster.x-k8s.io"
names: ["global"]
etcdKeyBase: '"/registry/infrastructure.cluster.x-k8s.io/hcsclus
ters/cpaas-system/"
method: etcdctl
- resource: "hcsmachinetemplates.infrastructure.cluster.x-k8s.io"
etcdKeyBase: "/registry/infrastructure.cluster.x-k8s.io/hcsmach
inetemplates/cpaas-system/"
method: etcdctl
- resource: "hcsmachineconfigpools.infrastructure.cluster.x-k8s.1i
o"
etcdKeyBase: "/registry/infrastructure.cluster.x-k8s.io/hcsmach
ineconfigpools/cpaas-system/"
method: etcdctl
- resource: "hcsmachines.infrastructure.cluster.x-k8s.1i0"
etcdKeyBase: "/registry/infrastructure.cluster.x-k8s.io/hcsmach
ines/cpaas-system/"
method: etcdctl
EOF

kubectl apply -f /root/yamls/dcs-import-extra-resources.yaml

Bare Metal
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EETRERRFZ 8T , BIEIHFN A Bare Metal § )\ ConfigMap. I, ConfigMap 25 \ 3%
X WHIERE BN elemental owner IR , £ R HIMFDRF XL R IFMEEE TERN
Global 28, I35 A\ Elemental plan Secret 2 kubeadm bootstrap data Secret,

| #Dbcs AP zESA
18R POST /cpaas-installer/api/config/dcs ZHIfIEE dcs-import-extra-
resources , ARFINAXTR |, TIEAEWATRESFERTHRE#RSIFRIZIT , BAFE global
E P AEE TR bootstrap global #1258 BaremetalMachine |
MachineInventory B MachineRegistration Xf£. ANEEITHEXLEH2EMH plan Secret

gk kubeadm bootstrap data Secret 0% ConfigMap J&5/R#h.,

MNEWNER BaremetalMachine XTZHUNERGFYIMK Global MachineInventory &Z#R,
FHfaE XL H{# A0 bootstrap MachineRegistration ., X DR, ¥NEYEE
BaremetalCluster.spec.encryptionProviderconfigrRef 3|FfK] Secret Z#F , M{F&H
KK global HEEHASMRBEIMMNE provider itE. NESNEE platform EiE Secret 3k

MachineRegistration token Secret,

kubectl -n cpaas-system get baremetalmachine \

-1 cluster.x-k8s.io/cluster-name=global \

-0 custom-columns='NAME: .metadata.name, INVENTORY: .status.machineInv
entoryRef.name'
kubectl -n cpaas-system get machineregistration.elemental.cattle.io
kubectl -n cpaas-system get baremetalcluster global \

-0 jsonpath='{.spec.encryptionProviderConfigRef.name}{"\n"}'

413 ConfigMap. ¥ inventory 1 MachineRegistration {5 £ h_E iR 6544 B1E.
X DR, hEEBANE provider Secret T ; XM TRIRE
BaremetalCluster.spec.encryptionProviderconfigRef MI4E DR &3 |, iFF5HX

Secret %:H.,
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mkdir -p /root/yamls
cat > /root/yamls/dcs-import-extra-resources.yaml <<EOF
apiVersion: vi
kind: ConfigMap
metadata:
name: dcs-import-extra-resources
namespace: cpaas-system
data:
resources.yaml: |
resources:
- resource: "customresourcedefinitions.apiextensions.k8s.io"
names:
- baremetalclusters.infrastructure.cluster.x-k8s.1i0
- baremetalmachines.infrastructure.cluster.x-k8s.1i0
- baremetalmachinetemplates.infrastructure.cluster.x-k8s.io
- machineinventorypools.infrastructure.cluster.x-k8s.1io
- machineinventories.elemental.cattle.io
- machineregistrations.elemental.cattle.io
- seedimages.elemental.cattle.io
method: kubectl
- resource: "baremetalclusters.infrastructure.cluster.x-k8s.1i0"
names: ["global"]
etcdKeyBase: "/registry/infrastructure.cluster.x-k8s.io/baremet
alclusters/cpaas-system/"
method: etcdctl
- resource: "baremetalmachinetemplates.infrastructure.cluster.x-k
8s.10"
etcdKeyBase: '"/registry/infrastructure.cluster.x-k8s.io/baremet
almachinetemplates/cpaas-system/"
method: etcdctl
- resource: "baremetalmachines.infrastructure.cluster.x-k8s.1io"
etcdKeyBase: '"/registry/infrastructure.cluster.x-k8s.io/baremet
almachines/cpaas-system/"
method: etcdctl
- resource: "machineinventorypools.infrastructure.cluster.x-k8s.1
o"
etcdKeyBase: "/registry/infrastructure.cluster.x-k8s.io/machine
inventorypools/cpaas-system/"
method: etcdctl
- resource: "machineinventories.elemental.cattle.io"
names:
"<global-machine-inventory-1>"
"<global-machine-inventory-2>"
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- '""<global-machine-inventory-3>"
etcdKeyBase: '"/registry/elemental.cattle.io/machineinventories/
cpaas-system/"
method: etcdctl
- resource: "machineregistrations.elemental.cattle.io"
names: ['"<global-machine-registration>"]
etcdKeyBase: "/registry/elemental.cattle.io/machineregistration
s/cpaas-system/"
method: etcdctl
# Required for DR when BaremetalCluster.spec.encryptionProviderCo
nfigRef is set.
# The name must match the Secret referenced by BaremetalCluster.
- resource: "secrets"
names:
- '"<global-encryption-provider-config-secret>"
method: kubectl
EOF

kubectl apply -f /root/yamls/dcs-import-extra-resources.yaml
kubectl -n cpaas-system get cm dcs-import-extra-resources -o yaml

l AEZ A\ Plan g Kubeadm Bootstrap Secret

TERFLEMNE eted SATHEFFLIEE owner Xf% ZHINVF method: kubectl extras,
BT S A\ Elemental plan Secret {J35| B bootstrap MachineInventory UID ; i% owner UID
HASN 7 SN Global MachineInventory , K, Kubernetes 1Rk Bl A E2 Mhif&ix
Secret, NE¥ Elemental plan Secret, KubeadmConfig XJ&ak

Machine.spec.bootstrap.dataSecretName Secret ZsA1E!|H, ConfigMap,

FE— RN TEZIENESBRAMIRHIRF. BESWUEFTE B R Global
MachineInventory XY&HIEIFLE , MNTEI1Z1TH bootstrap S EHZEENR plan
Secret , F{FHJESN Global MachineInventory UID {EAEIEH2S owner 43 Global

plan Secret,

IR REAIERFEARLEHR Kubeadmconfig X% kubeadm bootstrap data
Secret , NMFEHZRMEL, ConfigMap,

IEIITHEE 8 2B , R LRM ConfigMap :
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o f1% Bare Metal CRD, BaremetalCluster/global . Bare Metal ¥ 28'&JR. #YIK

Global MachineInventory X{%PAA Global MachineRegistration ,

o ~AMEE seedImage X¥#. MachineRegistration token Secret, Elemental plan
Secret, KubeadmConfig XJZEK kubeadm bootstrap data Secret,

o XF DR, {NEE/NE: provider Secret , HHE&#S

BaremetalCluster.spec.encryptionProviderConfigRef.name 5t4PLHEC.

bootstrap SeedImage 44 RFEM bootstrap FFEM ISO ; 7 global ERTERATHE
G, EABREMREGREINSR. S\ seedimages.elemental.cattle.io CRD R
EATILFE global HEFHRANX APIZEEY,

T DR, BERKERIERAK global SHFPEETEFAMME provider Secret,
kubectl --kubeconfig <global-kubeconfig> -n cpaas-system \

get secret <global-encryption-provider-config-secret> \

-0 jsonpath='{.data.encryption-provider\.conf}{"\n"}'

SR 8 — A FE R

Mk AL IFEF REST APl R X FARRKIEK., REFEFLHK Cluster API BIRS AHH
global £, EPEEAY operator , FFL%E FT ki,

export INSTALLER_IP=$(kubectl get pods -n cpaas-system -1 service_name=cp
aas-installer \

-0 jsonpath='{.items[0].status.podIP}"')

| M
INSTALLER IP 2 bootstrap Bk AL RFEFH Pod IP, Zif m{AET AR A,

12487 bootstrap 7 m A1 provider 45 E L IRFEFECE JSON 4 |, AR HIRATEIR I
FRFI . LR RRRETA provider (& FIABRAEE 412 |, BEKIEXAME.



TE

Ui AR

console.

console

cluster.

#

cluster.

cluster.

hostIP

host

.globalHost

clusterCIDR

serviceCIDR

features.ha
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Huawei DCS

/cpaas-

installer/api/config/dcs

["${CONTROL_PLANE_VIP}"]

F & VIla)tk

WE ., vip AHR
isThirdParty: true []
${CONTROL_PLANE_VIP}

L3 bootstrap T & IP

VMware vSphere

/cpaas-installer/api/config/dcs

["${CONTROL_PLANE_VIP}"]

F & ala)t

FRE ; &5 CIDR £ VMware vSphel
Farh 7SR

WE | vip KA isThirdParty: t
${CONTROL_PLANE_VIP} , PRFdum=i&
e

VSphereCluster.spec.controlPlane

A

37 bootstrap & IP

B/~ console.host FKEHELMIL : NH https:// §I , WATwHA. WwEH
console.httpPort #1 console.httpsPort ¥§3E.

WNRFEHE 2 33N bootstrap A T 4N platform 5% registry , i EESKE
registry XZRF , ¥ registry.externalAddress &EA registry #lik , PAEFK
registry.domain ; ANERFFXRERE. REREIPH registry.username FA
registry.password : Ef1RHATM registry FIEEGRHEUE. AR registry AFELFEL ,

N BN FE . REBRFASEEGIIRGBERIZIIND registry , FILB ARRASHK B

ME 1% ; ESRERINTF & 5% Registry,

Huawei DCS

DCS WkFEFERKBE global IFHIFME VIP, {FHASNDHREBIAMGESN , XEINPMAC
B VIP, {£/ self-built vip B , F{EH provider EIEHK) alive =1THSETHHA KR

B VIP,
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mkdir -p /root/yamls
export INSTALLER_CONFIG_JSON="/root/yamls/installer-config-dcs.json"

cat > "${INSTALLER_CONFIG_JSON}" <<EOF

{
"basic": {
"username": "admin@cpaas.io",
"password": "<base64-platform-admin-password>"
3
"registry": {
"domain": "${REGISTRY_DOMAIN}",
"username": "<registry-username>",
"password": "<base64-registry-password>"
3
"console": {
"host": [
"${CONTROL_PLANE_VIP}"
1
"globalHost": "${PLATFORM_HOST}",
"httpPort": 80,
"httpsPort": 443,
"cert": {
"selfSigned": {}
}
3
"cluster": {
"clusterCIDR": "${CLUSTER_CIDR}",
"serviceCIDR": "${SERVICE_CIDR}",
"features": {
"ha": {
"vip": "${CONTROL_PLANE_VIP}",
"vport": 6443,
"isThirdParty": true
}
}
3
"product": [
"base",
"acp"
1
"deployMode": "normal",

"hostIP": "${HOST_IP}"
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EOF

curl -k -X POST "http://${INSTALLER_IP}:8080/cpaas-installer/api/conf
ig/dcs" \

-H 'Content-Type: application/json' \

-d @"${INSTALLER_CONFIG_JSON}"

¥ console.host ®EAAM global I=%FE VIP , B ${CONTROL_PLANE_VIP} .
AELE console.host H{FfH platform 154 ; iE{FA console.globalHost {EA
platform ijjja)ihitlt, cluster.features.ha.vip {FFAAEREHKHILE.

VMware vSphere

VMware vSphere {5 DCS MEIRTEREFinmig{2. EKIENXFE console.host #l
cluster.features.ha TFHEHEINEFEHE VIP ; STTANEHREIN1E5H0 Self-built VIP |, 77
AB[E ; FAEIKHAEtAE vSphereCluster.spec.controlPlaneEndpoint.host HFEE
B, &#f CIDR A~fElb4b A 3% |, T E7E VMware vSphere cluster JHEAFHRH,
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mkdir -p /root/yamls
export INSTALLER_CONFIG_JSON="/root/yamls/installer-config-vsphere.js

Onll

cat > "${INSTALLER_CONFIG_JSON}" <<EOF

{
"basic": {
"username": "admin@cpaas.io",
"password": '"<base64-platform-admin-password>"
3
"registry": {
"domain": "${REGISTRY_DOMAIN}",
"username": "<registry-username>",
"password": "<base64-registry-password>"
3
"console": {
"host": [
"${CONTROL_PLANE_VIP}"
1
"globalHost": "${PLATFORM_HOST}",
"httpPort": 80,
"httpsPort": 443,
"cert": {
"selfSigned": {}
}
3
"cluster": {
"features": {
"ha": {
"vip": "${CONTROL_PLANE_VIP}",
"vport": 6443,
"isThirdParty": true
}
}
3
"product": [
"base",
"acp"
1
"deployMode": "normal",
"hostIP": "${HOST_IP}"
}

EOF
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curl -k -X POST "http://${INSTALLER_IP}:8080/cpaas-installer/api/conf
ig/dcs" \

-H 'Content-Type: application/json' \

-d @"${INSTALLER_CONFIG_JSON}"

Tz RSN I 272 Self-built VIP 4244t , #PK console.host
cluster.features.ha.vip WEAZAM global FEHIFmE VIP , B
${CONTROL_PLANE_VIP} , ~EFE console.host "{FFH platform iH % ; E{FEH
console.globalHost k4 platform if[ajitit,
VvSphereCluster.spec.controlPlaneEndpoint.host {#FAREIAIHHE,

Huawei Cloud Stack

HCS {5 DCS MR LR Finmigid , (BHEKIEXNEE
cluster.features.ha ., ¥=%IE VIP B
HCSCluster.spec.controlPlaneLoadBalancer SFEHAH HCS ELB A,
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mkdir -p /root/yamls
export INSTALLER_CONFIG_JSON="/root/yamls/installer-config-hcs.json"

cat > "${INSTALLER_CONFIG_JSON}" <<EOF

{
"basic": {
"username": "admin@cpaas.io",
"password": "<base64-platform-admin-password>"
3
"registry": {
"domain": "${REGISTRY_DOMAIN}",
"username": "<registry-username>",
"password": "<base64-registry-password>"
3
"console": {
"host": [
"${CONTROL_PLANE_VIP}"
1,
"globalHost": "${PLATFORM_HOST}",
"httpPort": 80,
"httpsPort": 443,
"cert": {
"selfSigned": {}
}
I
"product": [
"base",
"acp"
1
"deployMode": "normal",
"hostIP": "${HOST_IP}"
}
EOF

curl -k -X POST "http://${INSTALLER_IP}:8080/cpaas-installer/api/conf
ig/dcs" \

-H 'Content-Type: application/json' \

-d @"${INSTALLER_CONFIG_JSON}"

¥ console.host WEXAH global #4HIEM VIP , B) ${CONTROL_PLANE_VIP} .
ANELE console.host H{FfH platform 154 ; iE{FH console.globalHost {EA
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platform fj[a)ihitlE, HCSCluster.spec.controlPlaneLoadBalancer.vipAddress {F M

HARIEIHALE

Bare Metal

Bare Metal ¥ FFERBESHEERRIESI TGS, £ Internal #HXT , Alive
$244E Self-built VIP, £ External f&3F , User-Provisioned taZ414 2548 A8 R K)im
B, FE ST E A, [/ platform PNE Registry B , 3 REGISTRY_DOMAIN iXE
1 ${PLATFORM_HOST}:11443 ., {#3¥F registry.externalAddress FKi&E , MELE
FEFFEREFHA R AM platform Registry, RNELEMFEL+$ A bootstrap Registry Hitlt,

1E{F F platform FN'& Registry (8] DR X7 , BI4 global &EHFRAEREK
${PLATFORM_HOST}:11443 Registry #ifit, IXAERT{EFMILK]
ProductBase.spec.registry.address FE4 cpaas.io/registry-address Cluster
FREE 3, Atk RESBHF A Global Cluster Disaster Recovery &% HAEART
BAFHTRS] , MAAEATEMNEEREMERNE. §1 global EHIE(TH
O Registry ; platform 154 R FH#AT 2 L aidb TiE s SR EEE.

l Registry SUEERf# platform 54

FA global EHFFEECH cpaas-system/registry-admin 4EVF , {8 platform 34—
RRATEIE S —, BEIRHEEE] ${PLATFORM_HOST}:11443 B (520 provider #{MEk R
E A 75F 4 Global Cluster Disaster Recovery #X{44) |, & X4 BTIE & T £ 8K
Registry FEIEH THHEIUE, HIEDEE , BELTEm H—NEH  RNATERKNEIER A6

ZHA, SAERNEITFSE 3 unable to retrieve auth token: invalid

username/password , {BXFRRRFIAE T FRNERE. B MNER A0,
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mkdir -p /root/yamls
export INSTALLER_CONFIG_JSON="/root/yamls/installer-config-baremetal.

json"

cat > "${INSTALLER_CONFIG_JSON}" <<EOF

{
"basic": {
"username": "admin@cpaas.io",
"password": '"<base64-platform-admin-password>"
3
"registry": {
"domain": "${REGISTRY_DOMAIN}",
"username": '"<registry-username>",
"password": '"<base64-registry-password>"
3
"console": {
"host": [
"${CONTROL_PLANE_VIP}"
1
"globalHost": "${PLATFORM_HOST}",
"httpPort": 80,
"httpsPort": 443,
"cert": {
"selfSigned": {}
}
3
"cluster": {
"clusterCIDR": "${CLUSTER_CIDR}",
"serviceCIDR": "${SERVICE_CIDR}",
"features": {
"ha": {
"vip": "${CONTROL_PLANE_VIP}",
"vport": 6443,
"isThirdParty": true
}
}
3
"product": [
"base",
"acp"
1
"deployMode": "normal",

"hostIP": "${HOST_IP}"
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}
EOF

curl -k -X POST "http://${INSTALLER_IP}:8080/cpaas-installer/api/conf
ig/dcs" \

-H 'Content-Type: application/json' \

-d @"${INSTALLER_CONFIG_JSON}"

¥ console.host ®EAAM global I=%FE VIP , B ${CONTROL_PLANE_VIP} .
ANELE console.host H{FfH platform 154 ; E{FA console.globalHost {EA
platform ijjja)ihitlt, cluster.features.ha.vip {FFAAEREHKHILE.

l %5 =77 Console IFH
RIMEAB% % Console iEH., MRIMREERFEAB=AUED , BIERTLRIEFEKRA , ¥
console.cert A thirdParty 3R, HFEEPL base64 LM EUFHEE. FLEADAKR AT %
B PKCS#12 {8, HUFPBXET platform HTTPS A\ ; RABLEH KubeadmControlPlane 4ERY
B kube-apiserver B, etcd WiFF. ¥ 11443 _Lf¥) Global registry £ RIHEIEH global-

registry-server WEF4E , AR console.cert B dex.tls ,

| oriEsEsk
Xt TF/% M Bare Metal global DR¥ZE , RELBMMNAAEREAHERKBELUES, EHERM
BCEMBINR{S(E thirdParty platform iE$, HWATEHK SAN 2FEEM ${PLATFORM_HOST} I
%, BMBEILT , RERMEERHEAEIHTSITE VIP , AZEZRMPNED Service £#R, REY
& P EIE X VIP BEiEiR) platform HTTPS B, A0 VIP SAN, @idig0 11443 ja)
Registry & FALGIED ; Registry iIFREIREMI A , RBTHIEBLER. THEAL
https://<control-plane-vip>:6443 ¥ Global FHEEIUEIAN K kube-apiserver YEFHFI CA |

MAE console.cert 3 dex.tls .

SR 9 — iERsk

TREFIERSEKG , TRABTZNMEL ; XLEEHELAT M bootstrap 15 mMER, Alauda OS
E—1HBIH) global HERFEE 30-60 5t ; BIEREURT laaS MECEE. @ FuEATE L
B it E.
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RERIER

bootstrap &8, # AT\ Registry
Cluster API provider 7£ bootstrap i r
LiE T, BESR 2 LR 3 FEM.

Cluster API provider f8#F Alauda OS 1
WRIEE#F laaS F& LB VM,

KubeadmControlPlane §|SHE—%F
HIFET A, eted [B3h , EAbIEHIF®E
TRAA.

CAPI provider #E#5 5 LA Kube-
OVN. CoreDNS #l kube-proxy.

LRFEFH Cluster AP 'EES N
global %3, BEPEEAL operator , 7
R AT

RIRFEFEVERINCA Success , 3
BRAEEREEAN

ClusterModule/global ,

HEBRNNE

bootstrap T mZRig ; kubectl

get pods -n cpaas-system

kubectl get machines -n

cpaas-system

kubectl get
kubeadmcontrolplane -n

cpaas-system
kubectl --kubeconfig

<global-kubeconfig> get pods

-n kube-system

RERFHRE APl ; RERFEE

TRFEFHE AP ;
kubeconfig <global-

kubectl --

kubeconfig> get

clustermodule global

RINERETEIFEFHE APl ITEEFAE. MREP—IMEIRXKXET , 1§ E%FE bootstrap
B _FREKE Cluster APl ‘&R,
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curl "http://${INSTALLER _IP}:8080/cpaas-installer/api/progress"
tail -f /var/cpaas/data/installer. log

kubectl get clusters.cluster.x-k8s.io -A
kubectl get kubeadmcontrolplane -A

kubectl get machines -A

REREFHERICREANBHR. RINERSRERENRRREL ; FAMBRREHE
BES , FFEHE AP R BIRAEIHIEL.

REBEFRERINGE , E global &KH,

kubectl --kubeconfig <global-kubeconfig> get nodes
kubectl --kubeconfig <global-kubeconfig> get pods -n cpaas-system

kubectl --kubeconfig <global-kubeconfig> get clustermodule global

F N EHEARERNVE
R HEEEME EERANE

t.28 Bootstrap #0

Infrastructure 54

HZHRIFIE Pending , kubectl describe machine -n K] provider 453 HUE

E'% Saspill cpaas-system <machine> JFRA., laas BoEn. L%
FEERASTELAL B
TRe

{# FARTEE B kubeconfig i) kubectl 5 — AR AL

KubeadmControlPlane get nodes 7FIII kubectl describe .
. F eted @ BRAKIL , AR
F1KF] Ready kubeadmcontrolplane -n cpaas- . .
HATRMAHE.
system
. BAGAAREE RN
kube-system f] Pod kubectl --kubeconfig <global-
T 17 RH) Registry i
RFFLE Pending , BT kubeconfig> describe pod -n
. HETTIENFTER BEAK I
TERERGER kube-system <pod>

1lE).
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AL RIVHHREIEE SHEFERRA X, BREREREFEE.
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BAEENVE

/var/cpaas/data/installer. log

kubectl --kubeconfig <global-
kubeconfig> describe

clustermodule global

kubectl describe #yH , SRfEFHTHRAME,

AIGER AOHEIR B HTE

YEANICERERBETEMIER global KM , FEMAAT. ENAEA global £
() provider 45 /EERZ B , B STTTAUXLEMINSER.

RERNANE

BRI G BA TR
BRIEE. ElfRE
RBSEAETEEFRER
B FAME RS
L,

Status.conditions
SULBAMP M EIRFA L
ek,

HE API NE LN LK AE I<f

FFIGZ AT, ETEAE DR WL ESK, FERINERRER) VIP ZBECE T TS IRBU91E 25 0lT2s |
HERRIMNERNAFTRRENEMERZ B, FIRMEA—URRE., EF I THERIR
ERRENERERIEER ; HEEBRATRKRE.

I Bare Metal Fresh-install Scope

AT Bare Metal i SHRIERESFNER T 2R EEHMER global K. AT
RE XBHFIEIA Bare Metal DR S EEXT I S FHRTER , LAREHEFMRREIHKE. xt
Fixea s FAES | B RET AMB IS AT

T HIESANTERE AT ATA provider, 1ETEROE AT EERR BN -
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. . VMware Huawei Cloud
/N Huawei DCS Bare Metal
vSphere Stack

) H#H= DR AT
fﬁ DR v v v v
&=
Bare Metal : ¥
#H=E

_ — — — v
ServiceAccount
24
¥~ DR etcd

o v v v v

Server IFH SAN
0 provider 4%
P pIOvIE il v v v v
EM DR FE
7o u
TR FERMNE Y, Y Y Y,
&R
Bare Metal : £ y
AR TR
Bare Metal : [/
FAHELNY — — — v
ConfigMap
¥ eted-sync v v v v
Bare Metal : 4§ )
UEENAS ALK R
JaEFHEAER v v v v

R UERT Bare Metal 3R T HAth provider , &% provider ARIEEHINAKXT R —
THEAREN Bare Metal KubeadmControlPlane ZEZ#4A files ZKERME) DCS,
VMware vSphere % Huawei Cloud Stack j&58,

FTE provider : EERFMNE AL VWIERMEBERMNE provider BLE. X DCS # Bare
Metal , provider 45 RIERFRIRAS| A encryption-provider.conf [ Secret ; XfF
HCS , 3k DR ZRE ALY /etc/kubernetes/encryption-provider.conf FRNZE!]



2% - Alauda Container Platform

KubeadmControlPlane.spec.kubeadmConfigSpec.files ., VMware vSphere (R A5
K] /etc/kubernetes/encryption-provider.conf M{4£%H.

{UEFT Bare Metal : =& REFK &RV {E FIFEREIA Kubernetes ServiceAccount &4
W, UMETEMH FAIBAERE baremetal-system-agent ShETEMEFTS RRER &R AP
server #%, AED global EHAEVBINERS BRSNS H.

H&EHLZ DREE
FEE SR PR TR RSP R AR A A

export ENCRYPTION_PROVIDER_CONF="/root/yamls/encryption-provider.conf"
export ENCRYPTION_PROVIDER_SECRET_B64="<base64-shared-etcd-encryption-key
S

export PRIMARY_CLUSTER_VIP='"<primary-ha-vip>"

export STANDBY_CLUSTER_VIP='"<standby-ha-vip>"

export DCS_ENCRYPTION_PROVIDER_SECRET="encryption-provider-config"

export BAREMETAL_ENCRYPTION_PROVIDER_SECRET="global-encryption-provider-c
onfig"

export SERVICE_ACCOUNT_ISSUER="https://kubernetes.default.svc.cluster.loc
al"

ERAN LTI EFR QI NS provider BRE 4,

mkdir -p "$(dirname "${ENCRYPTION_PROVIDER_CONF}")"
cat > "${ENCRYPTION_PROVIDER_CONF}" <<EOF_CONF
apivVersion: apiserver.config.k8s.io/v1
kind: EncryptionConfiguration
resources:
- resources:
- secrets
providers:
- aescbc:
keys:
- name: keyl
secret: ${ENCRYPTION_PROVIDER_SECRET_B64}
EOF_CONF
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Bare Metal : #%&1t= ServiceAccount &4 %24R

l Bare Metal only

H 7% Bare Metal FE L= ServiceAccount 24 %48, Huawei DCS, VMware vSphere 1 Huawei
Cloud Stack FBZE B AT —EATHXZME provider BiLE , (EFMUIEBRBECHNELEHH. X~
EBXLEE files LB NINZE|IE Bare Metal ff] KubeadmControlPlane H3,

{RA&ER—% ServiceAccount &2 %40 , FFEFEHMLSF KubeadmControlPlane jHEAF(F
BMEK . REMNERERRAZ LN , & H APl server A &S ET £ EAENE

E baremetal-system-agent <h%.

mkdir -p /root/global-dr-sa

openssl genrsa -out /root/global-dr-sa/sa.key 2048

openssl rsa -in /root/global-dr-sa/sa.key -pubout -out /root/global-dr-s
a/sa.pub

chmod 0600 /root/global-dr-sa/sa.key

chmod 0644 /root/global-dr-sa/sa.pub

kubectl -n cpaas-system create secret generic global-sa-signing-key \
--from-file=sa.key=/root/global-dr-sa/sa.key \
--from-file=sa.pub=/root/global-dr-sa/sa.pub \
--dry-run=client -o yaml | kubectl apply -f -

BUTERBRMEBIFERAES PSRN KubeadmControlPlane. spec. kubeadmConfigSpec
. BRI ERERLE issuer/audience ERTTE —H,
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files:
- path: /etc/kubernetes/pki/sa.key
owner: root:root
permissions: "0600"
contentFrom:
secret:
name: global-sa-signing-key
key: sa.key
- path: /etc/kubernetes/pki/sa.pub
owner: root:root
permissions: "0644"
contentFrom:
secret:
name: global-sa-signing-key
key: sa.pub
clusterConfiguration:
apiServer:
extraArgs:
service-account-key-file: /etc/kubernetes/pki/sa.pub
service-account-signing-key-file: /etc/kubernetes/pki/sa.key

service-account-issuer: https://kubernetes.default.svc.cluster.loca

api-audiences: https://kubernetes.default.svc.cluster. local
controllerManager:
extraArgs:
service-account-private-key-file: /etc/kubernetes/pki/sa.key

SHTETARE , ARNEER—MEHFE TR , BUESHF kubeadm ##75 Pod 2%,

sha256sum /etc/kubernetes/pki/sa.key /etc/kubernetes/pki/sa.pub

grep -E 'service-account-issuer|api-audiences|service-account-key-file|se

rvice-account-signing-key-file' \
/etc/kubernetes/manifests/kube-apiserver.yaml

grep -E 'service-account-private-key-file' \

/etc/kubernetes/manifests/kube-controller-manager.yaml

% DR etcd Server uFF SAN %/10Z] KubeadmControlPlane
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% 4 SERNERT | BEEECRNERIESIFE VIP, SFATIRMAEA etcd. kube-
system #sANZEY
KubeadmControlPlane.spec.kubeadmConfigSpec.clusterConfiguration.etcd. local.ser
verCertSANs 1, NREARFEHABOHIIER | EEFHVIH

${PRIMARY_CLUSTER_VIP} , & FH&EE{NF4 ${STANDBY_CLUSTER_VIP} , XYEHATHECE
kubeadm 4 i etcd server EH ; B4 FFE console.cert , NEEHIFIE
thirdrParty SAN 3R+,

Primary installation environment

serverCertSANs:
- "${PRIMARY_CLUSTER_VIP}"
- "${PLATFORM_HOST}"

- "etcd.kube-system"

Standby installation environment

serverCertSANs:
- "${STANDBY_CLUSTER_VIP}"
- "${PLATFORM_HOST}"

- "etcd.kube-system"

70 provider 455E 1 DR FEX
Huawei DCS

ERANLEIMEF |, 9577 bootstrap B3 NEE provider Secret, % Secret W5
pcsCluster {FE—ar&Z TN, FEHVIRBE—/1 4K encryption-provider.conf
E‘]%O

kubectl create secret generic "${DCS_ENCRYPTION_PROVIDER_SECRET}" \
--from-file=encryption-provider.conf="${ENCRYPTION_PROVIDER_CONF}"

-n cpaas-system \

--dry-run=client -o yaml | kubectl apply -f -
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f£ pcscluster.spec HRMNXFZ Secret f3| .

encryptionProviderConfigRef:

name: encryption-provider-config

DCS {#/ Dcscluster.spec.encryptionProviderConfigRef 3R{&id KMEMK S N
provider BCE . SIXAEZHISFE bootstrap ¥l , DCS provider #f<iHRUL, Secret,
¥tF DCS DR 12 , NE¥ /etc/kubernetes/encryption-provider.conf ¥RIIZE

KubeadmControlPlane.spec.kubeadmConfigSpec.files &,

BRI, Secret GBS 7E5E 7 5/ DCS des-import-extra-resources ConfigMap
1, EARBERBTE bootstrap &F¥F , FAMBIZEM global HFALMRE pescluster
X% KRE encryptionProviderconfigrRef , FFEMWRIEE# S| K Secret , DAL LR
provider JAAI{EA., NEK DCS IR IFESL1TH Cluster AP 'BiR , (BEALE L
Secret,

ERNLZEEFAE DCS des-import-extra-resources ConfigMap , FF{FEHE 7 &
= ConfigMap i DR B, , MAEFMER. ¥ PROVIDER_SECRET_NAME ®EA
DCSCluster.spec.credentialSecretRef.name {FFHI[E— Secret Z#K , A%
DCS_ENCRYPTION_PROVIDER_SECRET I—ﬁ

DCSCluster.spec.encryptionProviderConfigRef.name {RIF—3.

| 0> secret TaEDRA: , TRABSISHITEI BN AL KK
KB DCSCluster.spec.encryptionProviderconfigRef fg , DCS provider & E5RKIFIE# 5]
FA# Secret , AEIRFIEMSOZEELE . A2 HFEALSKAMAZZNE , Fit , a0
R Secret B1E bootstrap &£+ , REFIRRSIETIE(T , ERIFEHMNEHTEISNA S
th B l——5I2N Kubernetes F+4&. KubeadmControlPlane RBNEMBITHITFHT Rk,
Mef5 , BiEM Machine £{FBBFE Provisioning 9, BAL4I# VM ; provider HEAIR
F failed to create vm: failed to resolve user data: get encryption provider

config secret ,

KEIA DR XHFM ; 2RERD Secret , FAFTAIE :
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kubectl --kubeconfig <global-kubeconfig> -n cpaas-system get dc
scluster global \

-0 jsonpath='{.spec.encryptionProviderConfigRef.name}{"\n"}'
kubectl --kubeconfig <global-kubeconfig> -n cpaas-system get se

cret <name>

AN FTAMIE— encryption-provider.conf ZFEFEIEX Secret , ARARATIZSHIFE
HISEREEAE FISITR I API IR FEAEERRNES. MRASHFEAE bootstrap TRk, &
MR—&FPIEEETREHIFERTTREHE ( /etc/kubernetes/encryption-
provider.conf ) ., REMELAEIETCAMHERE DR XEHH etcd 23E.

VMware vSphere

JESI A vspherecluster fN%: Secret, XtF VMware vSphere , 5+, £EFANE
#IFIEM KubeadmControlPlane.spec. kubeadmConfigSpec.files F{REEI IS
B. MMELHEK /etc/kubernetes/encryption-provider.conf HRNANWRTE—H ,
A3 provider i, 4% # base64 HEAME. KEEMNTRIMEFAIESE 7 510
VMware vSphere dcs-import-extra-resources ConfigMap , DMEREFEFSA
vSphere F RS R R A0 global-vsphere-credentials Secret,

- path: /etc/kubernetes/encryption-provider.conf
owner: "root:root"
append: false
permissions: "0644"
content: |
apivVersion: apiserver.config.k8s.io/v1
kind: EncryptionConfiguration
resources:
- resources:
- secrets
providers:
- aeschc:
keys:
- name: keyl
secret: ${ENCRYPTION_PROVIDER_SECRET_B64}
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1ZIR DR eted Server IEH5 SAN #R/in%| KubeadmControlPlane FRERAR , R 3k
BB M DR serverCertSANs ¥lI3R,

Huawei Cloud Stack

JTtHESI A HesCluster fIZR Secret, XF HCS , WB7EE. HFHAMINLEFERN
KubeadmControlPlane.spec.kubeadmConfigSpec.files ARIBMMICHLB. HMIER
HE /etc/kubernetes/encryption-provider.conf KNZARWRTE—E , A3F provider
. #4&7F base64 HEAME.

- path: /etc/kubernetes/encryption-provider.conf
owner: "root:root"
append: false
permissions: "0644"
content: |
apiVersion: apiserver.config.k8s.io/v1l
kind: EncryptionConfiguration
resources:
- resources:
- secrets
providers:
- aescbc:
keys:
- name: keyl
secret: ${ENCRYPTION_PROVIDER_SECRET_B64}

R DR etcd Server b+ SAN /0% KubeadmControlPlane SRR , &R
HIEBCO M DR serverCertSANs %3k,

ERNZEEFRRESE 7 5 HCS des-import-extra-resources ConfigMap, Y&
PROVIDER_SECRET_NAME i&E A HCSCluster.spec.identityRef.name {fHKIE—
Secret Z#R,

Bare Metal

F£E. ERERANTEMEN ninialauda FEIEENIR provider Secret, X% Secret /5
BaremetalCluster {TR—&ATE , HFEWIEE—1%EA encryption-
provider.conf M4,



2% - Alauda Container Platform

kubectl create secret generic "${BAREMETAL_ENCRYPTION_PROVIDER_SECRE
T\
--from-file=encryption-provider.conf="${ENCRYPTION_PROVIDER_CONF}"

-n cpaas-system \

--dry-run=client -o yaml | kubectl apply -f -

f£ BaremetalCluster.spec.encryptionProviderconfigRef =3|FHiX Secret,

apiVersion: infrastructure.cluster.x-k8s.io/vlbetal
kind: BaremetalCluster
metadata:

name: global

namespace: cpaas-system
spec:

encryptionProviderConfigRef:

name: global-encryption-provider-config

%48 provider £iEHU, Secret , 344 /etc/kubernetes/encryption-provider.conf
TENAE R AR bootstrap #(3E+ . X1F Bare Metal DR , REFFIZHRME]

KubeadmControlPlane.spec.kubeadmConfigSpec.files B : BaremetalCluster 3

7 R ME— A {ERIE.

I, Secret B15 7258 7 25/ Bare Metal dcs-import-extra-resources
ConfigMap F. EAREERB7E bootstrap &£#F , KA /EH global EHLSRBIA
B BaremetalCluster X¥% , FHIEVAIAB S| B Secret , PLEL/EZEL provider JFFN
£ M.

1 HEY¥ DR etcd Server iF$ SAN #0%) KubeadmControlPlane FEE |, {FRRLLEE
BB M DR serverCertSANs ¥I3R,

NE(RBE &L= ServiceAccount Z 4 B A= ServiceAccount & Z4ARCE . R
DIEREART |, R APl RS- ZS TOARNEINA M EMIEFEFSRTAEI) baremetal-

system-agent 4hE,

ERNREEDOESE 7 41 Bare Metal dcs-import-extra-resources

ConfigMap. % ConfigMap ARG N\HBAZ T HRHFIFAUERE B Elemental FIEERIR |
4135 BaremetalCluster.spec.encryptionProviderconfigrRef ff35|FIEIMN%E provider
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Secret, N85 A\ seedImage . Elemental plan Secret, KubeadmConfig XJZRak
kubeadm bootstrap #3E Secret ; R E1EB#r Global KJfiE MachineInventory XTHEP
HFER , S RENBTIRES S EIEHIA Global plan Secret,

B Bare Metal provider AppRelease £35S Global A&t &4, = workload &
# , DL Global #.28E 3 kube-apiserver 37, Bl AppRelease 5. AL ERF
API T , ZE&MIE bootstrap &5 EV AT EA patch,

1£= bootstrap &EEf L :

kubectl -n cpaas-system patch apprelease cluster-api-provider-baremet
al \

--type=merge \

-p "{"spec":{"values":{"handoffHook":{"directAPIServer":true}, "elem
ental": {"systemAgent":{"authMode":"shared", "splitAuthEnabled":true,"s
erviceAccountName":"baremetal-system-agent", "globalServiceAccountNam

e":"baremetal-global-system-agent", "sharedAuthReadOnly":false}}}}}"

1% F3 bootstrap &8+ :

kubectl -n cpaas-system patch apprelease cluster-api-provider-baremet
al \

--type=merge \

-p "{"spec":{"values":{"handoffHook":{"directAPIServer":true}, "elem
ental": {"systemAgent":{"authMode":"shared", "splitAuthEnabled":true,"s
erviceAccountName":"baremetal-system-agent", "globalServiceAccountNam
e":"baremetal-global-system-agent", "sharedAuthReadOnly":true}}}3}}"'

7E£& B bootstrap S£#f _FIOUFARYE :
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export EXPECTED_SHARED_AUTH_READ_ONLY=false

kubectl -n cpaas-system get apprelease cluster-api-provider-baremetal
-0 json | \

jg -e --argjson expected_read_only "${EXPECTED_SHARED_AUTH_READ_ONL
Y} n 1

.spec.values.handoffHook.directAPIServer == true and

.spec.values.elemental.systemAgent.splitAuthEnabled == true and

.spec.values.elemental.systemAgent.sharedAuthReadOnly == $expecte
d_read_only

i BN A B LR, FEFHNWIEH sharedAuthReadonly: false ; fEF&EFHE&
REHNRISLATIEIMREN , AL VIMER sharedAuthReadonly: true ,

A A bootstrap AppRelease {HZNF :

handoffHook:
controlPlaneVIP: <current-side-control-plane-vip>
directAPIServer: true
delivery:
enabled: true

mode: always

elemental:
systemAgent:
authMode: shared
splitAuthEnabled: true
serviceAccountName: baremetal-system-agent
globalServiceAccountName: baremetal-global-system-agent
tls:
agentTLSMode: strict
caCertSecretName: dex.tls
caCertSecretKey: ca.crt

5% bootstrap FIFRZAIUFHH NS TR, & 3 B4 bootstrap dex.tls HEFK
ca.crt 7, B{XFTF https://<bootstrap-host-ip>:12443 , FREEHES AZLKE
. EE 1A Global &£#F , HLREFEEN dex.tls £ tls.crt FEEFEAR
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SEEEPE ; Wt , ;& Global £ 8f_E/ Bare Metal provider #A%5{F B

elemental.tls.caCertSecretKey: tls.crt ,

& Global &£ ALK bootstrap release {H., EE & Global £8f %3 Bare
Metal provider B , W53 R RPN , WA TER XK
sharedAuthReadOnly -—§$tQE§%E acp/chart-cluster-api-provider-baremetal |
% provider f8] ModuleInfo ] spec.valuesOverride , ¥ agentTLSMode FI
caCertSecretName {RIFAEGAE ( strict F dex.tls ) , AEEHEHAD bootstrap
{8 , 520 handoffHook. *

Final Global provider values

elemental:
tls:
caCertSecretKey: tls.crt
systemAgent:
splitAuthEnabled: true

4% operator {§ FAFBSENEIE MG A, HiE API BT{NA M secret/cpaas-
system/baremetal-global-system-agent-token ] ca.crt ##%KEX kube-apiserver

CA ; NE 1% Global FH | EFE kubeconfig T dex.tls/tls.crt Fi#iZ CA,

elemental.systemAgent.splitAuthEnabled & elemental-operator FIFZAZ{EMVLL
FAME—FF X, AEAMREBRTSMEMEERIR. FRE—FSSKIR , PJRUES
operator 2= Role AR ZEZ workload plan J5 , Global ZH{HRELZ AR,

AAERMIRELLZF bundle X : 1£ bootstrap release 1\ fi_E3& patch , F7EEA
¥ Global 23/ provider ModuleInfo FRE (BHALEERENT) . B &K
Global &£FRE BT M ; DR B ASES provider ] ModuleInfo , JEFNEERS
A0 workload AR , MARESN & AEENR RIS AL Z bundle RIEFAREL

Primary active Global

elemental:
systemAgent:
sharedAuthReadOnly: false

Standby inactive Global


http://localhost:4173/container_platform/zh/workload_clusters/alauda_os/bare-metal/install_provider.html#install-the-cluster-plugins
http://localhost:4173/container_platform/zh/workload_clusters/alauda_os/bare-metal/install_provider.html#install-the-cluster-plugins
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elemental:
systemAgent:
sharedAuthReadOnly: true

IRA(F AMAE RESEMH system-agent AR :

e Role/cpaas-system/baremetal-global-system-agent {XBZETEiM
Cluster/global BIMLES XA plan Secret Z#R. H ServiceAccount 1 token
Secret T4 global &HF , NMFFRIDEIN iR,

e Role/cpaas-system/baremetal-system-agent {¥E&3E global workload plan
Secret £#8, H ServiceAccount, token Secret, Role 1 RoleBinding £ M\ F & Ef[E)
& SR,

{FRGZTEEER Role 1 RoleBinding Xf& , ANE(FMH clusterRoleBinding .

RNEFZ T a2 T Secret AR , WAEAE registry, bootstrap, & Rij(A]
EuFakFaEE Secret,

l {# 4R system-agent Z 7R

¥ Global 21Xt 5 454~ baremetal-global-system-agent F baremetal-global-
system-agent-token , J& workload £EX5 454~ baremetal-system-agent Fl
baremetal-system-agent-token , etcd-sync BX5HAESFNZREHLN{EF XL Hm 4
R, BRIERINEFHARIEFHEISNVE etcd-sync HR , BEFIARSRITTAREUE , BRIRE
BIE XX FR,

XTI 2# DR &k , § MR Global SR #PMMATE ConfigMap/cpaas-
system/baremetal-system-agent-handoff R4 data.ready: "true" . XEEE
bootstrap {55 , HIFTHNBRWLER | EERUEEITIIGR. S, CA. plan Ri5xH
RBAC 1R, € TELRL{FEA RoleBinding/cpaas-system/baremetal-global-

system-agent-handoff-bridge ; ZXFNWIRAREE. NEFH) patch TA{SS.

RS E RER

SFE., FF global EHNAPITE LEEF 9L,
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l AP NMHALE) bootstrap i m
XA~ provider {EFABI/NMHILA bootstrap Tim , — MR TEEMRTR , "R TRAERTER. &
ZEMMEZ(FAR— bootstrap &5 : FEFHATZ AT , bootstrap MMNEATERKIEF. Nk
Registry , AR EFTZIEMR global £ provider &R ; X3F Bare Metal , ¥:413% AppRelease
¥% . Registry Secret, MachineRegistration . SeedImage FFSAHRE. FA— bootstrap

WRSTIEMIR global Rk , FHAJRES B ALTUFIFRIEER T RN —W.

FIISME R provider FFEMRERREFECEES

Provider

Huawei DCS

VMware

vSphere

Huawei Cloud
Stack

Bare Metal

EERRRK

¥ console.host WEAFHHIFME VIP,
cluster.features.ha.vip {FHAMAEMNE, RIBE 7 H01iE
DCS dcs-import-extra-resources ConfigMap , F#f{%
PROVIDER_SECRET_NAME -—'__lT
DCSCluster.spec.credentialSecretRef.name {RIF— ,
H DCS_ENCRYPTION_PROVIDER_SECRET —Iﬁ

DCSCluster.spec.encryptionProviderConfigRef.name {&

F—3.

¥ console.host WEAFEHIFE VIP,
cluster.features.ha.vip #0
VSphereCluster.spec.controlPlaneEndpoint.host {FfH
MEMNE, RIESE 7 £403FE VMware vSphere dcs-import-
extra-resources ConfigMap , 3##f%£ global-vsphere-

credentials 5 VSphereCluster.spec.identityRef.name

RIF—.

¥ console.host WEAFEHITFE VIP,
HCSCluster.spec.controlPlaneLoadBalancer.vipAddress
{FRAMEMIE, BRIESE 7 H4/3E HCS des-import-extra-
resources ConfigMap , F#ff£ HCS_SECRET_NAME 5
HCSCluster.spec.identityRef.name {R¥F—%K.

¥ console.host WEAFEHITFE VIP,
cluster.features.ha.vip |,

BaremetalCluster.spec.controlPlaneLoadBalancer.host

#0 handoffHook.controlPlaneViP {FFAAMEMML., &E

handoffHook.directAPIServer: true |,

FRERR

¥ console.ho
cluster.featu
DCS dcs-impo
PROVIDER_SECR
DCSCluster.sp
B Dpcs_ENCRYP
DCSCluster.sp

F—3.

¥ console.ho
cluster.featu
VSphereCluste
AR, R
extra-resource

credentials £

RIF—H

¥ console.ho
HCSCluster.sp
AL, 1
resources Con

HCSCluster.sp

¥ console.ho
cluster.featu
BaremetalClus
F1 handoffHool
handoffHook.d
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Provider FEPTR ERERTE
elemental.systemAgent.splitAuthEnabled: true elemental.sys
elemental.systemAgent.sharedAuthReadonly: false ., 1§ elemental.sys

YE5E 7 2403 Bare Metal dcs-import-extra-resources B 7 I B
ConfigMap, ConfigMap,

STEER  BRTFAIREMTEITEHTE VIP, EE 8% , K hostip RENE
bootstrap Ti s IP , ¥ console.host AR _EFRFIHH provider FEXE A EEHFH
VIP,

FERTEATE | 1RIR DR RESTRE T A RE VIHEIE At Fm VIP, Rkt AE
. BREHLERATVIEITIL DNS Ul , RAZ AN FaRIBLAERTFEELHTER , At
& RARERFEITHIE |, 288 W EIS BN, 7£4 A bootstrap i EHITH 8 &
B, ¥ hostip XRE MK bootstrap T IP, ¥ console.host PAK_EZFRFIHE provider
FENRE % AIEEIFE VIP, YT Bare Metal , {£3F REGISTRY_DOMAIN A
${PLATFORM_HOST}:11443 , RI5FEHLRMBENE. M bootstrap Tim_EH] cpaas-
installer Pod %kEX INSTALLER_IP ; AEE A= bootstrap T7 R HIE.

Bare Metal : 7Ef#Z[&{T— bootstrap & B TI0UE

l {UEFT Bare Metal

ML B NS AR B N A{UE AT Bare Metal #8512, Huawei DCS. VMware vSphere #01
Huawei Cloud Stack ZpEFERM N REMIRE BTN G , MEPHIT LI eted-sync,

fERH etcd-sync ZAT , WIFSMREA global SEf LM Registry (£i%1EIL. #
ProductBase.spec.registry.preferPlatformURL {RFFALEFREFERKE. UK
spec.registry.address FF4 Cluster JE 2 &BVNFHRE AR )
${PLATFORM_HOST}:11443 {H ; RBAZE—N , R E=B#F4 Global Cluster Disaster
Recovery 868 HliX LM A E =T ANE.
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verify_baremetal_global_registry() {
kubeconfig=%$1
expected_registry=%$2

test "$(kubectl --kubeconfig "${kubeconfig}" \

get productbase.product.alauda.io base \

-0 jsonpath='{.spec.registry.address}')" = "${expected_registry}"
test "$(kubectl --kubeconfig "${kubeconfig}" \

get cluster.platform.tkestack.io global \

-0 jsonpath='{.metadata.annotations.cpaas\.io/registry-address}')"

\
"${expected_registry}"
test "$(kubectl --kubeconfig "${kubeconfig}" -n cpaas-system \
get cluster.cluster.x-k8s.io global \
-0 jsonpath='{.metadata.annotations.cpaas\.io/registry-address}')" =
\
"${expected_registry}"
test "$(kubectl --kubeconfig "${kubeconfig}" -n cpaas-system \
get secret public-registry-credential -o jsonpath='{.data.registry}'
[ \
base64 -d)" = "${expected_registry}"
# Only deployments that enabled Registry authentication have this Secre
t. On an
# anonymous Registry it does not exist, and checking it unconditionally
aborts
# the whole function under “set -e  before the remaining assertions ru
n.

if kubectl --kubeconfig "${kubeconfig}" -n cpaas-system \
get secret global-registry-auth >/dev/null 2>&1; then
kubectl --kubeconfig "${kubeconfig}" -n cpaas-system \
get secret global-registry-auth -o jsonpath='{.data.\.dockerconfigj
son}' | \
base64 -d | jq -e --arg registry "${expected_registry}" \
'.auths[$registry] != null' >/dev/null
fi

kubectl --kubeconfig "${kubeconfig}" get apprelease -A -0 json | \
jg -e --arg registry "${expected_registry}" '
all(.items[];
.spec.source.repoURL == $registry and
.spec.values.global.registry.address == $registry)
' >/dev/null



2% - Alauda Container Platform

export GLOBAL_REGISTRY_ADDRESS="${PLATFORM_HOST}:11443"

verify_baremetal_global_registry \
"${PRIMARY_GLOBAL_KUBECONFIG}" "${GLOBAL_REGISTRY_ADDRESS}"

verify_baremetal_global_registry \
"${STANDBY_GLOBAL_KUBECONFIG}" "${GLOBAL_REGISTRY_ADDRESS}"

TEBR{T— bootstrap KIND £3#7T , ScEMMITTRTTEMBATRE ., EXME % EM Global
259 , GLOBAL_HOSTS T MRHEIEMNES|FR, EEREB{FERM A Global
kubeconfig 3IBid SSH EHZX LA ML LTV _ BETIHIRE. BT ETERHES
bearer token , 1543+ shell FRERZEF .,
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set -euo pipefail

set +x

export
export
export
g>|l

export
g>'l

export

PRIMARY_GLOBAL_KUBECONFIG="<path-to-primary-global-kubeconfig>"
STANDBY_GLOBAL_KUBECONFIG="<path-to-standby-global-kubeconfig>"
PRIMARY_BOOTSTRAP_KUBECONFIG="<path-to-primary-bootstrap-kubeconfi

STANDBY_BOOTSTRAP_KUBECONFIG="<path-to-standby-bootstrap-kubeconfi

PRIMARY_GLOBAL_HOSTS="<primary-global-host-1> <primary-global-host

-2> <primary-global-host-3>"

export STANDBY_GLOBAL_HOSTS="<standby-global-host-1> <standby-global-host
-2> <standby-global-host-3>"

export PRIMARY_GLOBAL_REGISTRATION_NAME="<primary-global-machine-registra
tion-name>"

export STANDBY_GLOBAL_REGISTRATION_NAME="<standby-global-machine-registra

tion-name>"

verify_global_auth_scope() {

kubeconfig=%1

registration_name=$2

kubectl --kubeconfig "${kubeconfig}" -n cpaas-system \

get machineregistration.elemental.cattle.io "${registration_name}" -o

json | \

jgq -e

.metadata.annotations["baremetal.cluster.io/system-agent-auth-scope"]

"global"
' >/dev/null

global_inventory_names="$({

kubectl --kubeconfig "${kubeconfig}" -n cpaas-system \

]
})II

get baremetalmachines.infrastructure.cluster.x-k8s.io -o json | \

ja -¢ '[

items[]
select(
.metadata. labels["cluster.x-k8s.io/cluster-name"] == "global"
)
.status.machineInventoryRef.name? // empty

unique | sort'

printf '%s\n' "${global_inventory_names}" | \



2% - Alauda Container Platform

jg -e 'length > 0' >/dev/null

while IFS= read -r inventory_name; do
kubectl --kubeconfig "${kubeconfig}" -n cpaas-system \
get machineinventory.elemental.cattle.io "${inventory_name}" -0 jso
n | \
jq -e
.metadata.annotations["baremetal.cluster.io/system-agent-auth-scop

e"] ==
"global"
' >/dev/null
done < <(printf '%s\n' "${global_inventory_names}" | jq -r '.[]")

verify_baremetal_handoff() {
bootstrap_kubeconfig=%$1
kubeconfig=%$2
control_plane_vip=%$3
global_hosts=%$4
registration_name=$5

expected_endpoint="https://${control_plane_vip}:6443"

kubectl --kubeconfig "${bootstrap_kubeconfig}" -n cpaas-system \
wait --for=condition=complete \
job/baremetal-system-agent-handoff --timeout=30m

kubectl --kubeconfig "${kubeconfig}" -n cpaas-system \
get configmap baremetal-system-agent-handoff -o json | \

jq -e '.data.ready == "true"' >/dev/null

verify global_auth_scope "${kubeconfig}" "${registration_name}"

if kubectl --kubeconfig "${kubeconfig}" -n cpaas-system \
get rolebinding baremetal-global-system-agent-handoff-bridge \
>/dev/null 2>&1; then
echo "temporary handoff bridge still exists" >&2
return 1
fi

kubectl --kubeconfig "${kubeconfig}" -n cpaas-system get \
serviceaccount/baremetal-global-system-agent \
secret/baremetal-global-system-agent-token \
role/baremetal-global-system-agent \

rolebinding/baremetal-global-system-agent >/dev/null
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global_plan_names="$({
kubectl --kubeconfig "${kubeconfig}" -n cpaas-system \
get role baremetal-global-system-agent -0 json | \
jg -¢ '[
.rules[]?
| select(any(.apiGroups[]?; . == ""))
| select(any(.resources[]?; . == "secrets"))
| .resourceNames[]?
1

})II
printf '%s\n' "${global_plan_names}" | jg -e 'length > 0' >/dev/null

unique | sort'

while IFS= read -r plan_secret; do
test "$({
kubectl --kubeconfig "${kubeconfig}" -n cpaas-system \
get secret "${plan_secret}" -o jsonpath='{.type}'
})" = "elemental.cattle.io/plan”

done < <(printf '%s\n' "${global_plan_names}" | jq -r '.[]")

expected_token_sha="$({
kubectl --kubeconfig "${kubeconfig}" -n cpaas-system \
get secret baremetal-global-system-agent-token \
-0 jsonpath='{.data.token}' | base64 -d | \
sha256sum | awk '{print $1}'
3"
expected_ca_sha="$({
kubectl --kubeconfig "${kubeconfig}" -n cpaas-system \
get secret baremetal-global-system-agent-token \
-0 jsonpath='{.data.ca\.crt}' | base64 -d | \
sha256sum | awk '{print $1}'

})II

for host in ${global_hosts}; do
actual_endpoint="$({
ssh "root@${host}" \
'cat /var/lib/elemental/agent/elemental_connection.json' | \
jq -r '.kubeConfig' | \
awk '$1 == "server:" {print $2; exit}'

})II
test "${actual_endpoint}" = "${expected_endpoint}"

actual_namespace="$({
ssh "root@${host}" \



2% - Alauda Container Platform

'cat /var/lib/elemental/agent/elemental_connection.json' | \
jq -r '.namespace'
})II

test "${actual_namespace}" = "cpaas-system"

actual_plan_secret="$({
ssh "root@${host}" \
'cat /var/lib/elemental/agent/elemental_connection.json' | \
jq -r '.secretName'
3"
printf '%s\n' "${global_plan_names}" | \
jg -e --arg name "${actual_plan_secret}" 'index($name) != null' \
>/dev/null

actual_token_sha="$({
ssh "root@${host}" \
'cat /var/lib/elemental/agent/elemental_connection.json' | \

jq -r '.kubeConfig' | \

awk '$1 == "token:" {print $2; exit}' | \
tr -d '\r\n' | sha256sum | awk '{print $1}'
})II
test "${actual_token_sha}" = "${expected_token_sha}"

actual_ca_sha="$({
ssh "root@${host}" \
'cat /var/lib/elemental/agent/elemental_connection.json' | \

jq -r '.kubeConfig' | \

awk '$1 == "certificate-authority-data:" {print $2; exit}' | \
base64 -d | sha256sum | awk '{print $1}'

})II

test "${actual_ca_sha}" = "${expected_ca_sha}"

ssh "root@${host}" \

"grep -Fq -- '${expected_endpoint}' /oem/elemental-system-agent.yam
1"
ssh "root@${host}" \
'test "$(stat -c %a /oem/elemental-system-agent.yaml)" = 600'
ssh "root@${host}" \
'grep -Fgx -- "CATTLE_AGENT_STRICT_VERIFY=\"true\"" /etc/rancher/el
emental/agent/envs'

ssh "root@${host}" \
'systemctl is-active --quiet elemental-system-agent.service'

done
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verify_baremetal_handoff \
"${PRIMARY_BOOTSTRAP_KUBECONFIG}" "${PRIMARY_GLOBAL_KUBECONFIG}" \
"${PRIMARY_CLUSTER_VIP}" \
"${PRIMARY_GLOBAL_HOSTS}" "${PRIMARY_GLOBAL_REGISTRATION_NAME}"
verify_baremetal_handoff \
"${STANDBY_BOOTSTRAP_KUBECONFIG}" "${STANDBY_GLOBAL_KUBECONFIG}" \
"${STANDBY_CLUSTER_VIP}" \
"${STANDBY_GLOBAL_HOSTS}" "${STANDBY_GLOBAL_REGISTRATION_NAME}"

KERUEFM Global A RID R, #FEIE global workload plan FHEZ AT , HZH
baremetal-system-agent ServiceAccount, token Secret, Role #1 RoleBinding RN EEE
LHEBATREATFAE. AE{NUAIHRE Global ZEREMFNEREFARTIRE ; YENEZEEHE
REMIRERS | 753 operator EIEARIRE , /EH etcd-sync BHEHIFIEAER.
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verify_global_local_system_agent_rbac() {
kubeconfig=%$1

kubectl --kubeconfig "${kubeconfig}" -n cpaas-system get \
serviceaccount/baremetal-global-system-agent \
secret/baremetal-global-system-agent-token \
role/baremetal-global-system-agent \

rolebinding/baremetal-global-system-agent >/dev/null

local_plan_names="$({
kubectl --kubeconfig "${kubeconfig}" -n cpaas-system \
get role baremetal-global-system-agent -o json | \
jg -¢ '[
.rules[]?
| select(any(.apiGroups[]?; . == ""))
| select(any(.resources[]?; . == "secrets"))
| .resourceNames[]?
1

})II
printf '%s\n' "${local_plan_names}" | jq -e 'length > 0' >/dev/null

unique | sort'

expected_local_plan_names="$({
kubectl --kubeconfig "${kubeconfig}" -n cpaas-system \
get machineinventories.elemental.cattle.io -o json | \
jg -c¢ '[
.items|[]
| select(
.metadata.annotations["baremetal.cluster.io/system-agent-auth-s
cope"] ==
"global"
)
| .status.plan.secretRef.name? // empty
1 | unique | sort'
3"

test "${local_plan_names}" = "${expected_local_plan_names}"

while IFS= read -r plan_secret; do
test "$({
kubectl --kubeconfig "${kubeconfig}" -n cpaas-system \
get secret "${plan_secret}" -o jsonpath='{.type}'

})" = "elemental.cattle.io/plan”

test "$({
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kubectl --kubeconfig "${kubeconfig}" \

--as=system:serviceaccount:cpaas-system:baremetal-global-system-a

gent \
-n cpaas-system auth can-i get "secret/${plan_secret}"
)" = yes
test "$({

kubectl --kubeconfig "${kubeconfig}" \

--as=system:serviceaccount:cpaas-system:baremetal-global-system-a

gent \
-n cpaas-system auth can-i patch "secret/${plan_secret}"
)" = yes
test "$({

kubectl --kubeconfig "${kubeconfig}" \
--as=system:serviceaccount:cpaas-system:baremetal-system-agent \
-n cpaas-system auth can-i get "secret/${plan_secret}"
}" = no

done < <(printf '%s\n' "${local_plan_names}" | jq -r '.[]")

for verb in list create delete; do
test "$({
kubectl --kubeconfig "${kubeconfig}" \

--as=system:serviceaccount:cpaas-system:baremetal-global-system-a

gent \
-n cpaas-system auth can-i "${verb}" secrets
1" = no
done
test "$({

kubectl --kubeconfig "${kubeconfig}" \
--as=system:serviceaccount:cpaas-system:baremetal-global-system-age
nt \

-n cpaas-system auth can-1i get secret/global-registry-auth

}" = no

verify_global_local_system_agent_rbac "${PRIMARY_GLOBAL_KUBECONFIG}"
verify_global_local_system_agent_rbac "${STANDBY_GLOBAL_KUBECONFIG}"

RENE ready {55FIERMCAT ., aRIZ1THS token 5k CA ANILED, #5144 OEM 3L
) bootstrap Ui It HE, plan BN KMEAPRID R AEW , MRME data.ready A true
A KT,

BERERTEANG  BFFEBEAVIREANA. BXEDSHE , EEHEENIR.
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Bare Metal : v Rule ConfigMap

l {LE AT Bare Metal

AH Bare Metal FEETE N etcd-sync MR, Huawei DCS, VMware vSphere #1 Huawei
Cloud Stack FPE AT Bk AT , EHARKEPIT 2k eted-sync ; HRKIMFAZINER.

ERA etcd-sync ZBT, SEEFERNZAEH LNV AL ConfigMap,

KAHEIH baremetal-dr-rules ConfigMap I FAEIF&ERA& AERE. {#F Bare Metal etcd-
sync Rules RtEMR . ¥ plan S ER AN ERFF HFTHTA Global plan Secret £#R. ™
MIBFZATETEASE , A MachineInventory.status.plan.secretRef.name IZEUXECZFR ;
L% BIE Global plan Secret , FIIR AR BFRETHI. 4 chart £12{#H 4K Bare
Metal L], &Y4RMNEEH# Global plan Secret By , £FE 5 #t, ConfigMap.,

| “smsEmalR AR
WNRERE etcd-sync BEIRE active _cluster_vip FJEBHEEE token , FSHRARASFFE.
2R Bare Metal MIANRS AT , EIRRISE ALV Global plan Secret HF&HN |, < MAESE
BEH0 Secret B 5 & BN plan Secret——iX 2 {#fEHEE HFIH K A Global plan is
overwritten WEARIN., FEfE , % F Global EHUEEET &K plans.
54052 ConfigMap RET=ARIMER « LKAl , ERZ—/ R IE ConfigMap , R4
(EAAEER, MBAREREAEM | B active cluster vip B% , {UEMNSRIRE

accepted JFHRE.

3t eted-sync (ACP 4.4.0+)

{REL RIS A Global £33k v4.4.0 SRESRAMIES. RAEEPMMRNZKTOTHRZ.

LA, BT ABEVIRIEEGTE VIP—OR & AR | A SEm & REi. T&H
EEXRSHNENR ; BRI LETFEEE , MRBEERNENAETIZTE etcd-
sync |, iEIPRIBLE RS, BIEETTEM & RER | B RITHRRSMANKEE.

wHERAmA etcd-sync , MARZ global-etcd-sync : WERHEARFZF T
packages/etcd-sync/<minor>/etcd-sync.amd64.<version>.tgz ., EANEAFELTEREF
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bundle # , #/<7E bootstrap Registry I , FC NG HAMHGE—FERH _EE2IB AR5,

BCEZNT :
¥ (=]
J&3N Global ££5f VIP JEBN global EEFFAIEHITHE VIP
J&Z) Global ££3f ETCD https://<active-control-plane-vip>:2379 ; [RIEGREFHE
Endpoints REEuml] 2379

% P4 £ ETCD Endpoints IAE

JEBh Global 28 Token
etcd-sync-active-cluster-token

Secret
IR E AR AE
ITEMEMBE IRt EHEE SN

IR, IERBERE LA token Secret, HAEAESNEEE cpaas-system/k8sadmin

ServiceAccount f¥] bearer token :

kubectl -n cpaas-system get secret k8sadmin -o jsonpath='{.data.token}' |
base64 -d

ACTIVE_CLUSTER_TOKEN='<paste-the-token-from-the-active-cluster>"
kubectl -n cpaas-system create secret generic etcd-sync-active-cluster-to
ken \

--from-literal=token="${ACTIVE_CLUSTER_TOKEN}" \

--dry-run=client -o yaml | kubectl apply -f -

LIEHAR] , etcd-sync-bootstrap Job £ etcd-sync Deployment BEiZ8z1T. RE
£ Job & L4F remote-etcd-ca . remote-etcd-issuer F1 remote-etcd-client [§, f@
HRR T DU,

Bare Metal : ZUFshSHLNIR
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FEREHHIEET , M AMREIRE accepted , HHIIAE configMap/etcd-sync-rule-
snapshot = :

kubectl --kubeconfig <standby-kubeconfig> -n cpaas-system \

get configmap baremetal-dr-rules \

-0 jsonpath='{.metadata.annotations.etcd-sync\.cpaas\.io/status}{"\n"}'
kubectl --kubeconfig <standby-kubeconfig> -n cpaas-system \

get configmap etcd-sync-rule-snapshot \

-0 jsonpath='{.data.snapshot\.json}'

WIRLEAALNRAR AL FIERA.

JEEhFFRUER D

fih&—IK etcd-sync i E, INE) HTTP 425 &R , EEIRERAERIT , RAREKR R
MZ REAT, HALLZE workload system-agent & IREZE ALERMIFELA 7(5?3“ FE o 2
FTEGHE ; RE—MEESED FEEEI KK,

RE{RSE AppRelease HKASTER DR WUREER, A XMEVIIUFREEISEHM |
BLRLE[RE Global Cluster Disaster Recovery,

ERFEEMNME DR MigRALEK Pod, EEIRHIFET A& ARG FET R bz THE
ENERCR

sudo kubectl delete po -n cpaas-system -1 'service_name in (alertmanager,
vmselect, vminsert)'

sudo kubectl delete po -n cpaas-system -1 service_name=cpaas-elasticsearc
h

sudo kubectl delete po -n cpaas-system -1 service_name=cluster-transforme

r

BXRLTEEH DR L4 FH , 535 Global Cluster Disaster Recovery,

B Al
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BRFEFIRETAEE  B1RR KUF PR | A global HEEHEITIER , HPE$E Alauda
oS K&,

IR global EMTEAREREL , BFETRTAR global AR NEIRER, XBFA
bootstrap £ Z BTN ELR ; RIETHRAENECE global THREF, &M global
Registry FIEUAT . _EAEHIEEREE

%+ FJ Bootstrap & £f

RREFRESTNG , HFEERERIBEPRTAN global SR AR ANETRER T, global &
FHEARBKH bootstrap &8, FHEERLKL FHE4ETXT4FE provider FAZFERMEBEE fF , M
S %A bootstrap &£ ( minialauda ) REH

KIND &5 M4&,

| ®eR - wmBBATE TH
AENAA minialauda 4T Ready WRE. TERAEFRERND) , Bk baremetal-system-agent-

handoff Job &8F complete HRZE , HiFE[E KubeadmControlPlane . B E AN Global 4,
MBI IR global SEFPITHERN , Z 57 EE(Z bootstrap ¥ .

MHFHEE global SEROSEURAAIECE !

kubectl --kubeconfig <global-kubeconfig> -n cpaas-system \
get configmap baremetal-system-agent-handoff \

-0 jsonpath='{.data.ready}{"\n"}'

SEAURA ConfigMap t31FEE— M : ready . BINBIERERFEFBIE M  12R3HAN global
MERME TR , AMIRIFR. TLS MAE ENHFLFERNFHRE. REFHBEYR
data.ready , ARG HN NSHIIES B IEMAKMEI—PA TR E A BEfAX — .

REBENTHERMG  ABEUREL :
o HETRRFEF A FE RS EBEM provider BLEIE1T T4 Job , B Job BZNTEA.
o EERARM global &, data.ready A true .

o ERAM global &HF , BNMEFAMBSR MachineInventory HiRE
status.plan.state: Applied , X global UEFRMLER |, hEUEEAE & A ELIEEPR st
IR BTN,


http://localhost:4173/container_platform/zh/workload_clusters/alauda_os/bare-metal/install_provider.html#prepare-global-as-management-cluster
http://localhost:4173/container_platform/zh/workload_clusters/alauda_os/bare-metal/install_provider.html#prepare-global-as-management-cluster
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s RAKHTHFESICISANBRNR , EZXR AT Atk Secret,
o AL system-agent FHSEHEHER— , FHIGETE S RoleBinding E#F2kk.

ERANTHSRERF=IHRM :

kubectl --kubeconfig <global-kubeconfig> -n cpaas-system \

get machineinventories.elemental.cattle.io \

-0 jsonpath='{range .items[*]}{.metadata.name}{"\t"}{.status.pla
n.state}{"\n"}{end}'

kubectl --kubeconfig <global-kubeconfig> -n cpaas-system \
get serviceaccount, secret,role,rolebinding \

| grep -E 'baremetal-(global-)?system-agent’

kubectl --kubeconfig <global-kubeconfig> -n cpaas-system \

get rolebinding baremetal-global-system-agent-handoff-bridge

SFF elemental.systemAgent.splitAuthEnabled: false , RAEHNEBEEZMN baremetal-
system-agent . XF true , EFMEHE Global-local baremetal-global-system-agent

54 , FEM/ Role NEFEER—/ MKl Secret, sxfa—&K@m{WItRE NotFound .

AR BT Job KRMEIERT, BAREARTE. RS ARITRI Secret , BERMITRIARZ

Applied , ¥5fRFF minialauda 1z1T , FKEALFE Job F provider Hi.

#f A DCS Secret 2 213X global &£t

TEHAE) , RIELSE 7 PAIEM des-import-extra-resources ConfigMap £ DCS API 4EiE
secret EHlIE] global HH—E4LS N\ DCcsSCluster.spec.credentialSecretRef FFEREMK]

Secret, 5[4 bootstrap TR ZHI , iBHIAIZL Secret 27FfE : kubectl --kubeconfig <global-
kubeconfig> get secret <name> -n cpaas-system . IEHR/D , HHEEHESITE—FN ,

{RIE global £ %M DCS provider ¥&H DCS API &EiF , TENERIER (Bla0 , 2BV S

SKM) .

¥+F DR 23 |, iEX) DCsCluster.spec.encryptionProviderconfigRef FRFETEM Secret 314748

BHKZE, DbdesCluster MNRAEZEGRREB LS| A , E bootstrap &£ fE , ARHRINX
Secret , Z FERBIEIEH I FEI SIS RB—IFS R AINEEE T provider ] DR FE,
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| FEEHIE Cluster API 3t

AEJEFT kubectl delete cluster global , tHAERHE cluster .

KubeadmControlPlane X provider EALRMEXRIEABELSIR. RkTRE , XENRLBIRIE
TEIZ1TH) global =HIFEAS ; BEREMNSETHERZESFE VM |, FEARIZENER. 7
IRVE{NPRT 1 bootstrap 7 & _EF£F44ANH bootstrap &8 (H KIND B28) ; &R Cluster APl Xf
%.

JRsR IR

ERIRNV S EREZ AT , BHTE global SR E HEFREEMR laaS T & MEMRME
provider 1 Cluster Bootstrap Provider , Jti® global &EFHIZ{TEMA laaS F& L 55
PR, XT DR &EMXS , EEMA global SR LHEPRITIHARME,

ALBE S E B EMRERIR | ES RS R IR,
BIEE—MSER  ES[97E Alauda OS 8,

KN IHMEVR S 7521 Global R TR E .

<5 : Huawei DCS global T2 j5H8#

XR—ANTERM A ER , AT Huawei DCS HIEAH=ANEIARMIEHITE global
K. BEALR ATRNA—ARIR  CBEE—E , RLETEARRARE G FE.
RBIFFERRENABTIIEER  FBREN <placeholder> |, FEAELSR 1 FFHEK
s{...} XE. EHR5PNAAFR.

HoRBNERTIE DR &8, AR SEFGEIAR , XEARBESR KubeadmControlPlane
kubeadmConfigSpec FA—e5WSERMRE , BB MK KubeadmControlPlane BCE
%, Wi 3 FNEERA T B global /3EDR E5.

ZBHEALA)3E DCS AP EIE Secret ., X Secret B EIRSRZMFOIFE | FFAELAL BT
DCSCluster.spec.credentialSecretRef IRZHRSIFH. HIE 7 218BiF dcs-import-extra-
resources ConfigMap ¥ HEHIF] global &HEf ; RIIFBREFHK names FERSRE—
Secret ZHRRIF—H.


http://localhost:4173/container_platform/zh/workload_clusters/alauda_os/prepare/index.html
http://localhost:4173/container_platform/zh/workload_clusters/alauda_os/prepare/index.html#infrastructure-resources
http://localhost:4173/container_platform/zh/workload_clusters/alauda_os/index.html
http://localhost:4173/container_platform/zh/workload_clusters/alauda_os/huawei-dcs/create_cluster.html#complete-kubeadmcontrolplane-configuration
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W FBHT : £ DCS LRI THRA
TEBRASIFATRER , (BALAIEE]. BaRRIMFESLTF

1. DCS API ij[aJ#X R K& R AU AN FEIE Secret
administrator FIPRHERL , PUREESR ID, HEEHMHFENFEIUE Secret ; MNRAFER
BBz |, provider & \NFiEEREL & ID FEEHEE N bdescluster.spec.site , R FEIKEHE
REREZFE.
KRB EUEPHIRER , £ cpaas-system FHAIFEHZA ${PROVIDER_SECRET_NAME} K]
Secret, NEX¥HIRE X YAML [FENF : kubectl apply £¥BA%ICRIE Secret 1]
kubectl.kubernetes.io/last-applied-configuration R,

global TIRIEBSKIRNMNIE AT HTH H AL B IRENT A SR A B FRAREE

umm ( https://<host>:7443 ) | —4

kubectl label secret "${PROVIDER_SECRET_NAME}" --namespace cpaas-system
\
--overwrite cpaas.io/cluster-name=global

2. VM 18— _E1% Alauda OS 5% IR B VM 18R ; 1CRH L FR , DA
vmTemplateName fEM. EFER 4.2.1+ #R , PUBEFEEIRT A AT A9 B IR
/var/cpaas FFAMEE. BHSRVZSER,

I ITEER. NMNEIUZIA,. smOAMNBIEFEE—EFB4x DCS ITHEERH., —1M9H
KEIZHEN., —MNwAE , UEAFEBRAERNEIEFEME. E1197INK
resource . dvSwitchName . portGroupName #1 datastoreName ., ¥EZ R DCS ¥4

RESHE.

4. 1P Fl API 3 R——NIZHIFEES =N A BT R IP (BEMXH DNS) ; BfIxK
DCSIpHostnamePool , #REEFE—NFEITHIT Hin R EKSMD LoadBalancer , 35
TCP 6443 ¥EFX=/Tm ; Z&A Self-built VIP EZF— Layer 2 MLEHAIAL IPv4
VIP, fmdtimmmENFimEO9 5%, DesCluster. spec.controlPlanelLoadBalancer #f
controlPlaneEndpoint . HZR1E Huawei DCS _AIiE &,

5. EEBRRhRAFN ID—— ${k8S_VERSION} , PAK M cpaas.io/dcs-vm-template
ConfigMap #KHXf¥ CoreDNS 1 etcd 45GARE (ESPUMEATE {E) ; M OS SZHFHEFEIRER
#) kube-ovn chart A ; ARARIELTR 1 FSH K registry #biik. VIP #1 CIDR {&.,

HERIFXERNA G, BN A TGS, R~IEHASMD LoadBalancer, f1RIERE Self-
built VIP , BFERIEE global &HEEZAT, NABHRZ FHTREANERIE RN,


http://localhost:4173/container_platform/zh/workload_clusters/alauda_os/huawei-dcs/infrastructure.html#using-yaml
http://localhost:4173/container_platform/zh/workload_clusters/alauda_os/huawei-dcs/infrastructure.html#machine-templates
http://localhost:4173/container_platform/zh/workload_clusters/alauda_os/huawei-dcs/infrastructure.html#capacity-and-placement
http://localhost:4173/container_platform/zh/workload_clusters/alauda_os/huawei-dcs/infrastructure.html#capacity-and-placement
http://localhost:4173/container_platform/zh/workload_clusters/alauda_os/prepare/control-plane-endpoint.html
http://localhost:4173/container_platform/zh/workload_clusters/alauda_os/huawei-dcs/create_cluster.html
http://localhost:4173/container_platform/zh/workload_clusters/alauda_os/huawei-dcs/create_cluster.html#resolving-placeholders
http://localhost:4173/container_platform/zh/overview/alauda_os_support_matrix.html
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# 1. Control-plane IP / hostname pool (one entry per control-plane replic
a).
apiVersion: infrastructure.cluster.x-k8s.io/vlbetal
kind: DCSIpHostnamePool
metadata:

name: global-cp-pool

namespace: cpaas-system

labels:

cpaas.io/cluster-name: "global"

spec:

pool:

# /var/cpaas holds platform state and must survive node replacement, so
it is

# declared here as a persistentDisk bound to the IP slot (not as a

# DCSMachineTemplate disk). Requires a DCS VM template 4.2.1+ and maxSu

rge: 0.
- ip: "192.0.2.11"
mask: '"24"

gateway: "192.0.2.1"
dns: "192.0.2.2"
hostname: "global-cp-1"
machineName: "global-cp-1"
persistentDisk:
- {slot: 0, quantityGB: 100, datastoreName: <datastore-name>, path: /
var/cpaas, format: xfs, mountOptions: [defaults]}
- ip: "192.0.2.12"
mask: "24"
gateway: "192.0.2.1"
dns: "192.0.2.2"
hostname: "global-cp-2"
machineName: "global-cp-2"
persistentDisk:
- {slot: 0, quantityGB: 100, datastoreName: <datastore-name>, path: /
var/cpaas, format: xfs, mountOptions: [defaults]}
- ip: "192.0.2.13"
mask: "24"
gateway: "192.0.2.1"
dns: "192.0.2.2"
hostname: "global-cp-3"
machineName: "global-cp-3"
persistentDisk:
- {slot: 0, quantityGB: 100, datastoreName: <datastore-name>, path: /
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var/cpaas, format: xfs, mountOptions: [defaults]}
# 2. Control-plane VM spec.
apiVersion: infrastructure.cluster.x-k8s.io/vlbetal
kind: DCSMachineTemplate
metadata:
name: global-cp-template
namespace: cpaas-system
labels:
cpaas.io/cluster-name: "global"
spec:
template:
spec:
vmTemplateName: <vm-template-name>
# Places the cloned VMs in a DCS compute cluster.
resource:
type: cluster
name: <dcs-cluster-name>
vmConfig:
dvSwitchName: <dvswitch-name>
portGroupName: <port-group-name>
dcsMachineCpuSpec: {quantity: 16}
dcsMachineMemorySpec: {quantity: 32768} # MB
dcsMachineDiskSpec:
- {quantity: o0, datastoreName: <datastore-name>, systemVolume:

true}

{quantity: 10, datastoreName: <datastore-name>, path: /var/li
b/etcd, format: xfs}

- {quantity: 100, datastoreName: <datastore-name>, path: /var/li
b/kubelet, format: xfs}

- {quantity: 100, datastoreName: <datastore-name>, path: /var/li
b/containerd, format: xfs}

# /var/cpaas is intentionally NOT a template disk — it is declare
d as a

# persistentDisk on the IP pool above so it survives node replace
ment.

ipHostPoolRef:

name: global-cp-pool
# 3. Control plane.
apiVersion: controlplane.cluster.x-k8s.io/vlbetal
kind: KubeadmControlPlane
metadata:

name: global-kcp
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namespace: cpaas-system
labels:
cpaas.io/cluster-name: "global"
annotations:
controlplane.cluster.x-k8s.io0/skip-kube-proxy: ""
spec:
replicas: 3
version: ${K8S_VERSION}
rolloutStrategy:
type: RollingUpdate
rollingUpdate: {maxSurge: 0}
machineTemplate:
nodeDrainTimeout: 1m
nodeDeletionTimeout: 5m
infrastructureRef:
apiVersion: infrastructure.cluster.x-k8s.io/vilbetal
kind: DCSMachineTemplate
name: global-cp-template
kubeadmConfigSpec:
format: ignition
users:
- name: boot
sshAuthorizedKeys:
- "ssh-ed25519 AAAA...replace-with-your-public-key... global-boot"
# The rest of kubeadmConfigSpec — files, clusterConfiguration,
# preKubeadmCommands, postKubeadmCommands, initConfiguration,

# joinConfiguration — is identical to a workload cluster, so it is no

t

# duplicated here. Take it verbatim from the Complete KubeadmControlP
lane

# Configuration appendix in the DCS create-cluster guide

# (#complete-kubeadmcontrolplane-configuration). The three large file
s

# (psa-config.yaml, control-plane-kubelet-patch.json, audit-policy.ya
ml) may

# use contentFrom the dcs-kubernetes-<major.minor>-files Secret. Appl
y these

# global / non-DR deltas to that body:

# 1. Add clusterConfiguration.etcd.local.serverCertSANs:

# ["${CONTROL_PLANE_VIP}", "${PLATFORM_HOST}"]

# A DR pair uses a different list — see Optional Disaster Reco
very

# Deployment. etcd.kube-system belongs to that 1list, not this

one.
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# 2. Omit the /etc/kubernetes/encryption-provider.conf files entry:

the

# provider writes that file on control-plane nodes and drops a
ny

# files entry for it. Keep apiServer.extraArgs.encryption-prov
ider-

# config — see the note after this example.

# 4. DCS infrastructure cluster.
apiVersion: infrastructure.cluster.x-k8s.io/vlbetal
kind: DCSCluster
metadata:
name: "global"
namespace: cpaas-system
labels:
cpaas.io/cluster-name: "global"
annotations:
cpaas.io/registry-address: "${NODE_REGISTRY_ADDRESS}"
spec:
controlPlaneLoadBalancer: {host: "${CONTROL_PLANE_VIP}", port: 6443, ty
pe: external}
controlPlaneEndpoint: {host: "${CONTROL_PLANE_VIP}", port: 6443}
credentialSecretRef: {name: "${PROVIDER_SECRET_NAME}"} # created in t
he prerequisites above
networkType: kube-ovn
site: <dcs-site-id>
# 5. Top-level CAPI Cluster: global wiring, labels, and annotations.
apiVersion: cluster.x-k8s.io/vlbetal
kind: Cluster
metadata:
name: global
namespace: cpaas-system
labels:
cpaas.io/cluster-name: "global"
cluster-type: DCS
is-global: "true"
annotations:
capi.cpaas.io/resource-group-version: infrastructure.cluster.x-k8s.1i
o/vlbetal
capi.cpaas.io/resource-kind: DCSCluster
capi.cpaas.io/kubernetes: ${K8S_VERSION} # same value as KubeadmCon
trolPlane.spec.version
cpaas.io/registry-address: "${NODE_REGISTRY_ADDRESS}"
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cpaas.io/nodes-mode: self-managed

cpaas.io/kube-ovn-join-cidr: <kube-ovn-join-cidr>

cpaas.io/kube-ovn-version: <kube-ovn-chart-version>

spec:
clusterNetwork:
pods: {cidrBlocks: ["${CLUSTER_CIDR}"]}
services: {cidrBlocks: ["${SERVICE_CIDR}"]}
controlPlaneRef:

apiVersion: controlplane.cluster.x-k8s.io/vlbetal
kind: KubeadmControlPlane
name: global-kcp

infrastructureRef:
apiVersion: infrastructure.cluster.x-k8s.io/vlbetal
kind: DCSCluster

name: global

NEF Self-built VIP AL {4

ERIRBIER type: external . MART , AT RIR 4 HKigm FEREH AL TEECE.
VIP DMRTREE FE4% IS Layer 2 &g | A vrid EZMESH PIaHE— :

spec:
controlPlaneLoadBalancer:
host: "${CONTROL_PLANE_VIP}"
port: 6443
type: internal

vrid: <unique-vrid-1-255>

controlPlaneEndpoint: {host: "${CONTROL_PLANE_VIP}", port: 6443}

HREHAE

SR I XS KR

${K8S_VERSION} . ${CONTROL_PLANE_VIP} . EHFE1HREE,
${PLATFORM_HOST} .
${NODE_REGISTRY_ADDRESS} .
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SRES S KR

${CLUSTER_CIDR} . ${SERVICE_CIDR} ,
${PROVIDER_SECRET_NAME}

DCS FAGEMMAREE, CITRALIE

<dcs-api-user> / <dcs-api-password> / BRP—MEBE AR TELRKA A

<dcs-api-host> / <dcs-site-id> ${PROVIDER_SECRET_NAME} [KI4EMESI#.
BRI,

<vm-template-name> ., <dns-image-tag> . cpaas.io/dcs-vm-template ConfigMap.,

e BB 1

<dcs-cluster-name> . <dvswitch-name> |

DCS Faxf%. & DCS EHE RfIA.

<port-group-name> . <datastore-name>

RILE BT R IP/RSS/DNS ; — A %5 Pod /
192.0.2.x . <kube-ovn-join-cidr> . Service CIDR S HE A BEA join CIDR EA]
<kube-ovn-chart-version> /16 Kube-OVN join CIDR ; DLE M OS i

5E[EFRENA) kube-ovn chart fRAS,

BWE) OpenSSH /48, ignition ARIA
ssh-ed25519 AAAA. .. 2 w5R ; BMERAFTHRIRIT SSH &%,
MR EEFHES.

Secret IS KRS
WRBIEBT eted $275 Secret 1%, apiServer.extraArgs.encryption-provider-config 1%

BIERMRESIHN clusterconfiguration ', DCS provider £324LE FrFsm w4 : E—
AEHITFENSER— N EIES , 2 FRESANRRIERIEMEZEITH APl server BC I, R

3% /etc/kubernetes/encryption-provider.conf ¥x/INZE|

provider X FFEMAIAEIZHUTAT

KubeadmControlPlane.spec.kubeadmConfigSpec.files

%B. BESRNAA TN provider ALE .

AEERRHAEEERRSMER , AHRSER. XTT DR £3x , MK EENIAER , Bt
IR IB A EM dMEMR B 2B E KB , ) DCScluster.spec.encryptionProviderConfigRef

BT,



http://localhost:4173/container_platform/zh/workload_clusters/alauda_os/huawei-dcs/infrastructure.html#using-yaml
http://localhost:4173/container_platform/zh/workload_clusters/alauda_os/huawei-dcs/create_cluster.html#resolving-placeholders
http://localhost:4173/container_platform/zh/overview/alauda_os_support_matrix.html
http://localhost:4173/container_platform/zh/overview/alauda_os_support_matrix.html
http://localhost:4173/container_platform/zh/workload_clusters/alauda_os/huawei-dcs/create_cluster.html#encryption-provider-delivery
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0 Alauda Container Platform Q =

Alauda Container Platform > %% > £ Alauda OS _F%% > Global &£ MR E

Global &£ & RS

WIREE global HEHAIGEREANA , ZERHNT RIE1T Alauda OS, FBERTH MR E
ALEBT global SEERIBMELIRK—ERS.

Bk

ERRIEDIR
RLKZESK
AN
BT
EETS
¥4 )8 DR HAY
iy AN B 3
EEZ
JEEhAISIE
Ll
TR HE
Provider Notes

AESH

HNERIEL IR


http://localhost:4173/container_platform/zh/
http://localhost:4173/container_platform/zh/
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PEREEHMEM global KRN  BEIKIEETEREIEREEE.

IEPBHREL TR LKA DR BLERBUERIR , BE

F—MEBME B K bootstrap 17 mit{ TR : MRS LE AR/ bootstrap s
FERN R AEEHE AMFER Kubernetes API server NI ARIACE.

FANERMH KubeadmControlPlane etcd server iE$ SAN JIRB X E B C KITHIFE

VIP. Platform Access Address 1 etcd.kube-system ; FEMEBERRT|RARE
(&2 9% DR etcd Server IEF SAN #1%| KubeadmControlPlane) , W3I&RS5F4&
console.cert SAN FIFRAE NI,

Huawei DCS ZBZ M DcSCluster.spec.encryptionProviderconfigRef 3|FHELZEMMER
He{EA Secret, % Secret WAFAETENRAK global P , MAUNELKEK
bootstrap &£,

VMware vSphere Z§ZI8Jid KubeadmControlPlane.spec.kubeadmConfigSpec.files §
AFBEIH /etc/kubernetes/encryption-provider.conf 3X{4&.

Huawei Cloud Stack ZfZE&Ji¥ KubeadmControlPlane.spec.kubeadmConfigSpec.files
S AMEIK /etc/kubernetes/encryption-provider.conf 3U{4F.

Bare Metal 82 )\ BaremetalCluster.spec.encryptionProviderconfigref 3|FtLZEMK]
N LR Secret , FERM{E MR Kubernetes ServiceAccount 242 %548,

Huawei DCS, VMware vSphere 1 Huawei Cloud Stack &£ installer S A\ F6I& dcs-
import-extra-resources ConfigMap , PMELIEITFEREMS S A S| BIEIE Secret , AR
& AR AR E N EMRERIR., X BFRE des B, PMRFFA S installer Fe& 1.
Bare Metal &7 installer S A\R# dcs-import-extra-resources ConfigMap , UMER

FITFRREB R B AT R HIFAMNIRE BF elemental owner Bif. BEA4F A Global plan
Secret 8% kubeadm bootstrap data Secret ; Z£fTH B#x Global MachineInventory X{H{F

1Efa , FALHEAS I Y4 Global plan Secret,
MANERTRETNG , FAEHAERTERM YANENEEHANEREMERR global-eted-

sync ,

N EFARRE TG , BEMD global SR EZREMRMELZHLEFN Cluster Bootstrap
Provider , A& FASE BHBEMBIEETER E AL S &8, 5% Huawei DCS, VMware
vSphere, Huawei Cloud Stack g% Bare Metal,


http://localhost:4173/container_platform/zh/workload_clusters/alauda_os/huawei-dcs/install_provider.html
http://localhost:4173/container_platform/zh/workload_clusters/alauda_os/vmware-vsphere/install_provider.html
http://localhost:4173/container_platform/zh/workload_clusters/alauda_os/vmware-vsphere/install_provider.html
http://localhost:4173/container_platform/zh/workload_clusters/alauda_os/huawei-cloud-stack/install_provider.html
http://localhost:4173/container_platform/zh/workload_clusters/alauda_os/bare-metal/install_provider.html
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2% 25K

THER S BTIE & 4 216 B DNS & FRIFETE Platform Access Address, TEIEEE1THAE | %
B2 (UEMTEIE global £BEVIP, FA global SERFERZISAARE global &HE LMK
FEakR%.

RRAE—RBEZHT , BT T IS e T4E

o MEEENEHNGENES , BH VIP LTSRN TCP inAAZIX VIP G K6 FET
B, NUBFRY HTTP ARIEAR , ABCEIRE 8o .

o EESRMERAEIME Z B EIFRETFR TCP dinH. RN AT, TeA,
FRERES ACL AR AR AaTsch m [B) P AR AT B I

TCP iH RS T RA

ACP 4 % P& E{F F Platform Access Address i[aljEEFS.
443 - REZA#FA Global Cluster Disaster Recovery {#

HTTPS
Rt , B EEA e m i 2 X RN,

YA BT HTTP RSP AN A TR, HABERT | &

80 ACP & HTTP X "
BMERSiO 443 AHE.

BRBEHMRK RESBZTA Global Cluster
Kubernetes API u A o .
6443 Disaster Recovery B , & A& B aERRIESNE LK) AP
server
server , PURRE [R5 BT S5 etcd CA #14,

L PSR NIET Platform Access Address AL B 5%

11443 NEZGCE FEHECF A MRS . WER(UERTFERNER
Registry,

ZREH W REXBLFE Global Cluster Disaster
2379 etcd Recovery \FE&EHZE eted $UE |, IFHHBEALRME R

eted,

L& SR N, AR ERB EEHACSE R, WEERZN , BRURSRERE N
EREHAMTEN. WEERSRE  RIERACOTNE AL | WIUEE RGO R
FER, XMEBRFAELE etcd EFIENEM : RESAFTFEA Global Cluster Disaster
Recovery {RAE 4RI A& LiZT , FFHRIDHEIEE NHAM eted,
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KM EALE S global HEFEM etcd #3E , cpaas-system FEFMBTEAREZHEENA.
b, MM BAERE TR EHEIEAER. EREE—SEMZHT , BRI TIUMEE,

o 81 global KRG, FHRANDEBEINIENSRE. TEMNEREHASERBUL
REZESREEFE , HitE e EEESa T I EEES.

o WEERMEEMBEREBENE— global &8, BELTHAVSERFICRVSERKN
EVAIARE , FEXER _EI1Z1T VictoriaMetrics Center fHEF G , ARBEMIEERK
FEERERTE MR ERE.

o MRFEANMMLEEIFIAARKICEERE |, WAXRXKISR B RMAICEER  MAZEIREY
global &Hf.

o TFBTE global RPN ERITIINMEIESEXEHNABAETUWIZEART]
A EAXEEIEASEES] , F—1 global SEFHMITAIEAXESIE.

AXx53E Alauda OS K12 FBEIALSCEFMANRSEE |, 1§23 %) Global Cluster Disaster

Recovery,

B

TRFERNERERE , BB ICER EVERIL A G BRIREHTIRE., FRXFRE5T
RIEFHRIF 3, ReERETHARIREZITFRRITIATES -

o WIF REZALRTE Global Cluster Disaster Recovery (IE{ TR A FI S SIHEFAE .

o WP AEEAMEBAET £ LAJEH Kubernetes Secrets,

o TEVHRINIES T 2 B , WAEF SR & FAERNIEHIFE VIP LR FAARKE.

o FEVTRINIERASEEIER R 25T , BIER SR ML% 2 (B FT Hiin 0 2 B EX @ BT, V]
#a  REREHSEAMRNESR , RESHSBOAFNE RSN , ARSRENAE
=R,

o {FRLTHHERIRIELIRPI TR SRR E .
o WERERL FRVRASERET provider &R,

I {1z Alauda Container Platform Global Cluster Disaster Recovery B iuF—2th
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FHER R YIRANSTHF IR R global ERFFHEELER RERFEFE Global Cluster
Disaster Recovery, fEEIZ AT , EAHARM global SHBIESESMN . 7 AlaudaOS &
B, WSFERHTI R Cluster APl Machine MZRIRMHSSF , Bt , A —HRL RERKTAEES
FRfERTRIBESMIERXLE Machine X¥%R , FHEHEH EUREIUL. MR —BMREREHRKTIZ RK
B FMEBIEM ; SRR BRI, BEXARXASF. BX53F Alauda OS FE{2H BMAFEAY)
WA FHRARELIR |, B SR Global Cluster Disaster Recovery #1 Upgrade in a DR Environment,

=15

AR 315 provider 0% : EHFAIBI etcd-sync 43 EHIIKE) , MAAZHE{E provider
AP 3Kz)), FET provider i) BB IRFRE TS fateEES [ Provider Notes ; X} Bare
Metal , #5257 Bare Metal DR Model 4y .

1 f@EESH , HHTIEE LSRR,

2. FFUEHRERTES  REMNBEREREE etcd-sync . BIRHE ModuleInfo A4
ENEIEM ; {0 Deployment EREIFERAE (FZH TEMWES) . X Bare Metal , [
JE1E|IB& AR Bare Metal provider i ModuleInfo HiRE
elemental.systemAgent.sharedAuthReadonly: false ; Z&EBSBNEENER , RE
Z%1F elemental-operator Deployment ~AHA7E --system-agent-shared-auth-read-
only ¥ ({£F kubectl -n cpaas-system get deploy elemental-operator -o
yaml | grep -- --system-agent-shared-auth-read-only #&) . fEltZH] , FIKT
VBT RITTEAR AT K.

3. B Fam vz AE NG TFEAL.

4. WUk & A& API AT Bipm.

5. AW S BT F A ERERE | FFRE B TRIR .

6. X¥-F Bare Metal , ScfE#& &K provider ModuleInfo HRE
elemental.systemAgent.sharedAuthReadonly: true , F{FFAERKHBLSHIA
elemental-operator Deployment 1% --system-agent-shared-auth-read-only &

. AR, EHREREH (BRENEREIEH) LK etcd-sync flfF , HEARKRE
HEsh/#& F{E ; X3 T Bare Metal , ME{FFHMEEH baremetal-dr-rules ConfigMap, &
TR IEEHSMIIENICk B MNIEsNER | It B EN(E ARE & XaTE
@ BISRBFH) Registry FEIE.


http://localhost:4173/container_platform/zh/upgrade/global/upgrade_global_dr.html
http://localhost:4173/container_platform/zh/workload_clusters/alauda_os/bare-metal/install_provider.html#install-the-cluster-plugins

Global &£ K MK E - Alauda Container Platform

| s FERERES

BN, etcd-sync AEMTFEE , HREXRTIERANERFERRTE etcd-sync . XAJURA
IHE BRI ERMLETT. ANRHE 2 (U Deployment FEREIF , ModuleInfo ATFEfE , FE
R&ERSBERD) , HEBR:

check failed, error: moduleinfo <name> is found, it shouldn't happe
n,

please remove it or check the DNS resolution of platformURL: <pla
tform-domain>

RERRXAIERR |, EXERLRERTH LT , MARREG. ENIEsheR Lk
ModuleInfo [& , MK AEIFLIEE B3N,

RISHIREERA FRBRE | HEIS MUK, YISRERIA provider FIR4HRIF —
35 T HIEAT

Pifa , EHREshER LRES VS cluster A Machine NZRHTIFTH—17
Alauda OS &8 | , XUESTRAREASTAN S | R AEYIE P ELTRELSSE ik,

124 JZ DR f&#Y

ATNEE ACP 4.4.0 RESRAMREE DR RIELR, MEueHEER/ERERTK ; £H
AEIGER I E QRS

Bare Metal 48R FH.& Hit%| Secret {£174E Machinelnventory Xt . K, , DR 2%
Global FH. 5% FH .

Vi AN 473

FH Uity S5 @
A baremetal-
https://<local-control-
Cluster/global global-system- N ZHD,

plane-vip>:6443

F agent
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E# Ui AL 515 k7
3E global MW%=E https://<platform- baremetal- FEHTEE
il domain>/kubernetes/global system-agent =it

Global {75 FF DR MR FXATRMAT /G Global . W 54T 2454 Bare Metal AR
2 BRUVSEHBROMEMMEZEK (815 DNS, NTP, Registry FIEHNEIRE) , 8
SR W LKIER

TEPI A Bare Metal provider _Fi%XE elemental.systemAgent.splitAuthEnabled: true ,
J&3) Global {f ] sharedAuthReadonly: false ; & FISEBHZWEURERER
sharedAuthReadonly: true , ¥RBBYR/N provider 45E M DR FERHEHIREH , EE5— K
bootstrap release bR EXLEE , FHFEF ML global %ﬁﬂq provider ModuleInfo A
BIREE , FIFXE elemental.tls.caCertSecretKey ; BSPARERERIRME. REBHFEN
ServiceAccount, Secret, Role #1 RoleBinding £&#R. ’Q]Q]?-‘% v % T [ESEEIR Secret i[A)AX
PR .

X¥eha , B Global [T VZI{E A APl server :

metadata:
annotations:
baremetal.cluster.io/system-agent-auth-scope: global
baremetal.cluster.io/system-agent-server-url: https://<local-control-
plane-vip>:6443

baremetal.cluster.io/system-agent-endpoint-mode: direct-apiserver

WE R ERTATE, AEGAEEE A bootstrap Global 1ISO ; &7EiE3) Global A& &
B Global jEfft#1 Seedimage, X4V 1ISO KIEM URL {FRFEAIEET | 1% 1SO 7 AJ4kesE
S,

[F) 5L

etcd-sync FERASER D17, T EER. XI5 DR #] v4.4 chart 2 EARAEK] Bare
Metal BiJ4%A0 Global RIFHEEI , FHE KRBT ConfigMap AIEAFLN, B XE SCHLRJE X
IMAFAET P Global &8 £, PUEEA GG A.

{ERANE 100 QU baremetal-dr-rules


http://localhost:4173/container_platform/zh/workload_clusters/alauda_os/bare-metal/create_cluster.html#network-connectivity
http://localhost:4173/container_platform/zh/workload_clusters/alauda_os/bare-metal/install_provider.html#install-the-cluster-plugins
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apiVersion: vi
kind: ConfigMap
metadata:
name: baremetal-dr-rules

namespace: cpaas-system

labels:
etcd-sync.cpaas.io/enabled: "true"

annotations:
etcd-sync.cpaas.io/weight: "100"

data:

ignore-equal.txt: |
# Add one line for every Global plan Secret on both sides.

/registry/secrets/cpaas-system/<primary-global-plan-secret>
/registry/secrets/cpaas-system/<standby-global-plan-secret>

NE chart HlUE 4K 5 Bare Metal ‘&JRBT4%. Global jE8EMTT1E. SeedImage . Global
73 system-agent bundle, Wi%28 AR A Registry $EUF, ANEAEL, ConfigMap FEE N
XK E ., FFaREHET , ER&M chart A EIXLNERLN,

Bt R (R SR E
e M MachineInventory.status.plan.secretRef.name EEUTXIZFR.

o AMMIAIEA Global iTX| Secret R II—1T.
o FUIRMEEH Global 11X Secret B , EFFMIK ConfigMap.

BIREEE] , BESRFNEF4EK etcd-sync.cpaas.io/status: accepted , FHfA etcd-
sync-rule-snapshot BEIXIR :

kubectl --kubeconfig <standby-kubeconfig> -n cpaas-system \

get configmap baremetal-dr-rules \

-0 jsonpath='{.metadata.annotations.etcd-sync\.cpaas\.io/status}{"\n"}"'
kubectl --kubeconfig <standby-kubeconfig> -n cpaas-system \

get configmap etcd-sync-rule-snapshot \

-0 jsonpath="'{.data.snapshot\.json}'

WIRLERIFAR AW, EAFRGE A EMER AR,

¥4 chart TasahRAER) CAPI, Bare Metal, Elemental, Global &j&. system-agent,
Seedimage. Registry F1W#sHL, 1, ConfigMap {URANIE D chart B FCiA3R &N HIE 1T



Global &£ K MK E - Alauda Container Platform

Global 31%) Secret %48,

dcs-import-extra-resources EEENRAIEHBA. BB EHFAWH provider TR ,
ALK DCS #0 Bare Metal f75| FfN%E Secret , {HEAZ etced [EAHHLNIER,

JAENFALUE

1 NV ELEIRAEH LT global-etcd-sync .
2. % active_cluster_vip ®EATEEE VIP,

3. % active cluster_token_secret_ref REN&MERAHE Secret , HP o SE4&H
2.

4. %1% AppRelease FF4 Deployment #3454 Ready,

5. IZ1THIZHRKE , HESKERKREABMNZ REABAAT.

6. R ALUITR IR i 1 2S5 RAE AR T —HBSY 5 {XE AppRelease KSR 2 ATE M

Lodly'g
HEYRfE |, B -

VW% cluster F Machine XIZARFFEER.

&4~ BaremetalMachine {N5|HATHIK) MachineInventory ,
WEtKIEE] Applied , BERBZEFH.

THETRY BRAETRIHERLZE Role,

T RER e AT RIFER IS .

URL {8 A3 &13NL % 1SO JT UM RTEM..

Global EHNEMAAM VIP, A4S REFIAHITT R Secret,

=R

IZ/N BERE

FHREA rejected HNFIEELER. BIRLAR message Efi#
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N2/ BERE

Global Il ignore-equal.txt FPERDERGVIN Secret %48 ; (ZLERESFHEHH
' - AN ConfigMap
B M) chart 5/DENE Global HEFSIR ; =1ER% | IHAERE A

Global 758 % fIf% O
? STR BTS2 a8 chart

W FHIKSE 401 83K & & 3ER  issuer/audience, =42 Secret PLE Role
403 resourceNames
Vi IREHFEES TESNIE AR, ARAREREEIRES

Provider Notes

Huawei DCS

RBANEIGER ZEEE A DCS SRIRIE. FIMIK DCS L3k WfE MR MN R A2
J¥ Secret #1 DcCSCluster.spec.encryptionProviderConfigRef . XfF DCS , ANEW
IR HFEF AR NE] KubeadmControlPlane. spec. kubeadmConfigSpec.files , 7
FIUl4YEE DCS dcs-import-extra-resources ConfigMap , BUEREREFSA
DCSCluster.spec.credentialSecretRef.name 3|FAfK] Secret A

DCSCluster.spec.encryptionProviderConfigRef.name 35| Secret, DCS 2 {{tF8
RN ERFEETS |, EZ0RBENSEH{E— Secret,

BIRAM global EHPEMMFEMEIRMLFEF Secret, MREIUREES SERH
&+, RRNETH , BXXERHERKRER , B3| SEHEXRE , FEerEFFEmitE
AR KB—FHK Machine RAFEEFE Provisioning 7§, FERMFEFLICR
get encryption provider config secret ... not found , EEHRE—3ISEH
Bl , WUEFIMIIAFEIEX Secret,

SFRIRYI | FEfTiRfEY#FS, baremetal-dr-rules ConfigMap FiEtez
{UEAT Bare Metal ; L RAIREFEERT DCS. Y#/E , FEMRNIESNER LRI
% Cluster . Machine F1 DCSMachine XYRTTHE , HIZH EHMLBMIR « ffEt)% s
B, REFEEGELEFH global- ZFRABATANABT global XETIR , Eitt
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PS4 DCS TIREB T B IXAIZR. FEHA DCS fEiE Secret AN EFEFF
Secret T HURITEBIHK—M.,

VMware vSphere

RIBAEIER ZHBE ) VMware vSphere ERIR{E. VMware vSphere Rk EASE
LTIMEIR KubeadmControlPlane MEHEXHERE , LEREBBM etcd SAN JIFR, RE
3 vsphereCluster JN%E Secret 5|F, 4J& VMware vSphere dcs-import-extra-
resources ConfigMap , DMEZEFEF S\ vSphere Ehti& i & EF1
VSphereCluster.spec.identityRef.name 3F|FBEJ global-vsphere-credentials

Secret,

Huawei Cloud Stack

RBAEIGER ZEEE A HCS BRIRME. HCS RERFRETLEMREIR
KubeadmControlPlane JIZXHLE , AEHBEBK etcd SAN )R, ~EE
HCSCluster JI% Secret 5|, 43 HCS dcs-import-extra-resources

ConfigMap , AEREFEF SN HCS EAliR iR IRA
HCSCluster.spec.identityRef.name 3| Secret,

Bare Metal

R AN IR R 5RE ) Bare Metal P3RIE(E. ERPIA 31 KIND 4, —MHTE
£, FIRATERER. WREMEHZH  FFaRYRIIEAAA , MEFAE
) URL AT IEFE AR A —1,

Bare Metal KA N i BENBRIF—H -

P {l{sE FAAR] A Kubernetes NZEIR{EFEFF Secret WA , FFH

BaremetalCluster.spec.encryptionProviderConfigRef 3|,

JBiE dcs-import-extra-resources MINERIZAFEFF Secret S ANEFNRAR
global % ; % Secret FNEER AT SIS KIND &8,

Pal{E FAAE[EI A ServiceAccount &4 B4R |, PAKR FEREIAK issuer/audience 1H.

PUE FHARMZEETFA HTTPS IEH , BH SAN JIRF A STRERFAE. XY
& HTTPS BEFAEHITFE VIP B, IR HSFE VIP SAN ; RERPIED
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Service ZFFRMNZE] console.cert , {FRFANE Registry B |, yig[] 11443 _EH
registry {# FJH EIRA global-registry-server uFH4E.,

o EMMNARREFEF APl ZHIBI#E dcs-import-extra-resources , HPBERFAMK
Global Bare Metal #1 Elemental owner &R , AR FT5| BEIMMEIRHEFEFF Secret, &
WSRHERS Global 1% Secret, KubeadmConfig Xf£#0 kubeadm 3| §%4k#E Secret ;
2 HBATLSFAIES) Global MachineInventory UID $JZ#]44 Global 11X Secret,

o EFNSIBERH L, FAKH handoffHook.controlPlaneVIP .
handoffHook.directAPIServer: true . elemental.systemAgent.authMode:
shared . elemental.systemAgent.splitAuthEnabled: true M
elemental.systemAgent.globalServiceAccountName: baremetal-global-system-
agent X E Bare Metal I2{tF2/F AppRelease B, JEENUEE
elemental.systemAgent.sharedAuthReadonly: false ; IEEENMUHIRE AN
true , FEHMHRAR global &KEF , (NERMFEFH Moduleinfo F
spec.valuesOverride Hi%E elemental.tls.caCertSecretKey .
elemental.systemAgent.splitAuthEnabled: true FIZMEK
sharedAuthReadonly 1{H ; & W &3 & BHEA

o EEBEMK elemental-operator FHRURFEMKIE baremetal-base-image #I
baremetal-base-image-iso HPETFERIREE elemental IRZTME . ZIRTAEDL
i, ENMETREN R,

AER seedimage NEEHRDSEIGAER. L5 I1ISO FEEMEYIHR FREH N
B , [E#53E global B MachineRegistration &R, ANERGIFEEEHK Global
MachineRegistration ®IREIFZE|EHER. F/ baremetal.cluster.io/system-
agent-auth-scope: global . baremetal.cluster.io/system-agent-server-url:
https://<local-global-control-plane-vip>:6443 #
baremetal.cluster.io/system-agent-endpoint-mode: direct-apiserver FEZ<Hth4)

i Global JE,

WEEYHE |, FEPITRMNBEREITRIZ AT , RIFEERLTRERE. NELEEH
& A& Bare Metal 12 {£F2 F R4t [E] —2R\V & /B BIET T,

AES


http://localhost:4173/container_platform/zh/workload_clusters/alauda_os/bare-metal/install_provider.html#install-the-cluster-plugins
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FX1rdE Alauda OS Xt global EREHITIMERE , &2 % Global Cluster Disaster

Recovery,

BRIt Alauda OS _EREFEMFALL global HBf , ESH :

o X Global &£
o FHRAITARARAS , SRje2 %) Alauda OS _Ef{ Kubernetes F+4%
o 7f DR HIEF Tk


http://localhost:4173/container_platform/zh/upgrade/global/upgrade_global_cluster.html
http://localhost:4173/container_platform/zh/upgrade/global/upgrade_kubernetes_on_alauda_os.html
http://localhost:4173/container_platform/zh/upgrade/global/upgrade_global_dr.html

1£3E Alauda 0S %23 - Alauda Container Platform

0 Alauda Container Platform Q

Alauda Container Platform > %% > f£3E Alauda OS &3

f£3E Alauda OS _F%&3E

BT EESK R4 K

o

THERFSE Global & )RS TR ERE


http://localhost:4173/container_platform/zh/
http://localhost:4173/container_platform/zh/
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0 Alauda Container Platform Q

Alauda Container Platform > 23 > #f3dE Alauda OS %3 > FIEESK

A B 25K

FERI global HHZHT , BFRMERTETRIEM. MEFIRIERLE.

l INFO

1. YR FARIFEEMAIE Kubernetes MG dx global &3, MRERIMNEFEEHFAE
Kubernetes ££3f , B ERRAI &N EIEIFIFENIER.,

2. INRAVTRIER global &R IHMERER | 1§ 5EM global SR IR E .,

3. RFTEH T RIHE T R Z3K,
4. AR A BB R ACE 25K,

B=x

BRI
GIE 229
BT
FAEERE
LR
ZES
MEALE
LoadBalancer & #N

SN R GG EE


http://localhost:4173/container_platform/zh/configure/scalability/disk_configuration.html
http://localhost:4173/container_platform/zh/
http://localhost:4173/container_platform/zh/

BURALK

ATNBERIR ACP BIZHTRIFMIRFES RN, ERIEERMEAE R FERIERSERTE
R, FFRNAER TR,

l INFO
UF RN = BTN R4 Global S5 AT HMIR/INEIR.
HP A EFELE Global &8 EEFEMTMESMN REEHTHRRRIR,
BRENY ROVEREK |, ES AN AE R,

GIEZS A

I WARNING
X+F ARM Z244 (5120 Kunpeng 920) , K ECEIR TTE x86 RIRBECER) 2 f% , (EASKT 1.5
&,

BAN : 2R x86 FE 8 #% 16GB , M| ARM ZE/DNIAFY 12 % 24GB , iINALE N 16 1% 32GB,

KA, BHERE A EERZRNEIELRM, ACP SFU T =F% LB E M

o ZEH
MREFEETEELZ A Kubernetes &8 | H I EM ., EHAEKXT , ACP H—
Global &ML MK ERLAR,. 1£ Global £ HETIEFE VS ALK ET AN
FREMERIMERE | N FRURE SR

o FLERE
MBI IR — DR EIRER LS aik , R iEm, EEXT ,
Global &R AN LW SR , A SZEEHETHE Global SEHHFIEMLL , TEEZ
IR

« TR



I WARNING

SRR TR EHEEIAE | AR AEA =R ER.

ﬁqﬁ_l\\\

TERIIE T LR i gk ACP RIKIEHEK.

TR RIEEK
CPU 12 #%
N 24GB
ek FHRE

Lk i

FEWAENT |, Global SR RIYFE L3 HFEAMN 568, Global S REHZEHIFE T RELIAA
3.

BRIRESKEPIER A :

* Global &£ 85 FTHHIEM TR
o EE—&H LTS RB T RNESNTIR

= 7] A Global & #FTHH&FIRANT :

BIR RIKEK
CPU 8 1%
N7F 16GB
PEats PR

BAEFA S RBETHFREINRIR , S0 WL S SRR IR


http://localhost:4173/container_platform/zh/configure/scalability/disk_configuration.html#storage_capacity
http://localhost:4173/container_platform/zh/configure/scalability/disk_configuration.html#storage_capacity
http://localhost:4173/container_platform/zh/configure/scalability/evaluating_workload.html

EZ i

EIRZ MY FERES | Global &R RIRMERESIEENMEREFRERNILMMIRLAIEN.
MAMNTHEERB RN, WisfEHFrEEL.

RIREFTEIESHNMEME Global KRFTHHNRIR , BESIYVF(E Global 2757

P25

FERIRZ AT, EHRCES T RS TR,

IR ERMIFIER A ARE4 LoadBalancer , B{EHT. NERIRE , LA LUEA self-
built VIP , J8IT keepalived {RHEX{ETaEIA1E .

FEE : self-built VIP AXIFHLECE.

P2 BT IR

TR i)

5
&
el

BT &R RV kube-

apiserver , FEEERFINMERE I

ITECE AR S T A

It 1P thA] FIYESF& Web Ul fj5[a)ih

b1

5 global E&EALTR—MLEFHNY

KR, AT LA L 1P 3(R)
global &#,

global VIP == 1

UFES global HKEATER—MLE
RS ERN (FINRETR)
WATSR AR 1P, HABMLE RN S5
BB 1P 3ia) global £EHE.
BEELBIEREPECEL P, R
iR A,

It 1P AT FYESF& Web Ul f33[R] 3
k.

MR 1P AJ % =H


http://localhost:4173/container_platform/zh/configure/scalability/evaluating_global.html

ik

feim

IR 2 W

BYCKH AT S8 /AN ARt
tk. EIRATIRAUSA | FR RIS AEAT
IERf.

BYERES AR EERTKE
FEBEYR VIP , AT URME HT DNS
103K, MASRIHERHETT,

e sy . 183K, MASEINEFIZIT
EATET , WIERS% -

« global HHFZEFFIPVE T
&) ;

« VRIA global SFFHIE KMEK
EFE.

BUE AZEENRNED , DU G 5Ees
T2EE  MRKEMER , TREF
FERBZLELUET , BfFEH HTTPS B
AREFERE M.

i i 2%

l NOTE

WRFAEFREEZ NI (FIANNERRIZRANSMIRILR fstdl) |, FERIE_E RS A HER HE N AY
IP iS4 . SR UREERES PR E XML |, ] AR AR R = fh SO AR N X Lt
hk,

RIS ACE



i KA

RN ST 21 Gbps (31X 10 Gbps) .
WX L& T TE PSR TR 2100 Mbps (X 1 Gbps) .
T B Al BES B E R EUEE AMERE.

EEBFNFER M0 <10 ms,
r SNBIN
PIAHLE PEEEBEAEIR YA <100 ms (F2IX <30 ms) .
ML SR 155 % LoadBalancer & # 0 , #{RNERIEH 2 FFAR.
-|+IJ___l W e _ v T
IP HihH B global SEBTANEAEM 172.17-18 MEL, MREMEA , EHE nerdetl fL

B (A0 bip %) DUBSRIFR.

LoadBalancer & A& #] 1]

BRI TR global SRBEWIEE HUKSKE LoadBalancer fIRE. BIRIE T REEMLE
R, B{RAR SRR O I,

e X H#x 1P BirimA R

global TCP B 1% 443
VIP, 4NEB IP TEIP BT HTTPS MY

& Web UL,
TG OEN
Kubernetes API
Server $2{Ei7[a)
BR%. EilinH
K o4aa3 , WR
HEFRAEENX
HTTPS ix [ , &
PATRATHRIE -

o BimOEAA
W= ) B #Rvim
AE#ABE
MmHS .



IR IP P
global

TCP
VIP, 4MEB IP
global

TCP
VIP, 4MEB IP

l TIP

o JEIXFE LoadBalancer FELEM@FEADE , PAMISinORE.

B#r IP

Rk ]
HRIP

FrE 6 m
TR IP

B #riinH

6443

11443

i

« FH/ETE Web
Ul RS+
HE B E i

D%o

Sm A& BERN
AT Rt it
Kubernetes API
Server j[a) Ak
%o

i RN
AT IR R
BEVIRRS .

)E =N IE St
FRSMNI A%
BEE, MAE
£/ global &
BHEAH
Registry , WTTFE
RENGO. B
KHMEB Registry
MR ESK |,
SR RSN
BRGBEE,

o Global &#KXER R ZSRIEMNER VIP _EERCERBINER KIS , FHHIR Primary RIS

Standby S R¥M%E 2 [AIREB WA 1[A), ES ML ZK,


http://localhost:4173/container_platform/zh/install/prepare/external-platform-image-registry.mdx
http://localhost:4173/container_platform/zh/install/prepare/external-platform-image-registry.mdx

o FREANSHF HTTPS, MRFTRISF HTTP , MFE AT EFIFET /RIFE HTTP iimH.

SMERF ARG B E

SITHAT0E , MRAABRUTEREGOENTRE, B8, SHNEGRN Bk
&— I PERRSNIFA GO,

BT setup.sh ZHT, BRAMESINIFERGOE. ANEENT AHRHh, ML&E.
FAEARHEEMAIAUR ; X9 7 XEEKGEFEIN ; IR T i _E & e 2 B AR A 11
=8
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0 Alauda Container Platform Q

Alauda Container Platform > %3 > #£3E Alauda OS %3 > T afitiE

-H_ I\\\T)ﬁ\LI\IE

LI global EHZAT, IBTR (ITHIFETDRMIENR) ENTHETIANIE,

l INFO

IR mEIER T2173E Alauda OS BT & , 140 Kylin Linux Advanced Server, RHEL =% Ubuntu , 3
B/ ACP it SSH #1TE%. THMNZIHE (620 SSH AF# /etc/ssh/sshd_config &
H) ATHARET SSH T RMAREERZ1T. REMNERFER Alauda OS , NIATTE AT
RIALIRLRERNER. B3NSR /£ Alauda OS _E%c3¢ global £,

B=x

XA OS FRAZERAS
x86
ARM
BRAERGSHFEREE
PATHRIRAC E A
TRIE
B=%
Jt4VREE A SELinux #1 AppArmor
MET REEkE
RIFENXEER , MAREHNER
BRAENR 7

MRTRELIZITITEM init.sh


http://localhost:4173/container_platform/zh/
http://localhost:4173/container_platform/zh/

5 T4k - Alauda Container Platform
EL|lPe
R AP AR A
ACER AR

HFH) OS MIRNAZhRAS

TERINE T SHFIRIER S, AT RIERRRA AL A8 N ARIA AL IR A
FASBBIPITHFSIRT FERARARASILACH E -

o OS fRA : EATEIIHAKAITIRIRA, FRAFRSIL , SRR IESHFH AN EARA TR IR
=,

o PZIRA : EAREARGHNRANE T NZ, BIERGEHMYIN x.v.z-build (&R,
MEEZBAIUARR , B x.v.z WJAILEC, BFRSHIRERGRRAMERTEE NIZER | 75
EZIRAFENIE TZ. A EEBEEEEHNNNZERR ST,

l INFO

x86-64-v2 s& CPUES&EELL | B ACP R&WHEHMEAIZ1TAE Alauda OS K] x86 i mHGE—F
K. CPU A B FrisiR e A AFER B A TSR, NRTTEMAGERME | BIRABARSF.

X86

Red Hat Enterprise Linux (RHEL)

e RHEL9.6: 5.14.0-570.12.1

Ubuntu

e Ubuntu 22.04 LTS: 5.15.0-56-generic

FE : ¥ Ubuntu HWE (Hardware Enablement) hRZS,
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Kylin Linux Advanced Server

o Kylin Linux Advanced Server V11 2503 : ZRAFEMEHIE 77 6.6 RFINIZ

ARM

Kylin Linux Advanced Server

e Kylin Linux Advanced Server V11 2503 : ZhRAFEH KB 77 6.6 ARFINZ

EE : ARM ZEMMNTFF Kunpeng 920 , XFFHfMh CPU fLS | B RIA .

BIERGSHTUE AR

ACP 4.4 3| \'7 Kubernetes 1.35 , T Kubernetes 1.35 #[4& 77 cgroup vl. 1z{T Kubernetes
1.35 S ShRAMIE R AT U AAE A cgroup v2 F Linux A% 5.8 BE SRS,

T TRIERSNAET 5.8, XEHRERGE ACP 4.3 RERIRARTIHR , (B ACP
4.4 RABRTIE6AE -

Kylin Linux Advanced Server V10 #1 V10 SP3 (N#% 4.19)

Ubuntu 20.04 LTS (N#% 5.4)

RHEL 7.x #1 RHEL 8.x (FN#% 3.10 FfN#% 4.18)

CentOS 7.x (N#% 3.10)

WMRERT RIziT EREMRMERS | B EEU TRz —. TREE—RIEASHNENE
FhRAIEE B A RIKAIER , RAXEFTURBIARMEN AR, TEAME4ESEK

e ¥ RHEL 7.x 8f RHEL 8.x 7 m.uT# %! RHEL 9.6,

e % Ubuntu 20.04 LTS 7 537 %! Ubuntu 22.04 LTS,

e J% Kylin Linux Advanced Server V10 g V10 SP3 T m1F#% %! Kylin Linux Advanced Server
V11 2503,

o AT ET ifyélj Alauda OS, XF global &% , 155 HAlauda OS &Lk ; T LIET
HER 55 MAlauda OS _FHIAIE, Alauda OS EARTIANSIERS , RIS R A M AT
,\\Hﬁf“ﬁh“t 1B E 2 A TR = A5,


http://localhost:4173/container_platform/zh/workload_clusters/alauda_os/index.html
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o UKES{FFH ACP 4.3.x , HEIREBTRIRIERGAE,

CentOS 7.x FESHFFIRTIZH EMRA. FHXLET RuEBE) LRRSIFRIRERSIZ —.

| WARNING

FEERNSITUR ACP [RAN A ERERSE , FENERET REBITXFIHRERS R | BT
K2 ACP 4.4 RESIRA, WATBE FRERT REEHRNES. TR ACP AT R 21
BRIERLE.

PATIRIE AC & 1A

ACP RIARMT ATHRERET R,

RERREE , 7 res HRPHE init.sh BAH., BHRAHEHEIT = , FHAEER
B root BUR.

PUTHIA -

bash init.sh

I WARNING

init.sh FUAREEMLIEATHIARE. BNTUEIIT FEKRIEDIER.

NRIEE

AT T TR EGEATARE. IENRER T RAemE. flin , TLERENER
FHEHFET A

KA AL :
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o N\ RTFREWIERTEZHR VHE. FHRIEIMERNAEESHE. MRHE , WKk
PR IRAERIA)EL

UTERESE :

o BAERGANIZ

o (Y4 12500 grub BENECEVIRAMES transparent_hugepage=never Z¥K.
o (Y KERNMIER ip_vs . ip_vs_rr . ip_vs_wrr F ip_vs_sh EH2EH.
e R global EFTRHEA Kube-ovn CNI, A RNAZIES geneve F

openvswitch

o [Y4 WmzEF SELinux A1 AppArmor, 7EIZ1T3E Alauda OS BT A b , RAERIF 2K
B ESFAMIAZER SELinux A1 AppArmor,

. W EMNBAIE |, FRAESRN T 2R EKRIFREA. EXMERLT , Rigs
T REZeiEPHRARET R , REBERETFA.

o init.sh REMENAE, EREFHBRRE , BME init.sh HHILECK --
skip- ¥, MAREZ REHBRNXIE.

o RIFENB AL ERBTIERARE. FEASEIEIE Alauda OS , FLERAREAN
B X ATRES BT REER B P L ILESNGIRE. SRR ARAENEE TeANHIET R

158
o BRENGXER , EREAESNT R LEEEMA4HPmOAMN, F& R HES
EIGAET N

o Y4 %2H swap.
o AR
. TR SSH AFAEE root AUR , FHFEAAGERER sudo .

. /etc/ssh/sshd_config "] UseDNS SEUWMIREA no .

o (Y ERMTEZH , ¥ /etc/ssh/sshd_config K] UsePAM BIIREFX no , R
JGEJa sshd . BN, PAM SIEKRE (FIANSEHIEHERD, pam_access | faillock
gk pam_limits ) AJRESFHLEET SSH T RMA. TREE| Ready WKEF , ATRAMK
& UsePAM ves ., TEFAZREIAIER SELinux & Fi&EH TR ARG L , UsePAM
no ANEA[RESTEN SSH BREAM ; FEXFMENT , BERETEHAKIAIL.
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. systemctl show --property=DefaultTasksMax WiRIR[E] infinity ; PREIT{K
ﬁ‘é@ﬁ%tﬂﬁ@%ﬁﬁd@%&%m WMRAZE infinity ,1HFE
/etc/systemd/system.conf FFiXE DefaultTasksMax=infinity , RJ51E1T

systemctl daemon-reexec ,
o TR
. hostname WMRFFERL TR :

o BT 36 PNFH.
o UFHHEFIKMLERE
o« RfeRE/INEFZH, ¥F. - M . BREESY .- . .. 5 -

. /etc/hosts ] localhost WRfiRATA 127.0.0.1 .

. /etc/resolv.conf XHWIMFLE , FHBE nameserver BLE , (EAFEEZN 172
Frakgdtbit (2 systemd-resolved)

e I\ /etc/resolv.conf MHFANALERZRIL (MAMECE , BSRECEEFRIN)
o [ 23k IP HIMEANEERFAOE, Lt BEREAHINE. £ O bbbkt
o [A BT ip route WRIREIBAMKEZIEH 0.0.0.0 KK,

o [ATNRABHEANTGRA. EERTHAREFAINEOL TERRS , MAZSIH
ENB KA ARFRERH . InH S IRESFIE SR,

o IWHIFMTIR : 2379, 2380 ., 6443 ., 10249 ~ 10256

o WHEFRFAAERT S : 8080 . 12080 . 12443 . 16443 . 2379 . 2380 .

6443 . 10249 ~ 10256

e T4 = : 10249 ~ 10256

o 4 nRE&EFHF A Kube-OVN g% Calico , HHARL Fin RS A -

¢ Kube-OVN : 6641 . 6642

e Calico: 179

e N\ TA{R nerdctl FTEMZEY 172.17.x.x ~ 172.18.x.x "M IP #ihtk# S A, R
BEMLREGR ) IP 28t AR TTIAE M | EEIRATATIF.

. BREFBFER :
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o A VIRZIEHEDNTH M : ip . ss . tar . swapoff . modprobe . sysctl .
mdssum , AKX scp BK sftp .

o A\ INRITRIERAMAFiE TopoLVM B Rook , RIFERE 1vm2 ,

o [ RAFTEIE /etc/systemd/system/kubelet.service k.

. /tmp KHERSEAIFE S noexec .

o 4 MRS global SEEHAMARMIKER (ESFAMRPRNKER) .
o 4 WRFE , WIERRAT 304 -

e /var/lib/docker

e /var/lib/nerdctl

e /opt/nerdctl/

e /var/lib/containerd
e /var/log/pods

e /var/lib/kubelet/pki
s BTRKE
« 4 global KRR ANIMLEIBERGSZRIRS) :

o IEXRBAENGAIENEATREF |, T B Z AR SIEEMERT K IEEER S,
o T AL RBRENBTAER | BES5EMERRE NG OEWA AT B Z B TEE ,
B EBRNIIE Pod F1 Service AN SR O3 TTE,
o 4 EBPENTARM hostname PAME—,
o 4 AT RRX WG — |, WERIFHEENMR < 10 7,

fix

Kt o2k A SELinux 1 AppArmor

1E121T9E Alauda OS Tk, WMRZEF SELinux A AppArmor, XZILRAKTFEEESK ,
AEMEZEWN, init.sh LZRAXFMINGE , FET RMAEEE |, TAMNRELSES

WEREA].
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SELinux, FAEHLEINBREHBIIBRP. BHROEREEFSFIN LY
/proc/mounts SCHREEBEIHART , MERCEM KA EUIRFMHEETN L
[ /cpaas . /etc/kubernetes FEHZRT , XEBRHHRIEARGHBIAHIFE ., 7E3E
Alauda OS t , FENEITINECE ARER SELinux AR5 , FX LR SRR N RGBS TIT
{& ; ¥4 SELinux L enforcing #EFIZEFTHS , XLHERAWIELE. M  BRETNAERS
HRREFRRIRBRKY  FREEAHNITETRRE , SBTFAaRESFEREFLL,

permissive RAHARERAER  ERESUTICTKHNEENS , HASHEX—FK, Tk
FTTREBYIE enforcing WM RABTXXIFHALE.

AppArmor, TETAMNESZEE AppArmor , B FAKRZLWE , NI EREIHIT
AppArmor BCE XHRERT R EiE1T. B AppArmor T R _EIZf TN BT IR AT FR
[TA=

MERIEERGECE X (5120 Ubuntu Security Guide 324/ STIG ELE ) 4 5 XL
#., BTHERERER , BHEREXHN AR EH T AN BT FNELE.

MR T L RKEEREFFRBEXLANF : B{FH Alauda OS , XEFEIRHHKAN T THRIERSE.,
1£ Alauda OS _E , SELinux F1EMIIBELALL FEARE | &8 S R4 TRIE im0 AL
W, 7§55 Alauda OS £ F7E Alauda OS LA,

HRITERFRAFZIFLL enforcing #FIE1T/2A SELinux | Red Hat Enterprise Linux
9.6, BXRINKE , EIKABARSHF.

MET R&EeltE

RYRFMER 2RI (B0 STIG BE) BREEM T R ERIFEREN ISR , AERA
. REENGTIOERREMABEEN T RECE , REEREITATSHAN init.sh B~
ARECE. BERENGXERTIEROARE , BRAR , RIGEEEIRETRTRILE , A7
BN ARIETR.

SELinux #1 AppArmor BIIEARE : ENTRERIFER. ESRAHANMSEA SELinux
AppArmor,

RIFENGIAIEER , MAREH =R

init.sh BIRABKITBMRIELTR. ZAILECH) --skip- 2%, DBRHARSERARBE
SRIRSFSZ R ENE KI5


http://localhost:4173/container_platform/zh/workload_clusters/alauda_os/index.html

T4 E - Alauda Container Platform

SKIAR 2
firewalld --skip-disable_firewalld
ufw --skip-disable_ufw

#izn , B RHEL TR R firewalld S :

bash init.sh --skip-disable_firewalld

XREGENTN. TRERBREMNIKE , RIS init.sh MePITHMMHTET R ERE
TELIR.

HRAENRF
BEFARRZMAET R MAREREZ FRE. 3, BOERBAE R FE T
FRE , MR RIERBAR TS L.

1 (EFRRITBENBIAESIU - -skip- B¥BE(T init.sh .

2. BECE M KIEFL),
3. {FE B BRI S dp SIIUET R ERRZRE , #l20 firewall-cmd --list-all Bk

ufw status verbose ,

4. REFE.
MRTRELIEITETEK init.sh

LA L AIE DL A B VRE R B , AMEANAR. Xb—FFARB S B EE
BELIRE,

1. BAFEERSE , FaN{ER systemctl enable --now firewalld , BYfE Ubuntu _{$8

ufw enable ,

2. BT X ATIA R B v AL,

3.{FA firewall-cmd --list-all Bf ufw status verbose FEIATZZHIN|E,

FEHTT K
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FARNER(EBREENENF AIESINL., RHEL 1 Kylin Linux Advanced Server 37 S8 & {5 8
firewalld , Ubuntu WRUBEFR ufw . JTORERAWFNIL | ZBAR VARG O &

A, IwHYFRBSYIREEE,

| ##
BSAERES T Sl AOE 0. Pod %1 Pod F1 Pod 21| Service f7L8 16 FI{E
SRR, FAR SR O KIS SRR E R . BRAEND IS | 0% Pod
CIDR, Service CIDR PAK CNI 4 G122 MIML& O A5k , PAeitis it RENERE.
BEOLHEURT CNIIEARTNE | FIENT SR 47 , REESEREE LK.

BinH , RMERFIE

BITRERFHNT RESFER 8080 . 12080 . 12443 F 16443 , FHARERT , BEZXTD
B A ssiE 0,

TR e SR AR 4R

LHZHT , T _EM docker/nerdctl/containerd FERETRER LB T A , SE TR A RK
T5 global SERPRNKG. At , FEREFHETPREKMGE.

| =®
. B REFRITSRBIRE . | B MEAR BE AR, RIURSEE | BT
2 R R & R

o EIEIREEERSGE , NERE  /usr/local/bin/ HEFH R AGEHAMATEE I 3T
# (1405 docker, nerdctl, containerd, runc, podman, RaEMLL. Bs1z{THEL

Kubernetes 83 4)

DNNCRLIRES =



I FiAbIE - Alauda Container Platform

for x in \
docker docker-client docker-common docker-latest \
podman-docker podman \
runc \
containernetworking-plugins \
apptainer \
kubernetes kubernetes-master kubernetes-node kubernetes-client \
; do
rpm -ga | grep -F "$x"
done

ENEK

for x in \
docker docker-client docker-common docker-latest \
podman-docker podman \
runc \
containernetworking-plugins \
apptainer \
kubernetes kubernetes-master kubernetes-node kubernetes-client \
; do
yum remove "$x"

done

Ubuntu

KA
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for x in \
docker.io \
podman-docker \
containerd \
rootlesskit \
rkt \
containernetworking-plugins \
kubernetes \
; do
dpkg-query -1 | grep -F "$x"
done

for x in \

kubernetes-worker \

kubectl kube-proxy kube-scheduler kube-controller-manager kube-ap
iserver \

k8s microk8s \

kubeadm kubelet \

; do

snap list | grep -F "$x"
done

ENE
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for x in \
docker.io \
podman-docker \
containerd \
rootlesskit \
rkt \
containernetworking-plugins \
kubernetes \
; do
apt-get purge "$x"
done

for x in \

kubernetes-worker \

kubectl kube-proxy kube-scheduler kube-controller-manager kube-ap
iserver \

k8s microk8s \

kubeadm kubelet \

; do

snap remove --purge "$x"
done

Kylin

K& :

for x in \
docker docker-client docker-common \
docker-engine docker-proxy docker-runc \
podman-docker podman \
containernetworking-plugins \
apptainer \
containerd \
kubernetes kubernetes-master kubernetes-node kubernetes-client ku
bernetes-kubeadm \
; do
rpm -ga | grep -F "$x"
done

ENE
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for x in \
docker docker-client docker-common \

docker-engine docker-proxy docker-runc \
podman-docker podman \
containernetworking-plugins \

apptainer \

containerd \

kubernetes kubernetes-master kubernetes-node kubernetes-client ku
bernetes-kubeadm \

; do
yum remove "$x"

done

Ao BRI

£ Linux OS # | /etc/resolv.conf X4 THBECE DNS & Fimi &Z TR ® ., search 1T
FEXE DNS EHRIHIE R KR,

ALEZSK

o IW¥E : search {TPHIHEEN/NT domainCountLimit - 3 (BRIA
domainCountLimit X 32) .

o BMNBHKE : SMEAAFRE 253 MNFH.

o RFFKE : fiIBIBARTIRNTFHEIAGRBIT vaxonssearchListChar  (BRIAEA
2048)

Nl
search domainil.com domain2.com domain3.com

o IHRECAH 3,
o BAMBHKE (120 domaini.com ) 11,

o BRFFKEN3S, B 11+11+11+2 (ANTHE) .

H
=

TR
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o R search XHFH /etc/resolv.conf FTAFFE_LERRS , ATaES S EX DNS Eifj kKak
MEBE TR,
o 8 /etc/resolv.conf IUHFAT , BINERUNIH.
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0 Alauda Container Platform Q

Alauda Container Platform > %% > 13k Alauda OS & > L

P
AN BAN{AT LR ACP Core FIFTER Aligned Extensions , 3EB%Z global £,

| =uwme
Mt MRIER TE1TEIE Alauda OS _E&ERE, IREHIEFER Alauda OS | E¥ChS 5
Alauda OS _E%& 3¢ global &2,

FIARERT , BHRETRITRZHRE , TEIHERE Core Package FETFHE Aligned
Extension 34448 , TTAT A ERAR AR TE, REEET IMNFE451R Registry |
WAIRAEBAT setup.sh BIAERLT TR B ARRA TaZk.

Bk

i
IR ET A
HE% ETRA) Aligned Extension X446
RN R
IP 23
ZHHECE
IR
REBFSHSE
RFAUEHR
HABRIR


http://localhost:4173/container_platform/zh/
http://localhost:4173/container_platform/zh/
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Az

Y

1) _HEHFRERRA

# Core Package &34 _E{£E] global SEHIEHITFET RPHEIE—AN  FHRIE
PAF an S THEE -

tar -xvf {Path to Core Package File}/{Core Package File Name} -C /roo
t/cpaas-install
cd /root/cpaas-install/installer || exit 1

global EHLRTAG , AZKEBAE—NMEHIFET .
+ fi#[E Core Package f5 , Z/0FZE 100GB K TE]). EHRE B HRFMETIR.

« Core Package & FTEK) Aligned Extension 3X{4481, TERIE T 2keh A5 B B JdE 5%
LR

2 EE& FTER Aligned Extension X444

¥ FT5H) Aligned Extensions 314 B )\ MNXEFB 7 RIE HIEIfEE fGH Core Package i)
plugins/ BxRF. XNENMREEIZIT XA T®m4 -

cp <path-to-extension-package> /root/cpaas-install/installer/plugins/

EERRIRAEFFRT , EAXBE R B TER/\ R

1ls -1 /root/cpaas-install/installer/plugins/
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5% Common ACP Extensions FHHMRHEEHIEILER., RfEF JLIEE
WA plugins/ HIEKHE ; BEASM Customer Portal FEIHEE.

EANEREFF

3@:}% Iﬁ\'/_\ {%/E@Eamnﬂvo ﬁzgiirmlj”:ﬁj]
Ak,

Lt Web 355 & (a3

—

FH4 5 e, BATMER PC LA 71RI SR AR PR LK Web #2315,

ST FERNE Registry :

bash setup.sh

XFF AR & T ERA4MER Registry :

bash setup.sh --registry '"<registry-address>"

X TS FHRUEKSND Registry , ERIFR A A2 MERD,  setup.sh K
FIERK AR AARR T AT EZadkmE ik

export REGISTRY_ADDRESS="registry.example.com"
export REGISTRY_USERNAME='"<registry-pull-username>"
read -rsp "Registry password: " REGISTRY_PASSWORD
export REGISTRY_PASSWORD

printf '\n'

bash setup.sh \
--registry "$REGISTRY_ADDRESS" \
--username "$REGISTRY_USERNAME" \
--password "$REGISTRY_PASSWORD"

unset REGISTRY_PASSWORD

Registry #ifit A{EH  <host-or-IP>[:port] K , FEEEE http:// 3L
https:// . BIRIRAL --username F1 --password HFE—,
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H
=

T

VERIR AT UE 5 Vh el R AR PR FTAE T UK IP kAN 8080 s , DMEZREARFF N /23N faRE
BIRFIARIEIR AL Web 1255,

IP &%

bash setup.sh --ip-family ipv6

IR ETRICER(FE AL IPV6 1Y) global B, MM B TEREF BTE
& --ip-family ipv6 . FARAFECHSE , RERFEFCIEM global HEHEMAZRF
FARRNLE IPv4 FOXUAR YLK,

4 ZWBCE

£ Web Ul FECERE , KESME , AWK, BREFERNSEEER 52K
KIEFEH.

ATl

TRBEFIRETETRE , EREPITERERGES 281, ERUE Core FFTER Aligned
Extensions, BXx#E/FEBMGL | FSRKIE.

WRIEFSHESHE

BEXFRIFASERER  BERTEREFZH,

R HFR

BRERIEF T, KBORIR, SGARIIKY. sROMERIBIE | BSRZEREIER.
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HAD BT IR

LEMTERY &
REFEH

\l

o IOUF

AR

LTIR

m A


http://localhost:4173/container_platform/zh/extend/index.html
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Q Alauda Container Platform Q

Alauda Container Platform > &3 > f£3fF Alauda OS %3 > TEEFSE

RIS

FERIRTEFF Web Ul FECE  global SKEES , BEHEWNE. R , EHHIAMLE . A
AR, BHRIBENT RARRE.

e WiEA

A AR AFET AR, I RFEE MM IR A M.

Kubernetes L7
B EERIRA , DA R{EThEER T H5.
THR=FFER ; IPv4 Ak IPV6 Bk . IPV4A/IPV6 XAk,
SRR N AR NRIEFNAAER |, EHARTAET &2 EMACE IPV6 L ; &E
JETTIERE L M.
SERina
AT HER TSRS .

WMRIEBA AL |, EMATEAEELFH  global VIP
MBI TR B vip |, ABERRHRBENERN A B ALtE

IJﬁ\D

R G vie B, WRERE T4

« BU[AMK VRID ;
o FAMLEZTHE VRRP 1Y ;
o FTEEHISFEET S VIP W T R—FM.


http://localhost:4173/container_platform/zh/
http://localhost:4173/container_platform/zh/
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IR BB R P I TR T B EN , s EERATR IP. THE
B g2 vip , thILFEHER  gloval VIP FMERIE,

MRTTHFX ARG R ANFAa It | A\ S8R AR
k.,
MRFEXSY , Fl20 global HEFVEAMIR , MFE FTEIRMH
MiE) , EWATC AR ISR sNE 1P
FAZNER HTTPS 58] , RS HTTP., MRFEEMR HTTP 1)
B, BESKRETER (F#EE) .

T A EE B T SN IR

o 1TXIA global HHHIEXMEREAR ;

o FAFTEIF IPV6 A,

127 MRBEREES AV , TET—SORMRE > Hit
AR, WA ERE AR AT & SRR
.

FABIAMEH R B RUEBUSTHEF HTTPS ild).

UE$H
MRFBEFEAEEED , A EEEHUER.
FLHE FAS global £R—[FIEREM Registry,
S0 FRBRFEIENTF SRR CE. MM EERE W SESEE
BBk
setup.sh HIE—Z , B2 BEWICEAE BARRAHKTTE Core FN
Extension fazk.
EHRBATFIS Service MLEER I BEEE,
NS £ A Kube-OVN Overlay MIL&ES |, iERBIR A 25 M- SN AR IER— R

B, BRATRES B FE .



TRAFR

global &EHFH
BIECE)

IR

LHFEFSE - Alauda Container Platform

WRGEF LT AL ERRTET RINENAE—,

{NYITRIFE global &ERFIEITREANAITERENEH.
BRE

« TRAREAN FaLA , UsITFadst , DiRFa TEAESR
AN A TARBAERS ;

« DaemonSet A T EREAFZHAREFH.

EHFETA

o FFRMLAE 3 MEFITFETR (SUTARESTAM3A)

« MR FAER , NARHZER THZRAVA | FTHTFET R
EiTFAAH ;

o WREH Fath  JERERER THEREVA  DAFE
HIFET RETREN AT ERE.

TITHETR:

o MREM Fath  NWSEGIZER THERENA

o MRERM Fath  WKEGER THERENA .

£/ Kube-OVN R , ATI@ 4 AP XL FRIEE T R,

R R RMRERY , EARIE R E R /R TR |, RREHAR.
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0 Alauda Container Platform Q =

Alauda Container Platform > %% > ££3E Alauda OS _t%&3 > Global £ XMEIKRE

Global &£ & RS

ARHENABTEIE Alauda OS 15170 global HEHAMEKE. IR global HEEHFER Alauda
0S , E¥ A5 Alauda OS ) Global S B I HEKE .

Bk

7R
SRR R
R IHE R
EEEm
IMAEHER
TR RIR
TN
BRIEDIR
HIR 1 RETER
HIR 2 REEREH
#9% 3 : A eted R
WHER B IFE
BIATIE
LI,


http://localhost:4173/container_platform/zh/
http://localhost:4173/container_platform/zh/
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iR

WAERARERA TSR global EHHNIMREIAR. global HEEEANTAMIEHITME ,
MR ETEEMERE, AHIRTE global EMAEMENTARSFHEA , WREAARLSTE
B4 global &3 : THEMNRHAER,

KA T TR etcd BURSMASEIEBER ., MREEBRLETRTH , 5
SEUBEYIEIE R,
XIFRICHE =

o EEMRAERNTREMNARGERLE , SBHTIXET;
o AFTEHNYIENEINRLRIE , SBERTIEFIIE ;
o EEMEMEREMBLIT , FBIRFTUT ;

ASHFH KM=

o ¥PEFE global HEHPHNAAELHE ;
o« FHEAGHIESEHBIEERX (I eted RILTEEN) ;

FEMHNERAEHNACEMANK : BACAFERUMSHNERETEN (DNS fHR%E
) IS RNERRER. RERERSE , IRIMARSEHR.

EEFEI

o WHRERARNFIR global HEEH etcd $iF , NBFE registry, chartmuseum ZkEAthZE £
AEHE

o BIEMBEBIEOASRSL. ER LS ERN G AESEFEETENSR RS
o WAEE RS SRR VictoriaMetrics Center IHERME , PUCEM S EREIE | I
g global HERHMUNE. FHRMEWEFIIERMNBE. WERREE , TEEPKT]
FUAESHRE AT, FHR X LR & BERTTANENEEFEERTE ;

o MNETHEHENEE |, BINKAZEML standby-global-mi T m&HEAN , PFEHT R
FriBrER (E&EHeERER) .
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AR ABIRA TG ;

PSR BE Z (B B RAGE RIMER IS | AR eted AIEERIZD ;

IMREHETHMLEH (BI20 x86 F1 ARM) , HFANLEMLER ;

AN s & TRIARS BT eted R, RIEXLaH L TAFWERTIR , APLMAFHESD

cpaas-system
cert-manager
default
global-credentials
cpaas-system-global-credentials
kube-ovn
kube-public
kube-system
nsx-system
cpaas-solution
kube-node-lease
kubevirt
nativestor-system
operators

o MRBMNEHAMEENERANERGCE , WAN AR SRR LERRGHRG ;

o« MBIFEHIET RE S DevOps Eventing v3 (knative-operator) & EH S , RARIES:
PSRRI ERE AR RZA 4.

AR

1. AFEVRIEZE— NG —I84 ;

2. BB B Em BRI VIP |, FHFREETER

3. IfEHTK DNS i@tV 2 & B VIP , DA & AR ;

4. B E LN ETCD MEABEAREHR 2 FREAS BEFHTHIFE T RN T RL
5. ZEIHEHA RESARTFE Global Cluster Disaster Recovery ;

6. WIERSRESIEIIRS ;

7. RAEMIER , K DNS V)3 & AR AT XERE .
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\
TR &R

o —ANG—iM4& |, ZIBZREAR Platform Access Address , AR AT ZIZE LR E
HTTPS R TLS WEBMFLER ;

o BMEREFT—NTHEM P it——ARTEER , 5F—IRTEAEE,

L% SR

S—IBE RICERERTR 5. [ER BT , SR (TR E&R VIP, &RERHER
PACEAVIDIESCS Sl ul: SR a=Yi S

RRA—EREZHT , ML TR M

o MEESNEMNMEINES B VIP LATER TCP IO AE X VIP fEiniiEsFmT
. (NUAFET HTTP ARIESE , AECEIwH 8o .

o EEHHMBRAERHME A, WEFFRHFTHR TCP imH ., BMUNATHIAE, T2
. BEHES ACL DARARAT R fhsh R B HIHTE.

TCP i RS FrERE

#AEERATAARBMIbAR LINESINTE. RER
ACP platform . .
443 HTTPS 754 Global Cluster Disaster Recovery {# ftih
it , BEASIRA A mZtht & X S E A,

ACP platform MR FEE HTTP ARFANAFE. HAENTHIE
HTTP BUERSIEA 443 MR,

80

TRBEH TR RERALTA Global Cluster
Kubernetes API . ) s e
e Disaster Recovery ffiH] , & A& HSEEKT|LRIESIE
server
FEK APl server , DURER[RIZ TR etcd CA #4KL,

¢ YR A SR
11443 B & RSB NETFA R AL E NS G ER B4
TR,
H A& L RESRZTFA Global Cluster Disaster

2379 etcd Recovery W& BHEE etcd $UE |, IFHEBE N
etcd,
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L& RGN, At EEB EEA STk, WEERZN , XRRSRERE N
EREAMTEN. WEESE  REIERACOTNE AL | WINE RGOV RIFTK
FEH, XMERHAZLE etcd EHIENAN - RESRDRTFE Global Cluster Disaster
Recovery (V£ 4 RI& AER LT | FFEEDHBIEE AHAH etcd.,

\

SR WRTER

| rmEFERREEEER

LR IGER E MR E LR -

o B, TR Web Ul 153 ERFTESH. TREMEHE , MOETLART .

o PURTRSEHELE User-provisioned TaE 8z , ARHAAXREIN IP BIE. sSelf-built VIP
ST .

e Platform Access Address FEXWRIEEIH4 , M Cluster Endpoint PMETEEHL IP ih
3k,

o BANERELMECENER An Existing Certificate (WJUERE]) , BEEHRFHBUES.

Self-signed Certificate EHIANA]H,

e ¥ Image Repository i&EX Platform Deployment B}, Username #1 Password =FE%

EFANBERZS ; IP/Domain “FERVMRIRE AMFTE Platform Access Address MIB%.
e Platform Access Address [§] HTTP Port # HTTPS Port SFEXERVMIGEE K 80 A1 443,

o FATEFEEMNETR (HE : Advanced ) B, other Platform Access Addresses =FEX
WM E LUETE R RN 1P,
BSRLUT XRTERTRE :
o WIMER

o Wi

SR 2 KB
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1. ERPRIm4 tam & &R H VIP
2. B REFEHNE—MEHITET R, 75 etcd MERESH2IE LN BRI T@E

TR

for i in 4.4.4.4 5.5.5.5 6.6.6.6

do

ssh "<user>@$i" "sudo mkdir -p /etc/kubernetes/"

scp /etc/kubernetes/encryption-provider.conf "<user>@$i:/tmp/encrypti
on-provider.conf"

ssh "<user>@$i" "sudo install -o root -g root -m 600 /tmp/encryption-
provider.conf /etc/kubernetes/encryption-provider.conf & & rm -f /tmp/en
cryption-provider.conf"

done

3. KBS EEHMRN AT RS AL

| =eemgmrEsm
LERIHER IR AR, W TSR E A STERER
« Platform Access Address FEX,
o cCertificate HIFTETER.
o Image Repository MKIFTE=FE.

ER  REBRCETEN ACP B AR FNERSEEH LRENERE -

FREIRMELE 1 B NOTES OF DR (Disaster Recovery Environment) INSTALLING I24E.

BE R T XETEREK

. REAE
=
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9% 3 : |5H eted [F]5

1. AR Z B , MiE3N global E£EHAREVA TAIRIHE API server i bearer token, & Hilan 4%
H, FERF global ££8f#) cpaas-system #pZTAFAIFE etcd-sync-active-
cluster-token Secret B{FE izt . % Secret {FRA%IEHE token TEHELHE.

kubectl -n cpaas-system get secret k8sadmin -o jsonpath='{.data.token}'
| base64 -d

KfabE  ARESEAEN LaTe <

ACTIVE_CLUSTER_TOKEN='<paste-the-token-from-the-active-cluster>"
kubectl -n cpaas-system create secret generic etcd-sync-active-cluster-
token \

--from-literal=token="${ACTIVE_CLUSTER_TOKEN}" \

--dry-run=client -o yaml | kubectl apply -f -

2.3mER , BEeEREINER , FinA 2370 HAZIMNENIEFIFETR. (N335 TCP %
N AT LT AR

INFO

THE I B AimE . RS AEHTTAEEARIES) global £3f |, ERITIESN
Global &2 ETCD i S {55 etcd ik,

3. {# A VIP jj[al% B global &% Web Console , 31)#%518E ZLE.

4. %1 Marketplace > Cluster Plugins , %&4% global £,

5. 1% R =B #3F 4 Global Cluster Disaster Recovery , %% |, FELELL TS :

o /&3 Global &3 VIP X &E Xi&sh global &8/ VIP,
o MMRKBE T MBI RER IR 2379 , BHIEMAACE S Global &3 ETCD i,

o Y% %R ETCD i iR E AR SN eted ik, FRIEAM eted fRF BT Hfbim
7T, BREEHARAE.

o X753 Global 314 1% Secreti& B4 etcd-sync-active-cluster-token .
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o R ERIRERAROAME.
o FRAFIEFEHFERER , SNERIFARITENEE R,

TEAAE) , RE L% 15T etcd-sync-bootstrap Job , SRfG/E3) etcd-sync Deployment,
Job #EZIF remote-etcd-ca . remote-etcd-issuer F remote-etcd-client f§ , i@
T YRR,

®UE5| S Job AzITHS B

kubectl get job -n cpaas-system etcd-sync-bootstrap
kubectl logs -n cpaas-system job/etcd-sync-bootstrap
kubectl get secret -n cpaas-system remote-etcd-ca

kubectl get issuer -n cpaas-system remote-etcd-issuer
kubectl get certificate -n cpaas-system remote-etcd-client

kubectl get secret -n cpaas-system remote-etcd-client

KAF[RED Pod fE& PR BT , AT M4 5T leader :

kubectl get po -n cpaas-system -1 app=etcd-sync

kubectl get lease -n cpaas-system etcd-sync-mirror

leader_pod=$(kubectl get lease -n cpaas-system etcd-sync-mirror -o jsonpa
th="'{.spec.holderIdentity}"')

kubectl logs -n cpaas-system "$leader_pod" | grep -E "Acquired leader lea

se|Start Sync update"

MREEZEHRFLEA ownerReference KEIKXAMEIR , EFE Start Sync update HIL
JEE A2 Y477 leader Pod :

leader_pod=$(kubectl get lease -n cpaas-system etcd-sync-mirror -o jsonpa
th="{.spec.holderIdentity}")

kubectl delete po -n cpaas-system "$leader_pod"

KERBRE :
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mirror_svc=$(kubectl get svc -n cpaas-system etcd-sync-monitor -o jsonpat
h='{.spec.clusterIP}')
ipv6_regex="A[0-9a-fA-F:]+$"
if [[ $mirror_svc =~ $ipv6_regex ]]; then
mirror_host="[$mirror_svc]"
else
mirror_host="$mirror_svc"
fi
curl -g "http://${mirror_host}/check"

HiHa

LOCAL ETCD missed keys : FEMPHFAERAEHPRAMNGE. BE 2RTRIHEE
BIRFFS3 GC 5|#2i. E S X4HT etcd-sync leader Pod A] iRk a) &t ;

LOCAL ETCD surplus keys :{NEETHRBEHPHRIIME. BikXLsEzar , BESE
AEHIBAIA.

WMRETEUATAS  FERHMRS :

o RELRHFA Elasticsearch HEFE :

IHERE

kubectl delete po -n cpaas-system -1 service_name=cpaas-elasticsearch

RECBHTE SREE

il

kubectl delete po -n cpaas-system -1 'service_name in (alertmanager,vms

elect,vminsert)'

AT

~

Nz Alauda Container Platform Global Cluster Disaster Recovery B , i3 IUFE 4
HEEREHN—EM
HIRIEXEIE R E B 25T A Global Cluster Disaster Recovery, EIEH] , ERAR LR

EEEEH ., MRIERFHELIIEM & MERRXEHE | IITEEIEATRESE owner
S| FRfEATENR | FFRTREMIBR VS ERTT A Machine SR , 4FE Alauda OS &£ ; EXFME N
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T, EEPWNSEHES. MR —BMREREFARKEES RNE |, BOHBIES ; FEERAN
—E A ASERRIAS .

1. MBENE , EFK A% LK Elasticsearch :

sudo -1i

es_pods=$(kubectl get po -n cpaas-system | grep cpaas-elasticsearch |

awk '{print $1}')
if [[ -n "${ es_pods}" ]]; then

bash /root/ensure-asm-template.sh

xargs -r -t -- kubectl delete po -n cpaas-system <<< "${_es_pods}"
fi

2. WUFF AEHTRBIE—EE (555 3TNKREMER]) . MRKEREFERKES RK
B, NERERSEENA—  BFORE T8, FEMRN—BRBESERARA I,
ERNERL , ©FHAKE L TIEEITREH Machine R, FHFEREIRIERIIFRTE
B[R

kubectl get machines.platform.tkestack.io

3. i3k RE =S F4 Global Cluster Disaster Recovery ;

4. FBEBA VIP B4EXE 2379 HIROHE ;

5. % F &4 DNS YIEI% A VIP ; & RERRBAEER
6. BAE DNS ##AT :
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kubectl exec -it -n cpaas-system deployments/sentry -- nslookup <platfo

rm access domain>

7. RN EEF IR A TE , MIATUE BRI R E RS
8. EEATRS: (MRERK)

o RELSARFE Elasticsearch BHE77AE :
kubectl delete po -n cpaas-system -1 service_name=cpaas-elasticsearch
- RETHETE SRR

kubectl delete po -n cpaas-system -1 'service_name in (alertmanager,v

mselect, vminsert)'

¢ cluster-transformer :

kubectl delete po -n cpaas-system -1 service_name=cluster-transformer

9. IRV FEFER I BIRAOXBIE SRR B S ERHPES warlock :

kubectl delete po -n cpaas-system -1 service_name=war lock

10. FREEH L, EREH etcd RSP ER , HHEH AN E RER.

BIITIRE

EREERER LRERDPRE
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mirror_svc=$(kubectl get svc -n cpaas-system etcd-sync-monitor -o jsonpat
h='{.spec.clusterIP}')
ipv6_regex="A[0-9a-fA-F:]+$"
if [[ $mirror_svc =~ $ipv6_regex ]]; then
mirror_host="[$mirror_svc]"
else
mirror_host="$mirror_svc"
fi
curl -g "http://${mirror_host}/check"

MRFAERKES REOVEE , FIRIR I P RO R.

a7 qE D)

BX violet push FandHFMERE , ESH LLNMHE.


http://localhost:4173/container_platform/zh/extend/upload_package.html#violet_push_usage
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0 Alauda Container Platform Q

Alauda Container Platform > 3% > 7£3F Alauda OS _FZ&dt > RS

REHEE

YRIRFEFFTCEMER T, TR RIRRM , BER RRIE R EMRG SRR | E AR
[T

Bk

ENFRMAEEVE

ARG AL ERFNAD 14 5% L
REREFIEE

TR SHFE KA ERIESR

ENFRMAERNVE
EEYIHRI TR B IRNIE.

/N BAREENNVE RERMANE

minialauda-control-

R ‘ TEDA L setup.sh F nerdctl plane ZAz#s4LTF Runnin
Web Ul JoiENE v . - \\g
ps  HIRumi WRE , FENES TR

[AiwE 8080 ,

tail -f wETRENE , LRSS

TR HESE L
* = /var/cpaas/data/installer. log -—4\§§§§E29Eﬂiﬁq%%fFo


http://localhost:4173/container_platform/zh/
http://localhost:4173/container_platform/zh/

RAEEHFETaEc

KIEMLEFN Core [ hNZB4E

AppRelease BI/x
Failed

ClusterModule/global

RE MR RRE

LHHEHEE - Alauda Container Platform

BAEENNVE

JE Ready #lzs_EM kubectl get

machines -A F1 kubectl

describe

FEH M kubectl -n kube-

system get pods

kubectl describe apprelease

<name> -n <namespace>

kubectl describe clustermodule

global

R 5 ER A AR 2R T

IZ/N

Pod 4tF
ImagePullBackOff
3y ErrImagePull YR

A

I AT Core 3%,
Aligned R4 FAANT]
A

KE

1ZfT kubectl describe pod
MK
HERT SR ECE K registry.,

<pod> -n <namespace>

KBEXTN K AppRelease .

ModuleInfo ., ModulePlugin

# Pod Events, aIR{NANIERERA
BREATH ,BRE kubectl get
productbase base -o yaml K]
ULACZ&E | PAR registry ARG

repository:tag ,

RERNANE

Bootstrap

Infrastructure %
%, AR

status.addresses H

AT stk

Kube-OVN, CoreDNS #1
kube-proxy Pod 4F
Running KA ; BRGHL
HR 2R MOE & RERTF1E
registry ig{2[a)dl,

FTHRR chart Sk i
HUE AR A RN RR

Events,

FTHRREAZE Core 8%
Aligned FEHREPR S &
.

R

BIEREEH DNS, H&ea. Bk
1%, CA{S{E. FEUEIE.
registry °] KR

manifest f)ja) L,

ANR registry AHATRD AT
manifest , #5_H{EILACH T3
ARAER A, STTFHEAL, CA.
DNS. HHSGERENR | B
IEIRER) registry [AE# , A
REWAMKMGA. BREA]E
gk 2% catalog ZREBHIT

* Absent %H.
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REIK s W

B T AT WeE 3| Bt digest , AEHEE
525 4 R Pod F regist

SRR DR AR AR g‘ﬁg WG Pod FItegisty R o S WBTE registry T

1% o M. BNTRER SRR,

T ELREFEF BEai R £ EEa4$ KW , E{F M External Platform Image Registry

Troubleshooting,

RikizFriaE

RERFEFRERRTREEIMRES. WMRIIKTH 30 NRRERFRFNAGFE
BAERERTRLETU T 64

nerdctl rm -f minialauda-control-plane

FEHR A SR AT SR UEHR

W& /var/cpaas/data’/installer.log . #HKM kubectl describe #iHi. KRMEIRHIR
D, AR HERE) Core Package hRAFNZ2HM), BB A registry 2838k Secret NA.
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0 Alauda Container Platform Q

Alauda Container Platform > &3 > iF

EvallS

TRTRHGE. HEPITERREFESZHT , EWIUF ACP Core F1AER) Aligned Extensions, X
W EERATHMERKR. R global EFIZITHIE Alauda OS , ’FETTA Alauda OS
REAMEE,

B=x

HIHR &R AF

IUE Web UI ij3]A]

BUEM A, 3 M Pod
FUEF & BRRIIR

Alauda OS FIH M E

JRERLIR

AR 5 A

L] ACP f%a%}ﬁo

o EETPAIETES Web Ul i3k : 783E Alauda OS _E | it EEf2 F BoR ; 7F Alauda OS
£,z R FE console.globalHost HEEKFEVA[aIHE,

o MEEIRASTHTAY global £EFHZTT kubectl : 7£3F Alauda OS £, N&ETRIETT ; 7
Alauda OS _t , {#AH global £ FM kubeconfig 151T. 7E Alauda OS _t , EEATK
4RI - -kubeconfig <global-kubeconfig> ,


http://localhost:4173/container_platform/zh/
http://localhost:4173/container_platform/zh/
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IuE Web Ul 35(a]

RTHE , FTIFFEES Web Ul , FIAFEE SR UE A PAv[E)., ££3E Alauda OS £ |, ®IFE
F4£BRFEEE) URL ; &35 vila) B HFTH. 7£ Alauda OS k|, FTFF https://<platform-
access-address> , BJ#E console.globalHost Fi&E ML,

Kbtz N A, 97 RH Pod

SHHIH global EBHETUTH4 , LARIERE, 763 Alauda OS F | SE7ER4IPE

R bEIEfTXE4 4,

kubectl get nodes

kubectl get clustermodule global -o jsonpath='{.status.phase}'
kubectl get apprelease -A

kubectl get moduleinfo -1 cpaas.io/cluster-name=global

kubectl get pod --all-namespaces | awk '{if ($4 != "Running" && $4 != "Co
mpleted")print}' | awk -F'[/ ]+' '"{if ($3 !'= $4)print}’

A MERARARFIBITIESR

FTE global EETRMLT Ready K.

ClusterModule/global IREMIMECRESIER .

BB AppRelease 3#R4L TR BKRE.

EXEUTNA , EXRK Modulelnfo RIFFEBMRMRA _ERE Running

e Alauda Container Platform Web Console

¢ Alauda Container Platform Web Console Central
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¢ Alauda Container Platform Marketplace Web Console
« Alauda Container Platform Application Catalog
o Alauda Container Platform Observability Essentials
¢ Alauda Container Platform Essentials
e Alauda Container Platform Cluster Essentials

¢ Alauda Container Platform GatewayAPI Plugin
e cpaas-system FEX4E Pod &4 F Running 3¢ completed K.

1£ Web Console & , $TFF B2 5 > Marketplace > £ 34 , FHFAMENAHTAEXA
HTRKM.

HuEF- 5 BR AR IR

A ProductBase 105% 7 TRHEAKIF S IRERIR

kubectl get productbase base \
-0 jsonpath='{.spec.registry.address}{"\t"}{.spec.registry.external}
{H\nll}l

XFF4MEB registry , kRS HERIFH) registry ILAC , BEZAMENICA true .

T EESHEUERISNED registry , #IATIE Secret F4E , (BAEFTENHRNSA -

kubectl -n cpaas-system get secret global-registry-auth

A global KT HEEIA registry ik :

kubectl -n cpaas-system get cluster global \
-0 jsonpath='{.metadata.annotations.cpaas\.io/registry-address}{"\n"}"'

ProductBase R A]EERLIE Extension KBRELHE. AEEK
ProductBase.status.artifacts FHRIENELEEA Ready ; JLXM Absent ZKBAEAGIHF
RFRIRLRIEKM,
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AT Extension BR&BF7E , 3B Pod FEBGIERMSZE

kubectl get moduleplugins

kubectl get pods --all-namespaces \
| awk '$4 ~ /ImagePullBackOff|ErrImagePull/'

Pod a5 & AN ARt . RERBUKIEZM BN, H Moduleinfo 1 AppRelease 3K
&, AERFEIZ1THH Pod, SIRATENETRNANTTR | SR REER: , XaiEHR
45 DNS, . BhikdE. CAS{E. FuEUEUESK registry B FMERI,

Alauda OS HEH b E

MR global HEFHZEST Alauda OS , R {FFFT global HFE kubeconfig HATRA TR,
HEERE| SEHZATTRXERE.

kubectl --kubeconfig <global-kubeconfig> get nodes
kubectl --kubeconfig <global-kubeconfig> get clusters.platform.tkestack.i
o global \
-0 jsonpath="'{.status.phase}'
kubectl --kubeconfig <global-kubeconfig> get pods -n cpaas-system

kubectl --kubeconfig <global-kubeconfig> get clustermodule global

RN &RMAN , FoRIRM

TRBEFIHE APIREE status: Success Fll type: Complete ., &S HIHAEINIE

=,
B global &M mIA Ready .

e cpaas-system FfKI5<4E Pod J&) Running 3% Completed .

ClusterModule/global IR&EHEMIELIEITIES .,

QUERIN R |, BT T/RZ0YR. 7E Alauda OS Lk, S&fF M5 S5
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Q Alauda Container Platform

Alauda Container Platform > %3 > JF&EH3

JRsRIPIR

Core FATFMH Aligned Extensions IBITWAEfF , BRIELHIZIR TR TREGES.

ek

EWGIRIHAT

A&

A&

BT 23l
R PZ BT

BNAERN AT {E
RBZ BT

5%

4 Product
Docs ffif4.

Bl TR TRs &Rt
LISES: SU SN

eI A
Extensions
Packages.,

ALE SRR
AP, Ae. WA
A B RK AR,

HERTFE, KL,
Registry A4 R
M TAERERRETE &
.

fE FRESHIL

RIS, MRS S
BARERER] DAFTIF 7= a3 4.

LR EMER T EREERS

global EEFNHHS , {FHALLHE
2. E1f Alauda OS taIET £
TREERE  VBE global &
B L ABEMR laaS FA _HEHR
REMR M RN Cluster
Bootstrap Provider , Joi$

global E&EHZITEM laaS
Fat.

X+ Common ACP
Extensions kA& 1E/\ A
BREANNIRGE , S EH
ZHAFEThRER |, 5 AL

PA
1z,

fESINEH R, AP
HIBAZ 81 , £ AL,

1N FRIBAARE TR thak 2 Al
AL,

Z4E Product
Docs #aff

£

IR

R # M
H

i, WL,
Registry #1 T{E
TEER
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http://localhost:4173/container_platform/zh/security/project/index.html
http://localhost:4173/container_platform/zh/security/project/index.html
http://localhost:4173/container_platform/zh/configure/storage/index.html
http://localhost:4173/container_platform/zh/networking/index.html
http://localhost:4173/container_platform/zh/developer/registry/index.html
http://localhost:4173/container_platform/zh/workload_clusters/index.html
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R 155 g YREZPAT

BNEEETT BREHD. Tk, TR ITFAZ &, Tk F A]
ZHIPIT NS, B, (£ TZ. pUBIjé3

XEESHAERTEMREK. FEESEREE R EZSRALACKRKIE,

Bsx

224 Product Docs 6
FTFFEEBHAM
B S

T4 Product Docs ffifs

RERR A Product Docs $HF R IEFANTIE XA, FE T KETA R BRI STE
B, MRAZIRMES , R FATRBIEEES S 404 TiREER,

1 FTFAERAHAEA

SMEEHR., FEAMh=F , R Marketplace > S8l , AR global &
B,

2 TR

3 RESRKZFA Product Docs it , RERETIE.


http://localhost:4173/container_platform/zh/configure/backup/index.html
http://localhost:4173/container_platform/zh/upgrade/index.html
http://localhost:4173/container_platform/zh/observability/index.html
http://localhost:4173/container_platform/zh/observability/index.html
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