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o BREMEZWM Ccephcluster F Ceph MXRIRATHAIITHILE 4.

e acp-storage-operator JEff} cephCluster #1 cCephFilesystem XJFHHIAE N
webhook,
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CephCluster 412

ALHEEN

TERNEHEINT , FEETIHTREI TR cephcluster K ACP &8N,

1. operator W F gt & A H cephCluster .
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MonitorDashboard F rook-ceph-tools Pod,
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SMEBAR
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$52  FEK

Alauda Build of Rook-Ceph 81 Subscription . InstallPlan #l
ClusterServiceVersion (CSV) ®RiFEE OLM BIRHFAL TR,

NE

LW HE B IR AR , OLM 403 InstallPlan , $ITEURT B3Nk Fahilt HRRE .

InstallPlan tHE/5 , OLM $14T CSV AN :
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« T3 operator Deployment ZF4E&IEE 2.
o MINTERE FEH#IA CSV,

f# /& operator Z&RAFITE R 2K -

« operators ®UFFEFTN A FHE CR HARRE.
o K& Ceph 1 CSI BIFHMRA—HACE.
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o TEHSLMFEIEMITA Alauda Container Platform Storage Essentials 22341,
o BT _HERHEANE_E{E Alauda Container Platform Storage Essentials &34,

o THSENFAEMITA Alauda Build of Rook-Ceph 3541,

o BIY_H{EEEmANHI_E{E Alauda Build of Rook-Ceph &3E41,

HER FLAL R

o FHEMENVTEINTR.
o FATRWNENE 1 TAESE 1 MR UHER XA A,
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1) E8ZE Alauda Container Platform Storage Essentials
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3. k%! Alauda Container Platform Storage Essentials , &5 Install , 3t \ Install

Alauda Container Platform Storage Essentials TQ[f],
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Installation

Mode
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Strategy

HEFECE
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Cluster : EHMNFTHGATEFLA—1 Operator KBTI
MEE , WiRG ARR.
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1% Operator TR B AN Kubernetes E£ENTA T R HEE
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2. mify Marketplace > OperatorHub , 3 \ OperatorHub T,
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2% HERCE
Installation . )
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Upgrade Manual : Operator Hub BHThRARS , FEF AT Operator
Strategy EIERATRA .,

3 ¥fZE Operator
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3. miff Configure Now,
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WRELKR, T BENRZL N , RELLHRAEERLL
T&FK: hdd . ssd . nvme .
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rbd, nbd, dm-* FRERSBRIEAERETIRTF.
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RAHEDEREET R , 2B =11 R URER/NTH
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BER , SURIEX RS T EE FaEERIE.
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1. £ Create Storage Pool ) ST H , BB S , niiH A Create Storage

Pool %48,
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o EFRERR , BEBFEEMERERTP.
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WiEH

TERE I AT FERME,

ik S3, BRI BH.

TEESERMTIRRA.

JAREARSNERAIR] |, B /A4HERL Nodeport 258! Service,

X R RER B IRRBIE .

o WHBZBEEE T —0 |, FRFHEDTHE R,
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Information and Retry E I 74,
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2. mifi Create Storage Pool , 7f Details /78N EF D AIEFHEMEE.
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R E

THX R4 524 Alauda Container Platform Storage Essentials &34,

BT _H g5 £ Alauda Container Platform Storage Essentials Z23E 41,

THEX 42241 Alauda Build of Rook-Ceph 234,

BT _H g5 Alauda Build of Rook-Ceph 341,
i e
WEATZ—:

o HAVFEHOHMEDMNFME , FFRT Fath. FICREFENA RS RERERER.

o SEASNERERIEESMIT Ceph 7268 (RRAS = 14.2.3) FEIR T 265t FCRIEMMEHRUE
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F b O

R IP Sy R P v
Ceph & IP 3300, 6789, 6800-7300, 7480 WHEEHBNR IP A

HKEUAUEEE. (M Ceph)

WMRHEE HITFiEESMNIE Ceph 774l , RERLL T ar S RBUAE R E.
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e HREU R
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BAIELDIR
EE  PUFSIRRASNIT Ceph 72680651 |, THERE M S E RN AT HERIFZZELL.
1) E8ZE Alauda Container Platform Storage Essentials
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2. mify Marketplace > OperatorHub , # )\ OperatorHub T,

3. X% Alauda Container Platform Storage Essentials , =i Install , 3t \ Install

Alauda Container Platform Storage Essentials T[],
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Installation Cluster : &HNFTE® AL TEILM—4 Operator SKBIHTAIE
Mode MEH  TiRS ARIK.
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Place
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M HGFRE
Upgrade Manual : Operator Hub & FThRAES , FEFENHIAFLL Operator
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1. ZEZ2 M S A4~ ST Storage Management > Distributed Storage,
2. mify Access Storage,
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BREXFFAE PVCHRER , FHEMARBALE M PVC , KIS
PIRNORREHIRE.
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FRAER BRI
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P 30(N) Mkl (Bl4%k=3) , TRAREZ=NT :

7 f#i & K/I\D) N RFHEREM) & E(DMN) A A& = (DMNI3)
0.5 TiB 3 45 TiB 15 TiB
2TiB 6 360 TiB 120 TiB
4TiB 9 1080 TiB 360 TiB

ARYITSY A

1 ERHFTERML

IRRTHIRT] BERRERTIHRE. MRFRTEER , MEFEFHTM , TTANB

PRERE SRR R,

2. RELE
ERASEMNREMESTE

o 80% fEME (HR") : IR Y RERE.

Ok
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. 95% A% (‘D) : HHERLSHR  AWEGSTIEBREE, WINKATAY

.
A RIARE R IR U TA AR AN , DU 8855 I

3.9 s
M IV AR IR
1 BN TR,
BRI AERE, KRR LR e — B

P25 5K

NIMNFHELINE F HostNetwork,

P45 5 5

WL PN -

o« A BTRFGSEMALFZ ANZE (Fig 10 ER) .

o SRME . EATRIAZ ENBIERHIFIEENFE (FIKE) .
IRRIRS BB RIMERERAENE -

1. X T& e EE
BFNRBIAMLEED -

o AW BTE FinSAREE.
o RS  BTHHEHMEFEGRE.

2. JFb SR
AENRE—AWKIEO , BT VEFEAK,

e EES MmNt
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Switch/VLAN

Sotrage Cluster Business Cluster

Public network

Switch/VLAN

Cluster network
|

I I ]
Storage node Storage node3

Internal network Internal network

SDN switch SDN switch

I

PR R SK
1 T R

o NMMERMEETE 10GhE BESHMFK,
2 W FEHTR

o AT UIRITFAE LMK XZRA 10GhE BHES.

BAIEDIR
1 ¥BZE Operator

1L#ENEER,

2. EEMARES | Bl FAEEIE > N ATFE.

3. B SIRDBIEE.

4. 1 #B% Operator M S AT , BEH4G AN 583 Operator %4,

o VTHBEzhH N T—HE |, 3’ Operator ERFNERE.

o WREBEBLRY , FIRBA@ER BESHEFEEHER , EFEIE Operator ; #NR
FERENHRFEEERE , FHEE RENARIE | SCHEREHERN rook-
operator FHIFTIR , A B EIZL rook-operator,

2 Q% ceph £
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FEFBEREHIT R LHRITH <.
> AhER

Xt FEIZAEKIAER CephCluster , 2IREMLTFE , FAIAK
spec.disruptionManagement.managePodBudgets &4 true , {NfE1%E#FIRHE Rook
EIHK PDB RIFES , ABHKHEKREA false . FAAERKRE
osdMaintenanceTimeout ; ¥{FHE &3 Rook RANK] EATE.

e public network cidr : Ffg/AMK CIDR (5120 - 10.0.1.0/24 ) ,
o cluster network cidr : 775K K CIDR (5l - 10.0.2.0/24 ) .

- storage devices : & DA AFHERFE AN FHERE .
NG

nodes:

- name: storage-node-01
devices:
- name: /dev/disk/by-id/wwn-0x5000cca01dd27d60
useAllDevices: false

- name: storage-node-OZ

devices:
- name: sdb
- name: sdc

useAllDevices: false

- name: storage-node-03

devices:
- name: sdb
- name: sdc

useAllDevices: false

E N
{5 ARG A World Wide Name (WWN) #TEEE @4 , BRKHIZL sdb XZEATEETE
EREAEZTUNSTEEKZ.
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3 RIEfFfEMD

HATHEMIBAEL. EIRIRIL S TR QIR AR AR,

BRI

T RERIIERIT R TR 4.

> MEHEE

BRI

T RE R R TR 4,

> MEHEE

BIENTZM

LA BRI R ETH 4

> AHER

LSS S

Y HMERTRERN M FERSE  F5EUTEm.
FESMARE A TR
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0 Alauda Container Platform Q =

Alauda Container Platform > fFf££&%: > Ceph ¥4 FME > KBfEm > FENHRTFH

BN T TF B

AR FBEMIR rook-ceph SEREFFEMBNEMMERE , MIRMA RN EE N 4R STAR

Bk

EEEm
BRIEDIR
k4% VolumeSnapshotClasses
fHF% StorageClasses
B i
fHF% ceph-cluster
% rook-operator
PATIFIE A
TEIR A
TEEm

BRIELSIR

\

TEFEM

Uinl

Yo

FE751 rook-ceph ZHT , MRETA LA Ceph 7&K PVC # PV RIRE kR,


http://localhost:4173/container_platform/zh/
http://localhost:4173/container_platform/zh/

TEHR A AR IEAE - Alauda Container Platform
s X
oo
BAED IR

1) #if& VolumeSnapshotClasses

1. #f% VolumeSnapshotClasses.,

kubectl delete VolumeSnapshotClass csi-cephfs-snapshotclass csi-rb
d-snapshotclass

2. IIF VolumeSnapshotClasses 2 &0 51E,

kubectl get VolumeSnapshotClass | grep csi-cephfs-snapshotclass

kubectl get VolumeSnapshotClass | grep csi-rbd-snapshotclass

XLy S TR T, RREHETTAR.
2 | i StorageClasses

LN B A,
2. HEMISAE R FHEEE > 73K,
3. iy > Mk , MERETHEER Ceph 777751 StorageClasses.

3 MbRFAE

WP RN A E—S e HIT.

LN BHA,
2. EEMSIFE R FFEEE > N7,

3. 1 FfEIE , Rl i > kR, BAOBBRETE AL, SEMEBDORER T i
B, RN E RN,

4. (FJik) INREFARIA Extended , EFIEL N ET RITAT ar S MIER KA
EE,

kubectl -n rook-ceph delete cephblockpool -1 cpaas.io/builtin=true
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Mgy :

cephblockpool.ceph.rook.io "builtin-mgr" deleted

4 k4% ceph-cluster

WP TRN A E—3BSeRUE AT,

1. 47 ceph-cluster 3 /3 B/EIR R,

kubectl -n rook-ceph patch cephcluster ceph-cluster --type merge -
p '{"spec":{"cleanupPolicy":{"confirmation":"yes-really-destroy-da

tall}}} 1
2. #f& ceph-cluster,

kubectl delete cephcluster ceph-cluster -n rook-ceph

3. WIBFMITIFEH] jobs.

kubectl delete jobs --all -n rook-ceph

4. BAF ceph-cluster JFIE 2 BT,
kubectl get cephcluster -n rook-ceph | grep ceph-cluster
Bixan ST | RRBETA.
5 | i rook-operator

WP RNAE E—BSeRUEHIT.

1. & rook-operator,

kubectl -n rook-ceph delete subscriptions.operators.coreos.com roo

k-operator
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2. I rook-operator JEIREBTTA.

kubectl get subscriptions.operators.coreos.com -n rook-ceph | grep

rook-operator

Lz ST |, RNIEETTAK.
3. WERTA ConfigMaps B &E/HE.

kubectl get configmap -n rook-ceph

Yz ST |, RONEIETR. MBHREER  PITUTaSEE | B
<configmap> ASKFREIH .

kubectl -n rook-ceph patch configmap <configmap> --type merge -p

"{"metadata":{"finalizers": []}}'

4. WUFFTA Secrets EAC S,

kubectl get secret -n rook-ceph

Yz ST |, RONEETR. WMBHMEER  PITUTaSEE |, B
<secret> ASFRiE .

kubectl -n rook-ceph patch secrets <secret> --type merge -p '{"met

adata":{"finalizers": []}}'

5. I rook-ceph JFE 2 BT,
kubectl get all -n rook-ceph
Bixan ST | FRRBHETTA.
PATIEE A

ST ERSBSIRE |, /7R Kubernetes #1 Ceph X RIRE/EE., #HFRFEBFEBEEN L
rook-ceph HIZXE .



TEHR A AR IEAE - Alauda Container Platform

IR S

JEIEMIZA clean-rook.sh RALNF :

> AL ER

TEEM

N

T AR RG sgdisk f54 , EIHRIITIFRHAFTE K,

o Ubuntu &%##4 : sudo apt install gdisk

e RedHat 8 CentOS Z#454 : sudo yum install gdisk

BAELIR

1. FENV S5 SR B ERE N TR B L5 EPITIRIEMA clean-rook.sh,

sh clean-rook.sh /dev/[device_name]

51 © sh clean-rook.sh /dev/vdb
PUTH SR AHAR SEREIRZORE |, AR A yes FFia/stE,

2. 1lsblk -f GLSBEFENXEE. Uzt F rFsTYyrE JAT
TETETE K .

SHY, FROR
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Q Alauda Container Platform Q =

Alauda Container Platform > fEEZ&RS: > Ceph AHx\1FfE > SKAFEE > KMWH®E

MHMERE

ST AR R BRAFAE DR R Xt RN
AT R AT
EHEE H#HEE [ilf7 53
IR PHIEER it
RN A
B

HIERE


http://localhost:4173/container_platform/zh/
http://localhost:4173/container_platform/zh/

XA ICHEMRE - Alauda Container Platform
0 Alauda Container Platform Q =

Alauda Container Platform > fFfE&EZ: > Ceph 44\ 1FME > SKATERE > KMRE > :

A TFAE K HER R

CephFS Mirror ;& Ceph XHFRGM—1NIhEE , AT EARRM Ceph £ BN FHEIER
B, ANimfe s SR OERE . HieDDBER AT & EXFELDHIE RS TR RAERE
B, RERHTUIREREERS.

I WARNING

« CephFS Mirror £ TRBHUTIEERSL , BOARRAERAS/NN—X (FTECE) . TR/REHZE
RZEFRBIREE A—MRBRANE AREBIEE.

« CephFS Mirror {UR IR EFMEURRN R , TUELIE Kubernetes RIFK &4, EHEETFAEN
Backup and Restore ZhgE , —F &4 PVC #1 PV &R,

Bk

| #&E
BHEE
[iE2 s
BRAIEDIR
£ Secondary SR A AHF#IE A Mirror
$<HY Peer Token
1 Primary ££3f+ €13& Peer Secret
£ Primary SR A& A Mirror

1£ Primary &£ 882 Mirror Daemon


http://localhost:4173/container_platform/zh/
http://localhost:4173/container_platform/zh/

XA ICHEMRE - Alauda Container Platform
IR

[IE =S

ANE

AE 1tEA
Primary Cluster LT RR S ISR,
Secondary Cluster BT &MHER.

FELE

HIIR 55 AF

o HEW/MESEFE Alauda Build of Rook-Ceph (& Ef |, B Primary &34 Secondary £
B MR Z RIKMEEIE,

s MANERERNTAEMA (v3.12 R E) Ha—H.
o 7£ Primary &£ 841 Secondary &£ #H 612 » B RS
o 7£ Primary &£ ###1 Secondary #6132 R & RIS EiE1D.

BRAEDIR

1) 1£ Secondary S F A7 B A Mirror

1£ Secondary &£ Control B A _EHITAT 44 -

AT
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kubectl -n rook-ceph patch cephfilesystem <fs-name> \

--type merge -p '{"spec":{"mirroring":{"enabled": true}}}'

L ha

cephfilesystem.ceph.rook.io/<fs-name> patched

28

o <fs-name> : XHFFEIBRBFR.

#%HX Peer Token

%A RN R AR E R R BEEIE .,
1£ Secondary &£ Control T i EHITUA T &4 -

P
A

kubectl get secret -n rook-ceph \
$(kubectl -n rook-ceph get cephfilesystem <fs-name> -0 jsonpath
='{.status.info.fsMirrorBootstrapPeerSecretName}') \

-0 jsonpath='{.data.token}' | base64 -d

i

eyJmc21kIjogImMyYjAYNmMzLTA3ZGQtNDA3Z. ..

e <fs-name> :jt##??ﬁ%ﬂﬂé%ﬁ$o
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3 1£ Primary £ #4613 Peer Secret

M Secondary & &4 Peer Token f5 , £E1£ Primary &£&f4 417 Peer Secret,

1E Primary 84 Control TR _EPHITRA T 454 -

P
A

kubectl -n rook-ceph create secret generic fs-secondary-site-sec
ret \

--from-literal=token=<token> \

--from-literal=pool=<fs-name>

it

secret/fs-secondary-site-secret created

¥

« <token> :7E5 2 SHRENHSHE.

o <fs-name> : XHTFEEMZFR.

4 7£ Primary S£3H A 7472 Mirror

1£ Primary &84 Control T EHITA T 454 -

<

LA
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kubectl -n rook-ceph patch cephfilesystem <fs-name> --type merge

-p \
{
"spec": {
"mirroring": {
"enabled": true,
"peers": {
"secretNames": [
"fs-secondary-site-secret"
]
3
"snapshotSchedules": [
{
"path": "/",
"interval": "<schedule-interval>"
}
1
"snapshotRetention": [
{
"path": "/",
"duration": "<retention-policy>"
}
]
}
¥
3

N
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kubectl -n rook-ceph patch cephfilesystem cephfs --type merge -p
\

{
"spec": {

"mirroring": {
"enabled": true,
"peers": {

"secretNames": [
"fs-secondary-site-secret"
]
3
"snapshotSchedules": [
{
"path": "/",
"interval": "1h"
}
1
"snapshotRetention": [

{
llpathll: ll/ll,

"duration": "h 1"

Hith

cephfilesystem.ceph.rook.io/<fs-name> patched

<fs-name> : MFIFAEHBFR,
<schedule-interval> : REBHITREIRA. VHEBESRE XM 7,

<retention-policy> :{RIR{REARME, VFIHBFSNE A 7.


https://docs.ceph.com/en/latest/cephfs/snap-schedule/#add-and-remove-schedules
https://docs.ceph.com/en/latest/cephfs/snap-schedule/#add-and-remove-schedules
https://docs.ceph.com/en/latest/cephfs/snap-schedule/#add-and-remove-schedules
https://docs.ceph.com/en/latest/cephfs/snap-schedule/#add-and-remove-retention-policies
https://docs.ceph.com/en/latest/cephfs/snap-schedule/#add-and-remove-retention-policies
https://docs.ceph.com/en/latest/cephfs/snap-schedule/#add-and-remove-retention-policies

XA ICHEMRE - Alauda Container Platform

5 ) 7 Primary £ E3Z& Mirror Daemon

Mirror Daemon &34 IE N A& 5B Mirror FREUIEZ . B RI0IERER |
FHIA T L& R AR = R HEIX I Secondary &5,

1£ Primary 84 Control 7 m EPUTA T4 -

i

cat << EOF | kubectl apply -f -
apiVersion: ceph.rook.io/v1l
kind: CephFilesystemMirror
metadata:
name: cephfs-mirror
namespace: rook-ceph
spec:
placement:
tolerations:
- key: node-role.kubernetes.io/master
operator: Exists
effect: NoSchedule
- key: node-role.kubernetes.io/control-plane
operator: Exists
effect: NoSchedule
- key: node-role.kubernetes.io/cpaas-system
operator: Exists
effect: NoSchedule
resources:
limits:
cpu: "500m"
memory: "1Gi"
requests:
cpu: "500m"
memory: "1Gi"
priorityClassName: system-node-critical
EOF

i
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cephfilesystemmirror.ceph.rook.io/cephfs-mirror created

Y

Y Primary SBEAAEIPERT |, A ABE ks F Secondary &8 CephFS,

R 551

Primary £E¥#) Kubernetes RIRC &1k E %! Secondary &£8f , A14F PVC. PV FINFEK LT
ELEK.
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0 Alauda Container Platform Q =

Alauda Container Platform > fFf&EZ: > Ceph 44\ 1FME > SKAfEE > dMEkE > 1

RIFAE IR R

RBD Mirror 2 Ceph 3k77f# (RBD) M—MZhaE , SXIFAE Ceph £H Z BRFLBIERH)
KU IGERE (DR) . HiZUIRERUE SRR LR , MR EEHLIEN &40 %
HREBREKE RS

I WARNING

* RBD Mirror Z2THREHITIZERL , BUAMRRERRAS/ NN —K (JRE) . EREHZERNE
FEEEE XN T —MRBFENNE A,

« RBD Mirror {UREIEEFEHIEE % , N8B A Kubernetes BiRE&#H. BEFERAFEN B ERE
ThRER# PVC 1 PV &R,

Bk

A&
&AcE
B 51
RIL% B4R S 1
BRIEDIR
5| S X% A ( Primary <-> Secondary )
FLESHE IR
1 PVC ER%5IRE
THRIES


http://localhost:4173/container_platform/zh/
http://localhost:4173/container_platform/zh/

BAFAEICHEVKE - Alauda Container Platform
TV
RS
BRAIEDIR
IR E
HEY (REE)
B &RM
BRAIEDIR
R RRIEY)
B &RM

BAEDIR

A&

RiE 1tAA
Primary Cluster LAHREEAE AR S RIS RE.
Secondary Cluster RERHRN& RER.

HicE

AU 551

HERNEEBERE Alauda Build R4 Rook-Ceph &2 : Primary 840 Secondary £
i

NS BME TR FSRA (V312 8FES) .

£ Primary #1 Secondary &9 AICIE N HAFMER S .
1£ Primary 1 Secondary & ¥ A1 R & IR EAE 1.
EHRATHNMRGRE LEETFELFEROE
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e quay.io/csiaddons/k8s-controller:v0.12.0 -> <registry>/csiaddons/k8s-

controller:v0.12.0

e qquay.io/csiaddons/k8s-sidecar:v0.12.0 -> <registry>/csiaddons/k8s-

sidecar:v0.12.0

PIZE R 25 AF

Primary #1 Secondary & # 2 [BJ[E)5E T Ceph ) Public B&3HT , FItEu = Public P4&
PR R AT ESK

FANEBVIIIRA IS Public FIZEEL. Primary #1 Secondary &£ Public FI4& AR5
20 AEME X,

Public P4 AIFEH TR AR RITE 60% , PURIEEHIRAMEEYIRIZR TREER
2.

Pk QUEEMEREIE (RTT) Nz/F 30 2/,

H Public M4 EIMEBHRMART 0.05% , MRIEZBIMEAERFEE RN o] HUY.

| S X%EH S ( Primary <-> Secondary )

1. ]2 Primary SRR IF iR B ThRE
7£ Primary 1 Secondary & ##) Control 7 s _EPITA T4

L

kubectl -n rook-ceph patch cephblockpool <block-pool-name> \
--type merge -p '{"spec":{"mirroring":{"enabled":true, "mod

ell : llimagell}}}l

it

cephblockpool.ceph.rook.io/<block-pool-name> patched
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SEORAA
e <block-pool-name> : RIFAEMBEZFR.
2. FREA X4 hE

%A BB R TR R EE .
1 Primary #1 Secondary & &) Control 3 | EHITLA T 454

A
TS

kubectl get secret -n rook-ceph \
$(kubectl get cephblockpool.ceph.rook.io <block-pool-name> -
n rook-ceph -o jsonpath='{.status.info.rbdMirrorBootstrapPeerS

ecretName}') \
-0 jsonpath='{.data.token}' | base64 -d

Ll

eyJmc21kIjoiMjc2N2I3ZmEtY2YWYi00N. ..

3. IEXFEHP IR FL I Secret
1€ Primary #1 Secondary ££#£#] Control 77 EPITA T a4

e

kubectl -n rook-ceph create secret generic rbd-peer-site-secre

£\
--from-literal=token=<token> \
--from-literal=pool=<block-pool-name>

Lha
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secret/rbd-peer-site-secret created

SRR

o <token> : MIBIR 2IRENAIShE.
1£ Primary 3¢+ , M Secondary RIS IERCE I FER.
1€ Secondary &£ |, {FHM Primary SRRV S AL E T EL.

e <block-pool-name> : RIFEMZFR,

4. APAFFEBFTANT AR INXTSE Secret
1E Primary %0 Secondary £ &£ Control TS _EHITIA T4 :

D
Fll'-l/é\

kubectl -n rook-ceph patch cephblockpool <block-pool-name> --t

ype merge -p \

{
"spec": {
"mirroring": {
"peers": {
"secretNames": [
"rbd-peer-site-secret"
]
3
3
3
3

L)

cephblockpool.ceph.rook.io/<block-pool-name> patched

SR -
e <block-pool-name> : RIFfEMZFR,



HRIFAERHMEPK S - Alauda Container Platform
5. #FZE Mirror P4 HFE
LT HERRISIEMNEIE RBD & E S HFE | AEEURRI SR IE,
1£ Primary #1 Secondary &£ Control 7 S _EHITA T4 :

AL
i

cat << EOF | kubectl apply -f -
apiVersion: ceph.rook.io/v1l
kind: CephRBDMirror
metadata:

name: rbd-mirror

namespace: rook-ceph
spec:

count: 1
EOF

it

cephrbdmirror.ceph.rook.io/rbd-mirror created

6. B BRE
1£ Primary #1 Secondary &£ Control 7 S _EHITA T4 :

AL
i

kubectl get cephblockpools.ceph.rook.io <block-pool-name> -n r

ook-ceph -o jsonpath='{.status.mirroringStatus.summary}"'

it

{"daemon_health":"OK", "health":"OK", "image_health":"OK", "state
s":{}}
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SPAA
e <block-pool-name> : RIFAEMBEZFR.

BCESRHIE
U BB AIRE SRS | ERAPUTEN FRME | 1R ARG AT A A,

1. 8% CsiAddons Controller
7£ Primary 1 Secondary &£ Control 7 m_EHITLA T 454 -

kubectl create -f https://raw.githubusercontent.com/csi-addons/kub
ernetes-csi-addons/v0.12.0/deploy/controller/crds.yaml

kubectl create -f https://raw.githubusercontent.com/csi-addons/kub
ernetes-csi-addons/v0.12.0/deploy/controller/setup-controller.yaml
kubectl create -f https://raw.githubusercontent.com/csi-addons/kub
ernetes-csi-addons/v0.12.0/deploy/controller/rbac.yaml

kubectl create -f https://raw.githubusercontent.com/csi-addons/kub
ernetes-csi-addons/v0.12.0/deploy/controller/csi-addons-config.yam
1

kubectl -n csi-addons-system set image deployment/csi-addons-contr

oller-manager manager=<registry>/csiaddons/k8s-controller:v0.12.0

SR
o <registry> : FEEEH{EERIUL,

2. JAF CsiAddons sidecar
7£ Primary 1 Secondary &£ Control T | EHITAT 44 :
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kubectl patch cm rook-ceph-operator-config -n rook-ceph --type jso

n --patch \
[
{
"op": "add",
"path": "/data/CSI_ENABLE_OMAP_GENERATOR",
"value": "true"
3
{
"op": "add",
"path": "/data/CSI_ENABLE_CSIADDONS",
"value": "true"
3
{
"op": "add",
"path": "/data/ROOK_CSIADDONS_IMAGE",
"value": "<registry>/csiaddons/k8s-sidecar:v0.12.0"
}

] 1

F5HTA csipod INER

kubectl get po -n rook-ceph -w | grep csi

3. 8/ VolumeReplicationClass
1£ Primary 1 Secondary £ Ef# Control 3 5 _FHITIATH4 -

AL
i
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cat << EOF | kubectl apply -f -
apiVersion: replication.storage.openshift.io/vlalphal
kind: VolumeReplicationClass
metadata:
name: rbd-volumereplicationclass
spec:
provisioner: rook-ceph.rbd.csi.ceph.com
parameters:
mirroringMode: snapshot
schedulingInterval: "<scheduling-interval>" a
replication.storage.openshift.io/replication-secret-name:
rook-csi-rbd-provisioner
replication.storage.openshift.io/replication-secret-namesp
ace: rook-ceph
EOF

volumereplicationclass.replication.storage.openshift.io/rbd-vo

lumereplicationclass created

e <scheduling-interval> : JEE[EIFG , FI40 schedulinglnterval: "1h" &X/x&/)\
EHIT—K.
5 PVC SR 1%TNaE

1E Primary £ Control 7 S EHITUAT R4 -

me

n
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cat << EOF | kubectl apply -f -
apiVersion: replication.storage.openshift.io/vlalphal
kind: VolumeReplication
metadata:
name: <vr-name> @)
namespace: <namespace>e
spec:
autoResync: false
volumeReplicationClass: rbd-volumereplicationclass

replicationState: primary

dataSource:

apiGroup:
kind: PersistentVolumeClaim
name: <pvc-name> @@

EOF

i

volumereplication.replication.storage.openshift.io/<mirror-pvc-n

ame> created

@ </r-name> : VolumeReplication Sf&&#R , BiN5 PVC &L#RAAE.
@ <namespace> : VolumeReplication fTB& &% E , W5 PVC 6 & T E—%H.

© <pvc-nane> : FEEREM/I PVC LT,

JaRJa , Secondary &) RBD S5 A NRIK.

I

MR - BHRT /U4, BREH, JOENESE.

swe gl

TV RIERET R EHRTE (B BRI R) RAVIKIETRE,
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TR YNES | NAZ L T3 R ERIVIE) , FRERBAE Secondary S8 BIRENTRE , DK

Kl

HIIR 51

o Primary &8 Kubernetes ‘RIRE &4k £ % Secondary &8f , A11EF PVC, PV, VYT
ETRERE.

BRAEDIR
RIA TSR LEREMM Primary &35 %F#% % Secondary &5 :

1. BT B E RS PVC KN Pod (F£ Primary %5) .

2. BT Primary &£ T A B A5 K PVC 1 VolumeReplication,
% spec.replicationState ®E_A secondary .

3. £ Secondary & &N FTE B R4EHB K PVC $J& VolumeReplication,

Nt

cat << EOF | kubectl apply -f -
apiVersion: replication.storage.openshift.io/vilalphal
kind: VolumeReplication
metadata:
name: <vr-name>e
namespace: <namespace>e
spec:
autoResync: false
volumeReplicationClass: rbd-volumereplicationclass
replicationState: primary
dataSource:
apiGroup: ""
kind: PersistentVolumeClaim
name: <pvc-name> @)
EOF

e <vr-name> : VolumeReplication SR Z#k , #IX5 PVC &#HME.

@ <namespace> : VolumeReplication fT @& & %A , Mi5 PVC &4 T E—Z.
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© <pvc-name> : FEZAEBRE PVC LR,

4. }5& VolumeReplication CR KT , #HIAGIRIE Secondary ¥ QARICA primary .

5. %FBANMCA primary Jg, PVC BIRIEA. BEEAIY RN AR PVC,

HERE

ERHR  BRKE. BNEE. RERER AR,

HIEYH® (RAFH)
KERMERER |, 7 Secondary ¥ 4% VolumeReplication CR,

TS5 Primary i mfE#L %k | operator 2 B3R IKENAX GRPC EK |, & EIREIEIFC
A Secondary ¥4 R primary .

AR 51

e Primary £ 8K Kubernetes RIRE &Mk E % Secondary 88 , f3F PVC, PV, T
ETREEE.

BRAIELIR

1. £ Secondary &£ & THE BB K PVC 4J& VolumeReplication,

N
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cat << EOF | kubectl apply -f -
apiVersion: replication.storage.openshift.io/vilalphal
kind: VolumeReplication
metadata:
name: <vr—name>e
namespace: <namespace>e
spec:
autoResync: false
volumeReplicationClass: rbd-volumereplicationclass
replicationState: primary
dataSource:
apiGroup: ""
kind: PersistentVolumeClaim
name: <pvc-name> @@
EOF

<vr-name> : VolumeReplication SR Z#k , #iX5 PVC &#HME.
<namespace> : VolumeReplication fT/@ds & (8] , W5 PVC 45 & = [A)—3.

<pvc-name> : FEBAHHHK PVC &K,

2. ¥7 VolumeReplication CR IR , FIASE{RIE Secondary ¥k S #EARICA primary .

3. BfAC A primary f§, PVC BPRJ{EMA, AR BN AMMERZ PVC.

HE Mk 2 fardel ]

Y Primary 3 MR ERIRE f5 , BEM Secondary Sl , IRAF HIRIRE -

AU 51

o Primary 8 Kubernetes ‘RIEE &3k 53 Secondary &8 , 135 PVC. PV, WAL
ETREE.

BAELIR

1. 4808 Primary v R IEfEIZI TN A (208) |, HIRITBE LIEREERNFAERABH
Primary S£35{# M.
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2. 1£ Primary ¥4 =% VolumeReplication CR ] replicationState )\ primary FEHA

secondary ,
3. 47 i@ Secondary ¥t SN F.

4. £ Secondary ¥f =¥ VolumeReplication CR [ replicationState A primary FEHTA

secondary ,
5. £ Primary %k SR BF VolumeReplication K2 , #iA&EARCE AT A.
6. HEIMC AR HJE , £ Primary ¥ 5% replicationState )\ secondary B[R primary .

7. 7£ Primary Sy R EHY BN,
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0 Alauda Container Platform Q =

Alauda Container Platform > fFf&EZ: > Ceph 44\ 1FME > SKATEE > KMERE > )

X R IF KR

Ceph RGW Multi-Site ThEER — TP £ S EIREFING] , 8 ERLSHIEN T Ceph &7
Z RIS A7 RS A (HA) FIGERE (DR) BEN.

Bk

A&
BIIR &A1t
5
BAEDIR
£ Primary SR Q2 XS R 1708
ACE Primary Zone fSNEB Y3 (A)
#XEX access-key # secret-key
B3 Secondary Zone L E Realm [&35
BCE Secondary Zone FI4MERIR]
K& Ceph SZRIFERISIRE
HEY %
BRIEDIR
R R

BRAIEDIR


http://localhost:4173/container_platform/zh/
http://localhost:4173/container_platform/zh/

STZEME K% - Alauda Container Platform
N =T
/ |C1|:|
A& VAR
Primary Cluster LT AR S R,

Secondary Cluster BERHRE &R,

+ Realm : Ceph MR FMPHRESKANKZENE |, RRNTERI R0
Z=xE , BERTZHRESMEL. —4 Realm aJAE AR FHIE
MESEIEF .

Realm,
« ZoneGroup : Realm NELEZENH , B LA Zone, ZoneGroup SIS

Zone EIERISMES] , BF T F—HIEXIRR.

ZoneGroup, Zone

* Zone : ZoneGroup NIZIENA , WIEFMEEIE. 81 Zone JHIETH
MFfETS , A URAE B O KR TR ECE.

A 2

YER AN ATERZE Rook-Ceph BIEEEE (Primary 1 Secondary ££8f) , HM{EE 112 AL
ESN

AN ERVUEAMRIKFEEMRA (V3128 ES) .

ffyfR Primary 1 Secondary &8 E3#KHEBE Ceph SR IFME.

S L EFERS XALERZE Operator FEIiEERE, EHMETHRE , FEBELH SAIEST
KMt , MEFERATHAK CLI TAHTACE.

Zo 4
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ZONE GROUP: N

ZONE GROUP: 2

ZONE GROUP: 1

Master Zone: A

OBJECT GATEWAY

v

Monitors

0SDs

REALM: A

Secondary Zone: B

OBJECT GATEWAY

!

= = =

Monitors

0SDs

BRAEDIR

Atsrate iR — ZoneGroup FF/ Zone Z [AIKIEIE A3,

‘1) £ Primary & BRI X R 170

AEIRBFE Realm, ZoneGroup. Primary Zone K Primary Zone f] gateway &R,

1£ Primary £ 3£ Control 17 mBUITA T 654 -

1. RES

export REALM_NAME=<realm-name>

export ZONE_GROUP_NAME=<zonegroup-name>

export PRIMARY_ZONE_NAME=<primary-zone-name>
export PRIMARY_OBJECT_STORE_NAME=<primary-object-store-name>
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SHORAR

<realm-name> : Realm Z&#R,

e <zonegroup-name> : ZoneGroup &#R.

<primary-zone-name> : Primary Zone &#R,

e <primary-object-store-name> : Gateway &#R.
2. BB RIFME

PN
HD/%



X 747 % - Alauda Container Platform




SR 17K % - Alauda Container Platform

cat << EOF | kubectl apply -f -
apiVersion: ceph.rook.io/v1l
kind: CephObjectRealm
metadata:

name: $REALM_NAME

namespace: rook-ceph

apiVersion: ceph.rook.io/v1l
kind: CephObjectZoneGroup
metadata:

name: $ZONE_GROUP_NAME

namespace: rook-ceph
spec:

realm: $REALM_NAME

apiVersion: ceph.rook.io/v1l
kind: CephObjectZone
metadata:

name: $PRIMARY_ZONE_NAME

namespace: rook-ceph

spec:
zoneGroup: $ZONE_GROUP_NAME
metadataPool:

failureDomain: host
replicated:
size: 3
requireSafeReplicaSize: true
dataPool:
failureDomain: host
replicated:
size: 3
requireSafeReplicaSize: true
parameters:
compression_mode: none
preservePoolsOnDelete: false

apiVersion: ceph.rook.io/v1l
kind: CephBlockPool
metadata:
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labels:
cpaas.io/builtin: "true"
name: builtin-rgw-root
namespace: rook-ceph
spec:
name: .rgw.root
application: rgw
enableCrushUpdates: true
failureDomain: host
replicated:
size: 3
parameters:

pg_num: "8"

apiVersion: ceph.rook.io/v1l
kind: CephObjectStore
metadata:
name: $PRIMARY_OBJECT_STORE_NAME
namespace: rook-ceph
spec:
gateway:
port: 7480
instances: 2
zone:
name: $PRIMARY_ZONE_NAME
EOF

i

cephobjectrealm.ceph.rook.io/<realm-name> created
cephobjectzonegroup.ceph.rook.io/<zonegroup-name> created
cephobjectzone.ceph.rook.io/<primary-zone-name> created
cephobjectstore.ceph.rook.io/<primary-object-store-name> creat
ed

2 Bt E Primary Zone F4MNIRIR]

1. 3B ObjectStore §] UID
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export PRIMARY_OBJECT_STORE_UID=$(kubectl -n rook-ceph get cephobj
ectstore $PRIMARY_OBJECT_STORE_NAME -0 jsonpath='{.metadata.uid}"')

2. BIESMERAIE) Service

cat << EOF | kubectl apply -f -
apiVersion: vi
kind: Service
metadata:
name: rook-ceph-rgw-$PRIMARY_OBJECT_STORE_NAME-external
namespace: rook-ceph
labels:
app: rook-ceph-rgw
rook_cluster: rook-ceph
rook_object_store: $PRIMARY_OBJECT_STORE_NAME
ownerReferences:
- apiVersion: ceph.rook.io/v1l
kind: CephObjectStore
name: $PRIMARY_OBJECT_STORE_NAME
uid: $PRIMARY_OBJECT_STORE_UID

spec:
ports:
- name: rgw
port: 7480
targetPort: 7480
protocol: TCP
selector:

app: rook-ceph-rgw
rook_cluster: rook-ceph
rook_object_store: $PRIMARY_OBJECT_STORE_NAME
sessionAffinity: None
type: NodePort
EOF

3. ] CephObjectzZone RINSMEBER i
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IP=$(kubectl get nodes -1 'node-role.kubernetes.io/control-plane'
-0 jsonpath='{.items[0].status.addresses[?(@.type=="InternalIP")].
address}' | cut -d ' ' -f1 | tr -d '\n'")

PORT=$(kubectl -n rook-ceph get svc rook-ceph-rgw-$PRIMARY_OBJECT_
STORE_NAME-external -o jsonpath='{.spec.ports[0].nodePort}')
ENDPOINT=http://$IP:$PORT

kubectl -n rook-ceph patch cephobjectzone $PRIMARY_ZONE_NAME --typ
e merge -p "{\"spec\":{\"customEndpoints\":[\"SENDPOINT\"]}}"

3) %xHX access-key ¥ secret-key

kubectl -n rook-ceph get secrets $REALM_NAME-keys -0 jsonpath='{.dat
a.access-key}'
kubectl -n rook-ceph get secrets $REALM_NAME-keys -0 jsonpath='{.dat
a.secret-key}'

4§17 Secondary Zone FECE Realm [F)5

AUt AN{AI A1 Secondary Zone F@iTFER Primary &8/ Realm {5 EACERF.
1£ Secondary & &£ Control T EHITA T 44 :

1. RESH

export REALM_NAME=<realm-name>
export ZONE_GROUP_NAME=<zonegroup-name>

export REALM_ENDPOINT=<realm-endpoint>
export ACCESS_KEY=<access-key>
export SECRET_KEY=<secret-key>

export SECONDARY_ZONE_NAME=<secondary-zone-name>
export SECONDARY_OBJECT_STORE_NAME=<secondary-object-store-name>

S¥0REA
e <realm-name> : Realm &#K.

e <zone-group-name> : ZoneGroup Z&#R,
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e <realm-endpoint> : M Primary S E3RENISMIRHELL
e <access-key> : MIVANERENH AK,
o <secret-key> : MIANFRENH SK,

e <secondary-zone-name> : Secondary Zone Z#g.

<secondary-object-store-name> : Secondary Gateway £&#R.

2. 67 Secondary Zone J}ffCE Realm [E)5
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cat << EOF | kubectl apply -f -
apiVersion: vi
kind: Secret
metadata:
name: $REALM_NAME-keys
namespace: rook-ceph
data:
access-key: $ACCESS_KEY
secret-key: $SECRET_KEY

apiVersion: ceph.rook.io/v1l
kind: CephObjectRealm
metadata:

name: $REALM_NAME

namespace: rook-ceph
spec:

pull:

endpoint: $REALM_ENDPOINT

apiVersion: ceph.rook.io/v1l
kind: CephObjectZoneGroup
metadata:

name: $ZONE_GROUP_NAME

namespace: rook-ceph
spec:

realm: $REALM_NAME

apiVersion: ceph.rook.io/v1l
kind: CephObjectZone
metadata:

name: $SECONDARY_ZONE_NAME

namespace: rook-ceph

spec:
zoneGroup: $ZONE_GROUP_NAME
metadataPool:

failureDomain: host
replicated:
size: 3
requireSafeReplicaSize: true
dataPool:
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failureDomain: host
replicated:
size: 3
requireSafeReplicaSize: true
preservePoolsOnDelete: false

apiVersion: ceph.rook.io/v1l
kind: CephBlockPool
metadata:
labels:
cpaas.io/builtin: "true"
name: builtin-rgw-root
namespace: rook-ceph
spec:
name: .rgw.root
application: rgw
enableCrushUpdates: true
failureDomain: host
replicated:
size: 3
parameters:

pg_num: "8"

apiVersion: ceph.rook.io/v1l
kind: CephObjectStore
metadata:
name: $SECONDARY_OBJECT_STORE_NAME
namespace: rook-ceph
spec:
gateway:
port: 7480
instances: 2
zone:
name: $SECONDARY_ZONE_NAME
EOF

L A SRS ¥

AL E Secondary Zone [{4MEBi]E

1. %%HX Secondary Gateway f] UID
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export SECONDARY_OBJECT_STORE_UID=$(kubectl -n rook-ceph get cepho
bjectstore $SECONDARY_OBJECT_STORE_NAME -0 jsonpath='{.metadata.ui

d}")

2. BIEESMERA(E) Service

cat << EOF | kubectl apply -f -
apiVersion: vi
kind: Service
metadata:
name: rook-ceph-rgw-$SECONDARY_OBJECT_STORE_NAME-external
namespace: rook-ceph
labels:
app: rook-ceph-rgw
rook_cluster: rook-ceph
rook_object_store: $SECONDARY_OBJECT_STORE_NAME
ownerReferences:
- apiVersion: ceph.rook.io/v1l
kind: CephObjectStore
name: $SECONDARY_OBJECT_STORE_NAME
uid: $SECONDARY_OBJECT_STORE_UID

spec:
ports:
- name: rgw
port: 7480
targetPort: 7480
protocol: TCP
selector:

app: rook-ceph-rgw
rook_cluster: rook-ceph
rook_object_store: $SECONDARY_OBJECT_STORE_NAME
sessionAffinity: None
type: NodePort
EOF

3. [A] Secondary CephObjectZone 7 INSMNERiH &
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IP=$(kubectl get nodes -1 'node-role.kubernetes.io/control-plane'
-0 jsonpath='{.items[0].status.addresses[?(@.type=="InternalIP")].
address}' | cut -d ' ' -f1 | tr -d '\n'")

PORT=$(kubectl -n rook-ceph get svc rook-ceph-rgw-$SECONDARY_OBJEC
T_STORE_NAME-external -o jsonpath='{.spec.ports[0].nodePort}')
ENDPOINT=http://$IP:$PORT

kubectl -n rook-ceph patch cephobjectzone $SECONDARY_ZONE_NAME --t
ype merge -p "{\"spec\":{\"customEndpoints\":[\"$ENDPOINT\"]}}"

KE Ceph M RIFERI R

1£ Secondary £8ffK] rook-ceph-tools pod FHITLA a4

kubectl -n rook-ceph exec -it $(kubectl -n rook-ceph get po -1 app=ro
ok-ceph-tools -0 jsonpath='{range .items[*]}{@.metadata.name}') -- ba
sh

radosgw-admin sync status

it 7~

realm 962d6b80-b218-4fc8-8198-e498fabc4e9d (relam-primary)
zonegroup 9de3acd7-0b01-4a04-ac84-1421c6103al16 (zonegroup-prima
ry)
zone 7b3ce7f5-7090-46f6-afbl-dlbb156053da (zone-secondary)
current time 2025-12-04T06:27:15Z
zonegroup features enabled: resharding
disabled: compress-encrypted
metadata sync syncing
full sync: 0/64 shards
incremental sync: 64/64 shards
metadata is caught up with master
data sync source: 6319ca70-964e-47be-8b96-7c5bf5a128b1 (zone-pr
imary)
syncing
full sync: 0/128 shards
incremental sync: 128/128 shards

data is caught up with source
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metadata is caught up with master #F] data is caught up with source ZR/R
EDRELET .

D)

W Primary & 3R A IREERT | 24 Secondary Zone 3274 Primary Zone, Y)#/5 ,
Secondary Zone [ gateway A] DAZRESIR YT R 1268 IR S .

BRAEDIR

7t Secondary &8 rook-ceph-tools pod FHITRA 454

kubectl -n rook-ceph exec -it $(kubectl -n rook-ceph get po -1 app=rook-c

eph-tools -0 jsonpath='{range .items[*]}{@.metadata.name}') -- bash

radosgw-admin zone modify --rgw-realm=<realm-name> --rgw-zonegroup=<zone-

group-name> --rgw-zone=<secondary-zone-name> --master

radosgw-admin period update --commit --rgw-realm=<realm-name> --rgw-zoneg
roup=<zone-group-name>

e <realm-name> : Realm Z#R.

<zone-group-name> : Secondary Zone Group Z&#x.

e <secondary-zone-name> : Secondary Zone &#x.

=R

Uk SR BRE | EEEM Secondary kAU BT | BRI T HBRE.
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T EX
BAIEDR

1£ Primary &£8¥f) rook-ceph-tools pod FHITLL 454

# W\ rook-ceph-tools pod
kubectl -n rook-ceph exec -it $(kubectl -n rook-ceph get po -1 app=rook-c
eph-tools -0 jsonpath='{range .items[*]}{@.metadata.name}') -- bash

# RBRBKE, FfF Secondary ¥im[EWLSTTA
radosgw-admin sync status

realm 962d6b80-b218-4fc8-8198-e498fabc4e9d (relam-primary)
zonegroup 9de3acd7-0b01-4a04-ac84-1421c6103al6 (zonegroup-primar

~—

zone 6319ca70-964e-47be-8b96-7c5bf5a128b1 (zone-primary)
current time 2025-12-04T07:18:26Z
zonegroup features enabled: resharding
disabled: compress-encrypted
metadata sync syncing
full sync: 0/64 shards
incremental sync: 64/64 shards
metadata is caught up with master
data sync source: 7b3ce7f5-7090-46f6-afb1-d1bb156053da (zone-seco

HOH OH OH OH OH OH H OH < H OH

ndary)
syncing
full sync: 0/128 shards

incremental sync: 128/128 shards

* O H H#*

data is caught up with source

# B EH zone ®EMNE zone FELA zone
radosgw-admin zone modify --rgw-realm=<realm-name> --rgw-zonegroup=<zone-

group-name> --rgw-zone=<primary-zone-name> --master

# SEHT period {EEKLEN
radosgw-admin period update --commit --rgw-realm=<realm-name> --rgw-zoneg

roup=<zone-group-name>

5%

e <realm-name> : Realm &#K.

e <zone-group-name> : Zone Group &#X.
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e <primary-zone-name> : Primary Zone Z#g.



FH S - Alauda Container Platform
0 Alauda Container Platform Q =

Alauda Container Platform > 7Ffi&Z&%: > Ceph HH1EfE > SKATERm > =AU

B SE

FASHFEQRFAERITAT Ceph BREXARINMNSE , B4R RHET REmE
BT, ETERIRBAUNRELRTFNER.

Bk

| RS

BRAELIR

1. B5% , BEEBIUSEEMEILA rook-config-override-user P Configmap & , &k

.data.config FE% , 3F¥ .metadata.annotations[rook.cpaas.io/need-sync] FEX

FYEREA true . BI40 :


http://localhost:4173/container_platform/zh/
http://localhost:4173/container_platform/zh/

B4 Z%K - Alauda Container Platform

apiVersion: vi1
data:
config: |
[global]
mon_memory_target=1073741824
mds_cache_memory_1imit=2147483648
osd_memory_target=4147483648
kind: ConfigMap
metadata:
annotations:
cpaas.io/creator: admin
cpaas.io/updated-at: "2022-03-01T12:24:042"
rook.cpaas.io/need-sync: "true"
rook.cpaas.io/sync-status: synced
creationTimestamp: "2022-03-01T12:24:04z"
finalizers:
- rook.cpaas.io/config-merge
name: rook-config-override-user
namespace: default
resourceVersion: '"38816864"
uid: ce3a8f3e-6453-4bdd-bff0-el6cf7d5d5fa

2. 7£ rook-ceph-tools ] Pod #$14T ceph tell [mon|osd|mgr|mds|rgw].* config set

[key] [value] , PASKETNV FARCE.

3. ZE 350 tools Pod , 4R%E rook-ceph 4544 58] F ) ClusterServiceVersion (CSV) , ¥

Deployments Z84 rook-ceph-tools f] replicas {H&RE A 1.
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Q Alauda Container Platform Q =

Alauda Container Platform > 7fiEZ&%5: > Ceph 9#HX\17EfE > SAFsE > BUiF Ceph X%

B3 Ceph X ZfEA

HEMNAFESBRENRIFEN (CRDs) BlRMAE X REFMA .

H=x

AR &A1

BRIELSIR
BIEA A
AVFEH A 4 A4 A
TR FER

AR 51

o SRFMMEAR

BRAEDIR

1) BIERF

FEERRITHIT R ERITH 4.


http://localhost:4173/container_platform/zh/
http://localhost:4173/container_platform/zh/
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cat << EOF | kubectl apply -f -
apiVersion: ceph.rook.io/v1l
kind: CephObjectStoreUser
metadata:
name: <name>
namespace: <namespace>
spec:
store: <ObjectStore>
displayName: <displayName>
clusterNamespace: <clusterNamespace>
quotas:
maxBuckets: 100
maxSize: -1
maxObjects: -1

capabilities:

user: "*"

bucket: "*"
EOF

Z¥05AA

2% R
name ZRIEMX R TR FPREFR.
namespace B R F A PG 2 8.
displayName BIRAR,

4% cephcluster F CephobjectStore FT{EMIAEZ TIE], MR
KIEE , AP IS EHMNREEL TR —G2TE)., EERAHD

clusterNamespace Y , N .
Bt , CephObjectStore ] allowUsersInNamespaces REEIZA

P& %R,
ObjectStore RAPRBEAIRANN R IFME., XSXTR MK L FRULEL.
quotas A[%

FORA] LA A PR E R BCEBR ) .

« maxBuckets : i PR AEEERSI. BAEAN 100 .
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2 9%
« maxSize : fIEAFPHEFNRRRAXDK/IRS], ®EH -1 X
TNTTRRI,

« maxObjects : FiB A FHEF N RAHEKBERS]. ®REH -1 X
TNTCRR I

a] ik

Ceph AV AP TFESMUR. iR E B a{EEERIEX R T4 H
FEER. RFTESXAFR , WG HEFHCIZA,. 5
EZS MW, Ceph X#Y 7. XIFALTRIFEARM read | write |
read,write 3% * AR :

o user

» buckets

» usage

* metadata

» zONne
capabilities

e roles

 info

e amz-cache

» bilog

» mdlog

« datalog

e user-policy

o odic-provider

o ratelimit

2 SAVFAEH fhan & (R BIE A

WNRIER Rook HE R dn & T8 2 SMA4h & T B)F413# CephObjectStoreUser , NS
iy B TR AV 2 TEFIERT |, SEFHEE " UAFBEGLETE)., XXNTHEE


https://docs.ceph.com/en/latest/radosgw/admin/#add-remove-admin-capabilities
https://docs.ceph.com/en/latest/radosgw/admin/#add-remove-admin-capabilities
https://docs.ceph.com/en/latest/radosgw/admin/#add-remove-admin-capabilities
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EHESGAT AT RS RFEERNNARFEEERA.

FEERRITHIT R ERITH <.

kubectl -n rook-ceph patch cephobjectstore <ObjectStore> --type merge

-p '{"spec":{"allowUsersInNamespaces":["*"]}}'
3 R FER
EEFNIEHT R EPITE 2,

user_secret=$(kubectl -n <namespace> get cephobjectstoreuser <user-na

me> -0 jsonpath='{.status.info.secretName}')

kubectl -n <namespace> get secret $user_secret -o jsonpath='{.data.Ac
cessKey}' | base64 --decode

kubectl -n <namespace> get secret $user_secret -o jsonpath='{.data.Se

cretKey}' | base64 --decode
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0 Alauda Container Platform Q

Alauda Container Platform > fFf&EZ > Ceph 44\ 1FME > SAfERE > REGMEDAES

& & gt ACER

TECEUZ AT Ceph 7 ith 2R A HZ AR K/ NR .
EIEHI AT AE N\RZEEEE |, SSERIE R0 Bofl * a4y,

Bk

BIIR &A1
AT E T ECAR
AR E hECAR
PAPSE TEAE Y e e m vl
JBId Ceph AU UEBECER

A 2

o BE%%k Ceph &35
« B4 Ceph Ff#ith

N A s B AC AR

AERZET T R ERITH S,


http://localhost:4173/container_platform/zh/
http://localhost:4173/container_platform/zh/
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Command

SIZE="<size>"
POOL_NAME="<fs-pool-name>"

kubectl patch cephfilesystem $POOL_NAME -n rook-ceph --type=json \
-p "[{\"op\":\"add\",\"path\":\"/spec/dataPools/0/quotas/maxSize
\", \"value\":\"$SIZE\"}]"

Example

SIZE="100Gi"
POOL_NAME="cephfs"

kubectl patch cephfilesystem $POOL_NAME -n rook-ceph --type=json \
-p "[{\"op\":\"add\",\"path\":\"/spec/dataPools/0/quotas/maxSize
A", \"value\":\"$SIZE\"}]"

¥R
2 2
size DA B R BN F R R FE R RO ECER/N (6120 "10Gi")
fs-pool-name XA ERA R TR

FRTF AR B AR
FEAL BRI T4,

Command
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SIZE="<size>"

POOL_NAME="<block-pool-name>"

kubectl patch cephblockpool $POOL_NAME -n rook-ceph --type=json \
-p "[{\"op\":\"add\",\"path\":\"/spec/quotas/maxSize\",\"value
\Il:\II$SIZE\II}]H

Example

SIZE="100Gi"
POOL_NAME="rbd"

kubectl patch cephblockpool $POOL_NAME -n rook-ceph --type=json \

-p "[{\"op\":\"add\",\"path\":\"/spec/quotas/maxSize\",\"value
\"\"SSIZE\"}]"

%05 8A
2 R
size R B R B F R R E R RRNECEA/ N (5120 "10Gi")
block-pool-name R4 R

PN R IR B AR
FEAE BB S LT 6,

Command
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SIZE="<size>"

POOL_NAME="<object-pool-name>"

kubectl patch cephobjectstore $POOL_NAME -n rook-ceph --type=json \

-p "[{\"op\":\"add\",\"path\":\"/spec/dataPool/quotas/maxSize
\", \"value\":\"$SIZE\"}]"

Example

SIZE="100Gi"
POOL_NAME="object"

kubectl patch cephobjectstore $POOL_NAME -n rook-ceph --type=json \

-p "[{\"op\":\"add\",\"path\":\"/spec/dataPool/quotas/maxSize
A", \"value\":\"$SIZE\"}]"

Z¥05EA
2 R
size R B SRR F B R KRB/ (5120 "10Gi")
object-pool-name SR B 2 7R

BT Ceph LKinHFhEACER



REZEMECER - Alauda Container Platform

ceph osd pool 1ls detail | grep max_bytes

pool 3 'cephfs-data®' replicated size 3 min_size 2 crush_rule 4 object_ha
sh rjenkins pg_num 32 pgp_num 32 autoscale_mode on last_change 100 1for
0/0/56 flags hashpspool max_bytes 107374182400 stripe_width © application
cephfs read_balance_score 1.31

pool 4 'rbd' replicated size 3 min_size 2 crush_rule 5 object_hash rjenki
ns pg_num 32 pgp_num 32 autoscale_mode on last_change 117 1for 0/0/111 f1
ags hashpspool, selfmanaged_snaps max_bytes 107374182400 stripe_width 0 ap
plication rbd read_balance_score 1.31

pool 12 'object.rgw.buckets.data' replicated size 3 min_size 2 crush_rule
13 object_hash rjenkins pg_num 32 pgp_num 32 autoscale_mode on last_chang
e 304 1for 0/0/168 flags hashpspool max_bytes 107374182400 stripe_width ©
compression_mode none application rgw read_balance_score 1.59
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Q Alauda Container Platform Q =

Alauda Container Platform > 7fiEZ&%: > Ceph 9#HAXX1EfE > SKAFSE > Ak Ceph RGW

2 Ceph RGW 5 D3N Z£7F

D3N (Data Delivery Network) 2277833 {#F RGW 1 & _L A NVMelSSD i /e R4E17
B, ISR XS R K1),
BT X fatm OSD KSR EREURIE , BERA T R aBuBanEEUERE.

H=x

de 82

ﬁ /?\

ATt St

BRI

M A S R E MR AT

£ CephObjectStore # [ D3N 447
BHOEA

I0UF D3N it E
@it Ceph TEA#ZE RGW BLE
iF RGW BHi&

RUFRTFATA

de B2
B3R

D3N it O EAR R ST
RGW AR EM Ceph Jainfr kB R EUE , MEEHKMIT RCGW T R LHRER#GE


http://localhost:4173/container_platform/zh/
http://localhost:4173/container_platform/zh/
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(NVMe/SSD) _Hf{ AHhdF R B 17 124t a3,
ZETHEFRNERT -

o RXH Tk
o RRXRNERILE
o T TEHURM TR

A 2

o BR¥ Ceph &5
o &% Rook-Ceph
. EAIEXZIEME (RGW / CephObjectStore)

o RGW T LB SMREA A (NVMe / SSD)

BRAERENE

1. ¥52& Ceph FHRIEXT & F04
2. 7£ RGW T m_E R SR A FHHEEREI B R
3.ALE CcephObjectStore :

o J@IL hostpPath HEZBF

« JSF5 D3N #XH RGW $%§

MR/ A ARG ENESF

EHMZEIT RGW IREHNT R LR — 1B, BWERASMENETRME (MESX) | 1
I A XFS RS , FHECE /etc/fstab DR EBEIERIFEAW. BEPHIK
</path/to/cache/dir> B AMRIIRECER B RIK1Z.

1£ CephObjectStore # j3/ D3N &1+
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Yghg CephObjectStore &R :
kubectl edit cephobjectstore object-store -n rook-ceph

£ gateway FRIZITACE :

gateway:
additionalVolumeMounts:
- subPath: cache
volumeSource:
hostPath:
path: </path/to/cache/dir>
rgwConfig:
rgw_d3n_11_datacache_persistent_path: /var/rgw/cache/
rgw_d3n_11_datacache_size: "10737418240"

rgw_d3n_11_1local_datacache_enabled: "true"

3R A

¥ VR
rgw_d3n_11_local _datacache_enabled JaF D3N AR 77
rgw_d3n_11_datacache_persistent_path RGW BRZENREFER
rgw_d3n_1l1_datacache_size RAREFRN (F)

ouE D3N fiE

1B Ceph TEKZE RGW fLE

£ rook-ceph-tools pod HIE{T :

ceph config dump | grep d3n



Bl

client.rgw.obj.a
client.rgw.obj.a
w/cache/
client.rgw.obj.a
240

client.rgw.obj.a

¥uE RGW HiE

1 Ceph RGW /2 D3N £%7% - Alauda Container Platform

advanced

advanced

advanced

advanced

rgw_cache_enabled

true

rgw_d3n_11_datacache_persistent_path /var/rg

rgw_d3n_11_datacache_size

rgw_d3n_11_1local_datacache_enabled

RGW pod Ef3/a , 3l D3N #l#aHHE :

10737418

true

kubectl logs -n rook-ceph rook-ceph-rgw-object-store-a-xxxx | grep -i d3n

IRBiE

rgw_d3n: rgw_d3n_11_local_datacache_enabled=1

rgw_d3n: rgw_d3n_11_datacache_persistent_path="'/var/rgw/cache/'

rgw_d3n: rgw_d3n_11_datacache_size=10737418240

rgw_d3n: rgw_d3n_11_evict_cache_on_start=1

rgw_d3n: rgw_d3n_11_eviction_policy=1lru

RUERIFAT A

B RGW THEHMERE , ZEXHSEIERENNEFERT

1s </path/to/cache/dir>

B
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40b934ab-6¢c7e-45e7-9fed-a35bc143ce95. ..
40b934ab-6¢c7e-45e7-9fed-a35bc143ce95. ..
40b934ab-6¢c7e-45e7-9fed-a35bc143ce95. ..

multipart_v2v-demo.mkv.1
multipart_v2v-demo.mkv.2

shadow_v2v-demo.mkv.3_1

XL HAFFFEUER] RGW IEFE A D3N SRR 4R
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Q Alauda Container Platform Q =

Alauda Container Platform > 7Ffi&Z&%c > Ceph HH1EfE > SKAtsmRm > ELEEHmNE

BLEEmINE

AEBNBUTET msgr2 i ACP N HRTEé /o A REHNE.

B=x

792
PR&ISHTHE &4
PR R REHRINE
EIEIEIE R I
IR 1. BHAT RINAZARA
1% 2. 1f CephCluster & 2 FE/NER
IR 3. EIFLEEW
FREmINE
ENAERTERANE
Uk
#% CephCluster &&
KER Finik st
KB TR
HEHFE N


http://localhost:4173/container_platform/zh/
http://localhost:4173/container_platform/zh/
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iR

Ceph msgr2 & Ceph messenger WX . EXFFMFNERRN :

o crc : MFRSHEILFREBBIETTEM , (BRMERBIE.

o secure : XMEHIREBIITING , FIREMBTEMRP,

£ ACP A f7 T | Fhi &R

CephCluster.spec.network.connections.encryption.enabled %,

PR IS RiHE 54
JBFALThAERT |, EEZLUTIRS -
« ACP jifA
e v4.3.0 RRARIRA.
o RIERGANAL (ceph THHENE FinT A )

e WMZhRA 5.11 RPAJA.
e Ubuntu 22.04 RLAE.

I WARNING

FHRINESIEN CPU JF4H |, AR A ETIEER , RHREZITHF#ET Raffii CPU
. BRAEMA B ERE.

MRS R E N

IRTFEERN KA |, EIEGIERIE CephCluster JHERAFIRMUATFEL :



FRE {5 IN% - Alauda Container Platform
spec:
network:
connections:

encryption:
enabled: true

SRR , Bk

o CephFS PVC {REERTNER;
o FIAT R LR RBD # CephFS Tz XX FFNZRA

HbE Ja Ja AN

MREHTIZTT , (MBHNBEIFF<ENEREN T,
IR L. AT R NZRAS
TETAEE Ceph £ Kubernetes 11 m _EiEfTA T @4, MIAPNAZIR AT 2 BTHe 544 -

uname -r
MRFDD TN RANHRER , FHRIXLET R Z BE /T4 TS i B RERIE.

1% 2. 7 CephCluster & 2 BNE

kubectl patch cephcluster ceph-cluster -n rook-ceph --type merge -p '
spec:
network:
connections:
encryption:
enabled: true

SR 3. FHFLEEW
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FLESHE

o KWEMX Pod EBEEER
o EHPIE—/NEH, CephFS 8 RBD PVC gilllif Pod
o TIAI/O IEE T 1E

2 H{ERINE

EMAEHPZEAMNE
NEZBEmINE , EEREE msgr2 T :

kubectl patch cephcluster ceph-cluster -n rook-ceph --type merge -p
spec:
network:
connections:
encryption:

enabled: false

Al

JaAThEEfE , M Kubernetes ¥ Ceph B A HERIEEERRE.

& CephCluster X &

kubectl get cephcluster ceph-cluster -n rook-ceph -o yaml

At B
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spec:
network:
connections:

encryption:
enabled: true

KER FinF St
SRR MBS -

o {1 msgr2 secure WK FumL/AEIEH EHE
o ECENIEMEEN (20 legacy Bk crc ) MR FinlTTifiERk

KE LFREIER
QIR E— MBI PVC MU TAF R -

¢ CephFS PVC

¢« RBD PVC
SRIBENE -

o Pod ZNE3h
o XHARGAEE
o CSI sk L{EtE HEPR ToHEEAM R

s HFE N

JE RN SEHEBR MEAR S W , MERE

1. R ARA R R EK,
2. BB REBAMBE U A XFF msgr2 secure , BRIBACEA ms_mode=legacy Bk

ms_mode=crc ,

3. LR, B R2ERBERH 3300 ,
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4. BRM#E G CPU RiEAE.

EHXERMEFT TR, KERANE , BHERA MMM

MERERZIM

ACP Joii#hH msgr2 secure FHHMIEIE Bbt , SKirinBURT CPU 8IS BB IF
AES M, M&H5e. 110 K/, AR TEGRERE CPU 4B B0 MESBE .

SFRIE I

o ILRIEBERSAIEM , B/ /0 BEDRB T ERE L ERE
o B FumAl Ceph SPPEHFEH CPU F AZRIEE Z18N , FAMEMUNEIFRIE TN
o MeFMETERE. K€ CPU B(Jtik AES MEMNEZINERE

ez EE | AT AES-NI |IL4L x86 CPU K , SIRMIYIIATHAA

o JEIMIERIBMA) 5% F 15%

o AMHEE 1/0 BRI Fin T m CPU fF FZIEMA) 10% ] 30%

PAESEA TR, JEF-SRERE. A& MNRERMER] , WEMAAIEXS TR LI/ERE
PHTEAENK , 2/ PEPUTERR -

o F5FN PO IXBHER

o B g s CPU{ERAZR

e OSD Tim CPU A=

o HIT=H 10PS
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0 Alauda Container Platform Q =

Alauda Container Platform > fZfg&%S: > Ceph 27 > SKATER > IXE Ceph OS

% ® Ceph OSD A ERHE

AEBNBUMTVEEE ACP N7 Ceph OSD KA ERE. EaJLAEIESE Ceph FEH
R{E , METRAFE cephcluster BRENKIFEFFEHAAEHEEA].

Ceph {FR=1"BIEXRITHIEE OSD F AZRIGMEEFHHNITA !

=B 1ER
nearfull IRETABERELHAENTIE,
backfillfull BhlE Ceph [a) 248128 OSD EBAE Z R,
full % OSD XEELERIPRGBINS |, =IEEARMRIFER.
I WARNING

IBRFFREIRFAFHES © nearfull < backfillfull < full , ¥ERESETTHEE 1.0 7
BESBEIRBERE T,

B=x

B &M
BRAELIR
®iT ceph CLIEERHE


http://localhost:4173/container_platform/zh/
http://localhost:4173/container_platform/zh/
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B EH cephcluster CRIXERME
IUENY FAME
KSR EHNELEE
#iX

AR 561

o XIH ACP &£ EH cluster-admin AR,

rook-ceph #EZZTBFEEZE rook-ceph-tools , BB LW IAHFIRET BINAERE.
o BTYMEFNAKEHAE , FAERSAEEERNFHIUEIELIBRATRI.

T X
BAIEDIR
. W AY .
1 WELRIEFERS
B rook-ceph-tools Pod Fiz1T , £/B3E :
kubectl -n rook-ceph scale deploy rook-ceph-tools --replicas=1

B SRR R

kubectl -n rook-ceph exec -it deploy/rook-ceph-tools -- ceph -s
EEYUHTEHE :

kubectl -n rook-ceph exec -it deploy/rook-ceph-tools -- \

ceph osd dump | egrep 'nearfull_ratio|backfillfull_ratio|full_rati
Ol

Lnfsaba (TR
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full_ratio 0.95

backfillfull_ratio 0.9
nearfull_ratio 0.85

BT ceph CLI & EBHE
fF M Ceph 4 EHE R EFANNRME.

Blan , MG S A

kubectl -n rook-ceph exec -it deploy/rook-ceph-tools -- \

ceph osd set-nearfull-ratio 0.88

kubectl -n rook-ceph exec -it deploy/rook-ceph-tools -- \
ceph osd set-backfillfull-ratio 0.92

kubectl -n rook-ceph exec -it deploy/rook-ceph-tools -- \
ceph osd set-full-ratio 0.96

ERR/MORIEE KR SRR, EXER  MRRITEREY RISEEE

MREANHAZER OSD 4 TR1E. IHRIIEMERE |, LFIENA /0, SRE{NIME
‘e full B{E , SEETETR , EHRERCEERE HE.

IS # cephcluster CRIXEHE

MREBEBEIIANEE , TLUBLEH cephcluster CR Fi&E Ceph OSD B EH
H.

kubectl patch cephcluster ceph-cluster -n rook-ceph --type merge -p \
"{"spec":{"storage":{"nearFullRatio":0.88, "backfillFullRatio":0.92,"f
ullRatio":0.96}1}1}"

WMRAFTER—NEE , AT EFE. 60 :

kubectl patch cephcluster ceph-cluster -n rook-ceph --type merge -p \
"{"spec":{"storage":{"fullRatio":0.96}}}"'
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4 BuF FRME

IUE Kubernetes FIF X AR E :

kubectl get cephcluster ceph-cluster -n rook-ceph -o yaml

IUE Ceph PAMKNEITHME :

kubectl -n rook-ceph exec -it deploy/rook-ceph-tools -- \
ceph osd dump | egrep 'nearfull_ratio|backfillfull_ratio|full_rati
0 1

B E SR RMEFERE

kubectl -n rook-ceph exec -it deploy/rook-ceph-tools -- ceph -s

YXLETFERAE CephCluster FFRER , XRIREIBCABIENFERAKIR. R ACP 2
Rook RZRSSEEFACE R TIAM , cephcluster FHMENWALATUMELL.

5 1R B EREHALBE

EARMETE, BRBIESRTREFER , RERSRENRE. WRESHEEANER
Ry X387 , #MT cephcluster FIRMIBIARAERL , HiHAEITHRM{EHR K EEFUHK

N

/Chro

=Y
. BEEEAAIEI BRI , TS EAUNBATE,

o MRAF/V¥ OSD BRBLLEADEH , & OSD FAEN .
o HEEMANCRIRIARE , MFEHIRTERRE.
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Q Alauda Container Platform Q =

Alauda Container Platform > &%t > Ceph 447 E > AERm > FAENER

R EMNE

Bk

HEA
BHEEARL (KMS) HIIRIECE

M vaulttokens HEZEIIA)

M vaulttenantsa EZEVA)

{$ /3 Thales CipherTrust Manager ( kmip ) BC&i/7/a)
FHEEX EMNEAIEE StorageClass

Bl St

BRIEDIR

RIS IR
£ tenant ConfigMap &&= Vault EH¥E
M REPR ()

[HErE- 553

MERHEEHE

(RIE) SRHIEEAREEIN SR
EREAR
IR

ERS


http://localhost:4173/container_platform/zh/
http://localhost:4173/container_platform/zh/
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FAE (PV) MEEMTHRIPBRELERBNEIENEMANAFfRE. XIT ACP A7
% , CSI TRECHK PV MIERSINH BTSN REAEIR RS (KMS) F/SANNZEER StorageClass 5k
.

AENLBHNA

o BB KMS Vi) FEuEMEE S
o B SRMN#EK StorageClass
o BRMERARPRE R

I WARNING

REFRFREMPERTET RBD i PV, N REMHEMEIT.

TEAEIH AL (KMS) HaREE

HSEELE KMS ijjjr], E-F StorageClass B PV IR ET A KMS EIFFEE TTHEE.

AR HEREEIE B RAAER TR RIER

P encryptionkMSType TAUERRL
Vault token f&=; vaulttokens FHE4E Secret RESS Vault token
Vault tenant A 5121 Vault £ 1 Kubernetes
) vaulttenantsa .
ServiceAccount FEz, ServiceAccount 14

Thales CipherTrust

kmi KMIP i sy + & FumiEH%E + key UID
Manager &z b y

| EE : Alpha TBESRE A

£ vaulttenantsa jja] KMS £4F Alpha [iE: , (VAT REIARKAEAIT(E. 1EATHEE
et , KN AXHIARENE, TSR TR AT RIE. IR EMEFERALRE
BRI FRRE IR AT AR S
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o MERTAFHE | WIRERDEMNAGRIIE. FHNBRAE RS RS
FE IR MERHRATIR XS .

o RNERIE SLA : BINBEARTEARAERFRAPFX (SLA) SEEIN. BAIRRIESARSHF I
A, ARBASREER.

« Breaking Changes 55/ : APligm. ACE schema Fli% U4 ZEFERFIIRAF AT E
RERNE FHRBOER. ZNBe A REFERRITBMNERL THT25FA.

o TEFBEFR : BANRARAZENAREASEIEIS LR, FRBFERBRAEE T
Re2BRIARIBFAENNE, ASEREMRESEIEERIBEM RE1TAER
.

£ vaulttokens ECE V(A

BIIR &1

o ACP DT T Ready KA.

o MHAA cluster-admin AR,

o SR RATRAVIR) Vault,

o BB A TIVIR B AR Rini&IRMKA R Vault token,

BRAEDIR

1. S)E—/1 BT 1F4& Vault token 4 Secret,

kubectl -n rook-ceph create secret generic ceph-csi-kms-token \
--from-literal=token="'<vault_token>'

2. BIFBTE M KMS iE#E configMap £H.
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apiVersion: vi1i

kind: ConfigMap

metadata:
name: csi-kms-connection-details
namespace: rook-ceph

data:

vault-token-kms: |

{
"encryptionKMSType": "vaulttokens",
"vaultAddress": "<https://hostname_or_ip_of_vault_server:port>",
"vaultBackend": "<vault backend>",
"vaultBackendPath": "<vault backend path name>",
"vaultTLSServerName": '"<vault TLS server name>",
"vaultCAverify": "true",
"vaultCAFromSecret": "<secret containing CA cert>",
"vaultClientCertFromSecret": '"<secret containing client cert>",
"vaultClientCertKeyFromSecret": "<secret containing client priva
te key>"
}
2
il WA e
KMS @ ftmtsE=, £/
encryptionkMSType vaulttokens H1TEES Vault 2
token JAIE.
vaultAddress Vault fR$5im s , AFETRFIERA . =
vaultBackend Vault secret engine , ZRIA{E : kv-v2 &
AT data-encryption keys
vaultBackendPath (DEKs) H Vault secret engine % S
2. ZMAME : secret/
T SNI AREBEA LU TLS
vaultTLSServerName &

Server name,
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2% AR PAEE
1%EHE Vault server P2 B EE CAIA
vaultCAverify &
ik, BUAME : true
vaultCAFromSecret 17fi& Vault CAUEHH] Secret Z#5. &
7% Vault & FimiEHK Secret £
vaultClientCertFromSecret &
R,
7 Vault & FinfL5AE) Secret £
vaultClientCertKeyFromSecret &

%o

Eoallea g :

1. I&UF token Secret :

kubectl -n rook-ceph get secret ceph-csi-kms-token

2.%uF configMap 2B , FH#IA encryptionkMSType: vaulttokens

kubectl -n rook-ceph get configmap csi-kms-connection-details -o yaml

{#F vaulttenantsa ACE1/(A)
(il =353

o ACP A RIFAEERIAL T Ready KA.
o FESNEREMAEIEARSLE (KMS) +F

o MB{RETETE policy , 3+ H Vault ] key value backend path 2 /2.
o Tf{R Vault server B EZK L.

BRIFDIR
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£ ACP T\ FFAERT AER vault SHTINESF IR AT , FESECE Kubernetes IAIE
7. AT A2 FHECE ACP AR FMHIBE vault BHTINERTS

serviceAccount ., ClusterRole %D ClusterRoleBinding ,

1. E T {EtaZ, namespace 4 tenant ServiceAccount,

kubectl -n <tenant_namespace> create serviceaccount ceph-csi-vault-sa

2. 1£774i& namespace F i F§ AT Vault token review ] RBAC &R,

cat << EOF | kubectl create -f -
apiVersion: vi
kind: ServiceAccount
metadata:
name: rbd-csi-vault-token-review
namespace: rook-ceph
kind: ClusterRole
apiVersion: rbac.authorization.k8s.io/v1l
metadata:
name: rbd-csi-vault-token-review
rules:
- apiGroups: ["authentication.k8s.io"]
resources: ["tokenreviews"]
verbs: ["create", "get", "list"]
kind: ClusterRoleBinding
apiVersion: rbac.authorization.k8s.io/v1
metadata:
name: rbd-csi-vault-token-review
subjects:
- kind: ServiceAccount
name: rbd-csi-vault-token-review
namespace: rook-ceph
roleRef:
kind: ClusterRole
name: rbd-csi-vault-token-review
apiGroup: rbac.authorization.k8s.io
EOF

3. 7k token reviewer ServiceAccount 1 service-account-token Secret,
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cat << EOF | kubectl create -f -
apiVersion: vi1i
kind: Secret
metadata:

name: rbd-csi-vault-token-review-token

namespace: rook-ceph

annotations:

kubernetes.io/service-account.name: rbd-csi-vault-token-review

type: kubernetes.io/service-account-token
EOF

4. vZHR reviewer JWT. cluster CA 1 API endpoint,

SA_JIWT_TOKEN=$(kubectl -n rook-ceph get secret rbd-csi-vault-token-revi
ew-token \

-0 jsonpath="{.data['token']}" | base64 --decode; echo)
SA_CA_CRT=%(kubectl -n rook-ceph get secret rbd-csi-vault-token-review-
token \

-0 jsonpath="{.data['ca\.crt']}" | base64 --decode; echo)
ACP_HOST=$(kubectl config view --minify --flatten -o jsonpath="{.cluste
rs[0].cluster.server}")

5. 1£ Vault FECE Kubernetes JAIE.

vault auth enable kubernetes

vault write auth/kubernetes/config \
token_reviewer_jwt="$SA_JWT_TOKEN" \
kubernetes_host="$ACP_HOST" \
kubernetes_ca_cert="$SA_CA_CRT"

6. JA tenant namespace 417 Vault role,

vault write "auth/kubernetes/role/csi-kubernetes" \
bound_service_account_names="ceph-csi-vault-sa" \
bound_service_account_namespaces="<tenant_namespace>" \

policies="<policy_name_in_vault>"

I NOTE
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e csi-kubernetes & ACP A#zN{FELE Vault FEFRHIEIA role ZFR.

o ACP © i\ TFfiB&E B+ tenant namespace EHKERIA ServiceAccount Z#5Z ceph-csi-

vault-sa .

o ATBUAEIEFE tenant namespace F43# ConfigMap 78 X L2 A{E.,

7.{#F encryptionKMSType: vaulttenantsa BUETHEFH KMS EHELE.

apiVersion: vi1i

kind: ConfigMap

metadata:
name: csi-kms-connection-details
namespace: rook-ceph

data:

vault-tenant-sa-kms: |

{
"encryptionKMSType": "vaulttenantsa",
"vaultAddress": "<https://hostname_or_ip_of_vault_server:port>",
"vaultTLSServerName": '"<vault TLS server name>",
"vaultAuthPath": "/vi1/auth/kubernetes/login",
"vaultAuthNamespace": '"<vault auth namespace name>",
"vaultNamespace": "<vault namespace name>",
"vaultBackendPath": "<vault backend path name>",
"vaultCAFromSecret": "<secret containing CA cert>",
"vaultClientCertFromSecret": '"<secret containing client cert>",
"vaultClientCertKeyFromSecret": "<secret containing client priva
te key>",
"tenantSAName": "<service account name in the tenant namespace>"
}
2
B 189 pics
WE A vaulttenantsa , PU{FEA
encryptionkMSType £
ServiceAccount 31T Vault JAIE.
HumE S8 Vault server 41488
vaultAddress 2

IP ik,



vaultBackendPath

vaultTLSServerName

vaultAuthPath

vaultAuthNamespace

vaultNamespace

vaultCAFromSecret

vaultClientCertFromSecret

vaultClientCertKeyFromSecret

vaultRole

tenantSAName
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Wi

Vault 1 T A I B2 SAM) Jatin i
=,

FFEAE Vault iIEBFEHEH TLS

Server name,

1£ Vault # 2 A kubernetes AEF
AL, FARIEE
kubernetes ., FMNRINEAREH
EARETF kubernetes HIFEIET ,
N A8 FERE A

/vl/auth/<path>/1login .

J2F kubernetes IAMEA M Vault

namespace,

T RN fRiR AL BT 1R

Vault namespace,

CSI {# A Vault CAUEBFTE

Secret,

FAT5 Vault #1T mTLS K& Fif
UEPRFT7E Secret,

5 vaultClientCertFromSecret

DLACHRLEAFTTE Secret,

4BE 21| tenant ServiceAccount 1
policy §] Vault Kubernetes auth

role,

TEtaE{E A tenant
ServiceAccount &R , @E K

ceph-csi-vault-sa ,

Z

i

o

i

o

o

o

o

o

o
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Eoalliba? 3

1. B6UF ServiceAccount €132 :

kubectl -n <tenant_namespace> get sa ceph-csi-vault-sa

kubectl -n rook-ceph get sa rbd-csi-vault-token-review

2. IF token review AR :

kubectl auth can-i create tokenreviews.authentication.k8s.io \

--as=system:serviceaccount:rook-ceph:rbd-csi-vault-token-review

3.%uF configMap 2B , 3N encryptionkMSType: vaulttenantsa 0

tenantSAName .

4. £ <tenant_namespace> FEIE—MUFEMNE PVC , FHIUFEBEMS INSERE .

{£ /8 Thales CipherTrust Manager ( kmip ) BC& /(7]

[i0F= s

o AT PAAIRIE BB KMIP i) Thales CipherTrust Manager,

o 48 KMIP endpoint ( <kmip_address>:5696 ) . & FumiFH4%EF key unique identifier
(UID) .

o BEHMPRIE rook-ceph = 4YE Secret Fl ConfigMap,
BAELIR

1. £ Thales CipherTrust Manager & , 43Z—/ KMIP client profile FF % P,
2. M profile FFEE FimiE$. F4EAF CAEP,
3. 7 KMIP & FumEUFr Al —4> Secret,

kubectl -n rook-ceph create secret generic thales-kmip-client \
--from-file=client.crt=<client_crt_path> \
--from-file=client.key=<client_key_path> \
--from-file=ca.crt=<ca_crt_path>
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4. BT EH KMS & configMap 2H.

apiVersion: vi
kind: ConfigMap
metadata:
name: csi-kms-connection-details

namespace: rook-ceph

data:
thales-kmip-kms: |

{
"encryptionKMSType": "kmip",
"kmipAddress": "<kmip_address>",
"kmipPort": 5696,
"kmipCAPath": "/etc/ceph-csi-kms-config/ca.crt",
"keyIdentifier": "<thales_key_uid>"

}

RuFIR

1. BUF KMIP 4E3F Secret :

kubectl -n rook-ceph get secret thales-kmip-client

2.%WF configMap 2B , IFMIA encryptionKMSType: kmip .

3. ffiA KMS B9/ key UID 5 Thales CipherTrust Manager F 4= ffif{] key —3K.

l NOTE

T kmip , REEXHIFET : MEEEFIEL KMIP key UID 0 mutual TLS {SESEHATHENT , TAZE

J®iT Vault token,

FFFA ENEAZE StorageClass

FER KMS IRECE fR | BIEETHEMNES K StorageClass,

HIIR 5 AF
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o BWHPREIE StorageClass.

o BENEBEFr KMS ECE ID ( <kms_config_id> ) ,

BAELIR

1. 3t )\ Administrator,
2. IEZEMISAALSH |, ST Storage > StorageClasses,
3. mifi Create Storage Class,
FE  MTHBRRATFEAMRG) , S0 AT AEE YAML SERGZIRIE.
4. 1%+% CephRBD Block Storage , X /5 =7 Next,
5. Y13 YAML fLE]
6. ES T ZRMNE

e encrypted: "true"

e encryptionKMSID: '"<kms_config_id>"

7. =5 Create,

KUF50R
1. I6UF StorageClass %4 :

kubectl get sc encrypted-rbd-sc -o yaml

2. IATFLE encrypted: "true" FITRHEAM encryptionkMsID ,

3. {¥ At StorageClass g —MMK PVC , FAAEFH AN Bound KT :
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apiVersion: vi
kind: PersistentVolumeClaim
metadata:
name: encrypted-rbd-pvc
spec:
accessModes:
- ReadWriteOnce
resources:
requests:
storage: 1Gi

storageClassName: encrypted-rbd-sc

kubectl apply -f <encrypted-rbd-pvc.yaml>
kubectl get pvc encrypted-rbd-pvc

{# F§ tenant ConfigMap &%= Vault 1&355+£15

AT AIE T 7E ACP namespace 43 E— ConfigMap k3% tenant EFECE Vault EEE | %
ConfigMap FHIECE LS rook-ceph namespace 1 csi-kms-connection-details
ConfigMap BI{EANE., % ConfigMap FE 7T tenant namespace ., tenant namespace
ConfigMap HHE¥ 78 551X namespace F 28I N2 Persistent Volume FT{#ERM csi-kms-
connection-details ConfigMap {H.

BRAELIR

1. £ ACP =% &7 , SfinF| Alauda Container Platform -> Configuration ->
ConfigMaps,

2. Y1#E B4R tenant project/namespace,

3. ;i Create ConfigMap , ¥ Z#IXE A ceph-csi-kms-config ,

4. 80 tenant 43521 Vault Z51H -
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apiVersion: vi1i
kind: ConfigMap
metadata:
name: ceph-csi-kms-config
namespace: <tenant_namespace>
data:

vaultAddress: '"<vault_address:port>"
vaultBackendPath: "<backend_path>"
vaultTLSServerName: "<vault_tls_server_name>"

vaultNamespace: "<vault_namespace>"

5. =i Create,
IOUF IR

1. IE tenant & & ConfigMap :
kubectl -n <tenant_namespace> get configmap ceph-csi-kms-config -o yaml

2. 7£[8— namespace FEIE—/FHKMNE PVC , FHAE AN Bound ,

3. B B4A AR M , ERE namespace FE4F1 CSI provisioner HEFH Vault endpoint £
auth-path 2 & AILEL,

ERMZERTRRY (FNE)

B SHFXIINE PV £ RN BEAL TR R .

R 551

o FHRUTHNMEGRE LEZIFERERGOE

e quay.io/csiaddons/k8s-controller:v0.14.0 -> <registry>/csiaddons/k8s-

controller:v0.14.0

e qquay.io/csiaddons/k8s-sidecar:v0.14.0 -> <registry>/csiaddons/k8s-

sidecar:v0.14.0
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ANEEHREIER

1. % B CsiAddons Controller
1£ Control TR _ERITA T @4 -

kubectl create -f https://raw.githubusercontent.com/csi-addons/kubernet
es-csi-addons/v0.14.0/deploy/controller/crds.yaml

kubectl create -f https://raw.githubusercontent.com/csi-addons/kubernet
es-csi-addons/v0.14.0/deploy/controller/setup-controller.yaml

kubectl create -f https://raw.githubusercontent.com/csi-addons/kubernet
es-csi-addons/v0.14.0/deploy/controller/rbac.yaml

kubectl create -f https://raw.githubusercontent.com/csi-addons/kubernet
es-csi-addons/v0.14.0/deploy/controller/csi-addons-config.yaml

kubectl -n csi-addons-system set image deployment/csi-addons-controller

-manager manager=<registry>/csiaddons/k8s-controller:v0.14.0

2%
o <registry> : FARERBEIL.

2. [ CsiAddons sidecar
7£ Control "n A EPATRA T 654

kubectl patch cm rook-ceph-operator-config -n rook-ceph --type json --p

atch \
[
{
"op": "add",
"path": "/data/CSI_ENABLE_CSIADDONS",
"value": "true"
3
{
"op": "add",
"path": "/data/ROOK_CSIADDONS_IMAGE",
"value": "<registry>/csiaddons/k8s-sidecar:v0.14.0"
¥
1

%4EFT csi pod MINER
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kubectl get po -n rook-ceph -w | grep csi

(k) SEBIESAEHEINSEER

R |, MARIEREREVTRIEMRRIINF, EOAEIFIRE A storage class (H#E
F) . XEKERS A storage class FHIEfE.

BE , NREFERLEKRE persistent volume claim (PVC) , BEIIRZE storage class , 7]
PAFE CSl-addons ConfigMap #% schedule-precedence & &4 PVC RECEITA.

AT UIRANTT A TE X csi-addons [ ConfigMap :

apiVersion: vi

kind: ConfigMap

metadata:
name: csi-addons-config
namespace: rook-ceph

data:
schedule-precedence: "pvc"

EH /23N csi-addons operator pod PA{#E T B A ¢

kubectl apply -f <csi-addons-config.yaml>

kubectl -n rook-ceph delete pod -1 app.kubernetes.io/name=csi-addons

EREARH

TR |, B R keyrotation.csiaddons.openshift.io/schedule: <value>
SN2 PersistentVolumeClaim, Namespace g% StorageClass _t ({5eRFREK) .

<value> A[PAE @hourly . @daily . @weekly . @monthly EY @yearly . IR
<value> A% , MBAEA @weekly . LLFRBIER @weekly .

5 Namespace FA07Ef#
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kubectl annotate namespace <tenant_namespace> \

"keyrotation.csiaddons.openshift.io/schedule=@weekly"

%1 StorageClass 707z

kubectl annotate storageclass encrypted-rbd-sc \
"keyrotation.csiaddons.openshift.io/schedule=@weekly"

4 PersistentVolumeClaims 75N fi#

kubectl annotate pvc <encrypted_pvc_name> \

"keyrotation.csiaddons.openshift.io/schedule=@weekly"

R L
FEFTIAGE S LT R TR

o H A storage class FHIFTA persistent volume claims (PVCs)

o EMEFE PVC

FEA storage class THFTE PVC 2R

kubectl annotate storageclass encrypted-rbd-sc \
"keyrotation.csiaddons.openshift.io/enable=false" --overwrite

FE/METE persistent volume claim 2 FR4R0 4

1. 3B ARE A FHRERE L) PVC XTIV EncryptionKeyRotationCronJob CR:

kubectl get encryptionkeyrotationcronjob -o jsonpath='{range .items[?
(@.spec.jobTemplate.spec.target.persistentVolumeClaim=="<PVC_NAME>")]}
{.metadata.name}{"\n"}{end}'

HA <pvc nNnAME> ZEREZHK PVC &#5.

2. Xf_E—3#"f EncryptionKeyRotationCronJob CR $WTUATIR/EDAZE FBRR4R%0EE -
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 }% csiaddons.openshift.io/state jEfi# A managed EH1ok unmanaged :

kubectl annotate encryptionkeyrotationcronjob <encryptionkeyrotationc
ronjob_name> "csiaddons.openshift.io/state=unmanaged" --overwrite=tru

e

He <encryptionkeyrotationcronjob_name> f& EncryptionKeyRotationCronJob

CR HIZ& K.

o 7£ spec FEX N suspend: true

kubectl patch encryptionkeyrotationcronjob <encryptionkeyrotationcron

job_name> -p '{"spec": {"suspend": true}}' --type=merge

3. R1E3FIRY. & PVC MBS MR,
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0 Alauda Container Platform Q =

Alauda Container Platform > fEfE&RS: > Ceph A H1FfE > SKAFEE > HLE OSD WA

BE OSD WAL #1 DB 4 [X

7%y

[ilE7 553

PRHIFNL R

FX WAL #1 DB B &

BRIEDIR
KEENREHERZL
F—A> OSD BLE— iR A X
AR OSD RREHZF TR R %
1% OSD prepare Rk e

IE

ASCABINA E T EHE Rook-Ceph Object Storage Daemons (OSDs) Bt & —/N =ik Ttk
ENX, FEHECEF , OSD J%FHFﬁ?Eﬁ{%Eﬁ?E&%J: 3% BlueStore JTLHEE (BI4N
RocksDB ##& FEEAM B B (WAL) ) FREEERIEREETX L,


http://localhost:4173/container_platform/zh/
http://localhost:4173/container_platform/zh/

B & OSD WAL #1 DB 43[X - Alauda Container Platform

HET HDD ) OSD FEEMMITHIFIREIER , HEF#T R EBERT OSD TtidEm
SSD 8k NVMe & & , G FRIEDIR.

=

o {£M SSD 8 NVMe REVEAT R LFTH Pk OSD ek & HZHITHIE R %
o AE—MREEM OSD BHERFER— N THHENX.
o NHBIZEEMAENETENK OSD M THIESXSE.

AU 561

THIGZ AT, ERRIBE AT &4

o BYEMAA cluster-admin JARIAR.
o HATRUET shell AN FERETAER AR R REMET M.
o OSD IR R &M ITEIEREHN XABE CIERNERS BN IR,

e rook-ceph-tools Deployment #£ rook-ceph #y&ZTIBIF AT , S& &0 DA e 4rim st
BH;E.

SR I FNZ4) 21

I WARNING

BE® metadataDevice . databaseSizeMB EY walSizeMB AE&FMTFZINAE OSD ¥ WAL B

DB, ZEXILH OSD ) WAL/DB 15 , iE1EMIAE R A AR B A EH placement groups 131TIES
Ja | BERFHFEHAIERX OSD.

o RUTBEFEAFETHIRE LR , Blan /dev/disk/by-id/... . & /dev/sdb XA Linux
BHEE RS E R G REa RET K.

e ¥4 metadataDevice ECLETE spec.storage.config Y
spec.storage.nodes[].config T}, Alauda Build of Rook-Ceph £7£[E—T m_EH
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OSD Z [BIEXZEZe#iERE , IFEH lvm batch ¥ OSD., EMAERT , AEEHX
B 124EA metadataDevice .

e ¥4 metadataDevice FCLETE4SFEM devices[].config T}, Alauda Build of Rook-
Ceph &1 1vm prepare #Ji4#k, OSD, FEMAHERT , LT XK AEZEE
OSD HITTHIER % .

%) WAL #1 DB &=

BlueStore A]PA{E FJRN K block.db &&K1F/X RocksDB Jt¥iE. tNRALE T DB R&(E
FEHECE WAL 8% , BlueStore 2% WAL 5 DB B ER—&& L. EIb , H&A—1
HDD OSD S E— M & RTHdEs XE , MR X K/MIXIZ OSD f) DB #1 WAL &
FXMFRL , BEARFEELAE CephCluster CR PIXE databaseSizeMB 3 walSizeMB ,

BEANTHES RS THED XIS E

B k=it %> HDD OSD Z X TR XK/
A RBD SAZEHIR AT HDD ¥R IR&E B 2K 1% 2| 2%
RGW X& s K E Z/bX HDD HURREZREM 4%, MRSBREREAN , IEAE
omap £ RHSE,
NG
HDD & I RBD AEMTHIES X RGW &/ NTHES X
47TB 40 GB %I 80 GB 160 GB (& X
8 TB 80 GB %I| 160 GB 320 GB B{EX
127TB 120 GB %I 240 GB 480 GB B E X

BRAH RGW B R/ IMIRESL , MAZ LR, MIRSERSREEE , BFHOECERIT 4%
HKAE , PAF&EK BlueStore JTTHUEREI%Z! HDD HIAJBEME.
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WA SHREIED Sk Z /S HDD OSD £Z 0 , fiENEER& M AETRMTARIT
=

g4 0SD MITTHIERE x T kM HDD 0SD ¥hE

MRAZHTEIRR S/ NTIHEERNAE | BROEZZXE5RIZEH HDD OSD i E |, 5E1R
ELEGRBAEA OSD R EE/NIBIME., BAKMIEE /K DB &% , A DB X&IH
B , BlueStore JT¥iER] §E4[0l% 2 HDD,

BRAIEDIR

1 KEEHREIKIE

BEREBNGANIFAET RIS AT AR R

lsblk -0 NAME, PATH,SIZE, TYPE, FSTYPE, MOUNTPOINT, MODEL

FIHFEE B HHE.

ls -1 /dev/disk/by-id/

LR OSD R RS MITHIR R FKIZ. B0

HE N1 e
OSD ¥k /dev/disk/by-id/ata-ST4000DMOO4 - XXXX
TCHHRE X /dev/disk/by-id/nvme-SAMSUNG_MZVL21TO-YYYY-parti

2 A—> OSD frE — IR X

LT BIEE RN XE |, BERRELANN metadatabevice , HWIERHKASREA OSD
PHRR RS EIE R B WAL/DB X, XA =ZBR1AZ OSD KituEa=E , AtEX
FECE TAEE databaseSizeMB F1 walSizeMB .
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kubectl -n rook-ceph edit cephcluster ceph-cluster

RIANTF/RBIEH spec.storage ECE.

spec:
storage:
useAllNodes: false
useAllbevices: false
nodes:
- name: "worker-1"
devices:

- name: "/dev/disk/by-id/ata-ST4000DMOO4 - XXXX"

config:
metadataDevice: "/dev/disk/by-id/nvme-SAMSUNG_MZVL21TO-YYYY

-part1"
- name: "/dev/disk/by-id/ata-ST4000DMO04-Z2ZZ2Z"
config:
metadataDevice: "/dev/disk/by-id/nvme-SAMSUNG_MZVL21TO-YYYY
-part2"

TEHIRBIF |, S HDD ¥R & EEAARRK NVMe /X 1EXH BlueStore DB, WAL
5 DB A EER— I TTHIENX L.

F R B OSD FrE X ZE Tiumx s

A THIEEREB MR EBEESN , AMFEATRENM netadatabevice , Rook &
XN ST OSD #iR R & 2 REZTTHIEE R, RBEEFTERS] Rook AH=Z7T
BIRRE AE OSD 7L DB K/NES , AR E databaseSizeMB , FERZEFELE
o AERE walsizemB ; WAL aJPA5 DB £ EKE.
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spec:
storage:
useAllNodes: false
useAllbevices: false
nodes:
- name: "worker-1"
config:
metadataDevice: "/dev/disk/by-id/nvme-SAMSUNG_MZVL21TO-YYYY"
databaseSizeMB: '"49152"
devices:
- name: "/dev/disk/by-id/ata-ST4000DMOO4 - XXXX"
- name: "/dev/disk/by-id/ata-ST4000DMO04-Z2ZZZ"

LENSBRERRBLT R LK OSD TR | B AR,

4) %1% OSD prepare {EMVFER,

W4 OSD prepare {EMLFT OSD pod.

kubectl -n rook-ceph get jobs,pods -1 app=rook-ceph-osd-prepare
kubectl -n rook-ceph get pods -1 app=rook-ceph-osd

FARFEAS OSD prepare EAVRM , EREZEWVEE.

kubectl -n rook-ceph logs job/rook-ceph-osd-prepare-<node-name>

Iouk

205 tools pod Kiz1T , BLEBIE.

kubectl -n rook-ceph scale deploy rook-ceph-tools --replicas=1

RESIHERRE.
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kubectl -n rook-ceph exec -it deploy/rook-ceph-tools -- ceph -s

A OSD BJashit o EEITHIKEL.

kubectl -n rook-ceph exec -it deploy/rook-ceph-tools -- ceph osd tree

INFEAEAM BlueStore TTHUETSF , E7E OSD pod FPEIEHEEZ OSD IFEAKTT i 51T

ceph-volume ,

kubectl -n rook-ceph exec -it deploy/rook-ceph-osd-<osd-id> -- ceph-volum
e lvm list

EmdE , A% OSD BB block.db , FFHFE Ceph SACER | W AFFsm AR
WEBENDXMR block.wal £H.
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0 Alauda Container Platform Q =

Alauda Container Platform > fFf££&%: > Ceph ¥4 fFE > KFfEm > ELE Multus £

BZE Multus % NIC &

AN ABAA{ER Multus ¥ ACP N \7EfE (Ceph) ERZIT AR ML , WM Ceph
public 1 cluster =0 BEIARHMIMEED (NIC) k.,

Bk

ARER
AN EIE AT
BRAIFIRTIR 414
EERAZENECEZ NIC MLk
B Multus F£%
FTFF Create Cluster 65
P1#%| YAML mode
YriE MR RSy
M YAML mode 323%
Uk
(FhRIZ=HIE ) KE StorageCluster KR E
KB KFREHE) CephCluster &R E
& Ceph Pod B2 BEHEHEIMLE
& T EfEiERR
HEHFE X


http://localhost:4173/container_platform/zh/
http://localhost:4173/container_platform/zh/

iR

FOATBIUT , ACP Ceph fR SR BHEMENMEL ( provider: host ) . 7£ Web =% & 4!
BB RS , AT RAU%#E Container Network ,  Ceph JEHEIR—FHEMLTF (HEH

rook-ceph #F&Z[EHKI— NetworkAttachmentDefinition ) . B xEAHEAMLKIER , F
Z W, BRI EFAERR S .

Multus % NIC PR TER SRR RUEALE EFHT T R , ORI LKA Ceph W4 GRS
BIRERIRLE L

o public network — Ceph & fiig (CSI. W) S&#ZANE FIRRE.
« cluster network — OSD Z [RIFINERIRE , AlaNE SRS,

XL anB2ARM NIC EAJRURSEREN , FRERENEFIIKERESE Fim /0 4
.

l NOTE

fTE%) OSD 1k E OSD A E#B(E A Multus (48 ——X 2 RBERN FAESUE1Z : RBD & Fin
/0, CephFS BUEFITHIE (MDS) . X&¥UE (RGW 7£ OSD Li&EX%) , LKk OSD £,
B3 Kubernetes Service ZIJi5fim a——monitors (& Fim{#E f mon Service FREVEREIRET) |
manager L& RGW S3 endpoint——#BE 1T ZRIA M SRS ; XL daemon BIEE AH Pod
T Multus #0 , MERFFHE® Service WEITRAEINIAMLE L, X2 Rook 1TH , RZ2EC
iR, A, Multus [REEFEEEERIE | TIAZH Service AZRPEHIEFIN Ot .

WA EEARE

ACP 12| RARAFThR Web 1£H15& , EMEI AR TIFEE Ceph 77k, FEEIRIRIER
A BIR EBCE ML

Web =6I& BIEHRETIR MERC B E

%ﬁmiVV b?ﬁ%U StorageCluster (HE StorageCluster.spec.ceph.network —
7 eb 1%

" - storage operator & operator &% HIR5E | KEH

|

1H) CephCluster.spec.network
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Web =& BEITIR ME R B E
|BRR Web F534%1) CephCluster

CephCluster.spec.network

= (Rook , HI#EEH)

RMEX NSRBI RIREE  BRELESFFA storageCluster

kubectl get storagecluster -A

o MEMRMERTEIE StorageCluster , NERFTHRIESH & EIE——&5 7 StorageCluster ¢
BEMLE (operator SIMEHXTIKE Cephcluster MIFENIREE) .

o WMRATFFE storagecluster , MIZEHHIRRIEHIE E#/EX CephCluster EIE
£ cephCluster _ERCEMLE.

i

XN RIRFEZRMRIRMNLEFEE ( provider | selectors . addressRanges ) . KATF&TT
SREEE T AN SIE R K manifest,

MLE 5 2 LK KRR 5T IAIS  selectors FEHA :

Selector key Ceph A%, Javm M4
L Ceph public JBid <namespace>/<nad-name> 5|
public
network NetworkAttachmentDefinition (NAD)
. Ceph cluster (& JBid <namespace>/<nad-name> 5|
cluster
) MLE NetworkAttachmentDefinition (NAD)

{RATPARFERE public , HeJPARBFEE public F1 cluster . ¥4 provider A multus

B, 2/DFEE— selector,

PR HIFNIHE 54
FERUE Multus 5 NIC FOZ82 T , IR DU TORA)

o (HFRIENECE



o WRERIEIFAEERATECE Multus £ NIC W4E, AXIFEEITHPRER EEXME
provider : Ceph W%t T monitor A THFEYIH A BER FHFTHIMLEETY | T H API A~
AV —NEE= provider E#YIEI 5 —NEES provider (W5H provider 1k &A%
H) . HREMEER AR FREE BYE.

o %% Multus CNI plugin

o ERWNEFER Kube-OVN EARLE plugin , 3+ B AR EE Multus CNI plugin, X2—IX
MR, ERHEESHRE. TEFIE - A Administrator > Marketplace > Cluster
Plugins , & multus , #A/5& 3 Alauda Container Platform Networking for

Multus, ¥E5ES I ALE Kube-OVN M4 AT HF Pod £ 4833,
o E— IP family

o Multus P4E WA/ {E 8 — IP family, Z3F IPv4 #1 IPv6 , 1B Multus NZHEWAL (IPv4
IPv6 [BIRT{EH) . anEF A IPv6 , 7B 1E network block 1% & ipFamily: IPv6 .

o X5 BIEMAFMEARS FHIERM Container Network EIAE] , [FEARZIF IPV6, X
PR HI{S0E T L% SR B IEIN ; ASCHEIA ) Multus 2 NIC $ELS IR IPV6,

I WARNING

Multus ¥ FFAERUIRI%1E (OSD IRE) THREIEA NIC , EASKA T EREERFENAN : &
A Pod REZENA Multus Mg, & Augl@ T EHAMLE (228 mon Service) jj]a] monitor , TN/ES
4 node _EL host networking 1217 Ceph CSI driver 1372 OSD HI¥GERKR1E. EIt , EIFMESK
& f7fi# node BB I FRZE| underlay network , TR ETEfZk Pod MMRIEEREAMLE . EIETDE AT
MAGFML8F . NAD # node FEES.

HEEHLIZERACEZ NIC %%

% NIC B ETEEER SR A TFERFTRIL |, {H Create Cluster [7] 532/tT7 YAML mode, #7#
HIRAEE « £ TE—HERmS , iIEEB3AT manifest , A5 Y1#%] YAML mode , {X4R
HEMLEESY |, BJGTE YAML mode 1238, XA LB GF TREEA manifest,

YAML mode 5 B R manifest BFURTRAEZHIE (S0 IAEEAR) - FRES 8 EBoR
StorageCluster , |BIRIZ=HIA BI/R cephCluster . BFJREEXTNVIE{Z_EM network block.


http://localhost:4173/container_platform/zh/networking/how_to/kube_ovn/multiple_networks.html
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1 AE Multus P&

HFEEFETINRENEM TEFHAEREITAYIE NIC £ |, E{# A Kube-OVN
Underlay (%% , T/ overlay (4%, Underlay %% FR#1IE NIC EIEMHERI7F4EM
& RFEAEFFE TN,

Underlay EZE S YIEMLE : &4 storage node ZPFEE—/NEH NIC (A&KZ SSH
FHMRE)  FELRCE B HEAIEA/VLAN MRK, REEIE— bridge
network ( ProviderNetwork ) #1—4> VLAN ( vlan ) , i.tEFEMEFNEZEIEHE. B
TR S AR 204 U7 bridge network #1 VLAN |, iE5 0, 4% Kube-OVN
Underlay #3EM%& 1 BCEF M,

T EIREKIEA Ceph MEHE , £ rook-ceph @& T [EFHE—D

NetworkAttachmentDefinition F1—XFNA underlay FR, TEIKIRFIAIZE public
W& ; ARFMAEIRE EHIRE | EEARRREFRURAER CIDR/VLAN BAlE
cluster P&,

£l NetworkAttachmentDefinition , provider FEZWMR{ER <name>.

<namespace>.ovn &I\ :

apiVersion: k8s.cni.cncf.io/v1l
kind: NetworkAttachmentDefinition
metadata:

name: ceph-public-net

namespace: rook-ceph

spec:
config: |-

{
"cniVersion": "0.3.0",
"type": "kube-ovn",
"server_socket": "/run/openvswitch/kube-ovn-daemon.sock",
"provider": "ceph-public-net.rook-ceph.ovn"

by

B FNZ LR IE AL underlay Kube-OVN subnet, ¥ vlan &E ARAERIFH
vian , {FHSYPREMKEILELH cidrBlock / gateway , 31k provider 5
NetworkAttachmentDefinition FFRM{E—ZX :


http://localhost:4173/container_platform/zh/networking/how_to/kube_ovn/kubeovn_underlay_py.html
http://localhost:4173/container_platform/zh/networking/how_to/kube_ovn/kubeovn_underlay_py.html
http://localhost:4173/container_platform/zh/networking/functions/configure_subnet.html#kube_ovn_underlay_network
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apiVersion: kubeovn.io/vi1
kind: Subnet
metadata:
name: ceph-public-net
spec:
protocol: IPv4
cidrBlock: 192.168.10.0/24
gateway: 192.168.10.1
vlan: ceph-public-vlan

provider: ceph-public-net.rook-ceph.ovn

W RXBPINER | SRaMfA NetworkAttachmentDefinition BEFE :

kubectl get net-attach-def -n rook-ceph

FEREFBEPIREM selectors £PL <namespace>/<name> FEI3| FiXLE NAD , 4
A rook-ceph/ceph-public-net .

2 ¥TFF Create Cluster [5 5

1RIR BIZAR A EIRSS FRNRBATTHARIZ 2\ fFfE%AE. 7E Create Cluster SIRT |

%% —HECE device classes, storage devices 1 component placement , X#£H S
SIAFTEH A manifest,

3 YJ]#% YAML mode

B & NFEAEKYE] YAML mode, manifest EARIBIREIEIRBENIAEZ.

4 YL ER

1£ manifest FRMNEEHR network block, I XE provider: multus , FECE Ceph
public/cluster £ IS EI{REK NAD f{] selectors ,

o HhR Web 15%1]& — manifest & StorageCluster ; 4giE spec.ceph.network
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spec:
ceph:
network:
provider: multus
selectors:
public: rook-ceph/ceph-public-net

cluster: rook-ceph/ceph-cluster-net

o |HhR Web =514 — manifest & CephCluster ; 4giE spec.network (FEEAHE) ,
{BiIXHE spec.ceph AXKE)

spec:
network:
provider: multus
selectors:
public: rook-ceph/ceph-public-net

cluster: rook-ceph/ceph-cluster-net

WMRFAFTERZ i EXBEI T AN  F{URE public selector , Hi%

cluster ,

{FHE5 selectors [EZ&kMK] addressRanges block BAffiXE CIDR JEfE., Rook £
B3N 2 HE ML H CIDR , {B7E Kube-OVN underlay P& _EIAGIFH AR AT 5E |, 78k
SR, {FEEFRIE Configuring Ceph Mons”, ¥§XE addressRanges A DUt [A]

T

addressRanges:
public:
- 10.176.0.0/16
cluster:
- 10.176.0.0/16

1 FVRBIEZ underlay FMA) CIDR (21RIXHEH# cluster network 4 EHk , AHFE
public ) .,

l TIP
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MR storageCluster —EHALT Progressing , FFHJKE CephCluster IRE failed

to discover network CIDRs for multus , &Nk 1E addressRanges ,

5 )\ YAML mode 323

{R¥F1E YAML mode Ti2A AT (=i Create Cluster) . FEI@AZZ BIAEY][O]RH4E
X, BAFBHEATEER SR BRI FER.

l WARNING

EFIRIESIAS | BEXER storageCluster FECEML , MARELZ FEWE
CephCluster ., H&BfH storageCluster EIEAY, spec.network B—N%EFE,

Xt cephcluster HIFENYRiESHK operator fkE.

B Al

FIEEFRIETRE , EHAIM ACP U0 Ceph USIEMERCE.

(FhRizHI4) 3 StorageCluster M4KRE

MEMRHERR storageCcluster BIR | FHOATERCE. Ceph StorageCluster f£
rook-ceph #3&FTRIFHRBHRIAL K ceph-cluster (XPFINEBE admission 3&EI{RIUE)

kubectl get storagecluster ceph-cluster -n rook-ceph -o yaml

i N B S TRHAM provider 1 selectors :
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spec:
ceph:
network:
provider: multus
selectors:
public: rook-ceph/ceph-public-net

cluster: rook-ceph/ceph-cluster-net

¥ 2 SRR CephCluster 4RI B

HWRETHTMAEHE  BA cephcluster 2 Rook SREREFIRIEIR :

kubectl get cephcluster ceph-cluster -n rook-ceph -o jsonpath='{.spec.net
work}' | jq

provider # selectors NWSEE—H. EHMRITHET , BTN SEIRXERHN
StorageCluster —Z%{,

K& Ceph Pod R &R IEREIMNLE

A Ceph daemon Pod (f5120 MON #1 OSD) & Multus RL&FERIERE , FHIRE T %
1 :

kubectl get pod -n rook-ceph -1 app=rook-ceph-osd \
-0 jsonpath='{range .items[*]}{.metadata.name}{"\t"}{.metadata.annotati
ons.k8s\.v1i\.cni\.cncf\.io/networks}{"\n"}{end}'

£/ OSD Pod #Bi 5| A public 4% , K& (20REHECE) cluster ML,

KE LFREIER

AERERE R — MU TEEK , (£HIEEK CephFS PVC #1 RBD PVC , AJRHILE

« Pod BERZNE3)
o XHARGAIIEREEE



o CSI BT EAEHEFIEA LM SR RN IR

s HFE N

AR B Multus [EFFAEEE RERRER DR R | BAERENTMA

1. NAD 771 — selector 5| ] NetworkAttachmentDefinition F£ rook-ceph #p&R %
[BIFPARFFLE , 5#E <namespace>/<nad-name> 35| APFEER.

2. /b selector — 2% E provider: multus ,{BREN public BY cluster selector,
ZE/HEE A selector,

3. CIDR MW — Rook ToiABE G NMLETERE. EERFSE addressranges .

4. 1P N2 — NAD B a8 IPAM it (FlanE A E /) CIDR 3% address range) %8 ] {447 Ceph
Pod 1§ Iz A,

5. node J;j%iji[a) underlay — Ceph CSI driver XL host networking 1217 , Fitt&4 node (1
AR tet#E Pod) #BRAEBIKEAZ] underlay M4%_EAG OSD sk, INREFEHFE , BK
& node ] Kube-OVN underlay #&H , A& node &7 Aifa) OSD bk,

MREHTIERE |, BERBERNMNEREENMVE. ATIEAEETHRER LUHRMLE
BRE MRECEFRIEY FEBTERNABRFMER MR , MAZRH patch,
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0 Alauda Container Platform Q =

Alauda Container Platform > 7fiEZ%: > Ceph 9#AXX1EfE > SKAFSE > MinlO % Rool

MinlO %) Rook Ceph RGW #iE1 7215

Bk

1. R 552
1.1 Ze#ite
1.2 [R5k
2. A& S
2.1 WIF Alauda VolSync T3 FHREVMRA (REEATIE)
2.2 W& MinlO SRS E
2.3 43 Ceph RGW F /= (B#xi)
3. BREHBCE (Manifests)
3.1 4% Rclone Config Secret
3.2 & Matt% Job
4. PATIHAR
B 1: ¥R ERY
WMER 2 : IEFEL
TEL 3 @ mAYV)
5. WEHEE SN

1. iR 525254


http://localhost:4173/container_platform/zh/
http://localhost:4173/container_platform/zh/
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AR BAAN{AT{E B B 245 Alauda Build of VolSync Operator &&= N E K Rclone 2B
4 | ¥ Kubernetes 5 AT A (HA) MinlO SFZ R4 E%iE1T#% % Rook Ceph RGW,

1.1 Z2#94EA

o REBER  WARSHAE— Kubernetes Job , E LT T 24NT MEIK build-
harbor.alauda.cn/acp/volsync Operator 5% , B=EAAND S , FEIZBARNIIK
Rclone ZHtHI3C 4 , PUTHRAER] S3-t0-S3 API 2k XJ 5 [E)5.

1.2 [ 5REE

KEBA=MEEER : “Full -> Incremental -> Cutover” :

1. ¥)4ARE (Full Sync) : B X80 Sh HIEMIEBHRFFAR 514
2.3EE [P (Incremental Sync) : RFFIRFIEL , FHZIEITARNTIREE S R AEIE.
3. YI#[EE (Cutover Sync) : {FIEEAN , PUTTEEA—BMREE |, Felmi k.

2. g st SES

2.1 Bk Alauda VolSync I FHIRERAS (<BERTIR)

EPITH AR ZHT , 5M{R “Alauda Build of VolSync” Operator 2% 357 volsync-
system @&ZTAP, 1T Job FBRIRAMINS HBNZTTH) Operator iR A< A& ILAC,

A % Alauda Build of VolSync B 2R |, 1§25 M, Configure PVC DR with VolSync,

FEURAR AL« BFEEIRIEHE , I\ Marketplace | OperatorHub , $TFF Installed
Operators , %%/ VolSync Operator , FI2REB/RHEIRA (20, ve.8.0 3 ve.9.0 ) ,
ZABE{RTEHA <OPERATOR_VERSION> , AEELACEFR.

2.2 L& MinlO iR s R


http://localhost:4173/container_platform/zh/configure/storage/how_to/configuring_pvc_dr.html
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e Endpoint : MinlO NP Service btk (5120 : http://minio.tenant-ns.svc:9000 ) .

e Credentials : 7EfT8 bucket - B& Read # List AXPRH Access Key / Secret Key,

2.3 4% Ceph RGW A (B#5ig)

£ Rook Ceph &£ &NV AT YAML , 4/22% AT A P H4%F bucket BIEAUR,

apiVersion: ceph.rook.io/v1l
kind: CephObjectStoreUser
metadata:
name: volsync-migration-user
namespace: rook-ceph
spec:
store: object-store
displayName: "VolSync Migration Admin"
capabilities:
bucket: "*"

AT BIPRERER , SOZOEEKSRE bucket ZRANR , AR T user EIHEPEN.

TRERFERS Ceph FEHRLAMEfREER -

kubectl -n rook-ceph get secret rook-ceph-object-user-object-store-volsyn

c-migration-user -0 jsonpath='{.data.AccessKey}' | base64 -d

kubectl -n rook-ceph get secret rook-ceph-object-user-object-store-volsyn

c-migration-user -o jsonpath='{.data.SecretKey}' | base64 -d

3. ZJFEACE (Manifests)

B IBISEEEBRRD L TA (Ceph RGW) F , ENEELTANEHD LTI
+.
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EN FAXFA manifest 287 , el ENEEFERK G2 TE :

kubectl create ns migration-ops

HEVERN (ER)

XI5 T | Relone LA EUREITAME |, ARH LE2IB4r S3 &8, Hit,
EITERBESNER MR ESERRIH MR E. #iCE VolSync Operator/iT#4
Job HRZEFE MinlO 5% Ceph &# F , DB IS SRS ITFFHE FHEMARTE M.

3.1 £/# Rclone Config Secret

¥ fumFn B drinem) S3 FIRE A Secret, BE ¢ AEFE endpoint 3k secret {EF RG]

|

To



apiVersion:
kind: Secret

metadata:

MinlO %I Rook Ceph RGW #43E1T#%F5Rg - Alauda Container Platform

vl

name: volsync-rclone-config-secret

namespace:
type: Opaque

stringData:

migration-ops

rclone.conf: |

[source-minio]

type = s3
provider = Minio
env_auth = false

access_key_id = MINIO_ACCESS_KEY_HERE
secret_access_key = MINIO_SECRET_KEY_HERE

endpoint

no_check_

= MINIO_ENDPOINT_HERE

certificate = true

[dest-ceph]

type = s3
provider = Ceph
env_auth = false

access_key_id = CEPH_ACCESS_KEY_HERE
secret_access_key = CEPH_SECRET_KEY_HERE

endpoint

= CEPH_ENDPOINT_HERE

list_version = 2

3.2 FF XaF#% Job

ERE— Job |, ARSI Z24NT MER Alauda VolSync 5% 3kH4T S3 ¥iER 4.

XTF remote:bucket[/prefix] 5 remote: (EE)

« XF S3 Jaim

XEENEAEREMW. LA,
o ANMHEIRE source-minio: -> dest-ceph: HEL , PXIFTELFIKTHE (IR
vmFTE A I, bucket) .

o NfwHErR :

remote: HIEFSCEIE XK. MREENRE S , 7

4l
Bee

, % WK Rclone #5z={2£ remote:bucket B remote:bucket/prefix ,

TR BARSEEZ S

(K bucket, EFLEFEVAIMEHFIAE , FEBEE VRN BB RK



MinlO %I Rook Ceph RGW #43E1T#%F5Rg - Alauda Container Platform

remote:bucket[/prefix] B4 HER,

5% W% T YAML Bf#] <OPERATOR_VERSION> 5#i k%5 2.1 Bh A INHISKFRARAS
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apiVersion: batch/vi1i
kind: Job
metadata:
name: volsync-s3-sync-job
namespace: migration-ops
spec:
backoffLimit: O
template:
spec:
restartPolicy: Never
containers:
- name: rclone
# Use Alauda's patched volsync image. Version must exactly matc
h OperatorHub.
image: build-harbor.alauda.cn/acp/volsync:<OPERATOR_VERSION>
# Note: In ACP clusters, this image reference is automatically
rewritten
# to an internal registry address after Pod creation
# (for example: registry.alauda.cn:60070/acp/volsync:<OPERATOR_
VERSION>).
# This is expected behavior.
# Use “kubectl describe pod <pod-name>" to check effective Imag
e / ImagelID.
imagePullPolicy: IfNotPresent
# Override default entrypoint and directly invoke rclone inside
the image
command: ["rclone"]
args:
"sync"
- "source-minio:"
- "dest-ceph:"
- "--progress"
- "--create-empty-src-dirs"
- "--ignore-errors"

# --- Performance tuning flags ---
- "--transfers=32" # parallel file transfers
- "--checkers=64" # parallel checkers

- "--s3-chunk-size=64M" # large-object chunk size to reduce R
GW fragmentation

- "--fast-list" # use ListObjectsV2 to reduce API req
uests

- "--metadata" # synchronize object metadata

resources.:
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requests:
cpu: "2000m"
memory: "4Gi"
limits:
cpu: "4000m"
memory: "8Gi"
env:
- name: RCLONE_CONFIG
value: "/config/rclone.conf"
volumeMounts:
- name: config-volume
mountPath: /config
readonly: true
volumes:
- name: config-volume
secret:

secretName: volsync-rclone-config-secret

4. PATIMAE

rEX 1 : HliaeERD

1. QI IE4E 4y & F=[A] : kubectl create ns migration-ops
2. l'vF Secret : kubectl apply -f rclone-secret.yaml
3. B Job : kubectl apply -f rclone-job.yaml

4. WIEHE © kubectl -n migration-ops logs -f job/volsync-s3-sync-job

MEL 2 : BEFE L
AT AFEERSHIRMERNEIE  REES ISR,

1. Mf&Z B8 Job : kubectl -n migration-ops delete job volsync-s3-sync-job

2. EHHIEE Job : kubectl apply -f rclone-job.yaml
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HLHEE - BUAIEL T, Relone 813 EE#E Size 1 ModTime K FBTE &7 B 5. SHHAXE
HHIX PRI .

GrEe 3 : mA Yk

1. FIEE A : ENAEFELER Minl0 B |, skE B thE38rzs/Ingress [HIEEIRE.
2. TERE R BNE

o HHF&LET Job : kubectl -n migration-ops delete job volsync-s3-sync-job

o ¥ rclone-job.yaml : fERAYIFUE{THIE - "--ignore-errors" , 2RJGFE args
BN - "--checksum" . XEEA]RUBAHERKANER , FEERKINRALER
Size+Checksum (ZNERATA)

o —HMEW (MHF)  AEMURBNRIES ETag, YIHEAT , #EIE1T rclone check
source-minio: dest-ceph: --download --checksum (BXEXFEXFSHIITHETE I
WTE SHA256) , DUB/DE multipart/ETag 253 {2 KRR F.

o EHIF Job: kubectl apply -f rclone-job.yaml

3. BAEFHY)HE : £ Job Bt completed BHEFIXBERGE , ¥NFK S3 Endpoint FEHE
EHok Ceph RGW,

5. tfEHFE SRMEWN

NZN TS fRRITR

BHIZ21T kubectl describe pod
<pod-name> , BUFSKFRAERK] Image
(BAREES) M Imageld . KEKK
<OPERATOR_VERSION> , H#& LR
registry FRI&AAE

( imagePullSecrets ) ,

TRITFRGSG  3EF
TERRAARILES., ACP &8

ImagePullBackOff B3 build-
harbor.alauda.cn EEX}
NEB registry ik,

-fast-list STEBE/N * Pod NFIRBIIR T 8Gi+ , BEFFR
Pod OOMKilled MR Mt ENE TR --fast-list (XA AP IERKIEE
1, & ARaNE. KERHRE) .



403 Forbidden

dial tcp: lookup
"http: no such
host"

503 Service
Unavailable
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AW

BE#r Ceph A FIRE B
bucket AR,

Secret B EMETTCH ;
endpoint URL #/07 3|

=
To

T%IFAEE , SE Ceph
RGW EAEHIT K.

fRRTTR

& cephobjectStoreuser ECE , fff
{R capabilities HE7E bucket:

nmxn

YmtE Secret , 7754 endpoint URL [EF
K515, MRMEIEAER ¢ endpoint =
http://... .

[&{Kk Job args A --transfers ,
ERERM --bwlimit SRPRBUERT 7.
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0 Alauda Container Platform
Alauda Container Platform > 7#f#A%5: > TopolLVM A7z fi&

TopoLVM A {7 fig

4R

=

e

ok
AR A

BRAELTR

BAEER

W

wEEE
AR A i
A Ak
=5

AR


http://localhost:4173/container_platform/zh/
http://localhost:4173/container_platform/zh/
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SKHITERE

£ /A Velero &1tk & TopoLVM I\ ACP TopoLVM Athfzfig s ELE&KTES

[IE = Se PNE HIIE &A1
PR VR IERRI R BAELIR
BRAEDIR R 1 NREEEHTBHER RS

B 2 1 NEEFTBIFEEIEA

1535 3 : #k TopoLVM 2T R
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Q Alauda Container Platform Q

Alauda Container Platform > 7Ffi&Z&%c > TopoLVM Xithizfig > A

I

TopoLVM £—/%4 Kubernetes &1/ Container Storage Interface (CSI) 4 , 572 tS
VUBIER A E S SR,

FREHAAE:

o AH1EEIE : TopoLVM HiETEIE Kubernetes 5 i _EAH 745 & (20FE#AN SSD)
HAPLIZ SRR 768 | A BB BRI M E S HMERE.

o THTNEAN : TopoLVM BEBIRAI Kubernetes £ FFIFRTMNEM (AlanTR. FTHAKX) | RIE
Pod HISFRA B E Ba e N EcE IR —N m , F—H N IHRE.

o TNEEDEL : TopoLlVM HFaNSeIE . BEFMARFMEE RN, TEALTM , BER W
EHERERE.

e 5 Kubernetes R EE K : {E24 CSI #i4 , TopoLVM Jesé & Af, Kubernetes 724&51E API ,
{5 F3 PREME BT AR Kubernetes ‘RiEXTS (40 PersistentVolumeClaims) BIEESIEAHS
.

B, TopoLVM fi#iR T Kubernetes f Atz E L FahEE . BRZAFMNRAMBNED
FCREN AR FE# , NFESMREAFENN A (NBUREMZS) RIHHTESHER X
IFHIRERTTR.


http://localhost:4173/container_platform/zh/
http://localhost:4173/container_platform/zh/
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Q Alauda Container Platform Q

Alauda Container Platform > 7Ffi&Z%5: > TopoLVM AihizfiE > Tl

R

Local storage 2 —FH4REEE LIRS 25 A MR R TR |, IR B . S B S tEaem 4t
FEREEEN ., ETHEXMK TopolVM AX |, B ALK LVM ARSI A IZEERTFR ERHE
I

H=x

AR &RM
BRAELIR
¥R Alauda Container Platform Storage Essentials

MEHE

AR 51

o FHREMNESITRIMIRER Vm2 8, FREEK  BFETREPIT yun install -y

vm2 45,

o TEXTR AT &L Alauda Container Platform Storage Essentials 34,

183t Upload Packages ##l|_E{£ Alauda Container Platform Storage Essentials %3
@o

o THXNEFELEMEK Alauda Build of TopoLVM T34,

e J&IZ Upload Packages #/l.#]_E{% Alauda Build of TopoLVM T34,


http://localhost:4173/container_platform/zh/
http://localhost:4173/container_platform/zh/

23 - Alauda Container Platform
T X
oo
BAELIR

1) ZfZE Alauda Container Platform Storage Essentials

1. &% , 3t \ Administrator T3],
2. mify Marketplace > OperatorHub , 3 \ OperatorHub T,

3. k%! Alauda Container Platform Storage Essentials , &5 Install , 3 \ Install

Alauda Container Platform Storage Essentials TQ[f],

ALES¥X
S WEFICE
Channel B\ channel i stable .
Installation Cluster : &EHNTEMETEILH—1 Operator SLBIHITEIE
Mode MER |, RS FARK.
Installation
1%3¥ Recommended , Namespace {X3Z#F acp-storage.
Place
Upgrade Manual : 24 Operator Hub FHIRARS , FEFINHIAFEK
Strategy Operator BlEHThR s,

2 BPETFE

1. 3 )\ Administrator,
2. EEMES i S Storage Management > Local Storage.
3. miff Configure Now,

4. 7£ Install Operator [q) S A , =i Start Deployment,

« MHEBNBEE| T —4 , /N Operator FBE LN,
o AEPELM , BIRIERMIRNHERR , SA/Fai Clean Up FHEHEE

Operator,

5. 1f Create Cluster [ S TUH , HmIEE.



Select Node

Device Class

Device Type

Storage

Device

Snapshot
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iR

Z0F 1 RRENTR.

FNREXS N —HRBMERMERFER S | EDAREHRE M BUR
BE&FK, W hdd, ssd.

ISR 2RTY,

BN /dev/sda, EBZRME , ATE—RN,

BREXFAE PVCHRER |, FHERRBECENK PVC , STV S
ERRE &R SKE.

EHREGFMHE R BRRE | EEEFEEREE TN Operations
hiRHER.

FE  FAINEHR Y ETEER S ERZE Volume Snapshot Plugin,

o Rii M2 , WH B shPEERRERE AT,
o HRIERY , BRIBRERRENTFERIR,

6. 7£ Create Storage Class () S A , BLEHHRESH.

Name

Display Name

Device Class

File System

1iAA

FERTR , WINTELEIERENE—,

FETFRAETFERBFR , NFEEIERP R,

WRERE TopolVM FXFFEERFHR N LA , FMRELETN—A
EBHEFMEREERE. TR EKE , aJ{EAEE+F K Auto-
Allocated 1% £&Z¢.

- XFS 2 aMRe BESE RS |, BKAEHAT 110 ThE , XIFAX

AR IR AR B E £ .
-EXT4 2 Linux PR BENHRS , XH extent THEMAR , X


http://localhost:4173/container_platform/zh/configure/storage/functions/snapshot_con.html

Recycling
Policy

Access Mode

Allocation

Project

2% - Alauda Container Platform

Vi
FERSUFANE, XHARGAETE LEB , RASIFHFKR/INA 16

TiB,

FFRA LR [EIREE .
- Delete : MFIFAEFN | SBERIFAE BB,
- Retain : BMERFRAEFHEMILR | SPEMFRAEMARE.

ReadWriteOnce (RWO) : A[# BT R LU BHRIIER.

GSEIFFR B R AEE A T AU
FHEARDECNE , R AT HTER.

7. )il Next , SFRIFAIZTTH.
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Q Alauda Container Platform

Alauda Container Platform > 7fi&Z&%5c > TopoLVM &Kihizfg > #{Ef5ra

eSSl

I 4o S A
m]T ]

I

REEHE
AR e
=

AR


http://localhost:4173/container_platform/zh/
http://localhost:4173/container_platform/zh/

& E& & - Alauda Container Platform

Q Alauda Container Platform Q =

Alauda Container Platform > 7EfiEZ&%c > TopoLVM &ih7zfiE > #/EtEm > REEHE

REEH

TR RYRHBEERRIRY A , MFERT R L] AR RS AR & UMY RS,

EAMRMUSTERFHEREERE SETER | XEREERMFMET RLTRE (Device
Classes) , ERMWEIMLTERERAUE , HERFTHFENSMRE , RINEN AR ER
B H AN AR

Storage Node

Device Class SSD Device Class HDD Device Class ...

- - =

/dev/sda /dev/sda /dev/sda

-

/dev/sdb Jdev/sdN /dev/sdb /dev/sdN /dev/sdb /dev/sdN

B=x

| wmRs

RN E

AR 51


http://localhost:4173/container_platform/zh/
http://localhost:4173/container_platform/zh/

%% ETH - Alauda Container Platform

o BUERAMIFAEEREEN , WIRENRINT 1 MRHZE (deviceClasses.classes) , HIR &P A,
BRE,
o TREMWREDEFTE 1 MRE.

IR

LN BER,

2. EAEMSIA [ FFAEETE > AtArdk.
3. 1 VI A, Ry NI /.

4 AZRA TR BAECEME RS,

g i
FHET R Z0IE 1 MRENTR.

FMRELEIN—A R FHREFERN RS ) BUURIBREM RS E , 1
hdd. ssd,

5140 /dev/sda, BNRAB LML , ATRAEAN RN,
FEEE
AR FERRNARMER , MRS ENAX , BNESBEHE.

5. \ifr A,
EE  MREEISRERRRINEEMERA Unavailable , AJRAGRERITAFRIE,

6. VIIE| fFiERE ER , mth AINEHEEE.
7. RIEREIRRAINE
8. mir AN,



Wi 5455 _ Alauda Container Platform

0 Alauda Container Platform

Q

Alauda Container Platform > 7Ffi&Z&%5c > TopoLVM FKithizfg > #{Efsmm > LiEE5EZE

Ve os b i
m) 1T A=

A fF T T

FREMEREM TR ERCE RIEMEE | H TR BB AR,

=RV EAE S
itk RO E

Ao EIE A
REIEE
E =

=

R T Sz 4 s RE R LA IR 3R
17

%’a‘EDFﬁE‘]WﬁT“ﬁ%’éE%ﬂi@ﬁEﬁ ERFEEEANE , TRETEMEER.

ENEENHINAE N THRT


http://localhost:4173/container_platform/zh/
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s 545 Alauda Container Platform

FEBMAREARMAFEE ANMRELEIETER , AMEEWIT. I0PS MIER, XLEFEFRASKA 1%
BURRE B TH A TETH T RS REES. FoBEEXRENR R XETE
bR, ETEHE URWTILER YRTfFfEtERe | tREIRAEERDEL,

H‘]'

RERT

RTAMF R BEE AT RAS A AEFERIR , FAPEFAAMEERITOIMART R LA 2
BRATAAE  BRRE ERRSERIEE,

A, FEEAMFER FE SR T IREE BN KT ATE L. MR UGHES
DB EMEE RN =R, MRERXREERITRTERR , NABET R
ItEEL R & SR B AN AR,

H
(]

T

FARNET —EMANEERE. SRESF IR EEREN , SR EE.
FECENEERBBVES T F LNEETK , AEEHEFRRESMEEXETENEE

=BGl

THRELREB KR , NfRE4R O EIB MK, BAECHME. EiEsE A%
EAMERAR , REERNREHMERRESIESERE., AP ERAsgORmR
BARRRE., FTHEZEENEMRE , 525 N, [Creating Alert Policies] 3044,

RIEEE

o UTFEERMNBBRIREL A Alert B, B RNIAHIE. 5 M REHENERRD
RIEE. & LERREET RIS FE B E R & XA FER .

KER SRR S BREEA
B RRE Alert AT ARSFESIREIEE s {2,

TRALTF notready RZ , FJRER M IR TR S
REFRE Unknown

=,
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KB XF VAR RHRAA

WELARE Unavailable {F RS ATREAN B R | Sl ek,

o HE RENARKKNEZFTRELNRE , BMEFMEERHUAITREERA Healthy |

N Ry AT BT A R EFHRAE EARIE. AT RESIH T EBRANEHE X

HEEA aX

Critical FNFHEERRD , FHFERFTIBEIEEX , El&E.
Major S , ATRERNNF A NRERIE R W F5z1T.

Warning FEBENS , FERN TR %0 V51517,

FRair
HLFE TR T HADMAE LU RIS, FRAFHEERE :

o FHRERBAKNRE|THLRE 2
s BREFEREEERELIMMAE ? anA7ERFRESTAL: »

PRI

o BEAERENBREEHE  EESNIRZABEASE MR ? EEFRRESHRE ?
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0 Alauda Container Platform Q

Alauda Container Platform > 7Ffi&Z&%5c > TopoLVM &Kithizfi% > SKFHtEr

SKHTERE

£ /A Velero &1tk & TopoLVM I\ ACP TopoLVM Athfzfigh#sf ELE&KTES

[IE= e A& HIRE 5 A
PR VR IERRI R BAELIR
BAELIR R 1 NREEEHTBHER RS

R 2 1 NREIRTBREEREA

1535 3 : #k TopoLVM 2T R


http://localhost:4173/container_platform/zh/
http://localhost:4173/container_platform/zh/

{# [ Velero &) FIKE TopoLVM XX Z%E PVC - Alauda Container Platform

Q Alauda Container Platform Q =

Alauda Container Platform > 7Efi&Z%5c > TopoLVM &ihizfE > Kt > (£ Velero:

{£F Velero &3 11k & TopoLVM X {4 A%
PVC

Velero X#FXJ TopoLVM XA Persistent Volume Claims (PVCs) #11 Persistent Volumes
(PVs) #HTHRMMKE . HWRECEREITFEF.

AFEFE 15X TopoLlVM XA 5eH PVC,

B=x

B M

BRI

BAEDTR

15 RERHEE

%25 pITHRH
%

F35 WESEE

N\

N\

A 2

1. i Marketplace/Cluster Plugins 3 “Alauda Container Platform Data Backup for

Velero”,

2. 5 Velero i BackupStoragelLocation ELE—IER S3 WI7EME. AJ{EHRFEIZHH Ceph
gk MinlO Y5774,


http://localhost:4173/container_platform/zh/
http://localhost:4173/container_platform/zh/

{# [ Velero &) FIKE TopoLVM XX Z%E PVC - Alauda Container Platform

SR

1. S3 WA B BHIFIR T EAFEERERFNETE PV $UE.
2. RER , iy FRECEF A MIIF TR PVC HERE.

BRAELDIR

F1H  RERNHCE

1. HIRCHERITRE S3 HFHE.
2. BN\ B R > KHEE > 2O 5KE > FHBE.
3. AN RN TR SR CE.

F2L5: PITEH

1. AFBEZ PVC FIXELK Pod FTHRES -
Velero FE—™ Pod SRR E A%t PVC, % Pod #%k PVC , {it Velero S A¥E ; 20R
%A Pod , PVC &f&%F Pending K. NTERVA , BILEENA , ¥ PVC #H33—
MR ELR Pod (620 Nginx) EFHTEMBIKE , WETTREBRE RN BEE.

kubectl label pvc -n <namespace> <pvc-name> velero-backup=true

kubectl label pod -n <namespace> <pod-name> velero-backup=true

2. N\ B ERE | SIEHNED
o E#F %15 Kubernetes &iF1 PVC ¥iE%.

o ERASFREMHEIENGETE,
o BUATMEERERD :



{#F3 Velero £13F11Mk & TopoLVM STHZSE PVC - Alauda Container Platform

apiVersion: velero.io/vil
kind: Schedule
metadata:
name: <backup-name>
namespace: cpaas-system
annotations:
cpaas.io/description: ''
spec:
template:
includedNamespaces:
- <namespace>

includedResources:

T %1

labelSelector:
matchLabels:

"true'

[l
[l

velero-backup:
exc ludedNamespaces:

excludedResources:

defaultVolumesToFsBackup: true

storageLocation: default

ttl: 720h

schedule:

skipImmediately: false
status:

phase: Enabled

'@every 876000h'

3. #MTTAUR , Wik S3 T HEEE (5120 MinlO)

mc ls <minio-alias>/<bucket-name>/<backup-path>/<namespace>/

B

00:
09:
09:
09:
09:

18:
04:
04:
04:
04:

33
56
56
56
56

[2025-03-14
[2025-03-14
[2025-03-14
[2025-03-14
[2025-03-14

CST]
CST]
CST]
CST]
CST]

Yivaw

FBI3IL  EEH

155B STANDARD config

0B data/
0B index/
0B keys/
OB snapshots/



{8 Velero &AFKE TopoLVM 3L FRZE PVC - Alauda Container Platform
1. EEERT , BCESEMINHEEIK S3 1 , Velero BIGINE A &M,
2. N #HERE , CRERELES
o ERFEWRENGETIE.,
o ESREET , MAFTE , ¥RGETEMRFEIEiran 4TI,

3. BUTIR S #21E.
4. KB TERSE , BE

o PVC EMRSREH .
o PVC N ¥R B AT i(A).
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Q Alauda Container Platform Q =

Alauda Container Platform > 7Efi&Z%5: > TopoLVM &ih7zfiE > SCHEtEEs > M ACP Topc

M ACP TopoLVM F{F g & . )&
KEHTT =

AN R BIRGIERGE . WRERPBIRRERESH , LIRS ACP TopoLVM Az
T T AET .

RIBHIETORE , AXREL TR
o NERHFEHAFTBHE— HAHRE
o NIRFEBFRFBHE— B"ELEA

o #[F—~ TopoLVM 77T =

| Rmes
o ANAFHRESBELEIEMRE PVC, PV PAX logicalvolumes.topolvm.cybozu.com Z7F
fawis. e SR REFHRBIERE TAKRE |, BIga&mEdE.

o BEFNEMIACIEMIRRIBAMER . RELESART R , HFARKIN TIERRTHAPIN R &
H.

B=x

A&
W IERRI R
HR 1 NRBEEHETRHEH RS


http://localhost:4173/container_platform/zh/
http://localhost:4173/container_platform/zh/

M ACP TopoLVM A7 iR iRt . 1R #&2$% 45T = - Alauda Container Platform

B FHs
B SRAF
RERZLEHELNITKE
BRAUEDIR
% 1 4 : {21k topolvm-operator
%28 BRI LVM 2155
% 3 EREEINK PVC ¥ PV
%45 FILERZEIN PVC I {EREL
%65 5 : BERZRNEA Kubernetes 77Ai# IR

% 6 % BN LVM ZiEE
7% 0 M LVM BATHIRREAYIES
% 8 &5 : EH1 TopolvmCluster &R
% 9 4 : EH1 lvmdconfig ConfigMap
% 10 # : j33h topolvm-operator
% 115 KUFSARBZCHG
B3R 2 NRBEEPBRREREH

RFHR

B SRAF

KERELXEHARESTE2HIN

BRUEDIR
% 1 4 : {21k topolvm-operator
%248 BRI PVC # PV
%38 FILERZEIN PVC M IIEREL
%45 BEZRNK Kubernetes 77 5 IR
% 5 & : EH TopolvmCluster &R
% 6 & : EH lvmdconfig ConfigMap
%5 7 3 : J23) topolvm-operator

%8 5 MUFR&BEBHACDHR
155 3 : #lk TopoLVM fE T R
R
k2355

BRIEDIR



B oW W W B W
» (63} B w N [
G % & & % W

R
\'
NG

Yo

H
o
No

7N
AVE

device class

device-class volume group

volume group device

w7 e/
-7

: MR

: ¥ TopolvmCluster &R

M ACP TopoLVM A7z iR SR A . W& 2EHHTI & - Alauda Container Platform

: {=1E topolvm-operator
: Bk
FIEE AR PVC M TR

MR Kubernetes fZi& &R

Slad PVC #1 PV

: B ¥ lvmdconfig ConfigMap
: J23h topolvm-operator

: BT REBIR

A

AR R ER— N EZ MR & EGAARRZEFHE,

Ve IERARIZ R

AT RYINE AT AR,

&

T R AT

HBERE

xR 1: NixRBES
APBIFEHARE

REVERIER

BFr LvM %48 {©
FHEARRA,

R 2 NREEDH
frix&REA

R VB

HAr LM %4 B
ESATIRA , BT R
{HRER.

TRER— L B4, FRET R EREFNFEEIR.

TREN—DHE. £ LM RSy,

5 3 : #l% TopoLVM
FET R

TRATWRE |, SERE
7K Z M TopolvmCluster
FREFRLT R

TREHEIBERERE
PR —FHBIE,



M ACP TopoLVM A7z iR SR A . W& 2EHHTI & - Alauda Container Platform

R 1: NRERE R 2 1 NRERTH = 3 @ #M% TopoLVM

AP IREERE fRR & 2EEA FEETT
T M%iﬂ*fﬁﬁﬁ—/l\ MT%E@ B R SR — PN TOPT:/mCIuster %
C1E 2T e MERLEA, FREEATT R
[SrE= el e gp e B S{RE REBH IR
Japa— RET RANRE RBNR , BRREBE NMREBT R AH MR

B4, PRREIREA. #HXREAH.

B 1 NREREGHPBIREHRS

A=

. MEERBAKRTLHR  BBAP—AHS N SAREEEBEBIRN , EFRES
.

HIIR 5 AF

o BT mAnfEEEF E VAR,
o BMREZEM Provision Type A Thick .

. BRRELBARELRIN , BAPESTE—MEFOBAEE.
KERELSHRBDARE
RS EBITIA T 04 -

vgs <vg-name>

2
e <vg-name> : B#R LVM HHLFR,

AmSREEERL , SURRED PV BRREBAMNGFE , MREXEHRT2HIN | A4
BPITARRIEL IR,
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Bl

WARNING: Couldn't find device with uuid VJes6j-2a8V-8Cxf-eW84-yEJK-K24A-y
Bc9OD.

WARNING: VG hdd-2ab8f0a2-7d1d-42d7-ba6b-da94c6185c33 is missing PV VJes6]j
-2a8V-8Cxf-eW84-yEJK-K24A-yBc90D (last written to /dev/vdb).

WARNING: Couldn't find all devices for LV hdd-2ab8f®a2-7d1d-42d7-ba6b-da9

4c6185c33/b6b331f0-5242-420f-a531-df90628bef80 while checking used and as
sumed devices.

BAELIR

Yavixd

% 15 : {Z1F topolvm-operator

1£ control-plane T RBUTA T 54 |, BhlEIREIZF2F operator SHATERIFAAD

kubectl -n nativestor-system scale --replicas 0 deployment topolvm-op
erator

24 BEREEIEN LVM 216
EEARTARITU TGS , BRERURUA0EES

lvs -a -0 +devices <vg-name> | egrep "<path-to-disks>|unknown device"
| awk '{print $1}'

W

-

e <vg-name> : H#r LVM HHZFR,

o <path-to-disks> : WIS ARFIER , A0 /dev/vdb , BRSNS , B |
.

Bilzn
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lvs -a -0 +devices hdd-2ab8f0a2-7d1d-42d7-ba6b-da94c6185¢c33 2>/dev/nu
1l | egrep "/dev/vdb|unknown" | awk '{print $1}'

B

b6b331f0-5242-420T-a531-df90628bef80

% 3 & B PVC fl PV

1£ control-plane T R PITA T 64 |, 1RIEZ 1S B FREHIILHN PV 1 PVC :

kubectl get pv -0 json | jq -r --arg HANDLE <lv-name> '
Jitems[]
| select(.spec.csi.volumeHandle == $HANDLE)
| [.metadata.name, .spec.claimRef.namespace, .spec.claimRef.name]
| @tsv

S
e <lv-name> : S2ZlEfk] LVM ZEEHELFR.

IRBigE

pvc-ellf6cl18-0el5-4c70-9a24-e7136fabfb2f demo-space pvc-topolvm

HiteER

e & 1%8 PersistentVolume Z#FF.
o % 2%/ PersistentVolumeClaim €54 =8,

e & 3% PersistentVolumeClaim Z#K.

% 4% ZIHFRASE PVC etz

AR ZIaK) PVC ja , FILEREMNRTERE , RATAEMEX Pod BF1E , /R4
BAE.
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# : BRI Kubernetes 7746 %R

£ control-plane 7 R HITA T 64

kubectl delete pvc -n <pvc-namespace> <pvc-name>
kubectl delete pv <pv-name>

kubectl delete logicalvolumes.topolvm.cybozu.com <logicalvolume-name>

SH

e <pvc-namespace> : Szl PVC 54 TNE].
e <pvc-name> : %5lE PVC HZHKR.
e <pv-name> : XM PV KIL&FR.

e <logicalvolume-name> : TopoLVM 1logicalvolumes.topolvm.cybozu.com &R

ZHFR, 5 <pv-name> #H[E].
HEWERAEZNRIR , RS RXARE—Mkx.

HERRTUEEE W , AJRIEFZERM --force .
%6 & IHIHEKEBH LVM Zi5E

EENRTRIITUATES , KERRNBZIEEKE

lvs -a -0 +devices <vg-name> 2>/dev/null | egrep "<path-to-disks>|unk
nown device" | awk '{print $1}'

e <vg-name> : B#r LVM HHLZFR.

o <path-to-disks> : IERMSAREHER , A /dev/vdb , ELECZ M , B |
N

FHahEHd  B—HIRKELZES

lvremove <vg-name>/<lv-name>
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2%

<vg-name> : B#¥r LVM HLHLZFR.

<lv-name> : ERERHEES LB FR.

MBEFE , AR --force ,

5% 74 M\ LVM BAETBRRREOYIES

HERBTRIITUAT a4

vgreduce --removemissing <vg-name>

¥

<vg-name> : B#¥r LVM HLHZFR.
MBEFE , AR’ --force ,

~x

% 8 4 : EHT TopolvmCluster &R

1t control-plane TTRHITA T4 -

kubectl -n nativestor-system edit topolvmclusters.topolvm.cybozu.com
topolvm

EYwiE2s , NBERT R devices FIRFEIFHIESERE. H20 , A nodeName:
192.168.133.50 MIECEF & /dev/vdb .

ZH
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spec:
storage:
deviceClasses:
- classes:

- className: hdd
default: true
devices:

- name: /dev/vdb
type: disk

- name: /dev/vdc
type: disk

volumeGroup: hdd-2ab8f0a2-7d1d-42d7-ba6b-da94c6185c33
nodeName: 192.168.133.50
Zka:
spec:
storage:
deviceClasses:

- classes:
- className: hdd
default: true
devices:
- name: /dev/vdc
type: disk
volumeGroup: hdd-2ab8f0a2-7d1id-42d7-ba6b-da94c6185c33
nodeName: 192.168.133.50

% 9 & : = #7 Ivmdconfig ConfigMap

1£ control-plane TTRPITA T4 -

kubectl -n nativestor-system edit configmaps lvmdconfig-<node-name>

e <node-name> : BARTD RL&FR.
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EYwiB2sH , M status.json FREFHESBRZERE. Fa0, Bk /dev/vdb K

deviceStates %H.

ZH

status.json: '{"node":"192.168.133.50", "phase":"","failClasses":[],"s
uccessClasses":[{"className":"hdd", "vgName":"hdd-2ab8f0a2-7d1d-42d7-b
abb-da94c6185c33", "state":"Ready", "message" :"create successful", "devi
ceStates":[{"name":"/dev/vdb", "state":"Online"}, {"name":"/dev/vdc","s
tate":"Online"}]1}], " loops":[], "raids":[]}'

A=

status.json: '{"node":"192.168.133.50", "phase":"","failClasses":[],"s
uccessClasses":[{"className":"hdd", "vgName":'"hdd-2ab8f@a2-7d1d-42d7-b
a6b-da94c6185c33", "state":"Ready", "message":"create successful", "devi
ceStates":[{"name":"/dev/vdc", "state":"Online"}]}], "loops":[], "raid

s":[1}"
% 10 & : [33) topolvm-operator
1t control-plane TTRHITA T4 -

kubectl -n nativestor-system scale --replicas 1 deployment topolvm-op

erator

%11 4 BIFHAEERE OB

1t control-plane TTRHITA T4 -

kubectl -n nativestor-system get topolvmclusters.topolvm.cybozu.com t
opolvm -0 jsonpath="{.status.nodeStorageState}" | jq

I ABMT R devicestates PAFBHIMEBHRHEHRE.



M ACP TopoLVM A7z iR SR A . W& 2EHHTI & - Alauda Container Platform

B 2 NR&ERPIBRREREH

A=

o YR EMERFEREATLTIN , WA VBT BHRANESHREREIN | ERREDIER.

AR 5

o BART RIDESEF B,
o BRREBELRSHDTLHIR.
o BIREMXEXREAR  TREZDEREREFT—MREELEA.

KERELXEHARTTETN
R ARRTAT A4

vgs
FHWMEPAFHINER L 48 , WREEESHDT2EIN , TREDITRIREDIR.

STyt
| ==

KIGFEHHRET R EMBENREEEA  MIBRAEATRANEAHARE.

BAELIR

s

% 15 : {Z1L topolvm-operator

1t control-plane TTRHITA T4 -

kubectl -n nativestor-system scale --replicas 0 deployment topolvm-op
erator
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% 2 1 BB PVC Fl PV

£ control-plane FT RPUTA T @4 , BB AT R LIEEFHEEKEXK PV, PVC &
logicalvolumes.topolvm.cybozu.com &R :

kubectl get pv -0 json | jgq -r --arg NODE <node-name> --arg SC <stora
geclass-name> '

.items[]

| select(.spec.nodeAffinity.required.nodeSelectorTerms[]?.matchExpr
essions[]? | select(.key=="topology.topolvm.cybozu.com/node")
es[]? == $NODE)
| select(.spec.storageClassName
| [.metadata.name,
| @tsv

== $SC)

.spec.claimRef.namespace, .spec.claimRef.name]

S :

<node-name> : B#HRTI REZFR.
[ ]

<storageclass-name> : BARNREREHERIKNGFMERIR. FERZNFME 5
DAPITEM,

Bl

pvc-ellf6cl18-0el5-4c70-9a24-e7136Ffabfb2f

demo-space pvc-topolvm

iR

o & 13X Persistentvolume #F1 logicalvolumes.topolvm.cybozu.com &JE%Z
ﬂ\a

e 2 3%k PersistentVolumeClaim MEp4 T [A]FLZFR.

FHEREREHRKZ N FHEE BN FREEIPITERNRGEIFELIR.

5 3 5 FILERX R PVC B T {ETzEk

AR IR PVC Ja , FILERACNNIIERE , WRTAMEX Pod BfF1E , SA/R4kE
BaE,

| .valu
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£ 45 BR=ZIaM Kubernetes 771 %R

£ control-plane 7 R HITA T 64

kubectl delete pvc -n <pvc-namespace> <pvc-name>
kubectl delete pv <pv-name>

kubectl delete logicalvolumes.topolvm.cybozu.com <logicalvolume-name>

e <pvc-namespace> : Szl PVC 5 4 TNE].
e <pvc-name> : %5lE PVC HZ KR,
e <pv-name> : X PV KIZFR.

e <logicalvolume-name> : TopoLVM 1logicalvolumes.topolvm.cybozu.com &R

&%, 5 <pv-name> AH[E.
HEREROELZNRIR , R < RE—Mk.

HERRTUEEE W , AJRIEFZERM --force .

%5 5 35 : 1 TopolvmCluster &}

1£ control-plane 7 RBUTIA T4

kubectl -n nativestor-system edit topolvmclusters.topolvm.cybozu.com
topolvm

EmESRT  NERT REEFTBHRIREIEH. K0, £ nodeName:
192.168.140.13 HIECES , % className: hdd KRIEKXELM volumeGroup #0
devices ACLHE.

ZHI:
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spec:
storage:
deviceClasses:
- classes:

- className: ssd
default: true
devices:

- name: /dev/vdc
type: disk

volumeGroup: ssd-4a8737fc-48d3-4c61-882d-0a5bcc6f77al

- className: hdd
devices:

- name: /dev/vdb
type: disk
volumeGroup: hdd-97dc00f3-1df6-4f64-8ddc-7b0Ob6c5d6de5s
nodeName: 192.168.140.13
Zka:
spec:
storage:
deviceClasses:

- classes:
- className: ssd
default: true
devices:
- nhame: /dev/vdc
type: disk
volumeGroup: ssd-4a8737fc-48d3-4c61-882d-0a5bcc6f77al
nodeName: 192.168.140.13

FHIEIRE className HREBEEHF default: true , BIEE B —IMRIKHKIEAZHA

%,

% 6 & : EH lvmdconfig ConfigMap

1£ control-plane T RPITIA T4 :

kubectl -n nativestor-system edit configmaps lvmdconfig-<node-name>
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e <node-name> : BHD RAFR.

EERT , N lvnd.yaml 1 status.json FREHENNYBEIMRSEESHNEE. 4
W, #%F& className: hdd HIAECE.

ZH

lvmd.yaml: |
socket-name: /run/topolvm/1lvmd.sock
device-classes:
- name: ssd
volume-group: ssd-4a8737fc-48d3-4c61-882d-0a5bcc6f77al
default: true
type: thick
- name: hdd
volume-group: hdd-97dc00f3-1df6-4f64-8ddc-7b0b6c5d6de5
default: false
type: thick
status.json: '{"node":"192.168.140.13", "phase":"","failClasses":[],"s
uccessClasses":[{"className":"hdd", "vgName" :"hdd-97dc00f3-1df6-4f64-8
ddc-7b0b6c5d6de5", "state": "Ready", "message" :"create successful", "devi
ceStates":[{"name":"/dev/vdb", "state":"Online"}]}, {"className":"ss
d", "vgName":"ssd-4a8737fc-48d3-4c61-882d-0a5bcc6f77al", "state": "Read
y", "message" :"create successful", "deviceStates":[{"name":"/dev/vd
c","state":"Online"}]}], "loops":[],"raids":[]}"

Zha:
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lvmd.yaml: |
socket-name: /run/topolvm/1lvmd.sock
device-classes:
- name: ssd
volume-group: ssd-4a8737fc-48d3-4c61-882d-0abbcc6f77al
default: true
type: thick
status.json: '{"node":"192.168.140.13", "phase":"","failClasses":[],"s
uccessClasses":[{"className":"ssd", "vgName":"ssd-4a8737fc-48d3-4c61-8
82d-0a5bcc6f77al", "state":"Ready", "message" :"create successful", "devi

ceStates":[{"name":"/dev/vdc", "state":"Online"}]}], "loops":[], "raid

s": 13"
EWFEIEH className ZKEBEEF default: true , BHEEF—NRIKHKZIEAZIA
K
Ko

~x

% 7 & . j33h topolvm-operator

1t control-plane TTRHITA T4 -

kubectl -n nativestor-system scale --replicas 1 deployment topolvm-op
erator

% 8% MIEREREHEKIR

1t control-plane TTRHITA T4 -

kubectl -n nativestor-system get topolvmclusters.topolvm.cybozu.com t

opolvm -0 jsonpath="{.status.nodeStorageState}" | jq

FIAB T RABERESHIEEXREH , ARREEXEGHRTILEE.

= 3 : % TopoLVM 1Z&T

RFH=
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o BARTARTRE , BERTEKAM TopolvmCluster RFSFLT .

G234

o WRENMREBIRT R LAEMRELESEA.
o FREHFTRAMEN TEABCFELIEBERAMTR.
o BIREATRE , RIRT RIOBERIITE LIEREK.

BRAEDIR

s

% 1 4 : {21k topolvm-operator

1£ control-plane T SHITUA T4 -

kubectl -n nativestor-system scale --replicas 0 deployment topolvm-op

erator

%24 BEHREHIEK PVC 1 PV

£ control-plane T RPITIA T @4 , BEIXSEHFTRXEKH PV, PVC &

logicalvolumes.topolvm.cybozu.com & :

kubectl get pv -o json | jg -r --arg NODE <node-name> '

.items[]

| select(.spec.nodeAffinity.required.nodeSelectorTerms[]?.matchExpr
essions[]? | select(.key=="topology.topolvm.cybozu.com/node") | .valu
es[]? == $NODE)

| [.metadata.name, .spec.claimRef.namespace, .spec.claimRef.name]

| @tsv

W

-

e <node-name> :E*ﬁqﬁﬁﬁ%o

5 345 (FIEEAR IR PVC TRz
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HOASIOM PVC J5 , ILEATIM TR , MIRFTEMX Pod BfELL , ARMSE
$R4E.

£ 45 &S 0Hf Kubernetes 77487 IR

f£ control-plane TT P TA T 454

kubectl delete pvc -n <pvc-namespace> <pvc-name>
kubectl delete pv <pv-name>

kubectl delete logicalvolumes.topolvm.cybozu.com <logicalvolume-name>

e <pvc-namespace> : Szl PVC 54 TNE].
e <pvc-name> : Szl PVC & FR.

e <pv-name> : XN PV KIL&FR.

<logicalvolume-name> : TopoLVM 1logicalvolumes.topolvm.cybozu.com IR

&%, 5 <pv-name> AH[E.
HEWERAEZNRIR , RS RXARE—Mkx.

HERIRTUEEE B , AJRIEFZERM --force .

%5 5 35 : 1 TopolvmCluster &}

1£ control-plane 7 RBUTIA T4

kubectl -n nativestor-system edit topolvmclusters.topolvm.cybozu.com
topolvm

gz , BEREART RN ENECESR. F120 , Bk nodeName: 192.168.140.13 [
AoERR,

ZH
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spec:
storage:
deviceClasses:
- classes:
- className: hdd
default: true
devices:
- name: /dev/vdc
type: disk
volumeGroup: hdd-2ab8f0a2-7d1d-42d7-ba6b-da94c6185c33
nodeName: 192.168.133.50
- classes:
- className: ssd
default: true
devices:
- name: /dev/vdc
type: disk
volumeGroup: ssd-4a8737fc-48d3-4c61-882d-0a5bcc6f77al
- className: hdd
devices:
- name: /dev/vdb
type: disk
volumeGroup: hdd-97dc00f3-1df6-4f64-8ddc-7b0b6c5d6de5
nodeName: 192.168.140.13
ZE:
spec:
storage:
deviceClasses:

- classes:

- className: hdd
default: true
devices:

- name: /dev/vdc
type: disk
volumeGroup: hdd-2ab8f0a2-7d1d-42d7-ba6b-da94c6185c33
nodeName: 192.168.133.50

% 6 & : EH1 lvmdconfig ConfigMap
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1£ control-plane TTRPITA T4 -

kubectl -n nativestor-system edit configmaps lvmdconfig-<node-name>

2%
e <node-name> :Eﬁiqﬁ,ﬁz%o

EREZSRT , BREA lvmd.yaml F status.json Fp4Y , NMRBEAEHBET RH
ACETCRA.

% 7 4 : j33h topolvm-operator

1t control-plane TTRPITA T 44 -

kubectl -n nativestor-system scale --replicas 1 deployment topolvm-op
erator

% 81 WIFD R e
1€ control-plane W R PUTA T4 :

kubectl -n nativestor-system get topolvmclusters.topolvm.cybozu.com t

opolvm -0 jsonpath="{.status.nodeStorageState}" | jq

M A status.nodeStorageState HABLHILERT AR , Hl20 192.168.140.13 AH
IR,
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Q Alauda Container Platform Q

Alauda Container Platform > 7fiEZ%5: > TopoLVM &ih7zfE > SKHBiER > BCELHZH

W= Bt e

L&m LVM ZREE AR , XHERGSRBEIREAMEIRENYIES L, EaTRUEE e &
T2 ARERITHIIRE NIRRT, X TRARKIFEEHRE , XU S%3UE 110 1

K,

F BT DA A IO EUE S ATUE S E KBRS RIGRMRE. (FRAKWH , 1O AR T3
17, EELEBERT , SEN— RS |, et L ELMRTT.

TopoLVM J&Jd7#E StorageClass H$ERE lvcreate-option-class SRESRIIX—rmM.

Bsx

A&
BIELSTR
{FFHEAM Llvcreate-option-class

I B E X Ivcreate-option-class (AJi%E)

AU 51

o WERIIINELN TR EBEEDIHMERE,

BRIEDIR


http://localhost:4173/container_platform/zh/
http://localhost:4173/container_platform/zh/
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1) {FAZIAK Lvcreate-option-class

LN BH A,

2. EEMMAE , RIKSFN FAEEE > 72,
3. mifi PIEETFAE,

4. WeHE BAFHE.

5. 1% TopoLVM , Afa i T—.

6. FLE AT RS 3.

7. YI#%E) YAML f1& FF7500 topolvm.io/lvcreate-option-class &% :

parameters:
topolvm.io/lvcreate-option-class: striped-default

NOTE

striped-default £ Alauda Container Platform PNE ] Ivcreate-option-class, 24

TopoLVM CSI iz @2 e 5 , ©4B3ME Ivereate a5 B0 --stripes=2 M --

stripesize=64 ,

2 BIEBEEN Ivcreate-option-class (1]1%)

AMRWE K striped-default ZEREEHEERIFK , LRIAUE X BE XK
LVCreateOptionClass :
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cat << EOF | kubectl apply -f -
apiVersion: topolvm.cybozu.com/v2
kind: LVCreateOption
metadata:
name: custom
namespace: nativestor-system
spec:
options:
- name: striped-custom
type: striped
options:
- --stripes=3
- --stripesize=64
EOF

ZIBEBE T —/N4 4 striped-custom B € X LVCreateOptionClass , Bf 3 &5t M
64 KiB &K/, MAfE , &I ATE StorageClass Fi@id topolvm.io/lvcreate-

option-class: striped-custom 3|FHE.
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