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R
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BEREHEAIT, , FFEENK RESRS 2T A Cluster Notification 148,

£/ violet ¥ iHHFHXEIFEE

{$ /8 violet ¥ R ERRZF A Cluster Notification #HEHEXEIF 4 :

violet push aiops-notification-business.ALL.vX.X.x.tgz \
--platform-address https://<platform-address>/ \
--platform-token "<platform_token>"

NTIEAZERER , BIXLSER --platform-token , MARRAFAFER, Identity
Provider (IdP) P/ MEAFEA LS., BRITBSHIIEER , §5 W Upload Packages,

BT Web 1% & &K
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apiVersion: cluster.alauda.io/vilalphail
kind: ModuleInfo
metadata:
annotations:
cpaas.io/display-name: aiops-notification-business

cpaas.io/module-name: '{"en": "Alauda Container Platform Cluster Noti
fication",
"zh": "Alauda Container Platform Cluster Notification"}'
labels:

cpaas.io/cluster-name: <cluster-name>

cpaas.io/module-name: aiops-notification-business
cpaas.io/module-type: plugin
cpaas.io/product: Platform-Center
name: aiops-notification-<cluster-name>
spec:
version: v1.0.0

BiE Email RS

W RRE  MANBEETENRE. ARSEFIHEMARN YAMLBCE, SRiEFE
BASHHRRERT.

Email Server it &



S FHBAN - Alauda Container Platform

apiVersion: vi
kind: Secret
metadata:
annotations:
labels:
cpaas.io/notification.server.category: Email
cpaas.io/notification.server.type: Email
name: platform-email-server
namespace: cpaas-system
type: NotificationServer
data:
displayNameEn: RWlhaww=
displayNamezZh: 6YKu5Lu2
from: dGVzdEBleGFtcGx1lLmNvbQo=
host: bWFpbC51eGFtcGx1LmNvbQo=
insecureSkipVerify: dHJ1ZQ==
password: MTIzNDU2Cg==
port: NDY1
sslEnabled: dHJ1zZQ==
username: dGVzdEBleGFtcGxlLmNvbQo=

F R

FE WA

displayNameEn EXWIRE TR

displayNamezh hCBREFR

from KR NBRGEHOIE (620 , test@example.com )
host Email BREHHE (4120 , mail.example.com)
port Email fR%im0

username BEHENRF%

password oAt N

sslEnabled 2 SSL (true/false)
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FEE WiEA
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Q Alauda Container Platform Q

Alauda Container Platform > B > Wi > A48
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EISR AT IIMERR NI IS, HE . MEMNEREETRERHEMRME., TP TR
ACP Monitoring with Prometheus g ACP Monitoring with VictoriaMetrics,

TREREWAAE  FEER WIS | FEEREARORIIL. AR
EABRIOE.

Perses W51V RB EEZLMSMY dashboard B4, U{/RFEZETE Operations Center > Monitor >
Dashboards (Perses) F& % . AlEakiT# dashboard B |, & ZedE X Lb4A ¢,

FF a2 Bl

I INFO

F Lt Monitoring LA HFRIFIERER S . FNEWETIRGEEERENFEER infra T e L.
Prometheus #0 VictoriaMetrics ZFXZ 35 B nodeSelector A tolerations I®EH. AERMR
IEEHE=RAEMEEES infra |, TR ER ST |, FAFETES BN AL,

BRAK infra TREFES , BS N E8T AL,

IR AR Z BT, BRERINE AT &4

o CBIY WA TR R T EERN S ITA S
o 1f workload cluster FLEERS |, #fifR global EEFA]PAIAIA) workload cluster f{] 11780 i
H.

o MREEXNLITHIREF storage classes 3 persistent volume 72§ , 512 BIE Storage
DREMN TR,

%4t Perses Dashboard 214+

Perses Y% dashboard &K ¥\ T4A4E -

Component Installation location Purpose

Alauda Container {X global £ >4 Perses dashboards $£{&
Platform Dashboard X¥F RBAC pFsra Ak
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Component Installation location Purpose
Essentials %,
Alauda Contai global &EFZ{TMHE—K Perses 3213t Perses dashboard f§
auda Container s .

server 3245, workload cluster IRER Ui, 1B, YmiEDIKR
Platform Dashboard . n
for P % operator P32 PersesDashboard PersesDashboard ‘& JREIH
or Perses

CRD , B4 Perses kK., BETT,

Perses server #1 observe-api {Nff global &FFAE. YREEHESFEE—
workload cluster B} , 5% & {1&¥% Perses server i5KIEEHZE] global &Ff. FT%EK
workload cluster RE{F AN ERERFEFRF] PersesDashboard &jR. observe-api £FE&
HEWIERIEHIHIT RBAC,

BRI IR S L -

1. £ global &£ Ef+ZL% Alauda Container Platform Dashboard Essentials.

2.7 global EHFEIE—1 observearl I, RATRA{EFLAHF] Create 3Eak
OperatorHub A\ , ] ANV AN CR :

apiVersion: observe.alauda.io/vlalphal
kind: ObserveAPI
metadata:

name: observe-api

namespace: cpaas-system
spec: {}

IOUE observe-api Deployment IE#E1Z1T.
3.7 global £EfH %3 Alauda Container Platform Dashboard for Perses,

4. 7F global HEHFRIEME—K) rPerses B, RATRUFEFLAHH Create $1Eak
OperatorHub A , A PAV AT CR :
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apiVersion: perses.dev/vilalpha2
kind: Perses
metadata:
name: cpaas-perses
namespace: cpaas-system
annotations:
perses.dev/ingress.enabled: "true"
spec:
replicas: 2
containerPort: 8080
storage:
emptyDir: {}
config:
frontend:

disable: true

IWE cpaas-perses Deployment IEf£151T.

5. W TFENHFEEEFNLIE Perses dashboards ] workload cluster , &3 Alauda
Container Platform Dashboard for Perses , D\M{E/EZ&E IRt PersesDashboard
CRD, /A~ workload cluster 2413 pPerses 3241,

6. ¥:%I] Operations Center > Monitor > Dashboards (Perses) , 3 ¥F fTiEsk B 2 A/ A
&% dashboard %13k,

MR FMELE R Rk Z I Alauda Container Platform Dashboard for Perses , Perses
dashboard WA4 B/R&EF5r , MAE dashboard F13k.

Perses dashboard 2B#4+5 AT B I A +ahrszfé , 20 VictoriaMetrics 2k Prometheus, 1]
NEBI AL FEPR 7 fEER tenant,

4% operator {X&% 4k controller 1 CRD, {RIMASEHE global SEFFFAIEMNK
ObserveAPI F1 Perses SRl , RaALBENKFRE] observe-api Fl Perses server T{&
k.

ACP Monitoring with Prometheus

WA &K
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1. SfinZ| App Store Management > Cluster Plugins 3% B R,
2. %% ACP Monitoring with Prometheus ff{43F i Install,
3.EEMTSH :

1ZEHl B 2R BRRE NNTRER., ARAIEEFTRIFEERE , 2 AATHH YAML
2%,

Parameter Description

Y HE=FECE : Small Scale, Medium Scale [ Large Scale :
- BAEETFE#ENENERE

- PRAT RARAE SKIR & BERIAR 4% 28 B iE L ACHT

- BIAELSETFARAERH ; STEEESE , @ERBENRE

Scale Configuration

- LocalVolume : AMtifFfit , BiRFMEIEE T AL
- StorageClass : {¥F storage class B4 BIFR &
-PV : FHIEHAE

EE  RERTAEYFMEICE

Storage Type

WE WZAM pod BE

Replica Count .
JEE : Prometheus {SZHFFET RH

Advanced
AIPEXE , BTaH&EAES .

Configuration

B /~1E Advanced Configuration &, >4 Prometheus Ji{4 L {EfaZk
BLE3HHZ% node selector LI,

Node Selectors

BJRTE Advanced Configuration #, >k Prometheus i L {EtaEk
FCE 44K toleration HLR,

Node Tolerations

Parameter

AR R AR EIE S

Configuration

4. 535 Install TTAE A,

A YAML %3



2% - Alauda Container Platform

KE ] RARAS

BIEHKE global HEEF ModulePlugin #1 ModuleConfig ‘&R , {RXIEHE R L

prometheus 30h

prometheus-v4.1.0 30h

XFRREFPEE ModulePlugin  prometheus , FEEAMRA v4.1.0 .,

4172 Modulelnfo

BIE—> Modulelnfo BR , FEAEREMECESEAMEIL T %im M
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kind: ModuleInfo
apiVersion: cluster.alauda.io/vilalphal
metadata:
name: global-prometheus
labels:
cpaas.io/cluster-name: global
cpaas.io/module-name: prometheus
cpaas.io/module-type: plugin
spec:
version: v4.1.0
config:
storage:
type: LocalVolume
capacity: 40
nodes:
- XXX XXX XXX L XX
path: /cpaas/monitoring
storageClass: ""
pvSelectorK: ""
pvSelectorv: ""
replicas: 1
components:
nodeSelector:

- key: kubernetes.io/os
value: linux

tolerations:

- effect: NoSchedule
key: node-role.kubernetes.io/infra
operator: Exists

prometheus:

retention: 7

scrapelnterval: 60

scrapeTimeout: 45

resources: null

nodeExporter:

port: 9100

resources: null

alertmanager:

resources: null

kubeStateExporter:
resources: null
prometheusAdapter:
resources: null
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thanosQuery:
resources: null

size: Small

TIRXE RS (Prometheus)

spec:
config:
components:
prometheus:
resources:
limits:
cpu: 2000m
memory: 2000Mi
requests:
cpu: 1000m
memory: 1000Mi

FLWMEE , BN SA R BRI,

YAML FEE5# (Prometheus)

Field path
metadata. labels.cpaas.io/cluster-name
metadata. labels.cpaas.io/module-name

metadata. labels.cpaas.io/module-type

metadata.name

spec.version

spec.config.storage.type

spec.config.storage.capacity

Description

LRI B IRERH AR,

S

WRA prometheus

ModuleInfo Z#; (5140

<cluster>-prometheus ) ,

RRIRAIBLFIRAS

TFiEZERY - Localvolume .

StorageClass EY PV .

Prometheus [7EfE K/ (Gi) .
&/ 30 Gi,



Field path

spec.

spec.

spec.

spec.

spec.

spec.

spec.

spec.

spec.

spec.

spec.

spec.

spec.

config.

config.

config.

config.

config.

config.

config.

config.

config.

config.

config.

config.

config.

storage.

storage.

storage.

storage.

storage.

replicas

components.

components.

components.

components

components.

components.

components.

2% - Alauda Container Platform

nodes

path

storageClass

pvSelectorK

pvSelectorV

nodeSelector

tolerations

prometheus.retention

.prometheus.scrapeInterval

prometheus.scrapeTimeout

prometheus.resources

nodeExporter.port

Description

storage.type=LocalVolume B
KT RIIER. RESHFF 14T

v\ o

storage.type=LocalVolume B
HEAL LocalVolume F&12. ERA
1A :

/cpaas/monitoring ,

storage.type=StorageClass
Bf) StorageClass & #R.

storage.type=Pv K] PV 35&
b,

storage.type=Pv K] PV 3%
FaE.

RIAE ; LERT

StorageClass / Pv 2KHY,

A%, k Prometheus $E4 T {#EfR
HAECE LK node selector #,
iy,

A%k, A1 Prometheus T £t
AL B2 toleration LA,

PR RE XIL.

IMERERBRYEL ; ERTARRE

interval M ServiceMonitors,

STUERGH B B (R D2

scrapeInterval .

WS INTF

Prometheus & IRRE .

Node Exporter ¥ (ZRIA
9100) .
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Field path Description
spec.config.components.nodeExporter.resources Node Exporter I &IRRE.
spec.config.components.alertmanager.resources Alertmanager K’'&RIFIXE .

Kube State Exporter fI'&IRE
H.

spec.config.components.kubeStateExporter.resources

Prometheus Adapter & IFIK
spec.config.components.prometheusAdapter.resources =

spec.config.components.thanosQuery.resources Thanos Query H'RIFIXE .

e IS © Small . Medium

spec.config.size
X Large ,

BUE T

T Moduleinfo ZFAERE R RER W , FIRIREEMARTIR , L EHPREMRA -

kubectl get moduleinfo -1 cpaas.io/module-name=prometheus

NAME CLUSTER MODULE

DISPLAY_NAME STATUS TARGET_VERSION CURRENT_VERSION NEW_VERSION

global-e671599464a5b1717732c5ba36079795 global promethe

us prometheus Running v4.1.0 v4.1.0 v4.1.0
FEGUAR ¢

e NAME : Moduleinfo &jR4#R

o CLUSTER : WHRZIMAMIERF

e MODULE : #H{FZ#HK

e DISPLAY_NAME : il /REBFR

o STATUS : THRMNE ; Running FRIREEINETEIELT
o TARGET VERSION : HAEERIEARAS

e CURRENT_VERSION : TIHIARA

e NEW_VERSION : A[{ZdemImAThRaAs
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¥ Prometheus T{ETAEREZ! Infra T

RRFHEE Prometheus it TERBGEITATH infra TR L | EHETKKFHERIIBCEHRIHR
AEMN , MARAERRSE patch EA MK TIERER.

o fX¥T%I& | {#H Advanced Configuration i& & Node Selectors 1 Node Tolerations,

e £ YAML# , i&E® spec.config.components.nodeSelector

spec.config.components.tolerations .,

NI

config:
components:
nodeSelector:
- key: kubernetes.io/os
value: linux
tolerations:
- effect: NoSchedule
key: node-role.kubernetes.io/infra

operator: Exists

ENFAXEF BN Z 8T, ERHBERARN infra T R flRIMEETEEFREN. BRANEES
m , &3 W, How To # ) Monitoring 5/ , £13& Planning Infra Nodes for Monitoring.

iR E &AM

TR , TR UT I RX A (F <> BiosSKhrE)

Component Access Address
Thanos <platform_access_address>/clusters/<cluster>/prometheus
Prometheus <platform_access_address>/clusters/<cluster>/prometheus-0

Alertmanager <platform_access_address>/clusters/<cluster>/alertmanager
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ACP Monitoring with VictoriaMetrics

AR 5

o WMRMHZA %L VictoriaMetrics agent , 1§ VictoriaMetrics Center & &3 fEH fth&E#EF.

WIEH B TR

1. $finZ App Store Management > Cluster Plugins 3553 Hir& B,

2. %% ACP Monitoring with VictoriaMetrics {43 Install,

3. BCEATS¥

ZEHASRE BREE NRERER, AXAUEETRINFEMRS , B2 LATHH YAML

%%o

Parameter

Scale

Configuration

Install Agent Only

VictoriaMetrics

Center

Storage Type

Storage Path

Description

XFFE=FECE : Small Scale, Medium Scale 1 Large Scale :
- AEE T FEHFERNENERE

- RATLAARAE SRR & BB 4% 5 B iE L ACHR
-BOANELMETFARAER ; MTEEEE  BNERAEERE

- Off : IETE VictoriaMetrics LBH4EEH
-On : {¥%% VMAgent X &40 , k¥ VictoriaMetrics Center

VRO LIETTE VictoriaMetrics 2 EE

- LocalVolume : Atz f# , BURHFMEEREE T AL
- StorageClass : {# [ storage class B4 RIFR &
- PV : FRMARASE

%4 Storage Type 4 Localvolume BFEIR, 157 MITHIRMEMFIERE

2. B A{E : /cpaas/monitoring .



Parameter

Replica Count

Advanced

Configuration

Node Selectors

Node Tolerations

Parameter

Configuration

4. =i Install EE L,

£/ YAML %<

RE A FRRA

2% - Alauda Container Platform

Description

14 Storage Type &) StorageClass 3% Pv BIEI/R, ®EWRITHME
pod ¥1&., ¥ Storage Type &) Localvolume B , AT m¥EIRE

VMStorage BIA%E.

ATEXKE , BT ETRAES .

BJRTE Advanced Configuration F, A VictoriaMetrics i L {EtaEk
Bl E 2% node selector FL),

B /~7E Advanced Configuration , >4 VictoriaMetrics #fF L {Efazk
BCE K toleration FLA,

AR R IR A G EBIE S
EE - B ERRRRT T RES B I R R B

BIEKEE global HEF M ModulePlugin 1 ModuleConfig ‘&R , R XiEHE LKA

victoriametrics

30h

victoriametrics-v4.1.0 30h

XFRRERT I ModulePlugin victoriametrics , FFEEAHIRA va.1.0 .

4172 Modulelnfo
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BIE—> Modulelnfo B , FEANEREMECESEANEI T R%iHR M
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kind: ModuleInfo
apiVersion: cluster.alauda.io/vilalphal
metadata:
name: business-1-victoriametrics
labels:
cpaas.io/cluster-name: business-1
cpaas.io/module-name: victoriametrics
cpaas.io/module-type: plugin
spec:
version: v4.1.0
config:
storage:
type: LocalVolume
capacity: 40
nodes:
= XXX XXX XXX L XX
path: /cpaas/monitoring
storageClass: ""

pvSelectorK:
pvSelectorv: ""
replicas: 1
agentOnly: false
agentReplicas: 1
crossClusterDependency:
victoriametrics: ""
components:
nodeSelector:
- key: kubernetes.io/os
value: linux
tolerations:
- effect: NoSchedule
key: node-role.kubernetes.io/infra
operator: Exists
nodeExporter:
port: 9100
resources: null
vmstorage:
retention: 7
resources: null
kubeStateExporter:
resources: null
vmalert:
resources: null
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prometheusAdapter:
resources: null
vmagent:
scrapelnterval: 60
scrapeTimeout: 45
resources: null
vminsert:
resources: null
alertmanager:
resources: null
vmselect:
resources: null

size: Small

IR ERF (vmagent)

spec:
config:
components:
vmagent:
resources:
limits:
Cpu: 2000m
memory: 2000Mi
requests:
Cpu: 1000m
memory: 1000Mi

FLUMEE |, FE N LA GA RN,

YAML FEESZ# (VictoriaMetrics)

Field path

metadata. labels.cpaas.io/cluster-name
metadata. labels.cpaas.io/module-name
metadata. labels.cpaas.io/module-type

metadata.name

Description

RRTIBH B AR LR,

N, S

WK victoriametrics .

Modulelnfo &R (20

<cluster>-



Field path

spec.

spec.

spec.

spec.

spec.

spec.

spec.

spec.

spec.

spec.

spec.

spec.

version

config.

config.

config.

config.

config.

config.

config.

config.

config.

config.

config.

storage.

storage.

storage

storage.

storage.

storage.

storage.

replicas

type

capacity

.nodes

path

storageClass

pvSelectork

pvSelectorV

agentonly

agentReplicas

2% - Alauda Container Platform

crossClusterDependency.victoriametrics

Description

victoriametrics ) ,

RIKIIEEIRA

FfEZE © Localvolume .

StorageClass EY PV .

VictoriaMetrics fI7FfiE K/
(Gi) . B¥X&m/IN30Gi,

storage.type=Localvolume K

M RYIER. ATRLEFE—1 8

.
M.

storage.type=Localvolume K
BIERL LocalVolume 842, ZRA

{8 : /cpaas/monitoring ,

storage.type=StorageClass
Bt StorageClass & #R.

storage.type=Pv HJf] PV 35
FEasht,

storage.type=Pv HJf] PV 35&
EarE.

BA¥ ; EHBT storageClass
M opv KH,

EABNEE vmagent , MIAET
4 VictoriaMetrics ZH{44

JA X agent ##3{Kf vmagent ]
RIA%L.

TE{Y agent £ g1t
VictoriaMetrics Center BB #r&E
7.



Field path

spec.

spec.

spec.

spec

spec.

spec

spec.

spec.

spec.

spec.

spec.

spec.

spec.

spec.

spec.

config.

config.

config.

.config.

config.

.config.

config.

config.

config.

config.

config.

config.

config.

config.

config.

components.

components.

components

components

components

components

components.

components.

components.

components.

components.

components.

components

components

components

2% - Alauda Container Platform

nodeSelector

tolerations

.vmstorage.retention

.vmagent.scrapeInterval

.vmagent.scrapeTimeout

.vmstorage.resources

vmalert.resources

nodeExporter.port

nodeExporter.resources

alertmanager.resources

kubeStateExporter.resources

prometheusAdapter.resources

.vmagent.resources

.vminsert.resources

.vmselect.resources

Description

a3k, A VictoriaMetrics 4L
et E L E R {4HER node selector
FL,

a3k, A VictoriaMetrics 4L
e B BCE {4k toleration L
uy,

vmstorage HIEIEIRE XK.

MER BRI ; ERTREE

interval M) ServiceMonitors,

IMEGE BB RRDER ; BIVNT

scrapeInterval ,

vmstorage FI'RIRIRE.

vmalert B&IRRE.

Node Exporter ¥ (ZRIA
9100) .

Node Exporter &R E.

Alertmanager & RIXE.

Kube State Exporter f)& X
B,

Prometheus Adapter KRIFIXE
(FBF HPA/custom metrics) .

vmagent ) RIRIRE .

vminsert R&REE.

vmselect RI'RIRIRE.



Field path
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Description

Wednsd A2 : Small . Medium

spec.config.size

RUFR

Bf Large .

T Moduleinfo ZFRIEBIZ S RERWN , BEEAREEMA TR , DAEIHRKESMARE :

kubectl get moduleinfo -1 cpaas.io/module-name=victoriametrics

NAME CLUSTER MODULE
DISPLAY_NAME STATUS TARGET_VERSION CURRENT_VERSION NEW_VERSION
global-e671599464a5b1717732c5ba36079795 global victoria
metrics victoriametrics Running v4.1.0 v4.1.0 \%
4.1.0

FEOREA

e NAME : Modulelnfo &)f4#R

e CLUSTER : &FZImMHAIERE

e MODULE : JH{FEFK

e DISPLAY_NAME : B/ REZHK

e STATUS

P IR ; Running RN EENREINETT

o TARGET VERSION : HEEBZIERRA

e CURRENT VERSTON : ZIERTERZAS

e NEW_VERSION : A[{%iemImBThRaAs

¥ VictoriaMetrics T{ETZ i EZ Infra 7T

WNRFFLE VictoriaMetrics FEF LIEREGZITEL A infra TR L |, BERKRFHEI A E R4

S ER

MARELRE G patch 24 W T/ERE.

o fX¥THl& | {#/ Advanced Configuration i% & Node Selectors 1 Node Tolerations,

e £ YAML# , i&E® spec.config.components.nodeSelector

spec.config.components.tolerations .,



2% - Alauda Container Platform

R~

config:
components:
nodeSelector:
- key: kubernetes.io/os
value: linux
tolerations:
- effect: NoSchedule
key: node-role.kubernetes.io/infra
operator: Exists

N XA EARNZ 5], EHRIRA infra T RALKIFEEBE BRAR. BXRAXNEES
M , B3 W, How To ¥ Monitoring ¥5F , /4% Planning Infra Nodes for Monitoring,

iR E R A M

RETTAE , TIEEUFHAEARRAAS B < BiASPRE)

Component Access Address
VictoriaMetrics <platform_access_address>/clusters/<cluster>/vmselect-ui/vmui/?
Ul #/metrics

l INFO

WRBAT Install Agent Only , RZEHARASAMEE vmselect AH , RLZ&ERFITIAER
VictoriaMetrics Ul itk
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0 Alauda Container Platform Q

Alauda Container Platform > aJXUltE > Wafs > 204

£33

A2y i=No sy 7y Monitoring Component Selectic Sz EA:
pStr ey A B BRSAEL
VIR ARG AR Prometheus
EERG sy ADGird VictoriaMetrics
BAARSE ThAEEXTEL

REFRENR


http://localhost:4173/container_platform/zh/
http://localhost:4173/container_platform/zh/

Q Alauda Container Platform

Alauda Container Platform > &[XL4E >

LA LoD 1

I/ 4rs
m ] T

WemBER 294 - Alauda Container Platform

Global
CURD for alert rules ALB «
= Message Server Courier
y . Send M (Advanced API)
Email/'SMS ¢Send Message
Erebus Wechat/DingDing
Webhook
Record alert history Query alert history
CURD for alert rules
ElasticSearch |
ClickHouse |
Query monitor data
Cluster
h 4 Load h 4
. Rule Prometheus/VM monitoring collection
kube-apiserver [“verification Operator and alarm rule ALB
configuration
Query
— —>
Operate the prometheusrule rule——| Nervermore l«-Collect log indicators——— Pm"\]lel\;heus
rometheu S—
P s pct monitoring indicators
exporters

> LM > MTIEEREEH

Trigger alarm——>»{AlertManager

Collect event indicators.

Send Message

Synchronize silence and
alarm interval configuration

A4
Warlock



http://localhost:4173/container_platform/zh/
http://localhost:4173/container_platform/zh/
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SRIEHT A
BIERGE
BIRX &S
HEE WS

Ak
A5

Y

z

N2

N

[

HEANEER
HEWMRTER
K HERE
BHARSE
B EEE
B AR SArETE

EREE R A
MR R Ges L TR LR
L RS
¢ WIS | AS M RIRRIIHH AT

o BUREW SN  AEIEEIER AR ENE WA A AL LEE

2. EEARS

4

HEMNEIE  EEEMETREZR
HEAA SIEA - HEZN IS KB4
SIFEZERE © IR AS YT ZR A BT E
3. BRAL

o BHAAE : EEBEMRR, KAAAMKIE
o BHRF 2  BHRLEMEENECE
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”/_E]: I \rJL:

PIEX ES T4
1. Prometheus/VictoriaMetrics Operator R3 :

o MEGHRK WMIEXEAE

o MBEFHRBREEMNACE

o ¥ECERZE| Prometheus/VictoriaMetrics S5
2. WmImBUREFIR

« Nevermore : 4£ .5 H A XHFERR

o Warlock : & a5 4 XAITERR

o Prometheus/VictoriaMetrics : it ServiceMonitor A F% & &-2& exporter HIFEFR

HEE WS AL
L. UNRE AR

o YT AFREVNGK (Path: /platform/monitoring.alauda.io/vibetal )
o ALB ¥153K%% 4% Courier B4
e Courier API £ M) :

o NEEHF : 1T indicators #O%KEX PromQL F#t1TE )
o BENIEM 1 W PromQL AR WInLA 4

o W45 dashboard FEHGEIFER

2. W32 dashboard ‘EIERAE :

B FiAaa) global £EEM ALB (Path:

/kubernetes/cluster_name/apis/ait.alauda.io/vialpha2/MonitorDashboard )
ALB ¥i&3K¥ & 2| Erebus R
Erebus ¥1& K% B AR in s & #¥
Warlock 24 ta3s :
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o MG WIE dashboard LB HI&IEME

o ‘&% MonitorDashboard CR &&

3. Perses dashboard ZTif)JiFE :

B P#EiEH| & FTHF Operations Center > Monitor > Dashboards (Perses),

%414 @17 Alauda Container Platform Dashboard for Perses S Z4E global &
Bt ) Perses server A& 1% dashboard iF3K,

Perses server {FAREEM acp-observe FHIEJR , BT observe-api EIHFERR.

BBEFE global £HFH A Alauda Container Platform Dashboard Essentials 32t
observe-api £5#2 A FE cluster, namespace # project AR , SAABE¥E WA
FIFATEMRTEARE. M%) workload cluster 2FEAREHBAR , BB RLIEITAHIK Perses

server Bf, observe-api ,

SFEAteErRTEfE (540 VictoriaMetrics X Prometheus) ¥&E 45 R IR [B]%5 dashboard,

User -> Console Perses dashboard -> Perses server -> observe-api

-> Platform metric storage -> Dashboard

Perses dashboards & HHELKIEFSINT observe-api . Perses server # perses-
operator, Perses server fl observe-api {YiZ{T#E global EEfF ., workload cluster
TR ELE Perses operator , PUZ{it PersesDashboard CRD R FH B &1 dashboard
®iE. IAK MonitorDashboard BE NSRRI , FHLke(E FAINLA B MonitorDashboard &
KL,

TERG

B AN ETE

HEAMNECERFENT

1. BFiAR] global B ALB (Path:

/kubernetes/cluster_name/apis/monitoring.coreos.com/vl/prometheusrules )

153K Td ALB -> Erebus -> B#r& £ kube-apiserver

3. HLAMHEATT :
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o Prometheus/VictoriaMetrics Operator :

o RBEENMNIKEENL

o ‘Ef PrometheusRule CR

o Nevermore : WANT34MNE B LS ZIEHR

o Warlock : WS 3F4bFREE (AL g

EELE TR

1. EHEES
e PrometheusRule/VMRule 5E X &2 )

o Prometheus/VictoriaMetrics & HA (LT
2IEAD -

o K fE , HEAKIXE Alertmanager
¢ Alertmanager -> ALB -> Courier API

« Courier APl fa5 9 &I 4N
NS

o L 1Z4E1E ElasticSearch/ClickHouse &

SRR
1 REXE
e global &HEEf+H Courier &£ LA TIENR :

o cpaas_active_alerts : HFIESHEZL

e cpaas_active_silences : MHTEFEAELE
« Global Prometheus g 15 Wy &E—k
2. RKERR

o BTUEEIT Courier APl ZiH) 3 BIRSRIPIRE
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L%ﬂ/ \rJL.

BAELE B
TBAAEAR . 1B ENEX AR A EANIE FRAS A ETRIRAZAN T ¢
1. AFIETNYEE5710E) global EREFMIFRHE API
o JjjA]f&4% : /apis/ait.alauda.io/vibetal/namespaces/cpaas-system
2. EHMRRIR :

» Notification Template: apiVersion: "ait.alauda.io/vlbetal", kind: "NotificationTemplate"”
« Notification Contact Group: apiVersion: "ait.alauda.io/vlbetal”, kind: "NotificationGroup"

» Notification Policy: apiVersion: "ait.alauda.io/vlbetal", kind: "Notification"

3. Courier fatg :

o RITBIAAEIRE AN
o REWBMEXARANARNGIEN
o RIBIRRIEHE AN

BRI ST 2 BT

1. @ SEE5I0a global SEE¥M) ALB

. iﬁl‘ﬂﬁ%@:: /kubernetes/global/api/vl/namespaces/cpaas-system/secrets
2. EHIHR R BANRF AR E

o RiIRZFR : platform-email-server

3. Courier fatg :

o REIBXMSHEENTIEN



Monitoring Component Selection Guide - Alauda Container Platform

0 Alauda Container Platform Q =

Alauda Container Platform > B[LMME > W35 > 254 > Monitoring Component Selectio

Monitoring Component Selection Guide

ELREF IS , FEIRET ARG IRAE L EESRE © VictoriaMetrics #1 Prometheus, Z3C
BN AX AR ERgR |, BEME RE1ERIERE.

Bk

BZ0HA
R e YIS
Prometheus #5<4H 4
VictoriaMetrics #85<£B 4
BERSTEL
Prometheus 244
VictoriaMetrics 3244
ThEEXTEL
REIREN
LA g e i
Prometheus &3 73
VictoriaMetrics &3 772
P23 =AM
1E&{#E VictoriaMetrics [{i7=

E&{EF Prometheus iz


http://localhost:4173/container_platform/zh/
http://localhost:4173/container_platform/zh/

Monitoring Component Selection Guide - Alauda Container Platform

Tl

5 35358
TedE g PSRRI | HAE%EIR VictoriaMetrics 8¢ Prometheus H 2 —.
M 3.18 fRAFF4E |, VictoriaMetrics B FH4&k:A Beta K | 1R A P55 &4,

VictoriaMetrics @R T S S KR L EH LT =R,
Prometheus & T8E R KITHR |, STHENER/NIER.

HIFSIER

Prometheus <404
4 2TR e
Prometheus Server ST AR IR IS 5
Exporters USRS | BT HTTP 50 BEIIEA
AlertManager EBEIER ) | AN AU
PushGateway SRR | B FITSIMA RS T R

VictoriaMetrics #5204

B2 FR Thiettd

VMStorage W IRFES

VMinsert RETBHE S KA EIEE N A4
VMSelect RBIEEWRE N M E AR S 1
VMAlert HENMUIFE SRR

VMAgent WA EPR K A
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Bo MRS L,

Prometheus Z2#4

Prometheus 2 AKITTIRIEIZ RS , £ CNCF 2% Kubernetes Z GRS M EVIRE |, RARL
TR

o SERAHIBIEREREN.

o RIEMEWIES PromQL,

TENES R,

o ST RAUERMS RS,

VictoriaMetrics ZE#4

VictoriaMetrics & FT— S MEBER PR FER MIsM R AR , A&UTIHR -
o FEHFUEELL.

o FRAINEIRIHFE.

o FANFEMSA.

o IEHHETRERIE,

ThREXTEL

Ihie Prometheus VictoriaMetrics 1tAR

=T F e . VictoriaMetrics SXIFE FRI&ER =]
SRR X A, SRS EL

B mRR M H T IFEAT R A
KRASIE 7 1 o iy e FRAEXFF VictoriaMetrics F1d &K AR 4

e L= B VictoriaMetrics &EFBXE S
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ThiE Prometheus VictoriaMetrics  1}BH
X IEE R RIE AR B Prometheus I8 AR XA

REFTRENX

MR AR

Query

e ™

Cluster1/Cluster2/Cluster3 Cluster4

Query Query

y o v
VMAgent Write VictoriaMetrics ' i VMAgent

Write Query

Prometheus

Collect Collect Do Collect
Collect Send
Y 3 i E v = Y
[ Exporter } | [ Exporter JElenmanage} ' [ Exporter ] [ Exporter J
Cluster1 Cluster2 Cluster3 Cluster4

FRIRRT T AN EA MR M R EERE . FAIREL TR SR A A R

I\

TE  FMRANE |, BHRCTEHBRNAANG , BRI SIE R SIFEA TS,

Prometheus &I,
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AR _EEF K clusterd Z244 :

o {#/H Prometheus 204K & FLM IR 458U,
o BT WMITERE R EREUE.
s GRETHREM=R.

VictoriaMetrics T3 A1
VictoriaMetrics X3FPLFRIF PRI S

1. S R RARAE

¥Ry _F &) cluster2 2244,
FTE VictoriaMetrics R4 %3E £ R — & BN,
{# A VMAgent XE¥IEFE A VictoriaMetrics,

VMAlert TaTe &5 ZHLNEE(S,

o BN IFEAREWMBREGE. 7R : BXBURAARET & 100 FESE AR,

2. ZEHRRIEN

SR _FE|F ) clusterlicluster2/cluster3 2244,

NV EE P RE VMAgent /EEIE S BEEK,
VMAgent ¥¥3EE N\ R isiz& 24 VictoriaMetrics,

XIFLERSG—GITETE, 18R O EMRERR VMAgent ] , VictoriaMetrics A %5258
BEVITERT,

=3 = AN

E&{$ A VictoriaMetrics 175

o SMRERATY RMERK | ERTAESEHEIEAKIFERN 5151
o BAWEER : FRMANFEINTERIRAA,

o BAARK X ERAGNS T B RIERK,

o ZHEREHE  FREZ M ERG B LR,
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1E5{F A Prometheus iz

o BERINIAR - IRV, TE AR,

« A Prometheus f /7 : A TN Prometheus IRiEAR,
o MRATEERK  BREATTEMGIEAR.

o IRELELTER : 5 Prometheus £ ETER , TBBAES.



WistA A EHK - Alauda Container Platform

0 Alauda Container Platform Q

Alauda Container Platform > B[WUME > Wegs > 2ok > WissAERE0K

T B S ENK

WA RRFENTF AT — P EZ N ERBRERNTEREIE. At SRR LT
B, FARIEA AP e R ALK KRR 4 FT R RIR.

Bk

BRSAHIEL

Prometheus
JINIAE — 10 4> worker 7 &, , 500 M A 28 Pod
RIS — 50 4 worker T4, 2000 MW A2 Pod
AL — 500 4 worker T, 10000 PA 2 Pod

VictoriaMetrics
JNAE — 10 4> worker T, 500 MA S Pod
RIS — 50 4 worker 5 &, 2000 MWA 2 Pod

KHAAE — 500 4> worker 7 & , 10000 NAZS Pod

BxSHER

o AMMFRIIERERZERBEMRRE , EEEAETAINETERL.
o WMEIRBIRMRBEEIA 7 X ; HAREE HINEIRELANEEE.

o FMELSE FREL (SSD |, 2496000 IOPS |, #]250MB/s IZE |, JhiriE#) .


http://localhost:4173/container_platform/zh/
http://localhost:4173/container_platform/zh/

WeissB N EHK - Alauda Container Platform

o MK TEmBRE T HEIRISISTUE , f0“acp ns overview page Fl“platform region detail

pageno

Prometheus

AT 21z HAR X4 Prometheus R AH<ZA# (Thanos Query, Thanos Sidecar %) KA

W

JNHAE — 10 4> worker T = , 500 M A 2% Pod

o FEFFIEEUEZR : 492800 KEAS/FD

Component Container Replicas CPU Limit Memory Limit
courier-api courier 2 2C 4Gi

kube-

prometheus- thanos-query 1 1C 1Gi

thanos-query

prometheus-
kube- prometheus 1 2C 8Gi

prometheus-0

44 — 50 /> worker T , 2000 M A 2S Pod

o TEAREREUER : 247294 HEASIRY

Component Container Replicas CPU Limit Memory Limit
courier-api courier 2 4C 4Gi

kube-

prometheus- thanos-query 1 2.5C 8Gi

thanos-query

fE

aj

2

a
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Component Container Replicas CPU Limit Memory Limit
prometheus-
kube- prometheus 1 4C 8Gi

prometheus-0

XA — 500 4 worker FF e , 10000 MU A 2 Pod

o TEMMREURZ : 441575 HEA/RD

Component Container Replicas CPU Limit Memory Limit
courier-api courier 2 6C 4Gi

kube-

prometheus- thanos-query 1 2C 6Gi

thanos-query

prometheus-
kube- prometheus 1 8C 20Gi
prometheus-0

VictoriaMetrics

AT BIRHAE R4 8 VictoriaMetrics AR 251X,

JNHAE — 10 4> worker T = , 500 M A 2% Pod

o TEAMBBUEE : 43274 BEA/FD
Component Container Replicas CPU Limit Memory Limit

courier-api courier 1 2C 4Gi

a

4

a

1

aj



Component

vmselect-
cluster

vmselect

vmstorage-
cluster

Container

proxy

vmselect

vmstorage

Weiz2B 425 B4 %) - Alauda Container Platform

Replicas CPU Limit Memory Limit
1 1C 200Mi

1 500m 1Gi

1 500m 2Gi

R ZFiE — 50 4 worker B, 2000 NN A 2 Pod

o FEAMREUER

Component

courier-api

vmselect-

cluster
vmselect

vmstorage-

cluster

: #6940 FEA/ED
Container Replicas CPU Limit Memory Limit
courier 2 4C 4Gi
proxy 1 1C 200Mi
vmselect 1 2C 2Gi
vmstorage 1 2C 2Gi

KHAE — 500 /™ worker 7 £ , 10000 NN A Pod

o FEARREUERR

Component

courier-api

: #4134300 BEAS/FD
Container Replicas CPU Limit Memory Limit
courier 2 6C 4Gi

a

3

a

1

a



Component

vmselect-
cluster

vmselect

vmstorage-
cluster

Container

proxy

vmselect

vmstorage

Weiz2B 425 B4 %) - Alauda Container Platform

Replicas CPU Limit
1 2C
1 5C
1 2C

Memory Limit

200Mi

3Gi

6Gi

a

3l
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Q Alauda Container Platform

Alauda Container Platform > TAIUUNME > Yis > BulMEE

P O

Bk

iz
TEAR
PromQL
WETEHR
Exporter

ServiceMonitor

Perses 1=k

PersesDashboard

RES


http://localhost:4173/container_platform/zh/
http://localhost:4173/container_platform/zh/
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AR
T

BRI
St

|l/\—§]:/-"<-
m ] T

=17
SHF AT BIA RACHOEITRA | SATEAREIA AT RER -

o TEAREFR : ITARRMEIEXI R , BI20 cpu_usage
o TEANME : BMARINEE , B0 85.5
o BTAVEL : ICFINERE]

o B ATZALEENZE, H120 {pod="nginx-1", namespace="default"}

PromQL

PromQL & Prometheus KEVIES , A TERMRE LIE RS RFEREUE.

NETEPR
FARTRIEASRIE T —R50% BRIT, ETERE S LA iR
LB PSSR | TRASMIDHE

EXxporter

Exporter AT R&ERZEHIRNAMG , TEIATEE

o MBEIRARLGKE G IR
o RHRFEHRORRAERIBS 8] 3 ITEARAR T\
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o BT HTTP EARA A B HFEAR IR

ServiceMonitor

ServiceMonitor B FUFEIRRRN AN EIR LZicE , FEE X :

o MITBEARHIERR AT
TEMXEIEANECE
KEESFHPITSE (FfR. #iF)

L AKX
H =

EHENN

AT SRR B BRI -

o BBRAR © 125 PromQL B AR B
. ETEE | BRI RE

FFEEATE) SRt MTFERH R BT
EEIRR  XKOEE™ERE (a0 PO/PL/P2)

I

R
FEEREEZNEEMNARE—L , FT5—0E :

o HEB : MUK EIRTE
o BAMAN : REEENRE
AIEAR : ERRIEEEIR AT E) B
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s s
18 KN R
BRI ETE A XS HERAN

o A : EEENBEIA S
o BHRE : FHFRHEREAN
o BRAEMR : THERNBBAREX

18 RAEAR
AR BT B2 VA LB R -

o FREUEAR : HETHEAREHIAE
o NAMEMR | HEFBHALRATN
o ZEEH  HFESHIREATT

i 1 AR

LARETE

BEAREZMHEXERNES , ATREARGCKRENREEAE. EXFRIENMRATH , 7
HATPAR1Tei%S AR E &,

HES
AR R U MIRI T ILRTR | XS MRERATL.
¥EIR

EEHIRIRNECE . B RT{OPE SRTE N KA AR EIRIR |, EASHT A E EEIR.

s



1ML - Alauda Container Platform

TERTRUENS T , TRTERENE, BT R EmRITKAEEZRES |, BT sEA
BEWMKM , (ERIRAD KT,

Perses I3 MH Rk

PersesDashboard

PersesDashboard & Alauda Container Platform 4.4 5| A\ ER'ER. BE TR

Perses jJ84+5|% , B Operations Center > Monitor > Dashboards (Perses) {f .

PersesDashboard 5I[A& ) MonitorDashboard &j5EF1Z. MonitorDashboard 1§ FHIIA K
Grafana XA& Wi mARFERY | T PersesDashboard {§ Perses 8%, W #RZEELFE Perses &
FEERAOSRIE LA MonitorDashboard ‘&jERS |, AU EITF2 A PersesDashboard &5,

HES
FIRAE Perses YISTIRTF IS TIAET , GIIMAFE, FRE, (REHFEN.

&|ZR2H

KIRARTHEGITERTARS N ER, EIRATHTAZITERGEN , XA RXERIT
BRI,

It
il

FERMITAMRSE , ATahETIRRIREW. Perses WIFEMRSIFIIREENAZE.

WREIR

Perses MiZHEMRAKTEFREIBIRE E AT ATErrEdRIR , XA FPEH. EFTYwiE Perses 518
HRES |, BRI E SR BIRIR.

A FIAR%E
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AR TALRFIE R Perses TR,
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0 Alauda Container Platform

Alauda Container Platform > aJXUlME > Wix > #{/Ef5EE

eSSl

FEpREIE
EEFABHRERTEHR
& Prometheus / VictoriaMetrics 1Z2EK )

EEFAEXNTENEIEHR
S RRSNARTER

R AR ETE
TBEHA
EIRUCIRTEAR
EHER

BT CLI IR YRR
% AR

6t EE
ThREMEA

BEMIT

e
g
If
I

B i€ M BlackboxExporter Wzttt
I CLI gl & MHEmAl S

Fleet Monitoring

1Bk
AR 5

BREE

ThEEMRLSE
FEINRE
BHRARS 2%
A
T8 ENAEAR
B AL

TBA

Perses %


http://localhost:4173/container_platform/zh/
http://localhost:4173/container_platform/zh/
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0 Alauda Container Platform Q

Alauda Container Platform > BJXUNME > W3%E > #B/EfErm > $efhireid

TEPRETE

FAM ST AR ET Prometheus / VictoriaMetrics WS BKITERR, A ASKTE SR N ETH XL
s
EIZZ/—.FO

Bk

BEHETFAAMHRERTER
& & Prometheus / VictoriaMetrics #E&HI AT B 1545
[k 563
BRIEDIR
BEFEENNTBNETER
[iE2 s
BRAIEDIR
S RRAMERTERR
[iE-Z s

BRAIESTR

BEA VA HGRENTER

TFERNERAHNLIEAEEBIT serviceMonitor IHERFEZRNTESr. FATF IS AT
/metrics ¥gmAFr , BAILMERL T REIGSEFEFEFEMAGRZRNTENR


http://localhost:4173/container_platform/zh/
http://localhost:4173/container_platform/zh/
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curl -s http://<Component IP>:<Component metrics port>/metrics | grep 'TY

PE\ | HELP'

B

& & Prometheus | VictoriaMetrics 12K FT B 545

EATABEEE T ARTERS IR , BENEETXEIENRE I H PromQL,

R 5 AF

1. SREFRELF F Token
2. IREARECE & ik

BAEDIR
FH curl @€izTA TS iREFEmRI3k :

curl -k -X 'GET' -H 'Authorization: Bearer <Your token>' 'https://<Yo
ur platform access address>/v2/metrics/<Your cluster name>/prometheu

s/label/__name__/values'

B
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"status": "success",
"data": [

"ALERTS",
"ALERTS_FOR_STATE",
"advanced_search_cached_resources_count",
"alb_error",
"alertmanager_alerts",
"alertmanager_alerts_invalid_total",
"alertmanager_alerts_received_total",

"alertmanager_cluster_enabled"]

BRFAENKETENETER

ATHRARAFPER , FERET KEE BiEtr. CAECE T EEIZmARE AT DUE R XL
1abr , TRBEITEN. RN BIMAERXLLISIR.

R 551

1. BREFREUE F Token

2. BT AL
BAELIR
B curl BSETINTHSHEIEAFIIE -

curl -k -X 'GET' -H 'Authorization: Bearer <Your token>' 'https://<Yo
ur platform access address>/v2/metrics/<Your cluster name>/indicator

IS 1

IRBigE
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{

"alertEnabled": true, e

"annotations": {

"on": VRIS CPU RIS,

"descriptionEN": "Cpu utilization for pods in workload",
"descriptionzH": "itELBHFAIIM CPU FIFZER",
"displayNameEN": "CPU utilization of the pods",
"displayNamezH": "JHEZA¢hREM CPU FIFAZ",

"en": "Cpu utilization for pods in workload",
"features": "SupportDashboard", 1’
"summaryEN": "CPU usage rate {{.externallLabels.comparison}}{{.exte

rnalLabels.threshold}} of Pod ({{.labels.pod}})",
"summaryZH": "Pod ({{.labels.pod}}) # CPU {#fBZ% {{.externalLabel

s.comparison}}{{.externalLabels.threshold}}"

3

"displayName": "JTEAHFRIRM CPU FIFZEK",

"kind": "workload",

"multipleEnabled": true, (@

"name": "workload.pod.cpu.utilization",

"query": "avg by (kind, name, namespace,pod) (avg by (kind,name,names

pace, pod, container) (cpaas_advanced_container_cpu_usage_seconds_total
iratesm{kind=~\"{{.kind}}\", name=~\"{{.name}}\", namespace=~\"{{.names
pace}}\",container!=\"\", container!=\"POD\"}) / avg by (kind,name,nam
espace, pod, container) (cpaas_advanced_kube_pod_container_resource_limi
ts{kind=~\"{{.kind}}\", name=~\"{{.name}}\", namespace=~\"{{.namespac
e}}\", resource=\"cpul\"}))", ‘a
"summary": "Pod ({{.labels.pod}}) B CPU {#fZ {{.externallLabels.co
mparison}}{{.externalLabels.threshold}}",
"type": "metric",
"unit": "%",
"legend": "{{.namespace}}/{{.pod}}",
"variables": [ e
"namespace",
"name",
"kind"

O AR AIFATRESE
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O NIRRT T ST mEiR
O HIERESIIFATRES RIREE
O F5H5E XK PromQL iE4s)
@ 7FE#x PromQLIEAF A A E

SR ASNIRTERR

(&7 FaNETEIRS , BB PUBIT serviceMonitor B PodMonitor EEAEMIN FHEE=
AN ARZERFEIR. AT Pod R RRIER—E R Elasticsearch Exporter A4
WEA.

AU 551

HERRNRIFETIEEEAREIENR. AR EHRN AR cpaas-system @&T
8] , F¥HEEET http://<elasticsearch-exporter-ip>:9200/_prometheus/metrics ¥gad.,

BRAEDIR

1. 8J& Service/Endpoint PA{ Exporter &ZFZEF5H5
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apiVersion: vi
kind: Service
metadata:
labels:
chart: elasticsearch
service_name: cpaas-elasticsearch
name: cpaas-elasticsearch
namespace: cpaas-system
spec:
clusterIP: 10.105.125.99
ports:
- name: cpaas-elasticsearch
port: 9200
protocol: TCP
targetPort: 9200
selector:
service_name: cpaas-elasticsearch
sessionAffinity: None
type: ClusterIP

2. B3 serviceMonitor XYHIHALNFBRZREMIEN
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apiVersion: monitoring.coreos.com/v1l
kind: ServiceMonitor
metadata:
labels:
app: cpaas-monitor
chart: cpaas-monitor
heritage: Helm
prometheus: kube—prometheusa
release: cpaas-monitor
name: cpaas-elasticsearch-Exporter
namespace: cpaas-systeme
spec:

jobLabel: service_namee
namespaceSelector: e

any: true
selector: @

matchExpressions:

- key: service_name
operator: Exists

endpoints:

- port: Cpaas-elasticsearch@
path: /_prometheus/metricse
interval: 603@
honorLabels: true
basicAuth: e

password:

key: ES_PASSWORD

name: acp-config-secret
username:

key: ES_USER

name: acp-config-secret

0 ServiceMonitor N [@] 2 Prometheus ; operator £%R{F Prometheus CR ]
serviceMonitorSelector BLE M NITXF R/ ) ServiceMonitor ‘&R, 2NR ServiceMonitor
PR AILEC Prometheus CR f{] serviceMonitorSelector Bg& , i ServiceMonitor

R&4¥ operator 1515,

9 operator £1R1E Prometheus CR f] serviceMonitorNamespaceSelector BtE& %
rfLL s 45 25 [B]f8) ServiceMonitor ; Z05R ServiceMonitor /~4£ Prometheus CR (]

serviceMonitorNamespaceSelector # , W% ServiceMonitor ~&4#f operator ¥54%.
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Prometheus W& IFEIRASRIN— job 5% , {E XA jobLabel 4] service AR%E

ServiceMonitor #£3E namespaceSelector AL EULACXTR/ Y] Service,
ServiceMonitor fE#E selector ECEULHAC Service,

ServiceMonitor 83 port L& ULEC Service HimH .

/(8] Exporter [Ki&12 , EXAK /metrics,

Prometheus IR Exporter $EFrEKIE)[E .

NRIAIR) Exporter SR FEIALE , MIFRIMAESE ; 323F bearer token, tls
INEEAR.

00000~

3. & ServiceMonitor 2 &4 Prometheus Y%

e ERA 4R Ul , E R BIFELE job cpaas-elasticsearch-exporter ,
e Prometheus Ul #itlk : https://<Your platform access
address>/clusters/<Cluster name>/prometheus-0/targets

« VictoriaMetrics Ul #B3it : https://<Your platform access

address>/clusters/<Cluster name>/vmselect-ui/vmui/?#/metrics
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Q Alauda Container Platform

Alauda Container Platform > ®[WUNME > W3F > RiEism > HEEHE

EREE

Bk

ThRetitid

FEIRE

ThREM S

B Ul R
HIFE &
BRIEIRAR

ey il

AoE &AL
HithficE
A5
B CLI B RIRE
HIIE &A1t
BRAEIRAR
B CLI BIESEMHEE
[IE S
BRAEIRAE
TR A2 H RN
[IE- S5
BRIEIRAR
B E R

[}


http://localhost:4173/container_platform/zh/
http://localhost:4173/container_platform/zh/

42254530 - Alauda Container Platform
S ERAR O & R
REEEHI
BT UlLiEE
BT CLI &E
[=n=g 5 WIF= 4%

ThREME R

FANSTEEHTREE ERMA 2RI AN ANASHE . BIFAMERNARSEEN
RIERBENEERN , BERELNEERIRINN ZEENG) , A R BNEE
fRRAR.

TR FaBHERERWE AR, #UEEBRIRTCE N EE A EM IR S ER , K2
X8 BRI T

o WEARGIHERM : ETE WKESHIEIR , §% global SN I(ERBEHMRESR
= SR

o BEMNEFEMN : IFETLMHIRRGEEEMN , BIEME KiTEbr, BE L%t
bR, REREW, FE RN E 4 0E.

o HERIREE | SIFQEMEEIRENEERR , REN AT RMEIR.

o BEBMEN  SHFEISMHREFTEEEHELIZEAR,

o HENERS : XN FAEHEEMLFEE , MRAFRACARARIREENTEREE.
NEEEE  RESNEE , STRFUILTEERENRIFRBELFAETE
heEER  IFEE—BNERANIEEECE , FTefANRMEE AN iTiL G
j

aif

oip

=]
/Cao

TNREMLE
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o RHNNEER | IFNERH. TR, TEAASFZMRIZERINGE , NEFENRSS
TR, TTHAMSMNCERN I E M.

o PHNEEEE  BUEERRITUIEREE | REEHERR ; EEURNE , FTAE
AN RREEMEREE.

o REMEEAI - FEEMEK  WREBENAD , FZRETEHX , 3TN
e

o FTTEIPIRERE | FRIETERBIRNES , BREEEERETE.

BId Ul G2 & E R

R 55 AF

. CREEMEN (NEREEHESE)
. EAFEBTREWINAL (SRET USRS R ) E)
. EFERCREASEHAGTIDEREEHE QRETASASHEBERNNE) |

BRAEINAE

LN sl > FE > EERE.
2. R BIEEERRS.
3. BLEEAHEE.

EFEEIRE
"REE
o WRFARSKNELHT (NEDHAZETH deployment 1K)

o WIRERAA
o REFESHWRECANEE" , IFEIREKFTARMA T,
o RN, (UMERTHRIRIR,
o EEZANMATEN , WRAFSIFIENFRXX (20 cert.” )



BHEE

o IREREMHNEN
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LAY (4 Pod REHHE)

o BOANEREE RIRTHRFTERIR , SHFE SRR BRI,

BCE &AL
A RIEEAN

RIREESH

TEAR R
EBIZ%
i R)SG R

HERE

EHRR

fih A& S

R

FETS

ZW

i B]SG R

RIFHERBEEN TS

1tH

Prometheus I\ b 1ETaARE T | 40
rate(node_network_receive_bytes{instance="$server", device!~"10"}
[5m])

BE X mIsTEdR s , AT F i NS\ A TRE B ki

HE R ATV HLFR , A {{.LabelName}} , #1 {{.hostname}}
AE/E 4SRN EIE O

HERSEMFE (20 Error) |, ZAMERFERZ A OR &K

EHERBTEFE (Reason , 3 BackOff, Pulling, Failed %) , £/EWFE
Z B OR &E#

R ESR, SEBEMFERNE (k) A, RIEKIERE >ﬁ§&/${¢
FUETERENLE , UEKHEESZRETTRNMFFREE , FIMES
REE

43k Critical, Serious, Warning 1 Info PU/MERI, ATARIEESZRNIX b &5 152
e, AXTN FIRRESEREZRA.

WiEA

EHEREEE A
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e %
FHUIR SRUBEHEAIREHFR , $1FHRZIAM OR ik
RS AE ET SRR
HERS) SR ERIIE LR

HAtAcE

1 EFE—N S EAR B R
2. R EEERILREE.

o 2/ : EAFAIALE.
o BEX : \IRIEEERIRERRMARIXFANIR.
o WEFAERN , (NIESEMAIIRRITRIXIBA.

H At A

1. FEE XN E L& |, 7% F labels 1 annotations,

2. B{AECEES £ Prometheus Alerting Rules Documentation

3. /XE : labels PAEFH svalue e , TJRESBHEELRE.

Bit CLI i g

R 551

o BEREBEXKRE (MFHEBHEEBEM)
o EREHETREEAN (MRETRIEERNSERENNLHE)

o BERHCTKAEFHEAGMAEXRERAN (MRETREMNSHNEERENLHE)

BRAEINAE


https://prometheus.io/docs/prometheus/latest/configuration/alerting_rules/
https://prometheus.io/docs/prometheus/latest/configuration/alerting_rules/
https://prometheus.io/docs/prometheus/latest/configuration/alerting_rules/
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1. 313 YAML BCE XU , 945 example-alerting-rule.yaml .
2. 7£ YAML X780 PrometheusRule BFRFIFIRAE. PAFRBIAIET £ 4 policy MIFTEZER

g -
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apiVersion: monitoring.coreos.com/v1l
kind: PrometheusRule
metadata:
annotations:
alert.cpaas.io/cluster: global # S & EEi AW
alert.cpaas.io/kind: Cluster # 7#Fjjizeil
alert.cpaas.io/name: global # #ixiZ, 5540 240 (H | 2R sts
(.*)
alert.cpaas.io/namespace: cpaas-system # 505 ifran o8], SFH
NN (B | R sEE ()
alert.cpaas.io/notifications: '["test"]'
alert.cpaas.io/repeat-config: '{"Critical":"never","High":"5m", "Med
ium":"5m", "Low" :"5m"}"'
alert.cpaas.io/rules.description: '{}'
alert.cpaas.io/rules.disabled: '[]'
alert.cpaas.io/subkind: "'
cpaas.io/description: ''
cpaas.io/display-name: policy # 5 ERELERAHR
labels:
alert.cpaas.io/owner: System
alert.cpaas.io/project: cpaas-system
cpaas.io/source: Platform
prometheus: kube-prometheus
rule.cpaas.io/cluster: global
rule.cpaas.io/name: policy
rule.cpaas.io/namespace: cpaas-system
name: policy

namespace: cpaas-system

spec:
groups:
- name: general # 2 HIJZH 4k
rules:

- alert: cluster.pod.status.phase.not.running-tx1lob-e998f0b9485
deeleade5ae79279e005a
annotations:
alert_current_value: '{{ $value }}' # M{aid4y], F3FoA
expr: (count(min by(pod)(kube_pod_container_status_ready{}) !
=1) or on() vector(0))>2
for: 30s # JFZLhd(A
labels:
alert_cluster: global # & &Rtk
alert_for: 30s # JHZifdE
alert_indicator: cluster.pod.status.phase.not.running # =%
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alert_indicator_aggregate_range: '30'

alert_indicator_blackbox_name: ''
alert_indicator_comparison: '>'
alert_indicator_query: "'
alert_indicator_threshold: '2'
alert_indicator_unit: ''

alert_involved_object_kind: Cluster

alert_involved_object_name: global

alert_involved_object_namespace: '

alert_name: cluster.pod.status.phase.not.running-tx1ob

alert_namespace: cpaas-system
alert_project: cpaas-system
alert_resource: policy

alert_source: Platform

severity: High

it CLI Al Sy

HIIR 5 AF

- CECEBMRR (WTEEBNEEEM) .
o BNEHOTREEAN (MEETRIEERNEEREINLE) .
o BNERCRRASHFHRAGNREXEANT QEETHENSANETERMITLE) .

BRAEIMAZ

1. 713 YAML ECE XX , @94~ example-alerting-rule.yaml ,

2. 7€ YAML 3CHE RN PrometheusRule &EFFIRAE. LT RBIBIIE T &4 policy2 HIFTEZ
R
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Lot

apiVersion:
kind: PrometheusRule
metadata:
annotations:
alert.cpaas.io/cluster:

alert.cpaas.io/events.scope:

&1 - Alauda Container Platform

monitoring.coreos.com/v1l

global

"[{"names":["argocd-gitops-redis-ha-haproxy"], "kind":"Deploymen

t","operator":"=", "namespaces":["*"]}]"
# names: FMHEEMRIRLIR HR/IRAT, operator JLio
# kind: filZRSEAHEZRRIRRE,
# namespace: IREBHEEXNRFEMBEGETH. THARTEGETHRIR 4 n

s A '] HRRAERA T,
W =, =,

# operator:

=

alert.cpaas.io/kind: Event # &5&2¢7), Event (%Eﬁﬁtéé)
alert.cpaas.io/name: '' # FWREE(ER, S{HEEA
alert.cpaas.io/namespace: cpaas-system
alert.cpaas.io/notifications: '["acp-qwtest"]'
alert.cpaas.io/repeat-config: '{"Critical":"never","High":"5m", "Med
ium":"5m", "Low":"5m"}'
alert.cpaas.io/rules.description: '{}'
alert.cpaas.io/rules.disabled: '[]'
cpaas.io/description: ''
cpaas.io/display-name: policy2
labels:
alert.cpaas.io/owner: System
alert.cpaas.io/project: cpaas-system
cpaas.io/source: Platform
prometheus: kube-prometheus
rule.cpaas.io/cluster: global
rule.cpaas.io/name: policy?2
rule.cpaas.io/namespace: cpaas-system
name: policy2
namespace: cpaas-system
spec:
groups:
- name: general
rules:
- alert: cluster.event.count-6sial-34c9a378e3b6dda8401c2d728994
ce2f

# 6sial-34c9a378e3b6dda8401c2d728994ce2f A HE X LMFIEME—

annotations:
alert_current_value:

expr: round(((avg

H

"{{ $value }}' # HpiEEZN, RFEFZHA
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by (kind, namespace, name, reason) (increase(cpaas_event_count{n
amespace=~".*" id="policy2-cluster.event.count-6sial"}[300s])))

+ (avg

by (kind, namespace, name, reason) (abs(increase(cpaas_event_cou
nt{namespace=~".*",id="policy2-cluster.event.count-6sial"}[300s])))))

/ 2)>2

for: 15s

labels:
alert_cluster: global
alert_for: 15s

alert_indicator: cluster.event.count
alert_indicator_aggregate_range: '300'

alert_indicator_blackbox_name: ''
alert_indicator_comparison: '>'
alert_indicator_event_reason: ScalingReplicaSet
alert_indicator_threshold: '2'
alert_indicator_unit: pieces
alert_involved_object_kind: Event
alert_involved_object_options: Single
alert_name: cluster.event.count-6sial
alert_namespace: cpaas-system
alert_project: cpaas-system
alert_repeat_interval: 5m
alert_resource: policy2

alert_source: Platform

severity: High

JEEER IR & E R

HEERES X SR RN S EANFE R NA S, B HEER , o] DU R A
A bR, TRENTEAHSIZEERE,

R 551

- BECEBM%KRE (MNFEEBNEEBM)
o BERCTKREZRAN (QEETREERNELRIENNE)
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B EHEEIR

1. FEMSAE RS 40 > HE > FEIER,

2. R BIEE
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BAEIR.

3. LB EEHEARNERER.
4. 7E BEMN DIE , Ry ARINEEAR , RIELLT SHORBIRMEZAR

TEAREA(L

T4

i [E)SE

HERA

EHRE

fih A S

st )

5. mir B,

WA

Prometheus AT\ ITTEARE I | 20
rate(node_network_receive_bytes{instance="$server",device!~"10"}
[5m])

BE X MAETabr s , Al F e NS AT E AP EF
EHIERP ST MEFR , A {{.LabelName}} , #0 {{.hostname}}
HE/S I RRNEE &

HERNBZENTE (8 Error) |, AERTERZ AR OR &k

EHERBWFE (Reason , 2] BackOff. Pulling. Failed %) , 2AEWTFER
Z[E)f OR &4

FBCBOZES . SEREMFLENE (A)%E) A,

434 Critical, Serious, Warning #1 Info PQ/M&51, ATARIESZR IR b £ 172
M, ST B E SRS ZR,

S EIER AR SR

1. NS Ry 1IZ4E0 > 5% > HERRE,
2N 3V

2. il AU

tl:ﬁg
BEER

TRER S A D)3 B AR SR Y.

R IRAFS R RTHRE > BIRAE FERE,
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3. ieERbN %, ZELUTRH :

e WiEA

R R RERNEEER AR, ERIRER . TRANTEAGN S, SRR
AERHERRTRENTENL, BAMRBEFEE.

WERAR RS B, TR OER TRAN MEERMARR ; XN K5 IRA R
R,

N
55
AE
]

4. R U

W E S ETRER

SCFFSERRE. TRANTRAMGNEEHTHMNRE. BT EEERERERK , =X
HERE T ETAMNEFFIR A NMAN A RIEBIIBE. SXIKAFIANE E LI EFFE.

BIEN - FAFHERBLEPE |, S RIRABELIFERS , SBREETEMR , BEARFEFE
AP TR AR BRI S EEAN, REEERESFI B RSB R L.

R SRS IERNE S | SR ER B 3ER.

BT UILRE
1. FEA NS A i a4 > 52 > HERK,

2. AL HEFHBMNETEREAMRERA > BEFHEI.

3. Pl HERH FFREFFENRE.
R D GITRIEHE R E R BA. BUBRIR T RAIT K.

4. IRIBATRBABCEM RS
1R« AREEFICTESRIEARR , BN EE , FoRREE BIBRIRIN BIRRIER ST
RER AR IIEFINE LR ; A e , MIUMERT AinNEE N RIETEE , Bse) i
BRI SRIFIRIEAN BN,

e iR

FHECLE R EA B RIRTLE.
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e iR
RIRBFR FEECA B AT XTI BIRXT R A FR.

HEFINENCE. AR GE |, SEUNGFIRTE ; SR GRS
[AREERENLETEERTEIBIMREE , TEBMHKR. KA : #
MR EFSRIE TR MR, BEX : BREXFEITHEMET RS | BE
[EfRASTF 5 5,

FHERES 8]

5. miff RE.
R Mi&ﬁ%ﬂﬁﬂ%ﬂiﬂéﬁﬁ , SRR AIEREOR AN FREAERE. LA, SRR PIFLINfih
FENIESAXBA ; SHRIBELERAE , FERERSN 522, ANfdE HER A

AIXBA.

T CLIRE
1. FEEEREHFRNE LR RIBEHR , FUTHhsd

kubectl edit PrometheusRule <TheNameOfThealertPolicyYouwWantToSet>

2. IRBHEURIR | INIDERENEMRFEIRAL.



HE&A5IR - Alauda Container Platform

apiVersion: monitoring.coreos.com/v1l

kind: PrometheusRule

metadata:

annotations:

alert.
alert.
alert.
alert.
alert.
alert.
alert.
alert.
alert.

cpaas.
cpaas.
cpaas.
cpaas.
cpaas.
cpaas.
cpaas.

cpaas.

cpaas

io/cluster: global
io/kind: Node

io/name: 0.0.0.0
io/namespace: cpaas-system
io/notifications: '[]'
io/rules.description: '{}'
io/rules.disabled: '[]'
io/rules.version: '23'

.i1o/silence.config:

"{"startsAt":"2025-02-08T08:01:37Z", "endsAt" :"2025-02-22T08:01:37
Z","creator":"leizhu@alauda.io", "resources":{"nodes":[{"name":"192.168.
36.11","ip":"192.168.36.11"}, {"name":"192.168.36.12", "ip":"192.168.36.1
2"}, {"name":"192.168.36.13", "ip":"192.168.36.13"}]}}"

alert.
cpaas.
cpaas.
cpaas.
cpaas.
labels:

cpaas.io/subkind:
io/creator:
io/description:

io/display-name:

leizhu@alauda. io

policy3

io/updated-at: 2025-02-08T08:01:42Z

Fo B A AN

FENEEMNHAEEELF. TTRBE RN EEMN ]
WHEREEZEMNETFIELTIES | iR EE X ANIEERE

AE
X

SHEENE , WGN4EHPRiE, 2
B K , XRFEH.
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REDSBZFAN - NEIZHERATKRIMN, BEIRELNANHE , TUMEESE
M PR EITEERAR,

RIFAPKTARREA - Q2@ A AERAALR , MARPKIRARR ., XH , HAEXERH
NS, AFReEIEE | Fad— S REMEESERRARE. R EERDFEZN
AWALIRSY &

A ERIALRIATEETESK - SEAMIPLIERER |, IR A ER PRSI XET TS,
RIETHEIIAAN , FiETE AT @I BRI , MAFASMERSIZFAN, BB
AN UANEECZFAN , BEITHRASEER,

REUBMINEEZEE  QIRSTEEEN , BSERER . TRERRMEVIRE. (S5 IBH
@i , REHERESMXE SR , BUA A REFSE R,
BIREERA : AN ECERR , TeRA AEERLR S EN NV, 5120 ,
W EERARE A Critical , FRORFTARXASRILEPLE, BT RETERF , FHAF~FErE
LmN AR , R R R BRI,
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Q Alauda Container Platform

Alauda Container Platform > &[XL4E >

BEEE

Bk

THHEMEYE,
TERE
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VIBRT AR 25

AR AR 55 25

Webhook 27U g %528

1 Webhook JBAIECE B E XEKk
Heed

#ixW A S Header Secret KHX
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BIEEAEAR

SIRAE

B F IR AR RANCIE S
I R
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BRIEDIR
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http://localhost:4173/container_platform/zh/
http://localhost:4173/container_platform/zh/
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TREME S
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FEINRE
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LB REECEBARS RS, HETHE , VIS SREHE > RIREHE Pi
global %R, HEIERIENR.

apiVersion: vi1i
kind: Secret
type: NotificationServer
metadata:
labels:
cpaas.io/notification.server.type: CorpWeChat
cpaas.io/notification.server.category: Corp
name: platform-corp-wechat-server
namespace: cpaas-system
data:
displayNamezh: 1Mig{s

displayNameEn: WeChat
corpld:

corpSecret:
agentId:

2. BIETAE , FEEFEN RraeEid > Qe b, EERAFK PAGE PEHMA
P V{5 1D, AR FPREBIE R RUBUHEE.

ET5]

1 IRBUTREEEBRMARS 2. BETRE , VIRE £3EE > REEE K
global £E#f , HEIBRIEN%.
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apiVersion: vi1i
kind: Secret
type: NotificationServer
metadata:
labels:
cpaas.io/notification.server.type: CorpDingTalk
cpaas.io/notification.server.category: Corp
name: platform-corp-dingtalk-server
namespace: cpaas-system
data:
displayNamezh: £T4T

displayNameEn: DingTalk
appKey:

appSecret:
agentId:

2. pIETERE , FRAFAN ArAeEE > HReE b, SEERIAN PAGER TEHA
FH) 747 1D, ARS{RF FRRERSIEE IR E.

H

1 IRBA T REIECE BB S RS, HETRE , VIRE] £3HEE > FREE K
global &, FEIETENZR.
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apiVersion: vi1i
kind: Secret
type: NotificationServer
metadata:
labels:
cpaas.io/notification.server.type: CorpFeishu
cpaas.io/notification.server.category: Corp
name: platform-corp-feishu-server
namespace: cpaas-system
data:
displayNamezh: K$

displayNameEn: Feishu

appId:
appSecret:

2. pIETERE , FRAFAN ArAeEE > HReE b, SEERIAN PAGER TEHA
FH) KH D, AR FRESIEE IR E.

BB A Ak 55 =%

1 EEMSAET , Bf FAEWE > BARFES.
2. B RIRCE.
3. 2 A MR ER RS .

e R

RS-t CFF SMTP UMY AIIBANRS 28 #3E , 6120 smtp.yeah.net |,

¥ BHRFEHFRIEOS. HA%E A SSL i , MRS SSLisHS.
BR%2SACE f# SSL : SSL (Secure Socket Layer) E—FfPArAERLTA, SSLFFXH

TR R EERS [5R Pin RIEI MBERE.
BEE AN REIUE © insecureskipverify FFATIEHEARIER FumiE$
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2 DS

MBFHRENSE. BAFE , BASBRBEBURERFHENLSREFSE

MA 0~
RAEAIDAS BANIRS BB S | AT 4B MR
BRIAE MBETAE , EEEAMIRS 2S00 22 FHFAS,

4. B HRE.

Webhook ZERY AR %25

SIFERBAEREEA. STATRLEE A, KBRS |, B ETEERK Webhook fRS5<5
K% HTTPEK,

MV ERFLAR A

1. M ST |, B SRS > &5,
2. B global SEHFNAERMERMA >CLI LA,
3.7 global HEHAHET R EBITUTHS :

kubectl patch secret -n cpaas-system platform-wechat-server -p '{"dat
a":{"enable":"dHJ1zQo="1}}"

7~ © dHJI1ZQo= £ true ] base64 JwhL{E ; AT , B¥ dHI1zQo= F#A
ZmFsc2UK , Bl false [ base64 JRh3{E.

ETETREHLAR A

1. NS IS | A £85I > &3,
2. B global &EEFZNMERMERRA >CLI LA,
3.7 global &EHHFNHREBITUTHS :

kubectl patch secret -n cpaas-system platform-dingtalk-server -p '{"dat
a":{"enable":"dHJ1ZQo="1}}"
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387~ © dHJI1ZQo= £ true ] base64 JwhL{E ; AT , B¥ dHI1zQo= F#A
ZmFsc2UK , Bl false [ base64 JRh{E.

CPELERA
1 EEMSHAET , B SHEE > &3],

2. B global SEEFZNMERMERRA >CLI LA,
3.7 global &EHAHFNHREBITUTHS :

kubectl patch secret -n cpaas-system platform-feishu-server -p '{"dat
a":{"enable":"dHJ1ZQo="}}"

}275 1 dHJI1ZQo= =2 true B base64 JRh{E ; BNEEMA , F¥ dHI1zQo= FHi A
ZmFsc2UK , B[] false f{] base64 JRh{H.

Webhook fiz%-z%

1. FEEMSHAEF | i ST > £33,
2. BE global SERFZMHERMER >CLI LA,
3.7 global EHHNEDT R EFITUATHS :

kubectl patch secret -n cpaas-system platform-webhook-server -p '{"dat
a":{"enable":"dHJ1ZQo="3}}"

27~ © dHJ1ZQo= 2 true ] base64 Jgh{H ; ANFEH , B¥ dHI1zQo= B#Ah
ZmFsc2UK , B false K] base64 4gi%{E.

1 Webhook 18 Xfc & B E E3K K

MR E#Rr Webhook is R FEBETE X HTTP 1GR3k |, WB5EFE cpaas-system @& TRIFEIE—
A Secret , [REEGH SHcleE KB,

1. NS IS | sl 35 > &3,

2. E global HEFFZMRER{ERM >CLI LA,

3.7 global &EHMET R LA TH/RE YAML X4,
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apiVersion: vi1i
kind: Secret
metadata:
name: webhook-header-secret
namespace: cpaas-system
type: NotificationSender
data:
X-Secret: <base64-encoded-header-value>

4. % YAML 4R/ webhook-header.yaml , FNF&RIE.

kubectl apply -f webhook-header.yaml

l INFO

1. data TFHRIEGNMREBIE HTTP EKKLK.
2. data THESMEENREER Z BIERETT base64 Jrhl,

3. MRIGRABTRELSMENRK , B data FRNEZHEXS.

e

WA B —H A B ML ERE ARG B0 , BT L4 AR E ikl |, PAE
FERC B 1B AL B A THRIR SRR S,

l INFO

1. FEFLZMBERMRFES  HAARIEE RS S E RS I8 AT A RECET.
2. MR FRAEH Webhook ZERY R 55 2REANBARIA , RFERBEAFECEHX URL,

3. 2R Webhook i R BE B ESOEKK , WARRIRWERRIXE] cpaas-system ap 4 (AR

A NotificationSender [ Secret,

1 EEMSHAZT |, By sl > BA,
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2. PR R R,
3. By plERA | FHRBITRARECEME RS,

2 D%

PNENRUERRM— . FaRmxata R ARNTH

HR4E .
XA N BB AIZE A

Webhook URLI/ V(= BEM,
2 NETETEEN 28 AT BB 25
A

EIRIECECEME RS AT EM AN URL, RE
TR AT R BB T RB A,

By RIEXARN BFaTSBNA RN F . B
KARANBCE RETEXRRARNIXRES (FRWE. B4, ZAEE) AR
e, DUB SiRUOEEIB A,

4. B ARIN,

B3 LE 5 Header Secret <EE

MREACER Webhook igm B EBE XEKK |, Ei¥iEkiES A Webhook IBANACE BHE X
ESREK EIEM Secret XEX,

1. NS S | A T > £33,

2. B global &EHF AR >CLI A,

3.7 global &EMKET R LYREXTVHFHEWEE ( NotificationGroup ) &I,

kubectl edit notificationgroups.ait.alauda.io -n cpaas-system <notifica

tion-group-name>

4.6 metadata.annotations &Il cpaas.io/notification.webhook.config (*fi#. H{E

WA T B E ESKKH) Secret &R,
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apiVersion: ait.alauda.io/vilbetal

kind: NotificationGroup

metadata:
name: <notification-group-name>
namespace: cpaas-system
annotations:

cpaas.io/notification.webhook.config: webhook-header-secret

l INFO

Webhook URL 7E#WERHELE , B ESKKIBII 5| A Secret #1THECE.

1B FNTEAR

BRI — MR EEA , HEEXNE. REXENRNTRASTAMR. BTALEEM
N EEBEHERNEMIE,

FaEH Agusd A R PRIEARNEEBAARREBIER , BE CERMBENRNEM
A, FEHPRERECCREEER R IHsHmE.

FAEHE R B AMER A AT ATHERAI A BRANFHER , RREE
HBALFESIHEFTERCRER , AR BFE4HPRIEERR.

l INFO

FEXIFFLMBAMS S , FSARIBBA RS FECE RRX NIB LT AER . RAEBRRS
25, WENAN < RIRXS N A8 FIAEAR .

BIZIEAR

1 EEMSHAZS | By im0 > BA.
2. PNE R AR R,

3. Bl GURAEAR.

4. 78 EAXMEE X | BCEI TS
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g DS

TRIEIE M AR H 2R,
THEZE! HEHE  REBEEMNMANEEHE , 5F

AHREIHEE | REBFLAEMFE AR08 51

HEDREECAE ;

AN
/|

S|

7Cn

T3

o

(ERRARA] AT B @R, ZOEER T FREER. BIREAANT

Ja , mEEH REASZEEATE AR | AT RUAE & AT ARIRA %
BRIR, ATARIRFAERSIRFPHE RN AT %, FEFHERERRIT
RS, DI LTHEREHCCARAN |, FERIZEHAT , FEXTEET A
.

>
H

5. 1£ HEARACE DIgF |, S| AR ERIER R DR E X EMREEASH.

l INFO
1. AT AR E,. AERRERURTFASHFEARESINCES AR, RBEFEEIEN
W, ZFEFMHATTRTAERAS.

2. HERP REEERFAIFHAE, BAMERAERBREHFMATRN , EFEEREELRS.
BEN 3 BEE M BT RS SANCA S .

3. FAMRIEXRINE4EAE | ARFBEMRERHBOANBMERANS , THEASHEMHERES
K. WTTEAZSK , EAT LEEAERIOAERNE.

4. MRFEARTHERERZARE , ©MSEFEATHERAT TN, , BESLTEBRE. A&
RRERTHRIBAAN , EEFEERAIEARKIIA BN R TI AT 2R ER R IX B .

5. RFALTRIREAEMREBEARNSI A , MEZBIMERERF., MERRIRR | FEBRITES
.

6. By I,

SIRAEE

TERBABE ( NotificationMessage ) FARKETIEMHGE , #&A {{. labelkeyl} .
KT HERFPREREBEEE , TLATEREEE N BREH , a0 @ S2R5): {{

.externalLabels.severity }} .
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%ﬁ%ﬂ%ﬂﬂﬂ%ﬁé%ﬂ#ﬁmr‘ﬂFHF'Z%EE’»‘H‘}E' S, BRARFPRZELSS| BBEMEE XN AR
B (riEissiE) . &2, WIS AR NSRRI L.

FARARMLITEMAE

BIRBR TE R
ey W {{ .externalLabels.status }} 5040 - Alerting,
= el {{ .externalLabels.severity }} 140 : Critical,

BIa0 - AAEEZH) Cluster
Aomkgs Ay {{ .labels.alert_cluster }} iJﬁﬂ =R

KESZERERIRIEINL
Nt 5 {{ .externalLabels.object }} FX , B0 node

192.168.16.53,

=x P WP ST

FL 24 FR {{ .labels.alert_resource }}

cpaas-node-rules,
HEHR {{ .externallLabels.summary }} A N R4 A
fim A1 {{ .externalLabels.currentValue }} i A S e il

N {{ dateFormatWithZone .startsAt "2006- .
TR , : HEITIaETE).
01-02 15:04:05" "Asia/Chongging" }}

N {{ dateFormatWithZone .endsAt "2006-01- .
el L ARATE),

02 15:04:05" "Asia/Chongqing" }}

FEMR R TR {{ .labels.alert_indicator }} W s e bR 22 FR

EE:_T_HMI‘-FEP E‘]%%H‘%‘W 1|:| =

ERTFRMEEENF , TRIIE THE WA HTML A AREE K ERER -
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NETTH RE ik
. & TP S
XA -

NE.

<font color="#FF0000">Set Font
K color</font> WE T,
<b>Bold Font</b>

<hi>Level 1 Title</h1> , Fx%X3F h6 (header

Hal 6) WERSERA .
Bk <p>Paragraph</p> WA BEOEXA,
Ell;E <g>Quote</g> mAREES AREA.
ABEEE <a href="//www.example.com">Hyperlink</a> AR,

168 ZN AL

BEFANZ —B AT E AR AR AL BEAHERAN, EEE, BRMERIAES
FRIBASNDRSIZRF , WERBEAR,

l INFO

FASFFLTBAMS S , HAARBBIIRS S E R R BB MAN. MRKECEBH
MRS MEUAR SRR B 7T 2.

HIIR 5 AF

B ERTERS R BAIXARAN , APLREE PAEE FIHEHR wechat Work
0, ERBCHEEREE.

BAEDIR

1 WSS, a0 > 850,
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2. By AIEALN , FHRBA TR ER RS,

2 i

B R — 2 EIRRRIB AR | FaREREERBEMA MR
eGSR

L]

AEFRI— N RZ N BRIZEA | FERBRIBEZBALE PAEE FEEN
KAAAREBA,

JGENIE S N

SFF AR, £T4T. K. MBIEEALERA . FTETRILS A, TCPEAL
BHAR #¥A. WebHook URL FZFAR , FHITIFL L,
EE  EEBMRS SRR ERTBN S,

VAT RABMEESRBEMER. AREAET , BIRIRKIEN A, &)
RLSERET0 B AR & A THEAR.

B FEAR

3. Bl AU,

M E R E I8 ZIALN

FAMBERMAR, 8 FEARFRBAZOART AR, FAmBEER , BFERSERH
b B T 2 EE RECERE AN, FABMERSGERWEA. FELTBAMERERS « &[]
IATE Bl SEATE AN EHER E A , EAREEm B AR gatEasBiiceq(].

HIIR 5 AF

1. BEBRAFAEHE AT RIBAIRFS2SME.
H

2. MREFZTEIAWERTEH#ITERN , CEFTEMRFEMKAACDCE PAGE PLEHEE
Hi@ATLTA ID.

BAEDIR

1. £ MEEE &+ , BE THE.
2. EEMSAAF |, By B,
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3. UIRE| e K |, 55 Sl el i,

l TIP
MREATEB T R ESTRBMEEARA |, ShE AT EE S Webhook ZEFUBEANARS- 28 , 7T AR

HIR.

4. YHRE| B4R K |, £ IBAIMEAR ARIBAIMER. MREFSERFARTHER , AT
BRIT PR | FEQZ B AN AL SRR

5. PIE MU ERK , £% BN G2 IE AR,
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0 Alauda Container Platform Q

Alauda Container Platform > B[N > Wi > #/Eerg > WiItmEREIE

T AR

l INFO

M Alauda Container Platform 4.4 JF44 , 121t T Perses Monitoring Dashboards {EA#TH s 15 AR
86 . Perses MmHRSILAE K MonitorDashboard BESI AT AEFE ., MR PAURESRAE AN 1T
MonitorDashboard &8 , BiE ¥ 15%EE K MonitorDashboard &jBE1TF% 4 PersesDashboard ‘&R,

Bk

ThEEMLIA
FEINRE
S
fERZ=
B 51
WISER S AR R

B IIEER
B AR AR
SAGITER
AV =S
EIISES
A 1D |
DIk i IR
H bl


http://localhost:4173/container_platform/zh/
http://localhost:4173/container_platform/zh/
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EEUNES
B2kt
Bl RACE A
BERASH
EIRIFIE SN
BT CLI AU iR
W RRBMAEE
R
HERXE
FEFAHR—
FEFAHR_
RN ETEAR T E M

THREME R

W ARA T EANEEmREETRE , § EEAELSH Grafana TR , WA ARAELME.
FRIENEEER, KRG FERNSFEEHE  Ma—REEAE=s0 , Amex
RITBCEIR.

FEIEE

o XFFANEMEFFEMERE B E X ST,

o XFEWVESNEAFEETFAMEFRENATFEZIEER , FRIEWS BN
namespace SCHIAIERRES .

o YHEHVIIEERFHNER , AR, Bk, BRERXR , SERIITRKLE)N , FHE
TR EE R,

o XFHELFHARTREBENETE , AT IHEERHIE.

o XRAELNEERFTRENEHNERER. NMATTETEEXTEER TR,

o STFIRIRIELIEIE « SR HidbiraREl. HRE, mibRE . KEGERE. (GERE.
%, Stat BlF&k. XY EF&k, BHE. XA,
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o HEF—HES ) Grafana SIEHEIR.

S

o IFRAFBEENEEZR , ARIE RRIRS) , BIESHIMEL IR,
o RMFFMAAMES , BIFITLE. 1DRE, HHE, IR R BN BHFAEE.
o SFENAEMIRTTESEN , AVPLSARE X BONETER , RNHRBIERE.

o SRB[TFAENZSHINBEREER , FJRIRIRENAZS. WK, FEENEEEE , A FRES
MR RIS WTBE S .
o STEFA Grafana 5% MEMR JSON , {ETF M Grafana 1T FH4rke F .

(E3EEZ7k

o ITz4EEHE VB0 IT B4ERIARK—50 , AR A A iEmR S — R EER R FAm
FIMBETERR , Bla0 CPU, W77, MERES. BT AE L EITRERMEEMN , ATRAK A
RMFEMAGIAA |, IRFNBAEHR,

o N FMERENAHT : TN ARIFRNRFMHAA R , BIEEARRH T SFhFE M a s , ]
EMBRN As TIRSM BRI . ST MREARIKN MR 8 E X T REEIE , RA
ST FAMEREMER , FONMAAR KR,

o ZHEMEH  NTEEZNARENNA S, BiIEERATURESRENEERNEETUE
WE—IREE RGN B TIRE.

o WIELWT : YARGHIAEE , KiITmRAAERMEmAVERESIRFI AT TR | FEMRE
EALREARRA, EA MRIE S EE ERRE RN R EETERNIES) , THTRARBREST.

HIIR 5 AF

Bal , WITERGCHFERFANT TR G IAAFTREN SR, Fit , EE WITmR
ZHT, BEEMITFN S

o MHRAERLE BITERNER LT WiszA4F , B ACP Monitor with Prometheus &,
ACP Monitor with VictoriaMetrics 4.

o MRER R LITERT R BIE S SR A X &
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BT ERS A AR IR

o VITHRTIRFEMETE Kubernetes £, EAJPUAITITAHRAK) Cluster EHRER R LR
B,

o VIHARIKERPHY Wéﬂf'—“ltﬁi’ﬂ%&}&‘}ﬁo Rt , FEE A SITEARZ AT , B R Y EIER
BRI T A BIE1T1E

o WISEMRENASTE RNV EBH SITEERE. INREEEHFURIFEXRET
VictoriaMetrics i , F{NSBRMABERAREK , UEMZEHXNAHIE , THH
ITHIAECE.,

B T AR

EEEREZEBR— N RENERARNES |, R TRSTHITALRNAS , USHIRRAX(E
B XLERTUNEIRRE R FIATHE | IR AT AT —RIATIRARR,

B b = TEAR

1. B AR ETER , ZE AT RARERRSH.

2 iEA

Folder SATTEAR FTFERISCARR 5 5R] DU A BRI SRR

Label SHTEARAIARE ; TRV AT IE S TR AR A T e iR B BT AR .
Set as Main BRJE , A2 AR HRTEIEEmAR BN E MR ER ; R KT IR
Dashboard THRERS , K ROA SRR E EIZ AR R,

B ETEARN AR IAE |, EERMNERPEATERSHEI A , 0]
YRR IR TEAR & T Jade 51

Variables

2. iFeRkE B AU STARE IR, Tk, BRRU ININAE. ARIEER M
INSDA , PUE R RS BT,

SN AT
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FAEXIFEFHSA Grafana JSON , ¥ HEH AR T RN SITHR.

o BEMYEIEF V8+ IRAK) Grafana JSON ; {RIRAKTTIESA.

o MRFANEZEERFEEABRAEFASIHOEA , EMTRELERA RHFHIEIRSE
B (BT MEMEIRRESILER BR.

o SALTERE  EAGTE —HH TR EERME , TS TFaPa@nNERIREX
Al

RN E

1 B EREDIGH , B BRI,

Eiff

Query FAUMZFE AVEEET I B PSR R RNEE. FTAEEERRER | it

BIHEMERLER.

B Vi

EENTERER | (&7 9T MER PromQL TR E)FFISN , FaIRtT —

Query Settings _ .
st FANE R RN, 55 % Common Functions and Variables,
Reaular BEENFRX , BTN EE MR BIKRNA kS rEE , EEEFK
Ejm$mn BENMEMEHRERFETE. AR Variable Value Preview =il it fa )
i ERFETY.
- Multiple Selection : ZE¥ TR & TIRERIF LA 1L | AR GRS
Selection MR, EEBAEKRNENRERPI BRETE , NEESTREN NN
Settings .
- Al NRAE , THERTREREE Al FER , DI 2R 3EE.
FE

FEXERAAREENGHSEE , BN HITARTRIFAZ , BF ATHEEMNEINR. &
ERERFEEL N EIRAE S| BERMEATER R RN ES .



WEASTEIAR B3R - Alauda Container Platform

B VAR

Constant Value B ETEMRE.
BENX
BENEZE AR TN —HURAERSER |, XEERAS/EA TRt B IS mER
L, BERTFNEESE RS . BIASSEH] , MITHNSEIEE M.

2 1tEA

Custom WARESAIRAERE , BN AT NERA display_name : value (il

] A : Production : prod, Staging : stage, Development : dev ) ;R
Settings _
BREREEMER , O] AE#ESIHE.

XAHE

NAEREAFAFEFRAXSE , BE ATEENSENSHIRE0NEEERS.

¥ EA
Textbox Value XAEAEEIAE.

2. B MRE , RI— P ERENEE,

IIREES
FELFPIERSITERPRMNZSNEE , DURRAE RIRREIE.

R - R AR EIRA TAREE X ERA/N ; BRERPIHEEM A TEFHEIERIT
Fr.

=

B RINERE , SEUATRAEERRSH.

Panel Preview : ZXIBAzhA BRS BRSNS N EIRENE .
Add Metric : fEHXIHACE E FRAF U K3 FEHR .
AINAR : XFHEANERERSERIREBEXTENR , WA RSB EFRIER.
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3.

4.

5.
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o NEIEHM | R FERNENE BIEfHrMEFISE , LB RYITRER TREIERNE.
o JEE  NIMEBIEFRF M BIERNIERE —BRA ; AIFE—NERPRINS Fhp
L BFERR.
o A : B NTENREAL, FEhRRARNMEFISE, FarFRIANENE PromQLiIEX ; vl
&£ % PromQL Official Documentation 7,
EFIS% : 1 ERP XTI FR, O{FE B ASTAER
o WL : EYNEMICA {{ . xxxx}} #&3K; B0, {{.hostname}} SKHEHBMAFIXHXR
[B]f¥) hostname FRE XTI HI{E .
o 17N : AR ANEBISFAEKAER , ElFRAP LT N K2 FREURIBEER.
Instant JF3< : ¥4 Instant FFXFF B0 , 21833 Prometheus §) Query 3O &8RP BHE FF 3t

1THERF | ARSI TERIRANGRE] ; anRKMA) , WER query_range FIAEHTITE , B4
TE ISR PN — RS VER

BIRRE | T EFARINEIZRIESRAT It ER R . 155% SiEEx,

B ReF , STAREIERIRN.
BT A AR S AR I — P B AR
ANINEERE , ERTMEARUTHRIE |, MREIRIRIRA A/ NME ST,

o BNERATATEENHKN,

o RAHERPUYEENE TEHHASIRIRT.
o R JiE IR B R EIRIRE.

o By bR SR AT EREI.

o By RF| AP RHIEE.

AETTAE , BT EAR T E L R 7 IR MREFE R,

s na2e

NER BITEARTRZENE , APREIRBAE— T,

1. B NNEIR THRE > Fad , UM EHEXSH.

oA AZFR.


https://prometheus.io/docs/prometheus/latest/querying/basics/
https://prometheus.io/docs/prometheus/latest/querying/basics/
https://prometheus.io/docs/prometheus/latest/querying/basics/
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s BR  XIFRAESSGEELHIERNEE.
o« XAEE : MEFLTE , FRMIACEKSA.
o ZWAE | JHELNEKRTOUBENEE , KIZEREH N EENGAN XNV EES—ITHER
KFoH, FRERIFTRIFRIITER. BEREGEEs.
2. B , AU MABITIA T RMGE , IR ISR KB R ER.

o NMAFPIFESEIT , DUSREIZERTHIBINE. TENEFHRERAISRIEENS.

o BERIXRBFINAT R , ARFEEINAETE. ANEALEEVUTHS T —I0EHZE
HIBTR B,

o YNARLTINEKEH , LA HERKFTARIR—FH530,

o DHERITENRITOET S EEERKERE. MRERE N IREFT X EEER R
WK, w8 R Y7 R4

Vi = E AR

BAEN B E X T ER AT EIEmAR. BN EEEARTIRER | BROARRE Wik
IR,

1. AN S AT , B Operations Center > Monitoring > Monitoring Dashboards,
2. AT LT HER. H& Switch Dashboard,

3. AT UE I AR TSR L RS R BT EHTEAMR , 77181 Main Dashboard FF <)+ 17
R,

HAERAE

FaT AT IR IR EAR TE A MRIRERAE | IRIEFZ ST IS EAR I TARIRAE.

BRE WtAA

YMAL FTFFEAETE Kubernetes S8 A M IR EAR SCFR CR WIRARD, &0 PUEE YR
# YAML FERSECRE N ISR TERE.

Export

A CSV AT LT i = mAR - Aaatr LA E ks,

Expression
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BAE WiEA
Copy RE LT ER ; AT MRERRMmIEER , I H RS IZER.
Settings ERUREEERNERER , SNBSS NANEL X E,

Delete TR 24 BT A TEIAR

EIREER

FERHT ZHARNARN , KFHFARARERZR. AERERNMAXLRRER, frEk
WAME T,

&2k A

RET o8 BRI S
B —5RS AL BRMELMERL | Hii
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.
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REFEMRSURERN RN, o, SEREIFMEZEEGREEIFECE Total Value
FE , EERFXFIELL Current ValuelTotal Value KBS LLFER BIR.

T AR E RARRFIER R LSS IR B /RTFR | FHIFE T,
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EFENIEEME. OBl IENEFRANTEFIRE , BIa0K 100 E AR TRE. B
EWMMEATIOTER, RIEMIERE,

£ WA
BRI LER T A R s E AR R B IrREEME

Graph Style T REEAR AT A, , TERERE RS EME 2 E T
. TEARIESRIR ARG,

Show Direction : YW REEHE—NERFPEFZNMER

Gauge Chart . . _
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RKXRE , FABER FRHERE FRRAL
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Stat Chart . . _
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WiEA

Label Display Fields : &7 IR & SHEIARE+F BIRT
E%.

#] PLI%FR pie 2 donut /R BIREER,

Hide Columns : &0 DU It 2 ¥ D kA&H IF 1K |
RETEHATEINZE.

Column Alignment : 7] PUE I It S ¥E %3 | N EHE )
XFF AR

Display Name and Unit : &R DUB S IS EE S ATE A
ENEZIEA k=X v

Style : Z&ATRAERE AE XAYREIET HTML SRYWIEH
REXARATREREAE.

1. BIE—A %A example-dashboard.yaml M) YAML BCE 4.

2. ¥ MonitorDashboard &JREARME] YAML SR FHFREE. LT RBIGIE T —/ %k demo-
v2-dashboardl (WA I=THR :
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kind: MonitorDashboard
apiVersion: ait.alauda.io/vlalpha2
metadata:
annotations:
cpaas.io/dashboard.version: '3'

cpaas.io/description: '{"zh":"{#®R{FE","en":""}' # Description fiel

cpaas.io/operator: admin
labels:
cpaas.io/dashboard.folder: demo-v2-folderl # Folder
cpaas.io/dashboard.is.home.dashboard: 'False' # Is it the main dash
board?
name: demo-v2-dashboardl # Name
namespace: cpaas-system # Namespace (all management view creations wi
11 occur in this ns)
spec:
body: # ALl information fields
titlezh: EHE/REF # Built-in field for Chinese display name (this
field is created under the Chinese language)
title: english_display_name # Built-in field for English display na
me (this field is created under the English language) Built-in dashboar
ds can set bilingual translations.
templating: # Custom variables
list:
- hide: @ # 0 means not hidden; 1 means only the label is hidde
n; 2 means both label and value are hidden
label: &% # Built-in variable display name (label is set to
the appropriate name based on the language, e.g., cluster in English)
name: cluster # Built-in variable name (unique)
options: # Define dropdown options; if a query retrieves dat
a, it will use requested data; otherwise, it will use options. A defaul
t value can be set (generally only used for setting default values)
- selected: false # Whether to default select
text: global
value: global
type: custom # Custom variable type; currently, only built-in
(custom) and query are supported (Importing Grafana will support consta
nt custom interval (after import, it will be changed to a custom variab

le and will not support auto))

- allvalue: '' # Select all, passing options with the format xx
X|xxx|xxx; can set allValue for conversion (Grafana retrieves all data

for the current variable as xxx|xxx|xxx, adjustments will ensure consis
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tency)
current: null # Current value of the variable; if not set, de
faults to the first in the list
definition: query_result(kube_namespace_labels) # Query expre
ssion for data retrieval
hide: © # © means not hidden; 1 means only the label is hidde
n; 2 means both label and value are hidden
includeAll: true # Whether to select all
label: ns # Built-in variable display name
multi: true # Whether multiple selections are allowed
name: ns # Variable name (unique)
options: []
query: ''
regex: /.*namespace=\"(.*?)\".*/ # Regex expression for extra
cting variable values
sort: 2 # Sorting: 1 - ascending alphabetical order; 2 - desc
ending alphabetical order (only these two support temporarily); 3 - asc
ending numerical order; 4 - descending numerical order
type: query # Custom variable type
time: # Dashboard time
from: now-30m # Start time
to: now # End time
repeat: '' # Row repeat configuration; chooses custom variable
collapsed: 'false' # Row collapsed or expanded configuration
description: '123' # Description (tooltip after title)
targets: # Data sources
- indicator: cluster.node.ready # Metric

expr: sum (cpaas_pod_number{cluster=\"\"}>0) # PromQL expressio

instant: false # Query mode true retrieves data at a specific t
ime
legendFormat: '' # Legend
range: true # Default querying range when retrieving data
refId: #5451 # Unique identifier for display name of data source
gridPos: # Information on the dashboard's positional layout
h: 8 # Height
w: 12 # width (width corresponds to 24 grid units)
X: O # Horizontal position
y: 0 # Vertical position
panels: # Panel data
title: EFXFrditab # Panel name
type: table # Panel type; currently supports timeseries, barchar
t, stat, gauge, table, bargauge, row, text, pie (step chart, scatter pl

ot, bar chart, configurable through drawStyle attribute)
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id: a2239830-492f-4d27-98f3-ch7ech77c56f # Unique identifier
links: # Links
- targetBlank: true # Open in a new tab
title: '1' # Name
url: '1' # URL address
transformations: # Data transformations
- id: 'organize' # Type organize; used for sorting, rearranging
order, showing fields, whether to display
options:
excludeByName: # Hidden fields
cluster_cpu_utilization: true
indexByName: # Sort
cluster_cpu_utilization: 0,
Time: 1
renameByName: # Rename
Time: "'
cluster_cpu_utilization: '222'
- id: 'merge' # Merging data
options:
fieldConfig: # For defining panel properties and appearance
defaults: # Default configuration
custom: # Custom graphic attributes
align: 'left' # Table alignment: left, center, right
celloptions: # Table threshold configuration
type: color-text # Only supports text for threshold color
settings
spanNulls: false # true connects null values; false does no
t connect; number == 0 connects null values according to 0
drawStyle: line # Panel types: line, bars for bar charts, p
oints for point charts
fillOpacity: 20 # Exists when drawStyle is area (currently
does not support configuration, area defaults to 20)
thresholdsStyle: # Configures how to display thresholds (cu
rrently only supports line)
mode: line # Threshold display format (area not supported
currently)
lineInterpolation: 'stepBefore' # Step chart configuration;
defaults to only supporting stepBefore (stepAfter will be supported lat
er)
decimals: 3 # Decimal points
min: @ # Minimum value (currently not supported for page conf
iguration, only supports imports that have been adapted)
max: 1 # Maximum value (page configuration only applies to st

at gauge barGauge pie)
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unit: '%' # Unit
mappings: # Value mapping configuration (currently only suppo
rts value and range types; special types supported on data)
- options: # Value mapping rules
'1': # Corresponding value
index: 0

text: 'Running' # Displayed as Running when value is

type: value # Value mapping type
- options: # Range mapping rules
from: 2 # Range start value
to: 3 # Range end value
result: # Mapping result
index: 1
text: 'Error' # Values from 2 to 3 will display as Er
ror
type: range # Mapping type for range
- type: special # Mapping type for special scenarios
options:
match: null # nan null null+nan empty true false

result:
text: xxx
index: 2

thresholds: # Threshold configuration
mode: absolute # Threshold configuration mode, absolute val
ue mode (currently only supports absolute and percentage mode; percenta
ge mode is not supported yet)
steps: # Threshold steps
- color: '#a7772f' # Threshold color
value: '2' # Threshold value
- color: '#GOT7AF5' # Default value with no value is the B
ase
overrides: # Override configuration
- matcher:
id: byName # Match based on field name
options: node # Corresponding name
properties: # Override configuration; id currently only sup
ports displayName unit
- id: displayName # Display name override
value: '1' # Overridden display name
- id: unit # Unit override
value: GB/s # Unit value
- id: novalue # No value display
value: No value display
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options:
orientation: horizontal # Control the layout direction of panel
s, applies to gauge and barGauge (stat will be supported later)
legend: # Legend configuration
calcs: # Calculating methods (only displays when the legend p
osition is on the right)
- latest # Currently only supports most recent value
placement: right # Legend position (right or bottom; defaults
to bottom)
placementRightTop: '' # Configuration for the upper right
showLegend: true # Whether to display the legend
tooltip: # Tooltips
mode: multi # Mode dual selection (only multi-mode supported)
All data displayed when the mouse hovers over
sort: asc # Sorting: asc or desc
reduceOptions: # Value calculating method (used for aggregating
data)
calcs: # Calculating methods (latest, minimum, maximum, avera
ge, sum)
- latest
limit: 3 # Pie 1limits the number of slices
textMode: 'value' # Stat configuration; defines style for displ
aying metric value; options are auto, value, value_and_name, name, none
(currently not supported in the page configuration, but supported in im
ports)
colorMode: 'value' # Stat configuration; defines color mode for
displaying metric values; options are none, value, background (defaults
to value; not supported in configuration but adapted in import)
displayLabels: ['name', 'value', 'percent'] # Fields displayed
in pie chart labels
pieType: 'pie' # Pie chart type; options are pie and donut
mode: 'html' # Text chart type mode; options are html and richT
ext
content: '<div>xxx</div>' # Content for text chart type
footer:
enablePagination: true # Table pagination enabled

RIS

 FHeR%L
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EENEWRER , [RT A UEA PromQLIREE WS, , SFEMRIRMHLITE RSt EERE
NERRENSE,

BRI %R A%
label_names() 1R [A] Prometheus FHIFTEMRL , 70 label\_names() .

iR [@] Prometheus o fTA TR EIAARE B FRKFTE A EE | Blan

label_values(label)
label\_values(job) .

label_values(metric, & [B] Prometheus HHEETEAF B AL RV FTA AT EE | B0
label) label\_values(up{}, job) .

IR EHEARF B A BTE UENFRA AR B TEAREFR | 5120

metrics(metric)
metrics(cpaas\_active) .

query_result(query) IR [EFERE Prometheus YRIZER | FI20 query\_result(up{}) .

FHREE

FEENEEBER , BT ARPAGRAE , MEREENBENEE., UTFE—L]
HESEWERTEEN

8 ZHR ERERER

cluster label_values(cpaas_cluster_info,cluster)
node label_values(node_loadl, instance)
namespace query_result(kube_namespace_labels)

label_values(kube_deployment_spec_replicas{namespace="$namespace"},
deployment
deployment)

label_values(kube_daemonset_status_number_ready{namespace="$namespace"
daemonset
daemonset)
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TELK ERRER

label_values(kube_statefulset_replicas{namespace="$namespace"},
statefulset

statefulset)
pod label_values(kube_pod_info{namespace=~"$namespace"}, pod)
vimcluster label_values(up, vmcluster)

label_values(kube_daemonset_status_number_ready{namespace="$namespace"
daemonset
daemonset)

TEFRHR—
{#F query_result(query) BR¥E1H] node_loads HKHE , FIZEL IP,

1. £ Query Settings FIEE query_result(node_load5) ,

2. 1f Variable Value Preview [Xig , Ti'% /<551 node_load5{container="node-
exporter", endpoint="metrics", host_ip="192.168.178.182", instance="192.168.178.

182:9100"} ,
3. £ Regular Expression F1EE /.*instance="(.*?):.*/ RUHE%{HE.

4. 7f Variable Value Preview [Xia , Flia /<A 192.168.176.163 .

TEFERZRZ

1. ™I —NA = namespace , {#/ query_result(query) K& 1)
kube_namespace_labels H{E , FF42HX namespace,

e Query Settings : query_result(kube_namespace_labels) ,

o Variable Value Preview : kube_namespace_labels{container="exporter-kube-
state", endpoint="kube-state-metrics", instance="12.3.188.121:8080",
job="kube-state", label_cpaas_io_project="cpaas-system", namespace='"cert-
manager", pod="kube-prometheus-exporter-kube-state-55bb6bc67f-1pgtx",

project="cpaas-system", service="kube-prometheus-exporter-kube-state"} ,

o Regular Expression : /.+namespace=\"(.*?)\".*/ ,
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e £ Variable Value Preview X3}, , Fil'S/~5I146 5 Z 4> namespace , I argocd |,

cpaas-system %,

2. IINE_AAE deployment , 75| FHRTEAIEKELE :

e Query Settings : kube_deployment_spec_replicas{namespace=~"$namespace"} ,

o Regular Expression : /.+deployment="(.*?)",.*/ ,
3. M HFISIEEARRIN—ANESR , 35| BRTERmK A E |, 5ian

o TEMREFR  THAM TH pod RIHERE.

o FEEXS : kind : Deployment , name : $deployment , namespace :

4. RINEIRFFRER  EAI D ETERE REE XN N HNEIRES.

AN ETEARI A E S

l WARNING

PATHEpMEREENZE namespace . name H kind , AEFFLIEIEF TR,

« namespace {YZFFIEIFHFE namespace ;
e name NFF=F1ELHH : deployment . daemonset . statefulset ;

e kind {EIFFEELATEARIZ— : Deployment . DaemonSet ., StatefulSet

e workload.cpu.utilization

e workload.memory.utilization

e workload.network.receive.bytes.rate
e workload.network.transmit.bytes.rate
e workload.gpu.utilization

e workload.gpu.memory.utilization

e workload.vgpu.utilization

e workload.vgpu.memory.utilization

$namespace .,
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Q Alauda Container Platform

Alauda Container Platform > B > W% > #4Efsrg > Perses WiZHR

Perses S35

Bk

ThAEMER
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mISERSER
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EIISES
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YtE R =R JSON
RERSitl
YN
ETR TR
HEHE
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http://localhost:4173/container_platform/zh/
http://localhost:4173/container_platform/zh/
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ThREME R

Perses WimMEAR#E Alauda Container Platform 4.4 £ A—IRET IR Perses J8 25| M5
WisEREENSIA., ROTUEFENERITER, 2B E N SZER,. SAKIEER JSON ,
AR EIR & BEFEdREI 3R

Perses WaEMR-5INA K Monitoring Dashboards Thagtt7z. A M MonitorDashboard £ 8B
FEIRASRRT A, ULRFEBLE Perses WIR RS B HIERIA WimmiRE , T IAK
MonitorDashboard ‘&jf1T5% 4 PersesDashboard ‘&ji. EZEE2ES N %

MonitorDashboard 15 %I Perses,
B—MERET e S ITHER

o STRFE NATEARE RS,
o FEENIIERERERN , AR U FRE,
o WHBASIFHE, BEAIMRERIAT AL,

A 2

FEfE A Perses STEMRZ BT , ESEIARLATAL

A R i

global EEE{THE—M Perses server
S, THEREERHR TR operator A 1243t Perses MiRHEIMG
fefit PersesDashboard CRD , (BAR&8IE  in. JERAIEREN.

Alauda Container
Platform Dashboard

for Perses N

Perses 32441,
Alauda Container 121t Perses Wi mAR{E
Platform Dashboard {¥ global £&t BrY. 3 RBAC BFE
Essentials MREERRS .

TEERBRES N, Installation, tRFTIEEREE K% Alauda Container Platform Dashboard
for Perses , Perses Yii#HiR WER BRIk tsra , MA R MITERSIZR.
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7[5) Perses W1 AR

1. BRE A FaBeHAA.,
2. EAMSHAES , #F )\ Operations Center > Monitor > Dashboards (Perses),

3. (L FTUEIRARK) Cluster 2% , SRR ERH TITMARASEEE.

BH WITER

T RS R

HEERS RS BIRRIEFTES R A AVTRIAY Perses MR

me R
! %R B~ Dashboard, Folder 1 Created.
RN PRA] IR B AR, SR EARE S R e 3T AR
B TR WE%"E FHEHARSMCA Built-in, NESIZERK Edit 71 Delete #22F , MM
Duplicate 7] .,
=3\ I 4
EIEXEJI@ B X SIS EAR S 3F Edit. Duplicate #1 Delete,

i P AR AR
P AR £ AR TIF M TR L.
AR REARER | 4TI

o IREIFREEEREX.

o R ETEAR A E kR R R

o AR AT EIANRIHTAIR .

o LEEHEARSHFN , TEEEmREE.
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e B {3 PARIAERFTFF Dashboard JSON,

o MEIZRFITIF Query Viewer , PULIEHENEFE PromQL &if], EIfIFIR/NEK.
BT AT EIRIREREER , Query Viewer R4 BRBUEIREE.
HTHNE REER , SEERIES K Edit 70 Settings <28
BN YwlE a2 AR
B iR
1. 7£ Perses iTEIMRYIFZRE L , R Create,
2. fLE WIERIEE.
FER MR i3
Name i EITER B /R FR.
Description B EITERIEIA.
Folder = AT ARSI EARRISC .
Tags = RTHLANE R TR KR,

3. MABIE. FERATIT LT IR w2

FOREFRERIRAER, IRRBAE Ul PRI EIIR B R AR,
2 F = AR Rt 2%
W BRI F R A T E T 4R -

BAE TP

Variables AN INEkdwiE IR R E.
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B DS

Add Panel ) M P TEAR AR N 2.

Add Panel Group AN ZRA DILALRE K.
Save RIF AR .

Cancel MR EBGHR YRR,

NINE R

1. £ R mEZSF , 7 Add Panel,
2. 7£ Add Panel g+ , BCEREFREZHR. A, #MAMEFRIE,
3. 7£ Query EHRHALEE M.

FE 3%
Query _ _ .
fFRIRAE PromQL, TEARr&FRAIRESIF B EhFh 2,
language
S+ FIGEE M , 1§ ACP Courier Query ; ST TRIAZE) , {#/ ACP
Query Type Courier Instant Query, BBSZE#HIEHE B Bar, Gauge 1 Stat EZRFAT 4
BIEEL,
Add Query A—NERFMZANEM,

4. {RIEEEA B HAEIRE , 6140 General Settings. Query Settings. Links 1 JSON,
5. KBTI RFEIX.

TXIgsBEERAFATERBIRIR , Ao BRIERIRERS.

A

EYwigZs{E A Variables KRN G ITHEIRTE.
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A g T 9%

List RIBTEAREIRLE RN A B RN,

Text FRFIIMARLA, XAZTEXHF Constant IXHE.
e AR JSON

EREERT , &% {3 FT7FF Edit Dashboard JSON, 7] DABLBE4R4EE S EMRGE N .

et

Perses WIZHIARTEL I BT H:F L T FadrE R 2EHY

HETSit AR

Time Series Chart LN EE

Bar Chart RIS PLERHEA
Gauge Chart LRMESFAZE,
Stat Chart = B MEE K RTERR.
Pie Chart 7 LA A,

Table LRI Z ARSI
Scatter Chart DA,
Histogram HAEN.
HeatMap HhE M.

Status History e B ) AT L AR A

Markdown WX ARETHNEA.
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ERANTERERIATEIRR.

SPNAEAlAY

1. FERISERS R L , $TFF Create FH S HFH%FF Import dashboard.

2. kESANEER.

TR
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Folder

Dashboard
JSON

3. AT,
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E EIEER B IR R,

o ST AR TR .

P T AR EIEmARA A

Perses 3% Grafana Y334k JSON, #Re]RA_E{E 4
ANy JSON RA.
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BN , RRAB UBTHRAFFWEIRZETIATEE

B I AR
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Duplicate

Settings

Switch

Delete
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BIEIA IR ER A iR RIA . PNE EREAR T AT LR 61208 € R IEHER.

BRI EARATR, R, CERFRE,
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WEHEE

W BRI A E SR

Tk B A3 Alauda Container Platform Dashboard for Perses, &% & B L%
2044 | SR/GHB I FTFF Dashboards (Perses).

I EAR A R

HRETmA :

« Alauda Container Platform Dashboard Essentials &7 global &L IFIEIT.
o FTEERTHNITHIEREMIFMIER TIE.
o MATAFPERIREWBRERE. dha<E)3IE KTEsR.

HERNEBITEREREN xxx-pd Z KR RIREBFR

WMRFEITEMRAE S cpaas.io/display-name JEfi# , FUTHEHANELITERTGESE
7~ Kubernetes BIREZFHMAEBREIR. XASFInMITERIELRSFEF T,

FARIRAE

¢ % MonitorDashboard 1T7#% %! Perses
¢ Installation

¢ Monitoring Dashboards
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Q Alauda Container Platform Q

Alauda Container Platform > ®JXUIME > 9% > #{EfgFg > Fleet Monitoring

Fleet Monitoring

Bk

HhR
B &RM
VAia) Fleet Monitoring
RNE TR

Fleet Monitoring 5%,

Fleet Monitoring Project Quota
Pipviz 65
RINE €M Fleet Monitoring Y 3= HE#R

PR

iR

Fleet Monitoring A¥ & B QiR it /L SR IIEIE, ERRABBRT f#IPLL R C %k,
BISPURREEN . UK fleet EBFARIES ETFCAANK.

Fleet Monitoring NAER LA RIS, ST fleet ZRIATER. BRENWFKHI LS | WE{E A Fleet
Monitoring ; H{RFEEXTHFEEEE. namespace, TIEREEFEARSHTHFAMIZAIER | 1§
{E SRS REIRE,


http://localhost:4173/container_platform/zh/
http://localhost:4173/container_platform/zh/
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AU 561

1E{£ F Fleet Monitoring Z 87 , WEHffRIBE A FEK :

« Alauda Container Platform Fleet Monitoring Central Service &, &35 7t global £ .

e FleetMonitoringHub &IRTFFET global 8 L.

Alauda Container Platform Fleet Monitoring Cluster Service B &3 £’ % 2Bl )\ Fleet
Monitoring K& NERE L,

FleetMonitoringAgent WIRGFIAETIREEBMARNS N ER L.
EEER SRR global 851 | FFEE /S Monitoring THAE,
o {FEMFREZ Fleet Monitoring TT AL IE.

BRALSHEES N BLE Fleet Monitoring.,

173]7) Fleet Monitoring
EFTFF Fleet Monitoring , 3&%%4%I Platform > Observe > Fleet Monitoring.

ZR AR BREVAR Fleet Monitoring WM. {#F Switch AfZENEFMEE X Fleet
Monitoring Y5 1% iRk 2 (B )ik,

EE—PhRATF |, Fleet Monitoring TWEIANZ{# Create, Import B{E|RZRERE. BRNEE
M Fleet Monitoring ¥R , 1% A K Monitoring Dashboard BIRTEl, EZEE. |
ES N, AINE TN Fleet Monitoring YI%THR .

NE I ER

Fleet Monitoring B.5 T fleet Z& M3 TRIR IR .

Fleet Monitoring 18"

Fleet Monitoring %% K= R ZTIAKTUR KT ER . E R ASBREZ AT R

o MPLLt B %% Fleet Monitoring ?



Fleet Monitoring - Alauda Container Platform
fleet FAHZ DT, pod, project, CPU R UMMNEFRIR 2
La7 fleet STEINMK CPU MNFFEREREKEL T(HAKTF 2
PLETT R CPU SNTEE IR E S ?

o fleet 2% CPU FMPNFF AR 2

RS EERATEE fleet @FRKEE, FEHE , MEARBIRAIFTERIENER,

AEITERBEUTER

X33 168

. SRHME. TRWE. pod E. project HE. CPU BE. NEEE. IHIX
Fleet inventory = . =
EWELRIEREEHRE.
Fleet utilization CPU %, CPUIEKE, WNFFEREURNFEKRE,

Node ranking BEiEiEE iR CPU FHEMRNFEAEHEFNET AT A,

Utilization
CPU FIRAZAAMANEF ARG,

trends

Cluster details SRR RIFRFIRZENS,

Fleet Monitoring Project Quota

Fleet Monitoring Project Quota MZHIMRZE — MR LATHEAR , AIFEMRT i EERERT
[ project BCARY BCAME B L.

AJfE AR ISR E project BLEi A0 , FHRAIFAEACEL S BeakE XA project.

ZEEERBEEUTESR

(X35 WtAA
Definitions and Acdn. 200, SERMERRNKEN , PRIES ., SFEIT _EREHAK

thresholds RES X,



X5

Quota usage

overview
Quota distribution
Quota usage ranking

Project quota details

i GEX IR

Fleet Monitoring - Alauda Container Platform

WiEH

project &, ELAEIE. SFERAENEHE. CPU MNEFERE,
fCEEE. ENlicENEFRE.

KB, ENRKERFESH ARIRZIEIRK CPU MNFECET 6.

1% CPU BC#ifE FEMAFECAE A EH AR JLA project.

project ZRECERSYEC. {EAELIAKELIFE.

Fleet Monitoring ¥FEMRIR AR , AT BN AEILE/ NS E S RE SR B K project & A&,

T

Cluster Label Key

Cluster Label Value

Cluster

Project

Quota Resource

Type

Time range

WA

Wi T I SR REARAERE .

Ve PR BN RER(E.

ERE—P SR, BT SREREE /NS R.

PEFE—EZ A project, AZR]FT project quota MSI%HIAR .

£ limits 1 requests Z[AYVIH#k, WA =0 HBTF project quota M55
[iE1Y

P R EAR E R AT,

Cluster 27 P3| H A E4N14EEE. Connected Clusters 35 R 8tiTSrIEEE A Fleet
Monitoring ¥IBROERE, EI , 8RN IEZEHRETERF.

IRINEE N Fleet Monitoring 'S35HAR
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#Ra] PAfE FBEIA B Monitoring Dashboard &IRTER , B E X Z & ITEARANE] Fleet
Monitoring 9.

AERATE—RIE

o 7EIAM) Dashboard WHEF , £ global &£#f FAIE— M SIEER , FFEE TWHERERD
fleet-monitoring #RE.

e J MonitorDashboard YAML &iEi232F Alauda Container Platform Fleet Monitoring
Central Service & FTEMm & TR , Hixd & TR T global S£8¥ . MRZEIRE,
4 cpaas.io/dashboard.tag.fleet-monitoring: "true" #rZE. WARELSAWSITERT
fil fleet-monitoring #Rr%E,

N

apiVersion: ait.alauda.io/vlalpha2
kind: MonitorDashboard
metadata:
name: my-fleet-dashboard
namespace: <fleet-monitoring-namespace>
labels:
cpaas.io/dashboard.folder: fleet
cpaas.io/dashboard.tag.fleet-monitoring: "true"
cpaas.io/dashboard.tag.multi-cluster: "true"
cpaas.io/published: "true"
spec:
body: {}

B¥ <fleet-monitoring-namespace> #5#t°4 Alauda Container Platform Fleet

Monitoring Central Service &3 K 4r & TIA].

AREALTIERE X SEERZE A{EA Fleet Monitoring $558. WITHIARAIVES DML
THEARERIERT Fleet Monitoring 3= I%UIRIR. 5T E.

NTZERBITER , EFR cluster FRERIMRIRER. MRERBTEHEE
cluster #5% , Fleet Monitoring ¥4 JRIA{EFREE A exported_cluster ,

EYUFTFETNERT |, YEHIEE M Fleet 3555 , Fleet Monitoring MisERE AN BB Y
vmcluster=~"_*" , AMRIZBFUEEFEZS | KIsERRIER[RESEE ML EE global iz f5
v, FEASREEEREERM Fleet F5Ar%5UE.
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R~ :

avg_over_time(fleet:node:node_load15:avg{vmcluster=~".*", cluster="g1l-c1"}

[1h])

last_over_time(fleet:node:node_loadl5:avg:avg_over_time_1h{vmcluster=~".
*" cluster="g1-c1"}[2h])

PR 1)
Fleet Monitoring FZE— P hRAF LT RS -

 Fleet Monitoring N HE BN L &AL TA.

« Fleet Monitoring $ET AL SHSHER | B&LHUETIA LS TARHTE
i,

« Fleet Monitoring ANE it 18 A /- B BhACE K EFaAral R HIALR A T M .
 Fleet Monitoring NEIEF S #GE. {X1E/2H Fleet Monitoring Z fa A &R EXIE.
« Fleet Monitoring NERT 2R BIEHIE . BEA RS GITHTFEMHES.
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0 Alauda Container Platform
> BiEfER > HRETEHE

1A 493
mJT

Alauda Container Platform > &[XL4E >

HRErEHE

Bk

| vheei
s
ElEE gt
B
Fadax
AR
BT

B X BlackboxExporter Yzt

BRAEINAR
B CLI Bl RE MiTAE

[}

HIIE &A1t
BRAEINAR

2EER

Z_\b A LN
THEEME A
£ Blackbox Exporter 3XH , /A FIBIT ICMP, TCP 8% HTTP X¥ Mgt

SE4 BRE TR
TEN | AR T & b % AT


http://localhost:4173/container_platform/zh/
http://localhost:4173/container_platform/zh/

REHETE - Alauda Container Platform
S5k#TE EFNSFLTIENBR SRR RGAR , BEURXIRNELSER. YBEKIETT
EEERRS T AERNER RN |, RE IR R AR HE T EMAEE. B
M, HEAD APIEOREN , Ba sl AR R 2SR M2 E 2% .

I WARNING

TRETTHEEAN THFAENIZIRA 3.10 RA T R LA ICMP £91 IPve sk, HH{ERNSR  F
BT MR A TR ZE 3.11 RRAE.

£ 1}
7o 11

H2F

PRSI |, ATRUGESE ICMP, TCP 8k HTTP RN E , ERINTEE B B ARt

AR 551

EIRAMIRE RSN T , B AME{TIER,

RIEIMAZ

1. EEMSAE R B0 > 117 > Ba g,
UK : ARE MITANERRIRIGE | RETRERS AL AT YRR,
2. iy AU RE ML,

3 RBAM AR E RS .

S8 WiEA

ICMP : BT ping I A\R BArthE (O5B8k IP) RINARS 25 0] FAtE.

TCP : B N BARIE PHEREM <mis im0> 8L <IP:uC> ERMEM,
W&isa.

HTTP : UM BARIE URL |, 162 RshZEi@E M,

1R 1 HTTP HRIUFRENALSF GET K , &% POSTIERK , 5% &
E M BlackboxExporter M35tk

M=
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2% 408
EASVUIET]iE TR ) B ) () o
PN B Rt |, fRAKSHRF 128 4.
ARERNA XM AIET -
B AxHht ICMP : 1848k IP i3k , 520 10.165.94.31
TCP : <54 :uM> 3L <IP:upM> , Hli0 172.19.155.133:8765
HTTP : DA http 8% https FF3KH) URL , 5140 http://alauda.cn/
4. S B,
EEING , JESRIUSINEEHEMRNER , HETRESWIEMAEEZ R, YN
RN , RESBaEEE | BAMEXA R TAIE.
I WARNING
BEVIETIAEREING , RAFTEA S5 nHMREISECE. RSHEASHITRN , BTUEAEERNLGE
x.
S A A
e 5
CIE S

o WIEAMIACIORTESERT , HEIRAMHEITIER.

o RRETMEATSE , AEARETHIERD | R KT Wi o RARMEER.
RAEIMAZ
1. HEEMSHA R a0 > 5% > SERE.

R BERMNSERETRE , RE TR S A AT YIRS RY.

&R,

BHRYRENCE 24 kiT
2. Rt RIS ERRE.

3. RBUTRARBCEMR RS | EZSMERESE QIR EERE.
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o HERA EHEE RIREE,
KA SR R
o R ARINEEALR,
o HEIR EHEE RREE,
o REVTM  BERTHRERS T,
o TEARETR | BEERREITIMAEENIENR. T A URISIFHTEIRA Connectivity Al
HTTP Status Code,
« Connectivity : FTAR& TN ANERRATENR , SRR MN “1= 17 FoREBRE KT
A B AR AR ATIR.

o HTTP Status Code : {4 TR & WITTAHERIN 778 HTTP B a]3%E, aJi i A=1{71E
BOMVERRNR SMEE |, FIINRE R “> 299”7 FRRIMAARD A 3XX, 4XX Bf 5XX K&

o

4

o IBXNIREL : W IEHETNSTHC B A8 SN TRAK .
o mifF RN,

4. i B, RXETERME , T EELRIIIRTER LR,

B i€ X BlackboxExporter Ytk

BT B [E) BlackboxExporter BRE A RN E E AR | e & W ThaE, 4
20, A0 http_post_2xx #8f5 , UE S WIRHIRNATIREAR HTTP B, BPE[EN POST
BRATERIRE

2o ISR E U TR+ Prometheus AR 2 TAN , BMARFRA cpaas-
monitor-prometheus-blackbox-exporter ,ﬂ*ﬁ}ﬁ%ﬁﬂ‘ﬁ%ﬁﬁ"{@&o

l TIP

ZELE XA S & T RARXA) ConfigMap RIR , FIIETFAKERERE £RHEHE > RIREHE R
REEMEH.
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1. BIRECEXHF key modules IRINEENGIEESR  EHEAENISEE.
BUARAN http_post_2xx #5041

blackbox.yaml: |
modules:
http_post_2xx: # HTTP POST ¥RiMFEEL
prober: http
timeout: 5s
http:
method: POST # BWIWNEKRATE
headers:

Content-Type: application/json
body: "{}' # PRNEHETANERIAN S

RV EXHFHNTRE YAML 7RGl , E5% 2%(EE.
2. BEATE—ARMERE.

% Blackbox Exporter 24 cpaas-monitor-prometheus-blackbox-exporter f¢]

Pod , EE/24H4.
o BUTUAT &4 VE reload API , RISETECE ST -

curl -X POST -v <Pod IP>:9115/-/reload

BT CLI gl R& iz EE

HIIR 56 AF

- BREBRE (FHEETEENEM) .
o BirER TR EEAN.

RAEIMAZ

1. 313 YAML BCE XX , 5945 example-probe.yaml .
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2. 7£ YAML &0 PrometheusRule &JRFFIZAT. PUFRBIBIEL A prometheus-

liveness K&K

apiVersion: monitoring.coreos.com/vl

kind: Probe
metadata:
annotations:
cpaas.io/creator: jhshi@alauda.io
cpaas.io/updated-at: '2021-05-25T08:08:45Z"
'"Prometheus prober'

cpaas.io/display-name:
'2021-05-10T02:04:332'

creationTimestamp:
labels:
prometheus: kube-prometheus

name: prometheus-1liveness
namespace: cpaas-system

spec:
jobName: prometheus-liveness

prober:
url: cpaas-monitor-prometheus-blackbox-exporter:9115
module: http_2xx

targets:
staticConfig:

static:
- http://www.prometheus.io

labels:
module: http_2xx

prober: http

interval: 30s
scrapeTimeout: 10s

3. Wi YAML BECE X , 687 example-alerting-rule.yaml ,
4. 7 YAML LRI PrometheusRule &IEFHIZRT. AT REIAIES K

R

policy I

of
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apiVersion: monitoring.coreos.com/v1l
kind: PrometheusRule
metadata:
annotations:
alert.cpaas.io/cluster: global # S &2 AW
alert.cpaas.io/kind: Cluster # 7Fjjizsrl
alert.cpaas.io/name: global # 24\ 1wl fTfr it 2k
alert.cpaas.io/namespace: cpaas-system # prometheus #4758, {FFFE0A
alert.cpaas.io/notifications: '["test"]'
alert.cpaas.io/repeat-config: '{"Critical":"never","High":"5m", "Med
ium":"5m", "Low" :"5m"}"'
alert.cpaas.io/rules.description: '{}'
alert.cpaas.io/rules.disabled: '[]'
alert.cpaas.io/subkind: "'
cpaas.io/description: ''
cpaas.io/display-name: policy # &5 E5HL TIRAHR
labels:
alert.cpaas.io/owner: System
alert.cpaas.io/project: cpaas-system
cpaas.io/source: Platform
prometheus: kube-prometheus
rule.cpaas.io/cluster: global
rule.cpaas.io/name: policy
rule.cpaas.io/namespace: cpaas-system
name: policy
namespace: cpaas-system
spec:
groups:
- name: general # 52504 Hk
rules:
- alert: cluster.blackbox.probe.success-y97ah-9833444d918cab96c
43e9ab6efc172cf
annotations:
alert_current_value: '{{ $value }}' # IBAIETHYHTE, FIF20A
expr:
max by (job, instance) (probe_success{job=~"test",
instance=~"https://demo.at-servicecenter.com/"})!=1
# EBRMEEDR, FOMERERERIETA PR E IRt
for: 30s # JFZLhd(A
labels:
alert_cluster: global # &R 42Hk
alert_for: 30s # JHZifdE
alert_indicator: cluster.blackbox.probe.success # {5/



enter.com/

A
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alert_indicator_aggregate_range: '0' # {xiF /A

alert_indicator_blackbox_instance: https://demo.at-servicec
# REmiTERE

alert_indicator_blackbox_name: test # 240 imI&#R

alert_indicator_comparison: '!=' # JEIEEEEGRFLEAAL
alert_indicator_query: '' # HEE2EH, LhlE

alert_indicator_threshold: '1' # SN E, 1 Foadimr, &

alert_indicator_unit: '' # EEHNFERREL

alert_involved_object_kind: Cluster # &5 =G4
alert_involved_object_name: global # & i it
alert_involved_object_namespace: '' # SN[ EN Sy

alert_name: cluster.blackbox.probe.success-y97ah # eg%giL;mg

alert_namespace: cpaas-system # S ZH T4 77|
alert_project: cpaas-system # & /0T @0 500 E 475
alert_resource: policy # 525 fT7e &5 2 iF

alert_source: Platform # EEHNEIEZEA  platform-"F&%0E, Bu

siness-MV&¥dE

- Low

415043el4a

enter.com/

EHRN =

severity: High # &ZHNKS : Critical-k¥E, High-®&E, Medium

- 17N

alert: cluster.blackbox.http.status.code-235e1-99b0095b6b6669
e84f43bc
annotations:
alert_current_value: '{{ $value }}'
alert_notifications: '["message"]'
expr:
max by(job, instance) (probe_http_status_code{job=~"test",
instance=~"https://demo.at-servicecenter.com/"})>200
# HTTP REWEEEIR, FMERES IIE4 FRAN B ARttt
for: 30s
labels:
alert_cluster: global
alert_for: 30s
alert_indicator: cluster.blackbox.http.status.code
alert_indicator_aggregate_range: '0Q'

alert_indicator_blackbox_instance: https://demo.at-servicec

alert_indicator_blackbox_name: test

alert_indicator_comparison: '>'

alert_indicator_query: "'

alert_indicator_threshold: '299"' # &2 HIIE{E, HTTP HKALE
GI¥, BIANRTF 299 (3XX. 4XX. 5XX) FiGR

alert_indicator_unit: ''
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alert_involved_object_kind: Cluster
alert_involved_object_name: global
alert_involved_object_namespace: ''
alert_involved_object_options: Single

alert_name: cluster.blackbox.http.status.code-235el
alert_namespace: cpaas-system

alert_project: cpaas-system

alert_resource: policy33

alert_source: Platform

severity: High

ZEEE

RE T YAML BECE A TERRBIINT
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apiVersion: vi

data:
blackbox.yaml: |
modules:
http_2xx_example: # HTTP HN/RHB
prober: http
timeout: 5s # BRI B et ]
http:

valid_http_versions: ["HTTP/1.1", "HTTP/2.0"]
# REUSEFHRE, BHEIOA

valid_status_codes: [] # BXAKA 2xx
M RGSERE, IR BRI E AL A LRI A TN

method: GET # KA
headers: # 5Kk

Host: vhost.example.com
Accept-Language: en-US
Origin: example.com
no_follow_redirects: false # EABAFEEM
fail_if_ssl: false
fail_if_not_ssl: false
fail_if_body_matches_regexp:
- "Could not connect to database"
fail_if_body_not_matches_regexp:
- "Download the latest version here"
fail_if_header_matches: # WIEKREE Cookie
- header: Set-Cookie
allow_missing: true
regexp: '.*'
fail _if_header_not_matches:
- header: Access-Control-Allow-0rigin
regexp: '(\*|example\.com)'
tls_config: # https &KM TLS ACE
insecure_skip_verify: false
preferred_ip_protocol: "ip4" # ZXiAA "ip6"
SeAE A IP BMYXARA
ip_protocol_fallback: false # A[EIRE] "ip6"
http_post_2xx: # HESKIRE) HTTP BN~ B)
prober: http
timeout: 5s
http:
method: POST # RIWNEKFTIE
headers:
Content-Type: application/json

# AW

# 1R
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0 Alauda Container Platform

Alauda Container Platform > aJXUlME > Wix > SIS

SKHTERE

Prometheus Y iT8ERI S9-S5

Theettid
EAHR
[IErE- S0
BAEDIR
BRAELGER
THEZ
IR

>4 Monitoring #1%/ Infra ¥7 &,

1%

XHEFRECEAR
FCE R E LA

EEH AP ECEREAN
1 YAML FECE T E AR
HEHEE

THEZ

TRk

VictoriaMetrics Y13 ¥GEH &4
ThBEtiA
fFRT=
AR &4
BRIEDIR
RAELER

ACE Fleet Monitoring

/B2

FHiazZ Bl

HEI%X Fleet Monitoring Operator 3% {44,
£ Global ££#%_t 5/ Fleet Monitoring
¥4 BHZEHER) Fleet Monitoring

A E XA (AR

Ao B € XIapr AN s
WUEHHE AT

HEHE

THEZ

PNEREE
ThaeiiA
R
AR
BRI
IR (LR
TRES
SRR

¥ MonitorL

/B2

[ilf7+ 53

TR IR
AR AL

& )\ Grafana J:
T fE
HRIRAE


http://localhost:4173/container_platform/zh/
http://localhost:4173/container_platform/zh/
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Prometheus S35 ¥iEMI %4 5K E - Alauda Container Platform

0 Alauda Container Platform Q =

Alauda Container Platform > ®[GME > Wiz > SCFHAFEET > Prometheus MW im¥iE i 54

Prometheus W= IEHN &M SR E

Bk

ThRetitid
AR
[ilEr- S5
BAELIR
&R
Tkl HBEEER (HE)
ik 2 RIEEG

R 2
BRAEER
THEZ
TSDB ¥\
HIEEHEESEM
JRERERAE

ThREME R

Prometheus “im%3EL TSDB (Time Series Database) &7 , XIFS MR EThRE., X
EHIRFAETE Prometheus Bz NETEEKET (BECE storage.tsdb.path FEE , ZHAE
A1 /prometheus ) .


http://localhost:4173/container_platform/zh/
http://localhost:4173/container_platform/zh/
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template:
spec:
containers:
- args:
- '--storage.tsdb.path=/prometheus'

ER=

o TERBLTHSHRIREE [ b WIS ¥R
o [HIERESNSEHESERIREEX
o W VTITEIE TR EIFA) Prometheus X451

AU 561

o ©%3 ACP Monitoring with Prometheus 4 (iTEB 4L FRA prometheus-kube-

prometheus-0 , ZEHYSN statefulset )
o SEHEIE AR
o MHRBEMFMAES EBHREETIE

BRIEDIR

&R

FEITRERZ AT , EIEE : Prometheus R EEITHURES , RIERXERINBIRMNEF , Aa
EMENFEER., UTEHFIEEREFEEIENBIER , AA2E8E8&0NEFT R
1B,

iR L FRFEER (EF)

1. {8 kubectl cp d543HTE4% -
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kubectl cp -n cpaas-system prometheus-kube-prometheus-0-0:/prometheus -

c prometheus <target storage path>

N

- N RIRED (ARIETCRIEENFMEER)

LocalVolume : )\ /cpaas/monitoring/prometheus H3REHF

PV : )\ PV 3EZBRESH] (i PV i persistentVolumeReclaimPolicy 1% &

Retain )

StorageClass : )\ PV 35 ERE 4|

ik 2 RIBEH

1. 2 Admin API :

kubectl edit -n cpaas-system prometheus kube-prometheus-0

ARINZNTFECE

spec:
enableAdminAPI: true

EE  BEHIMREGEACESS , Prometheus Pod (Pod & %R : prometheus-kube-prometheus-0-

2. BURRTRIR

curl -XPOST <Prometheus Pod IP>:9090/api/v1/admin/tsdb/snapshot

Tk B2
1. B2 HBEIER B2 Prometheus 28 :

kubectl cp ./prometheus-backup cpaas-system/prometheus-kube-prometheus-
0-0:/prometheus/

2. BRI HEIEE B R
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kubectl exec -it -n cpaas-system prometheus-kube-prometheus-0-0 -c prom

etheus sh

mv /prometheus/prometheus-backup/* /prometheus/

R - FERERREN , NRFMHAET
TZIEHERT R LK /cpaas/monitoring/prometheus/prometheus-db/ B REIT],

BAEER

> LocalVolume

=5
AN

BEBEEEREDRIRK

o ZMTRUT , TTEBIMEMEIRIEP AT TSDB A& MIE ¥R
o EFEASE , Prometheus £ B BNNET 58 Wi %UE

THREZ

TSDB #EME (A

TSDB &R BIELEMIRB]

F— chunks

| — 000001
F— index

— meta.json
L— tombstones

chunks_head
— 000022
L— 000023

— queries.active
L— wal

I_
|
|
|
|
|
I_
|
|

— 00000020
— 00000021
— 00000022
— 00000023

L— checkpoint.00000019

L— 00OEEOMO

O1FXP317QBANGAX1XQAXCJIKIODB



Prometheus S35 ¥iEMI %4 5K E - Alauda Container Platform
PR MTESM
o RN R S EMIEFT IR
o BXEHHTHIEE )

o {#F PV 12T , B1& persistentVolumeReclaimPolicy &4 Retain

R

o WIFVIEHIERE B IEMIRE
o THAITHHUES TR
o MRFAREZEM AR , [1EFZA Admin API
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Q Alauda Container Platform Q =

Alauda Container Platform > ®[3U04E > Wiz > SCFHFEET > VictoriaMetrics Wim i ):

VictoriaMetrics SiI=¥ERI &M SRk E

Bk

ThRetitid
AR
[ilEr- S5
BAEDIR
1. WnATFEIETL
2. PATEIRE
3. PUTHIRIR R
BRAEER
THEZ
JRERERAE

ThREMER

VictoriaMetrics ¥R &M SR ETREAFEE &G EITEE | FELRIMRE IR |
MR AT EURR R 2 VR AT A,

ER=


http://localhost:4173/container_platform/zh/
http://localhost:4173/container_platform/zh/
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o THRH BRI L BURR K

o RGLTHERBIETH

o TR

o ERINEIMEEE

AU 561

o ERP %I ACP Monitoring with VictoriaMetrics fff4F
o WIREEBREFET AT EH
« H7]8) VictoriaMetrics 7&K 12 AR

BRAEDIR

1. B AfFERR 1S

VictoriaMetrics M IZ SR EER HECIR1EP , A IZH -storageDataPath S¥FERE ,
ZNER /vm-data ,

ACERHI

spec:
template:
spec:
containers:
- args:

- '-storageDataPath=/vm-data'

JEEZ : ACP Monitoring with VictoriaMetrics Ji{4FITE LR AR ZHR A vmstorage-cluster

KUK statefulSet ,

2. PUTHIRE 1

£/ vmbackup TRZHTHIR®R G ; WHHHRIEE S vmbackup B3 7,


https://docs.victoriametrics.com/vmbackup.html
https://docs.victoriametrics.com/vmbackup.html
https://docs.victoriametrics.com/vmbackup.html

VictoriaMetrics W3im¥IEMR %13 51k E - Alauda Container Platform
4= =
3. ITHURERE

{FF vmrestore TAWRE {FHEUE ; VEARIEES % vmrestore B A XA 7,

BAEER

TRERR  ERRE— AR EERIREE O, PITIRERER | BREEBIEERE
B E TR

THREZ

« VictoriaMetrics B A XAY 7
o ¥IRRMmIERER
o BB EEHE

IEESS: S

o WIFEMEURITEML
o REEWEMTI
o TR RIRAE

o MIEFMEFHPITRE


https://docs.victoriametrics.com/vmrestore.html
https://docs.victoriametrics.com/vmrestore.html
https://docs.victoriametrics.com/vmrestore.html
https://docs.victoriametrics.com/
https://docs.victoriametrics.com/
https://docs.victoriametrics.com/
https://docs.victoriametrics.com/vmbackup.html#best-practices
https://docs.victoriametrics.com/vmbackup.html#best-practices
https://docs.victoriametrics.com/vmbackup.html#best-practices
https://docs.victoriametrics.com/vmrestore.html#troubleshooting
https://docs.victoriametrics.com/vmrestore.html#troubleshooting
https://docs.victoriametrics.com/vmrestore.html#troubleshooting
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Q Alauda Container Platform Q =

Alauda Container Platform > B[ > W > SCHTER > MBE N4 & RIM L& F UL

M B RE X 6in 25 FI R E8 43 WA R P28 e

Bk

ThRetitid
AR
[ilEr- S5
BAEDIR
BRAEGER
THEZ
JRERIER1E

A LS N
ThEettiA
BT SR SITASRECE , FAIFNEE NGRS OREMEEEE | FEREBERT
TEEBEEXLLEORMEIREEE.
F A=

L PR T U BV (AR eth. Jen. [wl.* |wi.* H&XE) AEBHE
S &4 R WX T R R B SORRT | & T ThAE.


http://localhost:4173/container_platform/zh/
http://localhost:4173/container_platform/zh/
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AU 561

o BB MbFER
o ERBFaEE AR
o BB EXMLERO K6 & AR

BRAEDIR

1. REFATRESAEFH CLl TAER.
2. mif global,

3. 7f global &R , BHESEHKWEEEXT VA moduleinfo RIRZFK

kubectl get moduleinfo | grep -E 'prometheus]|victoriametrics'

NCIE T
global-6448ef7f7e5e3924c1629fad826372e7 global prometheus
prometheus Running v3.15.0-2z2231204040711-9d

1fc12474c2 v3.15.0-2z2231204040711-9d1fc12474c2 v3.15.0-222312040407

11-9d1fcl12474c2
ovn-0954f21f0359720e8c115804376b3e7e ovn prometheus

prometheus Running v3.15.0-2z2231204040711-9d
1fc12474c2 v3.15.0-2z231204040711-9d1fc12474c2 v3.15.0-222312040407

11-9d1fc12474c2

4. YRiE VB & B moduleinfo &R :

kubectl edit moduleinfo <moduleinfo resource name of the workload clust

er>

5. i naf& sk valuesOverride FEX :
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spec:
valuesOverride:# If this field does not exist, you need to add the va
luesOverride field under spec along with the parameters below
ait/chart-cpaas-monitor:
global:
indicator:
networkDevice: eth.*|em.*|en.*|wl.* |ww.*|[A-Z].*1|custom_inte
rface

6. %15 10 24ja , KET [T UE _ERMEEXER  BRERSER.

BEER
RELEISE | AT A R TS B A X 4 PO MU T4

b miﬁ/)lb %&:}E
o MIRFIE
o MBEASIHER

THHEZ

o HRMKZUITHEZ(EE |, F27 Monitoring Architecture Documentation

IEESS S

o WTHTEE XM RO BMERETEAR
o ETEEHIRRESRENN
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0 Alauda Container Platform Q =

Alauda Container Platform > ®[ALMME > 3% > SCFfER > A Monitoring L& Infra 7

51 Monitoring #.%/| Infra 7 =,

Bk

R
XHEFRECE A
Ao B R E MLUIET
EEH AP ECE R E AN
Prometheus
VictoriaMetrics
& YAML FECE BE AR
Prometheus
VictoriaMetrics
HWEHEE
Monitoring TAEGRENAREERIE AT L
Monitoring T fEtazk Toix AR ATy infra T i b
THEZ
JRERIRAE

ERS


http://localhost:4173/container_platform/zh/
http://localhost:4173/container_platform/zh/
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A Monitoring $EARLXIFFECE infra . AIRAECE R Monitoring TAEREAREZ infra T
m b, MARAERE B4R T ERESHTT patch,

SIFRECE AT

o XF ACP Monitoring with Prometheus , I]7E3% | &7 i#id Advanced Configuration i
1TECE , the]7f YAML 83T Installation Bf{] spec.config.components.nodeSelector

F1 spec.config.components.tolerations BP{TECE.

e XJ-F ACP Monitoring with VictoriaMetrics , A] 745l & = 18I Advanced Configuration
PTECE | AJ4E YAML 85T Installation B¢

spec.config.components.nodeSelector FI spec.config.components.tolerations

PHTECE.

ANEXXTH ) Deployments,  StatefulSets ST EIRK L {ETaEH1T patch 1E %
Monitoring TEfE K EZ infra 75 s _ERIAR AR .

a=wa=w WD}

FEECERENNZ BT , BRHERIBELT &4

o 1RIE Cluster Node Planning #&l infra 7 &

o MARRTFEMEESER Localvolume , SREB{ERWA spec.nodeAffinity HIEAMFRFR
%.

o FHERATIER infra Ty R RIAIHE A E AL AN I E LR

i a8 P ECE ME AN

Prometheus

Izt & L al FHEk ACP Monitoring with Prometheus i , 8FF Advanced Configuration
HECERALTFE


http://localhost:4173/container_platform/zh/configure/nodes/node_planning.html

A Monitoring %! Infra *7 & - Alauda Container Platform

=H AT 1588

Node Selectors >4 Prometheus TERMEREIGHEZ node selector FLN,

Node Tolerations S5 Prometheus T{EfER EIGEZ toleration L,
VictoriaMetrics

M)A R FHK% ACP Monitoring with VictoriaMetrics B , J8JF Advanced
Configuration JACE T FE :

=HI AT 1tAR
Node Selectors >4 VictoriaMetrics T{EfazEik BIiEL% node selector FLAY,
Node Tolerations >4 VictoriaMetrics T{Efazii& BifE4% toleration L),

£ YAML & i E RN

Prometheus

RIRA L Prometheus i TAEABETET AN infra TR E | BAEKSEFHEIRECE R
R AL,

R~ :
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spec:
config:
components:
nodeSelector:
- key: kubernetes.io/os
value: linux
tolerations:
- effect: NoSchedule
key: node-role.kubernetes.io/infra
operator: Exists
VictoriaMetrics

IR ARZEEE VictoriaMetrics i T EGRE TSR infra 3 & L |, BaERERFE S
TR R

R~ :

spec:
config:
components:
nodeSelector:
- key: kubernetes.io/os
value: linux
tolerations:
- effect: NoSchedule
key: node-role.kubernetes.io/infra

operator: Exists

% storage.type A Localvolume BY , fRA]JRAEFE—IHZ AN R, EHARENTEHT
T L EBLACE BCE A node selector LN,

HfEHFE

Monitoring T{ESENARREERIEAT =



A Monitoring %! Infra *7 & - Alauda Container Platform

KEPUT :

o BT R ABTHIKARE.
e D ECEM tolerations 5 infra 77 & _E ¥ taints ILEC,
o IR FERBMNAERCE TRARKENN A,

Monitoring T{EfazE T/ A A EZIFTER infra Tk
IRl U FRIRATET AR —TE 2 T Ek e 23R .

w LR

™

e infra TEIEA nodeSelector 3| FARMRE.
e infra T AR O ELE tolerations B taints,

o M) Localvolume TIREK PV nodeAffinity HNFEM T infra T RAEZIMIT =,

THREZ

¢ |nstallation

¢ Monitor Component Capacity Planning

IEESS S

o IHUE Monitoring T{EfE B Bz T7ETHAN infra = k.
o TEEATER] infra 7 RUR B RTHE B E R B R,
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Q Alauda Container Platform Q =

Alauda Container Platform > AWMt > Wiz > SCHFsEs > BLE Fleet Monitoring

ACE Fleet Monitoring

Bk

R
FFaRZ |l
3% Fleet Monitoring Operator ¥ {44,
7£ Global £23f_E J5 A Fleet Monitoring
¥ £ BHEHER Fleet Monitoring
ACE X & B)F
AL B € AEPRARHIALR
RERAFE Agent WALA , & ZREFFEE Agent AN Hub ALY
= {mAesi i
WUE DR R URKIE Bt
AINEE L Hub JCERLM
UE Hub L&
BWEE X Fleet 1547
IR
S UE R B
HEHEE
Sk BIR{EAT Fleet Monitoring %1E
HEAE AR HITE Connected Clusters
B Y dashboard skt INFE Fleet Monitoring &2

BRI E SR


http://localhost:4173/container_platform/zh/
http://localhost:4173/container_platform/zh/

8%

Fleet Monitoring {F B RS -

« Alauda Container Platform Fleet Monitoring Central Service 1z{T1E Global &£ , B
F /2 F Fleet Monitoring ] Global {1,

« Alauda Container Platform Fleet Monitoring Cluster Service 1Z{T7E{/R% E20 \ Fleet
Monitoring & MNERE L,

J2F Fleet Monitoring f5 , EiEEHNE LK fleet KAIKTERTS A Global VictoriaMetrics 77
fi5. PNE R Fleet Monitoring dashboard {§ X HH54R KRR fleet BEK L. FIRE BB,
PR A UK I B BCAE RS,

FFIRZ |l

1ERCE Fleet Monitoring Z B , EHRIME L T EK

o RIBFEEERIR , HEMABIK Operator FEE Fleet Monitoring BT HHIANR.

e Global £ B G0 BT Fleet Monitoring #3EH ] A remote write endpoint, X$F®HA write
endpoint i VictoriaMetrics, Z15R Monitoring THEEFR K endpoint X3 remote write Ji
£ , AT FAET Prometheus ¥ Thanos f¥] Monitoring.

o REHBIERNE /N SEEER Global &£RETE,
o REEBEERNENEREC SR Monitoring THEE.

 Fleet Monitoring Operator 3B EHEIXE|TE&EEE , 2 7 OperatorHub A FJ, Fleet
Monitoring A Agnostic Operators FER AR , BHARNBEEFETEP.

e New Web Console f#H4ZFZE e H. Fleet Monitoring Operator &3 New Web Console
OperatorHub TERBRE. BXELZIEE , ES N ¥ New Web Console,

H#E1X Fleet Monitoring Operator X146


http://localhost:4173/container_platform/zh/ui/new_web_console/install.html
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TEM OperatorHub %3 Fleet Monitoring Z &1 , W5 5cff violet #EiX Fleet Monitoring
Operator FX {44,

¥ Alauda Container Platform Fleet Monitoring Central Service #iX%! Global £ :

violet push <path/to/fleet-monitoring-central-service-operator-package> \
--platform-address "https://<your-platform-domain>" \
--platform-token "<platform_token>" \
--clusters "global"

¥ Alauda Container Platform Fleet Monitoring Cluster Service #EIXZI E %4 Cluster

Service KB NERE, WMREFEN Global &R A Fleet Monitoring ¥ , WG EEEESFRF
A% global

violet push <path/to/fleet-monitoring-cluster-service-operator-package> \
--platform-address "https://<your-platform-domain>" \
--platform-token "<platform_token>" \

--clusters "global, <workload-cluster-1>,<workload-cluster-2>"

EAHEETEARUE , XK Operator & H INLE %4 #41K Marketplace > OperatorHub 7,
Bk violet push HIEZ{EE , B2 Upload Packages,

1f Global £ #£_t J2 A Fleet Monitoring

1. 3 )\ Administrator,

2. fEZEMIS AL | S35 Marketplace > OperatorHub,

3. FENMEIRFED , ¥4 global £,

4. 8% Alauda Container Platform Fleet Monitoring Central Service,

5. 315 Operator SRR Z Installed , &M Install , FRIFBIATELRE |, BIEFRNIFES
ZAR[EK channel, namespace 8% RES .

2 HEFRE

Channel {§ F Operator XA AtAIZA channel,


http://localhost:4173/container_platform/zh/extend/upload_package.html#violet_push_usage
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2 HECE

Installation Mode Cluster .

Installation Place

Upgrade Strategy Manual

Operator BEIFZEEEK Fleet Monitoring &J&.

{§ A Operator XA HHIHETF namespace,

, BFRARREOF & FHRRIE R SR B BTk

6. IuE Alauda Container Platform Fleet Monitoring Central Service 7£ OperatorHub # ]

IR A Installed,

WNRRIEE Manual FHKEERE , 3EH OperatorHub B R1FAMER install plan |, EHEAX

install plan IATe A %%,

7. BUF Global &8 A B 7] FHKY VictoriaMetrics write endpoint,
Fleet Monitoring {§ f Global VictoriaMetrics write endpoint 32k B S EiEE BN EEE.
R Global & #{UZ At Prometheus 8§ Thanos Query , N2 & E R TTiER Fleet

Monitoring #3EE )\ Global & &f.

8. 7£ Global &8 E4iE FleetMonitoringHub &J&.

apiVersion: monitoring.alauda.io/vlalphal

kind: FleetMonitoringHub
metadata:

name: fleet-monitoring-hub

spec: {}

FleetMonitoringHub #2 cluster-scoped &if. ~AER®RE metadata.namespace ,

= V==

TR PR
metadata.name =
metadata.namespace &
spec =

i

WA fleet-monitoring-hub ,

AEEEMWFEL, FleetMonitoringHub &2

cluster-scoped,

FRAENER (1 . AEARIRLER Fleet

Monitoring ] Global {1,
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9.uF FleetMonitoringHub HPRZS.

kubectl get fleetmonitoringhub fleet-monitoring-hub -o yaml

REUTRHZEBRE

& R
configurationReady Global fFi&F¥IEES B B,
DashboardsReady B FNE Fleet Monitoring dashboard,
GlobalRulesReady S5 F8 Global SR,
YR AT ARG A phase :

kubectl get fleetmonitoringhub fleet-monitoring-hub -o jsonpath='{.stat
us.phase}{"\n"}'

TREAM phase A Ready .

¥ B%EHE Fleet Monitoring

SR Fleet Monitoring KB N EREE I T HIR.

1. ¥ )\ Administrator,

2. EEMS A+ |, =i Marketplace > OperatorHub,

3. FEETRER , WeiF B ARG RY.

4. 8% Alauda Container Platform Fleet Monitoring Cluster Service,

5. 20 Operator IRSA 2 Installed , iF i Install , FHRFEIALEERE , RIERAINRS
FRE)) channel, namespace B FH& 5
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28 HFECE

Channel {# F Operator XA ALAIELA channel,

Installation Mode Cluster , Operator EHHTIEE R Fleet Monitoring B3,
Installation Place {# 3 Operator XA ALHFHETE namespace,

Upgrade Strategy Manual , FRIEREOF & FHRRIE ZSK BT,

6. IuE Alauda Container Platform Fleet Monitoring Cluster Service 7£ OperatorHub # ]
KA Installed,
WMRFEFE Manual FHEFER , 3B OperatorHub BIR{FAMRE install plan , X
install plan ATe A&,

7. EEAERELESIE FleetMonitoringAgent &R,

apiVersion: monitoring.alauda.io/vlalphal
kind: FleetMonitoringAgent
metadata:
name: fleet-monitoring-agent
spec:

interval: 5m

FleetMonitoringAgent +& cluster-scoped &R, AEIXE metadata.namespace ,

FE s R
metadata.name 2 Wik fleet-monitoring-agent .
AERBEWTEL, FleetMonitoringAgent £
metadata.namespace i
cluster-scoped,
XKERPB. FFMMER 5m . 1om . 15m A
spec.interval &

3om . BVAESA 5m o

WNREH Global £EHAZ LN Fleet Monitoring ¥%3E , &1L Global &5 _F&3E
Alauda Container Platform Fleet Monitoring Cluster Service , F7EiZ& & _F6JE
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FleetMonitoringAgent &i&.,

8. WF FleetMonitoringAgent RIS,

kubectl get fleetmonitoringagent fleet-monitoring-agent -o yaml

KRBT &4

&t DS

ConfigurationReady ERELZFR. A Monitoring ViR{5 EFN¥EEESE A,

ResourcesApplied B B Fleet Monitoring &R , FIa0FLNIF] workload &R,

SR EHERITFE A Fleet Monitoring 2 , BB BT S XFFHIREZ
ERBHEBT.

Ready

R ATAKE phase FHGINEIKERF LR

kubectl get fleetmonitoringagent fleet-monitoring-agent -o jsonpath='Ph
ase: {.status.phase}{"\n"}Cluster: {.status.cluster}{"\n"}'

TiiAi) phase &) Ready . & WM Ready JREEIFE :

e WorkloadReady : &EFCEIZE VMAgent , FEHEIFE A Fleet Monitoring #U5E.

e SkippedForGlobal :iZ&ERE Global £8f , FItt, Cluster Service £BkitmE E—4
Global 7B X E%E VMAgent,

e SkippedBackendReuse : ZERE T Global VictoriaMetrics faiw , FI, Cluster
Service £BkITENZE Fleet Monitoring VMAgent , DU %5 A\ 1§,

REWRERBEIEE A Global 77# , BRIEBIEEEEEEA

kubectl -n <fleet-monitoring-namespace> get secret fleet-monitoring-dat

abase

¥ <fleet-monitoring-namespace> &4 Alauda Container Platform Fleet

Monitoring Cluster Service fT#Ef] namespace,
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9. #¥TFF Platform > Observe > Fleet Monitoring , F¥IFZ &R 2 A HINAE dashboard ¥
.

Ao E X%

XEEREGNCIEFEERAN FleetMonitoringAgent IR EHITALE.
XIFHME -

e 5m
e 10m
e 15m

e 30m

I~

apiVersion: monitoring.alauda.io/vlalphal
kind: FleetMonitoringAgent
metadata:
name: fleet-monitoring-agent
spec:

interval: 10m

FH spec.interval Jg , Fleet Monitoring Cluster Service 2F FNWIAM X ERLE.

E¥BZE T Fleet Monitoring VMAgent 58 E , VMAgent K& RIFGEE spec.interval
M Fleet Monitoring recording rules {39 AT federation KRG SRR TIE (L. £
Global £8P 5 F Global VictoriaMetrics fig B AREBZE Fleet Monitoring VMAgent & &
_k , &b Fleet Monitoring #LN3E{E spec.interval ,

Ao s B € XFaARAsR B ALY

Fleet Monitoring B &N EFEARFAREIFIN, SERHEE AT UES IiEkE LEMEEXTE
FRAOR BRI,



YRE B A P XETERRRE R Fleet Monitoring B, iE{#E AT IRAE -

1. FEEEFEM workload &8 E |, F X —/7AHD Fleet recording rule , ¥ RFEdREEHR A — 4
Fleet 8RR,

2. ¥R BIBRIEAT L HRRME] Fleet allowlist , LUE Fleet Monitoring VMAgent 1 federate
3 remote-write %I Global &£ 8.

3. WRIFFE fleet RANHICE , F40 1 /MRS |, 7E57E Global &8 MR M—1EEN

Hub il PrometheusRule .

4. {& A Fleet Monitoring &if)a}, dashboard BIFRHIFEFRFNICETERR.

RERFEE Agent [UFLN] , 2R FEZE Agent {UFT] Hub {1
R
R TR — -

o HYRAFELE Global £ H{FRIRIA Fleet 7848 , FFEATUEHE AN |, (UEFACEEE
££f4) ConfigMap.,

o HIRAFE fleet KANMICE , BIZNAT dashboard B KBS EFEEMEIR 1 /NTRER |, [
A F 2R E B0 ConfigMap F1 Global &8 FIEEN. PrometheusRule ,

RAIBFR

o CIEIRER EMIRTENR : node loadi5
o CIEIRER FRHIM Fleet FE4R : fleet:node:node_load15:avg

o Global &8 FHO%E 1 /NILE © fleet:node:node_load15:avg:avg_over_time_1h

o & EiEikER

ECEEER L | 4IEEEH T Alauda Container Platform Fleet Monitoring Cluster

Service fiT#E namespace Fi] fleet-monitoring-custom-metrics ConfigMap,
% ConfigMap BFANMER :

e metrics.yaml 2¥FEFREFRIANZE] Fleet Monitoring VMAgent f¢] federate allowlist,
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e recording-rules-prometheus.yaml 3 recording-rules-victoriametrics.yaml E

M A& % Fleet TEAREIASHE recording rule,

NG

apiVersion: vi
kind: ConfigMap
metadata:
name: fleet-monitoring-custom-metrics
namespace: <fleet-monitoring-namespace>
data:
metrics.yaml: |
default:
- fleet:node:node_loadl5:avg
recording-rules-prometheus.yaml: |
groups:
- name: fmval-custom
rules:
- record: fleet:node:node_loadil5:avg
expr: avg by (node) (node_loadl5)
recording-rules-victoriametrics.yaml: |
groups:
- name: fmval-custom
rules:
- record: fleet:node:node_loadl5:avg

expr: avg by (node) (node_loadl5)

¥ <fleet-monitoring-namespace> ##t A Alauda Container Platform Fleet Monitoring
Cluster Service FT7Ef] namespace,
metrics.yaml S¥FEFrEFRIEME|NE allowlist H,

X+F recording rules , Cluster Service R &Nz-5453 Monitoring 2ILACH) key :

e T Prometheus & EH{#ERH recording-rules-prometheus.yaml

o ETF VictoriaMetrics I recording-rules-victoriametrics.yaml
B XECE ] PUBMFEARFIFRLN |, (B SRREE SN ENAE.

2R ConfigMap A& ITTHEE S TTHHFN , Fleet Monitoring £RENEZNAE |, FH1E
FleetMonitoringAgent JRESFIREEIR.
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1£E32E Fleet Monitoring VMAgent fE,3%3 workload ££8f_F , Agent reconciler £%/8 42 a1
Fleet Monitoring recording-rule group interval F3o4A 1m . ANE{K# ConfigMap FHIEE
X BB RAEHI R E Z2th 4N, Fleet Monitoring LRMEIfR.

XTTFEE X Fleet $545 , W AXHI EHTEMMER Fleet 2240 |, 20
fleet:node:node_loadi5:avg , XFEA]RUFILTEFRS Fleet Monitoring dashboard, &0

EEERIFRE .

Fleet Monitoring &1 F1 dashboard Z>KFH| G EIFSHA cluster ARZ. 2NRMN)
i AR E MAZHRES , Agent reconciler £ E3h A5 4L 514 Fleet Monitoring recording rules #x/N

cluster=<local-cluster-name>

U R R U A E AR

35 ConfigMap /5 , Fleet Monitoring Agent & B ZhE FEAHFNF] VMAgent BLE , TTE
E=H

KEER SRR

kubectl -n <fleet-monitoring-namespace> get prometheusrule fleet-monitori

ng-agent-recording-rules -o yaml

AL TFARZ -

e HEM group BINFE spec.groups
o BESFHIFSIRE IR KA

o JTBAEHHINEE labels.cluster=<connected-cluster-name>

KEBELEH VMAgent federate allowlist :

kubectl -n <fleet-monitoring-namespace> get configmap fleet-monitoring-vm

agent -o yaml
MIAE ENKEIFESRE I data.prometheus.yml [ params.match[] F.

RINEE N Hub SCE 3R



fitE Fleet Monitoring - Alauda Container Platform

NRIFHLEENBE N Fleet 18R AF fleet KANMILE | BI20 1 /NERE , VE1E Global &5
_E. Alauda Container Platform Fleet Monitoring Central Service fT7Ef] namespace 4}
B—/EMm PrometheusRule ,

R~ :

apiVersion: monitoring.coreos.com/v1l
kind: PrometheusRule
metadata:
name: fmval-custom-hub-rollup
namespace: <fleet-monitoring-namespace>
labels:
prometheus: kube-prometheus
rule.cpaas.io/is-record: "true"
alert.cpaas.io/owner: System
alert.cpaas.io/project: ""
monitoring.alauda.io/hub: fleet-monitoring-hub
spec:
groups:
- name: fmval-custom-rollup-1h
interval: 1h
rules:
- record: fleet:node:node_loadl5:avg:avg_over_time_1h

expr: avg_over_time(fleet:node:node_loadl15:avg[1h])

¥ <fleet-monitoring-namespace> &t A Alauda Container Platform Fleet Monitoring

Central Service FT#E() namespace,

XANEEN PrometheusRule ZMMNMER, ERBTERFINER Hub MR , FERNFA
Fleet Monitoring operator f T8 A TTEEEAIE .

ISUF Hub {52
KEBATENX Hub MFLR)

kubectl -n <fleet-monitoring-namespace> get prometheusrule fmval-custom-h

ub-rollup -o yaml

BIALTRE :
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o ZHNTEET Global &5 E

o ZHLNME FRTRAAK Fleet TEAMEATIN

o ICEMILTEIRE AR SITRIERK dashboard BE A T(ILAD

WA E N Fleet F515

BT 4 Monitoring API 8% Fleet Monitoring dashboard &) Fleet 55507 , i 1ER P B
BE vmcluster=~".*" . FEYFIEEE KR , AXEFER T RESEEARIEEEETEE
45/)\E1) Global monitoring f5¥% , FFEAAIR B2 EHE K Fleet 2.

RBIEN

o [RIBEE N Fleet ¥5#75 :

avg_over_time(fleet:node:node_loadl5:avg{vmcluster=~".*",cluster="gl-c

1"}[1h])
o 1/NELETEMR :

last_over_time(fleet:node:node_loadl5:avg:avg_over_time_1lh{vmcluster=
~".*" cluster="g1l-c1"}[2h])

w WER
FRELTIDE ;

7t Fleet Monitoring %3 FHAth namespace (54 fleet-monitoring ) B, #04E

cpaas-system F4J}E fleet-monitoring-custom-metrics
o £ metrics.yaml SRIRMIFFEARBFR , MAEXTH/GH Fleet 5454 FR
o JENTZAHM recording rule , {BI& GG Fleet FEARZFRIRME] metrics.yaml
o INAEEEER ConfigMap B E XIAIIRIEE R S5 hR 4N
o &) Fleet FaARNT , WedFFHIRBAE vmcluster=-".*"

o EREXNAEENX Hub MIFLNIZ 7T , #FHIEEEZ! Global Fleet L 23548



ol 7y 9

ERNEHTAUE , 1T Platform > Observe > Fleet Monitoring , FF7E4it"% dashboard &
PAFER :

e Connected Clusters

o Stale Clusters

o Last Write Ago

o Data Freshness Exceptions

MREANERHLINAE Cluster T2 | BRHIT A ERE , WEEAFARgEE I RANA&ESRE |, B
BiEARE N\ Fleet Monitoring g, BB ZE R E B2 @Y OperatorHub &3 Alauda

Container Platform Fleet Monitoring Cluster Service , 3¥H FleetMonitoringAgent B&

H=EHEE

X BIR{E{T Fleet Monitoring #3E
KBEUT®E

« Alauda Container Platform Fleet Monitoring Central Service E7&E %3 1£ Global &7
io
e FleetMonitoringHub ®REBRFAEIFBLHECHLE.

o Global &2 B EF ] B VictoriaMetrics 7740 write endpoint, {X{f 8 Prometheus ]
Monitoring Jtj%x$&UX Fleet Monitoring remote write 3.

« EHRENANE dashboard 1 Global FLA,

HAE R K INLE Connected Clusters 2
EEFER FRENTRE :

o BB %I Alauda Container Platform Fleet Monitoring Cluster Service,
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FleetMonitoringAgent ®IREBIFIE.
ZERRAH Global &£ 1E1E,
Z&EREAE SR Monitoring THEE.

FleetMonitoringAgent REEBARIREERKEIEEESIKITHH Monitoring THEEEE.

fleet-monitoring-database Secret FEAHE15MA Global VictoriaMetrics write

endpoint Y] remotewriteURL ,

fleet-monitoring-vmagent HEEAIRE remote write 8%, MNMRBAEB /R 405
Method Not Allowed , Wl remotewriteURL TJEEFSME T Prometheus Bk Thanos Query

endpoint , TM/~:2 VictoriaMetrics write endpoint,

B X dashboard k1 I7E Fleet Monitoring &

& dashboard &4/ 7E Global &8 , PAK cpaas-system namespace F ]
dashboard FIRESEE L TR

cpaas.io/dashboard.tag.fleet-monitoring: "true"

B HAREH dashboard A& fleet-monitoring #R%E , A4L%I4E Fleet Monitoring
A Switch F13k4

R+

KELTmAE :

EiERERE B IEEIETT.

Fleet Monitoring Cluster Service (] pod &R,

E g B LA Monitoring 2B 14 2 AR R
EEEERER TR HIES A Global VictoriaMetrics 71,

FleetMonitoringAgent (RSB BFRIREACETIEN A%,

THEZ
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Q Alauda Container Platform Q =

Alauda Container Platform > &[0 > Wiz > SCHFEET > % MonitorDashboard 1174

% MonitorDashboard 177 %! Perses

Bk

(%S
BIIR &A1t
A3 AR
PR AL
S\ Grafana JSON
R EIC]
FARIRME

7R

M Alauda Container Platform 4.4 FFi4 , Perses WimmEik 5I0H K MonitorDashboard Thag

TR, &I A B MonitorDashboard & jf1FF% 4 PersesDashboard &R , FFM
Operations Center > Monitor > Dashboards (Perses) Fi3{78&%&.

1T 4% Grafana X#& B MonitorDashboard 1&#V5E4#: 4 PersesDashboard &%, j&
MonitorDashboard &R 8 , 3+ E ] NILA R EIZER A [ VAR,

TR R MR, AT PSR ZE %0 MonitorDashboard R , FIBIT{ER kubectl #RAM
TR KA T,


http://localhost:4173/container_platform/zh/
http://localhost:4173/container_platform/zh/

¥ MonitorDashboard 1T#4%! Perses - Alauda Container Platform

AU 561

IR EIEER AT, FHRBERLTEK

BHirE R %% Alauda Container Platform Dashboard for Perses,

global & L% Alauda Container Platform Dashboard Essentials,
o f&XFIR MonitorDashboard FFEFSZEAUR.
o #RXtH#R PersesDashboard &JEEF create 5% write AR .

BRAMGRIK  FEN k.

‘ 57 IV‘;}?@E;I;&

1B @ MonitorDashboard &R cpaas.io/migrate-to-perses=true IREFfATZ.

1. 514 MonitorDashboard &I , FifE BT M LIS HER .
kubectl get monitordashboards.ait.alauda.io -A
2. [d] MonitorDashboard &EARINTIEIRE.

kubectl label monitordashboards.ait.alauda.io <name> -n <namespace> cpa
as.io/migrate-to-perses=true

3. BuF 2 /24 A PersesDashboard ‘&,
A Rl PersesDashboard & #RA] <source-monitor-dashboard-name>-pd ,

kubectl get persesdashboards.perses.dev <name>-pd -n <namespace>

4. 732 %] E , # %) Operations Center > Monitor > Dashboards (Perses) , F#iA23H
T ST mER B o] AFTHF.

l INFO

o WHIBZNEEER , FHENEEEARDANSITAE RS, EA UM ETRE EITER.
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o FRBAAMEREREUIE MonitorDashboard, JREAMKISHERFNC TSR] .

o 1ETZMLS B P Y REFIEEL MonitorDashboard ‘&JEFIE A\ PersesDashboard & IEAIANSR .

P AL

1% L E4¥% MonitorDashboard N 44#: 5 PersesDashboard 2%,

FeHIR A

Grafana XA& R FREFVLSM G ZEI] Perses EFRZEAY | 440 Time Series Chart,
FEFRZEH Stat Chart, Gauge Chart, Bar Chart, Pie Chart 1 Table, N3Z#FHEFRIER
AR 88 M5 v Markdown IR .

BEWMAHES A NEAFEIERETMMAE observe-api , KEARASAREHIER

.
= I,

BIRBHRIIT _ . .
;ET W e aRERRAT. A, RETXASISE.
RIRTE R ERH{EERL %5 A ACP Courier Instant Query,

& A\ Grafana JSON

MR AH Grafana KiEmAR JSON MARZE MonitorDashboard &8 , AJAM Perses A3
W AFRSN. FTFF Al THxE | &3F SAKLTER , A/F1EH ISON KA.

Grafana JSON § A\ {#FH i Grafana-to-Perses ¥, {X{RE LHITF & RAIFHEIRAEH
FNER%R

SEEIE

o A Perses SRR E AT JwiE R B € N SRR
« J& MonitorDashboard {/38] WILA B ¥ 1= AR F AR,
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o WMRFMIRAEE cpaas.io/display-name JEfi# , T A SI=HEIR TREATE Perses I
FHEMRS)ZERF BN Kubernetes FIRLZ R, XALSN0E LekFEFrE i),

PR ES S

e Perses WS HEIMR
o Wi
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Alauda Container Platform > oYUl > SHARNIEER

N IVERR
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Q Alauda Container Platform Q

Alauda Container Platform > a[¥UlltE > 49#ziEER > <F Distributed Tracing

T Distributed Tracing

Alauda Distributed Tracing 1EK B/MEKRENHR N AFERFHEEITIER. EFHANGE!
U IRENE KRR |, IRARIE RSO AR | HER REMR SR HEIE.

1 microservices Z2# |, — N PEREEE £tk Z 1 service, database., message queue
MEMIEHEA M T /£, Distributed Tracing & ¥X L T 8 T =B A8 trace |, {FIE4EA
SR AT RN PITIRRGE , AN EEFA service,

trace NG RIERGFTHTHEIKIZ. B trace BE—EZ A span , B4 span igx—1&
BT {EEJT , A13E operation name, start time, duration F#EXICEIE. KT span XARBR
AN EZ RpnEE A .

Alauda Distributed Tracing 32t FEEN -
inEE KA WM« BTEENARBFHRTERITIER
FERAHT : BT R service. IRES T K

AN . BT RELLFE service AR BHfE
[y R trace TEAEFNEE) « BT Jaeger , HFEFL AN Ein

Alauda Distributed Tracing 8]-5 Alauda Build of OpenTelemetry Bt &{#F , 81T OTLP %
open telemetry FRAEfRUR . 4MIRFFEE A trace #UE. B0 IPLS Alauda Service Mesh &8, , A
MAEHEE R EEPE service-to-service JES trace HIE—FHA 17T,

l Note

K24 Alauda Distributed Tracing KA REHIS R EZRBFEAE , AT Alauda Distributed
Tracing AR AEVE AN SRSl R FEE#E Alauda Distributed Tracing 7,
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0 Alauda Container Platform

Alauda Container Platform > &M > Alauda fx OpenTelemetry

Alauda j OpenTelemetry

5T Alauda Build of OpenTelemetry
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%F Alauda Build of OpenTelemetry - Alauda Container Platform

Q Alauda Container Platform Q =

Alauda Container Platform > LM > Alauda fx OpenTelemetry > 3<F Alauda Build ¢

<TF Alauda Build of OpenTelemetry

Alauda Build of OpenTelemetry ZTFF& OpenTelemetry ~ TH |, it 7T —FhrEfh. | &P
MHAR , BT REREN AP EENSE. ©HFBENME —S AT R KZ |
RATIRER. fEARMAE , MAHEENMERHTEE 2 — .

OpenTelemetry Collector EH2ir. 4B S HEMBIRIIZ B(TH, TN SEEAIES
I T EIET , AT EA SR RMSET , RAEE AT ARES , EAFT
SN,

Alauda Build of OpenTelemetry 2RI FINEE -

- SESRE  ATRE. HES

o NSRS | TSR ARE N IRRR

o AT : S L ARRURIHTHR. A, AR

. RIENSRER BN AT , 5105 HIRRRS

- BB | B ERENT BT RN DEYLE

W 1E LA BT AL 3 2 8131\ OpenTelemetry , BIIBATT LUK By IS 3 5 i SR

TR, X(ESERMZEIREGENXSE, EARRRZETS , LRAESIERFESE R
BIEHRENREE S EMES.

l Note

K24 Alauda Build of OpenTelemetry v2 A IREHIS R EZ BB FEANE , FlA Alauda Build of
OpenTelemetry v2 fS RGN E M IR A SO A mFEEFE Alauda Build of OpenTelemetry v2 7,
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Q Alauda Container Platform

Alauda Container Platform > ®[3lilME > HiL > XF Logging Service

¥*F Logging Service

Logging #3kE ACP SFATMIMMEAKZ AN | IRItEEmMBEEEEEN , XMSWET
SR HTALE,

B AR PO R BE R HASTNRE

« HEXRSE , KMV AR, Sa8MERiEA4EENEsINE
o BHETEME , ET ElasticSearch #l1 ClickHouse Jgif , X#Fa[¥ RAF AW AERE

o BEEW , T AEREEIRERRE B R ERRR

1835 Filebeat, ElasticSearch 1 ClickHouse Z3& KIFFIRABMEERY, | ‘ZAEER{FLALRRER S
WAMEEERE  MMREEEHEE |, MREIMEK |, FRNFREFERMIZERE.

l Note
5 Logging Service AIRFEIHIS R E=A i FAaARE , AL Logging Service FSCAENAEME A
SLHSCAYEE 3 7E Logging Service 7,
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Q Alauda Container Platform Q

Alauda Container Platform > ®JXUlME > ZFJHE > A48

I

ZFEAERT Kubernetes 4 , iE5% Kubernetes RENEERESTUR B FEI TR,
e fiiFis. EaMTRAMEEN. &R, TRk Pod ERIRHINEER , A8
DB RERKRE.

ETNEAPRANERRARR , BATRUAT RG2S SR, YRBEHRERRIE
TRER , ATLEEMMAEE , BAARA AT , AMEEF S Hz4 X,
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1 ARSI

12 FABR )

ZRER T HERS . MR TFARNEMS LI ACP Log Essentails, ACP Log Collector #I
ACP Log Storage {4

l Note
K4 Logging Service A EAIIIS R ERR & FAMRE , BT Logging Service RIS A4ELEME AT
SSRGS SRIEE7E Logging Service 7,
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Q Alauda Container Platform

Alauda Container Platform > a[XUE > =4 > Events

Events

Bk

| R
BN

e (S E

1. REHAMSAA~T K Operations Center > Events,
R L A TREN SR TR YR E A B BN KE 4.

dlinl

=B

S TUEENARRRIL 30 DN ENERSMHBY (AEFHEEXHENTE) , UERIR
EHICK,

o BEEEMEW A FARREENAEENERSHNRRNEREXSHNRIRGE.

o AR BR-RIRZMAEGFEEMHE , RIFBERSZM,
o BN TRERFMHMTIRHEN 20 , RREEEHECER , B 20 MERRE T AE
f , R—RIRATREZ IR 4.
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o WREMILR : AEESMHMNXIE T , B REEHEEERNGTEERRMHN B S
X, AR T EESHRATHEN N AR EY | sRFAEMATOSREHITER. &
WA
o IR  KRASMHK Kubernetes FIFZEAY | 40 Pod,
o BT : EAEFMHE Kubernetes RIRATEM @& = (A,
o EHERA  BHAENER.
o EMHLH : BHMNEEFEE , 40 Warning,
o WIRZFR : KAESEMHM Kubernetes WIRZFR , A EEFHMALZ LR,
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© RIEFFCFTRIELFHSHDEER , ATFE5EH ) Event Details STEET EESHFAE

=]

/Cao0

o BHRREMERREER TSR, SROERRRZEMHEANA Normal |, KEH4A2HE ;
B RENRFRAEMHERANA warning , RARIBGFERE , MRXEISHUPIEERRAL.
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RIFR L X EE.

HEBR AR B PITR EAIE ETNRE -
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=K

o KIIE , KNIREAEESFUE , S THREIRKEITIRE

o AIMIRE , EMRREESER , AERENKE. EREEMETRE

o RELER , 3XIFLL PDF 8f Excel A THKRERE , BE2EMI TN

B RX RN SET A ANVIREHIM BT EIZRLSES |, FHHARRA TR ESE ,
FFRAFIRFE , MEVFHE | FHET R KR R RET T & KR EERE.
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| AR

{52 FRBR 1

o FAIAKEMKM T ER LR LNITAMG., BHERENEHF LK T ACP Monitoring
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o P4T inspection 4% : Courier £B4 435 inspection 258 CR M4 %, , FFm & &R IL154H

HE IS inspection AR IEFEIRIIE.

o B )\ inspection £5R : Courier ZBA5ERXT & inspection KWL S , % inspection 53R E

[ XF (] inspection CR,

« &BF inspection 53R : BT F&EEE inspection EFHHREMLER |, BHERIET X
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Component Health Status
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k Eubernetes AP

o TIE A IEIESEK - FATE global HEMMENTHE CRD , BT ENERITHAHES
KEBEA :
o ModuleHealth : & X FEWMIEAH R SIEF.
e ModuleHealthRecord : & X KR XTIV 2H A4 MR 2E5 R

o EHRUSISLAMEIRA 1 Courier & watch ModuleHealth , 8 EFEETIRE , SR /EH inspection 45
HE5 )\ ModuleHealth #1 ModuleHealthRecord f¥] CR &J&.

o AMRIKEHIRE : Courier £15K Kubernetes AR HA0%0ERE | PLFIE B EFRSSFRRES R EF
TER (R,
o Kubernetes : KERHEBLELAHRIAKRESRESR.

« Prometheus / VictoriaMetrics : BT &LBHFIRMEHKTENR , EAFHFIEHHEBBELEF 124t
R .
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ModuleHealth #1 ModuleHealthRecord CR &JJ&.
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Execute Inspection
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Q Alauda Container Platform Q

Alauda Container Platform > ®JXUMME > & > #{EFsF@ > Inspection

Inspection

Bk

Execute Inspection

Inspection Configuration

Inspection Report Explanation
Most Recent Inspection
Resource Risk Inspection

Resource Utilization Inspection

Execute Inspection

1. S ZEMIS A4 K Operation Center > Inspection > Basic Inspection,
R RENARRRIE AR ERNRERIREE. KETET , IXNEEDTRRER
BRI .

2. 7£ Basic Inspection TUHE , IFLATHER(E -

 Execute Inspection : QT REA LA Inspection %241 , X FEHITIRE.

« Download Inspection Report : iR EA_LfA K Download Report #&%4H , 7E38H X3
TRAE RS0 (PDF M Excel) , |y 3k, BIADREXT AR RS T B4,

o PDF MK ERENABE RIREXNEFETEGE ;
o Excel R EIREBEREN TR ;
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o HFRESFEAIE KRS

Inspection Configuration

Inspection L
] ) Description
Configuration

BIAESHITES AR , SZRFEG Crontab Fikz,
Scheduled Inspection BN - RN ERITFATUXM Trigger Rule Templates |, &% &
TEHIREAR |, BT ERIS B RN AT R R E A FLN

Inspection Record . -
' REBNKREITTNE.

Retention

iz e IERNILE YN
EE  IBREXARNLIRECE T HRAE.

Email Notification

Inspection Report

FENEREBMERATEMXARARLR.

Name
Inspection IRIEF A ZOARIES, SEEHENA pod WEM , B EEREDEA
Configuration Items HREIM,

Inspection Report Explanation

Most Recent Inspection
1E Most Recent Inspection {52X3%, , Ai A& RIE— X EREREE

o Inspection Time : FHFII— /X KB K FFIAFNLE R ETE],

o Total Number of Inspection Resources : FRIT—/XKEEHRFIREE (5. DA, pod,
)

* Risks : FHEXKRKMTIFIE , BIFHIAZN Fault M Warning FHIR,

Resource Risk Inspection
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1f Resource Risk Inspection TUH , AJ&F global &, BEEH. BMAEHIXLER
TRAAT A, pod FERK XS SR,

SHEX NV RIEZA (Cluster, Node, pod. Certificate) ) _EA) Risk Details 348 , #F A\
ZEFIEBIP NS EER., EFERF , JEFEZRENRE—XKEEEE , UAENEE
wiIRFER.

A

o RITEIRAFRAIPEE RIRFIFR.
o RiFIFERF Name FEAMKRIHRA , o] RIFHIEM S ZHRFI 4L IREA.

BRIERREF AR A (Fault, Warning) BRFEIL TR,

TR SMRIEINSEMEEFIMAGE S, RIRMAREEURH R E—FIBT SRR A
— RN ERE.

Resource Inspection Fault Judgment Warning Judgment

Type Scope Conditions Conditions

Cluster - global - EEERAA - EEREHIAR (Y R ¥/pod B/
cluster Abnormal ; BhR) ENJE , MIRAHE
- BE&EH - apiserver &R IRECERTEHT
-FEAEH - BESIEEMHREXREM

Fignje , BREAHRIRR
BAREH ;

- &3 CPU (&R
60% ;

- KRN ERRAT

60% ;

- &3 ETCD AP {E—
pod tRZSFE Running ;

- P —TARSIE
Ready ;

- EHPEERT REEZE
HBid 40 # ;

- 53 CPU BRE (XFniE
KESE) #1d 60% ;

- EFRNTEKRE (KMF
KESE) #1d 80% ;

- AR IR

- EHRITHAGRE

- ££3f kube-controller-
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Type

Node

pod

Certificate

Inspection - Alauda Container Platform

Inspection Fault Judgment
Scope Conditions
- T RIRAE A
Abnormal ;
" - "7 R-EA node-
- A EHT R .
o exporter 2B pod R
-IBTETR .
3E Running ;

- & kubelet 2B 44
pod IKEJE Running,

- pod KA Error ;

BT pod - pod & TF EFPRERT
5 536,

- Certmanager

UEH

UFER A A Expired.,
- Kubernetes 3 FREH Exp

+

Warning Judgment
Conditions

manager A4 {F— pod
RZEJE Running ;

- £ kube-scheduler ZH
rh{E— pod HKEIE
Running ;

- £ 3 kube-apiserver ZH{f
F{E— pod KEIE

Running,

- T/ inode ZER#INT
1000 ;

- TR CPU fE AT
60% ;

- RAFHERRET
60% ;

- TR ERUETREAER
BT 60% ;

- RAG RGBT 200% ,
HIFEiaEE 15 574 ;
-HBE-RREDRE—R
NodeDeadlock (73 s3F.
i) F1;
-BE—RRAEDRE—X
NodeOOM (WHARRE) %
F
-BE—RRAEDRE—X
NodeTaskHung ({£5-3E
) S,

- pod CPU fFRZEET
80% ;

- pod N EAZRET

80% ;

- 13X 5 34 pod EfFX
WRTEHT 1.

IERBBHAT 29 K.
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Resource Utilization Inspection

M it Resource Utilization Inspection #5% , #f \ Resource Utilization Inspection TU[].

1t Resource Utilization Inspection T[] , \J&%& global &, A&, BEEEHN
CPU, NTF. HEREE. FREREAE , PAFELER, TR, pod, WHFEIFEHK

=

EO

 Resource Usage Statistics : AJ& & global, ##AMBEERMN CPU, RE. HEEER
SfFRE,

« Platform Resource Quantity : A& EFF & _Hz{THRRIBEHE.
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Q Alauda Container Platform Q =
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Component Health Status

FaRBERERERRT ERREFA LRSS E. YK HE5Fa
MRMEEKEITAURN | R AT B E e IR | B | RICKATRERSRR
FIER, ERFAMBENERRFRTS , UESZBERNEHNAFRRNEE. XET
FHERIRARE |, 185 F A RNEHERE,

Bk

Procedures to Operate

Procedures to Operate

1. SMESLETRNARRESTFESO (FAEHE, MEEE. B4h0) .

2. R SAEL LA MIRISiR4 > Platform Health Status,

3. BHRYRERF ; RE R B RABERERREEE. MRTBEAGGFERE SEFRRA L
A fault FEFCIKIL,

4. REHIRER A L@ RERE , REAME RIFFRERRESITE , ST IAEEHIEH A
FREBER.
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