%24 - Alauda Container Platform

0 Alauda Container Platform

g

Alauda Container Security

Alauda Container Security

Alauda & AUE

Alauda & EIAUE

Re5a

SRt API Refiner

Fagelicd

*F Alaude


http://localhost:4173/container_platform/zh/

H

%

B X4 OIDC Client Secret

B SR1F

OIDC Secret 1%
BRIEDIR

%

5

20

IDP

AP (RE)

N

Project

Namespaces

%24 - Alauda Container Platform

#H PKCE Plain A%

RIR A
ST
3
Bl

F PR

BAFrEr

Relationship Between Clusters, Projects, and Namespaces

e



%24 - Alauda Container Platform

hanvZ

el

ik
SERA
RRESB
JBRTELIES
S

UEF

B3k, Kubernetes JEF# ik cert-manager OLM iE$
g7 Overview
THeRIE How it works e
B TEEEM Identifying cert-manager Managed Certific P
Related Resources WEERE SRR
NEEEAN

R A7 la)k A TLS IEH

HIFE &A1
BRAELDIR



24> - Alauda Container Platform




Alauda Container Security - Alauda Container Platform

Q Alauda Container Platform Q

Alauda Container Security

Alauda Container Security 2—2kEH Kubernetes MR SR U IMEHRIRZEREMATE, Bt
SEHEE, BaRREARE. RRPITHENMRS |, BIARES N ERPRERISEME
il B

Alauda Container Security XA, ET AN , AP RES (BTEE. APIH

Ul) MELLEHRS (BATYWE. RRPITAEERSE) A, 75 CI/ICD k.
SIEM, HERGER , FHXFFNER Scanner V4 JwiRFI#zs.
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AYEMAEVE R IAL E S AY S, S ES 7E Alauda Security Service 7,
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Q Alauda Container Platform Q

Alauda & EIAUE

Alauda Container Platform &35 AUEHE{44 global & BHREIA SR SIS KT AESE AREE

Y global HEHHMIER , AR BIIZARSSEFARFIEIE Kubernetes &8 , BURMRFFS
global SR HERT—K.
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Q Alauda Container Platform Q
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%% Alauda Container Platform Compliance

with Kyverno

Alauda Container Platform Compliance with Kyverno 2 —I& &7 Kyverno ¥4 k% , A
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%% Alauda Container Platform Compliance with Kyverno - Alauda Container Platform

1. & ] FHhR A<

WHIREEHDEARS , TBEKRE global &EEF A ModulePlugin 1 ModuleConfig &R :

NAME AGE
kyverno 4d206h

NAME AGE
kyverno-v4.0.4 4d21h

XRRAEFFFELE ModulePlugin kyverno , BRRA v4.0.4 B47%.

2. §13Z Modulelnfo

A3 — Modulelnfo IR LRI , BEATEMELESE

apiVersion: cluster.alauda.io/vlalphal
kind: ModuleInfo
metadata:
annotations:
cpaas.io/display-name: kyverno
cpaas.io/module-name: '{"en": "Alauda Container Platform Compliance f
or Kyverno",
"zh": "Alauda Container Platform Compliance for Kyverno"}'
labels:
cpaas.io/cluster-name: global
cpaas.io/module-name: kyverno
cpaas.io/module-type: plugin
cpaas.io/product: Platform-Center
name: kyverno-global
spec:

version: v4.2.0

FEEA

o name : EFHAEMHIEN AR, FASRIENSEAWREERSL , BAA <cluster-

name>-<NEMKBAE> , A0 global-ee98c9991eals464aaa8054bdachab313 ,
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label cpaas.io/cluster-name : F§ETFETIERERE,

label cpaas.io/module-name : JEHZHFR , Y25 ModulePlugin &IRILEL,

o
~

label cpaas.io/module-type : BEEFE , A plugin ; RRRAFERLSSBRER
W,

e .spec.config : ZNEXFTNVH ModuleConfig AT , ZFEEZT,

e .spec.version :EELEARIEERA , Y45 ModuleConfig @) .spec.version [t
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T2

I INFO

AN RIRMEET Alauda Container Platform Compliance for Kyverno g 12 R AN ST - kR A 38

.
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FAMEERE
FrekpgizTara
& ACP —icFt4k
IRRA TR
AT RIHR

SRR

TFKF|H T Alauda Container Platform Compliance for Kyverno X3 :

Compliance for Kyverno Version Supported Alauda Container Platform Version
4.3.X 4.2.X,4.3.X

4.2.X 4.2.X
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FHRI%I£TERS

f& ACP —it2 F4&

o Description: £ ACP 4.1.x R EE R4+ , Compliance for Kyverno plugins 4 5 EHS
ACP R¥F—3K , FHER ACP AMHA—EBN3HTHK. XTRATHEKER | £ ACP FHékid
F29 , plugins £ ACP —#{c H2Zk%1] 4.3.0,

¢ Supported ACP Upgrade Paths:

e 4.0.x ->4.3.0

e 4.1.x ->4.3.0

o Result: AZR5EASE , BB Compliance for Kyverno plugins i< F4&%l 4.3.0,

IRhRASF+ 4%

« Description: ¥4 ACP 4 T3S hrAES , Compliance for Kyverno plugins 35X iRA<F2K%.
« Prerequisite: ACP \RAS 5 & k77 IR S MR EESK .

e Example: 4.2.x -> 4.3.x

AT ERFHR

« Description: ZER]— K RARNEEANT BAZ BN HAEKTEHRE , 7] EHENIT.

e Example: 4.3.0 -> 4.3.x
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RE IR

1. B4R B BJF Secret

kubectl create secret docker-registry my-registry-secret \
--docker-server=registry.company.com \
--docker-username=<username> \
--docker-password=<password> \
--docker-email=<email@company.com> \

-n kyverno

2. fic & Kyverno {# 3% Secret (#7F)

apivVersion: vi
kind: ServiceAccount
metadata:
name: kyverno
namespace: kyverno
imagePullSecrets:

- name: my-registry-secret

3. Kyverno Deployment Bt&

NRBEFMAERIES] , AT EEBEHR Kyverno f] Deployment :
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apiVersion: apps/vil

kind: Deployment

metadata:

name: kyverno

namespace:.

spec:

replicas: 1

selector:

matchLabels:

app:

kyverno

kyverno

template:

metadata:
labels:
app: kyverno

spec:

serviceAccountName: kyverno

imagePullSecrets:

- name: my-registry-secret

- name:

- name:

gcr-secret

dockerhub-secret

containers:

- name:

image: ghcr.io/kyverno/kyverno: latest

env.

#

name :

value:

kyverno

REGISTRY_CREDENTIAL_HELPERS

"ecr-login,gcr,acr-env" # JSRIEUEENTF

. HAhECE
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o (NAFAME5BIZTT | [RIERZE KL N UMIEEE
o HTIBER : ICRMPLAH R AT BT I EOE

cosign generate-key-pair

2. BEBEG

cosign sign --key cosign.key registry.company.com/app:v1.0.0

3. B EALLOUE SR
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apiVersion: kyverno.io/vi1l
kind: ClusterPolicy
metadata:
name: require-signed-images
spec:
validationFailureAction: Enforce # [HiF & 42555
background: false
rules:
- name: check-signatures
match:
any:
- resources:
kinds:
- Pod
verifyImages:
- imageReferences:
"registry.company.com/*" # ENEGEGEOEREG
attestors:
- count: 1
entries:
- keys:
publicKeys: |-

# FELLHGNG cosign.pub WA

MFKwEWYHK0ZIzjOCAQYIK0ZIz]jODAQCDQQAE8BNXRh950IZbRj8Ra/N9sh
qOPZrfM

5/KAQNO/KjHcorm/J5yctVd7iEcnessRQju917hmK06JIWVGHpDgulyakzZ

mutateDigest: true # RAREHM L EHFHEE

4. M3z
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kubectl apply -f signature-policy.yaml
kubectl run test --image=nginx:latest

kubectl run test --image=registry.company.com/app:v1.0.0

w WA

oz 1: 0 BI\NHEE RS

T RENA , TFREIM T RN REF RS E R
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apiVersion: kyverno.io/vi1l
kind: ClusterPolicy
metadata:
name: require-dual-signatures
spec:
validationFailureAction: Enforce
background: false
rules:
- name: critical-app-signatures
match:
any:
- resources:
kinds:
- Pod
verifyImages:
- imageReferences:
"registry.company.com/critical/*"
attestors:
# B HIAER AN E
- count: 1 # LWEHIINE4
entries:
- keys:
publicKeys: |-

# TLHBAASEH
MFKkwEWYHK0ZIzj0CAQYIKoZIzjODAQCDQGAESNXRhI50IZbRj8Ra/NIsh
qOPZr fM

5/KAQNO/KjHcorm/J5yctVd7iEcnessRQju917hmK06JIWVGHpDgulyakzZ

- count: 1 # JFAHIINZE#
entries:
- keys:
publicKeys: |-

# JFRHEIA LA
MFkwEwWYHK0ZIZzjOCAQYIK0ZIzjODAQCDQgAEyctVd7iEcnessRQju917h
mKO6 JwV

GHpDguIyakZA8NXRh950IZbRj8Ra/N9IsbqOPZr fM5/KAQNO/KjHcorm/ J

mutateDigest: true
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apiVersion: kyverno.io/vi1l
kind: ClusterPolicy
metadata:
name: environment-specific-verification
spec:
validationFailureAction: Enforce
background: false
rules:
# HE IR AL
- name: production-must-be-signed
match:
any:
- resources:
kinds:
- Pod
namespaces:
- production
verifyImages:
- imageReferences:

"N 4 TBRBRINES
failureAction: Enforce # %4 NIHIE
attestors:

- count: 1

entries:

- keys:

publicKeys: |-

# HE R T
MFKwWEWYHK0ZIzjOCAQYIK0ZIzjODAQCDQQAE8BNXRh950IZbRj8Ra/N9sh
qOPZrfM

5/KAQNO/KjHcorm/J5yctVd7iEcnessRQjuU917hmK0O6JIWVGHpDguIyakzZ

mutateDigest: true

# FERME TR
- name: development-warn-unsigned
match:
any:
- resources:
kinds:
- Pod
namespaces:
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- development
- staging
verifyImages:
- imageReferences:
- "registry.company.com/*" # {UKE/NEGEG
failureAction: Audit # BHEMFRZE LG
attestors:
- count: 1
entries:
- keys:
publicKeys: |-

# FERZER TN

MFKwWEWYHK0ZIzjOCAQYIK0ZIzjODAQcDQgAEyctVd7iEcnessRQju917h
mKO6 JwV

GHpDguIyakZA8nXRh950IZbRj8Ra/N9sbqOPZr fM5/KAQNO/KjHcorm/J

mutateDigest: true

3 (ERERERERES

FERMVIREH | ATREfE A X.509 IEH ¢

# FRIEPEH
cosign sign --cert company-cert.pem --cert-chain ca-chain.pem \

registry.company.com/myapp:v1.0.0
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0 Alauda Container Platform

{5 3 Secrets 555 ZK L U RIE

AFgEEIE/N A {$ B Kubernetes Secrets 77 Kyverno
RN RBE T, XF ARG T BIFNRMEMRAEIE

B=x

FTAME R Secrets 7EiEA 4 ?
HRIE I 44

1. R FEESAZ Secret

2. 25 Kyverno fit & RBAC

3. {3 Secret 3| A K%

4. WA E
Secret Al
MR

AR NFREFTEELE

FR=: N YAML BB
FIERZR

o 1 BEIAER S Secret
Z HBAE AR Secret
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BEIMR(FF Secrets

AR—:

= 2
= 3

= 4

AT 24(ER Secrets g/ 47 ?
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{£ A Kubernetes Secrets A 4IEBATRE

o iRt . BREAT M ITZHEAE Kubernetes Secret 724
o FHENEARIE | TTHB YRR ] E %4
o Pla)iEsl : {FF RBAC =5 R PAVIIR] Secrets

RIEITI4

1. & BFFFEE4A%) Secret

cosign generate-key-pair

kubectl create secret generic cosign-public-key \
--from-file=cosign.pub=./cosign.pub \

- -namespace=kyverno

kubectl get secret cosign-public-key -n kyverno

2. 51 Kyverno fi. & RBAC

B3 Kyverno i Service Account

apiVersion: vi
kind: ServiceAccount
metadata:

name: kyverno-secret-reader

namespace: kyverno

B3] Secret i) Role
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apiVersion: rbac.authorization.k8s.io/v1l
kind: Role
metadata:
namespace: kyverno
name: secret-reader
rules:
- apiGroups: [""]
resources: ["secrets"]
verbs: ["get", "list", "watch"]

resourceNames: ["cosign-public-key", "team-keys"]

% Role 4B5EZI Service Account

apiVersion: rbac.authorization.k8s.io/v1
kind: RoleBinding
metadata:
name: read-secrets
namespace: kyverno
subjects:
- kind: ServiceAccount
name: kyverno-secret-reader
namespace: kyverno
roleRef:
kind: Role
name: secret-reader

apiGroup: rbac.authorization.k8s.1io

3. {£/H Secret 5| AAIE KM%
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apiVersion: kyverno.io/vi1l
kind: ClusterPolicy
metadata:
name: verify-with-secret
spec:
validationFailureAction: Enforce
background: false
rules:
- name: check-signatures
match:
any:
- resources:
kinds: [Pod]
verifyImages:
- imageReferences:
"registry.company.com/*"
attestors:
- count: 1
entries:
- keys:
secret:
name: cosign-public-key
namespace: kyverno
key: cosign.pub
rekor:
url: https://rekor.sigstore.dev
mutateDigest: true

4. M B &
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cosign sign --key cosign.key registry.company.com/app:v1.0.0
kubectl apply -f verify-with-secret.yaml
kubectl run test --image=registry.company.com/app:v1.0.0

kubectl run test-fail --image=nginx:latest

Secret §)iE A=

AR N R

kubectl create secret generic cosign-public-key \
--from-file=cosign.pub=./cosign.pub \

--namespace=kyverno

AR NFRFETFEHEME

kubectl create secret generic cosign-public-key \

--from-literal=cosign.pub="----- BEGIN PUBLIC KEY-----
MFKWEWYHK0ZIZzjOCAQYIK0ZIZzjODAQCDQQAEBNXRh950IZbRj8Ra/N9sbqOPZrfM
5/KAQNO/KjHcorm/J5yctVd7iEcnessRQjuU917hmKO6JIWVGHpDguIlyakZA==
————— END PUBLIC KEY-----" \

- -namespace=kyverno

A= M YAML j558 40
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apiVersion: vi
kind: Secret
metadata:
name: cosign-public-key
namespace: kyverno
labels:
app: kyverno
component: image-verification
type: Opaque
stringData:

cosign.pub: |

MFKkwWEWYHK0ZIZzjOCAQYIK0ZIzjODAQCcDQUAE8NXRh950IZbRj8Ra/N9shqOPZrfM
5/KAQNO/KjHcorm/J5yctVd7iEcnessRQju917hmKO6JIWVGHpDgulyakZA==

kubectl apply -f cosign-secret.yaml

w I ERSR

P 1 BEINFEHE Secret

mHEg R , — T HINEEIEHREGEES
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apiVersion: kyverno.io/vi1l
kind: ClusterPolicy
metadata:
name: single-team-verification
spec:
validationFailureAction: Enforce
background: false
rules:
- name: verify-team-signatures
match:
any:
- resources:
kinds: [Pod, Deployment, StatefulSet, DaemonSet]
exclude:
any:
- resources:

namespaces: [kube-system, kyverno]

verifyImages:
- imageReferences:
"registry.company.com/*"

"gcr.io/myproject/*"
failureAction: Enforce

attestors:
- count: 1
entries:
- keys:
secret:
name: team-cosign-key
namespace: kyverno
key: cosign.pub
rekor:

url: https://rekor.sigstore.dev
mutateDigest: true

verifyDigest: true

required: true

W= 2 . ZHEINFEAAE] Secret
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NEIEAFE & B % & AT Secret
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apiVersion: kyverno.io/vi1l
kind: ClusterPolicy
metadata:
name: multi-team-verification
spec:
validationFailureAction: Enforce
background: false
rules:
# BilmE A
- name: verify-frontend-images
match:
any:
- resources:
kinds: [Pod]
namespaces: [frontend-*]

verifyImages:
- imageReferences:
"registry.company.com/frontend/*"

attestors:
- count: 1
entries:
- keys:
secret:
name: frontend-team-key
namespace: kyverno
key: cosign.pub
rekor:

url: https://rekor.sigstore.dev

mutateDigest: true

required: true

# JavmEIA B
- name: verify-backend-images
match:
any:
- resources:
kinds: [Pod]

namespaces: [backend-*]

verifylImages:
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- imageReferences:

- "registry.company.com/backend/*"

attestors:
- count: 1
entries:
- keys:
secret:
name: backend-team-key
namespace: kyverno
key: cosign.pub
rekor:

url: https://rekor.sigstore.dev

mutateDigest: true

required: true

R 3 XRBFBRFTELERS

BREWE , ZNHEANIRN KEEHES
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apiVersion: kyverno.io/vi1l
kind: ClusterPolicy
metadata:
name: critical-multi-signature
spec:
validationFailureAction: Enforce
background: false
rules:
- name: verify-critical-images
match:
any:
- resources:
kinds: [Pod]
namespaces: [production]

verifyImages:
- imageReferences:

"registry.company.com/critical/*"

failureAction: Enforce

attestors:
# LEENIEE (BF)
- count: 1
entries:
- keys:
secret:
name: security-team-key
namespace: kyverno
key: security.pub
rekor:

url: https://rekor.sigstore.dev

# FFRHEINE S (HF)
- count: 1
entries:
- keys:
secret:
name: dev-team-key
namespace: kyverno
key: development.pub
rekor:
url: https://rekor.sigstore.dev
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- count: 1
entries:
- keys:
secret:
name: release-team-key
namespace: kyverno
key: release.pub
rekor:

url: https://rekor.sigstore.dev

mutateDigest: true

required: true

= 4 BEIGEER Secrets

g EHIER{EH Secrets :
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apiVersion: kyverno.io/vi1l
kind: ClusterPolicy
metadata:
name: company-registry-only
spec:
validationFailureAction: Enforce
background: false
rules:
- name: check-registry
match:
any:
- resources:
kinds:
- Pod
validate:
message: "{NAVFAT]EFE : registry.company.com"
pattern:
spec:
containers:

- image: "registry.company.com/*"

2. MR SR mE
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kubectl apply -f registry-policy.yaml
kubectl run test --image=nginx:latest

kubectl run test --image=registry.company.com/nginx:latest

F NH=
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apiVersion: kyverno.io/vi1l
kind: ClusterPolicy
metadata:
name: multiple-trusted-registries
spec:
validationFailureAction: Enforce
background: false
rules:
- name: check-approved-registries
match:
any:
- resources:
kinds:
- Pod
validate:
message: "FHBEWIKREMERCE : A8]EFE. GCR ZKEF Docker 4"
anyPattern:
- spec:
containers:
- image: "registry.company.com/*"
- spec:
containers:

- image: '"gcr.io/project-name/*"

- spec:

containers:

- image: "docker.io/library/*"
- spec:

containers:

- image: "quay.io/organization/*"

= 2 ANEFEARRLN

AFIMRN R, FFRMMEAIERIE
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apiVersion: kyverno.io/vi1l
kind: ClusterPolicy
metadata:
name: environment-based-registry-rules
spec:
validationFailureAction: Enforce
background: false
rules:
# AT L NARVRAEGS
- name: production-strict-registries
match:
any:
- resources:
kinds:
- Pod
namespaces:
- production
- prod-*
validate:
message: "HFHNENAFAERAR SR
pattern:
spec:
containers:

- image: "registry.company.com/certified/*"

# ARG AFEZeE
- name: development-flexible-registries
match:
any:
- resources:
kinds:
- Pod

namespaces:

development

- dev-*

staging
- test-*
validate:
message: "FFAMIREAVHER LT EE. GCR B(EA Docker 4g"
anyPattern:
- spec:
containers:

- image: "registry.company.com/*"
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- spec:

containers:

- image: '"gcr.io/dev-project/*"
- spec:

containers:

- image: "docker.io/library/*"
- spec:

containers:

- image: "docker.io/organization/*"

R 3 : BRI E XS B

SRR B , R AFHALGE :
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apiVersion: kyverno.io/vi1l
kind: ClusterPolicy
metadata:
name: block-risky-registries
spec:
validationFailureAction: Enforce
background: false
rules:
# JiE— . {ERTRLESIR
- name: block-untrusted-registries
match:
any:
- resources:
kinds:
- Pod
validate:
message: "ARAFFER untrusted-registry.com H4EB"
deny:
conditions:
- key: "{{ request.object.spec.containers[?contains(image, 'unt
rusted-registry.com')] | length(@) }}"
operator: GreaterThan

value: 0

# 73k : Docker Hub {NFBEHEE
- name: allow-only-official-dockerhub
match:
any:
- resources:
kinds:
- Pod
validate:
message: "{YAFEH Docker Hub 4% (docker.io/library/*) "
deny:

conditions:

- key: "{{ request.object.spec.containers[?starts_with(image,
'docker.io/') && !starts_with(image, 'docker.io/library/')] | length(@)
I3

operator: GreaterThan

value: 0
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apiVersion: kyverno.io/vi1l
kind: ClusterPolicy
metadata:
name: team-specific-registries
spec:
validationFailureAction: Enforce
background: false
rules:
# AmEIBARIfEM Node.js #f%
- name: frontend-team-registries
match:
any:
- resources:
kinds:
- Pod
namespaces:
- frontend-*
validate:
message: "BNnEIBAF{ERLRGEMEA Node.js Hig"
anyPattern:
- spec:
containers:
- image: "registry.company.com/*"
- spec:
containers:
- image: "docker.io/library/node:*"
- spec:
containers:

- image: "docker.io/library/nginx:*"

# WREIARIER ML/AI HEBEHE
- name: data-team-registries
match:
any:
- resources:
kinds:
- Pod
namespaces:
- data-*
- ml-*
validate:

message: "¥UEEFARIER LT BEM ML/AT iR

anyPattern:
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- spec:

containers:

- image: "registry.company.com/*"
- spec:

containers:

- image: "docker.io/tensorflow/*"
- spec:

containers:

- image: "docker.io/pytorch/*"
- spec:

containers:

- image: "nvcr.io/nvidia/*"

= RART

BE B AL

- image: "registry.company.com/*"

- image: "registry.company.com/team-a/*"
- image: "*/database:*"

- image: "gcr.io/project-*/app:*"

ERAESKIEK

MEERITTA

spec:
validationFailureAction: Audit

Ht

HHR AR Gean 4 = (8]
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rules:
- name: check-registries
match:
any:
- resources:
kinds:
- Pod
exclude:
any:
- resources:
namespaces:
- kube-system
- kyverno
- kube-public

& DLIA)E
L. GRS

o X registry.company.com:5000/app (HR/DEMY)

o registry.company.com/app: latest
2. BECARRA

o X registry.company.com* (fR/DRIAT)

o registry.company.com/*
3. Docker Hub #&= :

e X nginx (F&= docker.io)

° docker.io/library/nginx
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apiVersion: kyverno.io/vi1l
kind: ClusterPolicy
metadata:
name: disallow-privileged-containers
annotations:
policies.kyverno.io/title: Disallow Privileged Containers
policies.kyverno.io/category: Pod Security Standards (Baseline)
policies.kyverno.io/severity: medium
policies.kyverno.io/subject: Pod
policies.kyverno.io/description: >-
Privileged mode disables most security mechanisms and must not be a
1lowed.
spec:
validationFailureAction: Enforce
background: true
rules:
- name: privileged-containers
match:
any:
- resources:
kinds:
- Pod
validate:
message: >-
Privileged mode is disallowed. The fields spec.containers[*].se
curityContext.privileged,
spec.initContainers[*].securityContext.privileged, and spec.eph
emeralContainers[*].securityContext.privileged
must be unset or set to false.
pattern:
spec:
=(ephemeralContainers):
- =(securityContext):
=(privileged): "false"
=(initContainers):
- =(securityContext):
=(privileged): "false"
containers:
- =(securityContext):

=(privileged): "false"
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I SR B

kubectl apply -f disallow-privileged-containers.yaml

cat <<EOF | kubectl apply -f -
apiversion: vi
kind: Pod
metadata:
name: test-privileged
spec:
containers:
- name: nginx
image: nginx
securityContext:
privileged: true
EOF

kubectl run test-normal --image=nginx

kubectl delete pod test-privileged test-normal --ignore-not-found

DB 2SR PSR

REE 1 ZvhREEG AT

frlt R VIREE R A T(E
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apiVersion: kyverno.io/vi1l
kind: ClusterPolicy
metadata:
name: disallow-host-namespaces
annotations:
policies.kyverno.io/title: Disallow Host Namespaces
policies.kyverno.io/category: Pod Security Standards (Baseline)
policies.kyverno.io/severity: medium
policies.kyverno.io/subject: Pod
policies.kyverno.io/description: >-
Host namespaces (Process ID namespace, Inter-Process Communication
namespace, and
network namespace) allow access to shared information and can be us
ed to elevate
privileges. Pods should not be allowed access to host namespaces.
spec:
validationFailureAction: Enforce
background: true
rules:
- name: host-namespaces
match:
any:
- resources:
kinds:
- Pod
validate:
message: >-
Sharing the host namespaces is disallowed. The fields spec.host
Network,
spec.hostIPC, and spec.hostPID must be unset or set to false.
pattern:
spec:
=(hostPID): "false"
=(hostIPC): "false"
=(hostNetwork): "false"

TR 2 @ BRI TAF TR

[RLIE R HEREE M ARLLHAL
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apiVersion: kyverno.io/vi1l

kind: ClusterPolicy
metadata:
name: disallow-host
annotations:
policies.kyverno.
policies.kyverno.
policies.kyverno.
policies.kyverno.
policies.kyverno.
HostPath volume
iners.
Using host reso
privileges
and should not
spec:
validationFailureAc
background: true
rules:
- name: host-path
match:
any:
- resources:
kinds:
- Pod
validate:
message: >-
HostPath vo
ath must be unset.
pattern:
spec:
=(volumes
- X(hos

TR 3 : ZRIEfEEY

-path

io/title: Disallow Host Path

io/category: Pod Security Standards (Baseline)
io/severity: medium

io/subject: Pod,Volume

io/description: >-

s let Pods use host directories and volumes in conta
urces can be used to access shared data or escalate

be allowed.

tion: Enforce

lumes are forbidden. The field spec.volumes[*].hostP

):
tPath): "null"

M
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apiVersion: kyverno.io/vi1l
kind: ClusterPolicy
metadata:
name: disallow-host-ports
annotations:
policies.kyverno.io/title: Disallow Host Ports
policies.kyverno.io/category: Pod Security Standards (Baseline)
policies.kyverno.io/severity: medium
policies.kyverno.io/subject: Pod
policies.kyverno.io/description: >-
Access to host ports allows potential snooping of network traffic a
nd should not be
allowed, or at minimum restricted to a known list.
spec:
validationFailureAction: Enforce
background: true
rules:
- name: host-ports-none
match:
any:
- resources:
kinds:
- Pod
validate:
message: >-
Use of host ports is disallowed. The fields spec.containers[*].
ports[*].hostPort,
spec.initContainers[*].ports[*].hostPort, and spec.ephemeralCon
tainers[*].ports[*].hostPort
must either be unset or set to 0.
pattern:
spec:
=(ephemeralContainers):
- =(ports):
- =(hostPort): 0
=(initContainers):
- =(ports):
- =(hostPort): 0
containers:
- =(ports):
- =(hostPort): 0
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apiVersion: kyverno.io/vi1l
kind: ClusterPolicy
metadata:
name: disallow-capabilities-strict
annotations:
policies.kyverno.io/title: Disallow Capabilities (Strict)
policies.kyverno.io/category: Pod Security Standards (Restricted)
policies.kyverno.io/severity: medium
policies.kyverno.io/subject: Pod
policies.kyverno.io/description: >-
Adding capabilities other than "NET_BIND_SERVICE ™ is disallowed. In
addition,
all containers must explicitly drop "ALL" capabilities.
spec:
validationFailureAction: Enforce
background: true
rules:
- name: require-drop-all
match:
any:
- resources:
kinds:
- Pod
preconditions:
all:
- key: "{{ request.operation || 'BACKGROUND' }}"
operator: NotEquals
value: DELETE
validate:
message: >-
Containers must drop "ALL capabilities.
foreach:
- list: request.object.spec.[ephemeralContainers, initContainers,
containers][]
deny:
conditions:
all:
- key: ALL
operator: AnyNotIn
value: "{{ element.securityContext.capabilities.drop ||
[1° 3"
- name: adding-capabilities
match:
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any:
- resources:
kinds:
- Pod
preconditions:
all:
- key: "{{ request.operation || 'BACKGROUND' }}"
operator: NotEquals
value: DELETE
validate:
message: >-
Any capabilities added other than NET_BIND_SERVICE are disallow
ed.
foreach:
- list: request.object.spec.[ephemeralContainers, initContainers,
containers][]
deny:
conditions:
any:
- key: "{{ element.securityContext.capabilities.add || "[]°
I3
operator: AnyNotIn
value:
- NET_BIND_SERVICE

RE& 5 : Z5K3F root A FIE1TAES
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apiVersion: kyverno.io/vi1l
kind: ClusterPolicy
metadata:
name: require-run-as-nonroot
annotations:
policies.kyverno.io/title: Require Run As Non-Root User
policies.kyverno.io/category: Pod Security Standards (Restricted)
policies.kyverno.io/severity: medium
policies.kyverno.io/subject: Pod
policies.kyverno.io/description: >-
Containers must run as a non-root user. This policy ensures runAsNo
nRoot is set to true.
spec:
validationFailureAction: Enforce
background: true
rules:
- name: run-as-non-root
match:
any:
- resources:
kinds:
- Pod
validate:
message: >-
Running as root is not allowed. Either the field spec.securityC
ontext.runAsNonRoot
must be set to true, or the field spec.containers[*].securityCo
ntext.runAsNonRoot
must be set to true.
anyPattern:
- spec:
securityContext:
runAsNonRoot: "true"
- spec:
containers:
- securityContext:

runAsNonRoot: "true"

=g
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apiVersion: kyverno.io/vi1l
kind: ClusterPolicy
metadata:
name: environment-container-security
spec:
validationFailureAction: Enforce
background: true
rules:
# PR RS
- name: production-strict-security
match:
any:
- resources:
kinds:
- Pod
namespaces:
- production
- prod-*
validate:

message: "Production environments require strict container securi

pattern:
spec:

=(hostPID): "false"

=(hostIPC): "false"

=(hostNetwork): "false"
securityContext:

runAsNonRoot: "true"
containers:

- securityContext:
privileged: "false"
runAsNonRoot: "true"
capabilities:

drop:
- ALL

# AR | ERAMENRE
- name: development-basic-security
match:
any:
- resources:
kinds:
- Pod
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namespaces:
- development
- dev-*
- staging
validate:

message: "Development environments require basic container securi

pattern:
spec:
=(hostPID): "false"
=(hostIPC): "false"
containers:
- securityContext:

=(privileged): "false"

s 2 . TEGEUFEHISN
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apiVersion: kyverno.io/vi1l
kind: ClusterPolicy
metadata:
name: workload-specific-security
spec:
validationFailureAction: Enforce
background: true
rules:
- name: system-workloads-exception
match:
any:
- resources:
kinds:
- Pod
exclude:
any:
- resources:
namespaces:
- kube-system
- kyverno
- resources:
kinds:
- Pod
names:
"monitoring-*"
"logging-*"
validate:
message: "Container security policies apply to application worklo
ads"
pattern:
spec:
=(hostNetwork): "false"
containers:
- securityContext:

=(privileged): "false"

MR S%euE
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cat <<EOF | kubectl apply -f -
apiVersion: vi
kind: Pod
metadata:
name: test-privileged
spec:
containers:
- name: test
image: nginx
securityContext:
privileged: true
EOF

MA1E E v 4 2[R

cat <<EOF | kubectl apply -f -
apiVersion: vi
kind: Pod
metadata:

name: test-host-network
spec:

hostNetwork: true

containers:

- name: test

image: nginx

EOF

Mo\ 1E P& A2 HEk
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# N LE
cat <<EOF | kubectl apply -f -
apiVersion: vi
kind: Pod
metadata:
name: test-hostpath
spec:
containers:
- name: test
image: nginx
volumeMounts:
- name: host-vol

mountPath: /host
volumes:
- name: host-vol
hostPath:
path: /
EOF

MEB L 2T
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cat <<EOF | kubectl apply -f -

apiVersion: vi
kind: Pod
metadata:
name: test-secure
spec:
securityContext:
runAsNonRoot: true
runAsUser: 1000
containers:
- name: test
image: nginx

securityContext:

allowPrivilegeEscalation: false

capabilities:
drop:
- ALL

readOnlyRootFilesystem: true

runAsNonRoot: true

runAsUser: 1000
EOF

ER{ERE
1. NEITHR T4

spec:

validationFailureAction:

2. HFfR RSt an 4 =5 [H]

Audit
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exclude:
any:
- resources:
namespaces:
- kube-system
- kyverno

- kube-public
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0 Alauda Container Platform

Security Context Enforcement Policy
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apiVersion: kyverno.io/vi1l
kind: ClusterPolicy
metadata:
name: require-run-as-nonroot
annotations:
policies.kyverno.io/title: Require Run As Non-Root User
policies.kyverno.io/category: Pod Security Standards (Restricted)
policies.kyverno.io/severity: medium
policies.kyverno.io/subject: Pod
policies.kyverno.io/description: >-
Containers must run as a non-root user. This policy ensures runAsNo
nRoot is set to true.
spec:
validationFailureAction: Enforce
background: true
rules:
- name: run-as-non-root
match:
any:
- resources:
kinds:
- Pod
validate:
message: >-
Running as root is not allowed. Either the field spec.securityC
ontext.runAsNonRoot
must be set to true, or the field spec.containers[*].securityCo
ntext.runAsNonRoot
must be set to true.
anyPattern:
- spec:
securityContext:
runAsNonRoot: "true"
- spec:
containers:
- securityContext:

runAsNonRoot: "true"

2. MR
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# [ FSRE%

kubectl apply -f require-run-as-nonroot.yaml

# =R AE—TEAML root E1THARY (MKB)
cat <<EOF | kubectl apply -f -
apiVersion: vi
kind: Pod
metadata:
name: test-root
spec:
containers:
- name: nginx
image: nginx
securityContext:
runAsUser: 0
runAsNonRoot: false
EOF

# =FHAE—IIE root BAAEITHAR (MNADH)
cat <<EOF | kubectl apply -f -
apiVersion: vi
kind: Pod
metadata:
name: test-nonroot
spec:
securityContext:
runAsNonRoot: true
runAsUser: 1000
containers:
- name: nginx
image: nginx
EOF

# JHHE

kubectl delete pod test-root test-nonroot --ignore-not-found

MR e TR
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apiVersion: kyverno.io/vi1l
kind: ClusterPolicy
metadata:
name: disallow-privilege-escalation

annotations:

policies.kyverno.io/title: Disallow Privilege Escalation

policies.kyverno.
policies.kyverno.io/severity: medium
policies.kyverno.io/subject: Pod
policies.kyverno.io/description: >-
Privilege escalation,
mode, should not be allowed.
spec:
validationFailureAction: Enforce
background: true
rules:
- name: privilege-escalation
match:
any:
- resources:
kinds:
- Pod
validate:

message: >-

io/category: Pod Security Standards (Restricted)

such as via set-user-ID or set-group-ID file

Privilege escalation is disallowed. The fields

spec.containers[*].securityContext.allowPrivilegeEscalation,

spec.initContainers[*].securityContext.allowPrivilegeEscalatio

n,

and spec.ephemeralContainers[*].securityContext.allowPrivilegeE

scalation
must be set to false.
pattern:
spec:
=(ephemeralContainers):

- securityContext:

allowPrivilegeEscalation:

=(initContainers):

- securityContext:

allowPrivilegeEscalation:

containers:

- securityContext:

allowPrivilegeEscalation:

"false"

"false"

"false"
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apiVersion: kyverno.io/vi1l
kind: ClusterPolicy
metadata:
name: require-user-id-range
annotations:
policies.kyverno.io/title: Require User ID Range
policies.kyverno.io/category: Pod Security Standards (Restricted)
policies.kyverno.io/severity: medium
policies.kyverno.io/subject: Pod
policies.kyverno.io/description: >-
Containers must run with a specific user ID range to prevent privil
ege escalation.
spec:
validationFailureAction: Enforce
background: true
rules:
- name: user-id-range
match:
any:
- resources:
kinds:
- Pod
validate:
message: >-
Containers must run with user ID between 1000 and 65535.
deny:
conditions:
any:
# K& Pod KHMEE LT
- key: "{{ request.object.spec.securityContext.runAsUser || ©
1"
operator: LessThan
value: 1000
- key: "{{ request.object.spec.securityContext.runAsUser || ©
I3
operator: GreaterThan
value: 65535
# KBRHEANETL LT
- key: "{{ request.object.spec.containers[?securityContext.ru
nAsUser && (securityContext.runAsUser < “1000° || securityContext.runAsUs
er > "65535°)] | length(@) }}"
operator: GreaterThan
value: 0



Security Context Enforcement Policy - Alauda Container Platform

REE 3 : E3KIE Root 2A

iR 25 AJE root 48 1D 1517 :



Security Context Enforcement Policy - Alauda Container Platform

apiVersion: kyverno.io/vi1l
kind: ClusterPolicy
metadata:
name: require-non-root-groups
annotations:
policies.kyverno.io/title: Require Non-Root Groups
policies.kyverno.io/category: Pod Security Standards (Restricted)
policies.kyverno.io/severity: medium
policies.kyverno.io/subject: Pod
policies.kyverno.io/description: >-
Containers should be required to run with a non-root group ID or su
pplemental groups.
spec:
validationFailureAction: Enforce
background: true
rules:
- name: non-root-groups
match:
any:
- resources:
kinds:
- Pod
validate:
message: >-
Containers must run with non-root group ID. Either spec.securit
yContext.runAsGroup
or spec.containers[*].securityContext.runAsGroup must be set an
d not be 0.
deny:
conditions:
any:
# #7E Pod Z&5H runAsGroup 2EH 0
- key: "{{ request.object.spec.securityContext.runAsGroup ||
0 }}"
operator: Equals
value: 0
# REZEBBAHMN runAsGroup REA 0
- key: "{{ request.object.spec.containers[?securityContext.ru
nAsGroup == 0] | length(@) }}"
operator: GreaterThan

value: 0
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apiVersion: kyverno.io/vi1l
kind: ClusterPolicy
metadata:
name: restrict-seccomp-strict
annotations:
policies.kyverno.io/title: Restrict Seccomp (Strict)
policies.kyverno.io/category: Pod Security Standards (Restricted)
policies.kyverno.io/severity: medium
policies.kyverno.io/subject: Pod
policies.kyverno.io/description: >-

Seccomp profile must be explicitly set to one of the allowed value

Both the Unconfined profile and the absence of a profile are prohib
ited.
spec:
validationFailureAction: Enforce
background: true
rules:
- name: seccomp-strict
match:
any:
- resources:
kinds:
- Pod
validate:
message: >-
Use of custom Seccomp profiles is disallowed. The field
spec.securityContext.seccompProfile.type must be set to Runtime
Default or Localhost.
anyPattern:
- spec:
securityContext:
seccompProfile:
type: RuntimeDefault
- spec:
securityContext:
seccompProfile:
type: Localhost
- spec:
containers:
- securityContext:
seccompProfile:
type: RuntimeDefault
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- Spec:
containers:
- securityContext:
seccompProfile:
type: Localhost

REE 5 BEKESFTHEE
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apiVersion: kyverno.io/vi1l
kind: ClusterPolicy
metadata:
name: require-drop-all-capabilities
annotations:
policies.kyverno.io/title: Require Drop ALL Capabilities
policies.kyverno.io/category: Pod Security Standards (Restricted)
policies.kyverno.io/severity: medium
policies.kyverno.io/subject: Pod
policies.kyverno.io/description: >-
Containers must drop all capabilities and only add back those that
are specifically needed.
spec:
validationFailureAction: Enforce
background: true
rules:
- name: require-drop-all
match:
any:
- resources:
kinds:
- Pod
validate:
message: >-
Containers must drop ALL capabilities.
foreach:
- list: request.object.spec.[ephemeralContainers, initContainers,
containers][]
deny:
conditions:
all:
- key: ALL
operator: AnyNotIn
value: "{{ element.securityContext.capabilities.drop ||

(1 33"

KM% 6 : [R5 AppArmor g &304

= AppArmor BB XHROER -



apiVersion:

kind: ClusterPolicy

metadata:

Security Context Enforcement Policy - Alauda Container Platform

kyverno.io/v1

name: restrict-apparmor-profiles

annotations:

policies.
policies.
policies.
policies.

policies.

kyverno.
kyverno.
kyverno.
kyverno.

kyverno.

io/title: Restrict AppArmor Profiles
io/category: Pod Security Standards (Baseline)
io/severity: medium

io/subject: Pod

io/description: >-

On supported hosts, the runtime/default AppArmor profile is applied

by default.

The baseline policy should prevent overriding or disabling the defa

ult AppArmor

spec:

profile.

validationFailureAction: Enforce

background:

rules:

true

- name: apparmor-profiles

match:

any:

- resources:

kinds:
- Pod

validate:

message: >-

AppArmor profile must be set to runtime/default or a custom pro

file.
Unconfined profiles are not allowed.
pattern:
metadata:
=(annotations):
=(container.apparmor.security.beta.kubernetes.io/*): "!unco
nfined"

=R

R 1 MRRENRE LT
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apiVersion: kyverno.io/vi1l
kind: ClusterPolicy
metadata:
name: environment-security-contexts
spec:
validationFailureAction: Enforce
background: true
rules:
# HEFFINE  TRETE ETX
- name: production-strict-security
match:
any:
- resources:
kinds:
- Pod
namespaces:
- production
- prod-*
validate:

message: "Production environments require strict security context

pattern:
spec:
securityContext:
runAsNonRoot: "true"
runAsUser: "1000-65535"
runAsGroup: "1000-65535"
seccompProfile:
type: RuntimeDefault
containers:

- securityContext:
allowPrivilegeEscalation: "false"
readOnlyRootFilesystem: "true"
runAsNonRoot: "true"

capabilities:
drop:
- ALL

# FFEMIR . BEiikeEK
- name: development-basic-security
match:
any:

- resources:



Security Context Enforcement Policy - Alauda Container Platform
kinds:
- Pod
namespaces:
- development
- dev-*
- staging
validate:

message: "Development environments require basic security context

pattern:
spec:
containers:
- securityContext:

allowPrivilegeEscalation: "false"
runAsNonRoot: "true"

R 2 MRSERNRE ETX
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apiVersion: kyverno.io/vi1l
kind: ClusterPolicy
metadata:
name: application-security-contexts
spec:
validationFailureAction: Enforce
background: true
rules:
# BURENA  fRFEM /4 1D
- name: database-security-context
match:
any:
- resources:
kinds:
- Pod
selector:
matchLabels:
app.type: database
validate:

message: "Database applications must use specific security contex

pattern:
spec:
securityContext:
runAsUser: '"999"
runAsGroup: '"999"
fsGroup: "999"
containers:
- securityContext:
runAsNonRoot: "true"

readOnlyRootFilesystem: "true"

# Web A ARERE ETX
- name: web-app-security-context
match:
any:
- resources:
kinds:
- Pod
selector:
matchLabels:
app.type: web
validate:
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message: "Web applications must use standard security contexts"
pattern:
spec:
containers:
- securityContext:
runAsNonRoot: "true"
allowPrivilegeEscalation: "false"
capabilities:
drop:
- ALL
add:
- NET_BIND_SERVICE

B3R 3 B &Re ETI0ES

KR e ETFCESK
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apiVersion: kyverno.io/vi1l
kind: ClusterPolicy
metadata:
name: graduated-security-contexts
spec:
validationFailureAction: Enforce
background: true
rules:
# &3 1. £itite (FFERE<H)
- name: basic-security-level
match:
any:
- resources:
kinds:
- Pod
exclude:
any:
- resources:
namespaces:
- kube-system
- kyverno
validate:
message: "All containers must have basic security contexts"
pattern:
spec:
containers:
- securityContext:

allowPrivilegeEscalation: "false"

# KA 2 EETe (BEGETH)
- name: enhanced-security-level
match:
any:
- resources:
kinds:
- Pod
namespaces:
- finance-*
- hr-*
- security-*
validate:

message: "Sensitive namespaces require enhanced security context
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pattern:
spec:
securityContext:
runAsNonRoot: "true"

containers:

- securityContext:
readonlyRootFilesystem: "true"
capabilities:

drop:
- ALL

- name: maximum-security-level
match:
any:
- resources:

kinds:

- Pod

namespaces:

- critical-*

- payment-*

validate:
message: "Critical namespaces require maximum security contexts"

pattern:

spec:

securityContext:

runAsNonRoot: "true"
runAsUser: "1000-1999"
runAsGroup: "1000-1999"
seccompProfile:
type: RuntimeDefault
containers:

- securityContext:
allowPrivilegeEscalation: "false"
readOnlyRootFilesystem: "true"
runAsNonRoot: "true"
capabilities:

drop:
- ALL

R 4 FEE A TARE TR
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apiVersion: kyverno.io/vi1l
kind: Policy
metadata:
annotations:
policies.kyverno.io/category: Pod Security Standards
policies.kyverno.io/description: 'Strictly follow the Security Contex
t configuration in the image to automatically add, allowPrivilegeEscalati
on:
false, capabilities drop ALL, runAsNonRoot: true, seccompProfile:
RuntimeDefault'
policies.kyverno.io/minversion: 1.13.0
policies.kyverno.io/severity: medium
policies.kyverno.io/subject: Pod
policies.kyverno.io/title: Add precise Security Context configuration
creationTimestamp: "2025-06-04T03:26:542"
generation: 1
labels:
velero.io/backup-name: app-backup-20250604111354
velero.io/restore-name: app-recovery
name: add-exact-security-context
namespace: test-1
spec:
admission: true
background: true
emitWarning: false
rules:
- match:
any:
- resources:
kinds:
- Pod
context:
- name: namespacelnfo
apiCall:
urlPath: "/api/vl/namespaces/{{request.namespace}}"
jmesPath: "metadata.labels.\"pod-security.kubernetes.io/enforce\"
|| 'restricted'"
preconditions:
all:
- key: "{{ namespaceInfo }}"
operator: NotEquals
value: "privileged"
mutate:
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foreach:
- list: request.object.spec.containers
patchStrategicMerge:
spec:
containers:
- name: '{{ element.name }}'
securityContext:
allowPrivilegeEscalation: false
capabilities:
drop:
- ALL
runAsNonRoot: true
seccompProfile:
type: RuntimeDefault
name: add-container-security-context
skipBackgroundRequests: true
- match:
any:
- resources:
kinds:
- Pod
context:
- name: namespacelInfo
apiCall:
urlPath: "/api/vl/namespaces/{{request.namespace}}"
jmesPath: "metadata.labels.\"pod-security.kubernetes.io/enforce\"
|| 'restricted'"
preconditions:
all:
- key: "{{ namespaceInfo }}"
operator: NotEquals

value: "privileged"

- key: '"{{ request.object.spec.initContainers || "[] | length(@)
i3S
operator: GreaterThan
value: 0
mutate:
foreach:

- list: request.object.spec.initContainers
patchStrategicMerge:
spec:
initContainers:
- name: '{{ element.name }}'

securityContext:
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allowPrivilegeEscalation: false
capabilities:
drop:
- ALL
runAsNonRoot: true
seccompProfile:
type: RuntimeDefault
name: add-init-container-security-context
skipBackgroundRequests: true
- match:
any:
- resources:
kinds:
- Pod
context:
- name: namespacelInfo
apiCall:
urlPath: "/api/vl/namespaces/{{request.namespace}}"
jmesPath: "metadata.labels.\"pod-security.kubernetes.io/enforce\"
|| 'restricted'"
preconditions:
all:
- key: "{{ namespaceInfo }}"
operator: NotEquals
value: "privileged"

- key: '"{{ request.object.spec.ephemeralContainers || "[] | length
(@) }}'
operator: GreaterThan
value: 0
mutate:
foreach:

- list: request.object.spec.ephemeralContainers
patchStrategicMerge:
spec:
ephemeralContainers:
- name: '{{ element.name }}'
securityContext:
allowPrivilegeEscalation: false
capabilities:
drop:
- ALL
runAsNonRoot: true
seccompProfile:
type: RuntimeDefault
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name: add-ephemeral-container-security-context
skipBackgroundRequests: true

validationFailureAction: Audit

WMREAFEFLEGRTEHEATE LT |, B A% 2 TERMARE pod-

security.kubernetes.io/enforce: privileged

M S%euE

MHZ Root B2 (M5

cat <<EOF | kubectl apply -f -
apiVersion: vi
kind: Pod
metadata:
name: test-root-user
spec:
containers:
- name: test
image: nginx
securityContext:
runAsuser: 0
EOF

MBAPRIETT (MKW
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cat <<EOF | kubectl apply -f -
apiVersion: vi
kind: Pod
metadata:
name: test-privilege-escalation
spec:
containers:
- name: test
image: nginx
securityContext:
allowPrivilegeEscalation: true
EOF

MR DRENET (MKW

cat <<EOF | kubectl apply -f -
apiVersion: vi
kind: Pod
metadata:
name: test-missing-drop-all
spec:
containers:
- name: test
image: nginx
securityContext:
capabilities:
add:
- NET_ADMIN
EOF

MABFHReRS (MED)



Security Context Enforcement Policy - Alauda Container Platform

cat <<EOF | kubectl apply -f -
apiVersion: vi
kind: Pod
metadata:
name: test-secure-context
spec:
securityContext:
runAsNonRoot: true
runAsUser: 1000
runAsGroup: 1000
seccompProfile:
type: RuntimeDefault
containers:
- name: test
image: nginx
securityContext:
allowPrivilegeEscalation: false
readonlyRootFilesystem: true
runAsNonRoot: true
runAsUser: 1000
capabilities:
drop:
- ALL
add:
- NET_BIND_SERVICE
EOF
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apiVersion: kyverno.io/vi1l
kind: ClusterPolicy
metadata:
name: disallow-host-network
annotations:
policies.kyverno.io/title: Disallow Host Network
policies.kyverno.io/category: Pod Security Standards (Baseline)
policies.kyverno.io/severity: medium
policies.kyverno.io/subject: Pod
policies.kyverno.io/description: >-
Access to the host network allows potential snooping of network tra
ffic and should not be allowed.
spec:
validationFailureAction: Enforce
background: true
rules:
- name: host-network
match:
any:
- resources:
kinds:
- Pod
validate:
message: >-
Use of host network is disallowed. The field spec.hostNetwork m
ust be unset or set to false.
pattern:
spec:
=(hostNetwork): "false"

2. MR
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kubectl apply -f disallow-host-network.yaml

kubectl run test-hostnet --image=nginx --overrides='{"spec":{"hostNetwor
k":true}}'

kubectl run test-normal --image=nginx

P2 IER 2 2 R
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apiVersion: kyverno.io/vi1l
kind: ClusterPolicy
metadata:
name: disallow-host-ports
annotations:
policies.kyverno.io/title: Disallow Host Ports
policies.kyverno.io/category: Pod Security Standards (Baseline)
policies.kyverno.io/severity: medium
policies.kyverno.io/subject: Pod
policies.kyverno.io/description: >-
Access to host ports allows potential snooping of network traffic a
nd should not be
allowed, or at minimum restricted to a known list.
spec:
validationFailureAction: Enforce
background: true
rules:
- name: host-ports-none
match:
any:
- resources:
kinds:
- Pod
validate:
message: >-
Use of host ports is disallowed. The fields spec.containers[*].
ports[*].hostPort,
spec.initContainers[*].ports[*].hostPort, and spec.ephemeralCon
tainers[*].ports[*].hostPort
must either be unset or set to 0.
pattern:
spec:
=(ephemeralContainers):
- =(ports):
- =(hostPort): 0
=(initContainers):
- =(ports):
- =(hostPort): 0
containers:
- =(ports):
- =(hostPort): 0
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apiVersion: kyverno.io/vi1l
kind: ClusterPolicy
metadata:
name: restrict-host-port-range
annotations:
policies.kyverno.io/title: Restrict Host Port Range
policies.kyverno.io/category: Pod Security Standards (Baseline)
policies.kyverno.io/severity: medium
policies.kyverno.io/subject: Pod
policies.kyverno.io/description: >-
Host ports, if used, must be within an allowed range to prevent con
flicts and security issues.
spec:
validationFailureAction: Enforce
background: true
rules:
- name: host-port-range
match:
any:
- resources:
kinds:
- Pod
preconditions:
all:
- key: "{{ request.object.spec.containers[].ports[?hostPort] | le
ngth(@) }}"
operator: GreaterThan
value: 0
validate:
message: >-
Host ports must be within the allowed range 30000-32767.
foreach:
- list: request.object.spec.[ephemeralContainers, initContainers,
containers][].ports[]
preconditions:
any:
- key: "{{ element.hostPort }}"
operator: GreaterThan

value: 0
deny:
conditions:
any:

- key: "{{ element.hostPort }}"
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operator: LessThan
value: 30000
- key: "{{ element.hostPort }}"
operator: GreaterThan
value: 32767

R 3 1 BOKMILE R
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apiVersion: kyverno.io/vi1l
kind: ClusterPolicy
metadata:
name: require-network-policies
annotations:
policies.kyverno.io/title: Require Network Policies
policies.kyverno.io/category: Network Security
policies.kyverno.io/severity: medium
policies.kyverno.io/subject: Pod,NetworkPolicy
policies.kyverno.io/description: >-
Pods should have associated NetworkPolicies to control network traf
fic.
spec:
validationFailureAction: Enforce
background: false
rules:
- name: require-netpol
match:
any:
- resources:
kinds:
- Pod
exclude:
any:
- resources:
namespaces:
- kube-system
- kyverno
context:
- name: netpols
apiCall:
urlPath: "/apis/networking.k8s.io/v1/namespaces/{{ request.name

space }}/networkpolicies"”

jmesPath: "items[?spec.podSelector.matchLabels.app == '{{ reque
st.object.metadata. labels.app }}'] | length(@)"
validate:

message: >-
Pods must have an associated NetworkPolicy. Create a NetworkPol
icy that selects this pod.
deny:
conditions:
all:
- key: "{{ netpols }}"
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operator: Equals

value: 0
REE 4 : PRl Service Z£#HY
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apiVersion: kyverno.io/vi1l
kind: ClusterPolicy
metadata:
name: restrict-service-types
annotations:

policies.kyverno.io/title: Restrict Service Types

policies.kyverno.io/category: Network Security

policies.kyverno.io/severity: medium
policies.kyverno.io/subject: Service

policies.kyverno.io/description: >-

Restrict Service types to prevent exposure of services to external

networks.
spec:
validationFailureAction: Enforce
background: true
rules:
- name: restrict-nodeport
match:
any:
- resources:
kinds:
- Service
validate:

message: >-

NodePort services are not allowed.

r instead.
pattern:
spec:
type: "!NodePort"
- name: restrict-loadbalancer
match:
any:
- resources:
kinds:
- Service
namespaces:
- development
- dev-*
- staging
validate:

message: >-

Use ClusterIP or LoadBalance

LoadBalancer services are not allowed in development environmen

ts.
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pattern:
spec:
type: "!LoadBalancer"

RE& 5 : =14 Ingress L&

RHZ 2/ Ingress BLE :



W2k 224 5kM% - Alauda Container Platform




L& 24 5EME - Alauda Container Platform

apiVersion: kyverno.io/vi1l

kind: ClusterPolicy

metadata:

name: secure-ingress-configuration

annotations:

policies.
policies.
policies.
policies.

policies.

kyverno.
kyverno.
kyverno.
kyverno.

kyverno.

io/title: Secure Ingress Configuration
io/category: Network Security
io/severity: medium

io/subject: Ingress

io/description: >-

Ingress resources must be configured securely with TLS and

nnotations.

spec:

validationFailureAction: Enforce

background:

rules:

true

- name: require-tls

match:
any:

- resources:

kinds:

- Ingress

validate:

message: >-

proper a

Ingress must use TLS. The field spec.tls must be specified.

pattern:

spec:
tls:

hosts:

mxn

- hame: require-security-annotations

match:

any:

- resources:

kinds:

- Ingress

validate:

message: >-

Ingress must have security annotations for SSL redirect and HST

pattern:

metadata:

annotations:
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nginx.ingress.kubernetes.io/ssl-redirect: "true"

nginx.ingress.kubernetes.io/force-ssl-redirect: "true"

R 6 : [RF) DNS fce
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apiVersion: kyverno.io/vi1l

kind: ClusterPolicy

metadata:

name: restrict-dns-

annotations:

policies.kyverno.
policies.kyverno.
policies.kyverno.
policies.kyverno.

policies.kyverno.

configuration

io/title: Restrict DNS Configuration
io/category: Network Security
io/severity: medium

io/subject: Pod

io/description: >-

Restrict DNS configuration to prevent DNS hijacking and data

ration.

spec:

validationFailureAction: Enforce

background: true

rules:

- name: restrict-

match:
any:
- resources:
kinds:
- Pod
validate:

message: >-

dns-policy

exfilt

Custom DNS policy is not allowed. Use Default or ClusterFirst o

nly.
pattern:

spec:

=(dnsPolicy): "Default | ClusterFirst"

- name: restrict-

match:
any:
- resources:
kinds:
- Pod
validate:

message: >-

custom-dns

Custom DNS configuration is not allowed in production environme

nts.
pattern:

spec:

X(dnsConfig): "null"
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apiVersion: kyverno.io/vi1l
kind: ClusterPolicy
metadata:
name: environment-network-security
spec:
validationFailureAction: Enforce
background: true
rules:
# TR TR B AR IR
- name: production-network-restrictions
match:
any:
- resources:
kinds:
- Pod
namespaces:
- production
- prod-*
validate:

message: "Production environments require strict network securit

pattern:
spec:
hostNetwork: "false"
dnsPolicy: "ClusterFirst"
containers:
- ports:
- =(hostPort): 0

# FFEWIR | BiNE RS
- name: development-network-restrictions
match:
any:
- resources:
kinds:
- Pod
namespaces:
- development
- dev-*
- staging
validate:

message: "Development environments require basic network securit



4822 e 5%k - Alauda Container Platform

pattern:
spec:
hostNetwork: "false"
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apiVersion: kyverno.io/vi1l
kind: ClusterPolicy
metadata:
name: application-network-policies
spec:
validationFailureAction: Enforce
background: true
rules:
# BURENA © 2R 1ESMER L& (A)
- name: database-network-policy
match:
any:
- resources:
kinds:
- Pod
selector:
matchLabels:
app.type: database
validate:
message: "Database applications cannot use host network or host p
orts"
pattern:
spec:
hostNetwork: "false"
containers:
- ports:
- =(hostPort): 0

# Web A : SisimO[R]
- name: web-app-network-policy
match:
any:
- resources:
kinds:
- Pod
selector:
matchLabels:
app.type: web
validate:

message: "Web applications can only use standard HTTP/HTTPS port

foreach:
- list: request.object.spec.containers[].ports[]
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deny:
conditions:

any:

- key: "{{ element.containerPort }}"
operator: AnyNotIn
value:
- 80
- 443
- 8080
- 8443

5 3 . WA BOEHIRIT

SEHIREER 2[RI MLE B
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apiVersion: kyverno.io/vi1l
kind: ClusterPolicy
metadata:
name: network-segmentation-enforcement
spec:
validationFailureAction: Enforce
background: true
rules:
- name: frontend-backend-separation
match:
any:
- resources:
kinds:
- Pod
selector:
matchLabels:
tier: frontend
validate:
message: "Frontend pods cannot access backend network directly"
deny:
conditions:
any:
- key: "{{ request.object.metadata.labels.tier }}"
operator: Equals
value: backend
- name: require-network-labels
match:
any:
- resources:
kinds:
- Pod
exclude:
any:
- resources:
namespaces:
- kube-system
- kyverno
validate:
message: "Pods must have network tier labels for segmentation"
pattern:
metadata:
labels:
tier: "frontend | backend | database"
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M S%euE

M AR TTE) (AR

cat <<EOF | kubectl apply -f -
apiVersion: vi
kind: Pod
metadata:

name: test-host-network
spec:

hostNetwork: true

containers:

- name: test

image: nginx

EOF

WX FENIROSE (MKK)

cat <<EOF | kubectl apply -f -
apivVersion: vi1i
kind: Pod
metadata:
name: test-host-port
spec:
containers:
- name: test
image: nginx
ports:
- containerPort: 80
hostPort: 8080
EOF

M NodePort RS (M%&)
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cat <<EOF | kubectl apply -f -
apiVersion: vi

kind: Service

metadata:

name: test-nodeport

spec:

type: NodePort

ports:

- port: 80
targetPort: 80
nodePort: 30080

selector:
app: test

EOF

MAERHMRECE (MIEBT)
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cat <<EOF | kubectl apply -f -
apiVersion: vi
kind: Pod
metadata:
name: test-secure-network
labels:
app: web-app
tier: frontend
spec:
dnsPolicy: ClusterFirst
containers:
- name: test
image: nginx
ports:
- containerPort: 80
protocol: TCP
apivVersion: vi
kind: Service
metadata:
name: test-service
spec:
type: ClusterIP
ports:
- port: 80
targetPort: 80
selector:
app: web-app
EOF
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0 Alauda Container Platform Q

Volume Security Policy

AIEFRERANATACE Kyverno PUEHIHITER 2K , [RFITTREB AR RR LM EK 5 ITLM
W=

B=x

HARERE?
HRIRFF48
1. PR#IERE
2. M
MDER 2RI
Sk 1 : 251k HostPath %
5k 2 : BR%Y HostPath % (RigifiA))
B 3 BRAEAFAE AT
KRB 4 BROERSHE RS
R 5 ¢ IRHIBHEBAUR
SEIHR
B 1 RRE SR
s 2 o N FRNERE NS SR
R 3 1 HERNNRIRRE
M S%IE
MR HostPath % (V2KK)

yL


http://localhost:4173/container_platform/zh/
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Ser kit - B ENRRER RS
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apiVersion: kyverno.io/vi1l

kind: ClusterPolicy
metadata:

name: restrict-volume-types

annotations:
policies.kyverno
policies.kyverno
policies.kyverno
policies.kyverno

policies.kyverno

.io/title: Restrict Volume Types

.io/category: Pod Security Standards (Restricted)
.io/severity: medium

.io/subject: Pod,Volume

.io/description: >-

Only allow safe volume types. This policy restricts volumes to conf

igMap, csi,

downwardAPI, emptyDir, ephemeral, persistentVolumeClaim, projected,

and secret.

spec:

validationFailureAction: Enforce

background: true
rules:
- name: restrict
match:
any:
- resources:
kinds:
- Pod
validate:

message: >-

-volume-types

Only the following types of volumes may be used: configMap, cs

i, downwardAPI,

emptyDir, ephemeral, persistentVolumeClaim, projected, and secr

et.
foreach:
- list: "request.object.spec.volumes || []"
deny:
conditions:
all:
- key: "{{ element.keys(@) }}"
operator: AnyNotIn
value:
- name
- configMap
- csi
- downwardAPI

- emptyDir



2. MR

Volume Security Policy - Alauda Container Platform

ephemeral
persistentVolumeClaim
projected

secret
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# I FARRE
kubectl apply -f restrict-volume-types.yaml

# = AEH hostPath #HM Pod (NkK)
cat <<EOF | kubectl apply -f -
apiVersion: vi
kind: Pod
metadata:
name: test-hostpath
spec:
containers:
- name: nginx
image: nginx
volumeMounts:
- name: host-vol
mountPath: /host
volumes:
- name: host-vol
hostPath:
path: /
EOF

# SN configMap
kubectl create configmap test-config --from-literal=key=value

# AR AFNELR Pod (AZH)
cat <<EOF | kubectl apply -f -
apiVersion: vi
kind: Pod
metadata:
name: test-configmap
spec:
containers:
- name: nginx
image: nginx
volumeMounts:
- name: config-vol
mountPath: /config
volumes:
- name: config-vol
configMap:
name: test-config
EOF
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kubectl delete pod test-hostpath test-configmap --ignore-not-found

kubectl delete configmap test-config --ignore-not-found
—~ N\ ) Vaixan
DGR 2R

WL 1 : 22 1F HostPath %

bR HEREN A RLLHEAL
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apiVersion: kyverno.io/vi1l
kind: ClusterPolicy
metadata:
name: disallow-host-path
annotations:
policies.kyverno.io/title: Disallow Host Path
policies.kyverno.io/category: Pod Security Standards (Baseline)
policies.kyverno.io/severity: medium
policies.kyverno.io/subject: Pod,Volume
policies.kyverno.io/description: >-
HostPath volumes let Pods use host directories and volumes in conta
iners.
Using host resources can be used to access shared data or escalate
privileges
and should not be allowed.
spec:
validationFailureAction: Enforce
background: true
rules:
- name: host-path
match:
any:
- resources:
kinds:
- Pod
validate:
message: >-
HostPath volumes are forbidden. The field spec.volumes[*].hostP
ath must be unset.
pattern:
spec:
=(volumes):
- X(hostPath): "null"

SRRE 2 : FR4l HostPath % ( RiEijA])

AV ER RiE HostPath % -
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apiVersion: kyverno.io/vi1l
kind: ClusterPolicy
metadata:
name: restrict-host-path-readonly
annotations:
policies.kyverno.io/title: Restrict Host Path (Read-Only)
policies.kyverno.io/category: Pod Security Standards (Baseline)
policies.kyverno.io/severity: medium
policies.kyverno.io/subject: Pod,Volume
policies.kyverno.io/description: >-
HostPath volumes which are allowed must be read-only and restricted
to specific paths.
spec:
validationFailureAction: Enforce
background: true
rules:
- name: host-path-readonly
match:
any:
- resources:
kinds:
- Pod
preconditions:
all:
- key: "{{ request.object.spec.volumes[?hostPath] | length(@) }}"
operator: GreaterThan
value: 0
validate:
message: >-

HostPath volumes must be read-only and limited to allowed path

foreach:
- list: "request.object.spec.volumes[?hostPath]"
deny:
conditions:
any:
# INRIFIEANEARVFI RS NITELE
- key: "{{ element.hostPath.path }}"
operator: AnyNotIn
value:
- "/var/log"
- "/var/lib/docker/containers"
- "/proc"
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- "/sys"
foreach:
- list: "request.object.spec.containers[].volumeMounts[?name]"
deny:
conditions:

any:
- key: "{{ element.readOnly || false }}"

operator: Equals

value: false

R 3 UG REY

[RLERTSRIT R HIK HAEEY
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apiVersion: kyverno.io/vi1l

kind: ClusterPolicy
metadata:

name: disallow-privileged-volumes

annotations:

policies.kyverno

policies.kyverno.
policies.kyverno.
policies.kyverno.

policies.kyverno.

Certain volume
lowed.

spec:

.io/title: Disallow Privileged Volume Types
io/category: Pod Security Standards (Baseline)
io/severity: high

io/subject: Pod,Volume

io/description: >-

types are considered privileged and should not be al

validationFailureAction: Enforce

background: true
rules:
- name: disallow
match:
any:
- resources:
kinds:
- Pod
validate:
message: >-
Privileged
tDisk,

-privileged-volumes

volume types are not allowed: hostPath, gcePersisten

awsElasticBlockStore, gitRepo, nfs, iscsi, glusterfs, rbd, flex

Volume,

cinder, cephFS, flocker, fc, azureFile, azureDisk, vsphereVolum

e, quobyte,

portworxVolume, scaleIO, storageos.

foreach:

- list: "request.object.spec.volumes || []"

deny:

conditions:

any:

- key:

"{{ element.keys(@) }}"

operator: AnyIn

value:
- hostPath

- gcePersistentDisk

- awsElasticBlockStore

- gitRepo
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- nfs

- iscsi

- glusterfs

- rbhd

- flexVolume

- cinder

- cephFS

- flocker

- fc

- azureFile

- azureDisk

- vsphereVolume
- quobyte

- portworxVolume
- scalelO

- storageos
R 4 - KSR A RS

MR A ZE R UEARIAF RS
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apiVersion: kyverno.io/vi1l
kind: ClusterPolicy
metadata:
name: require-readonly-rootfs
annotations:
policies.kyverno.io/title: Require Read-Only Root Filesystem
policies.kyverno.io/category: Pod Security Standards (Restricted)
policies.kyverno.io/severity: medium
policies.kyverno.io/subject: Pod
policies.kyverno.io/description: >-
A read-only root file system helps to enforce an immutable infrastr
ucture strategy,;
the container only needs to write on the mounted volume that persis
ts the state.
spec:
validationFailureAction: Enforce
background: true
rules:
- name: readonly-rootfs
match:
any:
- resources:
kinds:
- Pod
validate:
message: >-
Root filesystem must be read-only. Set readOnlyRootFilesystem t
o true.
foreach:
- list: request.object.spec.[ephemeralContainers, initContainers,
containers][]
deny:
conditions:
any:
- key: "{{ element.securityContext.readOnlyRootFilesystem |
| false }}"
operator: Equals
value: false

R 5 ¢ T STEBAR
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apiVersion: kyverno.io/vi1l
kind: ClusterPolicy
metadata:
name: control-volume-mounts
annotations:
policies.kyverno.io/title: Control Volume Mount Permissions
policies.kyverno.io/category: Pod Security Standards (Restricted)
policies.kyverno.io/severity: medium
policies.kyverno.io/subject: Pod,Volume
policies.kyverno.io/description: >-
Control where volumes can be mounted and with what permissions.
spec:
validationFailureAction: Enforce
background: true
rules:
- name: restrict-mount-paths
match:
any:
- resources:
kinds:
- Pod
validate:
message: >-
Volume mounts to sensitive paths are not allowed.
foreach:
- list: request.object.spec.[ephemeralContainers, initContainers,
containers][].volumeMounts[]
deny:
conditions:
any:
# [RIEHEREIBURRGIEE
- key: "{{ element.mountPath }}"
operator: AnyIn
value:
"/etc"
- "/root"
- "/var/run/docker.sock"
- "/var/lib/kubelet"
- "/var/lib/docker"
- "/usr/bin"
- "/usr/sbin"
- "/sbin"
- "/bin"
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- name: require-readonly-sensitive-mounts
match:
any:
- resources:
kinds:
- Pod
validate:
message: >-
Mounts to /proc and /sys must be read-only.
foreach:
- list: request.object.spec.[ephemeralContainers, initContainers,
containers][].volumeMounts[]
preconditions:
any:
- key: "{{ element.mountPath }}"
operator: AnyIn
value:
- "/proc"
- "/sys"
deny:
conditions:
any:
- key: "{{ element.readOnly || false }}"
operator: Equals
value: false

SRIHF
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apiVersion: kyverno.io/vi1l
kind: ClusterPolicy
metadata:
name: environment-volume-security
spec:
validationFailureAction: Enforce
background: true
rules:
# HEIHER L R REE)
- name: production-volume-restrictions
match:
any:
- resources:
kinds:
- Pod
namespaces:
- production
- prod-*
validate:
message: "Production environments allow only secure volume types"
foreach:
- list: "request.object.spec.volumes || []"
deny:
conditions:
all:
- key: "{{ element.keys(@) }}"
operator: AnyNotIn
value:
- name
- configMap
- secret
- persistentVolumeClaim

- emptyDir

# AR | ETAMENRE
- name: development-volume-restrictions
match:
any:
- resources:
kinds:
- Pod
namespaces:
- development
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- dev-*
- staging
validate:

message: "Development environments allow additional volume types"
foreach:
- list: "request.object.spec.volumes || []"
deny:
conditions:
any:
- key: "{{ element.keys(@) }}"
operator: AnyIn
value:
- hostPath

- nfs

R 2 N E KIS R
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apiVersion: kyverno.io/vi1l
kind: ClusterPolicy
metadata:
name: application-volume-policies
spec:
validationFailureAction: Enforce
background: true
rules:
# BURFENF © SO RER 1504
- name: database-volume-policy
match:
any:
- resources:
kinds:
- Pod
selector:
matchLabels:
app.type: database
validate:
message: "Database applications must use persistent volumes"
pattern:
spec:
volumes:

- persistentVolumeClaim: {}

# wWeb NA: [RBIARLELRR
- hame: web-app-volume-policy
match:
any:
- resources:
kinds:
- Pod
selector:
matchLabels:
app.type: web
validate:
message: "Web applications can only use safe volume types"
foreach:
- list: "request.object.spec.volumes || []"
deny:
conditions:

all:
- key: "{{ element.keys(@) }}"
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operator: AnyNotIn
value:

- nhame

- configMap

- secret

- emptyDir

- projected

= 3 HRINRIFIR S

EHER/NFIRIRER
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apiVersion: kyverno.io/vi1l
kind: ClusterPolicy
metadata:
name: volume-resource-limits
spec:
validationFailureAction: Enforce
background: true
rules:
- name: limit-emptydir-size
match:
any:
- resources:
kinds:
- Pod
validate:
message: "EmptyDir volumes must have size limits"
foreach:
- list: "request.object.spec.volumes[?emptyDir]"
deny:
conditions:
any:
- key: "{{ element.emptyDir.sizelLimit || "' }}"
operator: Equals
value: ""
- name: limit-emptydir-memory
match:
any:
- resources:
kinds:
- Pod
validate:
message: "EmptyDir memory volumes are not allowed"
foreach:
- list: "request.object.spec.volumes[?emptyDir]"
deny:
conditions:
any:
- key: "{{ element.emptyDir.medium || '"' }}"
operator: Equals

value: "Memory"
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W SR

M, HostPath & (N4 1K)

cat <<EOF | kubectl apply -f -

apiVersion: vi
kind: Pod

metadata:

name: test-hostpath

spec:

containers:
- name: nginx
image: nginx
volumeMounts:
- name: host-vol
mountPath: /host
volumes:
- name: host-vol
hostPath:
path: /

EOF
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Q Alauda Container Platform Q

API Refiner

N8 ZTIE Alauda Container Platform 2%

RN BidEh A RK FEAMESERE

BR ) BT YAML &3 Fk ik 12TErm
ENERIRFE


http://localhost:4173/container_platform/zh/
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Q Alauda Container Platform Q

>

A

(&

BRI

TV 2E

ACP API Refiner £ Alauda Container Platform 3Z2{tH%iE 1 EIRS: , B 5% Kubernetes
MEFRZHFPREMNBIERES. EETRANR, B, £3Mda L TEx Kubernetes
API g N ¥R 3ATILIE |, RN HRFFERIT IR, BEMEUEDE.

PR I)
PLTER#ERT ACP API Refiner :

.

o BRIRWMREL 4 RE T AR AR SR IR &

\S

e cpaas.io/project

cpaas.io/cluster

cpaas.io/namespace

kubernetes.io/metadata.name

A% : cpaas.io/creator


http://localhost:4173/container_platform/zh/
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o LabelSelector BT HHZHEaERE
o SFAKAM userbindings et

o WM AT GET M LIST API #24E
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Q Alauda Container Platform Q

Z4E Alauda Container Platform API Refiner

Alauda Container Platform API Refiner 2 —N3j& Kubernetes AP| lg N ¥U3EHRITFEE RS, &
RARIME . &£3NGL2TRMKITIEEEN , FFE AP BN 3 TR, BEaFpisr.

B=x

AVE ISR
B YAML &%

1. %E ] FhR A

2. Y% Modulelnfo
ENERIRAR
HARCE

iR ERIR

TR

B e &K

1.3t N\ EHER

2. EEMS A ST Marketplace > &£ EHE4H

3. 7ETREBFANAZEHE global S 7¥

4. #% Alauda Container Platform API Refiner 3f i & H1EN

5. il Rk DABRE At


http://localhost:4173/container_platform/zh/

2% Alauda Container Platform API Refiner - Alauda Container Platform

BT YAML %3

1. & ] FHhR A<

NSO AR A , BIIKRE global &EP ModulePlugin #1 ModuleConfig &R :

NAME AGE
apirefiner 4d20h

NAME AGE
apirefiner-v4.0.4 4d21h

XRREFHPEAE ModulePlugin apirefiner , BiRAS v4.0.4 BA7%.

2. §13Z Modulelnfo

A3 — Modulelnfo TR LI , TRALESE :

apiVersion: cluster.alauda.io/vilalphal
kind: ModuleInfo
metadata:
annotations:
cpaas.io/display-name: apirefiner
cpaas.io/module-name: '{"en": "Alauda Container Platform API Refine
r', "zh": "Alauda
Container Platform API Refiner"}'
labels:
cpaas.io/cluster-name: global
cpaas.io/module-name: apirefiner
cpaas.io/module-type: plugin
cpaas.io/product: Platform-Center
name: apirefiner-global
spec:
version: v4.2.0-default.1.g8f0543e4

FEEA
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7> , 540 global-ee98c9991eal464aaa8054bdachab313 ,

global,

label cpaas.io/module-name : JEEZFR , V25 ModulePlugin &IRILEL,

.
e .spec.config : ANERXFN K ModuleConfig A% , WFEER] B 7

name : ERIREFRIGIZFR. FELBRIBRNBSEMS , A <cluster-name>-<NAEMK

label cpaas.io/cluster-name : APl Refiner REERZIEFE global B , WFERIFA

label cpaas.io/module-type : BEFEX , WA plugin ; BREMWFERELES

e .spec.version :EEBELENFEERA , Y15 ModuleConfig ] .spec.version

PLAC.

ENEIRAE
1. 4%

TIRIMFERL IR 1-4 EL4EmH
2. =5

ENEk BRI

1\

RABLE

TS RIR

AT IR -

BIR API A

namespaces vl

projects auth.alauda.io/vl
clustermodules cluster.alauda.io/vlalpha2

clusters clusterregistry.k8s.io/vlalphal
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FER AR
AL T FER -

e metadata.annotations.cpaas.io/creator
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Q Alauda Container Platform

T2

l INFO

ARCRYEMHT Alauda Container Platform API Refiner FFHE 12 RIUFN ST H IR A FER M,

Bk

AR
FHkI%1ETER
5 ACP —i2Ft£k
IRIRAS TR
AT ERIHR

FAMEFRE

TR T Alauda Container Platform API Refiner S3FHIRRAS

API Refiner Version Supported Alauda Container Platform Version
4.3.X 4.2.X,4.3.X

4.2.X 4.2.X


http://localhost:4173/container_platform/zh/

F+4% - Alauda Container Platform

FHRI%I£TERS

5 ACP —{2F2R

o Description: 7£ ACP 4.1.x R ER2hRAF , API Refiner {5 ACP B4 4p FIHMRIFT—2 ,
FHAER ACP AN —ER N3 TH K. XTFRATHEKKIZ , 7£ ACP FIIFEF |, idtF4alE
ACP —ic Ft2k%1 4.3.0,

¢ Supported ACP Upgrade Paths:

e 4.0.x ->4.3.0

e 4.1.x ->4.3.0

e Result: FEZTAUE , FTB APl Refiner 3GHH&IS FH2&Z 4.3.0,

IRhRASF+ 4%

« Description: ¥ ACP £ T % BhRAES , API Refiner 35X hRAFHE .
« Prerequisite: ACP ARAS 50 B iR 3 S M 4ERE.

e Example: 4.2.x -> 4.3.x

AT ERFHR

« Description: [B—XRANEEANT A Z BN ALK TEHRE , 7] BHENIT.

e Example: 4.3.0 -> 4.3.x
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Q Alauda Container Platform Q

*7F Alauda Container Platform Compliance

Service

Compliance Service E—MF A&k , EIEHF STIG SMMITIEF MicroOS #HIERSEM.
EiRAFAI ARSI RETRE | TR MNEmIREEMX.

I Note

K25 Compliance Service AR BEHIS R ERRZISFEARR , AT Compliance Service S A4EIAE
YERPIRAL ST, BB ZE Compliance Service 7,



http://localhost:4173/compliance-service/zh/
http://localhost:4173/compliance-service/zh/
http://localhost:4173/compliance-service/zh/
http://localhost:4173/container_platform/zh/
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Q Alauda Container Platform

[«

FaRelilE

HEXF4 OIDC Client Secret

BSR4

OIDC Secret %
BAEDER

I

#H PKCE Plain A%

BT 51
BAEDTR
ol

IR


http://localhost:4173/container_platform/zh/
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Q Alauda Container Platform Q

E X4 OIDC Client Secret

ACP f£f OIDC Client Secret #T-FAAMHZ AIKSHIIE. LTREEM. EHITILRHK
EREEETIEMERS , EBraeR RIS, 7E global M LEF®HAE . FASBEIE
HRIB2IPTE M REEEE.

Bk

BIHR &R AF
OIDC Secret L',
BRIEDTR
#2477 secret
T Client Secret
UL - RS
B

AR 561

o B7A cluster-admin AR kubectl A5[AJAXR , AJi5[a] global &%,
o FAEENAAEIIEHEKE] ACP V4.3,
o UTAE Agnostic A#pFAHAKIREE HHKES ACP v4.3 FEBHIRA :

e Alauda Container Platform Gitops

e Alauda Build of Kiali


http://localhost:4173/container_platform/zh/

B E 0IDC Client Secret - Alauda Container Platform
e Kubeflow Base

e Alauda AI

o DHERIFHM client secret {E, BIFEFAZE/D 32 N FRKEBERLLFEN FRFE,
| WARNING

EH Client Secret * SEXFIMNWAMER , NMERIGN SHRUETRT. R4 E A REPIT
BERAE.

OIDC Secret "%

4 OIDC ‘EUEfFEE— Kubernetes Secret 7 |, V¥ER{EE20TF :

B &
Secret & ¥R cpaas-oidc-secret
Namespace cpaas-system

% Secret B AT ANEIERE :

o client-id — OIDC & FUgdRiRTT , BHA{EA alauda-auth , EIMEHUE.

e client-secret — OIDC Client Secret, X2 &K EHH#KE.

BRAEDIR

1) &4 secret

EHTER LA, AU LRI Secret 58, BUBERENER.

kubectl get secret cpaas-oidc-secret -n cpaas-system -o yaml > cpaas-
oidc-secret-backup.yaml
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l WARNING

SRR EERIE. FRAFRERESME | FERETRIEEEBR.

ORI client-secret MBFH{E , DMBEEEN EHITIEAIRE -

OLD_SECRET_SHA256="$(kubectl get secret cpaas-oidc-secret -n cpaas-sy
stem \

-0 jsonpath='{.data.client-secret}' | base64 -d | openssl dgst -sha
256 -r | awk '{print $1}')"
echo "X4H] client-secret SHA256: ${OLD_SECRET_SHA256}"

& ¥ Client Secret

l DANGER

BOMBEM client-id 1H , OAERHEHEFHCEX Secret, XHEHPATRESSRENTFAH
U1E235 =20 Noall o~ V@

FRATE—AENEH client-secret ¥IEFH.
7151 {FH kubectl patch (%)

TR e E A NIRRT :

read -rs NEW_CLIENT_SECRET
echo
kubectl patch secret cpaas-oidc-secret -n cpaas-system \
--type merge \
-p "{\"data\":{\"client-secret\":\"$(printf %s "$NEW_CLIENT_SECRET"
| base64 | tr -d '\n')\"}}"
unset NEW_CLIENT_SECRET

AL 2 : {FH kubectl edit

EZARiERS P FX Secret , 3% client-secret {EE#AFMK base64 YrhafE.
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kubectl edit secret cpaas-oidc-secret -n cpaas-system

l TIP

BT IR BIAE R base64 Jrhb(H :

read -rs NEW_CLIENT_SECRET

echo

printf %s "$NEW_CLIENT_SECRET" | base64
unset NEW_CLIENT_SECRET

AR ZASCHIE N FHAE global 828 _FA Secret 28§ :

NEW_SECRET_SHA256="$(kubectl get secret cpaas-oidc-secret -n cpaas-sy
stem \

-0 jsonpath='{.data.client-secret}' | base64 -d | openssl dgst -sha
256 -r | awk '{print $1}')"
echo "E#HEM client-secret SHA256: ${NEW_SECRET_SHA256}"
test "${OLD_SECRET_SHA256}" != "${NEW_SECRET_SHA256}" && \

echo "I&VFIEIT : client-secret E2F %, "
unset OLD_SECRET_SHA256 NEW_SECRET_SHA256

HULZE HE BRRES

Secret £§f/5 , base-operator £BIEHRIFSEIMEMRER. K OIDC FiEH
HER A B RRUNEHE. $530= , WA frontend 1 apollo FBEIZ{TIEE :

kubectl get deploy -n cpaas-system frontend apollo

M AFTA Pod ¥4 F ReaDy F1 up-To-DATE WKE. BERTHAEERE /L.

l INFO
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MBEENMAEEEERM , T cpaas-oidc-secret Secret EB/EET cpaas-system
Namespace & , FEBEEHM client-id F client-secret {H,

EINZS
MRIEER Secret FHINED , FM F£IF 1 SIENSOPIRE ZBIH1E :

kubectl apply -f cpaas-oidc-secret-backup.yaml

BE , WREHE Z AR AE

read -rs PREVIOUS_CLIENT_SECRET

echo
kubectl patch secret cpaas-oidc-secret -n cpaas-system \

--type merge \
-p "{\"data\":{\"client-secret\":\"$(printf %s "$PREVIOUS_CLIENT_SECRE

T" | base64 | tr -d '\n')\"}}"
unset PREVIOUS_CLIENT_SECRET

BIRJE , WEERIELSE , WANTAAL TRBERE.
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Q Alauda Container Platform Q

1 PKCE Plain /A%

M ACP v4.3.0 JF4 , BRIFNERASH PKCE (Proof Key for Code Exchange) &uE., AR
FF5{ER Agnostic A EHIARAFEMNREINTEER EHS , FAEARELRMNRBER
£/ s256 AiEF plain code challenge Fi%k.

— B BESEK Agnostic IREFEIFLRES ACP v4.3.0 2 BHIRA , IRNFFk plain 7
%, REHHER s256 M) PKCE Rk,

Bk

e
BEHE
i
Ep

AU 561

o BA cluster-admin PR kubectl A[a)ANPR , AJi7(a) global & &,
o FEEHMMBEIHEHLKE) ACP V4.3,
o AFMER Agnostic 4@ AN InTHM 2 KRS ACP v4.3 AR

e Alauda Container Platform Gitops
e Alauda Build of Kiali

e Kubeflow Base


http://localhost:4173/container_platform/zh/
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e Alauda AI

l WARNING

A TR, SR RIEIEE AT A OIDC HAURFEMESIE Agnostic it ; EENL
HFHEEIS ACP vA.3 RAMRAZ AR plain , ¥SHEHEIERK.

BRIEDIR

OIDC B FinltEfZE A cpaas-system #p& T oAuth2client BENRIR. BRI
client ID i€ B AR EIRBFR :

OIDC_CLIENT_NAME="$(kubectl get oauth2client -n cpaas-system \

-0 jsonpath='{range .items[?(@.id=="alauda-auth")]}{.metadata.name}
{"\n"}{end}"' | head -n 1)"
test -n "${OIDC_CLIENT_NAME}" || { echo "Failed to find OAuth2Client for
id=alauda-auth"; exit 1; }
echo "Target OAuth2Client: ${OIDC_CLIENT_NAME}"

YWiE OAuth2client ®IR :
kubectl edit oauth2client "${OIDC_CLIENT_NAME}" -n cpaas-system

$#%F| codechallengeMethods FEX , 3k plain 5B , {VREB s256

codeChallengeMethods:
- S256

- plain

codeChallengeMethods:
- S256

REFFHRE G, ERSMAAN,
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Iouk

MIAE#ER plain AL :

kubectl get oauth2client "${OIDC_CLIENT_NAME}" -n cpaas-system \
-0 jsonpath="'{.codeChallengeMethods}"'

Wi oA
["S256"]

SN SlmiEY ( Alauda Container Platform Gitops . Alauda Build of Kiali .
Kubeflow Base F1 Alauda AI ) ZE/DPUT—IRBERHZAEE , AR TERES PKCE /%
KSR K,

17N

MBI plain IARHISHRENE (B0 , EISHBHRHERRERER) |
BRI -

kubectl patch oauth2client "${OIDC_CLIENT_NAME}" -n cpaas-system \
--type merge \
-p '{"codeChallengeMethods":["S256", "plain"]}"'

BRfE , BRI AR SR , AfEHIT unset 0IDC_CLIENT NAME ,
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Q Alauda Container Platform

A5/

AP

T4 BAFTErE
PR PSRIR

FA PR

fa A AL

FA F2E A D

N ¥{Etema
L8143
4 2T
N3 #{Etam

H
(B
=
0y


http://localhost:4173/container_platform/zh/

Aot
B AR

IDP

IR

Overview

Supported Integration Methods

F PR

IRt

Overview
Configure Security Policy

Available Policies

P54 - Alauda Container Platform

BAFrera

MR
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PR

FA &AL
y Rl
PR P A dn AR

BAEEr

/7 - Alauda Container Platform


http://localhost:4173/container_platform/zh/

/7 - Alauda Container Platform

EHAPfAG
AT ERE (RIEALIR)

4BE Kubernetes 58 (RoleBinding / Clus

IR

BRI AR,
BT YAML A A

M FEE

EEFAMAIE
SR PSR
AR
KRS

R PR IEA
EERFAE
s R =
MERE
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0 Alauda Container Platform

I

FAXFHERPOSHNEIERRE.

Bk

A PSRIR
A
B=ATRF
LDAP Fi f=
oibC s
HitE=A A
FA RETEAL
A anAcE
3 A= AR

P RIR

AL

o FERENGIENEERKS
BEFE R EmARNIKS
BT A dex BCE AKX A A


http://localhost:4173/container_platform/zh/

#M48 - Alauda Container Platform
E=FARF
LDAP

A LDAP 525 RZHbIvH F

« @it IDP (Identity Provider) £ S A\ K=
o KIRBRA IDP BLE LR

o £EAIET IDP REFHITELE

oIDC A

o BT OIDC MGAERIE=FF& A F
o KIREIRA IDP BLE A FR
o LERIET IDP B EHITALE

I WARNING

X EIRERBIERINEE K OIDC B :

o KRBRAN ", HEIBRNERFE
o BENERIE , KIRAZER IDP LA K

HE=A A

o BT dex EHERE (30 GitHub, Microsoft) IAMERI A
%

EEEFESN dex B RS 7

A PEEAR

I WARNING

BEEULTEZEAN

o AHOF P AAERTA RSB M itE—


https://github.com/dexidp/dex
https://github.com/dexidp/dex
https://github.com/dexidp/dex

M - Alauda Container Platform
« 35=77THF (OIDCILDAP) &M &L , MIEZhKEX
o KECH P4 S A KSR
o BFEBE & BRIRER
o FEFEIHPENER—FAFCE
o BPRBRRIE—RERANRE

yReshoay WY
4B PEETILA ST S FRER , BT AEMEENAS :

« Platform Roles (R1%) : FIHEBERI A FRIASIREA platform/project/namespace £
., WEAEE Ul PARTYRESES) , (B RIEFEZMLE.

o Kubernetes Roles : B/~FT4A 35| % 7~ RoleBinding/ClusterRoleBinding Xt (#54
i) . BHEHRAEHAIESERSE , PR T[R4 Kubernetes AR,

ZAIRIAEMRIEE A Platform Roles 3R& T , Fi8 T [RAE A @IHTAN EEHRNEE B
Kubernetes Roles #r%& T,

P P4 A
TR T T EREASRES

RE i3

1= RPKSLETHERES , TERFA

RPKSATIERERS , TEER. WRATFEEHE RS,

25 ATREIRA -
- 4% 90 KA ERBEF
- IS HA
- B AF A

BiE AT 24 /NIFPOIELR 5 I EF R, S WIS PIE.
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1D

E -

- BUERHK : 20 9344

- TEREE RFEE

- PR AR S B E T

LDAP Rk S E M LDAP R 555k,

EE TS TEERFA
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0 Alauda Container Platform

eSS

EHRAFAE RIS
AMTARE (REHIR) BIEHIG QI

#F5E Kubernetes /52 (RoleBinding/ Clus &Y YAML 413

R FEE

EEFAMA IR
SR FIE A
AR
KRS

B PR IEA
EERFAE
iR R =
MERE


http://localhost:4173/container_platform/zh/
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Q Alauda Container Platform Q

EHAPAA

THEERUTPEHEAMAR, (EESK,) NAE , DURTEIEHNR. RBAC EME | f
anicyh Faft (REER) 1 Kubernetes 8 (JR4 RoleBinding Xf%) .

B=x

NECFARE (RLER)
IR
BIFFaBE

#455E Kubernetes 52 (RoleBinding / ClusterRoleBinding)
IR

4% Kubernetes RoleBindings

NECFEfRE (ROUER)

i AR NEPE SRS =B NIE X Fa/Mm B /e A TR A,

LUK

1. ZEZMSAAL , AT Users > User Management,
2. niEBMAFRRA A,
3. ¥TFF Platform Roles #3511,

4. =517 Add Role,


http://localhost:4173/container_platform/zh/

S A P48 - Alauda Container Platform

5. e

» M Role Name TH kB iEEFE—IH A,
o WNAEEIN , WEHE{EBIE (Cluster / Project / Namespace) .
e A Add,

l NOTE

FaAREEEM

o WAMURMETUE XAG A G , TTiAdwEskEH).
o« ENMERBNAGRESNE—X. EHENAEE MuXRPEA,
« NEM Cluster Administrator £ JTIATE global SRR EFHAAC.

BiFFamt

1. {&FF7E Platform Roles #r& T4,
2. M EMES A S Remove,
3. IAFBIRIRIE.

453€ Kubernetes f5f4 (RoleBinding |/
ClusterRoleBinding)

18 FALAR S TUB IS 45 E SR BRI IR AE Kubernetes £ &1% TN EAUR .

Az

1. EA VBT, Y)#2] Kubernetes Roles R,
2. mifi Add RoleBinding,

3. BCELPERES

e Cluster : AZZA KB RERE.
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Binding Type : RoleBinding (#p&Z[BIEMI) B ClusterRoleBinding ,

Namespace : %EF RoleBinding BJWAE,

Role Name : & 28K Role 3% ClusterRole .
Subject : A MBI P AGEE 1K,

4. =i Create,

#%[% Kubernetes RoleBindings

1. {£FF7f Kubernetes Roles Fr& .,
2. BSBE (TIR&ERH. HETEHAAIMHE) .

3. miff Remove FfiA.

I WARNING

A EEIENR

o (NFAEHE XA NEHHMR RRA A,
- APTEBHESKIANAESRIIE.
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Q Alauda Container Platform

B

AEAFaEE A A UEdFa R mtEatm s alsiimsa.

Bk

B AR AR,
B YAML A

BEEH aflZA P

1. ZEZ M SAiALT |, A5 Users > User Management

2. 5 Create User

. BECERLTFS¥ :

2 fhik

ERRERLA R

Password Type

Random : R&Zi4 pli%c £ B 350D
Custom : i PFaii N\ &HS

Password FRIE AT R 2T i \ BhAE A 2R,
ERLESK ¢

K 832 AT
- DA RS


http://localhost:4173/container_platform/zh/
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2 ik

- WINBERHATR ( ~10#8$%08* () -_=+7 )

ERLTFERTRE -
- T HRAS AR B R/ fE D
- R R AR R HI D

FA P BsEsttt

- WAE—

- MERERAFA
- SR KEX

Mailbox

RERFKFAESE
Validity Period VeI
- Permanent : JCFRHA
- Custom : JB T I BT FHAER &t LB 8]
Roles JEPSER—1SE MR
YIS HmIeIE f51ToA -

Continue Creating - FFE - BkEERIFT AR P AU TTE
- XA BRI AEERE

4. 517 Create

l NOTE

MPeEANE

« Z“Continue Creating"JFj3 , ¥BkEEE|QE A ~TUHE
o EXRMA, NERECERFRFEERE

BT YAML Az

BRIAFE global SEFRIZLUT YAML REBZAF.
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apiVersion: auth.alauda.io/vi1
kind: User
metadata:
labels:
auth.cpaas.io/user.connector_id: "" # Connector ID
for external authentication (leave empty for local users)
auth.cpaas.io/user.connector_type: "" # Connector t
ype for external authentication (leave empty for local users)
auth.cpaas.io/user.email: c18c9911faaac4el051a599b88c62af2 # MD5 has
h of the username (spec.email)
auth.cpaas.io/user.state: active # User state;
must match spec.state
auth.cpaas.io/user.username: "" # User displa
y name; must match spec.username
auth.cpaas.io/user.valid: "true" # Whether the
user is valid; must match spec.valid
name: cl8c9911faaac4el051a599b88c62af2 # Name of the
User resource; MD5 hash of spec.email
spec:
connector_name: "" # Name of the
external authentication connector (leave empty for local users)
connector_type: "" # Type of the
external authentication connector (leave empty for local users)
email: leizhuaaa # User identi
fier; can be an email address or any unique string
is_admin: false # Whether the
user is an initial admin user; must be set to false
state: active # User accoun
t state: active or inactive
username: "" # Display nam
e for the user
valid: true # Whether the

user account is valid; should be set to true
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A PEE

FREHRENAAEEYGE , SFAT A EHEMERE LIRS ESR

FEEIBN) BORRER.

I WARNING

ERRS

o RBEERNKPTUEER (FAE
o YFIERAATAEEECHNKS,
o PAKFBH (BREFR.

H=x

EEAMA B
BRAIESTR
SRR I AR )
BRAIESTR
HIER P
BRAIEDIR
et
BAEDIR
PR INE A< el
BRIEDIR
EERFAR

A &1 - Alauda Container Platform

EHERAR , FHXKIR)

) BEATAEET®E

(ZnELH T


http://localhost:4173/container_platform/zh/

A &1 - Alauda Container Platform

AR R -
BAESIR
HERE

BRIESIR

B E A A FERY

ERFAEERRK A A a] AEE HihA 1A PR,

ND

K

ES(E

1. ZEZE M S A4 ST Users > User Management
2. miEB& A FIERSRE R
3. =it Reset Password

4. R EPGEFFERLATY

o Random : RG4£I Y
 Custom : Fzhii \H 5

l NOTE

WALEK

o KE:8-324FH
o WIRBEFENNTF

o WINBEYFATR ( ~1@4$%N&* () -_=+? )

NN
=N

R ERTNRE -
o RO ARIEEIMF BR/IE R ER

o RITEHIEIRRFHIEG
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5. B it Reset

AT A POl HARS (A

#a] AE Hi4kF normal, disabled 5§ locked RS AR HAR ], RS #ARRIR B A% S
.

BRAEDIR

1. FEZE M SAAL S35 Users > User Management
2. AT EArA 558 Update Expiry Date
3. 734 &P eI RAR R
e Permanent : JofRHA
e Custom : B [ESLE THAERE FFIaFNLE R [E]

4. |iF Update

A A

AATUSIELLTF disabled 35 locked KK .

l NOTE
WIETTA
o APERBEN - T HIR BRI
o AFER : THARE)AE A Permanent

BAEDIR

1. ZEZ2 M S A4 ST Users > User Management

2. miTB AR P35 Activate
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3. FERAEE =i Activate

4. A PR AE 4 normal

3et) i

#Ea] UZEF4L T normal 2% locked KB EBSHINKA . $I2HARFTTEESR , BR]UE
FUBUE.

BRAELIR

1. ZEEAM S AL S5 Users > User Management
2. R BArF PERERR
3. =it Disable F#fiA

B R A2 A P2

AT Source 4 Local 2 LDAP A FIRIIZEI—/NEkZ AN A F4H.

I WARNING
HABEITAH
. AraashdtREEANAR
o AAENIELAFTE T Platform Roles A/R& TR I

« PMARFARIIRNERERNENAE

BAELIR

1. ZEZE M S A4 ST Users > User Management

2. RTE AR FEHERR

3. miff Add to User Group
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4. EFE—NERZ DA A F2E
5. mir Add

EERFAE

RBAC EMfF , BT HAAFEERH IR

o Platform Roles : RINBELAFRIARGNER B, ERILURNEFHREE | BIIEMmER
BIE N,

« Kubernetes Roles : 3t A 5| FiZF ~K RoleBinding/ClusterRoleBinding (F5&8f) .
ST AE AR T A2 SR E .

VELRRVEE S W, Manage User Roles,

N

FAEH R BERER LR ER K POMMEER -, BE

« IDP ECERIH
o XA - KRS
o AHIA

BRAELIR

1. ZEZ U SAAL S35 Users > User Management

2. MBS ERR
3. |7 Delete

4. & Confirm

HERE

BRTAST R P HITHCEIRE -
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o EHBEY
o HUERF
- ZRA/
o MERA -

BRAEDIR

1. ZEAMISHAE S35 Users > User Management
2. B EEEEEFE N SZ A,
3. A iy Batch Operations F &3 -

o Update Validity

e Activate

o Deactivate

¢ Delete

l NOTE

HERIEFSE

Update Validity : % & Ak XA E XA TR

Activate : fEREHIABIE

Deactivate : 7538 B TIAZ A

Delete : i \ 24 B70K ~ 2R FHHIA
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Q Alauda Container Platform Q

>

M2

(&

A LA
IDP [R5 A A

e
AR, B GRS

o EIRTFZAFHFPEERENR

o —IRMEIEEZ A F FPRIASR

o SCUHIET A At =R

Fan , YA RS , FEAZSA PR HNNE g 2 = EERERRES , &0
1. giE— A PE

2. FANMEXAPEXHER R

3. LB A B Mdh & T [Ef 6
4. Ko —RRNM BT AAAM R
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AT
ZHZERY

FASIFFARERA

AHFH A

o HixEF& LA
« SRIREB/RA Local
o ATRASEHiEk kR

T

o AMEABFRAETHIRKI A
o RMEFEHRAE

IDP [5):5 FH F4A

o MEIE#H IDP (LDAP, Azure AD) [E#
o KIREBRATIEN IDP £ FR

o ATk bR

o 3FF:

o RNINBESERAE
o AIFEHARRT (RMKFEHR)
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eSS

EERFARE
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BIEAHA F2H

IR A
EHEA A

EIHARA J


http://localhost:4173/container_platform/zh/
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Q Alauda Container Platform

EIERAFEAE

EAFEBHEBRAA AT LLIEEA A R4 IDP RS A AR A.

Bk

[m IR A A

HIR

MR FABGA 6

IR

8] F PLEARN A 2,

Az

1. MGG |, S5 Users > User Group Management
2. R B FARE R

3. 1£ Configure Role &~ , =7 Add Role

4. RETRINA A

| NOTE

AEnECHN

. ATE—A R SRS A


http://localhost:4173/container_platform/zh/

EIRFH F4E A A - Alauda Container Platform

. A—AaER—R AR AR

5. W TR BPEEA ALK
6. A ENRIRIOE (%, MBEZHGHLTH)
7. mif Add

MR BB A A

I WARNING

LA AR A AR

o A AR T AR T BSRR B
o BEIRAEA TS

Az

1. ZEEMS AT , S Users > User Group Management
2. R B AR PR AR

3. £ Configure Role &£+ , R A=K Remove

4. mifi Confirm D#&AE
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Q Alauda Container Platform

B A A P2

A PE AV AR BEMRIRN S AR PSKIEE T A GRTRES).

Bk

U A
HIR

EIEA A

B P4

Az

1. ZEAMIAEE , AT Users > User Group Management

2. & Create User Group

A WMAMTEER

« Name : FAFZHAFR
« Description : F F4H %A

4. =i Create

&I PR


http://localhost:4173/container_platform/zh/
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AR UB I 3R T EIARSAEFIE A £ Rt Operations SEEIER 4.

HRAE
Update User Group

Delete Local User Group

I WARNING
LR AR
o FTEHEMR R
o RS AARFTAH BB RBHE
o BERIEARATHISH

Ak

RIEA PERIEE FAEER -

- X+F Source A Local [RZH : A] DA Hr& F#RFNE A
- XF Source kA IDP name B4R : RBEFE A

ik Source i Local IR FE
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Q Alauda Container Platform Q

EIR AU FLE A 5

REABFAEEMIRNA AR EEAMA FAR A,

Bk

AR5 A

BAESTR
A

BRAIESTR

AU 561

I WARNING

EEMAM R A , BIEZRUTIRS

- REAFFEEHEMRNAAAREERARH KR

o RBIKPMARIERKAAREREE (SAZABMNAFEER)
o KM FARZ A 5000 £ MR

o LK% 5000 & A ZHIBRBIES , RAFEIAMR
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EI A - |
~I A}

FAIEFETRAPSARIAA FAT |, S —RPUREE,

l TIP

SIS A PR B sh @ FGXE 7 Bor T B HRAERIR .

BAELIR

1. fFEAMIS A2+ , R Users > User Group Management

2. R AN AR SR A A R 2E 44 FR

3. 7£ Group Member Management /3% , /iy Import Member
4. B AEH FRAIBREFZHNETAE , TE—IHE N FERF

5. miff Import

l NOTE

o REBEFRLRIA BT RANA -
« £/ Import All %60 °] —)X S A\ SR KIETE P

eI AN

L NAFRBIRF P | % P IEIZA RS TR IR AR B ShsH.

BAEDIR

1. TEAEMS A2 , A Users > User Group Management
2. R EBRERNA A P4 B FR
3. 7£ Group Member Management /R , ] PUBIT LTI A RFSRN R
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o T REFRFEH Remove FfIA

o BEEFIEEFE—ITZAN 5 , ;i Batch Remove FfiA
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BT YAML BEFEFEFH Kubernetes 5
Hif& Kubernetes a6
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RIEREK
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Q Alauda Container Platform Q
AN47]
I

H

.
REfHE
5 AR

‘%I.U

iy

yix

ABNH

FERABFAEEIEET Kubernetes RBAC (ETAGKIEHEE]) SKIL. B ACP 4.2 fRA
e, ZERIAR A AR EAMIEIX

o FEME  RTHRMHAEIR , REZ O MR, BA7E U FRRRKRE  BREENA
MR A E S LR a,

o Kubernetes 3% : [R4 Kubernetes f] Role F1 clusterRole Xt% , &IPS TXTEANE
PRI LB E EHIMAPRTE K, XLF AL Kubernetes Roles WHISHTEIR , Fi@id
RoleBinding/ClusterRoleBinding 485 .

XA RIRRAES A Kubernetes R, N BECEFSHRA BRI FEERHY B AR R IRK
MRRERIR (B2, EE. B, BKF) .

Aot


http://localhost:4173/container_platform/zh/
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AimEE RHPIRECESR , FARUUTIRARGAR. XLABIIFXIFERRNRIE
[ HIANRS A P S BAUREHE .

LR ik AaER
Platform Administrator WEXNFE LB WS EFRR TSV RAR Platform
2Tl 7 L o S E R A 3
Platform Auditors TU\EEF)T%:FD ﬁ/ﬁ%ﬂi‘m{’ﬁﬂ% y Eﬂﬁﬁﬂﬂ Platform
AR
Cluster Administrator EIRAAIPERTR , BB ERERIR Clust
uster
(Alpha) KT 2 V[RIA R
Project Administrator B G L T REE ARG L TREE Project
hamespace-admin- IR 4 2 B BRI B AT Namespace
system
Developers EmATRNIFR. HENLFEE YA Namespace

B E MAXR
BRI (550 ST R 2 B AR, BSIUMRHRAVIAS | A

1. {# f Kubernetes Roles M EB &R A R4 M (Role/ClusterRole) , 8%
2. [ T AR N RS A Atk , 3F81T RoleBinding/ClusterRoleBinding #H{T465E .

I WARNING

fhifrekgmiE R BRI FTA 5| X ) RoleBinding/ClusterRoleBinding. &5 LR EIHSH
RE , FFFERTRERIE L FEMA MR RIEE K.
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eSS

4172 Kubernetes 3

BIIR 51

4% Role 3 ClusterRole
Y545 Role YAML (A]3%)
f1# RoleBindings

UE

$24EF57g - Alauda Container Platform

EHAR

EEFEAGB (Rig)

BRI ERTRAFERE

B YAML R THRFPFERE

Bd YAML EFFFEH Kubernetes 6,
& Kubernetes a6,

&I2 RoleBindings

RAERE

AfrTRUE B X
1. ek

2. B UME:

3. BAEE
4. FMEEF
5. c&

6. EHISHBY


http://localhost:4173/container_platform/zh/

B Kubernetes 54 - Alauda Container Platform

Q Alauda Container Platform Q

417 Kubernetes £,

M ACP 4.2 FFia , B XAPRIE T 4 Kubernetes €35 {T. {#H Kubernetes Roles WA
(i F Users > Platform Roles > Kubernetes Roles ) k4@l EIE UBEEERFTH
Role F1 clusterRole XJ#%.

Bk

AR &1
$132 Role 3% ClusterRole
YWiE Role YAML (A[i%)

4% RoleBindings

Uk
e Z

o BINBLT —MME TR Kubernetes Roles THEEKITE & A&,
o WREIE global &£V ER T BAr&EEE.
o EMPEBELENACKIERTHEMMGZ I,

417 Role 3% ClusterRole

1. FEZEM S AL+ | &iF Users > Platform Roles > Kubernetes Roles,


http://localhost:4173/container_platform/zh/

B Kubernetes #3£2 - Alauda Container Platform
2. mifi Create Role,
3. fEhfES -
A\ Name (WAFF& Kubernetes &A1) .
o 1%+ Type ( Role B ClusterRole ) ,

o MRGEAET Role , HEFIEFIZAIRAK Namespace,

4. BT ARIN—FREZ SFANKECE

API Groups

Resources

Resource Names (7A]3E)

Verbs ( get . 1list . watch . create . update . patch . delete )

5. =7 Create,

AESHEEESMNNAE , IR AT RoleBinding #1E.

YwtE Role YAML (TA]3%)

1. ¥TFF Kubernetes Roles #r& W , RiiABLAFK.
2. 7£ YAML #:%& 0 , mif Edit,

3. B, IHREFLNETFER.

4. i Save AN FAE .

4% RoleBindings

B2 A R T A FSA

1. EEEA AN , Y#2] RoleBindings F/R4& I,
2. mif Create RoleBindings.

3. 1Rt

¢ Name
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e Binding Type ( RoleBinding &Y ClusterRoleBinding —— ¥43KiE A4 & TEER
W aRT , {X3Z#F RoleBinding )
o Namespace (£tXf RoleBinding )

e Subjects (FAF. #HEk ServiceAccount & XN £ #R)

4. =i Create,

¥ , ¥TFF Users 8% User Groups T [H , Y)#Z|] Kubernetes Roles /&1 , NAFPMRAERE
FREGEE.

gl
AT Ik —RiAf A7

kubectl get role <role-name> -n <namespace>

kubectl get clusterrole <clusterrole-name>

K& R Kubernetes Roles 313 , {fAANEIE AR (REHFIHE) TG,
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0 Alauda Container Platform Q

EHAR

B=x

BEFAAE (AX)
BEEHARTRAFEAE
B YAML X TFRPEFafRe
B YAML EEFEHF Kubernetes f 6,
k% Kubernetes &
&1E RoleBindings
PNCEREE b
MR PR PR
RIERE

EEFame (Rik)

& F AR B AR TR BN

1. EAMS LT |, S35 Users > Platform Roles,

2. [FAYIRTEREM A, Role Type FIINEE /R Platform . Project . Namespace
g Cluster .

3. RiTAERARUITIRFE @,

4. PR YAML AR MEBFEHAE X . FHFHEAMT , AJ{EH Download YAML,


http://localhost:4173/container_platform/zh/

&£ - Alauda Container Platform
BURHARTRIFARE

1. EEMSHASF |, /R Users > Platform Roles,
2. REABAFRITIFERE.

3. YJ#:E) Members #r&E T,

4. 5if Import Members,

5. KA AMF &R RIS ARXH BEARA.

BY YAML X TR AFaft

RAJAE global &EFIRIIUT YAML , MAFERTFHENFEAE,

apiVersion: auth.alauda.io/v1 kind: UserBinding metadata: annotations:
auth.cpaas.io/role.display-name: Platform Admin # X BB AR /RE TR
auth.cpaas.io/user.email: bxliu@alauda.io ~ # Z AKX E 4 labels:
auth.cpaas.io/role.display-name: " # Z7 AL &8 /REZ#R auth.cpaas.io/role.level: platform
# FAELER, : platform. project, namespace Bf cluster auth.cpaas.io/role.name: acp-
platform-admin # Z AL £ #R auth.cpaas.io/user.email:
569526aac97al7ce8clc185d7544aae4 # F§ 4 ) MD5 5% cpaas.io/cluster: " # &4
R UABLKFIA namespace T, cluster Bf%ME |, platform 3% project B85 78
cpaas.io/namespace: " # fp & A B R ; UAAL%KHK namespace B AE |, platform,
project B, cluster Bf84 %S cpaas.io/project: ™ # TH &7 ; LA ALKSA project Bf namespace
B AE |, platform 8% cluster B8 ZS name: dc30204c17c7fe8b15383f4ed7798c88 #
UserBinding &IRZ#5 ; ATEEN

BT YAML EEFHME #H Kubernetes 56

1. 3 )\ Users > Platform Roles > Kubernetes Roles,

2. RAFTIREHE R,

3. RTABEFR , 1T YAML #RE R,

4. |y Edit , BEUEHR (FR%. R rules ) , AR Save.

5. A RoleBindings #r% N , MRIALEE M-S T,


mailto:bxliu@alauda.io
mailto:bxliu@alauda.io
mailto:bxliu@alauda.io

S84 4 - Alauda Container Platform

f& Kubernetes A,

1. £ Kubernetes Roles 7|3k | SR ASHRESZ S (

2. 1%$% Delete Role,
3. AR BB FRALRE:,

kR B NER TR, RIELIUEHES| XA GREM RoleBindings. EHEE 177
£, U ABRESE.

=1% RoleBindings

ARk Y

1. /£ Kubernetes Roles /3 &I TH—/ A (Role 8% ClusterRole) .
2. # )\ RoleBindings /7%,
3MFEAEAEN (XIFEMINLETIR) EMEHE.
4. $R1E
« Create RoleBindings : 2s8l&EmS.

e Update Role : FTFFBEEASH YAML JRig2s.

 Delete Binding : #fiiA /% RoleBinding/ClusterRoleBinding,

MH P PARH

1. ¥T7F Users (3% User Groups) , EFERSKHE
2. PY)#%21] Kubernetes Roles #r& T,

3. BFEZAFIAEREHTPHINE RoleBindings.
4. 55 Add RoleBinding , %&4% :

o HBH
o #PEZAY (RoleBinding/ClusterRoleBinding)

e fifa/ClusterRole
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o ©&%[A] (51%F RoleBinding)
o FTHEE

5. (RIFHPRE .

BIRFAEANTE T HIAA H) Platform Roles #3281 , UM ERNB TH RS AN IS H .

ER{ESRIE

o FRATMAMENRIE YAML ZE , BN AELEFHIE,
o KABENMNEARETS (FIZFHE Git) |, HERAEAHIT.

o XATHEPORBEE RN , AT NAZGH BN YAML FHi4 , EHZIAM , FBEIH U1 E/CA
Kubernetes 4.
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0 Alauda Container Platform

e BEENFafRe

B=x

1. #k
2. M
3. AEE
4. TFHECE I
5. fcE
5.1 RoleTemplate YAML
FunctionResource A, (ZIFZE v4.5)
ClusterRole R&7IN (v4.2+)
customRules 77z
5.2 #HX RoleTemplate 4 Akf] ClusterRoles
6. ZHI S (7RHI)
6.1 ¥B7 A% RoleTemplate YAML

6.2 ¥ namespace-developer-system 874 auditor 5

1. Bk

ARENER B E XA BRI S X INTECE RoleTemplate.

2. #% MR


http://localhost:4173/container_platform/zh/

TR B E N FA A - Alauda Container Platform

* RoleTemplate : B XA EER, EXHEENIBIRES , BHIEHERHEHRA

ClusterRoles,

S

e FunctionResource : = 3IhEE{E A K8s BIRIMA ; 7£ RoleTemplate B

functionResourceRef 3|H.

=

o ClusterRole : RBAC #N|& ; aBIMRERERARGHE.

« UserBinding : i S&AG/HERIBRILGETE ; 126224818 UserBinding 4 A
RoleBinding/ClusterRoleBinding PASRIT i 4FZAN .

l NOTE

e functionResourceRef MIMERJRET FunctionResource f] metadata.name .

o BIRAFIEE L metadata.annotations =, A] FTAREIE) Ul B,

3. FARZE

M ACP v4.3 {2 , THEEAUBRZ 45 )\ FunctionResource 117! R4 K8s ClusterRole &%,
RoleTemplate #HANfREEiT ClusterRole irEREFNI RS A ESH, T FunctionResource
RIEIERFE v4.5 F KT,

4. FFRBECE 773\

o FunctionResource A= : &= AAEHREFAER , 20K EiEHshiA.

o ClusterRole &7 (aggregationRules) : J#iT ClusterRole SR EEFRE |, #fF v4.2
BRAERRA{ER.

e customRules : {fH R4 K8s RBAC E/AALEMNR ; MNAE5 ClusterRole f{] rules
HE.

5. L&



WA B E X FAFE - Alauda Container Platform

5.1 RoleTemplate YAML

FunctionResource A= (XIFZE v4.5)

apiVersion: auth.alauda.io/vlbetal
kind: RoleTemplate
metadata:
name: demo-funcrole
annotations:
cpaas.io/display-name: ~AIZNEERE
cpaas.io/description: FunctionResource 7~
labels:
auth.cpaas.io/roletemplate.level: namespace
spec:
rules:
- functionResourceRef: acp-app
verbs: [get, list, watch]

FunctionResource 7~ :

apiVersion: auth.alauda.io/vilbetal
kind: FunctionResource
metadata:

name: acp-app

annotations:

cpaas.io/functionresource.module.display-name: ZRHEFE

cpaas.io/functionresource.function.display-name: Application

labels:
auth.cpaas.io/functionresource.module: acp
auth.cpaas.io/functionresource.function: app
auth.cpaas.io/product: console-acp
spec:
rules:
- apiGroup: app.k8s.io
resources: ["*"]
bindScope: namespace
bindCluster: unlimit

bindNamespacePart: common
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ClusterRole R& AT (v4.2+)

apiVersion: auth.alauda.io/vilbetal
kind: RoleTemplate
metadata:
name: demo-aggrole
annotations:
cpaas.io/display-name: RIREHEE
cpaas.io/description: ClusterRole R&/RH
labels:
auth.cpaas.io/roletemplate. level: namespace

spec:
aggregationRules:
- clusterRoleSelectors:

- matchLabels:
rbac.cpaas.io/aggregate-to-namespace-developer: "true"
rbac.cpaas.io/aggregate-to-scope-business-ns: "true"

scope: business-ns
rules: []

HERAIRE ] ClusterRole /-4 :

apiVersion: rbac.authorization.k8s.io/v1
kind: ClusterRole
metadata:
name: cpaas:demo:business-ns:view
labels:
rbac.cpaas.io/aggregate-to-namespace-developer: "true"
rbac.cpaas.io/aggregate-to-scope-business-ns: "true"
rules:
- apiGroups: ["apps"]
resources: ["deployments"]

verbs: ["get", "list", "watch"]

customRules A=
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apiVersion: auth.alauda.io/vilbetal
kind: RoleTemplate
metadata:
name: demo-customrules
annotations:
cpaas.io/display-name: 7~{IEEHNHE
cpaas.io/description: customRules 7xfl
labels:
auth.cpaas.io/roletemplate.level: namespace
spec:
customRules:
- apiGroups: [""]
resources: ["configmaps"]
verbs: ["get", "list", "watch"]

RoleTemplate FE$% (FHESLE)

FE VtaA
metadata.name FAELTR
metadata.labels.auth.cpaas.io/roletemplate. level ARER
metadata.annotations.cpaas.io/(display-name/description) BRI A

FunctionResource
spec.rules[].functionResourceRef

5| A
spec.rules[].verbs Zh1A)

spec.aggregationRules[].scope REERE



spec.

spec

spec.

spec.

spec.

spec.

spec.

spec

WA B E X FAFE - Alauda Container Platform

aggregationRules[].clusterRoleSelectors

.aggregationRules[].clusterRoleSelectors.matchLabels

aggregationRules[].clusterRoleSelectors.matchExpressions

customRules[].apiGroups

customRules[].resources

customRules[].verbs

customRules[].resourceNames

.customRules[].nonResourceURLs

l NOTE

spec.rules 5 spec.aggregationRules & Jf,

ARGEILECAREE

R ARARE

e rbac

e rbac

e rbac

.cpaas.io/aggregate-to-platform-admin: "true"
.cpaas.io/aggregate-to-platform-auditor: "true"

.cpaas.io/aggregate-to-cluster-admin: "true"

WiEA

PREEGEFE S

PREEHEE

APIZH

TR

BNiA]

TIRBFR

JEBIR URL
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e rbac.cpaas.io/aggregate-to-project-admin: "true"
e rbac.cpaas.io/aggregate-to-namespace-admin: "true"
e rbac.cpaas.io/aggregate-to-namespace-developer: "true"

e rbac.cpaas.io/aggregate-to-basic-user: "true"

TEFRIBR GRS

e rbac.cpaas.io/aggregate-to-scope-cluster: "true"

e rbac.cpaas.io/aggregate-to-scope-project-ns: "true"
e rbac.cpaas.io/aggregate-to-scope-business-ns: "true"
e rbac.cpaas.io/aggregate-to-scope-system-ns: "true"

e rbac.cpaas.io/aggregate-to-scope-kube-public: "true"

l NOTE

WXFFEE XREHTRE.

FunctionResource FFEESE

TB WA

FunctionResource #xi8 (BT
metadata.name
functionResourceRef )

metadata.annotations BIRAFR (BT U RS
metadata.labels ERIhRETTEIE (BT #31)
spec.rules[].apiGroup API 2R ( "' FRIRZ(MA)
spec.rules[].resources Ay
spec.rules[].bindScope {YEFEI ( cluster / namespace )

spec.rules[].bindCluster EH/ERE ( global / unlimit / business )
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PE o

& EERS ( common / system / kube-public /

project_ns / cluster /7 "" )

spec.rules[].bindNamespacePart

l NOTE

BENABFAVER acp-namespace-resource-manage .

5.2 HX RoleTemplate 4 f§f] ClusterRoles

TBITAREE A ) RoleTemplate 4 ¥ ClusterRoles :

kubectl get clusterrole -1 auth.cpaas.io/role.relative=<roletemplate-name
>

6. 585 (7~f)

BE A BENRTNERGERIARD , BRRFIERAIR.

6.1 .5 A% RoleTemplate YAML

Nis

% -

o {REB ) EH FunctionResources,
o FAFEARE (getlist/watch) .
o fHfRAREFBESR,

fBIRB . It Secret AR developer auditor

l NOTE
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e BENAGRTAREMLTERFEIE (FunctionResource : acp-namespace-resource-

manage ) ,

o fHf&A ~ Secret FF#1 (FunctionResource : acp-user-secret ) .

o FNALTHRE A get/list/watch,

7~ YAML :
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apiVersion: auth.alauda.io/vilbetal
kind: RoleTemplate
metadata:
annotations:
cpaas.io/description: TR ZTEINKTTA. FBEFA4E,
cpaas.io/display-name: Developer Copy
labels:
auth.cpaas.io/roletemplate. level: namespace
name: namespace-developer-system-copy
spec:
rules:
- functionResourceRef: views-acp-userview
verbs:
- get
- list
- watch
- functionResourceRef: infrastructure-clusters
verbs:
- get
- list
- watch
- functionResourceRef: infrastructure-nodesmanage
verbs:
- get
- list
- watch
- functionResourceRef: infrastructure-domains
verbs:
- get
- list
- watch
- functionResourceRef: acp-subnet
verbs:
- get
- list
- watch
- functionResourceRef: acp-networkpolicies
verbs:
- get
- list
- watch
- functionResourceRef: infrastructure-storageclasses
verbs:
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- get
- list
- watch
- functionResourceRef: infrastructure-persistentvolumes
verbs:
- get
- list
- watch
- functionResourceRef: acp-virtualmachineimagetemplates
verbs:
- get
- list

- watch
6.2 % namespace-developer-system 5544 auditor

g

o {RIFERRIELER (cluster / project-ns / business-ns / system-ns / kube-public) .

o FH auditor FREEHRRERLE (FXTN ClusterRole EFTHE) .

B (i)

apiVersion: auth.alauda.io/vilbetal
kind: RoleTemplate
metadata:
name: namespace-auditor
annotations:
cpaas.io/display-name: #&ZTEEITR
cpaas.io/description: RiZEIt
labels:
auth.cpaas.io/roletemplate. level: namespace
spec:
aggregationRules:
- clusterRoleSelectors:

- matchLabels:
rbac.cpaas.io/aggregate-to-namespace-auditor: "true"
rbac.cpaas.io/aggregate-to-scope-business-ns: "true"

scope: business-ns

rules: []
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l NOTE

aggregate-to-namespace-auditor WRSEH ClusterRole Fr&ULEL , BNEFAL/E Rk

ClusterRole FRMMNZIRE
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IDP

J

N

Overview

Supported Integration Methods

BAEEr

LDAP E1H

LDAP #EEik

SCHFE) LDAP 2R
LDAP A&

7N LDAP

LDAP Bt & 7~
[E5 LDAP B3/

HRERIE

R

IDP - Alauda Container Platform

OIDC &1H

OIDC #§fik

¥l OIDC

@i YAML J&f0 OIDC
HRIRME


http://localhost:4173/container_platform/zh/

IDP - Alauda Container Platform

il
A
RRTTE
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Q Alauda Container Platform Q

I

B=x

Overview
Supported Integration Methods
LDAP Integration

OIDC Integration

Overview

FAERT Dex SUHAERS , RAFEET IDP BLE(# A Dex USSR HLERE ST AN
SINE, BZERESH Dex B 7,

Supported Integration Methods

LDAP Integration

MERLEKLVFER LDAP (BRERBFARTNY) SITHFAEHE , B DEFAE LRE
LDAP , DLUEEM V) LDAP fR%25.

LDAP &AL :

o KIFAS LDAP REFHFZAMIERS


https://github.com/dexidp/dex
https://github.com/dexidp/dex
https://github.com/dexidp/dex
http://localhost:4173/container_platform/zh/

48 - Alauda Container Platform

o AVFRMVAFER LDAP a8 R
o BaiELVAFKSEFE

OIDC Integration

FAXIFIEL OpenID Connect (OIDC) #1MY5 IDP RF&EMK , SRELE =7 A FIAILE.

|

OIDC &E/MALE :

o« RFRAFMERFE=AKSER
o ¥\ IDP RS
o BT OIDC #MMIR T 2INIE

l NOTE
X3 FE A BRI R HAER I TINER TR |, BERABRARSS .
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eSS

LDAP E1H

LDAP #iEk

STRFK LDAP 2651
LDAP A&

¥~ LDAP

LDAP P& R5
[E5 LDAP 3/
FERHRIE

$24EF57g - Alauda Container Platform

oIDC E1f

OIDC #ifi

#xfn oIbC

@it YAML %0 OIDC
MRIRIE


http://localhost:4173/container_platform/zh/

LDAP &1 - Alauda Container Platform

0 Alauda Container Platform

LDAP &1

FAEHE R EFE LRI, EHAMMER LDAP RS

Bk

LDAP #fEik
SCHF) LDAP 25
OpenLDAP
Active Directory
LDAP A&
OpenLDAP & FAARE
Active Directory & FIARYE
78fN LDAP
B 51
BRIEDIR
EAER
RERRE
LDAP FCE R
LDAP Connector Fg & 7~
P8R B
HILRECE R
LDAP JFiE25+ AND(&) &1 OR(]) #AEFT/Rf
[F5 LDAP fi
BRIEDIR
HRERME


http://localhost:4173/container_platform/zh/

LDAP &1 - Alauda Container Platform

LDAP #ifiA

LDAP (Lightweight Directory Access Protocol , BREZKBEFiARITHY) B—Ffa#. RIEEX
HRIFNRAENS , BTSERMERITE. CUZERPREMALANIE , BT EEeM A
FALRERE , TEATIIME SR (SSO)

l NOTE
LDAP F 451
o R FiEY LDAP RS2 2 BB
o SUFBURME. KAMERIRGE
o IR FIRIAERE
o ETSHMAGEMR

B Z{ERES%E LDAP BEAXH 7,

S5 LDAP 2%

OpenLDAP

OpenLDAP ;2 LDAP (IRl anREMALR(ERITIR LDAP BHTRFIALL |, AT RUBE AR
LDAP FECEMA S , £F55 LDAP fli5FIE(E.

l NOTE

OpenLDAP &7 :

o XFFFAX LDAP B FEIAUE
o XFEFRAE LDAP HY

- RURIFNAFER


https://ldap.com/?spm=a2c4g.11186623.2.12.38e87d4cjSb0uh
https://ldap.com/?spm=a2c4g.11186623.2.12.38e87d4cjSb0uh
https://ldap.com/?spm=a2c4g.11186623.2.12.38e87d4cjSb0uh

LDAP &1 - Alauda Container Platform

B % XT OpenLDAP HI{EE , 155 % OpenlLDAP B /A X#HY 7,

Active Directory

Active Directory Z{3XET LDAP k¥ , FIT1E Windows ARG IRHEERFMARS. MR
PRAILALR(E AR Active Directory #HTRFEIE |, ATAECEF A5 Active Directory R%5-18

=

Bo

l NOTE

Active Directory £ i, :

o XHFAXT AD A AL
o ¥ Windows IaEE A,
o iRAVIRA PETE

LDAP K&

OpenLDAP & FAARE
N7 D4 NG
dc (Domain Component) bEIEAZRGS dc=example, dc=com
ou (Organizational Unit) AZE22N=<Riv] ou=People, dc=example, dc=com
cn (Common Name) B HLZFR cn=admin, dc=example, dc=com
uid (User ID) AFID uid=example
objectClass (Object Class) DU &S objectClass=inetOrgPerson
mail (Mail) i mail=example@126.com

givenName (Given Name) £ givenName=xq


https://www.openldap.org/doc
https://www.openldap.org/doc
https://www.openldap.org/doc

LDAP %18 - Alauda Container Platform

A& fhik Nt

sn (Surname) i sn=ren

objectClass:

BrA4a objectClass: groupOfNames
groupOfNames
member (Member) AR B member=cn=admin, dc=example, dc=com
Rk RE
memberOf " member0f=cn=users, dc=example, dc=com

Active Directory % FIARE

. ] _
NE . N
P
18,
dc (Domain Component) 28 dc=example, dc=com
s
e
A
ou (Organizational Unit) $ ou=People, dc=example, dc=com
L
i
A _
cn (Common Name) P cn=admin, dc=example, dc=com
R
A
L F‘ userPrincipalName=example ak
sAMAccountName/userPrincipalName _
N sAMAccountName=example
5
objectClass: user AD objectClass=user
A
)tl
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& 7N

N BB

mail (Mail) mail=example@126.com

displayName displayName=example

givenName (Given Name) % givenName=xq

sn (Surname) i3 sn=ren

A
objectClass: group I objectClass: group

member (Member) member=CN=Admin, DC=example, DC=com

W ¥ SO

&

memberOf member0f=CN=Users, DC=example, DC=com

W F B T A

&

0 LDAP

l TIP
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LDAP £ RN G :

s AFATERLIKSERTFA

o ZRARMNE— LDAP SE m Z BIEHHIA

AU 551

/0 LDAP 8] , WEHERITEE. -

LDAP AR 55-253tik
EH AR A
o B QAR

HAthpr BECE S

BAEDIR

1. FEMSAA= , K7 Users > IDPs

2. =i Add LDAP

. BCERLTFS¥ :

EXER

2 i3

Server Address LDAP PRE-2Z5i51a)3 4k (420 : 192.168.156.141:31758 )
Username LDAP &8 5 DN (540 : cn=admin, dc=example, dc=com )
Password LDAP E18 R0Kk-S 5500

Login Box Username Prompt BAREmANERMEE (B30 : SEWmANERAFL”)

BREE
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l NOTE

BREREER :

o IRIEFETE SR MHILEC LDAP AF4&B
o RBURHER RAA R
« ¥ LDAP EBMIREEIF & A et

2 D%

FB /] ObjectClass :
- OpenLDAP: inetOrgPerson

Object Type ) _
- Active Directory: organizationalPerson
-%0: posixGroup
REER RPN

Login Field - OpenLDAP: mail (MBFEHBE)

- Active Directory: userPrincipalName

B FPAEITER LDAP TiE &4

Filter Conditions —
N5l © (&(cn=John*) (givenName=*xq*))

Search Starting Point /4R &1 Base DN (45140 : dc=example, dc=org )
HMZuHE
Search Scope - sub : BAEFFR

- one :EIART—E

Me—F FARIR
Login Attribute - OpenLDAP: uid

- Active Directory: distinguishedName

Name Attribute SREFRBEM (BA: cn )
mRFE BT
Email Attribute - OpenLDAP: mail

- Active Directory: userPrincipalName

Group Member Attribute AR RANR (BUA 0 uid )
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s
2 R

Group Attribute RAFHAXARBM (ZHA © memberuid )

4. 7£ IDP Service Configuration Validation X3} :

o WIABWA LDAP K-S &L
o P4 VR5 Login Field & & ILAC
o« mTIUFACE

5. (A[%) BCE LDAP B3RS 5HERS ¢

o /2 Auto-Sync Users FFx
o WERIDZHN
o £/ £ E 7 BIE CRON FRixx

6. miy Add

l NOTE

0 LDAP 5 :

o APRERDHIRER
- BREXNEHRSHFER
« RIBECEMN BB

LDAP fc & 7Rf]

LDAP Connector Er& 74

AR 7RI R /R an{ATBCE LDAP connector :


https://tool.lu/crontab/
https://tool.lu/crontab/
https://tool.lu/crontab/
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apiVersion: dex.coreos.com/v1l

kind: Connector

id: ldap # Connector ID

name: ldap # Connector B/R&FR
type: ldap # Connector ZEHUSA LDAP
metadata:

name: ldap
namespace: cpaas-system
spec:

config:
# LDAP RS sttt MmO
host: ldap.example.com:636
# connector {FAKIRFEWKSH DN FNEED,
# It DN RTHRFM AMA,
bindDN: uid=serviceaccount,cn=users, dc=example, dc=com
# PREWKSHEL, 4 connector KA,
bindPW: password

# FRKSIRR, FlIaNAF%
usernamePrompt: SSO Username

# APEARE
userSearch:
# M base DN FHAIEZ
baseDN: cn=users,dc=example,dc=com
# LDAP EWER), ATHRERF.
# {520 : "(&(objectClass=person)(uid=<username>))"

filter: (&(objectClass=organizationalPerson))

# AN FEONA P& B R E KRS,

# AP ID @i

idAttr: uid

# WMH. BRETABMFERENE

emailAttr: mail

# WMH. MRS A P& KEM

nameAttr: cn

# B FL RN

# TIEKERKEIh " (<attr>=<username>)", #0 (uid=example),

username: uid

# ¥ RIBMHE
# phoneAttr: phone
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# HIRARNE
groupSearch:
# M base DN FFi4i8&
baseDN: cn=groups, dc=freeipa, dc=example, dc=com
# HITIREMY
# "(&(objectClass=group) (member=<user uid>))",
filter: "(objectClass=group)"
# FPAILACTER
# tHEM
groupAttr: member
# FFPEM BN
userAttr: uid
# (A RIRAIR
nameAttr: cn

R P g7~
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# 1. MR . ERAER S
(&(objectClass=person))

# 2. ZHRHAS  EBSSERIINAF
(&(objectClass=person) (departmentNumber=1000))

# 3. BEAMAF (Active Directory)
(&(objectClass=user) (! (userAccountControl:1.2.840.113556.1.4.803:=2)))

# 4. BIRIFE BRI A P
(&(objectClass=person) (mail=*@example.com))

# 5. BIIFEHMRA
(&(objectClass=person) (member0f=cn=developers, ou=groups, dc=example, dc=co

m))

# 6. BRTEETKHWA S (Active Directory)
(&(objectClass=user)(lastLogon>=20240101000000.02))

# 7. HRAGKS
(&(objectClass=person) (! (uid=admin)) (! (uid=system)))

# 8. BIRABRERMENAS
(&(objectClass=person)(mobile=*))

# 9. BIREZERIWA S/
(&(objectClass=person) (| (ou=IT)(ou=HR) (ou=Finance)))

# 10. BRFMHAEGRS
(&
(objectClass=person)
(| (department=IT) (department=Engineering))
(!'(title=Intern))
(manager=cn=John Doe, ou=People, dc=example, dc=com)

AP NIW=wNG]
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(objectClass=groupOfNames)
(&(objectClass=groupOfNames) (cn=dev-*))
(&(objectClass=groupOfNames) (member=*))

(&(objectClass=groupOfNames) (member=uid=john, ou=People, dc=example, dc=co

m))
(&(objectClass=group) (| (groupType=-2147483646) (groupType=-2147483644)))
(&(objectClass=groupOfNames) (description=*admin*))
(&(objectClass=groupOfNames) (! (cn=system*)))
(&(objectClass=groupOfNames) (| (cn=admins) (cn=developers)(cn=operators)))
(&(objectClass=groupOfNames) (ou=IT))

(&
(objectClass=groupOfNames)
(| (cn=prod-*)(cn=dev-*))
(!'(cn=deprecated-*))
(owner=cn=admin, dc=example, dc=com)

LDAP iTjE25% AND(&) 1 OR(]) 14E&~%5I
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# AND IRMERF (&) - FTEKMHLIMHE

# ¥87% : (&(conditionl)(condition2)(condition3). ..

# ZJBM AND IRl

(&
(objectClass=person)
(mail=*@example.com)
(title=Engineer)
(manager=*)

# OR #MERF (|) - ZMEBE—D&MH

# 787% . (|(conditionl)(condition2)(condition3)...

# ZEM OR Rl

(l
(department=IT)
(department=HR)
(department=Finance)

# AND 5 OR A&

(&
(objectClass=person)
(1

(department=IT)
(department=R&D)

)
(employeeType=FullTime)

# RIRGMAS

(objectClass=person)
q
(&
(department=IT)
(title=*Engineer™*)
)
(&
(department=R&D)

(title=*Developer™)
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)

(!'(status=Inactive))

(| (manager=*)(isManager=TRUE))
)

7]z LDAP f P

BIh¥% LDAP A FREIFEIFEE R , AlERFSIRFEERLSHA S,

PR ATE/R N LDAP BACE B3R S5HRRE (RS0 EHT) |, Al AFERTNIRIN LDAP j5F-3hfih
AELEE. AT EFaARSHERELSIR.

RS

o EREITFAK LDAP HHBENAF , ERITH FPRISERERIRIERTEE. AFERIhE
xFaefE ,, MEsE£83RBEITFA.

o ) LDAP MBI/ , RILEWREHX Invalid ,

o HRIE A FPREOAB IR KA.,

s ALHAFESHARF, (AA/. IDPAF) B4  BE3HXEK. HAURMAERHSH
FRAPRFEF— , AMEAMEKIRKERARERTFE,

BRAELIR

1. FEAMS A4 , mid Users > IDPs,
2. R EFENELH LDAP 7K,
3. B _LfA Actions > Sync user,

4. 5if Sync,
EE  BEFENRARBRRIEE , RESHEARARRR. RXAFRSHRRIEHE
B, REMERERLSAF., AEEBEAFIIERTAE  BRBIRSERRR ; ARFTHAF
FIRTE , MASKWRIRSLER.

FARIRAE

FAT RS IR AN
BAEHE A L A Actions |, IRIEEE B Hakiiis LDAP,



B

L]
LDAP

73
LDAP
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TR
SRR LDAP RIECE (S S8k LDAP B[R 5REE .
7EE : B LDAP f5 , BT LDAP ESEIFAIA A AW ER. LDAP

BERRA FEF AR PYIRTREE AT, ST APITEE TN FRIERBIELIR
IR,

fix LDAP J& , @3 LDAP ESEISFARIFTA A KSR AL A Invalid (5%
BRBERARIFTAL) , AEBERFE. EFEMATEINPITRLURER
.

12K : k% IDP f& , anEMIRSIET LDAP EEEIFANA B A |, FaIEER
¥EF 7714 Clean IDP Users and User Groups 5 1%4E.
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Q Alauda Container Platform Q

OIDC EiH#

A% OIDC (OpenlID Connect) #MX , SFABEERAERM OIDC BLEfF , JAERE =
KSERFE. FABHACTUEFHMIEREEER OIDC RS

B=x

OIDC #fik
#xfn oIbC
BAEDER
BT YAML ¥0 OIDC
~5l : Bt E OIDC Connector

HRIRME

OIDC iR

OIDC (OpenID Connect) 2—F&F OAuth 2.0 HXRISHINEFRAETNY. ©1# A OAuth
2.0 AR E BB ANE= AR Pigie A P EMALE |, FFEMN K IHAEEEERE R Fif.

OIDC AT BLANE Fin (BIERS 25, B3l JavaScript X Fig) 5K RS
IWERSENRIHAFPERE. ZHCEHREETY BYE | AFSS5EER E XIERTED
BE , tNSHEIEMZR . OpenlD Provider KIAATESIE, FL{EEES N OIDC BEAXAY 7,

xin oIDC


https://openid.net/connect/
https://openid.net/connect/
https://openid.net/connect/
http://localhost:4173/container_platform/zh/
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@M OIDC , ATERE=AFAKSERTFA.

EE : OIDC B ExRFak , FAaLERMR /K email BUEEAMKE—FFA. 335 OIDC
KE=ATFaR P WRE email B , BUTIEERTE.

BRAEDIR

1. A MSMAZ R T Users > IDPs,
2. |mifi Add OIDC,
3. it & Basic Information $:%,

4. B & OIDC Server Configuration %X :

o Identity Provider URL : 4173& URL , B OIDC S4MEHtERIA[a)bE,

« Client ID : OIDC & Fim% Fimhrif.

« Client Secret : OIDC & fFufifl1 5248,

« Redirect URI : BX$E=77F A RHENEMIE , B dex £17H M URL+ /callback ,

o Logout URL : fi FH4T Logout #RAEFVIRIAMINL | 207 , RIEH AT & M4LA

X,

5. 1£ IDP Service Configuration Validation [Xig, , #i A% OIDC K-S Username #1
Password DABIFACE .
N - ERPAEEREENAR | NINN SRR RFEETTH , JTiARN OIDC,

6. B i Create,

BT YAML 450 OIDC

fRT RERES , FEEIIFBEL YAML RN OIDC |, 3FE RIEMACEIANES . FEAm
5. AAARDSESKINGE.

74 : BECE OIDC Connector

PAUF 7RI 7R T 20 AL E OIDC connector L& AL OIDC HUMAERS . ZBLERFHERTLA
s -
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. HEER OIDC 1EAFMAERSF 2.

. REXFRFARERS.
 FEATREERR MM,

. EERLEIER OIDC scopes,

. FREENFEIRE .
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apiVersion: dex.coreos.com/v1l
kind: Connector

# Connector basic information

id: oidc # Connector unique identifier
name: oidc # Connector display name
type: oidc # Connector type is 0IDC
metadata:

annotations:

cpaas.io/description: "11" # Connector description
name: oidc
namespace: cpaas-system
spec:
config:
# 0IDC server configuration
# Configure server connection information, including server address,

client credentials, and callback address

issuer: http://auth.com/auth/realms/master # OIDC serve
r address
clientID: dex # Client ID

# Service account secret key, valid when creating Connector resources
for the first time

clientSecret: XXXXXXX

redirectURI: https://example.com/dex/callback # Callback a
ddress, must match the address registered by the 0IDC client

# Security configuration

# Configure SSL verification and user information acquisition method

insecureSkipVerify: true # Whether to
skip SSL verification, it is recommended to set to false in a production
environment

getUserInfo: false # Whether to

obtain additional user information through the UserInfo endpoint

# Logout configuration
# Configure the redirect address after user logout
logoutURL: https://test.com # Logout redir

ect address, can be customized to the page jumped after user logout

# Scope configuration
# Configure the required authorization scope, ensure that the 0IDC se
rver supports these scopes
scopes:
- openid # Required, us
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ed for 0IDC basic authentication

- profile # Optional, us
ed to obtain user basic information

- email # Optional, us

ed to obtain user email

# Claim mapping configuration
# Configure the mapping relationship between OIDC returned claims and
platform user attributes
claimMapping:
email: email # Email mappin
g, used for user unique identification
groups: groups # User group m
apping, used for organization structure
phone: "" # Phone mappin
g, optional
preferred_username: preferred_username # Username map

ping, used for display name

# Custom claimextra configuration
# External custom fields will be dynamically added to the user object

spec.extra field

claimExtra:
- field: xxx # Custom field name
type: string # Field type value is consistent with the d

efinition of golang language type. For example: string, int, bool, map[st

ring]string, []string, []int

# User group configuration

# Configure user group synchronization related parameters, ensure tha
t the token contains group information

groupskKey: groups # Specify the
key name of group information

insecureEnableGroups: false # Whether to en
able group synchronization function

PSS

AR S AR R A A
BAEEER A LA R Actions |, 1RIEFZEE Rk OIDC.
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oIbC

73
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0IDC %&1H - Alauda Container Platform

i)

SRS AN OIDC BCE. $H#1 OIDC BCEEE A , RERFAMANEARKKESR |
FARIE Y RIECE TR,

bR~ BEE MR OIDC, Mk OIDC J& , @it OIDC RIFEIFEHFTA R KR
RN Invalid (RFRSHBRAERARRIFAZE) , ATEERFE. EFNEX
B, RPES BN E G A HRIE.

127~ : #if% 1IDP f5 , anEMkREE OIDC EEEIFAKA A A | EAERRME
7789 Clean IDP Users and User Groups £ i1%4E,
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http://localhost:4173/container_platform/zh/
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Q Alauda Container Platform Q

e

B=x

[

fRIRFTR
B E MR IDP A~
B E MR AR

) s R
FIER : FEAIRSFS RSN | RO A, WS 2

EFReEZR, FARISIESZaEMER FRIZNFA, (BIEAA A IDP A/) .
BHERRENERT -

o QESEMRERA SRS KA R
« RZSEMFRRFREK IDP FF

THEZIAETRA G , EAJRESBEINMER S BARA -

o BIESFHRETS MR = IE 4 TR
o FEIZSFERETEMBIERH SRR A S

PSS


http://localhost:4173/container_platform/zh/

if& AR/~ - Alauda Container Platform

MFRAEE , EFERAE global SEEFFHE—ITHIT R ERITHERA | /FHECEHERAAER.

B E MR IDP H -

1 global E£#HHE—THIT RPITUA TH4 -

kubectl delete users -1 'auth.cpaas.io/user.connector_id=<IDP Name>, auth.

cpaas.io/user.state=deleted'

B

kubectl delete users -1 'auth.cpaas.io/user.connector_id=github,auth.cpaa

s.io/user.state=deleted'

yaHE B BIFR A A
1£ global &£ HRE—1EH RIKKPITAFFAEZS

1. JEIRF P

kubectl get users -1 'auth.cpaas.io/user.connector_id=1local, auth.cpaas.
io/user.state=deleted' | awk '{print $1}' | xargs kubectl delete passwo

rd -n cpaas-system

2. 751~

kubectl delete users -1 'auth.cpaas.io/user.connector_id=1local,auth.cpa

as.lio/user.state=deleted'
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Overview
Configure Security Policy
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http://localhost:4173/container_platform/zh/
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Q Alauda Container Platform

I

FaRteENA T2 ERE , DIGEERR LM

Bk

Overview
Configure Security Policy
Steps

Available Policies

Overview
FATHUTRLER :

o HILLEHR
o AFKSHE
. APKSHE
o FFIEAN

o VilalEd

Configure Security Policy

4
ek

D=
10N G

K.


http://localhost:4173/container_platform/zh/

48 - Alauda Container Platform

Steps

1. ZEZEMSAAE , ST User Role Management > User Security Policy
2. R _EFK Update
3. IR R R E R RN
4. i Update RIFE X

I WARNING

RIZACE WA

o ARG BT R AR S AR

BUHZGE S R
- FANRBARERIRERE
ENERREN SR E AR E

Available Policies

Policy Description

ERETEEERHWNEIAL :
User Authentication Policy - A PIBId S R A1 A PRI R
- XIS FIRMARS S (FlaneBR T ARS2S)

EIRFALESK

BIER
: _ - SR EOE R T A RS R R
Password Security Policy
EHIEHT
- BRIEFEEFH (F1190K) fREHER
- RE NGRS R

BEERANERKS
- FEFEE N AR TTE AT A EfiR

User Disablement Policy



Policy

User Locking Policy

Notification Policy

Access Control
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Description
[hit R N LE

PLE SR
- 7E 24 /NI PR BIFE RE SR BUOESR X BUR A

PREMK :
- IKSPUETERE 7 508K
- DUE M e B g

EIEAFEA
- PRI fEEd B & X RA D

EEAFLEMIE

VB
- ¥R RN TREE B!
- BRBIBRAF AL FER

B2 -
- KBRS TR
- BULA—R P KR

::note

BEERA -

- VIIRHE BN R NR SR e S SR A R

- NSEARAREE R R AT BEAR SR SVELT R

- LEEREERIHIAFE Pinkfa— KO8R
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Q Alauda Container Platform

ZiH /P (NA)

W
e
oS

Iy

Project
Namespaces

Relationship Between Clusters, Projects, and Namespaces

BAEEr

BT H ST B ECAn

BRIELSTR {1+ 42 ProjectQuota ?

TrRE

EHHTE SR

yIxs

ARIngERE
TIREE AT

=IEH

EHMEEALE
illES


http://localhost:4173/container_platform/zh/
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Q Alauda Container Platform Q

I

B=x

Project
Namespaces

Relationship Between Clusters, Projects, and Namespaces

Project

Project @ —MNEIFIREEATT , XIFOWFRSHAERTZR. BB — NSRS MERNTIRELSD
KM ERRERHINE | EREENARKIFE. Project AT RAWHHREFAT . Z5i IR
HEIR\. Bt Project &IF , FTRASKI

o T B HR 2 [BIH B IRRR 25

o THFPRNMECEEE

o ST IFNBCSIEH

Namespaces

Namespace 52 Project NE/MK, MHEfEEMTIRTE , {EORPSREA = TEREMIE
[X, Namespace () E4FHMEAFE ¢

o —/™ Project FRJABIZEZ /> Namespace

o F8 Namespace IR IRACELEFNREERRIT Project FECER


http://localhost:4173/container_platform/zh/
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o WIRACENTE Namespace KA TEMIE R EC
o BEFHIME (CPU, NF) £ Namespace k5132 [R

o BTN EIEHHR T RIRFI AR

Relationship Between Clusters, Projects, and

Namespaces

FAENTIREREREATAN

o — Project AIMERKBEZ MERNTIR (CPU, N7, 7)) , — PSRBT RIR
HELAZ A Project,

o —/ Project FAJRAGIZEZ A Namespace , B EHRIRECHEFABER T Project 2%
)/

¢ —/> Namespace R IRACEULIRE B4 5EE¥ , H—4 Namespace REgET—4

Project,
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BAELIR
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ETETN E BCAR

{+442 ProjectQuota ?

TrRE

IR

EHMEEALE
IR E
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Q Alauda Container Platform Q

LI H

AR B BATHR T/EZ T , BRI UETF& LMANERRRAUE—IHE., ZWREER
BMAZAEESHMRE (/) BE. SIZMARN , &0 URIES B AR KRS FK
NECRIE. WMEFUAMAFE LS M EHNTIR,

I WARNING

PEMBN , FASEXKNERHTEIUE—NEMERENGETE , BTREFARRTIR. &
IHEBX S & TEIRISCH TR,

Bk

BAEDIR

BRAELIR

1. £ Project Management f{[&|# , =5 Create Project,

2. 1 Basic information U , BCEPATS%K :
2% iR

Name WHEAMR , FEESEAME ARSI E £ R BFRHI R PR, BRITTIER
#2mA.


http://localhost:4173/container_platform/zh/
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AE  MBARELREIETFAEN FTHAYFAGRTELHR ¢ cpaas-system |
cert-manager . default . global-credentials . kube-ovn ., kube-
public . kube-system . nsx-system ., alauda-system ., Kkube-

federation-system . ALL-ALL F1 true ,

SHE K& | B R ERF A BCRIFRCA. Ry PSS EERE— K
ZER.

Cluster
AE  FERTHRERAT] LR,

3. A7 Next , eI B ECAR B S |, 7 Manage Resource Quotas LR E A4 MR B £
Fridese P RO BIRACER.

4. B i Create Project,
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Q Alauda Container Platform Q

‘B0 H B

KIERENEAT ACP A{AIY f& Kubernetes i) ResourceQuota , 12 4t71 B & AIHIZR & HCER
(ProjectQuota) ., ProjectQuota AFZE[RH—ANE F A 65 & T8 ResourceQuota 2z
M, ANmEmE EEAAXAEERE |, RENATLEREIZIEE & a T Ih.

Bk

1+42 ProjectQuota ?
TR

{ATEH{# F ProjectQuota
e & A
SBCRIEEIN
RIERKSH WA

{t22 ProjectQuota ?

o ResourceQuota (Kubernetes [R4) RGN GLZTERERIR (CPU, N1E. M&¥k=
%) . AxE. BEMRL  BSE
e Resource Quotas

« ProjectQuota £ X THETEEMNALIR : B+ A a4 =AM ResourceQuota BFAR1F
HRITZI B X N RAAE R

8IS < : ResourceQuota R £/ y 4 Z[E] ; ProjectQuota fR&I—E F B 2 TRK
S,


http://localhost:4173/container_platform/zh/developer/building_application/namespace/resource_quota.html
http://localhost:4173/container_platform/zh/

Z1815 B BL &R - Alauda Container Platform

TRl

o T{EIMARINSF : FoiE X% ProjectQuota , A fFIEZI B ME NN ECEAN % TIA)H

ResourceQuota,

o YEFSEHE : ProjectQuota imBATFEME , BHHET ZMEBE VB mATIE.
o REPITTHENRT :
o 7ERIEEEHdr & TEIA ResourceQuota B , FASITEINE F FiF v & T A X 4
(540 limits.cpu . requests.memory . pods ) HKR&E , BiFHKEE,
o (NUHMNBEE/NTHFETINA ProjectQuota FERBIRS , A ApxiEk, AR, TE
SUFELE IR [E 4R ER .

PITHREY

e ProjectQuota [R1E 1S d5 4 Z5[6) ResourceQuota AI N ECAHIRIR (T BL) , MIEBRENE
TRHERE. SSREFEIBE 6% TEM ResourceQuota MFAE 2 EIE,

{a]B{$ F ProjectQuota

o IRMBIITME/REESIE : HEETEHM CPUINTE/STETE , BN EI R4 TE,
o ZHPNSKZIHIRIME (#2010 dev / staging / prod ) HZEH— _EfR.

o [ILLECAURTS : FEME BRIF— A, B SRdn 4 <A BoAbe i () T Ak .

B BRse A AL

ProjectQuota X #F5 ResourceQuota HHEIHE B4 (IBER)

o TTEMRNE : limits.cpu . limits.memory . requests.cpu . requests.memory

o TETER/MTFRITEL : pods . services . configmaps . secrets . pvc %
BRSO THERL)

o CPU {ER#% 0% (20 2 . 500m )
o« NIERAFT (fI40 86i )
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o NZRIBHEMBEIOTER

R AT B T E)X N B0 E A i ProjectQuota iR HI , ACP &fH IHZ52
ResourceQuota g1 & .

D HCTREE N

o JEENIBLZRKI®" (ProjectQuota) , FRHIFN A& 4 TEA ResourceQuota , 73HC
A BIAERINER,

o 1RE 10% - 30% KR E AR S APy 48 .

o EMIFEE : KR TENERRBCEFFER A ; RIHFERZ IR G 4 T RIECET , FARN A%
THE LR,

|_\\_| S '_\11_| \
B {ERESHE ILiA) &
o [A) D IBMEMLZTEN limits.memory BRI , fR7<EBHIRE B , ATA?

o & KN EERTEXBM ProjectQuota BEIRBIHEL . E5ER D H a4 = BHIEC
B, WERFME LR , BEAGATEXLE,

o [A) : FIEF T ProjectQuota , (B T{ERENTTIAAE.
BEfR S T % T EIM ResourceQuota BNV R F , HFRBREERH/ M RA

o B : % ProjectQuota ‘EIHLHN FE WA BITHIMAE | BEAX (TRAEHE) MmEE
B[R HHIT.
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BIEIE

AFERF AN B AT E W B B A EAME BoF , sliiRmE .

Bk

EHHMEEREE
BAESIR
llES]

SESTE

EAIEEAREE

EHTEEMENEREE | B RBFRAER,

BRAEDIR

1 AR EEAEF , R EEHNME LK.
2. EEMSMAEF , RaTFts.

3. RTALAIHRIE > EHEANEE.

4. B EE N BRE FRAEIE

5. RTEH.
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llZI=

MR A P FRROTE .

I WARNING

B MERE , BB AR S AN RIS ERR.

BAELIR

1. EmE EEARF , R ZHERRmE £ 7R,
2. EEMSHAEF , RS,

3. RiTA_EARIRIE > BFFHE .

4. W NI B £ 7RI iR,
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BTN E R
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ATEra AN BRI E R RER. B URINER AN BCE RIRATE | SishRee i ARl

WE N BRI R,

‘%I.”

H

o

N |

\

RIS R
BRIEDIR
TIREERE

BRIEDIR

IR

T A 0 B AN NS B AN BCH RIR , SIREH RN E 2 BC IR, B ER T TS

= .
/?\

o HIHE TR R SRV SE1T

o

o LR SIIBNERTENECLAIIETE i

o HTHRNINE FE SR R IRES

o YBENMFETE FEIRSE VIR LA

IS INEERE
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[0 B AR &R FR B H RIRACER.

BRAELIR

1. #£ Project Management fiE+ , mHEERMERHKINE K.
2. EEMFAAZSF , A Details,
3. miiA_EAK Actions > Add Cluster,
4. EREEFFREN A SRR E R RIRECAL. FIECE M RIRELE
* CPU (#%)
s W#F (Gi)
o f7fi# (Gi)
o PVCHE (1)
« Pods ()
e VGPU (FE#\ GPU) /MPS/pGPU (#)i# GPU , #%)

o BAFECER

l NOTE

o RABEEHTPEET GPU R , AHERCE GPU RIRELHL.
U GPU &R~ GPU-Manager 2 MPS GPU K , tha]PABCE vMemory BCER.

GPU #4y : 100 NMEIMZET 1 MEEZ (1 pGPU = 1 #% = 100 4> GPU-Manager #% = 100 4
MPS %) , pGPU Bafy RAELIEE M EL. GPU-Manager 1 8y N7E%T 256 Mi , MPS GPU 1
BNEET 1Gi, H 1024 Mi=1Gi,

o MRFIRERZERM , NZOAK TOORS, XEFREM B o] UMRE 28 AR RA A ]
AR , o ARBRE.

o REMWE ECAENERESRNEITEERN. S9N RIFECHMNAE T A2 BRI RIENENE
LS E |, 5%,

5. miy Add,
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BIRER

BERSTE RIS EE.

I WARNING

o BIRERR  MBRBTTEEBEFRRER THLS R,
- URBHNERREN , TEAFHEGFEEN THRIER , @NEEREREHBE.

BRAEDIR

1. £ Project Management L&+ , R ERHRERKNE LK.
2. EEMS AT , R Details,
3. fiiA LM Actions > Remove Cluster,

4. 7558 H B Remove Cluster STEIEF |, M N EBIRRERZFR , R/5 a7 Remove %41 |
ROA] R ThAS ke Bt .
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EHIE AR

FIERN A EEME R R , BESAMEMAERBEAXAE.

Bk

=N 1
25 SR
1T
MREFIESN
S A OIDC AF
B

BRAIESTR

SPNIA

EAUBE S AEERFE AR OIDC AF |, £ FA X B & Hr & T EHIRER
R, NECFaiRtime , mEEHEA. aRaTREEARITRE. MRFZEHR , 7T
1£ Users > Platform Roles > Kubernetes Roles 41 -4 Kubernetes Role/ClusterRole ,
F#i@it RoleBinding/ClusterRoleBinding 43E %I B A5 F.

LA R SRS

o WFLHKALE OIDC IDP K :


http://localhost:4173/container_platform/zh/
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o REESACHENFERAFPEAMB AR , B :
o DRINERK OIDC B
o 1B1d LDAP RSHA
o KA
o 15247 OIDC A FARMEIHMMBE KA, CRIFARMCA -
o YHLET OIDC IDP B :

o ATRMHEEMAZKKAFI OIDC IKS
o ANINBSTTIRBUENKS B M
o FHRKSHY , BUTELERE B

o RGMNEHE AR FPEYIERAFARAZA

BAELIR

1. £ Project Management fLE+ , mHEEEIRKI B LK.
2. EEMS M= R E Members,
3. miff Import Member,

4. %+ Member List 5 OIDC Users,

NZAALTIESS N

BRIAS A\2E A AEOEE R .

l TIP

£ A LA A TSR RAER P4 ffE s .

SALEAF

1. %4 Member List,

2. il Bind FHSRA | EREESEATERANAE,
MRABBFEMLZTIA , E M Namespaces TSR ESE,

3. & iy Import All,
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1. %4%¥ Member List,
2. B B EAEEFE—NREZ NP,

3. milr Bind TH3RE | EERENEAETRFNAER.
MRABFEMLZTIA , 5 M Namespaces THI BT,

4. 5if Import,

F A\ OIDC A/

1. %3 OIDC Users,
2. mifi Add IR GG (TS ARERERM) .
3. £ Name FE i N1 1T OIDCIANERIA 4.

I WARNING

BHRAFEXMNEEE OIDC ARG ANAEMIKS , BNERERY.

4. )\ Roles TR HIEFEAH A,
MRACEEGLZTE , BN Namespaces Ty AP IESE,

5. | Import,
SABINGE , BAJUEE :

o THE A RYFRF KR

 Platform Management > Users F X

o KIRBARA ", BEEIENERIFIL
o BRIRIL BN EFRIES TR

B

FEERIRE A ZATEHEANR .
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o _I_I: X
oo
EICK{/E,/ g}R

1. 7€ Project Management &+ , SHIME L #K.

2. FE LM S R Members,

l TIP

{F ¥ RIEZ R T 11813 Name, Display name I User Group #i%A% 5.

3. R EHIEA 555/ Remove,
4. FER RSP EAEP AL .
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I

FEMFITTRERM S A PMAS T2 A XHHRI B HBS RHRFICR . XA TENTR
RIALER , FHREARIRERE . BE NN AR H AR R AR,

BI®EVT , AT RARER Kubernetes 3R FAEE |, A4F -

TR E RS RN R R A T AR

WPIT T XLEE (RGAfEA )
ERATEMHRFEAES (H120 POD S H)
EHER (BEEKRR)

o BFENME (RHNSERSN

o FAFAHRMECT (EFT. Mk, EERE) RHLER

Bk

SRR
BAELIR

BRER

TR

o BHIKSPIRABFAEHESFAH TR,

o WIhBEK G T HERS . EHEFERNDMSELEE ACP Log Essentails, ACP Log Collector
F1 ACP Log Storage #@ff.
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l Note

"4 Logging Service RIAIRFAIISRE=R R FAAR , Al Logging Service RISXASENAE/E R34
SIS SFEEAE Logging Service 7,

BRAIEDIR
L A SRR | ik
2. AR EETIoh YRS

o AFEE  ERCERFEAFPNERELCR
o RAGRE  BEEAGIREICTK (FBRIEFZLL system: FFK)

3. ELEE WK ARATRSE R4

B RN %

% BAEBIA P B RAKE LR (BOA: 2% )

SRR BERTY (R, EH. B, IR EE. BI% A 29 )
£ 3t FHRAERRFTERISERE (BOA : 23 )

TR FHRAESRROAT (BA - 28 )

TIR& R FHRAE SRS TR (TR R)

4. (Al 8RR

l TIP

o £/ NETEE THAEREHTESCE (B0A : JiEsesnst ) . EATRUEETLTIREERE E X
B BB .

o RORIFEPFAE LR


http://localhost:4173/logging-service/zh/
http://localhost:4173/logging-service/zh/
http://localhost:4173/logging-service/zh/
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IR

ACP Telemetry 2— 1M FEERSE , BTWESEHKNENBIELIFELRIZE. BEWERGTER
F#_E{£Z Alauda Cloud #1748 4=FM 24T,

B=x

SRR
THRTIR
ERELIEY
EnERS TR

FoRFAF

KA, EHAR

« Alauda Container Platform 375 & 8 F A E
o global &£ A& H XM IRIBES

Ix

o
Nij

7
RTIN T

2. A MS A S & Marketplace > Cluster Plugins

3. fETAR S ANAL1%4% global SE5¥
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4. 2R ACP Telemetry I B H V¥

5. mir Rk DARRE T

ERESEHE

1. ZEA NS AL S35 System Settings > Platform Maintenance

2. it 7EEOEME (K TH IS R4

LR
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uEH

B3k, Kubernetes iFF## cert-manager OLM iF$H

U I BESFa
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B34t Kubernetes IFF5¢#%

AFEEIRGENRTE ACP thack  IBRFNIRIE Kubernetes WF R4 # 2% |, ASINA BN Kubernetes
WP Bk,

B=x

=
T Es
AR

N— =N

ZITEEEM

R

\

s
EE
o YFIFF :

o ZAHIEREEEEE
o DCS &8

TR

&2 U, Cluster Plugin 3XEX & 351080,


http://localhost:4173/container_platform/zh/extend/cluster_plugin.html
http://localhost:4173/container_platform/zh/

WA

apiserver.crt

apiserver-etcd-client.crt

apiserver-kubelet-client.crt

front-proxy-client.crt

etcd/server.crt

etcd/peer.crt

[/root/.kube/config, admin.conf,

super-admin.conf

controller-manager.conf

scheduler.conf
kubelet.crt

kubelet-client-current.pem

I MAE

1. MBUEPER
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ZiE R MEBR Bk,

Thie

kube-apiserver BRIAR S 25 IUEH

kube-apiserver jj[a) etcd (% FUEIET

kube-apiserver ifj[a) kubelet f%& Pk
UEPH

kube-apiserver Vj[R)5R & APl fR$- 234
% FigiE

etcd AR ZHUED

etcd AY S [E)AIXT FIB (U

£ PEETRE kubeconfig R FusiEE

kube-controller-manager f] kubeconfig

PR Pl

kube-scheduler f{] kubeconfig F %
S

kubelet KRS Z5EH

kubelet )% FimiE+ (9 kubelet.conf
31 )

TRAR
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TR
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HARWENE BMMEBRITEGE. AT XEIEBEHEETIVHRARRER , SEMENIHFF
EERRNA., A, 2EBFRT RAIE—NMIER Pod , HEBIUEHER , {F Pod BEZEUEE. I
BEEESRUE—K. IERHE (B2, IR #74E ConfigMap cpaas-
system/node- local-certs-<node-name> &, JIEMH CAFB{EAELE Secret cpaas-
system/kubernetes-ca =,

2. AR 5
WEPH notBefore M notAfter FERRNBHHL. UFIKRBEHDT 20% 5% 30 XA,
fi A Fe IR

3. BN
FERBANER IS EFFLIE, BT R R A AR S N A S FE
B, REEAEIRNE | PUBRZ MEBR IS5 S E B @ R,

4. H pFTIET
BMFEFETNEFEA CAEEERINED., BBRIREFLEBRT REIZIEER Pod , $#
B ERERESR , PMEZ ISR,

5. EfRAH
TEERNAH

e kube-apiserver : FEHEZDUMBHINLED. EESFSEHLE I NZBH loopback WE+
(BHI—F |, {XEMER |, TTiRSMRieHR)

e kube-controller-manager : EEE FREHNE kubeconfig 34,

e kube-scheduler :FEE&HEFMUEHME kubeconfig 34,

o kubelet : FEEFUEHMMBRSIFED.

BRAN  FEHENGES Pod B YAML LR RNERE |, ik kubelet EFTEIEE Pod, EJF

kubelet i , EHBRINXHERLIFIRE hostPID A true , ZERESRHAT "systemctl

restart kubelet",

BzhE :
o Etcd XFFEHBEINER,
6. FEHLASRTY

o kubelet UEP : 7£ 61 KERSH: (EPBEHHI 91 X)
o PEHIFHENMED : ££ 292 REFiSHe (EPAEHHR 365 X)
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—_— _\\

E{TIESEIN

AR kubelet FERMEOMBELTRERE , TEBHRIOES , WFRFhieHk

1Z4E N RIANRTF BN FIET.

5

EATAT e & F BN EHNLES ¢

cert-renew --ca-cert <ca-cert-path> --ca-key <ca-key-path> --days <days>
<certificate or kubeconfig 1> <certificate or kubeconfig 2> ...

BIANEH kubelet.crt

cert-renew --ca-cert /etc/kubernetes/pki/ca.crt --ca-key /etc/kubernetes/

pki/ca.key --days 91 /etc/kubernetes/pki/kubelet.crt

TEHF R cert-renew LTH , 1517 :

curl "$(kubectl get services -n cpaas-system frontend -o jsonpath='{.spe
c.clusterIP}'):8080/cluster-cert-rotator/download/cert-renew" -o ./cert-r

enew && chmod +x ./cert-renew

Al , TR renew-all.sh MARREFHT R ERABIES :

curl "$(kubectl get services -n cpaas-system frontend -o jsonpath='{.spe
c.clusterIP}'):8080/cluster-cert-rotator/download/renew-all.sh" -o ./rene
w-all.sh
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cert-manager

FNERKBNEE Certificate for cert-manager

cert-manager £ —/N R4 Kubernetes IFH&EIRISHI2s , T certificate RRBAINEMR
FER TLSUEPH., Kubernetes &R I Z 2B {4{F B cert-manager SKEIEE{ I TLS IEP ,
HBRBERE.

Bk

Overview

How it works

Identifying cert-manager Managed Certificates
Common Labels and Annotations

Related Resources

Overview

Cert-manager @i Kubernetes BE X &IREN (CRDs) EIRUFHMA 4 FHT

o Certificate : E X EFESIEHKIER
« Issuer/Clusterissuer : & M uFBiiAkE

« CertificateRequest : FITAMEEFRE RN ENRIR


http://localhost:4173/container_platform/zh/
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How it works
W certificate ®IEAT , cert-manager 2E3)

1. A FLEAFNEPRE & EK
2. NFEE M Issuer FREXE & HIMET
3. BIEPFNFLERTEESE Kubernetes Secret &1

&k | cert-manager £ SISUEBHBEH , FEERIHIRTHITER , DAHRIRS 540 A
M,

Identifying cert-manager Managed Certificates

B cert-manager ‘BIRHIEPEXT VK Secret RIREHEAIA kubernetes.io/tls , FHABEEE
RIPREEFNIERE.

Common Labels and Annotations

cert-manager EIRf] secret WIRIAE B LUTHREMEAE :
HREE

e controller.cert-manager.io/fao: "true" : #RRiX Secret B cert-manager B2 |, 3F
B HIZS IR Secret ZR77.

VAR

e cert-manager.io/certificate-name :iFFHLZHR

e cert-manager.io/common-name : UFPHIE LR
e cert-manager.io/alt-names : iﬁﬁﬂq%ﬂqﬁﬁﬁ

e cert-manager.io/ip-sans : UEPK] IP btk

e cert-manager.io/issuer-kind : WFPiAZLR
e cert-manager.io/issuer-name : WFHINEEBFR

e cert-manager.io/issuer-group : JUAZEH APIZH
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e cert-manager.io/uri-sans : URI @ HLZ#K

Related Resources

¢ cert-manager Official Documentation ~


https://cert-manager.io/docs/
https://cert-manager.io/docs/
https://cert-manager.io/docs/
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OLM uFH

fTF Operator Lifecycle Manager (OLM) ZH {4 FH——AFE olm-operator . catalog-
KRG ENEHE,

operator . packageserver Fl marketplace-operator

W FEH ClusterServiceVersion (CSV) X%+ X7 webhooks g% API services ]
Operators i} , OLM & B zh4: i 504 BT FHNET.


http://localhost:4173/container_platform/zh/
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-I'IE:FJ”/_ YA
Cluster Enhancer 32{1tXJ Kubernetes &£+ {F FHRNMEPHISITRESN ., MITSoEELE ¢

Kubernetes A{4FH , AFEIRHSEEA kubelet BRE-28/% FusiFH  (4AFE kubeconfig &

vuEP)
2. EHFIRITHERED , BIKRERBEIHALAN kubernetes.io/tls [ Secrets SR
SERPEIEERES) | Wi

3. kube-apiserver SXfr{E FRIARS 2HEH  (BIEBTEHEKANIREFSESD

kubernetes Endpoints xHX
¥ )\ Marketplace > Cluster Plugins &}k,

A AR PAFE Administrator f{&4 , @3 &M

423t Cluster Enhancer

Bk

| Rk

NESZHN
Kubernetes WF %

FRBHERES

WA HAR () AT @i F5

UEH RS ETT

WEBHITHPRE

¥EFR certificate_expires_status &TE,
PR certificate_expires_time &EF


http://localhost:4173/container_platform/zh/
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W HNERRASFNT HART A 7] £ Certificate Status FARERHEE . R A FHRERM A LR
1t )\ Administrator f1& , S ZE Clusters > Clusters , &3F A K& 5 , # )\ Monitoring
R,

NESEMN

Cluster Enhancer 2N BEEZHN cpaas-certificates-rule , BEFATNEE :

Kubernetes JFH42&

ALY ooh

kubernetes WEFHHIT HIESEIBPREZIRT (ADF 30 X) <=30d B4k 1 904 P

Tnt

kubernetes WEBRIIHAR BRI ZIR] (AT 10 X) <=10d BFF&x 1 o4

kubernetes IFPBEITHI <= 0d BFFEL 1 4 =}
FEAHFEREE

ALY op

TFAAMREPHITHARREEEIH (/T 30 X) <=30d BFFER 1 24+ hE

TFAAHFEBRT AR ERDEEH (AF 10 X) <=10d BH#FL 1 944 =)

FEHEMERDIIH <= 0d B#FLL 1 54 =&
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|~

S SV [e R TLS UEH

l INFO

X3F ACP fRAS v4.0.x , EIRIRICAMEIRAIRIEDTR | NAETEHMERAER (KERETHAR
E) FHITHRIARE.

H=x

HIIE &A1

BRIELSIR

AU 561

o —XJ TLSWFHRZEFLA.

BRAEDIR

1. £ global £ fK{f— control-plane FT it , S 4 ACP F&jjajitit Fr{F R TLS UFH
#4 :


http://localhost:4173/container_platform/zh/
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kubectl get certificate -n cpaas-system dex-serving-cert --ignore-not-f
ound=true -o yaml > /cpaas/dex-serving-cert.yaml

kubectl get secret -n cpaas-system dex.tls -o yaml > /cpaas/dex.tls.yam
1

2. MR =4 BE

kubectl delete certificate -n cpaas-system dex-serving-cert --ignore-no
t-found=true

kubectl delete secret -n cpaas-system dex.tls

3. S AFET :

kubectl create secret tls dex.tls --cert=/path/to/tls.crt --key=/path/t
o/tls.key -n cpaas-system
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