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EREZEPNEEZ BT , FHEF Monitoring Component Selection Guide , FFARIEEREHL
., FEARMEHERERREGENAE.
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Fx infra mTRAXIKTES , 53 Cluster Node Planning,

TR EEAMGZ R, EHRIBERLT &4

e ©22% Monitoring Component Selection Guide FEF&EMR IS IEH G,
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MiEHIE T

1. SfiZ| App Store Management > Cluster Plugins , 3F15%&3¥ B irsEf.
2. %% ACP Monitoring with Prometheus &3 s Install,
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S =#E.E : Small Scale, Medium Scale #1 Large Scale :

- AEE T FEHFERNEMNERE

- AT ARAESKIR S BB 4 5 B RE L ACHR

- BANESEEFARAERN ; M TEEEE , @NEREERE

- LocalVolume : AMifr il , ¥IEFMEERE T R L
- StorageClass : {§  storage class BF4ESFFR &
- PV : (FANBERASE

R R ETIEER A EICE

BWEWISAH pod KEE
JEE : Prometheus (Y 3F 8T RT*

A EXE , BT EERAESH.

B/R~7E Advanced Configuration 7, >k Prometheus i {EfR
ZECE M node selector FHLN,

B /R7E Advanced Configuration F, A Prometheus #fF L {Etk
AL E MK toleration FLI,

AJIRIE R R LI A M NEIES I

4. S Install TR,

£/ YAML %3
K kA

BEKZE global HEEHH ModulePlugin #1 ModuleConfig &R , #ATREE A :
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prometheus 30h

prometheus-v4.1.0 30h

XFRRERHELE ModulePlugin prometheus , FEEAfMIRA v4.1.0 ,

4172 Modulelnfo
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kind: ModuleInfo
apiVersion: cluster.alauda.io/vilalphal
metadata:
name: global-prometheus
labels:
cpaas.io/cluster-name: global
cpaas.io/module-name: prometheus
cpaas.io/module-type: plugin
spec:
version: v4.1.0
config:
storage:
type: LocalVolume
capacity: 40
nodes:
- XXX XXX XXX L XX
path: /cpaas/monitoring
storageClass: ""
pvSelectorK: ""
pvSelectorv: ""
replicas: 1
components:
nodeSelector:

- key: kubernetes.io/os
value: linux

tolerations:

- effect: NoSchedule
key: node-role.kubernetes.io/infra
operator: Exists

prometheus:

retention: 7

scrapelnterval: 60

scrapeTimeout: 45

resources: null

nodeExporter:

port: 9100

resources: null

alertmanager:

resources: null

kubeStateExporter:
resources: null
prometheusAdapter:
resources: null
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thanosQuery:
resources: null

size: Small

TIRXE RS (Prometheus)

spec:
config:
components:
prometheus:
resources:
limits:
cpu: 2000m
memory: 2000Mi
requests:
cpu: 1000m
memory: 1000Mi

BFEEZVEMEE , B2 N Monitor Component Capacity Planning,

YAML FEE5# (Prometheus)

FE AL
metadata. labels.cpaas.io/cluster-name
metadata. labels.cpaas.io/module-name

metadata. labels.cpaas.io/module-type

metadata.name

spec.version

spec.config.storage.type

spec.config.storage.capacity

1D
LRI E IR AR,

N

WNSRCK prometheus |

~

WA plugin

Modulelnfo Z#8 ({520 :

<cluster>-prometheus ) ,

RIRKHIAIHIRAS

FiEZERY . Localvolume .

StorageClass B PV .

Prometheus F7EfEK/N
(Gi) . #¥X&m/N30Gi,
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nodes

path

.storageClass

pvSelectorK

pvSelectorV

components.nodeSelector

components.tolerations

components.prometheus.retention

components.prometheus.scrapelnterval

components.prometheus.scrapeTimeout

1D

£
storage.type=LocalVolume

RN RYIR. REIHFF 1LAT

o

E

storage.type=LocalVolume
BFROEAE LocalVolume 512,
LIV

{H : /cpaas/monitoring .

£
storage.type=StorageClass
B#) StorageClass & #K.

¥ storage.type=pv BJf{ PV
prie s

¥ storage.type=pv HJf¥ PV
VR ZE.

RIA%; ERT

StorageClass / pv Z&HY,

A%, X Prometheus T4
AL E HEZK% node selector
KL,

A[%, A Prometheus 3T 4
T EHEEZK toleration #,
iy,

PR RE KL,

PEREfRER ; ERTRRE
interval
ServiceMonitors,

IMEGH BB R RDER 5 BN

scrapeInterval ,
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TR 1D

spec.config.components.prometheus.resources Prometheus &I E .

Node Exporter ¥ (A
spec.config.components.nodeExporter.port

9100) .
spec.config.components.nodeExporter.resources Node Exporter KRIRRE.
spec.config.components.alertmanager.resources Alertmanager KRR E.

Kube State Exporter &R
EO

spec.config.components.kubeStateExporter.resources

Prometheus Adapter & FiIX
spec.config.components.prometheusAdapter.resources =

spec.config.components.thanosQuery.resources Thanos Query &I E .

WednsilAE © Small .  Medium

spec.config.size
2 Large .

WU T

T Moduleinfo ZFRERIEFAREZN , FBERETE M TR EIHPREMIRA

=

kubectl get moduleinfo -1 cpaas.io/module-name=prometheus

NAME CLUSTER MODULE

DISPLAY_NAME STATUS TARGET_VERSION CURRENT_VERSION NEW_VERSION

global-e671599464a5b1717732c5ba36079795 global promethe

us prometheus Running v4.1.0 v4.1.0 v4.1.0
FEOREA -

e NAME : Modulelnfo B4R
* CLUSTER : ZRIAFAISEEE
 MODULE : FfF##K

e DISPLAY_NAME : #EFE/RAEFR
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o STATUS @ L&IENKZE ; Running FRINEMINBIEIEELT
e TARGET_VERSION : TRHAZLZIERRA
e CURRENT_VERSION : TEEHIThRA

e NEW_VERSION : A] BFRIHIEMRA

¥ Prometheus T{ETEREZ! Infra D &

WNRHEE Prometheus i LIEREGZITEL A infra TR L |, BRI B)ECEBEFR
VRN, MAEELRR EXTE K T ERBIHIT patch,

o 7Eiz|& |, {$ A Advanced Configuration iX& Node Selectors #1 Node Tolerations,

o f£ YAMLH ,i&E spec.config.components.nodeSelector M

spec.config.components.tolerations .,

B

config:
components:
nodeSelector:
- key: kubernetes.io/os
value: linux
tolerations:
- effect: NoSchedule
key: node-role.kubernetes.io/infra

operator: Exists

EN XA BN Z 8T, EHAEH infra T RAMXAFHEBEREREN. BXAXEES
m , B3 W, How To ¥ Monitoring ¥5F , 3% Planning Infra Nodes for Monitoring,

IR B RARA M
RERAF , TUES U THAHRARL (5 < BHhREE)

At Vila) i

Thanos <platform_access_address>/clusters/<cluster>/prometheus
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A4 il bihil s
Prometheus <platform_access_address>/clusters/<cluster>/prometheus-0
Alertmanager <platform_access_address>/clusters/<cluster>/alertmanager

ACP Monitoring with VictoriaMetrics

R 551

o IR R EI VictoriaMetrics agent , iE#E{# VictoriaMetrics Center B3 fE &R+,

WIEH A &K

1. SfinZ| App Store Management > Cluster Plugins , 3553 B R .
2. %% ACP Monitoring with VictoriaMetrics {3 =7 Install,

3. ReEAT2% -
ZEHl 2R BRRE ANTRER., AXAIRETRIFEER , B2 AATHH YAML
2%,

e 19

YIF=FACE : Small Scale, Medium Scale #11 Large Scale :

Scale - AEET FEHEFRENERE
Configuration - ATARIE SR BERIAR 3% 5k B iE AL

-BANELEEFARAERH ; STRERE , BEREENXE

- KM : RIETTHEM VictoriaMetrics R4 EH

Install Agent Only _
- FHE - AN%EE VMAgent KA HF |, BIKH VictoriaMetrics Center

VictoriaMetrics

G B AT E VictoriaMetrics 2 EE
Center
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ZW D%

- LocalVolume : AMtifrfit , BiEAFAETEEE T R L
Storage Type - StorageClass : {# [ storage class B4 BIFAE
- PV : FRMERASE

4 Storage Type 4] Localvolume KHBIR, FEELIZSIRHEMT

Storage Path .
fiEi&12, BAME : /cpaas/monitoring .

4 Storage Type &) StorageClass Bf Pv BIEI/R, ®EMITHALG
Replica Count pod FI¥kE. 4 Storage Type A Localvolume B} , & AER

£ VMStorage HIBIASEK.

Advanced
AT EXE , BTEGRAESER.

Configuration

B /~7E Advanced Configuration 7, A VictoriaMetrics i L {Efa
AL B node selector R,

Node Selectors

B /~7E Advanced Configuration 7, 4 VictoriaMetrics Jiif4F L {Efa
FECE IR toleration LI,

Node Tolerations

Parameter ATRIE AR ISR S 5K
Configuration R BUREMRRRT ] REA GBI R EE HA

4. 51 Install STAE AL,

#H YAML &3
KB PR

BEKE global HEFFH ModulePlugin 1 ModuleConfig ‘&R , MIAEMHE A% -
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victoriametrics 30h

victoriametrics-v4.1.0 30h

XFRNERHPEL ModulePlugin victoriametrics , FHEAMEAE va.1.0 ,

4172 Modulelnfo

B —> Modulelnfo BR , FEARTHAECESTHNEIL T TR
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kind: ModuleInfo
apiVersion: cluster.alauda.io/vilalphal
metadata:
name: business-1-victoriametrics
labels:
cpaas.io/cluster-name: business-1
cpaas.io/module-name: victoriametrics
cpaas.io/module-type: plugin
spec:
version: v4.1.0
config:
storage:
type: LocalVolume
capacity: 40
nodes:
= XXX XXX XXX L XX
path: /cpaas/monitoring
storageClass: ""

pvSelectorK:
pvSelectorv: ""
replicas: 1
agentOnly: false
agentReplicas: 1
crossClusterDependency:
victoriametrics: ""
components:
nodeSelector:
- key: kubernetes.io/os
value: linux
tolerations:
- effect: NoSchedule
key: node-role.kubernetes.io/infra
operator: Exists
nodeExporter:
port: 9100
resources: null
vmstorage:
retention: 7
resources: null
kubeStateExporter:
resources: null
vmalert:
resources: null
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prometheusAdapter:
resources: null
vmagent:
scrapelnterval: 60
scrapeTimeout: 45
resources: null
vminsert:
resources: null
alertmanager:
resources: null
vmselect:
resources: null

size: Small

IR ERF (vmagent)

spec:
config:
components:
vmagent:
resources:

limits:
cpu: 2000m
memory: 2000Mi

requests:
cpu: 10600m
memory: 1000Mi

BEREZVEMER , S N Monitor Component Capacity Planning.

YAML FEESZ# (VictoriaMetrics)

FRIE
metadata. labels.cpaas.io/cluster-name
metadata. labels.cpaas.io/module-name
metadata. labels.cpaas.io/module-type

metadata.name

DS

LRI B IR AR,

N

WASRA victoriametrics .

Y
NS

/ﬁﬂq plugin .

Modulelnfo Z#R ({520 :

<cluster>-
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spec

spec.

spec.

spec

spec.

spec.

spec.

spec.

spec.

spec.

E%

?Z

.version

.config.

config.

config.

.config.

config.

config.

config.

config.

config.

config.

storage.

storage.

storage.

storage.

storage.

storage.

storage.

replicas

type

capacity

nodes

path

storageClass

pvSelectork

pvSelectorV

agentonly

agentReplicas
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1D

victoriametrics ) ,

REAIRIFIRAS

TFiEZE © Localvolume .
StorageClass &Y PV .

VictoriaMetrics FIFEfE AR/
(Gi) . B/ 30 Gi,

£
storage.type=LocalVolume

T RYIR, EFE—1EE

-
OSil=

e

storage.type=LocalVolume
KRS LocalVolume §&12.,
A

{8 : /cpaas/monitoring .

£
storage.type=StorageClass
BTE) StorageClass % #K.

4 storage.type=Pv B PV
prie S5

¥ storage.type=pv HBJf¥ PV
VAR ZE.

BIA% ; EAT
StorageClass F1 pv 2§
it
AERNEE vmagent , A ETT
M VictoriaMetrics A4S,

BN R agent AT
vmagent FIBI4%]
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spec.

spec.

spec.

spec.

spec.

spec.

spec.

spec

spec.

spec.

spec.

spec.

spec.

spec.

fl

config.

config.

config.

config.

config.

config.

config.

.config.

config.

config.

config.

config.

config.

config.
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crossClusterDependency.victoriametrics

components.

components.

components.

components.

components.

components.

components.

components.

components.

components.

components.

components.

components.

nodeSelector

tolerations

vmstorage.retention

vmagent .scrapelInterval

vmagent .scrapeTimeout

vmstorage.resources

vmalert.resources

nodeExporter.port

nodeExporter.resources

alertmanager.resources

kubeStateExporter.resources

prometheusAdapter.resources

vmagent.resources

1D

BRI agent /2K |, $2
{4 VictoriaMetrics Center f{1H
PREEFE.

al%k. A VictoriaMetrics 41T

Ve BLEHRHFZR node
selector L,

|[1%, A VictoriaMetrics 41T
Vet BLE HRFZR toleration ]
ny,

vmstorage HIEIEIRE XK.

PR [E)fmibde ; EATRRE
interval
ServiceMonitors,

HMEGER BB R)RDER 5 2R/ INT

scrapelnterval ,

vmstorage HK'RIFRE .

vmalert I &RIFIRE .

Node Exporter ¥z (XA
9100) .

Node Exporter RI'&IREE.

Alertmanager & RIXE .

Kube State Exporter & IFE&
=

Prometheus Adapter & IRKX

B (7T HPA/custom

metrics) .

vmagent fRIRRE .
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FEIEIE B34
spec.config.components.vminsert.resources vminsert KRR E .
spec.config.components.vmselect.resources vmselect K FIRRE.

WeisHIAE 0 Small . Medium

spec.config.size
2 Large ,

BUE R

T Moduleinfo ZFRERIZFEREZN, , FBIMREE M TR EIHPREMRA

kubectl get moduleinfo -1 cpaas.io/module-name=victoriametrics

NAME CLUSTER MODULE
DISPLAY_NAME STATUS TARGET_VERSION CURRENT_VERSION NEW_VERSION
global-e671599464a5b1717732c5ba36079795 global victoria
metrics victoriametrics Running v4.1.0 v4.1.0 Y%
4.1.0

FEGRAA

NAME : Modulelnfo & R4 #R

e CLUSTER : REIHMHFAERE

e MODULE : fHHHZFR

e DISPLAY_NAME : fifEEB/REZFK

o STATUS : ZHKE ; Running RRNKEMHEIEIIETT
o TARGET_VERSION : FRAHAZZERRAS

e CURRENT_VERSION : Z¥EHThRAS

e NEW_VERSION : A] BFRIHIEMRA

¥ VictoriaMetrics T{/ETE R E R Infra T /Y

ARFEE VictoriaMetrics i LAERBOUSITAEET A infra TR L | EERKRSEFHEIEECE R
RERN , MAEERIR ST T EREIHT patch,
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o 1Eiz%& | {$ A Advanced Configuration iX'& Node Selectors #1 Node Tolerations.

e £ YAML® , i&® spec.config.components.nodeSelector

spec.config.components.tolerations .

R~ :

config:
components:
nodeSelector:
- key: kubernetes.io/os
value: linux
tolerations:
- effect: NoSchedule
key: node-role.kubernetes.io/infra

operator: Exists

Eﬁﬁﬁﬁ@iﬁﬁ FNZ 7T, EHHRER infra T RAXIFERETEEREN. BXRANEES
Tm I, How To & Monitoring 1§88 , £34& Planning Infra Nodes for Monitoring.

e &AMt

RFTTASE , ATRUEE U R bR (K <> BHRASKERME)

A Vi)t
VictoriaMetrics <platform_access_address>/clusters/<cluster>/vmselect-
Ul ui/vmui/?#/metrics

l INFO

WREAT Install Agent Only , NAZEBARSEAMILE vmselect LA , RIAERHIIAME
FH VictoriaMetrics Ul sk,
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Monitoring Module Architecture
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Y Load h 4
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kube-apiserver < qcation Operator and alarm rule ALB
configuration
Query
— —>
Operate the prometheusrule rue——  Nervermore  [«-Collect log indicators Pron\]lel\;heus
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B=x

Overall Architecture Explanation

Trigger alarm————>»{AlertManager

Collect event indicators.
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alarm interval configuration

Y
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Monitoring System
Data Collection and Storage

Data Query and Visualization
Alerting System
Alert Rule Management
Alert Processing Workflow
Real-time Alert Status
Notification System
Notification Configuration Management

Notification Server Management

Overall Architecture Explanation

B RGN O ThREIE A AY, -
1. Monitoring System
o BIEXESEM | XEFHFANKE L1 KRN IETatr
o FREWSAIAN | IRERIFN GITPIEE A A 1LBE
2. Alerting System
o HEMNER  RLEMEREERE
o HEMATEM : WAASTEMNFFAEE
o SKIEHERE : IREARG LS E RS SR E]
3. Notification System

o BHAE : EEBEMRR, KAAAMKIE
o BHMRSES  BHEHLMBMRENECE

Monitoring System
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Data Collection and Storage

1. Prometheus/VictoriaMetrics Operator R3 :

o MBHRKLIEXRERE

o MEFFREEEANMNECE

o [EHECEE Prometheus/VictoriaMetrics S5
2. WmImBUREFRIR :

o Nevermore : 4 g HEM KTEHR
o Warlock : & RS FEHR

e Prometheus/VictoriaMetrics : it ServiceMonitor A F% & &-2& exporter FFR

Data Query and Visualization

1. IR ERIRAE
o HMESRAREMNER (F442 1 /platform/monitoring.alauda.io/vibetal )
o ALB #&75KZ Courier A4
o Courier API 4MBEE) :
o NETEHF | BEFEAMEHIREN PromQL F &3]
o BENIERF : HikHR PromQL BIiTiR4A 4
o MIEEMRREEHEIF RN
2. WIREREIRINAE :

o MFVIR global HF ALB (i%
12 : /kubernetes/cluster_name/apis/ait.alauda.io/vlalpha2/MonitorDashboard

)
o ALB ¥ &155RZE Erebus A4
e Erebus FEVEKREBHIRGITER

e Warlock ZB#41a35 :

o BRI EARECER &AM
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o “E1# MonitorDashboard CR iR

Alerting System

Alert Rule Management
HEMNAERE :

1. FAE) global £3f ALB (%
1%

)

/kubernetes/cluster_name/apis/monitoring.coreos.com/vl/prometheusrules

2. 3F3KTd ALB -> Erebus -> BAr&EEf kube-apiserver
3. BLAMEATR

o Prometheus/VictoriaMetrics Operator :
o REEENMNEIEM

o &1 PrometheusRule CR

o Nevermore : AIfT34ME AL 24EhR

YAy =]

o Warlock : WNTFAMNEEHFEZFEMR

Alert Processing Workflow
1 B2

o PrometheusRule/VMRule 5 X &2 1)

o Prometheus/VictoriaMetrics &R FE(L 110N

N
If
4
=

y3IE

o HEMMKGAEZE Alertmanager
e Alertmanager -> ALB -> Courier API
o Courier AP| TaTg iR & 1B 4N

3. HEHE
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o LEIFHZ4ETF ElasticSearch/ClickHouse

Real-time Alert Status

1 REXKE
e global #Ef Courier £ FEFF :

e cpaas_active_alerts : YBTiEIKEZE

o cpaas_active_silences : 4BTFFIAACE
« £J3 Prometheus & 15 )R &E—Ik
2. RKERR

o FUHIET Courier APl &) H B RSEIPIRES

Notification System

Notification Configuration Management

IBANAEAR . BN AR AL IS &R R BTERAZAN T
1. AAIBTNSEE5750R) global EREFIARHE API

o IlA)&1% : /apis/ait.alauda.io/vibetal/namespaces/cpaas-system
2. EIHMRTIR :

« Notification Template : apiVersion: "ait.alauda.io/vlbetal”, kind: "NotificationTemplate”

¢ Notification Contact Group : apiVersion: "ait.alauda.io/v1lbetal”, kind:

"NotificationGroup"

+ Notification Policy : apiVersion: "ait.alauda.io/vlbetal”, kind: "Notification"
3. Courier fa3g :

o BEIBIRIREIAM
o REBHIXARANAGEMN
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o REIEMARMEEIEM

Notification Server Management

1. AAEENSEESTIR] global SEFM ALB

o jiR]&1Z : /kubernetes/global/api/vi/namespaces/cpaas-system/secrets
2. B FHRAB MRS R E

o RIRZFR : platform-email-server
3. Courier fa3g :

o RWBMARSSEESEN
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Q Alauda Container Platform Q =

Monitoring Component Selection Guide

ELIREF IR |, FEIRE T A ITA A& © VictoriaMetrics 1 Prometheus, 483C
FAEANABX P FA GRS R LERT S |, TR REIERIERE,

B=x

BZR
ERESTIES
Prometheus FA5<£A {4
VictoriaMetrics A %<2E 4
BeRSTEL
Prometheus 4244
VictoriaMetrics 4244
ThAREXTLL
RERARENR
LA e i
Prometheus &3\
VictoriaMetrics &3 A\
WX
1E&{E VictoriaMetrics fig=

1E&{EF Prometheus ig=

Tl

s Z 1A


http://localhost:4173/container_platform/zh/
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UG BN A 4R |, RBE%FR VictoriaMetrics B; Prometheus HAPz—,

M 3.18 [RAFF44 , VictoriaMetrics B FH4& A Beta tKZ |, R & =R {E B &4,
VictoriaMetrics AT & ] AF KR Z L BITIAR.

Prometheus & T HRER KGR | TEENER/NIER.

AERE TR S

Prometheus <2044
LR B FR Theeithid
Prometheus Server MRXE. FENEE IS BURNAZ O IRS 5
Exporters WEBEERELAN |, BT HTTP O H&H KIS
AlertManager HEEHEDL , AREENNFEMLE
PushGateway AR IREURAHERAET | @R THFAMR IR N AR

VictoriaMetrics #5204

LR Thaes

VMStorage EIERIRFAES

VMinsert ARBUBE N A F RN BIES N At
VMSelect RESUREMRE N MBI RS AN
VMAlert HEANIHESA A

VMAgent WITTEAR K SRR
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Prometheus Z2#4
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Prometheus 2 BAAKFFIRLIE RS , 2 CNCF 4% Kubernetes 2 [EHE AN eevIng , EHFLL

TR -

o SRAMEIEXERES.

o RIEREMES PromQL,
7T

ERET AL

o SHFTT RAEREREE,

VictoriaMetrics ZE#4

VictoriaMetrics & FT— S MEBER PR FER MIsM R AR , A&UTIHR -

o EERBURE4ELL.
o ERITIHFE.

o RASFEBETA,
o EHETEBEE,

ThREXTEL

KR
ERL

Prometheus

X

BRILAEF
fi#

VictoriaMetrics

FRAEXFF

WiEH

VictoriaMetrics X EIFRERSH ,
BEE—S M E5F

PE IR T QIR

VictoriaMetrics & & KHI¥IE1Z0E
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haE Prometheus VictoriaMetrics ke
AL ES L= EZ)r VictoriaMetrics ‘RIRFIAZEE S
HXTFF T B R E R

Prometheus #18 E KK XAES
I SN AN A\ Y
TRAREN

RAL gy L i

Apollo

Query

Cluster1/Cluster2/Cluster3

Query Query

A 4

VMAgent

VMAgent Prometheus

Write Query
Collect Collect Collect
Send
A 4 v b A\ 4
Exporter | Exporter lertmanage Exporter Exporter
Cluster1 Cluster2 Cluster3 Cluster4

FRIRRT T AN EA MR M R EERE . FAIREL TR SR A A R

~ts

I\

TE | BHEIAAEN | EHRCTLHBEINEAN , EREEIEA ST ATHE.
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Prometheus & 7=
ZARI N _EEFE clusterd 2244

« {§ A Prometheus A& ITHIE.
o BT WIEER B RIREUE.
o ERTRKHTR.

VictoriaMetrics &3 7=
VictoriaMetrics XL FFhaEfE=

1. AR

XFh_EE ) cluster2 4244,

BT VictoriaMetrics 4R R IR —%£EEAN.
A VMAgent XEHIEHE A VictoriaMetrics,
VMAlert TaT3 & B AL,

o BN MITEREWMBREE. RN 1 BXBURAARET &7 100 FESE AR,

2. ZERHTRE

¥Ry _EE=F ] clusterl/cluster2/cluster3 2244,

MV &R E VMAgent /EAEE R EBREK,
VMAgent B#IEE A\ RIEIZFEFFH VictoriaMetrics,

ML RS —REEE, R O BWRIERIK VMAgent BT , VictoriaMetrics iR 256
EEEIEERT.

23RN

&5 {£ A VictoriaMetrics {3z

o SMERERFIY RMEK  ERTAESHEHBUENKRFRN IR
o MAMRER : FEMNUAMENTE RIEAE.
o SUTRABK | SEERAGHNSI ATEERETK,
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o ZHEREE  FREEZNEHS—EHTITHE.

1E4&1EH Prometheus K3z

BRI - ISR, TTETARK,

£ Prometheus F 5 : EATEK Prometheus IFKAR,
ERATRE B | IBKE AR RITAR.

RELESEM - 5 Prometheus £ RBER , THBARS.



WistA A EHK - Alauda Container Platform

Q Alauda Container Platform Q

T B ENK

ERAMHRREENFET— IS ERRERTEREE. Fit , BE IR EEEN
&, FFRIEA A T E R ALK A B A BT B IR

B=x

BRRSAHIEL
Prometheus
/NKLFE — 10 A worker A, 500 MAE Pod
FRERIAE — 50 4> worker T , 2000 MA S Pod
KHIAE — 500 4 worker 374 , 10000 MWA 2 Pod
VictoriaMetrics
/NFIAE — 10 4 worker i , 500 MA 2§ Pod
RIS — 50 4 worker T4, 2000 MW A2 Pod

KA — 500 4 worker T, 10000 PN AZS Pod

BxSHIEL

o ANAFHFIERE RITREEMRERE | BEEAETNIK T EEL.
o WIERAIRRERTE) N 7 X ; HMRE BiREIRILANEEE,
o FHERLSES EREEL (SSD |, 416000 IOPS |, #41250MB/s i&E |, JhiriEs) .

o MK TEmEkikas 7 MEVRISISTAE , f0“acp ns overview page”F1“platform region detail
page”.


http://localhost:4173/container_platform/zh/
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Prometheus

AT B IRAAEX S #) Prometheus KR4 (Thanos Query, Thanos Sidecar %) AR EE

W

JNHAE — 10 4> worker T = , 500 M A 2% Pod

o FEFFIEEUEZR : 492800 KEAS/FD

Component

courier-api

kube-
prometheus-

thanos-

query

prometheus-
kube-
prometheus-
0

Container Replicas
courier 2
thanos-
1
query
prometheus 1

FEERIAE — 50 4> worker T AL

o TEAREREUER : 247294 HEASIRY

Component

courier-api

kube-
prometheus-

thanos-

query

Container Replicas
courier 2
thanos-
1
query

CPU Memory Disk (if
Notes
Limit Limit applicable)
2C 4Gi - -
1C 1Gi - -
7TX
_ 44
2C 8Gi 20G .
ZPN
10G
o 0o
2000 X% zs Pod
CPU Memory Disk (if
o o ] Notes
Limit Limit applicable)
4C 4Gi - -
2.5C 8Gi - -
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. . CPU Memory Disk (if
Component Container Replicas o o ] Notes
Limit Limit applicable)
prometheus- 7X
kube- _ N
prometheus 1 4C 8Gi 40G .
prometheus- =P\
0 30G

XA — 500 4 worker FF e , 10000 MU A 2 Pod

o TEMMREURZ : 441575 HEA/RD

. ) CPU Memory Disk (if
Component Container Replicas L L . Notes
Limit Limit applicable)

courier-api courier 2 6C 4Gi - -

kube- W

prometheus- thanos- . 20§

1 2C 6Gi -

thanos- query {FA :

query &4
(P

prometheus- 54

kube- _ 15Gi

prometheus 1 8C 20Gi 100G

prometheus- 7 XK

0 “E)
69G

VictoriaMetrics

AT 212 MAER B VictoriaMetrics HEERE7 X,

JNHAE — 10 4> worker T = , 500 M A 2% Pod

o FEARIRENREK : 243274 HEA/FD



Component

courier-api

vmselect-

cluster

vmselect

vmstorage-
cluster

24148 — 50 4 worker 72 , 2000
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Container Replicas
courier 1
proxy 1
vmselect 1
vmstorage 1

o TEARREUEZR ; £4)6940 FEA/FD

Component

courier-api

vmselect-

cluster

vmselect

vmstorage-

cluster

Container Replicas
courier 2
proxy 1
vmselect 1
vmstorage 1

CPU

Limit

2C

1C

500m

500m

CPU

Limit

4C

1C

2C

2C

Memory Disk (if
Limit applicable)
4Gi -
200Mi -
1Gi -
2Gi 3G

o OO
XA S Pod

Memory Disk (if
Limit applicable)
4Gi -

200Mi -

2Gi -

2Gi 10G

KA — 500 4> worker & , 10000 M A 2%

o FEARBEUERE : £4)34300 HEA/FD

Pod

Notes

77X

E]
BEA
1.5G

Notes

7X
R

2.6G



Component

courier-api

vmselect-

cluster

vmselect

vmstorage-
cluster

Container

courier

proxy

vmselect

vmstorage

Replicas

CPU

Limit

6C

2C

5C

2C
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Memory
Limit

4Gi

200Mi

3Gi

6Gi

Disk (if
applicable)

30G

Notes

7X
E]
EA
16.8G
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0 Alauda Container Platform

P OB

B=x

Monitoring

Metrics

PromQL

Built-in Indicators

Exporter

ServiceMonitor
Alarms

Alarm Rules

Alarm Policies
Notifications

Notification Policies

Notification Templates
Monitoring Dashboard

Dashboard

Panels

Data Sources

Variables

Monitoring


http://localhost:4173/container_platform/zh/
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Metrics
AT EEMRRGRIZITRE , SMErBEUNERERAN -

e Metric Name : HTHARABIGIEXSR , 20 cpu_usage
e Metric Value : BE{&KINEXE , 40 85.5
o Timestamp : 10N |E]

o Labels : BTFZ4EEEESZE , A1 {pod="nginx-1", namespace="default"}

PromQL

PromQL & Prometheus KIEVIES , A TERMRE LIE RS RFEAREUE.

Built-in Indicators

FAETKIMZEERME T —RIE BREETER , BB SENNEEE TR T '
&EA  THAMINCE.

EXxporter

Exporter AT R&ERZEBIENAMG , TEIATEE

o MBEIRARLGKE G IR
o RBHRFEHR AR HERIIS FFHEARE I
o BT HTTP EARATEIIIEHE N

ServiceMonitor

ServiceMonitor B FEIRAXESE LITAE , TEEN :

o IR EIRHOEIR A
o TERXEZANEKE
o XEMEFHPITSE (AR, BIF)
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Alarms

Alarm Rules

S MR R S AR SR -

Alarm Expression : {3 PromQL B iR filAk 552 mM &4
Alarm Threshold : fil/& (IBARfIA F{E

Duration : 2k FF4R1H & FIB (8]

Alarm Level : XOEEMKTEEFRE (40 PO/P1/P2)

Alarm Policies

nufﬂ*

ERIR SN EEMNBRE— R TSRS

o Alarm Targets : LU B rSEE
« Notification Method : & ¥4 E

 Sending Interval : & &8 &Nl (8] [B)f%

Notifications

Notification Policies

IBAR EIREEHENAERNN

o Recipients : HZE K E A~

« Notification Channels : XFFHEEAZE AR,
« Notification Templates : JHERBERKTE N

Notification Templates

BAER B E L EEHERRRE
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o Title Template : 4528 BARAAE
« Content Template : &2V 1EMIZALZA T
 Variable Replacement : X35 REIEETT

Monitoring Dashboard

Dashboard

HIEHEREZ T HAXRERNES | RERCCRENBENE, SKFRIENH RS, 7TIR1TE
B ERTEAR .

Panels

AR 2 S BIRI TR | SIS FhRIREL,

Data Sources

EEBIRRNECE ., BRT{COF AR SRR N EIAMHENEIER | EASHFEE X BRIR.

Variables

ZEFENMENS R , TRTIEREN, B IR EEES , TSRS
Ft , SSHEIERA A SIS,
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0 Alauda Container Platform Q

eSS

EARETR HEEHE BAEE
EEFRAMRENTER ThEERLIR Themid
& & Prometheus / VictoriaMetrics 77  EEINRE FEThEE
BEFAENKFBENETER IhRei s BRARS S
& A SNaRTERR BT Ul AR R TBENERARA

B CL U mIREE TBENAEAR

B CLI Pl EHEE BRI

B

TR EE
Theemid
ETHAER TSR
EIRE R ThEEMRLIA
BT CLI U2 M 4% iR £ e
ERRHATE A

E E X Blackbo
BT CLI plEE

ZEER


http://localhost:4173/container_platform/zh/
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0 Alauda Container Platform Q

TEpRETE

F AT ARGET Prometheus / VictoriaMetrics WEEKITERR, A3AHRTE S S EH XL
s
EAR.

B=x

BETFHAHRERTENR
&% Prometheus / VictoriaMetrics 1ZAEHRIFT A TERR
k23S
BRAEDIR
BRTFAENLNTENETER
23S
BRAESIR
S RAMEBTER
U2 Sas

BAESIR

BEFaErRERTEMR

FENEHAMNEIEARZET serviceMonitor HERERFENIENR. FAPrFarrEd
/metrics YR ATE , BAIMERA TR GG S ERF &R XN HERERTER :


http://localhost:4173/container_platform/zh/
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curl -s http://<Component IP>:<Component metrics port>/metrics | grep 'TY

PE\ | HELP'

B

& & Prometheus | VictoriaMetrics 12K FT B 545

EATABEEE T ARTERS IR , BENEETXEIENRE I H PromQL,

R 5 AF

1. SREFRELF F Token
2. IREARECE & ik

BAEDIR
FH curl @4zTA TS mREFEmRSI3k -

curl -k -X 'GET' -H 'Authorization: Bearer <Your token>' 'https://<Yo
ur platform access address>/v2/metrics/<Your cluster name>/prometheu

s/label/__name__/values'

B
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"status": "success",
"data": [

"ALERTS",
"ALERTS_FOR_STATE",
"advanced_search_cached_resources_count",
"alb_error",
"alertmanager_alerts",
"alertmanager_alerts_invalid_total",
"alertmanager_alerts_received_total",

"alertmanager_cluster_enabled"]

BRFAENKETENETER

ATHRARAFPER , FERET KEE BiEtr. CAECE T EEIZmARE AT DUE R XL
1abr , TRBEITEN. RN BIMAERXLLISIR.

R 551

1. BREFREUE F Token

2. BT AL
BAELIR
B curl BSETINTHSREEAFIIE -

curl -k -X 'GET' -H 'Authorization: Bearer <Your token>' 'https://<Yo
ur platform access address>/v2/metrics/<Your cluster name>/indicator

IS 1

IRBigE
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{

"alertEnabled": true, e

"annotations": {

"on": VRIS CPU RIS,

"descriptionEN": "Cpu utilization for pods in workload",
"descriptionzH": "itELBHFAIIM CPU FIFZER",
"displayNameEN": "CPU utilization of the pods",
"displayNamezH": "JHEZA¢hREM CPU FIFAZ",

"en": "Cpu utilization for pods in workload",
"features": "SupportDashboard", 1’
"summaryEN": "CPU usage rate {{.externallLabels.comparison}}{{.exte

rnalLabels.threshold}} of Pod ({{.labels.pod}})",
"summaryZH": "Pod ({{.labels.pod}}) # CPU {#fBZ% {{.externalLabel

s.comparison}}{{.externalLabels.threshold}}"

3

"displayName": "JTEAHFRIRM CPU FIFZEK",

"kind": "workload",

"multipleEnabled": true, (@

"name": "workload.pod.cpu.utilization",

"query": "avg by (kind, name, namespace,pod) (avg by (kind,name,names

pace, pod, container) (cpaas_advanced_container_cpu_usage_seconds_total
iratesm{kind=~\"{{.kind}}\", name=~\"{{.name}}\", namespace=~\"{{.names
pace}}\",container!=\"\", container!=\"POD\"}) / avg by (kind,name,nam
espace, pod, container) (cpaas_advanced_kube_pod_container_resource_limi
ts{kind=~\"{{.kind}}\", name=~\"{{.name}}\", namespace=~\"{{.namespac
e}}\", resource=\"cpul\"}))", ‘a
"summary": "Pod ({{.labels.pod}}) B CPU {#fZ {{.externallLabels.co
mparison}}{{.externalLabels.threshold}}",
"type": "metric",
"unit": "%",
"legend": "{{.namespace}}/{{.pod}}",
"variables": [ e
"namespace",
"name",
"kind"

O AR AIFATRESE
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O NIRRT T ST mEiR
O HIERESIIFATRES RIREE
O F5H5E XK PromQL iE4s)
@ 7FE#x PromQLIEAF A A E

SR ASNIRTERR

(&7 FaNETEIRS , BB PUBIT serviceMonitor 3% PodMonitor EEAEMIN =
AN ARZERFEIR. AT Pod R RRIER—E R Elasticsearch Exporter A4
WEA.

AU 551

HERRNAIFETIEEEAREIENR. AR ERN AR cpaas-system @&T
8] , F¥HEEET http://<elasticsearch-exporter-ip>:9200/_prometheus/metrics ¥gaa.,

BRAEDIR

1. 8J& Service/Endpoint PA{ Exporter &ZFZEF5H5
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apiVersion: vi
kind: Service
metadata:
labels:
chart: elasticsearch
service_name: cpaas-elasticsearch
name: cpaas-elasticsearch
namespace: cpaas-system
spec:
clusterIP: 10.105.125.99
ports:
- name: cpaas-elasticsearch
port: 9200
protocol: TCP
targetPort: 9200
selector:
service_name: cpaas-elasticsearch
sessionAffinity: None
type: ClusterIP

2. B3 serviceMonitor XYHIHANFBREMIEN
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apiVersion: monitoring.coreos.com/v1l
kind: ServiceMonitor
metadata:
labels:
app: cpaas-monitor
chart: cpaas-monitor
heritage: Helm
prometheus: kube—prometheusa
release: cpaas-monitor
name: cpaas-elasticsearch-Exporter
namespace: cpaas-systeme
spec:

jobLabel: service_namee
namespaceSelector: e

any: true
selector: @

matchExpressions:

- key: service_name
operator: Exists

endpoints:

- port: Cpaas-elasticsearch@
path: /_prometheus/metricse
interval: 603@
honorLabels: true
basicAuth: e

password:

key: ES_PASSWORD

name: acp-config-secret
username:

key: ES_USER

name: acp-config-secret

0 ServiceMonitor N [@] 2 Prometheus ; operator £%R{F Prometheus CR ]
serviceMonitorSelector BLE M NITXF R/ ) ServiceMonitor ‘&R, 2NR ServiceMonitor
PR AILEC Prometheus CR f{] serviceMonitorSelector Bg& , i ServiceMonitor

R&4¥ operator 1515,

9 operator £1R1E Prometheus CR f] serviceMonitorNamespaceSelector BtE& %
rfLL s 45 25 [B]f8) ServiceMonitor ; Z05R ServiceMonitor /~4£ Prometheus CR (]

serviceMonitorNamespaceSelector # , W% ServiceMonitor ~&4#f operator ¥54%.



FEFRETE - Alauda Container Platform

Prometheus W& IFEIRASRIN— job 5% , {E XA jobLabel 4] service AR%E

ServiceMonitor #£3E namespaceSelector AL EULACXTR/ Y] Service,

ServiceMonitor fE#E selector ECEULHAC Service,

ServiceMonitor 83 port L& ULEC Service HimH .

7la] Exporter fIi&1% , ERAH /metrics,

Prometheus #IHX Exporter $8R1E]fR.

BNERYJ718) Exporter B2 EZIAME , MERIMAIESE ; th3#F bearer token, tls
ANEEA R,

3. #&& ServiceMonitor 4% Prometheus 4%

el SRA 4R Ul , ERBIFELE job cpaas-elasticsearch-exporter .

00000~

e Prometheus Ul #itlk : https://<Your platform access

address>/clusters/<Cluster name>/prometheus-0/targets

« VictoriaMetrics Ul #B3it : https://<Your platform access

address>/clusters/<Cluster name>/vmselect-ui/vmui/?#/metrics
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Q Alauda Container Platform

R EE

B=x

ThREMEA
FERE
ThREM
I Ul R R
AR 5
BRAEIRAR
PR EERR
AoE & EAN
HAthACE
FH AR
BT CLI Al RIRE
[iE2 s
BRAEINAR
BT CLI 2 aaE
B S0
BRAEINAR
TEEER R EERE
235
BRAEIRAR
PR EEREIR
1 SRR B EE R I
REEEHN

[


http://localhost:4173/container_platform/zh/
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ThREMER

FANSTEEHETREEERMA 2RI EANANASHE . BIFAMERNARSEEN
RERBENEERN , BERECNEERIRMN ZEENG) , AN Rt BMEE
RRAR.

TR FaBHERERWE AR, #UESBRIRTCENEE A EM IR ERE , K2
SR =AY/l SRR SR

FEINRE
e NEASUEZRM : HT% WHESHRI , 51X global EHMI{ELEERTIRER
BRI,

o BEMNEEMN : IFETZFHIRIRGIEEEMN , BIEME KiTEbr, BE L%
PR, REREW, FEHEEENF QS 0E.

o HERIREE | STIFARMEEIRENEERR | REN AT RMUEIR.
o BEBMEM  SHFEISMHREFTEEEHELZEAR,
s

o FEARRS : XAFEEEETEMIFEE  BRARABARKEIZEBNETEREE.

N

%

. RNEEEE | RHRNAE | SR RRMILTE BRSO RNE RRE SRR,
o HENHEEF  TIFEF—EFMBINMNIEEELT , FTE4EARMNEE SRR s
EEHA,
NDPAT
IHRELH

o 2HNVERES  IFTEH. T, ITHAHSESMHRIEEENKGE , NEFERASS
BRRE , TRASMNCERN A E .



HE&A5IR - Alauda Container Platform

BARSSHIAR N ECE |, RSB R ; EEARNE , FTAF

o REMEEAI  FEEMEK  WREBLNAD , FZRETEHX , 3T
e
o STEMNBIREE | FPRIOFERKIEED , BREEEEREWE,

J Ul G2 & E R

R 55 AF

- BREEMENS (NBREEELE)
- EFREBERENBAN (MRET USSR LE)
. EFENEREACEMANTAEREAMN (RATRRRFHOE LRI 4E)

BRAEINAE

1M B > 5 > SR,
2. (R DI
3. REEHASE.

. BURSRISAMETIR (154 % 2T 19 deployment 1K)
. FORGEAZ

. RERSWPREANEE" | XHEHFBIRMA LR,

. SEHESYN , UERTYRRIR.

o SRS HASEN , FRAERENFAR (M0 cert.” ) .
FHEE

o IREMARSEMHNRNEERE (20 Pod KERF)
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o BAEFIEERIR TR RIR , STFFEINREFRMABTIR.

En=g s Wl

Rt AINEEAR , ARIEEZEFAEEN TSN

TRE

F oW

2 SF R

Bl

I

B Sw

[
W

5

WiEA

Prometheus A& EITIEARE % | 2

rate(node_network_receive_bytes{instance="$server", device!~"10"}[5m])

B X EATTER A , A F o NS\ F A TE S P ikd®

wH|E RPNV RLFR , 8K {{.LabelName}} , &0 {{.hostname}}

RE/E4ERNEEIED

HERNSEMFEL (30 Error) |, 2AMEWRFERZ A OR &%

EHFEEEWFE (Reason , 3 BackOff, Pulling, Failed %) , ZAEHFER 8
OR i&#%
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%
¥ WA

firk

& PR EAY, SEBEMFFSEE (A1) A, RIESKEHE/ BESFBEFARBSEE
% BIERIPLEL , AR SREHEAE S ZRETCRNFENTE) , HMTE SR 5.
s

==

= 4374 Critical, Serious, Warning 1 Info P9M&51, RIARIE LA NSV & HIF0E |, A XT
% R G RR B A TR LR 5.
5]

BHEESH
2 WiAH
i E)SE = EWERRIE O
FH R I EESHRAISREGRRA , 20 FER AR OR &k
fih A S A+ ET S ER TR FIIT
HER SRIBEZRANELAEE
HAACE

1 EFE— PRSI ERAIB R,
2. BEEHERIXER.

o 2/ : EAFAIALE.
o BEX : \IRIEEEERAIRERRMRIXFANIR.
o WEEFAERN , (NAESEMANIK RIS RIXIBL.

FHAthi A

1. FEEZHI N E L &G |, a]i& & labels 1 annotations,

2. BYRECEIES £ Prometheus Alerting Rules Documentation


https://prometheus.io/docs/prometheus/latest/configuration/alerting_rules/
https://prometheus.io/docs/prometheus/latest/configuration/alerting_rules/
https://prometheus.io/docs/prometheus/latest/configuration/alerting_rules/
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3. EE :
BT CLI gl JRIFEEZE

BIie St

. CREBMER (NERESHEEE)
o EREBDRENIAN (HIRET IS AR SRR A E)
. ERENETEAE AT BEREAN (ARET AEMEAL SRR A

1. FEE YAML ECEN 4 , 94K example-alerting-rule.yaml ,
2. £ YAML 3C 4780 PrometheusRule & iRFFIE
B -

L aran

237, AR RGIAIE T 4K policy (&%
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apiVersion: monitoring.coreos.com/v1l
kind: PrometheusRule
metadata:
annotations:
alert.cpaas.io/cluster: global # S & EEi AW
alert.cpaas.io/kind: Cluster # 7#Fjjizeil
alert.cpaas.io/name: global # #ixiZ, 5540 240 (H | 2R sts
(.*)
alert.cpaas.io/namespace: cpaas-system # 505 ifran o8], SFH
NN (B | R sEE ()
alert.cpaas.io/notifications: '["test"]'
alert.cpaas.io/repeat-config: '{"Critical":"never","High":"5m", "Med
ium":"5m", "Low" :"5m"}"'
alert.cpaas.io/rules.description: '{}'
alert.cpaas.io/rules.disabled: '[]'
alert.cpaas.io/subkind: "'
cpaas.io/description: ''
cpaas.io/display-name: policy # 5 ERELERAHR
labels:
alert.cpaas.io/owner: System
alert.cpaas.io/project: cpaas-system
cpaas.io/source: Platform
prometheus: kube-prometheus
rule.cpaas.io/cluster: global
rule.cpaas.io/name: policy
rule.cpaas.io/namespace: cpaas-system
name: policy

namespace: cpaas-system

spec:
groups:
- name: general # 2 HIJZH 4k
rules:

- alert: cluster.pod.status.phase.not.running-tx1lob-e998f0b9485
deeleade5ae79279e005a
annotations:
alert_current_value: '{{ $value }}' # M{aid4y], F3FoA
expr: (count(min by(pod)(kube_pod_container_status_ready{}) !
=1) or on() vector(0))>2
for: 30s # JFZLhd(A
labels:
alert_cluster: global # & &Rtk
alert_for: 30s # JHZifdE
alert_indicator: cluster.pod.status.phase.not.running # =%
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alert_indicator_aggregate_range: '30'

alert_indicator_blackbox_name: ''
alert_indicator_comparison: '>'
alert_indicator_query: "'
alert_indicator_threshold: '2'
alert_indicator_unit: ''

alert_involved_object_kind: Cluster

alert_involved_object_name: global

alert_involved_object_namespace: '

alert_name: cluster.pod.status.phase.not.running-tx1ob

alert_namespace: cpaas-system
alert_project: cpaas-system
alert_resource: policy

alert_source: Platform

severity: High

it CLI Al Sy

HIIR 5 AF

- CECEBMRR (WTEEBNEEEM) .
o BNEHOTREEAN (MEETRIEERNEEREINLE) .
o BNERCRRASHFHRAGNREXEANT QEETHENSANETERMITLE) .

BRAEIMAZ

1. 713 YAML ECE XS , 94~ example-alerting-rule.yaml ,

2. 7€ YAML 3CHE RN PrometheusRule &EFFIRAE. LT RBIBIIE T &4 policy2 HIFTEZ
R



42438 - Alauda Container Platform




Lot

apiVersion:
kind: PrometheusRule
metadata:
annotations:
alert.cpaas.io/cluster:

alert.cpaas.io/events.scope:

&1 - Alauda Container Platform

monitoring.coreos.com/v1l

global

"[{"names":["argocd-gitops-redis-ha-haproxy"], "kind":"Deploymen

t","operator":"=", "namespaces":["*"]}]"
# names: FMHEEMRIRLIR HR/IRAT, operator JLio
# kind: filZRSEAHEZRRIRRE,
# namespace: IREBHEEXNRFEMBEGETH. THARTEGETHRIR 4 n

s A '] HRRAERA T,
W =, =,

# operator:

=

alert.cpaas.io/kind: Event # &5&2¢7), Event (%Eﬁﬁtéé)
alert.cpaas.io/name: '' # FWREE(ER, S{HEEA
alert.cpaas.io/namespace: cpaas-system
alert.cpaas.io/notifications: '["acp-qwtest"]'
alert.cpaas.io/repeat-config: '{"Critical":"never","High":"5m", "Med
ium":"5m", "Low":"5m"}'
alert.cpaas.io/rules.description: '{}'
alert.cpaas.io/rules.disabled: '[]'
cpaas.io/description: ''
cpaas.io/display-name: policy2
labels:
alert.cpaas.io/owner: System
alert.cpaas.io/project: cpaas-system
cpaas.io/source: Platform
prometheus: kube-prometheus
rule.cpaas.io/cluster: global
rule.cpaas.io/name: policy?2
rule.cpaas.io/namespace: cpaas-system
name: policy2
namespace: cpaas-system
spec:
groups:
- name: general
rules:
- alert: cluster.event.count-6sial-34c9a378e3b6dda8401c2d728994
ce2f

# 6sial-34c9a378e3b6dda8401c2d728994ce2f A HE X LMFIEME—

annotations:
alert_current_value:

expr: round(((avg

H

"{{ $value }}' # HpiEEZN, RFEFZHA
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by (kind, namespace, name, reason) (increase(cpaas_event_count{n
amespace=~".*" id="policy2-cluster.event.count-6sial"}[300s])))

+ (avg

by (kind, namespace, name, reason) (abs(increase(cpaas_event_cou
nt{namespace=~".*",id="policy2-cluster.event.count-6sial"}[300s])))))

/ 2)>2

for: 15s

labels:
alert_cluster: global
alert_for: 15s

alert_indicator: cluster.event.count
alert_indicator_aggregate_range: '300'

alert_indicator_blackbox_name: ''
alert_indicator_comparison: '>'
alert_indicator_event_reason: ScalingReplicaSet
alert_indicator_threshold: '2'
alert_indicator_unit: pieces
alert_involved_object_kind: Event
alert_involved_object_options: Single
alert_name: cluster.event.count-6sial
alert_namespace: cpaas-system
alert_project: cpaas-system
alert_repeat_interval: 5m
alert_resource: policy2

alert_source: Platform

severity: High

JEEER IR & E R

HEERES X SR RN S EANFE R NA S, B HEER , o] DU R A
A bR, TRENTEAHSIZEERE,

R 551

- BECEBM%KRE (MNFEEBNEEBM)
o BERCTKREZRAN (QEETREERNELRIENNE)



HE&A5IR - Alauda Container Platform

BRAEIMAZ

B EHEEIR

1. FEMSAE RS 40 > HE > FEIER,
2. Rl BB EERIR.

3. LB EERMNEMEE.
4. 1 FEAN X, i RINEEARN , RIEATSEBOAERRINEERLN
%
” 1t
& s
o Prometheus A MIETEARETL | 40
i% rate(node_network_receive_bytes{instance="$server", device!~"10"}[5m])
T
&
g BE X SISTEAR A , AIF i ASNTF A TRE AR ik
{iva
&
51
;J SHIEIRP AT ZFR , #8304 {{.LabelName}} , #0 {{.hostname}}
w
)
[A] X NI
o HE/SE4EmNEE &0
H
X BENBEWFE (41 Error) , Z4MEAFERZ[AIA OR i&E#
="

B Sw 4

EHRABTWFE (Reason , 3l BackOff, Pulling, Failed %) , ZMEHTFE 2 A
OR i&#
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%
" BiAR
fish
% NS o
% AL BEER . SZEEMIFEESE (A1%) A,
s
&
% 4y>4 Critical, Serious, Warning 1 Info PR 5, AIARE S LR NS\ & B0 |, Xt
254 VIR E SRR S ZLR S,
bill
5. mir I,

{8 5 BARAR B 5 5 TR
1 MG S BATD > E > HERE.
HOR « RDETRER S Y B AR B
2. pril QRS ESRIE IRAFHRITR > ARG S L RN,
3. BLEEASH , 2E5UTHAE -

B 169

ik SEREE NG SR AT, BARRER, TR EAA%, SR  TEE
£ FK SRR AN, BRI SEE.

5R \ i} s e e - _
o SERHHLRETRT B, FA R R WS SRR | XA AT E R,

REEEFI

SFEFERE, TRATREAMGNEEHTHRNRE. BIMSEEEREEHK , =X
HERE N BANEFSRNENMMANRNRXERHEE. STHFRXEFRRMNE E LI EFEK.
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BN FEFHRSAERE |, 52 RIFATREE IR E RS , SBREFEME | BHEARETR
AP TTRATR R R EEE A, REETE RGP LU EARAE.

IR SRR SERIGERE R | SRS ER B 3IER.

g UNERE

1. FEMSHAE R a0 > 5% > SER.

2. AT BRI EEREAMURIERA > BEFREA.

3. Vi HEFFI T REFFERE
R TP R ER S Exﬂl BUEER AR FRAITT K.

4. IRIELLT U ERABCE M R SAL
7R - ARG ESRIEA R , RO R, %’%_Féﬁiﬂﬂ PRI BT IRIRAERE S R
ERER R IIEFECE RN ; A e , MINMERT AINEENRIETEE , AL B
BRI BIFHRIEA AL,

88

%

#

L

N BRI T A PR

e

B »

. IR BT R R AR,

R

; SLHIONETEE, BERMETAN , FEHNABIRE | EHRERNAEEL
& FBPLTEERERBRMAEE  SLBAERE. KA : BREERREIEE
N SRR . BN BRI R |, BRERRELT 5 4.

B

5. Rt WE.
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N - NIREFREEFREATTIATT , HERREAMIFRIURE N 2 EF. ILRAE)
KEZMIEE KRB ; S5IRT AR RANE) , SRR H B4, MNfhA NN
KRIXIBAD,
& CLIEE
B RIRBFR , PUTHS -

1. FEE EREFHFUNEER
kubectl edit PrometheusRule <TheNameOfThealertPolicyYouwWantToSet>

2. SRR BIBHURIR , IR IR
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apiVersion: monitoring.coreos.com/v1l

kind: PrometheusRule

metadata:

annotations:

alert.
alert.
alert.
alert.
alert.
alert.
alert.
alert.
alert.

cpaas.
cpaas.
cpaas.
cpaas.
cpaas.
cpaas.
cpaas.

cpaas.

cpaas

io/cluster: global
io/kind: Node

io/name: 0.0.0.0
io/namespace: cpaas-system
io/notifications: '[]'
io/rules.description: '{}'
io/rules.disabled: '[]'
io/rules.version: '23'

.i1o/silence.config:

"{"startsAt":"2025-02-08T08:01:37Z", "endsAt" :"2025-02-22T08:01:37
Z","creator":"leizhu@alauda.io", "resources":{"nodes":[{"name":"192.168.
36.11","ip":"192.168.36.11"}, {"name":"192.168.36.12", "ip":"192.168.36.1
2"}, {"name":"192.168.36.13", "ip":"192.168.36.13"}]}}"

alert.
cpaas.
cpaas.
cpaas.
cpaas.
labels:

cpaas.io/subkind:
io/creator:
io/description:

io/display-name:

leizhu@alauda. io

policy3

io/updated-at: 2025-02-08T08:01:42Z

Fo B A AN

FENEEMNHAEEELF. TTRBE RN EEMN ]
WHEREEZEMNETFIELTIES | iR EE X ANIEERE

AE
X

SHEENE , WGN4EHPRiE, 2
B K , XRFEH.
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REDSBZFAN - NEIZHERATKRIMN, BEIRELNANHE , TUMEESE
M PR EITEERAR,

RIFAPKTARREA - Q2@ A AERAALR , MARPKIRARR ., XH , HAEXERH
NS, AFReEIEE | Fad— S REMEESERRARE. R EERDFEZN
AWALIRSY &

A ERIALRIATEETESK - SEAMIPLIERER |, IR A ER PRSI XET TS,
RIETHEIIAAN , FiETE AT @I BRI , MAFASMERSIZFAN, BB
AN UANEECZFAN , BEITHRASEER,

REUBMINEEZEE  QIRSTEEEN , BSERER . TRERRMEVIRE. (S5 IBH
@i , REHERESMXE SR , BUA A REFSE R,
BIREERA : AN ECERR , TeRA AEERLR S EN NV, 5120 ,
W EERARE A Critical , FRORFTARXASRILEPLE, BT RETERF , FHAF~FErE
LmN AR , R R R BRI,
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B ETE

B=x

ThEEMLIA
FEIRE
BEIARS 25

B ETHARS 2

HR4 AR 5525

Webhook 27U R 4558

ALE Webhook IBANF B E SUEK K
TBEIEXRAE

REKIEHEX R 51E KK Secret
TBENHEAR

BB FNAEAR

SELE

R AR AR T ARICIE S
TBENFLNY

B SR

BAEIRAE
P ERE B &R

BT &1

BRAEMAR

JB%NETE - Alauda Container Platform


http://localhost:4173/container_platform/zh/

B4ENEE - Alauda Container Platform

ThREMER

BEEATNRE , EAIIEATF SR EEMEET0E , REEMEERREABEIMITRA |, 128
FARN UL BTG R m) Sk Soiff

ETRINRE

. JE%HHE%%‘% BRARSS 25 0 F & _ERB I REIR URIX B X HERIRS | BlanBpAR S

2

o BAXAA  BAKAAR —AA AL EFHENBAERGA | B3RS H/HE MK
RT3, ARAR D TR,

. L%ﬂff%}i : L%ﬂff%ﬁ%mﬁﬁﬁilﬂﬁ NEZEMNARASIE MR ELLE , AT
BRSNS EBEABENRNSER, 620, BEXEMEEMNERMANE.

o JEEAIANN : BEAALNE —HE AR EXAAREEIHEIANE S, XN THEEEBM
SMNERERFHIIZR , anEE. MRAESIAIE , M2REAEAALN,

BENAR 55 2%

BRARS 25T A LRI AR SR XERHERRS . Fa BT A T EMRSS

o AVIBET AR | STHFERMMBIMIE. FTETA KPBRENA , MDA ARIEEH,
o EBEFARSTS : BT AR ARS 2 R IXBBAHIE RN,

o Webhook ZRUARS-28 « TIFEMMWHISENZSA. £TETEHL A . KBRS A |, TE
BFEE I AR S 28 & 1% WebHook,

I WARNING

{BERI— VB E T ARRS 5.

AVIB{ETARS 45

SV
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1L RBUTREECEBARS RS H. HETHE , VIRE SREH > RIREHE Pr
global £&f , AERTIENR.

apiVersion: vi1
kind: Secret
type: NotificationServer
metadata:
labels:
cpaas.io/notification.server.type: CorpWeChat
cpaas.io/notification.server.category: Corp
name: platform-corp-wechat-server
namespace: cpaas-system
data:
displayNamezh: 1MVigi{s
displayNameEn: WeChat
corpld:
corpSecret:

agentId:

2. IR , FEFEHN BrAaesilE > AAEE RN DAGEE PEFA AN 0
BAZID , MR FREIEH HUWIHE.

5T%]

1. FREBATFREIEB MRS 2558, HEETHE , VItZE S35 > RIEEE A1
global £# , BIERIEXTR,
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apiVersion: vi1i
kind: Secret
type: NotificationServer
metadata:
labels:
cpaas.io/notification.server.type: CorpDingTalk
cpaas.io/notification.server.category: Corp
name: platform-corp-dingtalk-server
namespace: cpaas-system
data:
displayNamezh: £T4T
displayNameEn: DingTalk
appKey:
appSecret:

agentId:

2. QTG , FEFAEN BraesiE > e B PAGE REHA PN §T4T
ID , MR FREIEE HRBUEE.,

P

L BT REEEBMRS HEH. HETHE , VIRE SHEHE > RIREHE PK
global £# , AERTIENZK.

apiversion: vi
kind: Secret
type: NotificationServer
metadata:
labels:
cpaas.io/notification.server.type: CorpFeishu
cpaas.io/notification.server.category: Corp
name: platform-corp-feishu-server
namespace: cpaas-system
data:
displayNamezh: K$
displayNameEn: Feishu
appId:

appSecret:
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2. IR , FEFEHN BrAaesilE > AAEHE AN DAGEE FEFRAN KB
ID , R FRELER RWUBE.

HR{F Ak 55 2%

1 AFEMSHERE FERE > BARF .
2. R IRECE.
3. 2 UM ER RS,

AR5
ZxBC

EHF
AHB

I

#H

=)
IAIE

4. R

WiEA

3 SMTP WY EIB XN AR S #53HtE , B0 smtp.yeah.net

BHRSRiEAS. A% E/H SSL i , FIAS SSL xS,
fEf SSL : ReEETFRE (SSL) B—FdrAENREEAR. SSLIFXATIEHES
ARSI SE P MR ER.

BEEARREWIE : insecureSkipVerify FF X AT 25 BRIER FimERMAR S E
&, BRE , BARIBEBRERFENA SRS HFENLM—B.

BHRSF TR ABREKS , AT REBEME.

WRFBEIALE , BECEBMEIRS 2500 4 FHRAD,

Webhook ZERY AR %525

SIFERBAEREEA. STATRLEE A, KBRS |, B ETEERK Webhook fRS5<5

K% HTTP &K,

eV ERFLAR A
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1 FEAMS I RS SREE > &3,
2. A global SEF¥SMIRIERM > CLITA,
3.1F global EHMETRPITUATEHS

kubectl patch secret -n cpaas-system platform-wechat-server -p '{"dat
a":{"enable":"dHJ1zQo="1}}"

327) : dHJ1ZQo= 4 true f] base64 JghY ; BEZH , ¥ dHI1ZQo= FA
zZmFsc2UK , B false 4] base64 4ghg,

ETETREHLAR A

1. FEAMNS A m EREIE > &3,
2. mifi global HEHFZHEH/ERA >CLI LA,

3. 7f global &EHEHMIETRPITUTHS :

kubectl patch secret -n cpaas-system platform-dingtalk-server -p '{"dat
a":{"enable":"dHJ1ZQo="1}}"

3278 dHJ1ZQo= =2 true {{ base64 4ghL ; ZEEMR , ¥ dHI1zQo= Tk
ZmFsc2UK , B] false f{] base64 %Y,

CPEERA
1 AEMSHIA R SEHEE > 37,

2. A global EERFZHIR/EIR >CLI LA,
3.7 global &EFMETAPITUATHS :

kubectl patch secret -n cpaas-system platform-feishu-server -p '{"dat
a":{"enable":"dHJ1ZQo="3}}"

3278 1 dHJ1ZQo= £ true [ base64 Jghl ;: ZEZH , ¥ dHI1ZQo= BHA
ZmFsc2UK , B false f{] base64 %Y,

Webhook fiz%-z%
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1 FEAMS I RS SREE > &3,
2. A global SEF¥SMIRIERM > CLITA,
3.1F global EFHMETRPITUATHS

kubectl patch secret -n cpaas-system platform-webhook-server -p '{"dat
a":{"enable":"dHJ1zQo="1}}"

327] : dHJ1ZQo= 4 true f] base64 JghY ; BEZH , ¥ dHI1ZQo= FA
zZmFsc2UK , B false 4] base64 4ghg,

ACE Webhook BANH A E FK kK

WNSRE#R Webhook i S FEBTEN HTTP &Kk |, iE7E cpaas-system #4284
Secret , [EZRIEIBANEX R 4H+ KEXZ Secret,

1 AEMSHA R SEE > K37,

2. mir global EHEFFEMIRIEIRM >CLI LA,
3. 7f global &EMMFTRAELT YAML X4,

apiVersion: vi1
kind: Secret
metadata:
name: webhook-header-secret
namespace: cpaas-system
type: NotificationSender
data:

X-Secret: <base64-encoded-header-value>

4. % YAML XXH{R1FEA webhook-header.yaml FNHARIE.

kubectl apply -f webhook-header.yaml

l INFO

1. data TFHRISGMEEAR HTTP EKKEHR.
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2. data TFRIS/MENRSCIHT base64 JRtL /5 BN FAEIE R,

3. MRInRFRLSMEKK , AJFE data TRMEZREST.

BENEX AZH

BAIXARA R — AR AR NZESERB R . 6120, ERT LR s 4RI AR B N8 NI AR
4, FRERCE BRI IR,

l INFO

1. FAFFSFEMARS 2T , BAZERUXS N KA. BT SARIEIE AR 5525 AC B #H1 T R R .
2. HFHEM Webhook KRR F-2ENIBAIRIMA |, MRFEIBFEXRAFTEEHX URL,
3. % Webhook i R B R B E XEKK , R IEFMEXRAKRIKE] cpaas-systen 4 TE[AH LR

%1 NotificationSender [{] Secret,

1. FEAEMS IR R s 0 > @4,
2. PIE| IBANEX AR AR R
3. il QBB AIEXRA , RIFATRBIECEM RS,

S UiA

AEANBHBXARARMNESE , FAsmXBEEANTE
XA NBHBF A BN

Webhook URLI/{MMV{SEEA,
2 ANETETEN 2 AT BB 25
A

RIEEECENIBA RS MRS X M@\ URL , BLE
JERERNBR AR BT A RBCE A,

R RIMEXRA , B FACERRRNEECRA. B
BEARARE FrEBX A AREXCA A (YA, BRFE. 3ROMENE) Hhs
UG IHEIRAN.

4. | AL,



JB%NETE - Alauda Container Platform

KEXBENEX ARH 515Kk Secret

WNRECE K Webhook i mEE B E EKK , KB M RAS7EACE Webhook 1B 41K E E
MAFRLF B K Secret XKEX,

1. EEMSHIAE md SRS > &5,
2. mifr global HEHFMIR(ERM >CLI LA,
3.1 global &EFHMNEDRMEXNK NotificationGroup &R,

kubectl edit notificationgroups.ait.alauda.io -n cpaas-system <notifica

tion-group-name>

4. £ metadata.annotations HFPRMN cpaas.io/notification.webhook.config (¥fig , H
EABTEREXEKKM Secret &£7K,

apiVersion: ait.alauda.io/vilbetal

kind: NotificationGroup

metadata:
name: <notification-group-name>
namespace: cpaas-system
annotations:

cpaas.io/notification.webhook.config: webhook-header-secret

l INFO

Webhook URL AL EFEBAELALEF , B EKKEIT KX Secret itE .

1B ZNTEAR

BAMRIRZHEAEXAE. RAXEMNTRASTEARRARENLTA |, AT A8 &R
TEEXHENATE,

TSI Raa A RTREBAEN , RERRANE CEAT XA R LB AE BN A T
2, ISR SRS | RSB,
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l INFO

FAXIFFLIBAMSTER , BRI N KRR SAREE RS2 E R TRR. AREEBARST
75, BRUAR B 7R3 B A8 FAEAR .

B IE FNAEAR

1 EEMSAAE R B0 > B,
2. PR AR PRET .

3. iy BUZEIBAIARAR .

4. 18 EAER MNEEN TS,

e WiAH
RIEE KN B R H B 2.
THEZE HFEIHE  REAEEANMANSEHE  RaFarNEEREER ;

HHEFEIHEE | KERFLAGREMANBIESR.

5. 1£ 12IRECE By , S EARERSEREZXEMNEBASH,

l INFO
1. AR AR E. XERREMNFEIFRRAREIANCES AN, ZEMAMITHETEH
He , ARFEEIEMR.

2. ERR RBHERFESHIFHNEE. IUMBRAERREMANETREN , BEREBEREEELS. £%
XX BT R TINCES .

3. FARIERINE4EARIRM T ZMBARNBOABMERNE |, MRS BBMHEERER
K. WTTEIATESK , AT EEEARAMERAE.
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TELBAEE (NotificationMessage) AR IEAMABE , 18K {{. labelKkey}} . AT
FAPREREUAREE , AT EEEBENERS ; Fla0 : E2E50: {{

.externalLabels.severity }} .

2@ I T @ KRR ) A PRI E RN, AR A E< | EXHE X NMAREEK)
B (SKIREHTEUE)  READBRERRN BRI SR R XA M .

FARARMLL T EMAZE

2

B - o

%

H®

=

i

4 {{ .externallLabels.status }} - e

=

H®

=

i

% {{ .externallLabels.severity }} a0 : =g,

Eill

H®

=

ik

; {{ .labels.alert_cluster }} gD @ RAESEERERL

iz

H®

=

a H e e B BRATIR £ TR
{{ .externalLabels.object }}

X BIANT A 192.168.16.53,

E

L

Ty HEMNZFR , 20 cpaas-
{{ .labels.alert_resource }}

% node-rules,
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R 3
%
beim
=
|

{{ .externallLabels.summary }} HEANIER,

S

{{ .externalLabels.currentValue }} fi A SR IR E.

m R E

I ofF

{{ dateFormatWithZone .startsAt "2006-01-02 N
HEIARTE).,

pmm}
1

15:04:05" "Asia/Chongqing" }}

I

{{ dateFormatWithZone .endsAt "2006-01-02

of
%

HER A [E],
ing 15:04:05" "Asia/Chongqing" }}

{{ .labels.alert_indicator }} WISTERR B R,

AREHR ARG T ARICE S

HRAFIBRNE AR HTML AZCAREE R BN R 3k

NATTE PREE Wi
XA - IFMAPRILARE.

<font color="#FFO000">&EFEEHE</Font>

ik - WE M.
<b>fNAF{K</b>

AR <h1>—ftrdi</h1> , XIFZE h6 (FRH6) . BWEIRRA,
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NBTTE PREE Wt

Bk <p>EiiE</p> AT BEE A,
b <q>3|fi</g> ARSI BAE.
B <a href="//wuw.example.com">#B5EE</a> B,

18 ZIAL ]

BN R —AE A A E XA AR EBABERAMNES . N THEEMIMNIRS K
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kind: MonitorDashboard
apiVersion: ait.alauda.io/vlalpha2
metadata:
annotations:
cpaas.io/dashboard.version: '3'
cpaas.io/description: '{"zh":"f#&R{EE", "en":""}' # AT
cpaas.io/operator: admin
labels:
cpaas.io/dashboard.folder: demo-v2-folderl # V{43¥
cpaas.io/dashboard.is.home.dashboard: 'False' # ‘=43t 7
name: demo-v2-dashboardl # ##F
namespace: cpaas-system # @458 (A S EAIES T ns)
spec:
body: # FIA{EEFH
titlezh: EHEBREHR # TUBRENETE (ATFEATOES FIE)
title: english_display name # ¥ TR#ZNEFH (ZFHAAROES FAE)
N EERTRESOERNE
templating: # BFEVAE
list:
- hide: @ # 0 FRRALRR ;1 FRNBRARE | 2 RAREFNEIIFE5ER
label: &£ # NELTERRE (MFERIFESREAXNATR, MEXA clu
ster)
name: cluster # NEAE4 (HE—)
options: # TN THLEM ; EEWREEIE, MERERBIE, SUHER opti
ons, AIREEIAME (—RXABTRERIAE)
- selected: false # E4ZLAMT
text: global
value: global
type: custom # BHENZEHRN, BEINIFANE (custom) M query (&
A Grafana £3%#F constant custom interval (EAFLAF custom A=HA AT
831) )

- allvalue: '' # E&ELE, HEIKIA xxx|xxx|xxx f] options, A[iXE

allvalue BT (Grafana FKERHMFIAEMBEHIEAD xxx|xxx|xxx, R0

current: null # ZTEYUFE, KRENZNAIIRE—

definition: query_result(kube_namespace_labels) # &ifFik

hide: @ # 0 FARALIR ; 1 FRARNNETRARE ; 2 FRAREMEIEI [R5

includeAll: true # 404 Ep

label: ns # WNEAEZRRY

multi: true # EAMFEIE

name: ns # =4 (HE—)

options: []

query: ''
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regex: /.*namespace=\"(.*?)\".*/ # JZHIAE{EHENFAT
sort: 2 # HiF 11 - AFFH ;2 - BFFE (BT 3 - Ft
F¥F ;4 - BFRF
type: query # iV AFEZA
time: # TEIARET(A]
from: now-30m # jfoiAHET(E]
to: now # ZE5EAT[A]
repeat: '' # {TEREE, EFAENXE
collapsed: 'false' # {rifZal/EIfilE
description: '123' # ik (ARllJEE7FE00)
targets: # 2R
- indicator: cluster.node.ready # F5ir
expr: sum (cpaas_pod_number{cluster=\"\"}>0) # PromQL Firz
instant: false # ZWHER true (BT WE—NZISIE
legendFormat: '' # [&4
range: true # ZEIEEIERTEOAE XA
refId: #1541 # ¥RIRBRAFRE—IRR
gridPos: # HER{IE{EEMRRE
h: 8 # 5/
wi 12 # WE (TEME 24 #%)
X: 0 # KFEUE
y: 0 # EHANE
panels: # [EF%E
title: EFR#rditab # EFZ7F8
type: table # EFRIEHY, HEISFF timeseries. barchart, stat. gauge. t
able. bargauge. row. text, pie ([i#bE. FiaE. 1HKEEE drawStyle BHECE)
id: a2239830-492f-4d27-98f3-ch7ecb77c56f # IE—FrH
links: # ¥
- targetBlank: true # A& mfTH
title: '"1' # &#x
url: '1' # URL HbhE
transformations: # ZiEiii
- id: 'organize' # F organize, ATHIF. AEINF. BRFER. E46E
I
options:
excludeByName: # [Zjil7F
cluster_cpu_utilization: true
indexByName: # ¥
cluster_cpu_utilization: 0,
Time: 1
renameByName: # 75
Time: "'
cluster_cpu_utilization: '222'
- id: 'merge' # &R
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options:
fieldConfig: # & M [EZEMEANSNIL
defaults: # ZLARCE
custom: # HiEMEEENE
align: 'left' # FTIEXFAI : left, center, right
celloptions: # FEA&EEEE
type: color-text # (UG AHEMEES
spanNulls: false # true & null {8 ; false A& W5 == 0
® 0 EE null &
drawStyle: line # E&ZH! : line, bars AtEKE, points AHEE
fillOpacity: 20 # fFf£F drawStyle A area B (HFIAZIFELE, a
rea ZHA 20)
thresholdsStyle: # BCEBEERARN (HHI{GEHFE)
mode: line # FMEZTREI (area BHEIASFF)

lineInterpolation: 'stepBefore' # [MIi6EINLE, ZOMUSfF stepBe
fore (JR&ZIF stepAfter)

decimals: 3 # /| Aduh

min: @ # H/ME (HRTRELEAISFF, (NFEEEIAN)

max: 1 # & AE (WHEALE{Y stat gauge barGauge pie &)

unit: '%' # FH{y

mappings: # ¥WEMSEE (UE{CHHEMTUEZER! ; FFRBHFHUE)
- options: # {ERREFHII

'1': # XTNAE
index: @

text: 'Running' # {84 1 BEJ5 Running
type: value # {EBREfZEAY
- options: # SLEMRSIALN
from: 2 # JoECIAE
to: 3 # JUELARMAE
result: # BREFZEE
index: 1
text: 'Error' # 2 F| 3 Z[EHRESR/R Error
type: range # S[FE|MRETZETY
- type: special # 4FpkZSAURRES
options:

match: null # nan null null+nan empty true false

result:
text: xxx
index: 2

thresholds: # [E{Eil=

mode: absolute # BMARLEIRI, BEXHEARIN (HH{IFESEMB 2L
#, BAtEXEARLRF)
steps: # B{EIIR
- color: '#a7772f' # [@{Egit
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value: '2' # [@{E{a
- color: '"#0O7AF5' # ZR\JC{EAEME
overrides: # 7ZHilE
- matcher:
id: byName # 74 UL
options: node # XfL/4%#k
properties: # B&ALE, id BREMNHFF displayName unit
- id: displayName # TR&7% 5
value: '1' # Z 5004
- id: unit # BEEE
value: GB/s # H{u{
- id: novalue # J{ETR~
value: JLEER
options:
orientation: horizontal # {=HI&E4/m7M, 15T gauge Al barGaug
e (stat J&sH)
legend: # [EHIfLE
calcs: # WHEAE ((NEGHEA AN BIR)
- latest # HHI{NUFRHE
placement: right # E{#{uE (right =§ bottom, ZfA bottom)
placementRightTop: '' # A bAilE
showLegend: true # 24 TREN
tooltip: # HE/~{5E
mode: multi # AEIXE ((NZFZEN) BIREEERATEHIE
sort: asc # fff¥ :asc = desc
reduceOptions: # Z{EitE 777k (AT EEWE)
calcs: # 1TE A% (latest. minimum, maximum. average. sum)
- latest
limit: 3 # DHERGIVIFEE
textMode: 'value' # ZotEICE, ENIEVMEEBRFFIN, @HA auto. valu
e. value_and_name, name, none (MYHIREEEARAIR, SAZF)
colorMode: 'value' # SHtEIECE, & NISAMEB/REIEIE, WA none,
value, background (EZHA value, FLEAIHF, SNERD)
displayLabels: ['name', 'value', 'percent'] # &% T RFE
pieType: 'pie' # HfEIZHY, WA pie M donut
mode: 'html' # CAEZERMER, &WMA html F richText
content: '<div>xxx</div>' # UAEHNE
footer:
enablePagination: true # Fi&EMHH T

F BN E
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ENEWMRER |, [REM PromQLIREEN , FARRMEUTE ARBHEENEARES

%,

BRI¥

label_names()

1EH

1R [a] Prometheus FFTE#r% , 20 label_names(),

IR [@] Prometheus 7 A Wi FEArF I8 AR L KT A v %&E |, 20

label_values(label)

label_values(job),

label_values(metric, 1R[] Prometheus FH5ETEARPTEEMRZE L KB AIE{E |, 20

label)

metrics(metric)

label_values(up, job),

IR [\ R FEAR T BUE LAIER A FTATERR S |, 40

metrics(cpaas_active),

query_result(query) IR [BIFERE Prometheus BWILER |, 40 query_result(up).

FHXE

ENXNERRER , PRE ARBAGRAE  REELABENKE, UTANNEREEENX

#HEx .

3 22

cluster

node

namespace

deployment

daemonset

ERO[B3 4

label_values(cpaas_cluster_info,cluster)

label_values(node_loadl, instance)

query_result(kube_namespace_labels)

label_values(kube_deployment_spec_replicas{namespace="$namespace"},

deployment)

label_values(kube_daemonset_status_number_ready{namespace="$namespace"}

daemonset)
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TE# ERERER

label_values(kube_statefulset_replicas{namespace="$namespace"},
statefulset

statefulset)
pod label_values(kube_pod_info{namespace=~"$namespace"}, pod)
vmcluster label_values(up, vmcluster)

label_values(kube_daemonset_status_number_ready{namespace="$namespace"}
daemonset
daemonset)

A E{F FRBI—
{#F query_result(query) BR¥EAZE{E : node_loads , FHRELIP,

1. 7£ TR E $IEE query_result(node_load5) .

2. £ TEETE X , %S RFIA node_load5{container="node-
exporter", endpoint="metrics", host_ip="192.168.178.182", instance="192.168.178.
182:9100"} ,

3. 7 [EN)FRRZ F1HE /. *instance="(.*?):.*/ 4jE{H.

4, 71 A EETS Xig , A REIA 192.168.176.163 |

A EFRRGIZ

1. ;RINE—/ASE : namespace , {8 query_result(query) R¥E R EE :
kube_namespace_labels , F2HX namespace,

s BIFKE : query_result(kube_namespace_labels) ,

o TAEEMY : kube_namespace_labels{container="exporter-kube-state",
endpoint="kube-state-metrics", instance="12.3.188.121:8080", job="kube-
state", label_cpaas_io_project="cpaas-system", namespace="cert-manager",
pod="kube-prometheus-exporter-kube-state-55bb6bc67f-1pgtx",

project="cpaas-system", service="kube-prometheus-exporter-kube-state"} ,

° IE}H\'J%%%EE . /.+namespace:\"( . *?)\n VAR
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o WEAETE XIE , MEREIEE L namespace , 4l argocd . cpaas-system %,

2. RINBE_AAE : deployment , 5| FRTHSIZMAE :
o TIANKE : kube_deployment_spec_replicas{namespace=~"$namespace"} ,

o IFMFRIXZ : /.+deployment="(.*?)",.*/ ,
3. MHBIEMRAMER |, 5| BZBRINKAE | 520
o TEARBFR  TTELAHT Pod NIF{EH.

o 88{EXT : kind : Deployment , name : $deployment , namespace

$namespace ,

4 FEMERSHRER | TEARE RS ENRERES.
EANETEINEESM

l WARNING

PATHEpMEREENZE namespace . name H kind , RN Lk FEFE 250,

e namespace {XXFFEFAKGLZTIE ;
e name NFF=FMTELHHEZE . deployment . daemonset . statefulset ;

e kind {NEIFFEELANTZARIZ— : Deployment . DaemonSet . StatefulSet .

e workload.cpu.utilization

e workload.memory.utilization

e workload.network.receive.bytes.rate
e workload.network.transmit.bytes.rate
e workload.gpu.utilization

e workload.gpu.memory.utilization

e workload.vgpu.utilization

e workload.vgpu.memory.utilization
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Q Alauda Container Platform Q

HRErEH

B=x

Thaewiid
ARG
BRAENAE
raLE
ARG
BAEIAR
B E X BlackboxExporter izt
BAEINAR
B CLI AR MMM EE
B &M
BAEIMAR

ZEER

TREMER

FAMERETThREE T Blackbox Exporter -3 , AVF R FIEIT ICMP, TCP 8 HTTP XJR4&
TERN , PMRRE(LT & LA RIIREE,
S5Kk#TEEFNSFLIIENBR SRR RGEAR , BEUEXINELSER. Y8 EKIETT

7w 0T

EERPVERE T RAMENTERERN , RS RERINSEHETHEMRSE. 5


http://localhost:4173/container_platform/zh/
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W, BEAD APHEAREN , BE T A AR RIS RERER R/,

WARNING

TRETTHEEAN THFAENIZIRA 3.10 AT R LA ICMP £91 IPve sk, HH{ERNSR  F
BT MR A TR ZE 3.11 RRA L.

H2F

£ 1}
7o 11

PRSI |, ATRUGESE ICMP, TCP 8k HTTP RN E , ERINTEE B B ARt

AU 551

EIRAMIRE RSN T , B AME{TIER,

RIEIMAZ

1. EEMSAE R B0 > 11T > Ba g,
1R - BREEITAKREINEE , RITRAERS A A VISR
2. il AU RE WL,

3 RBA MR A RS .

28 WihA

ICMP : BT ping I AR BARIE (O528k IP) RIVARS 250 FAME.
TCP : BT T BARMIE FEEM <ig 0> 3t <1P:ma> WNFENL S
Ry H.
= HTTP : M\ BARMIIE URL |, A7 ISk @M,
R - HTTP R RERANSTH GETER , £ POST R , 5% AE Y
BlackboxExporter {5tk

£ 18]

]

BRI B TR B
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S WA

M B AR | BAKSCRF 128 T4,
AFEHERMF BN T

T
At ICMP : 1848k IP ik , fl4 10.165.94.31 ,
b1
TCP : <54 :u0> BL <IP:uO> , ] 172.19.155.133:8765 .
HTTP : A http 3% https FF3Kf URL , 5140 http://alauda.cn/ ,
4' Ig\ﬁ ﬁljﬁo

BTN G , ARSI RN ERRARMER , HET RS RIENAEEERE. SN
FIMIER , RSB EE  BAMARA R T,

I WARNING

RELTTCEBNG , REFEA S NHRLEE. RSMEARIEITHRN , ATTEEFRNLE

AR 551

o WITAEWAEIORTESRRT , B AMHEITIER.

o REEEMEAYSE , EABETHRERD , Ra ME i o] WRMEER,

BRIEIRAR

RN | TR , RTINSO SR, WHRIRERRESR K
TR EEEE.

2. il AU EE R
3RBUANRARER RS Y ; EZSMEEFESE AIREERE,

> L =S
. BT B R
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o TRIRISTY  VECEE &R,
o mifT IRINEERLN,

)?r

AT | R BRI,

=

o REMTM  BERITHHNERR LTI,

o TEARBFR S BIT A EENTENR. A U FFTSHR A Connectivity
HTTP Status Code,

« Connectivity : fiARE SIETUATEFRZIENS , iR &R “1= 17 RNBERIEM
B B AR T 9K,

o HTTP Status Code : {XY4ATiEEE MITTAERIN A HTTP B ]3%E, aJi g A=1{71F
BOMVERRNAR SHE |, FIINRE R “> 299”7 FRRIMAAD A 3XX, 4XX Bf 5XX Btk

IR

o

o IBENCREE : VEUCEETNSTHECE B KN SRRE .
o M AN,

4. R B, RIXEERME , T EEERIIIRTER LR,

B i€ BlackboxExporter Yimtkiik

BR AT PR T ) BlackboxExporter BCE SAFF RN B B N itk | 182 & INinThee, 4
20 , A0 http_post_2xx &[5 , UEEWIEKHEN AR ER vt B, BIA[EIN POST
BERATERRE.

2 NERRCE U TR+ Prometheus A2k Ma B AN , BABFRA cpaas-
monitor-prometheus-blackbox-exporter , A RIESKFREZ FRIITIEH .

l TIP

GECEX A5 a4 = EMEXK ConfigMap R , FIETFEHEHERE SAEHE > WREHE 1R
EREEMEH.

BRIEINAE
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1. B RECEXHF key modules RINEENGIEESR  EHEAENISEE.
BUARAN http_post_2xx #5041

blackbox.yaml: |
modules:
http_post_2xx: # HTTP POST ¥RiMFEEL
prober: http
timeout: 5s
http:
method: POST # BWIWNEKRATE
headers:

Content-Type: application/json
body: "{}' # PRNEHETANERIAN S

RV EXHFHNTRE YAML 7RGl , E5% 2%(EE.
2. BEATE—ARMERE.

% Blackbox Exporter 24 cpaas-monitor-prometheus-blackbox-exporter f¢]

Pod , EE/24H4.
o BUTUAT &4 VE reload API , RISETECE ST -

curl -X POST -v <Pod IP>:9115/-/reload

BT CLI gl R& iz EE

HIIR 56 AF

- BREBRE (FHEETEENEM) .
o BirER TR EEAN.

RAEIMAZ

1. 313 YAML BCE XX , 5945 example-probe.yaml .
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2. 1£ YAML X400 PrometheusRule ‘RIRFFIZERT. PATFRBIBIEL A prometheus-

liveness K&K

apiVersion: monitoring.coreos.com/vl

kind: Probe
metadata:
annotations:
cpaas.io/creator: jhshi@alauda.io
cpaas.io/updated-at: '2021-05-25T08:08:45Z"
'"Prometheus prober'

cpaas.io/display-name:
'2021-05-10T02:04:332'

creationTimestamp:
labels:
prometheus: kube-prometheus

name: prometheus-1liveness
namespace: cpaas-system

spec:
jobName: prometheus-liveness

prober:
url: cpaas-monitor-prometheus-blackbox-exporter:9115
module: http_2xx

targets:
staticConfig:

static:
- http://www.prometheus.io

labels:
module: http_2xx

prober: http

interval: 30s
scrapeTimeout: 10s

3. Wi YAML BECE X4 , 6487 example-alerting-rule.yaml ,
4. 7 YAML LRI PrometheusRule &IEFHIZRT. AT REIAIES K

R

policy I

of
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apiVersion: monitoring.coreos.com/v1l
kind: PrometheusRule
metadata:
annotations:
alert.cpaas.io/cluster: global # S &2 AW
alert.cpaas.io/kind: Cluster # 7Fjjizsrl
alert.cpaas.io/name: global # 24\ 1wl fTfr it 2k
alert.cpaas.io/namespace: cpaas-system # prometheus #4758, {FFFE0A
alert.cpaas.io/notifications: '["test"]'
alert.cpaas.io/repeat-config: '{"Critical":"never","High":"5m", "Med
ium":"5m", "Low" :"5m"}"'
alert.cpaas.io/rules.description: '{}'
alert.cpaas.io/rules.disabled: '[]'
alert.cpaas.io/subkind: "'
cpaas.io/description: ''
cpaas.io/display-name: policy # &5 E5HL TIRAHR
labels:
alert.cpaas.io/owner: System
alert.cpaas.io/project: cpaas-system
cpaas.io/source: Platform
prometheus: kube-prometheus
rule.cpaas.io/cluster: global
rule.cpaas.io/name: policy
rule.cpaas.io/namespace: cpaas-system
name: policy
namespace: cpaas-system
spec:
groups:
- name: general # 52504 Hk
rules:
- alert: cluster.blackbox.probe.success-y97ah-9833444d918cab96c
43e9ab6efc172cf
annotations:
alert_current_value: '{{ $value }}' # IBAIETHYHTE, FIF20A
expr:
max by (job, instance) (probe_success{job=~"test",
instance=~"https://demo.at-servicecenter.com/"})!=1
# EBRMEEDR, FOMERERERIETA PR E IRt
for: 30s # JFZLhd(A
labels:
alert_cluster: global # &R 42Hk
alert_for: 30s # JHZifdE
alert_indicator: cluster.blackbox.probe.success # {5/



enter.com/

A
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alert_indicator_aggregate_range: '0' # {xiF /A

alert_indicator_blackbox_instance: https://demo.at-servicec
# REmiTERE

alert_indicator_blackbox_name: test # 240 imI&#R

alert_indicator_comparison: '!=' # JEIEEEEGRFLEAAL
alert_indicator_query: '' # HEE2EH, LhlE

alert_indicator_threshold: '1' # SN E, 1 Foadimr, &

alert_indicator_unit: '' # EEHNFERREL

alert_involved_object_kind: Cluster # &5 =G4
alert_involved_object_name: global # & i it
alert_involved_object_namespace: '' # SN[ EN Sy

alert_name: cluster.blackbox.probe.success-y97ah # eg%giL;mg

alert_namespace: cpaas-system # S ZH T4 77|
alert_project: cpaas-system # & /0T @0 500 E 475
alert_resource: policy # 525 fT7e &5 2 iF

alert_source: Platform # EEHNEIEZEA  platform-"F&%0E, Bu

siness-MV&¥dE

- Low

415043el4a

enter.com/

EHRN =

severity: High # &ZHNKS : Critical-k¥E, High-®&E, Medium

- 17N

alert: cluster.blackbox.http.status.code-235e1-99b0095b6b6669
e84f43bc
annotations:
alert_current_value: '{{ $value }}'
alert_notifications: '["message"]'
expr:
max by(job, instance) (probe_http_status_code{job=~"test",
instance=~"https://demo.at-servicecenter.com/"})>200
# HTTP REWEEEIR, FMERES IIE4 FRAN B ARttt
for: 30s
labels:
alert_cluster: global
alert_for: 30s
alert_indicator: cluster.blackbox.http.status.code
alert_indicator_aggregate_range: '0Q'

alert_indicator_blackbox_instance: https://demo.at-servicec

alert_indicator_blackbox_name: test

alert_indicator_comparison: '>'

alert_indicator_query: "'

alert_indicator_threshold: '299"' # &2 HIIE{E, HTTP HKALE
GI¥, BIANRTF 299 (3XX. 4XX. 5XX) FiGR

alert_indicator_unit: ''



RETEIE - Alauda Container Platform

alert_involved_object_kind: Cluster
alert_involved_object_name: global
alert_involved_object_namespace: ''
alert_involved_object_options: Single

alert_name: cluster.blackbox.http.status.code-235el
alert_namespace: cpaas-system

alert_project: cpaas-system

alert_resource: policy33

alert_source: Platform

severity: High

ZEEE

RE T YAML BECE A TERRBIINT
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apiVersion: vi

data:
blackbox.yaml: |
modules:
http_2xx_example: # HTTP HN/RHB
prober: http
timeout: 5s # BRI B et ]
http:

valid_http_versions: ["HTTP/1.1", "HTTP/2.0"]
# REUSEFHRE, BHEIOA

valid_status_codes: [] # BXAKA 2xx
M RGSERE, IR BRI E AL A LRI A TN

method: GET # KA
headers: # 5Kk

Host: vhost.example.com
Accept-Language: en-US
Origin: example.com
no_follow_redirects: false # EABAFEEM
fail_if_ssl: false
fail_if_not_ssl: false
fail_if_body_matches_regexp:
- "Could not connect to database"
fail_if_body_not_matches_regexp:
- "Download the latest version here"
fail_if_header_matches: # WIEKREE Cookie
- header: Set-Cookie
allow_missing: true
regexp: '.*'
fail _if_header_not_matches:
- header: Access-Control-Allow-0rigin
regexp: '(\*|example\.com)'
tls_config: # https &KM TLS ACE
insecure_skip_verify: false
preferred_ip_protocol: "ip4" # ZXiAA "ip6"
SeAE A IP BMYXARA
ip_protocol_fallback: false # A[EIRE] "ip6"
http_post_2xx: # Hia KKK HTTP BRI~
prober: http
timeout: 5s
http:
method: POST # RIWNEKFTIE
headers:

# AW

# 1R
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0 Alauda Container Platform Q

SKRTERE

Prometheus SiZ¥UIEHNRH 5% VictoriaMetrics YiTHUIEM & MBEE N4

Thaettid Thaetiid Ttz
LA AR AR
[IEZSE B SRAF [IF- S e
BRAIELDTR BRIEDR BRIELDIR
BRIELEER BRIEER BRIELER
THEZ THEZ THEZ
JRETIR JRZRiRAE JRERIRAE

#L%/] Monitoring & infra 3 &,

1

XIFHECE R
REREARZH]
EEFETEERESR
£ YAML FECERE TR
HIEHE

THEZ

JRERERAE


http://localhost:4173/container_platform/zh/
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Q Alauda Container Platform Q

Prometheus S i=¥HIEHN &M SR E

B=x

ThAEMER
ERHR
[ilE7=-Ses
BRAEDIR
BHEHE
FIE L RFERER (HEE)
Fik 2 RBES
R EXE
BRAELER
THEZ
TSDB #Ets = vt
BURRMEEEM

TREMER

Prometheus “S1=%4ELL TSDB (Time Series Database) A 1FE , XFFEHOFKREThRE. K&
¥R TEAETE Prometheus B2sNTEE AT (BIACE storage.tsdb.path F&E , BRAE
A /prometheus ) ,


http://localhost:4173/container_platform/zh/
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template:
spec:
containers:
- args:
- '--storage.tsdb.path=/prometheus'

ER=

o TERBLTHSHRIREE [ b WIS ¥R
o HIERESNSEHESEEERX
o W VTITEIE TR EIFA) Prometheus X451

AU 561

o ©%3 ACP Monitoring with Prometheus 4 (1TB 4L FRA prometheus-kube-

prometheus-0 , ZEHYN sStatefulset )
o EHAAEHE AR
o MHIRTEMEE NI ES EBHREHETIE

BRIEDIR

&R

FEITRERZ AT , EIEE : Prometheus R EEITHURES , RIERXERINBIRMNEF , Aa
EMENFEE R, UTEHFIEUFEE RENSIER , REAEE &5 ZIEFT %
1B,

iR L FRFEER (EF)

1. {8 kubectl cp d543HTE4% -
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kubectl cp -n cpaas-system prometheus-kube-prometheus-0-0:/prometheus -

c prometheus <target storage path>

N

- N RIRED (ARIETCRIEENFMEER)

LocalVolume : )\ /cpaas/monitoring/prometheus HREHF

PV : )\ PV 3EEBRESH] (EiH PV i persistentVolumeReclaimPolicy 1% & A

Retain )

StorageClass : )\ PV 35 ERE 4|

ik 2 RIBEH

1. 2 Admin API :

kubectl edit -n cpaas-system prometheus kube-prometheus-0

AR TECE

spec:
enableAdminAPI: true

EE  BEHIMREGEACESS , Prometheus Pod (Pod & %R : prometheus-kube-prometheus-0-
0) B4LER. BEFHMAE Pod 4T Running IRESfG , BLEE REHR1E.

2. BURRTRIR

curl -XPOST <Prometheus Pod IP>:9090/api/v1/admin/tsdb/snapshot

Tk B2
1. B2 HEIER B2 Prometheus 25 -

kubectl cp ./prometheus-backup cpaas-system/prometheus-kube-prometheus-
0-0:/prometheus/

2. BRI HEIEE B RT
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kubectl exec -it -n cpaas-system prometheus-kube-prometheus-0-0 -c prom
etheus sh

mv /prometheus/prometheus-backup/* /prometheus/

REAT | IR ERFHEIEEA LocalVolume , R ¥ &M EUE B S B2 Fidm MK
TR _EM /cpaas/monitoring/prometheus/prometheus-db/ B3REIA],

BAEER

o BMTAE , TTLAEBFFEIEZRTERITEM TSDB M Lin s
o EFEASE , Prometheus £ B BNNET 58 Wi %UE

THREZ

TSDB #EME (A

TSDB R&AMIRLEMRBIZNT

O1FXP317QBANGAX1XQAXCJIKIODB

—
| F— chunks
| | — eee001
| F— index
| — meta.json
| L— tombstones
— chunks_head
| F— 000022
| — 000023
— queries.active
L— wal
— 00000020
— 00000021
— 00000022
— 00000023
L— checkpoint.00000019
L— 00000000
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PR MTESM
o BHEIERNEEBEMNZINEFEE

o HNEMPITHIRE G

o {#F PV 12T , B1& persistentVolumeReclaimPolicy &4 Retain

JR%BIR

o WIEnTHiERAEIEMIKE
o EIHIEBIEEHITRY
o MRFEARBEHGAN , TLUEREEH Admin API
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Q Alauda Container Platform Q

VictoriaMetrics SI=¥ERI &M Sk E

B=x

Zhaettik
AR
BIIR &A1
BAEDIR
1. WnATFfEIETZ
2. PUTEIRE
3. PUTEIRIKE
BRAEER
THEZ
JRERIER1E

ThREME R

VictoriaMetrics {5 ZBHEHN &G Sk LTBEARVFEE SR IRISEURE | FELEMRI IR |
MR IR ERRN R e A ] i,

M=

o EHEGEEBIEAB L HBIEE K


http://localhost:4173/container_platform/zh/

VictoriaMetrics W3im¥IEMR %13 51k E - Alauda Container Platform
o AREIRIHEETH
o JOERE

o BN IR

A 2

o &R &I ACP Monitoring with VictoriaMetrics ff{F

o HIRBRBHEETEATEHD
o #B3jiA] VictoriaMetrics 7EAEI& 12 AR

BRAELDIR

1. AT R IE

VictoriaMetrics S 15 IR EER 2S5 E I8 12 , X IK12H -storageDataPath S¥FERE ,
POUANER /vm-data .

ACE7RB

spec:
template:
spec:
containers:
- args:
- '-storageDataPath=/vm-data’'

7EE : ACP Monitoring with VictoriaMetrics {4 ITELRHHIBFRA vmstorage-cluster

HKAU statefulSet .

2. PUTHIR R

{£F vmbackup TE#ITEHIRERH ; VWFHIERIEES % vmbackup B304 7.


https://docs.victoriametrics.com/vmbackup.html
https://docs.victoriametrics.com/vmbackup.html
https://docs.victoriametrics.com/vmbackup.html

VictoriaMetrics W3im¥IEMR %13 51k E - Alauda Container Platform
4= =
3. ITHURERE

{FF vmrestore TAWRE {FHEUE ; VEARIEES % vmrestore B A XA 7,

BAEER

TRERR  ERRE— AR EERIREE O, PITIRERER | BREEBIEERE
B E TR

THREZ

« VictoriaMetrics B A XAY 7
o ¥IRRMmIERER
o BB EEHE

IEESS: S

o WIFEMEURITEML
o REEWEMTI
o TR RIRAE

o MIEFMEFHPITRE


https://docs.victoriametrics.com/vmrestore.html
https://docs.victoriametrics.com/vmrestore.html
https://docs.victoriametrics.com/vmrestore.html
https://docs.victoriametrics.com/
https://docs.victoriametrics.com/
https://docs.victoriametrics.com/
https://docs.victoriametrics.com/vmbackup.html#best-practices
https://docs.victoriametrics.com/vmbackup.html#best-practices
https://docs.victoriametrics.com/vmbackup.html#best-practices
https://docs.victoriametrics.com/vmrestore.html#troubleshooting
https://docs.victoriametrics.com/vmrestore.html#troubleshooting
https://docs.victoriametrics.com/vmrestore.html#troubleshooting
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Q Alauda Container Platform

M B E X an & MBS

B=x

Zhaettik
AR
BIIR &A1
BAEDIR
BIFER

THEZ
JRERIRAE

ThREME R

AT BRI AGNECE , FAXIFNETE X2 MK EOWEMEHIE | FEEBEKIT
TEBEEXLEORMEIRERER.

M=

/?\

LR RERABEENGR2RIMEELD (RS eth.|en. |wl.*
EF AP RIS ORNMNSRERIEN , ERTHSR.

HIIE 2%

fF

< Y ER AR

mEMIE) FFEFER


http://localhost:4173/container_platform/zh/
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o EAlEV S &R
o BAHFAEHEAUR
o BHBEEXMEEONHANTT

BRAELDIR

1. pHFATRES AT CLI TEE4R.,
2. B global,
3. 7£ global & , BHGEMEEEEXTVA moduleinfo FIFRZFK :

kubectl get moduleinfo | grep -E 'prometheus]|victoriametrics'

R
global-6448ef7f7e5e3924c1629fad826372e7 global prometheus
prometheus Running v3.15.0-22231204040711-9d

1fcl12474c2 v3.15.0-2z231204040711-9d1fc12474c2 v3.15.0-222312040407

11-9d1fc12474c2
ovn-0954f21f0359720e8c115804376b3e7e ovn prometheus

prometheus Running v3.15.0-22231204040711-9d
1fc12474c2 v3.15.0-2z231204040711-9d1fc12474c2 v3.15.0-222312040407

11-9d1fcl12474c2

4. YRiE K& B moduleinfo &R :

kubectl edit moduleinfo <moduleinfo resource name of the workload clust

er>

5. s nakf& ek valuesOverride “FEX :
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spec:
valuesOverride:# If this field does not exist, you need to add the va
luesOverride field under spec along with the parameters below
ait/chart-cpaas-monitor:
global:
indicator:
networkDevice: eth.*|em.*|en.*|wl.* |ww.*|[A-Z].*1|custom_inte

rface

6. %15 10 N¥je , KET REZNE ERMRAXER , AEREER.

oh =+
BIFER
RELE | CAMET AR ETEEE 552 4 M0 F TE0E

o MLKIREBIE
o MIRFIE
o MBEASIHER

THHEZ

o BRAMBEENEZEE  BSH HELEM

IEESS S

o BIEAE X MO KMEREEIR
o ETEEHIRRESRENN
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0 Alauda Container Platform Q

% Monitoring (] infra T

B=x

R
SFFHBCETT
ALEME A ZH
rEEHatEERERR
Prometheus
VictoriaMetrics
 YAML FERCERES K
Prometheus
VictoriaMetrics
HIEHE
Monitoring THEGRENABAERIE AT =L
Monitoring T{EaZR FoiEE LRI FTIER infra ek
THEZ
JasriRAE

7R

A VEABLNME 4 Monitoring FEALXIFIECE infra 35 . 5 {E FIEHECE R Monitoring T{Efa
FIEE infra Tl L, MARERERFIET patch £ KT EREL.


http://localhost:4173/container_platform/zh/

#1 Monitoring # infra *7 &=, - Alauda Container Platform
+ > —po
XFFRIBCE A

o X7 ACP Monitoring with Prometheus , ] PA7E#5 %l & #) Advanced Configuration #fi¢
BWEAL , haTAZE YAML shifild Installation BB
spec.config.components.nodeSelector #1 spec.config.components.tolerations
PHTELE.
o X7 ACP Monitoring with VictoriaMetrics , 7] A1£3%% & ) Advanced Configuration
hECEMEAR , AT AE YAML 185 Installation BB

spec.config.components.nodeSelector # spec.config.components.tolerations

BTHCE.

REH patch A A{H) Deployments, StatefulSets S bR EIEN TIERBAER
Monitoring TETEREZ! infra 17 m ISR,

ALE M E A TN H
ERERERRLA  ERBEL TR

o fR4E Cluster Node Planning Xl infra ¥ &,
o MARRTFEMEEDSFA Localvolume EYEAEHA spec.nodeAffinity HIFFAE.
o MHARATIEA infra T3 s RIBS T 2 VA BRI Z AR E LR,

FEfEHI G PARCERE T3

Prometheus

EiEH) &R FH4% ACP Monitoring with Prometheus i} , EFF Advanced
Configuration FECE LA TFEL :

Console field Description

Node Selectors S5 Prometheus T{EfREE EIGHELZ node selector FLN,


http://localhost:4173/container_platform/zh/configure/clusters/acp-node-planning.html

#1 Monitoring # infra *7 &=, - Alauda Container Platform

Console field Description
Node Tolerations 27 Prometheus T {EfEi R BIiGHHEL toleration R,
VictoriaMetrics

e &% FH4% ACP Monitoring with VictoriaMetrics i , /2 Advanced
Configuration FECE TFEL :

Console field Description
Node Selectors A VictoriaMetrics T{EfaZEik B4k node selector FLA,
Node Tolerations A VictoriaMetrics T{EfaZii& BG4k toleration L,

£ YAML FECERE AT

Prometheus

INRIRFEE Prometheus i TAERBOSITAEE RN infra TR £, EERIRSETHEMEEE R
HRR AL,

B

spec:
config:
components:
nodeSelector:
- key: kubernetes.io/os
value: linux
tolerations:
- effect: NoSchedule
key: node-role.kubernetes.io/infra
operator: Exists
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VictoriaMetrics

MRHRFEE VictoriaMetrics i LERBUZITELT AN infra TR L |, BAERKSFHEAEEE
AR RN,

R~ :

spec:
config:
components:
nodeSelector:
- key: kubernetes.io/os
value: linux
tolerations:
- effect: NoSchedule
key: node-role.kubernetes.io/infra

operator: Exists

24 storage.type A Localvolume K , AJRLER—PERZNTR. BWREEFRFE
T RtASEACEN node selector FLA,

HIEHEE

Monitoring T{EREBNABAER| BT =L
BREDUTM :

o BT RABTUHARIARE.
o EECEM tolerations 5 infra 7 & _F /4 taints PLEL,
o EfFARMAERE X mEHT T FHERSENNA.

Monitoring T{EfazE T/ A A EZIFTER infra Tk
) U8 7 RN BT T RAN IR — NS A EEIF AR,

F LR

=3
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e infra M =I®H nodeSelector 3|FARIIRE.

e infra TEFERMCHECE tolerations 7B 5/ taints,

e F% Localvolume FTEEL PV nodeAffinity FNFEE T infra ¥ 520 2 MR .

THREZ

¢ Installation

¢ Monitor Component Capacity Planning

IEESS S

o IHUF Monitoring T/ERE R I TEEA infra DL,

o WEFMEN infra TRESNAHEZFENMKIBR.
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0 Alauda Container Platform Q

N IEVIEER

| #miEs
AR Distributed Tracing XAEFM , FPKHFE ACP 4.4 18k, ACP 4.3 RBZXHNRE
— N HRAS.

X+ F A FREEF T , 15{E A Alauda Distributed Tracing 7,

1 AR

e

£

4t Jaeger Operator

#8E Jaeger SR

4 OpenTelemetry Operator
2% OpenTelemetry S5

JE RThREFF <

ENEIBER RS


http://localhost:4173/distributed-tracing/zh/index.html
http://localhost:4173/distributed-tracing/zh/index.html
http://localhost:4173/distributed-tracing/zh/index.html
http://localhost:4173/container_platform/zh/
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23

£

r A
BURR

0 A

R O
Telemetry
OpenTelemetry
Span

Trace
Instrumentation

OpenTelemetry Collector

Jaeger

BAEER

Query Tracing 31 Trace Hit
Feature Overview TheeMEAR
Main Features 1 IhEE

Feature Advantages AR



Tracing Query

Query Result Analysis

SkHITERe

Java Y FHIEERHAE R AR & AR

ThRemtid
fEAy =
[T Ses
BAELIR
BAELER

AR

ToEEWEFTER Tracing
(BB A

REA AT

TRE 1R R

RE 2R AR
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HEERIE

W% BiES TracelD <hx

de =
ﬁ /I?l\

1£ Java Y FH B0 TracelD
1£ Python Iy A HEA N TracelD
WIE Ak

R EBHIEEREE
A
1RESHT

RE 1 WRRA R
REA 2 FIfRRTT R
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Q Alauda Container Platform Q

I

Distributed Tracing 838 ACP & Al UMMEE AL DA M | IS 2 VAR S 224
IR A SKIRER-S 2 HTREST.
BRI K BERIB ERIIRE

e Trace collection , &I OpenTelemetry BafijE A3k SDK & iY, , SR HAEKEGEHR B
HXKE

« Trace storage , {f Elasticsearch {EA/ainfFfE , SRELEEREUEHNATY BIFAL

o Trace visualization , JEI3 EHt Ul (EREMIRFSRMRRIRES |, SKEDZ 4 AT

« Trace querying , SX¥fEH TracelD, IRFAFR. WRERHAFERRFAATHAEL RN
JON)S

B 5 OpenTelemetry srAER FFIRA MR , FHWEMBLRIRBEM RS FE , HHTIEREMER |
BERFTEBEEREGER , FHMAMRF M TR ARG R,

B=x

1 FHBR 1

{2 FAPR 1

EAIEERThRERT , MIEERUTER S

o XERIESMERER TS


http://localhost:4173/container_platform/zh/

48 - Alauda Container Platform

s EETEZRT , BERBUEMXERTRESXT Elasticsearch FIMEREMFEME=E—E KN ;
BUURIEY BN SIRACE AR,
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0 Alauda Container Platform Q

IR

I WARNING
FMEXANER T AFFASERARERHNIZE,

Tracing A5 Service Mesh A5 . aREEERE Service Mesh 8¢ |, iELEHEE.

AFEm ME R EIE IR Alauda Container Platform S8 _F & IKIB IR ARG HIMAE
AR -

o B AA platform-admin-system AFRAIIKS , BJPAIAIR] Alauda Container Platform
%gio
o %% kubectl CLI,

o 2¥BE Elasticsearch HAFRATIFEMIEEEIRE , BFE AR URL 1 Basic Auth {5E.

B=x

4 Jaeger Operator
AT Web 3%l & &3k Jaeger Operator
8% Jaeger SR
¥ OpenTelemetry Operator
1Bt Web 5% & & 4% OpenTelemetry Operator
B2 OpenTelemetry 34
RIS S
ENEIBER AL

% OpenTelemetry S25)


http://localhost:4173/container_platform/zh/

2% - Alauda Container Platform
ENEK OpenTelemetry Operator
% Jaeger K51

{ENE; Jaeger Operator

4 Jaeger Operator

BT Web 1544 &% Jaeger Operator

#=a] PAZE Alauda Container Platform f{] Marketplace — OperatorHub #1323 Jaeger
Operator , Operator %3 1] I, 7] FBE) Operator,

Nis

®
 1£ Web ZHIAH IR R QBT | HEIFREE Jaeger Operator i) &5 , ARHN
Marketplace - OperatorHub,
o TEIEZIEFIEZE Alauda build of Jaeger , miify Alauda build of Jaeger #RrEl,
o [ Alauda build of Jaeger T _E[ Operator MHMAEE. , B Install,
e 7£ Install T :
o % Manual {E24 Upgrade Strategy, XfF Manual THL5EE , OLM &4 EHE
K. EAEHEHR , BWAFahiltE OLM BINEKIAFER Operator ZIRTHRAS.
o 1%E3% stable (Default) 7.
e 1%+ Recommended {E4] Installation Location, ¥ Operator WEEIEHFFK jaeger-
operator #&ZEF , PME Operator BEB I AL HNAIA G AT AT A,
e M1 Install,
o T\ Status B R4 Succeeded , AN Jaeger Operator B IEMREE.
& Jaeger Operator ATHAM R BHMINRIE, BERIRERER , PUTUA T4

kubectl -n jaeger-operator get csv

N T
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NAME DISPLAY VERSION REPLACES PHASE
jaeger-operator.vx.x.0 Jaeger Operator X.X.0 Succeed
ed

MR PHASE FEXBI/RA Succeeded , 37~ Operator K HAAHE IR,

R
IhE Jaeger S5
AIRAMER install-jaeger.sh MAZIE Jaeger St R EMIEIR , WAES=15%

e --es-url : Elasticsearch yjjja) URL,
e --es-user-base64 : Elasticsearch ff] Basic Auth FBf4 , base64 4ghL,

e --es-pass-base64 : Elasticsearch f] Basic Auth #HY , base64 4ghg,

M DETAILS EH|&EMA |, BXBIrERE , ARTEA install-jaeger.sh , BTFBITARGE
PIT :

l > DETAILS

FIABITIRG -

./install-jaeger.sh --es-url='https://xxx"' --es-user-base64="'xxx' --es-pa

ss-base64="xxx"'

SR Ay 7R
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CLUSTER_NAME: <cluster>

ES_URL: https://xxx

ES_USER_BASEG64: XXX

ES_PASS_BASEG64: XXX

TARGET_NAMESPACE: cpaas-system

JAEGER_INSTANCE_NAME: jaeger-prod

JAEGER_BASEPATH_SUFFIX: /acp/jaeger

JAEGER_ES_INDEX_PREFIX: acp-tracing-<cluster>

PLATFORM_URL: https://xxx

configmap/jaeger-prod-oauth2-proxy created
secret/jaeger-prod-oauth2-proxy created
secret/jaeger-prod-es-basic-auth created
serviceaccount/jaeger-prod-sa created
role.rbac.authorization.k8s.io/jaeger-prod-role created
rolebinding.rbac.authorization.k8s.io/jaeger-prod-rb created
jaeger.jaegertracing.io/jaeger-prod created
podmonitor.monitoring.coreos.com/jaeger-prod-monitor created
ingress.networking.k8s.io/jaeger-prod-query created

Jaeger UI access address: <platform-url>/clusters/<cluster>/acp/jaeger

Jaeger installation completed

3 OpenTelemetry Operator

BT Web 151 & %4 OpenTelemetry Operator

#Ea]PAFE Alauda Container Platform f{] Marketplace — OperatorHub %4 OpenTelemetry
Operator , Operator %39 18] ), 8] B Operator,

Nis

I

1£ Web $TH| & #) B R OEF |, FEIFEELE OpenTelemetry Operator i) &8 , SAFHEA
Marketplace - OperatorHub,

I ERESRIEZ Alauda build of OpenTelemetry , miy Alauda build of
OpenTelemetry #58l,

%15 Alauda build of OpenTelemetry TWE_E/] Operator NM4A{5E. , =i Install,

1 Install TOA :
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o %3 Manual /£4 Upgrade Strategy, XfF Manual HREE , OLM £8IEEHE
K. EASRHEIERA , BOMFEhitE OLM BINEKAFHZL Operator EIFTARAN,

o 1%&FF alpha (Default) Jii&

o 1% Recommended {EA Installation Location, J Operator TR EN
opentelemetry-operator #3&ZE[E)F , LA{E Operator BEME V= FHEEFHNTA 4L

Zs[A)FR A A,
e Mmif Install,
o M Status B~k Succeeded , PARfiA OpenTelemetry Operator 2 1EAf& 5%,
« & OpenTelemetry Operator KT BAHEBMNRE. BIRIRERER , PITA TS

4

kubectl -n opentelemetry-operator get csv

NIkl

NAME DISPLAY VERSION REPL

ACES PHASE
openTelemetry-operator.vx.x.0 OpenTelemetry Operator X.X.0

Succeeded

MR PHASE FEXBI/RA Succeeded , 37~ Operator K HAHE I E,

2 OpenTelemetry 324

A RM#ER install-otel.sh BIZAZEE OpenTelemetry SEf &k HAB L EIR,

M DETAILS EHIRMA , BRERERE , REA install-otel.sh , BTFPITR G

17
l » DETAILS

FRAPI TR
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./install-otel.sh

FEl Ay i 7R

CLUSTER_NAME: cluster-xxx

serviceaccount/otel-collector created
clusterrolebinding.rbac.authorization.k8s.io/otel-collector:cpaas-system:
cluster-admin created

opentelemetrycollector.opentelemetry.io/otel created
instrumentation.opentelemetry.io/acp-common-java created
servicemonitor.monitoring.coreos.com/otel-collector-monitoring created
servicemonitor.monitoring.coreos.com/otel-collector created

OpenTelemetry installation completed

Ja FThREFF R

BIRAZ Y E4T Alpha (i EE , S E & 1E Feature Switch L&+ F3h/BH acp-tracing-ui
ThEEFF K.

$XJ5 , #t\ Container Platform L& , SfiZ Observability - Tracing , Bl AJ & & IBERD)

~t

B
Eo

aod

B IR ARSE

fHF%& OpenTelemetry 243

BEREITRMER , PUTA T oMk OpenTelemetry KBl R HARTIR,
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kubectl -n cpaas-system delete servicemonitor otel-collector-monitoring
kubectl -n cpaas-system delete servicemonitor otel-collector

kubectl -n cpaas-system delete instrumentation acp-common-java

kubectl -n cpaas-system delete opentelemetrycollector otel

kubectl delete clusterrolebinding otel-collector:cpaas-system:cluster-adm
in

kubectl -n cpaas-system delete serviceaccount otel-collector

#1#k OpenTelemetry Operator
AT PUBIE Web 1= & 1) B R fLEIEIZ OpenTelemetry Operator,
IR

o 3t \ Marketplace - OperatorHub , {# /] 8 Z&HE % Alauda build of

OpenTelemetry ,
o mif Alauda build of OpenTelemetry FRElF N\ VEIF T,
« FEVFIBERAG LM R Uninstall 3240,

o fE3#H ) Uninstall "opentelemetry-operator"? % ]9 /= i7 Uninstall,

ks Jaeger 451

BEROTERER , PITUU T 4% Jaeger Sof8 R H A &R,

kubectl -n cpaas-system delete ingress jaeger-prod-query
kubectl -n cpaas-system delete podmonitor jaeger-prod-monitor
kubectl -n cpaas-system delete jaeger jaeger-prod

kubectl -n cpaas-system delete rolebinding jaeger-prod-rb
kubectl -n cpaas-system delete role jaeger-prod-role

kubectl -n cpaas-system delete serviceaccount jaeger-prod-sa
kubectl -n cpaas-system delete secret jaeger-prod-oauth2-proxy
kubectl -n cpaas-system delete secret jaeger-prod-es-basic-auth

kubectl -n cpaas-system delete configmap jaeger-prod-oauth2-proxy

E# Jaeger Operator
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FEAT BT Web =61 & K E1E R MLEEIZL Jaeger Operator,

Bk

Pt )\ Marketplace — OperatorHub , {#f ##&1E % Alauda build of Jaeger ,
ma

S5 Alauda build of Jaeger AREFF N\ VEIS T,
EVETA LA A Uninstall 3241,

fE38H f Uninstall "jaeger-operator"? %[ /5 Uninstall,
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£33

ALGEMET OpenTelemetry #l Jaeger A%k , SRHLT AAVERM2A G EEE. R5tH

WIEXE. 1B, 6. ERMAILI M OIERAE R,

Business Cluster

auto-instrumentation

£ npemeleme’lry-nper;r}

fraces

M LA,
install Yy
embedded otel-collector -
ST 777, N traces
4 jaeger-operator >
query trace -
o K
install%J
User [Tracing UI]
iaeger-qu% \3
\{_ A i traces

query

B=x

WA
BRI

ElasticSearch



http://localhost:4173/container_platform/zh/
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PR

1. OpenTelemetry R%;

o opentelemetry-operator
— MNERHR R Operator , TaTaEBEFEIE otel-collector B4 |, 214t OTel BENFNEE
7.

o otel-collector

Yok AREREEE | SHFTILIRAALANIE |, SR AL jaeger-collector,

e Tracing Ul
BT O ERE , £ T jaeger-query APl , XX L HEEE 5.

2. Jaeger A%

* jaeger-operator
EREFNEIE jaeger-collector K& jaeger-query ZH44,

» jaeger-collector
HU otel-collector 3 A FAMR FFRNBEREURE , HHTA&3# , IFE A Elasticsearch,

* jaeger-query
RMHNERRE M APl , XKFFEFE TracelD MAREENRZ KA.

3. Fhel=

¢ Elasticsearch

— MR HAFESE , IFXIEE Span BRHSHEANKR.

BRI

o SENNFE
Application -> otel-collector -> jaeger-collector -> Elasticsearch
I FAiEid SDK sBaENAR Span #UE | otel-collector XS¥IEHATAIL AR |, fEfamH
jaeger-collector X 4t E )\ Elasticsearch,
o BWAE

User -> Tracing UI -> jaeger-query -> Elasticsearch
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R Ul 135 E S | jaeger-query M Elasticsearch A ZEUE ; Ul RIEIR B ¥R
BHT AR IR,
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Jo
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Q Alauda Container Platform

P OB

B=x

Telemetry
OpenTelemetry

Span

Trace

Instrumentation
OpenTelemetry Collector

Jaeger

Telemetry

Telemetry F6§ R R HAT AR ¥R , 815 traces, metrics 1 logs,

OpenTelemetry
OpenTelemetry 2 — N[N - ¥ELRFI T B4, , 51 MEIEE N traces 7~ . metrics 7 F

logs 7§ telemetry ¥tiE. EZEME , OpenTelemetry 2{ENETTXM , XEKEE T TASEF
AN SRR R T4E , BIEFIR T A0 Jacger 7 #1 Prometheus ~ , AR BT840,

Span


https://opentelemetry.io/docs/concepts/observability-primer/#what-is-observability
https://opentelemetry.io/docs/concepts/observability-primer/#what-is-observability
https://opentelemetry.io/docs/concepts/observability-primer/#what-is-observability
https://opentelemetry.io/docs/concepts/signals/traces/
https://opentelemetry.io/docs/concepts/signals/traces/
https://opentelemetry.io/docs/concepts/signals/traces/
https://opentelemetry.io/docs/concepts/signals/metrics/
https://opentelemetry.io/docs/concepts/signals/metrics/
https://opentelemetry.io/docs/concepts/signals/metrics/
https://opentelemetry.io/docs/concepts/signals/logs/
https://opentelemetry.io/docs/concepts/signals/logs/
https://opentelemetry.io/docs/concepts/signals/logs/
https://www.jaegertracing.io/
https://www.jaegertracing.io/
https://www.jaegertracing.io/
https://prometheus.io/
https://prometheus.io/
https://prometheus.io/
http://localhost:4173/container_platform/zh/
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Span 80 MABHRERER |, FoR— P EEKERIESLIERIT. S span itREKRFH
FAKENE , FENEAT T R ERI T AR R R,

—> span BELFR. WEMAXEE. SHLESEEULHEMITHE (attributes) |, IXEH
Rl T HRIERTBEIR.

Trace

Trace IBRBR (Fob Rk BAERRERLMMS) ESBFRM EBFHTIRS BE
F) R HERE.

—/~ trace H—1 &> spans A%, F— span HFRAIR span , RFIEKMNFF 16245 R K
BANEGREN. R span Z FHIF spans 2t T X T EKERE (BMBEKRKKENER) KE
V ETFEE.

%A traces , IRAID ARG ERE RIS FURA RE K AEE 3. traces B THHFRIERSE
PRRE , EFAMERA A RGEEENES.

Instrumentation

TSI LM |, REEEEH{T Instrumentation : B RGEH A ADARA H traces 7|

metrics ~ #logs 7,
{# i OpenTelemetry , {KA] UBE FFEEARIFARLHIT instrumentation :

1 RFREAHRASER ~ : SRETRHRAAZBES ) APl Al SDK ~

2. /LAY instrumentation g R xR ~

ETREBHER A ZEEWB NN FANEHR AR AMEEF K telemetry $E. K0T LAFEH
OpenTelemetry API fE AR A A, telemetry %3 |, X2 XTEBS instrumentation fif iR 7 R4
R telemetry BHRAIEZ4M T,

FHHES instrumentation 2R RIFE EBEREN RS RTTEERFEXRE telemetry ¥
RN FREHE A . B4R RUB I R E AR SR TIMER HFE K telemetry 23, 5 —FEfR
ARE , BRI TMANR (Edges) EREFEHMEER.


https://opentelemetry.io/docs/concepts/signals/traces/
https://opentelemetry.io/docs/concepts/signals/traces/
https://opentelemetry.io/docs/concepts/signals/traces/
https://opentelemetry.io/docs/concepts/signals/metrics/
https://opentelemetry.io/docs/concepts/signals/metrics/
https://opentelemetry.io/docs/concepts/signals/metrics/
https://opentelemetry.io/docs/concepts/signals/logs/
https://opentelemetry.io/docs/concepts/signals/logs/
https://opentelemetry.io/docs/concepts/signals/logs/
https://opentelemetry.io/docs/concepts/instrumentation/code-based
https://opentelemetry.io/docs/concepts/instrumentation/code-based
https://opentelemetry.io/docs/concepts/instrumentation/code-based
https://opentelemetry.io/docs/languages/
https://opentelemetry.io/docs/languages/
https://opentelemetry.io/docs/languages/
https://opentelemetry.io/docs/concepts/instrumentation/zero-code/
https://opentelemetry.io/docs/concepts/instrumentation/zero-code/
https://opentelemetry.io/docs/concepts/instrumentation/zero-code/
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X PR R T7 38 AT AR A

OpenTelemetry Collector

OpenTelemetry Collector & —/ MWV LR ERER |, A IRIL. 4IEFSH telemetry %K
. EXFFRIE &K telemetry 203E (20 OTLP, Jaeger, Prometheus PARFZ /L
BITH) |, HFBEIEAXRE—1MSZA R, RN , EXXIFESEEIN telemetry ¥R T4L
AL,

B Z(zBiE5 N Collector 7,

Jaeger

Jaeger E— M FIEMNAHRIERAL. © & ELRTIMSME T MRS EMHE RS HRARS ,
FENFFABTIEK traces, HATHEERMSANHEE % . Jaeger 3% OpenTracing FrAE

(FLR OpenTelemetry BI—&04Y) |, XIFSMRIDES AEMER , B = EAEGTHEZ W
mMT A,


https://opentelemetry.io/docs/collector/
https://opentelemetry.io/docs/collector/
https://opentelemetry.io/docs/collector/
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Feature Overview
Main Features
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714 Trace HiE

TRttt
W LINRE
HIfe 5

HEEWIRE


http://localhost:4173/container_platform/zh/
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Query Tracing

B=x

Feature Overview
Main Features
Feature Advantages
Tracing Query
Step 1: Combine Query Conditions
Step 2: Execute Query
Query Result Analysis
Span List
Time-Series Waterfall Chart

Span Details

Feature Overview

NHNEGRERREE T XERSF EEARARNTBIRER . MRS AR e KIE
WENA AR E RS ARR, ZNBEERARRAT R :

o TEKREEKIERR | MRERN ARG T NTEEKEKIZ,
o MEBEHLERAAT  E SN FE AR R.
o WIEARAESL : B FRIMCRIEEE M REALER.

BRI

Al
~AE ’


http://localhost:4173/container_platform/zh/
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o AFFIMNEHIEHIERNIREE T RS
o MERERMUEHAR SR R .
o WhRA M FRUERSEARXAR.

OMHE -

o It MINARGTHI AT MU,
o [REFIIRERSE (MTTR) .

o (UHLAR SR FATERE.

Main Features

o ZYEEEN X HF TracelD, RFL. &% 6 FEMKMHAS.
o AIARALAAT IR FF ) E A E B R ~E A B AR (8) 4 A .
o WEVEENL : IFEFNR Span BRI I A,

Feature Advantages

o PREEMAID : B SAERER RS/ MIETCE , MREEE R E.
o AIAKE  FRNAFIIFEARENRRARXR  BRERE  REWESHTHRE.
o RIEZH  IFMBABRSERAS  BENZFEENITRIZE.

Tracing Query

1’ Step 1: Combine Query Conditions
e/ - EWRA T IAEER. BT UBERMZ N ERRARALE S,

El&t WA

TracelD TEEGERAE—INR , A TEEIEENEERMEE.
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WG WiBA

Service KAEARVOARERMARS (FEFTEAN) .

AETMARRE (Tag) TIREWER | SHFAREAIE Span 15

Label _
FHIFREE,

Span Duration . . .
BEIFSNBRTST SAE (Z) K Span.

Greater Than

Only Search . .
5% Span 3§ Tag & error {EA true B Span,
Error Spans

Root Span : #ZHELER service KitfiR Span , ERATHELE R
FHEMAREKRERE TSR,

Span Type . . ,
Service Entry Span : #EZFCE K service 14k S5 um 158 AR
R — Span,
B AA[E M) Span & , BhiA 200,
Maximum Query eoR BT MREEIR , FARRIKEZ RN 1000 4 Span, Mi#EE
Count WA Span ER T RAEAE , BT IR SRS/ N

[ESEE BB E.

2] Step 2: Execute Query

o EEEWKUFHMANNEN , M Add to Query Conditions %41 , MRTHRAEKE
JR1E Query Conditions Z5R[X |, ik,

« A EFF Common Query Conditions & 7 NI {8 BB 544,

Query Result Analysis

MATARMHERE , NEHERERLERXL,

Span List

ERERXKIBAM BRI EHAHN Span SIREHEAER , 81F - WFE. OARZRASNE
SKAEIRT 7%, LKA RIAIFFAART(A],
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Time-Series Waterfall Chart

EWLERDISA MRS 3R E W RN AIBERT Span ZEHARAXAR. RAIFIIE
MEFEEGRA T RN ERS M T

1. g EMTRIT : BEFSREAET , FEMAEL (Span) BH BREIFRTEN TRIT , 04
FARR—RF AR | B — R BIRERZEA RIRT .

2. BEARSSST - BRSNS , S MREKERRTORARNFSNE , FTENLEAR
Rl ARIRIE A R AR

3. fgtiid « GedtFRNARKEBERRR |, 4EdtBiRFORZA MR P R AR K.
4. FESFMBIRRRN | RIEEMETREST B RAARKNESFHIMER.

Span Details

RIS B FFSIRBEFEA Span 17, AIRIFERX Span KIFHIMER , A%

e Service : Span FTER% .
e Span Duration (ms) : Span FF£&AT(8],
o URL : fR$1AAE URL , XTR Span AR& ) http.url,

o Tag : ERMENTZAM Span FREMEE  TATERRENEE NG, [RErEFRA
AR LRI SR EE AR M, STLERAERNEIRLER,

e JSON : Span /554 JSON 5% , (FTH—PEFHRNIEE.
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&1 Trace HE

B=x

Zhaettik

HHR &A1
HESWIRME
PAla) Trace HiE
HREE
1% Pod &K
Rt E)TE
REWKM
£14 Trace ID
SRARAE
SHER
BE X BT
BFEHELTX

TREMER

Trace Hi&f#H FREB BT E—) TracelD EMM AT SIFE N MBI XM BEE. HINEE
FINFF RN IMIZAEAN IR B E2E)# , T HEKIRE , 3RS BESEER LT3R
x.


http://localhost:4173/container_platform/zh/

&) Trace H7E - Alauda Container Platform

FEMRR

o REDHT  IRAD ARG EHARSTHSERFIRER [A)8.,
o EFICKEX Rk FEESEREEXE , ST A .

o S¥UTIE : BT Pod T TracelD EEZE , BAEMELIE.
&R

o HAEBREES LM,

o NMEZRTERAF ML,

o EIHERAIRTRAZLUR B SHEK,

2 DINRE

T TracelD &if] : {§ TracelD KA SIFE B M XNTEBE.
A Pod A LR : ERSSERNEE Pod MBEE.

St - AT E SRS IR fa s B SR
LT HEEEE : EEEMNAELBNELE , #HTRAD.

AU 561

l TIP

1E183T TracelD &if] Trace HEZ BT , WX IRFZHITIER |, F\W S HEFBE TracelD, E5H
W% HiES TracelD XEXIERHITECE .

EIAITA

o BIREMERINKAKHEE.
o MTHRKAR 1 2#HNEER , EWIERITIAN A 1 SHAKEE.



&) Trace H7E - Alauda Container Platform
== T
HEEWRE
1= ZI<

1) 3708 Trace HiE

1. &) Trace f§ , A Ak Trace BEVENE.
2. RTEERIAAEIRFH BEEEE R,

2 BigHE
& Pod & #K
£ Pod £7R 1+ , NS SIRFIIFRFEEB AR Pod,
A TS
£ BREE %8 , W B ARAEL.
Fr g
& BWHRM XAAETMAREN , IRIESERNBTTIREE.

£14; Trace ID

1 B2 Trace ID iE4E,
3 SAR{E

SHEE

1. Ry S,
2. fF Y B EAEE R A S TR

3. EFRSHEA (JSON/CSV)
B X BRTFE

Rl RE., VHREEFRERRERTHE I,
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EEHELTX

1. RITEERERBFM R,
2. EEBAAER RS 5 &FHE.
3. AR L TRIMEES HE.



SCATER - Alauda Container Platform

Q Alauda Container Platform

SKRTERE

Java v AFIEERAEIR ATNEERK

Thaettid
LA
BIE A
BRAIELDTR
BAELER

W% HiES TracelD XEx

de =
B3

1£ Java Y FHHEF 0 TracelD
1£ Python I B HEA RN TracelD
KAF A%


http://localhost:4173/container_platform/zh/

Java Y FIFIB ERAIFER A& AL - Alauda Container Platform

Q Alauda Container Platform Q

Java vV BH 1B ERIAEIS ATVE K

l INFO

B3hiE K OpenTelemetry Java Agent ~ 4% Java 8+ KR,

Bk

Thaetitid
(EEEEh
BB &M
BAELIR

BRAEER

TREMER

BIREN AL o] WM RIAZ OEES | BEETTEIC R A NE SRA R IZFMERERE, &
XAAMAIET E3hEN OpenTelemetry Java Agent , 3K Java W BEAER A TUIB EREE AR

ER=

Java AT AT IR

o MR A Java NV FBIRIMNIBERBES


https://github.com/open-telemetry/opentelemetry-java-instrumentation
https://github.com/open-telemetry/opentelemetry-java-instrumentation
https://github.com/open-telemetry/opentelemetry-java-instrumentation
http://localhost:4173/container_platform/zh/

Java iz FIFIBERAOHE AR SR - Alauda Container Platform
o ESIEHNY AR

o {#F Kubernetes ZpE RS

o AHLIRSERARXAR , HATiERERM

HIE & AF

fEFZINRERT , EHAR

B4rIR%E ©#FE4E Alauda Container Platform _E
AR S5E FIR JDK fRAS2A Java 8 B E S

A& Eirin & <[+ Deployment 4R
FEETMEIRENE

BRAEDIR

XTFEE L 31 Alauda Container Platform 1B Erf Java v , 720 &L :

o F2E Java Deployment B SEN AR
e X'E SERVICE_NAME HIEAE

e &E SERVICE_NAMESPACE MIEATE

Deployment &EC/RHBI



Java IV FFIBERAAER A\TNEEAK - Alauda Container Platform

apiVersion: apps/vil
kind: Deployment
metadata:
name: my-java-deploy
spec:
template:
metadata:
annotations:
instrumentation.opentelemetry.io/inject-java: cpaas-system/acp-co
mmon-javae
labels:
app.kubernetes.io/name: my-java-app
spec:
containers:
- env:
- name: SERVICE_NAME @
valueFrom:
fieldRef:
apiVersion: vi1
fieldPath: metadata.labels['app.kubernetes.io/name']
- name: SERVICE_NAMESPACE @
valueFrom:
fieldRef:
apiversion: vi

fieldPath: metadata.namespace

0 1%$F¥ cpaas-system/acp-common-java Instrumentation {EA7E A Java Agent IRIECE .
@ L& service NAvE FUETE , TEUARKXHSEEERE.

€ FECE SERVICE NAMESPACE FFEATE |, {Eh metadata.namespace .

BRELER
Java i FRERRSEALE

o HBENM Java iV FH Pod F&41E opentelemetry-auto-instrumentation-java init &
2, RNENEH.

o [A] Java WA EMEIEK.

« 7 Container Platform L&+ , %3 Java N AFTER TE . &8 M &4 =6,
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3t \ Observability -> Tracing TWH , &F& Java i FAHKIE EREIB AT A2 HAA &,



V& HiES TracelD %Ef - Alauda Container Platform

Q Alauda Container Platform Q

l TIP

RIS T A E AN AR E£RIREX TracelD #1% TracelD RMEINFABEN AL , &S
BBA—EFAZRNEGFEE.

W% BiE5 TracelD X

H=x

de =2

ﬁ /?\
1£ Java Y FHHEAH N TracelD
1£ Python I R HFEA 70 TracelD

WUETTi%

de
=

A

KT B BARERIFET EIRERZA span (REBEHRATS/MRSER) EHFEEE— 5T
) trace , JREH HTTP iEKkH 4S5 TracelD R H AT KEX trace KEE.

o —/trace REF—VOERIVEAITRE |, TracelD EFRRXEKKE— ID, BEFET
TracelD , {EaJ LK trace SN HEXREEK,

ETULEER , ACK R HTTP iE5K K ERER TracelD FRHRMEIZMEEH , A
M{EABEB T & _LIBIT TracelD ¥EHEE I HESIE.


http://localhost:4173/container_platform/zh/

V& HiES TracelD %Ef - Alauda Container Platform

1 Java Y FHHEAH 70 TracelD

l TIP

o DUF7RBIET Spring Boot 1E42 , {§ ) Log4j 1 Logback #1TitA.

o BRNAFTBEANTAIESRM :

« BEERARBAFREATEK

A& ARASFSK
Log4j 1 1.2+
Log4j 2 2.7+
Logback 1.0+

« WHBEFA JavaAgent,

FiE— : BLE logging.pattern.level

ENABCEFBH logging.pattern.level S¥HNT :

logging.pattern.level = trace_id=%mdc{trace_id}

75 : BCE CONSOLE_LOG_PATTERN

1. &2 logback FEE AT,

TIP

At AsESI At oA, %x{trace_id} FR/NM MDC FREX key A1 trace_id HI{E.



V& HE5 TracelD XEX% - Alauda Container Platform

<property name="CONSOLE_LOG_PATTERN"
value="${CONSOLE_LOG_PATTERN: -%clr (%d{yyyy-MM-dd HH:mm:ss.SSS}){fai

nt} [trace_id=%X{trace_id}] %clr (${LOG_LEVEL_PATTERN:-%5p}) %clr (${PID:

- }){magenta} %clr(---){faint} %clr([%15.15t]){faint} %clr(%-40.401logge

r{39}){cyan} %clr(:){faint} %m%n${LOG_EXCEPTION_CONVERSION_WORD: -%wE
X}}"/>

2. EH R SRR es1f4) g, FHEM log Mt BE , R~EIZAT :

@RestController
@s1f4j

public class ProviderController {

@GetMapping("/hello")

public String hello(HttpServletRequest request) {
log.info("request /hello");
return "hello world";

1£ Python v FHHZEH %N TracelD

1. 72N AR ANAN TS , WESKKFEkER TracelD. /REMAESINT , AIARIERZVREE -

TIP

getForwardHeaders ERZMNIEK k5B trace {28 , HF x-b3-traceid MHKIERDA

TracelD,



V& HE5 TracelD XEX% - Alauda Container Platform

def getForwardHeaders( )
headers = {3}
incoming_headers = [
'X-request-id',

'X-b3-traceid’,

'X-b3-spanid',
'X-b3-parentspanid’,
'X-b3-sampled’,
'x-b3-flags',

for ihdr in incoming_headers:
val = request.headers.get(ihdr)
if val is not None:

headers[ihdr] = val

return headers

2. FEN AAREF RN TR |, HREREH TracelD RmMEIEEF ., REMREEANT |, A[iRIES
B

headers = getForwardHeaders(request)
tracing_section = ' [%(x-b3-traceid)s,%(x-b3-spanid)s] ' % headers

logging.info(tracing_section + "Oops, unexpected error happens.")

KuE 7%

1. M A M S A=K Tracing,
2. IEEW ST ESE TracelD |, B A\EE MK TracelD , = Add to query.
3. T F AR trace FUEF , mi TracelD 55 View Log,

4. ¥f Log Query TUH , %1% Contain Trace ID , RE2E({UR/RNEEZ TracelD I HEHEE.



Q Alauda Container Platform

WA

ToEEWEFTER Tracing
(BB A
FRE ST

RE LR A R
RE 2 g R AR

FEHER - Alauda Container Platform

R EBHIEEREE
DR
1RESHT

HRE 1R AR
RE 2 KRR AR


http://localhost:4173/container_platform/zh/

ToEBEWEIFTEM Tracing - Alauda Container Platform

Q Alauda Container Platform Q

JoiEEWRIFTFH M Tracing

B=x

[ et
RE ST
1. Tracing XAEZRFCEITK
2. Elasticsearch 3B H4R I
RE 1 RIfER TSR
RE 2 R RS

| L ik

TEARS- Mg Eif) Tracing B, ATRESIBEITTIZFRE B AR Tracing K15 IR

RE AT

1. Tracing XAEEZRALE T K

% Tracing (RARSBIRETT KA , RERA SRR E Tracing ¥, EFKER ETRIE
SRR, ATRESECRAF IR T AT LERE.,

2. Elasticsearch SeE 4R &l


http://localhost:4173/container_platform/zh/

ToEBEWEIFTEM Tracing - Alauda Container Platform

Elasticsearch 5| EMABCE R "refresh_interval™: "10s"

TR RREFE LOMRGER . EWERILAE K Tracing B, 7T4

RERK,

AR S| BLE ] A PEAK Elasticsearch (WEUIBR & FE S , REAS

FE— B E LR T BRI,

RELHfERTR

o RIETRELIRSFKER,
o FRAEFEMXHEAN , NEHXFF (tail sampling) .

RE 2R R

, X SEEIE RN EFE TR

ERIHRR TS R FFA e b BLAS

I REMERERNRE , B4,

Bt jaeger-collector HIEEhE%K --es.asm.index-refresh-interval EAERIFEIE ,

ZMAEA 1es .

WMRZSEEAR "null" |, MAREXTERSIE refresh_interval FHITALE.

FE REAR "null" 4505 Elasticsearch RMEBERI T 1) &,
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Q Alauda Container Platform

ANTERMIEERIE

B=x

[
RE AT
1. ¥R A HEER
2. B R)TE PR
RE 1 AfRiRF R
RE 2 ffRiRF R

|a) il
BE BRI TR RIBHIE

RITKEN (33X 30 259) HrADER4S span,
o T 1 /NRIBERHIIMIEIZ.

RE AT

1. BRI ANIER

Elasticsearch (B \ I3 F&i5 RN X - translog - segment SXAEHIIRF IR |, 7]
BT S NIRRT ILMERER

N
H

-
e

=]
~

Y


http://localhost:4173/container_platform/zh/

RITEHIBERERE - Alauda Container Platform
2. B[RS | BR )

BOMBEUT , jaeger-query BWSIBERXVI span i , BF[AIEREISIE 2] span FHAKE]
IR e & — /N,

BN , ZFEA span FFIARTRIA 08:12:30 , L5ERASE]A 08:12:32 , NIEENZIBERHAT(E]
EEA 07:12:30 & 09:12:32

E , anRE RS T 1 /0N, 83X span EW A RETTAIS R TTRERIEER.

RE 1 ARRIRTT R

FHERAZERFRE , EFfEUEA,

RIE 2 AfRIRTT SR

MREHRIEFBIREERK , TTLUBEHE jaeger-query EEiBi{$E --es.asm.span-
trace-query-time-adjustment-hours Z¥FAEEE/MBERHERKESLE.

ASTHEOAED LN, AT DRI B E XA,
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*7F Logging Service

H7& - Alauda Container Platform


http://localhost:4173/container_platform/zh/

%F Logging Service - Alauda Container Platform

Jo
1l

Q Alauda Container Platform

¥*F Logging Service

Logging 1R Z ACP SF& AT MINMEA KR OAY | IRt EKNBEEEEN , KSWAE
SR HTALE,

AR TU T X R H SNRE

o HEXE WU AR, BAasMEREAFHENBINE
o HEM , £F ElasticSearch 1 ClickHouse /G , X3FA[¥ B AFAMBLERE
o BEEW , XX KEHESIENRE B RIEHNIER

1815 Filebeat, ElasticSearch I ClickHouse Z£3& KHFFRLBMEERY, | ZAEIR{PLALRRERS S
PAMEBERE , IMRBEHES |, HREAMESK , HFXNREERKIEERLE.

l Note

KA Logging Service KIAIRFEIHISRERB R TFARE , AL Logging Service FISCAAINAEVETH
SLISTRSEE S 3 FE Logging Service 7,



http://localhost:4173/logging-service/zh/
http://localhost:4173/logging-service/zh/
http://localhost:4173/logging-service/zh/
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Q Alauda Container Platform

Jlinl

2

TR

15 FRBR !

=44 - Alauda Container Platform

Events

SRAE
BHEL


http://localhost:4173/container_platform/zh/

48 - Alauda Container Platform

Q Alauda Container Platform Q

I

ZFEAEMT Kubernetes B4 , 123 Kubernetes BWIFHEERSEUR ZFZI RS,
TR EEME. EEMETIAREEN . UER, TRk Pod FRIBEEIMFER , Ao UST
PITERIE BKRR.

ETNEAPRANERRARR , BATRUATEREGIEEE R, YRBEHRERRIE
TERER , ATLEEMMAEE , BAIMRARKETI , AMEEF & Kz XK.

B=x

1 FHBR 1

{2 FAPR 1

ZIBER BT BERS . EHRFARNEMSLRI ACP Log Essentails, ACP Log Collector #1
ACP Log Storage J@ff.

l Note
4 Logging Service MAIREIIS R ERBZRFAARRE , BT Logging Service FRISCASEIAE(E AT
SLHIC RS M3 7E Logging Service 7,



http://localhost:4173/logging-service/zh/
http://localhost:4173/logging-service/zh/
http://localhost:4173/logging-service/zh/
http://localhost:4173/container_platform/zh/

Events - Alauda Container Platform

Q Alauda Container Platform

Events

B=x

| R
ELHEY

e (S E

1. R A NS A LT Operations Center > Events,
R BTSN S TR EYI R E R AE B N A E 4.

dlinl

= AR

EHREIARRRIL 30 DN ALNEREMHME (IEFREEXNETE)  UERIR
EHICR,

o BEREMUW A FARREENEEENERSHNRERNEREAXSHNRIRGE.

o AR HR-RIRZMREGFEEMH , RIFBMERSZM,

o BN : TRERFANTIRHEN 20 , RREEEHETTENR , B 20 MERELET LS
f, F—RIRABEZ R A L.

WREMHCE : EEESMHREXE T , Bt EEERNFaE RSN SMHC

x. BAIURETEREMHRABESNRNES , SRFTFAEMAS RS TRR. &

WA


http://localhost:4173/container_platform/zh/

Events - Alauda Container Platform
o WIRAKE : RAEZMH) Kubernetes TR |, 20 Pod.,

o &I REEMH Kubernetes WIRFTIE 6 4 T1E).

o EHRA  FHRENRA.

o EHEA  FHNEEREE | 20 Warning,

o WRBHR : KAEBMHH Kubernetes TWIBEZFR , A[IEFBA LN L FR.

l TIP

o RIEEMHICFF RIELHZHORIER , ATFE5EH ) Event Details SPEETEEEHFME

=]

/Cno

o EHRREMBEMRREERTIEHRN., SREERNRFRIEMHEANA Normal , AEH]ZHE ;
ERERFRRNAEMHRANA warning , WEARBRGEERE  NXEIFHUDIEERRAE.
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KE

1 AR

29

A
Inspection

Component Health Status

BAEER

& - Alauda Container Platform


http://localhost:4173/container_platform/zh/

Inspection

Execute Inspection
Inspection Configuration

Inspection Report Explanation

#Z& - Alauda Container Platform

Component Health Status

Procedures to Operate
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Q Alauda Container Platform Q

I

Inspection 23R 2 ACP & A IUM E AR OAN | RAtEURREFTFEREN , KT
TR 2 ST XS EE,
GBI IR B EINRE

o WKE , &R, TR, Pod, IEREHAT & RIEIITEENE , ROURA KA AR
X

o KIS , KNIREFKREEFHE , L THRERISTIKE

o AIHMIRE , EMRAEELER , BERENE. EREBMETRE

o WRELEM , 3TFFLL PDF 5k Excel R FEAERE , S 2ENSHTFEX

B RX LN SET A ANTIRIERIMB s EREIARGSS , FPALERRATERERSE
FEFIMRRNRIRFTE , RS X | FE T RS i BRI RIF T & KR EMERE,

Bk

i FABR S

{52 FABR !

o FARMNMKEIKHBTEMNC TR LITAN., BHRESNERELLIT ACP Monitoring
with Prometheus {42, ACP Monitoring with VictoriaMetrics Jf4z —.

o FARBEIFRIAMAEOELER, BHREMEE MRS S E DR AT TR,


http://localhost:4173/container_platform/zh/

48 - Alauda Container Platform

EIRFFENKRETRE , BB E S ERMAIR R IR |, BRI ARGNTEEEN TS
.



Q Alauda Container Platform

£33

B=x

Inspection

Component Health Status

Inspection

4844 - Alauda Container Platform


http://localhost:4173/container_platform/zh/

B8¥4 - Alauda Container Platform

——=(reate CR——>» _ _
mgPec.'hm CR
U
—Read ih-spec.-l'icm result—sl
] Write
Vhatch hepec.-ﬁm result
O | |
daplay
Couier
I
Guer"?r Metrics
1
S | &
sis
v
Prometheus VictoriaMetrics

Inspection #EIREFALH4F Courier FUSIRAHILEIR G , BRAT U ERAE

o & inspection 1% : £&[E global FEEHEAS inspection ZEHYH) CR,

o P4T inspection 4% : Courier £B4 435 inspection 258 CR M4 %, , FFm & &R IL154H

HE IS inspection AR IEFEIRIIE.

o B )\ inspection £5R : Courier ZBA5ERXT & inspection KWL S , % inspection 53R E

[ XF (] inspection CR,

« &BF inspection 53R : BT F&EEE inspection EFHHREMLER |, BHERIET X

] inspection CR,

Component Health Status
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ModuleHealth
Eecord

Pe rl'ld ic Pe rild ic

Updates Updates

L {Tee

GMEY‘Y etires

ModuleHealth

Gue

[ componenh status

J u Prometheus I l VictoriaMetrics

Component Health Status F5SE& 484 Courier FIUARAHHEEREM | R IATW SRR

k Eubernetes AP

o TIE AR ISIESEK - FATE global HEMMENTME CRD , BT ENERITHAHES
KEBEA :
o ModuleHealth : & X FEWMIEAH R SIEF.
e ModuleHealthRecord : & X KR XTIV 2H A4 MR 2E5 R

o EHRUSISLAMEIRA 1 Courier & watch ModuleHealth , 8 EFEETIRE , SR /EH inspection 45
HE5 )\ ModuleHealth #1 ModuleHealthRecord f¥] CR &J&.

o AMRIKEHIRE : Courier £15K Kubernetes AR HA0%0ERE | PLFIE B EFRSSFRRES R EF
TER (R,
o Kubernetes : KERHEBLELAHRIAKRESRESR.

« Prometheus / VictoriaMetrics : BT &LBHFIRMEHKTENR , EAFHFIEHHEBBELEF 124t
R .



B8¥4 - Alauda Container Platform

o BEAHERPRE  BABYFEEESAMHNEERE , BUBRIET XN
ModuleHealth #1 ModuleHealthRecord CR &JJ&.
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eSS

Inspection

Execute Inspection
Inspection Configuration

Inspection Report Explanation

$24EF57g - Alauda Container Platform

Component Health Status

Procedures to Operate


http://localhost:4173/container_platform/zh/

Inspection - Alauda Container Platform

Q Alauda Container Platform

Inspection

B=x

Execute Inspection

Inspection Configuration

Inspection Report Explanation
Most Recent Inspection
Resource Risk Inspection

Resource Utilization Inspection

Execute Inspection

1. S ZANS AT+ Operation Center > Inspection > Basic Inspection,

R - RENERARI—AKENKERIEEE. RELRET , IXNERCTAKRER
IR

2. £ Basic Inspection TWE , XFFLATIR(E -

« Execute Inspection : S UEA_EAH Inspection 5] , X FEHITHRE.

« Download Inspection Report : R HA_Ef K Download Report #7401 , 75388 X
TRAER RS0 (PDF # Excel) , R N3, BDAPREXT VAR RS T 2B 4,
o PDF BAMKEREABE RIFEXNIFFREE ;
o Excel BNHKEIREBAREMNETIEIE ;
o XHFRIN T EMFAERERE.


http://localhost:4173/container_platform/zh/

Inspection - Alauda Container Platform

Inspection Configuration

Inspection .
Description

Configuration

B AESPITEEFIA |, SZFFH A Crontab FRiX=.,
Scheduled Inspection BN - R \ERIFFEETIAHK Trigger Rule Templates |, 1%
BIERERNR |, BES BN Al R R E AR A RN,

Inspection Record . -
P RERETTINE.

Retention

WERRERFIB RN R A
TR BAEXARANLIRECE T HRAE.

Email Notification

Inspection Report

FaNEREBHERATBREKARARETR,

Name
Inspection WIEFABIARNMED., S£EFNH pod BEMR , BRELHREEE
Configuration ltems RRE,

Inspection Report Explanation

Most Recent Inspection
1f Most Recent Inspection {22X1% , AI 8 & RIE— XK ERMEREE

o Inspection Time : FRIT— /X HKFFHAFNLE SR E],

o Total Number of Inspection Resources : RIT—/XKEHRRIREE (EF. D . pod,
W)

e Risks : FENKKTIFEHNE , BIEEIEZEA Fault 1 Warning fRIR,

Resource Risk Inspection

1£ Resource Risk Inspection T , AJ&F global £, BEREN. EAEMRXLER
TERAAT A, pod FANERHK XS SR,



Inspection - Alauda Container Platform

BT EIRZEA (Cluster, Node, pod. Certificate) | ¥ Risk Details 3%40 , 3\
HWRFERMREIFE R, BT , IEFEARENHEIL—XEEER , AR ENEE

o RITFIRAFRAPEEE RIRFE R,
o RIFIFRF Name FERAMMKRFHRMA | A RIFHIEM S ERFIRT R4 R IRA .,

£ RIBREARESFIARAE (Fault, Warning) WERENR TR,

R SHRIRSEINEENSE AR E 2, RIRORE IR E—FIBT SR I0
— R N EE.

Resource Inspection Fault Judgment Warning Judgment
Type Scope Conditions Conditions
Cluster - global - EREREA - SRR (T R ¥Upod BUtE
cluster Abnormal ; Fr) IS, MR ARRIR
- BRERH - apiserver E&RE FCE KRR ;
- KR - HEMUREMAEREME
#njE , BEASHRERE
REH ;
- &5 CPU AR
60% ;

- RBENFERARRT 60% ;
- 823 ETCD A4+ {E— pod
IKEJE Running ;

- ERPIE—FARETE

Ready ;
- ERPEERT RNEZER
i 40 7 ;

- &R CPUTERE (Kfrih
KE/RE) BT 60% ;

- RENFERE (KIMEK
H/IRE) #Bid 80% ;

- PR IR A

- ERNIANGRE

- &3 kube-controller-
manager 24 {E— pod Kk
Z3E Running ;

- &3 kube-scheduler A4
F{E— pod KEJE

Running ;



Inspection - Alauda Container Platform

Resource Inspection Fault Judgment Warning Judgment

Type Scope Conditions Conditions

- &3 kube-apiserver A4
th{f— pod HKEJE

Running,

- 3 & inode T R%BUINT

1000 ;
- TR CPU FRE@ET
60% ;
- TRINFERARET 60% ;
- T RARER - TR ERUETAEARR
Abnormal ; iT 60% ;
- T EHT - TR LA node- - TRAG IR 200% ,
Node =) exporter 84 pod tk BIFEEAERT 15 254 ;
- FTBVTET #4F Running ; -BE-RRNEDEE—IR
=) -3 & kubelet 2B NodeDeadlock (5 £3E41)
# pod KKEIF ESCE
Running, -FER-RRNEDRE—R
NodeOOM (R&FAE) F
% ;
-FE-RREDEAE—IR
NodeTaskHung ({F5&-3EiT)
=14,
- pod CPU fFRZE T
- pod KA Error ; 80% ;
pod fT& pod - pod &b TSRS - pod RNFHEAZRBIT 80% ;
T 5 954, - &K 5 24 pod EfEKEL
RTFT L.
- Certmanager
. UEFS . : N
Certificate IERHRZS A Expired, IERAIHNT 29 X,
- Kubernetes
UEF

Resource Utilization Inspection

m iy Resource Utilization Inspection 54 , 13t A\ Resource Utilization Inspection TT[H],



Inspection - Alauda Container Platform

1£ Resource Utilization Inspection T[] , \J&& global &, HFANER. BEEHN
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