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apiVersion: crd.alauda.io/v2
kind: Domain
metadata:
name: '${random-unique-name}'
annotations:
cpaas.io/secret-ref: developer.test.cn-xfd8x e
labels:
cluster.cpaas.io/name: global
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spec:
name: developer.test.cn
kind: full
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l NOTE
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Cluster A 354 :

apiVersion: crd.alauda.io/v2
kind: Domain
metadata:
name: '${random-unique-name}"'
labels:
cluster.cpaas.io/name: cluster-a
project.cpaas.io/name: project-a
spec:
name: app.example.com
kind: full

Cluster B i 4 :
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apiVersion: crd.alauda.io/v2
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metadata:
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apiVersion: vi
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BT CLI B2 IRS

kubectl apply -f simple-service.yaml
ETEHH deployment FFR my-app BIZARS.

kubectl expose deployment my-app \
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apiVersion: apps/vil
kind: Deployment
metadata:
name: nginx-deployment
spec:
replicas: 2
selector:
matchLabels:
app: nginx
template:
metadata:
labels:

app: nginx

spec:
containers:

- name: nginx
image: nginx:1.25
ports:

- containerPort: 80
apiVersion: vi
kind: Service
metadata:
name: nginx-clusterip
spec:
type: ClusterIP
selector:
app: nginx
ports:
- port: 80
targetPort: 80

1. WX YAML :

kubectl apply -f access-internal-demo.yaml

2. BEh%B— Pod :

kubectl run test-pod --rm -it --image=busybox -- /bin/sh
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3.7 test-pod Pod i) nginx-clusterip BR% :

wget -gO- http://nginx-clusterip

wget -gO0- http://nginx-clusterip.default.svc.cluster. local

REAZBEFRZIME “Welcome to nginx!” ZZHEH HTML N Rz,

B - EERESMTTIRI Y
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apiVersion: apps/vil
kind: Deployment
metadata:
name: nginx-deployment
spec:
replicas: 2
selector:
matchLabels:
app: nginx
template:
metadata:
labels:
app: nginx
spec:
containers:

- name: nginx
image: nginx:1.25
ports:

- containerPort: 80
apiVersion: vi
kind: Service
metadata:
name: nginx-nodeport
spec:
type: NodePort
selector:
app: nginx
ports:
- port: 80
targetPort: 80
nodePort: 30080

1. M YAML :

kubectl apply -f access-external-demo.yaml

2. &% Pods :
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kubectl get pods -1 app=nginx -o wide
3. curl ij5[8] Service :
curl http://{NodeIP}:{nodePort}
RNV ZBER R A “Welcome to nginx!” £ HTML Ighy.,

Wor | WETBUE T A1 LoadBalancer 2$%If) Service NEEESMRINZ A,

FEE EIERTECE LoadBalancer R
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# access-external-demo-with-loadbalancer.yaml
apiVersion: apps/vil
kind: Deployment
metadata:
name: nginx-deployment
spec:
replicas: 2
selector:
matchLabels:
app: nginx
template:
metadata:
labels:
app: nginx
spec:
containers:

- name: nginx
image: nginx:1.25
ports:

- containerPort: 80
apiVersion: vi
kind: Service
metadata:
name: nginx-1lb-service
spec:
type: LoadBalancer
selector:
app: nginx
ports:
- port: 80
targetPort: 80

1. WX YAML :

kubectl apply -f access-external-demo-with-loadbalancer.yaml

2. FRERSNAR 1P St

kubectl get svc nginx-1lb-service
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NAME TYPE CLUSTER-IP EXTERNAL-IP PORT(S)
AGE

nginx-service LoadBalancer 10.0.2.57 34.122.45.100 80:3000
5/TCP 30s

EXTERNAL-IP B4R AN 4 28 [m) ittt
curl http://34.122.45.100

RNOZBEEEIEE “Welcome to nginx!” Z24EH HTML IgRZ,

IR EXTERNAL-IP 87”4 pending , ¥iBH LoadBalancer R4 & kLT IE.

5 : ExternalName 28I Service

apiVersion: vi

kind: Service

metadata:
name: my-external-service
namespace: default

spec:
type: ExternalName

externalName: example.com

1. VX YAML :

kubectl apply -f external-service.yaml

2. =RAFEE BN Pod H AT -

kubectl run test-pod --rm -it --image=busybox -- sh

nslookup my-external-service.default.svc.cluster.local
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FREFBEEHMITA example.com ,

LoadBalancer %! Service j¥fi#

AWS EKS &£ 8f

A% EKS LoadBalancer Service JEfRIIEL VAR |, iS58 Annotation Usage Documentation

/

o

Key Value 1tEA

FE3E LoadBalancer 27!
FRFETHIES

_ _ external: {FFE 7 AWS
service.beta.kubernetes.io/aws-load-

LoadBalancer FE R REEATFES
balancer-type e
Controller, =1 GEE AWS
LoadBalancer
Controller,

s

« instance : JREBIT
NodePort &3i%£%|

Pod,
service.beta.kubernetes.io/aws-load- FEE I EDNTEE
balancer-nlb-target-type * ip: EEIHEAE Pod,

Pod (&RWN1ER

Amazon VPC

CNI) .

« internal : FLBMLK.
service.beta.kubernetes.io/aws-load- FEREF ARLBE MEILE

. i\
balancer-scheme internet-facing : 22X NS

[


https://kubernetes-sigs.github.io/aws-load-balancer-controller/v2.5/guide/service/annotations/
https://kubernetes-sigs.github.io/aws-load-balancer-controller/v2.5/guide/service/annotations/
https://kubernetes-sigs.github.io/aws-load-balancer-controller/v2.5/guide/service/annotations/
https://kubernetes-sigs.github.io/aws-load-balancer-controller/v2.5/guide/service/annotations/

Key

service.beta.kubernetes.io/aws-load-

balancer-ip-address-type

#k 7~ CCE &5

Y
~

& < CCE LoadBalancer Service

/

[}

Key

kubernetes.io/elb.id

kubernetes.io/elb.autocreate

kubernetes.io/elb.subnet-id
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Value WA

o |Pv4
FEESTIFM 1P kAR,

o dualstack

TERRRVELRRER |, 353 % Annotation Usage Documentation

Value

5 0 {"type":"public", "bandwidth_name":"cce-bandwidth-
1551163379627", "bandwidth_chargemode": "bandwidth", "bandwi

["cn-north-4b"],"14_flavor_name":"L4_flavor.elb.sl.small"

TR EREE AR, SHRIERERERAISH.


https://support.huaweicloud.com/intl/zh-cn/usermanual-cce/cce_10_0385.html
https://support.huaweicloud.com/intl/zh-cn/usermanual-cce/cce_10_0385.html
https://support.huaweicloud.com/intl/zh-cn/usermanual-cce/cce_10_0385.html
https://support.huaweicloud.com/intl/zh-cn/usermanual-cce/cce_10_0385.html
https://support.huaweicloud.com/intl/zh-cn/usermanual-cce/cce_10_0385.html#section8
https://support.huaweicloud.com/intl/zh-cn/usermanual-cce/cce_10_0385.html#section8
https://support.huaweicloud.com/intl/zh-cn/usermanual-cce/cce_10_0385.html#section8
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Key Value

« union : X Z GBI,
kubernetes.io/elb.class

« performance : JAZ R , N3HF Kubernetes 1.17 KA _EAR

kubernetes.io/elb.enterpriselD

Azure AKS £ Ef

A% AKS LoadBalancer Service JEfi#EVEM AR |, 3% Annotation Usage Documentation

/

o

Key Value WA
o true : LA
service.beta.kubernetes.io/azure-load- . Y B FBRLE ML E
. \
balancer-internal . false : A\FIR YN
%0

Google GKE &£ #f

A < GKE LoadBalancer Service 7 fi#KNELHREH |, 5% Annotation Usage Documentation

/

o


https://cloud-provider-azure.sigs.k8s.io/topics/loadbalancer/#loadbalancer-annotations
https://cloud-provider-azure.sigs.k8s.io/topics/loadbalancer/#loadbalancer-annotations
https://cloud-provider-azure.sigs.k8s.io/topics/loadbalancer/#loadbalancer-annotations
https://cloud-provider-azure.sigs.k8s.io/topics/loadbalancer/#loadbalancer-annotations
https://cloud.google.com/kubernetes-engine/docs/concepts/service-load-balancer-parameters?hl=zh-cn
https://cloud.google.com/kubernetes-engine/docs/concepts/service-load-balancer-parameters?hl=zh-cn
https://cloud.google.com/kubernetes-engine/docs/concepts/service-load-balancer-parameters?hl=zh-cn
https://cloud.google.com/kubernetes-engine/docs/concepts/service-load-balancer-parameters?hl=zh-cn

Key Value 1t

networking.gke.io/load-balancer-

type

Internal e (FE LA ML,

AW, MRECEL S , MERERE
M%) Pod,

cloud.google.com/I4-rbs enabled

51 : {5 MetalLB BGP #1 Local Traffic Policy (]

LoadBalancer

AR ERAN{AT{E FH MetalLB BGP #5=f¢ & LoadBalancer Z5£HY) Service , I8 E
externalTrafficPolicy: Local , SRIRJCERSMMLEBkEEHIEBh-E BN TEBIIE.

S

o EF-EFRFAE  MERNAHEIZINR
o TLESMMLEBKE: | BT Pod , TRV RPHEK

o FHIFMBE : externalTrafficPolicy: Local {REIR IP , [B{ELEIR

o =AM | BGP AN SHRMEIIARET R

R 551

BCE LoadBalancer Service B , ‘&R :

1. B EF%E MetalLB : 30, 8IiZ4MNIB IP #ibibih T LI AL
2. BBCE BGP Peer : £, 417 BGP Peers T % BGP BtE

3. ANEB IP #ititith - BEE T BGPAdvertisement i) IPAddressPool

Az

{#F] externalTrafficPolicy: Local FfZEHr LoadBalancer KNV :
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apiVersion: apps/vil
kind: Deployment
metadata:
name: nginx-deployment
spec:
replicas: 3
selector:
matchLabels:
app: nginx
template:
metadata:
labels:

app: nginx

spec:
containers:

- name: nginx
image: nginx:1.25
ports:

- containerPort: 80
apiVersion: vi
kind: Service
metadata:
name: nginx-loadbalancer-local
spec:
type: LoadBalancer
externalTrafficPolicy: Local
selector:
app: nginx
ports:
- port: 80
targetPort: 80

REELER

externalTrafficPolicy: Local

externalTrafficPolicy: Local RE®KLIMIFLL :
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o RBBIRIP : B umlR IP 1FARES |, (FTHEICRK MR LK
o HIZIHA Pod : IEEHIZEX Pod , TTHET mikitk

{£FH BGP i LoadBalancer

{#FH MetalLB BGP #5z(hT :

» &HEIE BGPAdvertisement & nodeSelectors F5E KT A&
» BGP Peer WA SIS TIRERE
o BGPPeer ¥ BGPAdvertisement i3 1% 25 HULAD , MR —2ME

BRELIR
1. BRENF

kubectl apply -f nginx-loadbalancer-local-demo.yaml

2. ®uF LoadBalancer Service :

kubectl get svc nginx-loadbalancer-local

Tt
NAME TYPE CLUSTER-IP EXTERNAL-IP
ORT(S) AGE
nginx-loadbalancer-1local LoadBalancer 10.0.2.57 4.4.4.3

0:30005/TCP 30s

3. M AR -

curl http://4.4.4.3

Al

o WIS ARSUmM : kubectl get endpoints nginx-loadbalancer-local



L& RS - Alauda Container Platform

o WERSIKE : kubectl describe svc nginx-loadbalancer-local
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BCE Ingresses

Ingress FLA| (Kubernetes Ingress) & BSMNIBIN HTTP/HTTPS ISR EEIN IR
(Kubernetes Service) , MWMSKELRTTELR 4N BRI3EH].

BIFE— Ingress KEIEXT Service BIFMNEB HTTP/HTTPS ij3(q),

I WARNING

HER—mw & TRIREBEZ A ingress B , REI ingress 5 ABMEFRK 8&. PH) 1 iz (B
AFEERIRR) .

H=x

SHAE
Ingress 74 :
AT Web 2% & BIE Ingress

JBIT CLI 83 Ingress

SR

Ingress FN{K#T Ingress Controller f3R3] , Ingress Controller Tass &Nt Ingress 1 Service
L. MBI F Ingress f5 , Ingress Controller EIVESKES , 481 Ingress FRIE A
WILAS , FEIREN AZFEEHNERKE , 21 TEFR.


http://localhost:4173/container_platform/zh/
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Ingress A Ingress B Ingress...
Service A Service B Service...

WorkLoad A WorkLoad B

Kubernetes Cluster

l NOTE

XFF HTTP #MX , Ingress {3 #F 80 s EASMNPERA . X F HTTPS #MX , Ingress {XXFF 443 i
OEXSMERIGE O . FEaRREAER S B3R 80 # 443 KlTin .

e J&IT ingress-nginx-operator T3 ingress-nginx g4 ingress-controller

o 1@iT alb-operator %3 alb £k ingress-controller

Ingress 7/~ :


http://localhost:4173/container_platform/zh/networking/operators/ingress_nginx_operator.html
http://localhost:4173/container_platform/zh/networking/operators/alb_operator.html
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apiVersion: networking.k8s.io/v1l
kind: Ingress
metadata:
name: nginx-ingress
namespace: k-1
annotations:
nginx.ingress.kubernetes.io/rewrite—target:,/e’
spec:

ingressClassName: nginx g

rules:
- host: demo.local Q
http:
paths:

- path: /
pathType: Prefix
backend:

service:

name: nginx-service
port:

number: 80

@ = xAEIES % nginx-configuration 7,

9 nginx RINFER ingress-nginx controller , $alb_name ZFR/NFFR alb E24 ingress
controller,

© R RAELEAIZIT ingress , EIZHIACE hosts .

18T Web 5% & €3 Ingress

1. 3/3]A) Container Platform,

2. TSR S &5 Network > Ingress,
3. ;i Create Ingress,

4. 22U TR RS,


https://kubernetes.github.io/ingress-nginx/user-guide/nginx-configuration/annotations/
https://kubernetes.github.io/ingress-nginx/user-guide/nginx-configuration/annotations/
https://kubernetes.github.io/ingress-nginx/user-guide/nginx-configuration/annotations/
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2 WA
Ingress [EH ingress controller BT ARFIH] IngressClass ZFRIEL Ingress. M
Class R¥ & EFES A ingress controller , A FAR] DU T HAETEREF AH—4.

Host A] DLE#ERAPLEC (5120 foo.bar.com ) SRIBECAT (20

B4 )
*.foo.com ) . AIFAAIEEHBFAEHE ROEC.
UEF TLS secret i & B R BECAIET.
o Prefix : ILECFRIZRI4R , I20 /abcd WJRAULED /abcd/efg 3R
/abcde .
DURC2ERY £
+ Exact : IUECAETAEETS , 65120 /abed .
iz
o SHUFE : anRFEABE N Ingress controller EIF Ingress AR , ATRL%E
it controller R5E.
Service SNERIMER R EIL Service,

Service i

O

IEERERHEAE Service AN O .

5. =7 Create,

18T CLI 8% Ingress

kubectl apply -f nginx-ingress.yaml
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Q Alauda Container Platform

Aoe M

B=x

IP S ECALIY
Calico f%&
LR 5FRE
Calico W4&FM/RBIEE X IR (CR)
1B1d Web #%H) 5 4132 Calico RZ8--X
@i CLI Bz Calico PE&-TF-K
BENE
Kube-OVN FH&

Kube-OVN Overlay M4&-F MR E X &R (CR)

\

BT Web #31H) & 8 Kube-OVN Overlay R4
BT CLI A1 Kube-OVN Overlay P4E+#
Underlay f4&
1 FLER
183 Web 25| & IR (F1E)
18T CLI R4
BT Web #=H]& 70 VLAN (A1)
B3 CLI#0 VLAN
Kube-OVN Underlay M4&F M RBIEE X EIR (CR)
BT Web 1254 43 Kube-OVN Underlay RXZ&— X
183 CLI £ Kube-OVN Underlay P48+
HARHRE

TREHE


http://localhost:4173/container_platform/zh/
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BIT Web 156 & BEHM X

i CLI EHM <
BT Web =5 & EHRE IP
BT CLI BHRER IP

T Web =% & 2 ECRE

I CLI fEcT B

i Web %) & 5 Bidh 4 25 /6]

CLI yfen

I
flfl

f:L

B
B

21

+ Web =6 &Y RFX
CLI ¥ RFM
IH Calico &

BT Web 1) & HilR R
1Bd CLI Wi+

IP 73 BN

NOTE

R—ANIRE Bedn & TR A EC T 24K

o WH L

o MRMERGEFW , WZHME THBwET
ik, NRIVAFME 1P #IEAE |, Pods ¥ ITi& /a3,

o MRMBLETFW , WZME THBwmE=T

k.
% TR EC

o MRMHT

SRARGEEFM , Wiz 4=

S|E)sh k) Pods 2B

AT IP #IHERE |, Pods ¥ Tik/ash.

o MREHET

SESBE T FM , Wiz =

S[E)HR ) Pods R

B Pods RA

B Pods R

REE A

EfE A

REME X

HFRE

, IP PR WA — N1 R RELGESRE

ROATWIEG 1P 3t

$5RE F R 1P 3

E{F FRERAT R IP Hidik, 20

FME 1P ik,
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Calico M%&

£ Calico MEX BT , SKELGR N RIRELF MR RS,

A R SR

1£ IPv6 £ IIEF |, Calico MEF AN FRIZNASEH VXLAN 3, VXLAN £ 5w
5 IPIP H&AME , FEM#H{R UDP g 4789 2FF /.

Calico P& MRFIBE X EIE (CR)

apiVersion: kubeovn.io/vi1l
kind: Subnet
metadata:
name: test-calico
spec:
cidrBlock: 10.1.1.1/24
default: falsea
ipipMode: Alwayse
natoutgoing: truee
private: false
protocol: Dual
v4blockSize: 30

@ U default Atrue B, {1/ VXLAN %,
O REHEEXSHMEEINISH.

© ENLLEYERE NAT 3301,

B3I Web 1% 5 62 Calico R8P

1. 3 )\ Administrator,
2. M St s Network Management > Subnets,
3. =7 Create Subnet,

4 AZRA T RBABCEME RS,



e WiRA

BFMAAlATmBeGLZTE/G | X TRNRN A SERFENF A% CIDR
CIDR SEEINM IP #H1TIE(E.
& : CIDR 5 BlockSize KM xRiESESEZRNE.

VR RN VAR TR IPIP,

o IPIP : {73 IPIP PRYSNERIETS.

ESESUIN . i
+ VXLAN (Alpha) : f§/ VXLAN ¥ SIS IE .
o THI : BUREEAEREE.
WHIWNCA IPIP 2k VXLAN B | MIEE BT | ZHAH Always,
« Always : J42& SR IPIP / VXLAN [%iH,
A
o Cross Subnet : (XY FHATAEFME B IPIP / VXLAN (%3 ; [FFM
BT R A B HERER.
EREERBBEIRE NAT (M) | ZIARA.
HIbmE FEATERE FMR LAV RSN PILE BT 5 25 A3 [a)

NAT SR, ERBEN IP EALRTF A RERTIRME ; KIEAK , FRAR
FYEAR) IP B ERRERINIMLE.

5. 517 Confirm,

6. FEFMIEIE R , 1%3F Actions > Allocate Project / Allocate Namespace,

7. el E fa s i Allocate,

JBIT CLI 41l7E Calico M4+

kubectl apply -f test-calico-subnet.yaml

ZEZNA

CIDR 5 blockSize a8 ILACK AN T FRAT/R.



CIDR

prefix<=16

16<prefix<=19

prefix=20
prefix=21
prefix=22
prefix=23
prefix=24
prefix=25
prefix=26
prefix=27
prefix=28
prefix=29
prefix=30

prefix=31

l NOTE

BCE-FM - Alauda Container Platform

blockSize X/

26

27

28

29

30

30

30

30

31

31

31

31

31

31

RIFFRIBAT 31 FMECE.

Kube-OVN 2%

FHHE

1024+

256~1024

256

256

256

128

64

32

32

16

AP R/

64

32

16

1£ Kube-OVN Overlay MR EIETR |, SSETE RN RIREAREHRIMEIRHE .
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l NOTE

FARNET AT T RS Pods {5 join T/ , 75 % join SHTE M BHMEIHR.,

Kube-OVN Overlay M&FMRBEIEE X &R (CR)

apiVersion: kubeovn.io/vi1l
kind: Subnet
metadata:
name: test-overlay-subnet
spec:
default: false
protocol: Dual
cidrBlock: 10.1.0.0/23
natOutgoing: truea
excludeIps: @
- 10.1.1.2
gatewayType: distributed@

gatewayNode: '' e
private: false

enableEcmp: false e

. AJ1%&{E>A distributed 3% centralized .,

VEN, ECMP 2%, FEXAEIE R /ETheE 115,

©O0 006
KA
Ea
=]
>|*
Hﬁ
%

1831J Web 3254 £/ Kube-OVN Overlay %%

1. 3 )\ Administrator,
2. FEZEMIS A% S &5 Network Management > Subnet,
3. =it Create Subnet,

4. BB AL EME RS



22

RE 1P

ECMP
(Alpha)

PR R

=
e

3 77
NAT

5. 517 Confirm,

iAH

BrMoEcsamBSa 2T | AMENK IP LB Pods (E/.

RENRE P AawBEshnE. 5120, TRETEASK BE IP.

W1 WA S 2B U I Sk & .

- Distributed : PG N ETHATENLFTEEAL Pods HET R , 3K
Womtd.

- Centralized : 3+ T H Pods (FA— 1 HZMEEBEINEALITR , &
THMERRRVTRI AT, BLEZANEFR MXTR TSRS THA.

1%4% Centralized MRS |, A[{EF ECMP Thig, BHAMEAEMNER , REE
WRAMIERE. 5 ECMP (M ZK1EKAH) i, BiREK BT Z /NS
KRB ZRATRAMET R , ReEMIEEFITE.

EE D ERAIITS ECMP #HXTIRE.

£/ Centralized PXHY , EE— P EZ MEEBENIEAM KT A,
R BEMLIERE NAT (Mgties) | BOARBR.
FERTREFMP Pods 173)SMIB ML B 228 KT [A1 AL,

SRR, EREEN IP ENLRTF R Pods MIIIEME ; RIS, FRIKN
Pods i IP B EZFHRALINDMLE , BN EREFMK.

6. FEFMIVEIF A , 1%3F Actions > Allocate Project / Namespace,

7. SERBCE fJa R Allocate,

18T CLI 472 Kube-OVN Overlay fXZ& [

kubectl apply -f test-overlay-subnet.yaml

Underlay /%%
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£ Kube-OVN Underlay P& 4 5B , NUSREL SR IREABF MR IR E | AR MK
MERERT

l INFO

Kube-OVN Underlay 7 25 W& S EYIEME X FF, ESERELEK % Kube-OVN Underlay
RS DARRR AR

RS

1£ Kube-OVN Underlay P48 G —RARIMAZA - RINFFEERZ > iR/0 VLAN > g3 F
R

O HAMRHRK.
O ETRREME.

B3 Web =56 8 7RI M4 (F[iE)

kind: ProviderNetwork
apiVersion: kubeovn.io/v1l
metadata:
name: test-provider-network
spec:
defaultInterface: ethi @
customInterfaces: e
- interface: eth2
nodes:
- nodel
excludeNodes:

- node2

O ARWFLHR.
O HTRREMFK.

FrEMETENREE M RIEEIFER , THRBSMERE , SSHSYIEMENEE.



BRIEDIR

1. 3t )\ Administrator,
2. I S A 53 Network Management > Bridge Network,
3. miff Add Bridge Network,

4. IR HEAERCEAM RS
EE
o H7#r Pod 15 41T 2 EAEMATAE Pods , BRI TE FMME L 5 AP A BRI YT A
B Pods , BAREUR TN T FME/ERTEE.
« Underlay FRIHKIT AR & SRR |, HHEMEERKMRNE RO ECS

Underlay , NEEAZEMMITE (20 SSH) . #I20 , BEHFENEE =11 R , TS 5HE
F eth0, ethO, ethl £/&%4 Underlay , RIZRIAM-RA[IRE A ethO , S5=" MR 1]

®E A ethl,

¥ VAR

LININ i S 4 ~ . .

= B#5 Pod ZRMAE AWM -RIEANHEMLE R , SYIEME LIS,

7N

BN REE B \

-, BLE™ R LB AR Pod B#5EEFEE M & , TIEZHAMFR.
HESAT S BRERTE Pods AAEEERLTT S LMK,

HERT . . - . -
AR HERET R ER Pods TTIASYIEME AT m A ML IE S , THAA
EAR5% Pods BI5XLEETT A,

5. | Add,

IBIT CLI iR INM L&

kubectl apply -f test-provider-network.yaml

1B Web =% &8I0 VLAN (A]1%)



kind: Vlan
apiVersion: kubeovn.io/vi1l

metadata:
name: test-vlan

provider: test—provider—networke

@ VLANID,
@ HEM®sIA,

FAMET ovn-vlan BIUFIHK , 1E#E| provider M4, tHA]ECE R VLAN EHHAM
MriEML |, ST VLAN Z [BIRLE IR,

BRIEDIR

1. 3t )\ Administrator,
2. FEAMS I S 3 Network Management > VLAN,
3. |7 Add VLAN,

4. IRIELLT U EABCE M RS HL.

B Bt

VLAN ID VLAN fE—4RR , TSR EEIURERN.

g S VLAN B ZERE AN, SSHLSHIE MK EE.
5. |mir Add,

1BIT CLI 0 VLAN

kubectl apply -f test-vlan.yaml

Kube-OVN Underlay MZ%-fR~BIBE X TR (CR)
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apiVersion: kubeovn.io/vi1l
kind: Subnet
metadata:
name: test-underlay-network
spec:
default: false
protocol: Dual
cidrBlock: 11.1.0.0/23
gateway: 11.1.0.1
excludelps:
- 11.1.0.3
private: false
allowSubnets: []
vlan: test-vlan @

enableEcmp: false

@ VLAN3IA,

BT Web 5% & 4/72 Kube-OVN Underlay 4%+

l NOTE

FEMME T BT Overlay £\ T A5 Pods B{5H join FM , %F M7 Underlay {£H#itEz,
TARER , FE SR join SHEABFMK IP BIHR,

BRIEDIR

1. 3 )\ Administrator,
2. EEME A S E Network Management > Subnet,
3. ;17 Create Subnet,

4. IRIELL T ERBCE M RS HL.
e iEA

VLAN FMFTER VLAN,



S iR
+ M BFWAEAmBSRG L TEGE , YIEFMRK 1P K2 ES Pods fEH.
ZES R RINEIER K .

REE IP TEEMRE P RSB EC. Hla0 , ATRAETEAMGR BE IP.

5. =7 Confirm,
6. fEFMIEIE T , ¥E4F Action > Assign Project / Namespace,

7. THECE Ja i Assign,

18T CLI £/ Kube-OVN Underlay P&~

kubectl apply -f test-underlay-network.yaml

PSS

W& B [ERT7E4E Underlay #1 Overlay FMES , A[ARIEEEHBCE Underlay 5 Overlay +MEH
ZhE A,

e

BT Web =51 & BT <
FEERESERE AR, MXT AR NAT RE.

1. 3t )\ Administrator,

2. FE &2 5 Network Management > Subnets,
3. RITFMAEFR.

4. %% Action > Update Gateway,

5. B HECE , WHIESESHuR.
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6. By OK,

BT CLI EHME

kubectl patch subnet test-overlay-subnet --type=json -p='[
{"op": "replace", "path": "/spec/gatewayType", "value": "centralized"},
{"op": "replace", "path": "/spec/gatewayNode", "value": "192.168.66.21
0"},
{"op": "replace", "path": "/spec/natOutgoing", "value": true},
{"op": "replace", "path": "/spec/enableEcmp", "value": true}

] 1

BT Web =& BH{RE IP
P 1P FRAEMRER IP RS0 | SLABARER 1P W et MbRaREin.

1. 3t \ Administrator,

2. fEA AL ST Network Management > Subnets,
3. R M EFR.

4. %4% Action > Update Reserved IP,

5. TR E#fa s it Update,
BT CLI EH{REE IP

kubectl patch subnet test-overlay-subnet --type=json -p='[
{

"op": "replace",
"path": "/spec/excludeIps",
"value": ["10.1.0.1", "10.1.1.2", "10.1.1.4"]

1B Web =& 57 BcH B



BFROBCAFEME , B THNEFEENER AR A NMWKNRE  HREMREH
B RHIMEBTIR,

1. ¥ )\ Administrator,

2. FEA A S35 Network Management > Subnets,
3. R F M &R,

4. 1%+% Action > Assign Project,

5. RN FZEME /g , mifi Assign,

J CLI B E

kubectl patch subnet test-overlay-subnet --type=json -p='[

{
"op": "replace",
"path": "/spec/namespaceSelectors",
"value": [
{
"matchLabels": {
"cpaas.io/project": "cong"
}
}
]
}

BT Web =% & 5y Bodn 4 25 []
HTFMATRSEE R LN | SONELN EMAEIFE.

R PRI RSEEMX , KRR HES | EHR LRI S N ATIRISMBERE,

1. 3 )\ Administrator,
2. fEA A A3 Network Management > Subnets,
3. R FMA&R.

4. 1%&#% Action > Assign Namespace,
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5. iNEig kR A TIE)JE , A Assign,

B CLI ffican 4 =)

kubectl patch subnet test-overlay-subnet --type=json -p='[
{

"op": "replace",
"path": "/spec/namespaces",

"value": ["cert-manager"]

BT Web =58 &FX

YT RRE 1P SCEAENE A _LIRSEPEFERE |, AT ETRT MR TY & , AEIA RS
AIIER 1T,

1. ¥ )\ Administrator,

2. fEZ£i#~ w5 Network Management > Subnets,
3. R F M EFR,

4. 1%&#% Action > Expand Subnet,

5. SEAAECE fa mifi Update,

d cu Y RFM

kubectl patch subnet test-overlay-subnet --type=json -p='[
{
"op": "replace",
"path": "/spec/cidrBlock",
"value": "10.1.0.0/22"

=18 Calico Mz



XFESECRBMa & <A, FEESE NI E Mo Ao 4 =6,

B3 Web 1% & %X

l NOTE

o BbRFIES , NRNBEFAFERZFMNK 1P, RRATREEITE IP AL, (BIEHTH
KBS, TERARAEUMERIAFMEN IP , SCNDREFTER 2 TR BN MER.

o BOATFPIAET IR,

1. 3 )\ Administrator,

2. EEMESHF S E Network Management > Subnets,

3. &tk 1 > Delete , HUTHIFSIR/E,

i CLI R+

kubectl delete subnet test-overlay-subnet
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Q Alauda Container Platform

Al EH MetalLB

‘%I.”

H

Az

p
eb I ATRESN 1P Hobtits

eb =% A BLE BGP Peers

e
=
)

3
/g Wi
/g w
1@t CLI {3 L2Advertisement 2 BGPAdvertisement BLE4MID IP #Hitikih

MetalLB #EHk&

A 2

RSB e SO BRI

BT Web #56] & BCESMED IP itk

1. 3t \ Administrator,
2. EEMSH L | A Network Management > External IP Address Pool.
3. &3 Create External IP Address Pool,

4. BB AL EME RS


http://localhost:4173/container_platform/zh/networking/operators/metallb_operator.html#installing_and_uninstalling_metallb
http://localhost:4173/container_platform/zh/
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¥ iR

o L2 : EF MAC HitIB (55 A& , @RTHE R ARE — BT/
W AR, AERCE E A FEERAME.

Type « BGP (Alpha) : £F IP itk RANE % | (£ BGP WM # &S
B, GRTEEBZNERARE REHEMKAENL , Ay RIEM
A SEE IS

X#F CIDR # IPSEEM A . mdr Add XHRFZRMA , R"EIT :
CIDR : 192.168.1.1/24 ,

IP

Resources
IPIGME : 192.168.2.1 ~ 192.168.2.255 ,

£ L2 #5F , TR RERTARNA VIP RENT R ; £ BGP #&3:(F ,
ATATRERTAR VIP, SXEERE BGP & &KX HNE MR

R
* MREWR  RIFEDRAEREFTHTA.
o PRERERRRS | RIBAREEFRE AT AT A,
Available s BRTREFE  PIIRBEAEERANATRTR.

Nodes
A —
=

EE

 f£f BGP KA , TR RA T —B TR ; MERME] AT RE BGP
EETRITE.

o ARMECEASERERRT REFEFTRAT R ; ARNECE , ZAAH
TRAMERIE,

BGP Peers 5 BGP X2k ; B{ARLEES % BGP Peers,

5. /7 Create,

BT Web 1= & B & BGP Peers

1. 3t )\ Administrator,



2. EEMSHIRES | A Network Management > BGP Peers,
3. =7 Create BGP Peer,

4. IRBA N REARCE S 2.

¥ Ll
BGP &1 mTEBIARLH AS 5.,
Local AS
Number R BTSSR, BIER IBGP iLE |, BIAMH AS SN S5XE(K AS
SHREFHL
Peer AS
BGP XK FTER ARSI AS 5.
Number
Peer IP BGP X%{Kf IP it , IR IENL BGP &AL 1P ik,
Local I BGP E#HT m IP i3, ¥4 BGP EHE T RA LA IP B, S5 EMNA
oca
H IP SXYE(KGEL BGP %,
Peer Port BGP X &k mig 5.
BGP-
Connected 3 BGP &M T R, EAECENSE , NTET 2L BGP &k,
Node
BGP Mult AVFTEIEE FARZER BGP M7y 2[RI BGP &ih. AR LIThEERT ,
e ulti-
y BGP GHZNA TTL{EA 5, AFEZ A EIMLERRIEL BGP X&EX
op
R, EMEEITERE.
—A 32 uBFE (BE RS TEHERERFIR | 20 1Pv4 sibag=)
RouteriD FFME—HrR BGP ML&RK BGP f&Ags , 8% AT BGP 41 /&%

5. =17 Create,

R, KINEKEARE, EERMEEURAE MR,



fit’E MetallB - Alauda Container Platform

JB1T CLI {#H L2Advertisement g,
BGPAdvertisement B & 4M3B IP it

kind: IPAddressPool
apiVersion: metallb.io/vilbetal
metadata:
name: test-ippool
namespace: metallb-system
spec:
addresses:
- 13.1.1.1/24
avoidBuggyIPs: true
kind: L2Advertisement
apiVersion: metallb.io/vilbetal
metadata:
name: test-ippool
namespace: metallb-system
spec:
ipAddressPools:
- test—ippoolo
nodeSelectors:
- matchLabels: {}
matchExpressions:
- key: kubernetes.io/hostname
operator: In
values:
- 192.168.66.210

BGP &=
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kind: IPAddressPool
apiVersion: metallb.io/vilbetal
metadata:
name: test-pool-bgp
namespace: metallb-system
spec:
addresses:
- 4.4.4.3/23
avoidBuggyIPs: true
kind: BGPAdvertisement
apiVersion: metallb.io/vilbetal
metadata:
name: test-pool-bgp
namespace: metallb-system
spec:
ipAddressPools:
- test-pool-bgp
nodeSelectors:
- matchLabels:
alertmanager: 'true'
peers:
- test-bgp-example

kubectl apply -f ippool-with-L2advertisement.yaml -f ippool-with-bgpadver

tisement.yaml

MetalLB i [EZHEfR

W% EEEECS fRRITR
KHECHNER 1P TTBE M IPAddressPool Bt E4E 1R IOE 1P SEEIF4s & Za)
Pod Speaker 8%, Controller /> RBAC #X

& Operat
CrashLoop i} ¥ & Operator AR
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% REJEGS WRAR

& N3
BGP 3L ASN RILEE SIS F R AR AT 5% ﬁ_ BoPPeer HLTHANMILE R
AT VLAN FLE#IREL ARP i (R arping WAES T

EEELNRF A Troubleshooting MetalLB ~


https://metallb.io/troubleshooting/index.html
https://metallb.io/troubleshooting/index.html
https://metallb.io/troubleshooting/index.html
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0 Alauda Container Platform

AL E GatewayAPl Gateway

B=x

Wiz
B &RM
Gateway FRE%NA
1t42 Gateway
Gateway Z&Z AT (Service Type)
LoadBalancer (#t%¥)
NodePort
ClusterIP
Listener fit &
v A MY
AllowRouteNS
TLS it
EnvoyProxy (SPEECE)
HHBEE
& Gateway

BT Web =#4
Listener ficE&
18t YAML
Z PRI 25 2R A TTRE TR
BE Gateway ¥15
HITERSKRAE%E
Fil4


http://localhost:4173/container_platform/zh/

fE GatewayAP| Gateway - Alauda Container Platform
FHBATEAN
IR SR

T

iR

AR BATE Envoy Gateway operator #1 EnvoyGatewayCtl HERFMLEG , AMTELE

Gateway ,

Gateway JEMMELAMHAMI , TMHECEK EnvoyProxy IFHIKE Envoy $UEFHEIHIEDE
A,

FEHER TR , AT Envoy Gateway Operator Z f§ , Configure GatewayAP!|
Route ZHT.

AR 51

TBIRRIEARE 2 BT E Se AL T HR4E

1. [¥3i% Envoy Gateway Operator , T f#EAHLSFRIRKXER

2. T¥ Envoy Gateway operator F4I# EnvoyGatewayCtl

l NOTE

AN RENABEER Gateway 2 , AER/RAAECIE cateway . MRAECAEPIXLEH S | 7]
PAE #EpkER) B2 Gateway Hi47.

Gateway Ert&MA

1t42 Gateway


http://localhost:4173/container_platform/zh/networking/operators/envoy_gateway_operator.html
http://localhost:4173/container_platform/zh/networking/operators/envoy_gateway_operator.html

Gateway EMEBHAEHMAAR. BENXTINBE KN ZRIFIEBE FimRS .
Gateway TEFEN :

o Listeners : & XM XENTHERC . PRXFIEN4
o GatewayClass : %3/ gateway controller BIFiX% Gateway

o HARMES| A : SIA—A Envoyproxy , #FHIIKE Envoy #iEFHMERE AR

Gateway F= A1 (Service Type)

Service Type ACE M <i@id iK/Z Envoy Service KIEZE AT, B =R : LoadBalancer,
NodePort #1 ClusterIP,

£ YAML | S EBCEEACER EnvoyProxy BRIRHK)

.spec.provider.kubernetes.envoyService.type FER.

LoadBalancer (#i7¥)

MRS HHEA& ST BREdaEmeen.
{3 LoadBalancer & & #¥374F LoadBalancer , a]JRUBIT MetalLB 2.

{£/ MetalLB B , AT LB fR S IFAEFETERSEIN IP, 1£ Web I=HI& |, £ Service
Annotation Z£E§ :

metallb.universe.tf/address-pool: ADDRESS_POOL_NAME

metallb.universe.tf/loadBalancerIPs: VIP_IP

VEIFES I A 1E(E B MetalLB BfF55E VIP,

NodePort
PR B AR IMERLE 1.
{B{#FH NodePort BPAF ks :

o Kubernetes &4 NodePort A ECS RS AA R KRS |, il 2501E A NodePort [
=, MAERSwH



o MEELEHPEET R IP IR, FEEEZENE

N{a[%<EX NodePort 1Fffaiz

1 Gateway B R , X4 Service Type k) NodePort B, 51frz8%513R 4 87~ NodePort 31| , B/R
AR5, AT AEFE AT a4 FREN

kubectl get svc -n ${ENVOYGATEWAYCTL_NS} -1 gateway.envoyproxy.io/owning-
gateway-name=${GATEWAY_NAME} -o=jsonpath="{.items[0].spec.ports[?(@.port=
=${PORT})].nodePort}"

i B A NodePort ¥x[ 5

ClusterIP

WRAFESNNRE , IFEFE,

Listener it &

Listener X X M=% Irgdis O AMY., 78 HTTP 8¢ HTTPS ¥MYXF , REIFEML AT A E K%
TS,

AREAIEIRA . PHNEEMN A IR R B ITES .

Gateway ARWAIRZE/DAFE—AENTES,
v O FFRX
FANBNTRA B SHINY,. XFRFNPMYE  HTTP, HTTPS, TCP, UDP, TLS.

AllowRouteNS

BOIAMBIT , Routes REEMIANZEI same 7B T Gateway., =R A TIAMKA , (£

Allowed Routes Namespace E?EQ:

e Same : AUFFEIH%TEM Routes MiINEZ L8
o All : AVHMEEM B TIEIM Routes MMNERZ M ITS



o Selector : AAFFTEIEFZEILACHI4r 2 TIRIF K Routes [ INERZ AT

£ ACP H , BB & TH) _ EHNFREARRA |, Fl40 cpaas.io/project: <project-name> ,
WNRFH L ENTRAFETE M) Routes {8 , ¥54F selector FFUUACH#rdr%& TR E #r
.

WITESH) Allowed Routes Namespace RE-SHMNILRIRE T MEMKH Web 154 & XM EE
WTESET AT M S T 2S5k |, VL 02 E fihds 42 25 (8] 6 & K] gateway,

TLS ficE

SFF HTTPS 1 TLS /MY , FERCE TLS B E.

TLS #23X :
TLS &3 i EARERULD
B ATERE TLS 3F
Terminate Envoy &1k TLS , AR i 5 GRS B, WIERE TLS A
Envoy EIEBEINDTM TLS HEREHRS , T
Passthrough o S
%\
l NOTE

o HTTPS #MY{NXFF Terminate 125
o TLS #MYX3Z#F Terminate 1 Passthrough PHFHHE=
o TLS NT28 , Passthrough &5 37 #F TLSRoute

e TLS 2N25ch | Terminate #2333+ TCPRoute

WEPREK :

o FARBEFERR MG ZTE T EIEK Secret
e Secret Z5BYPAJMA kubernetes.io/tls , HAZE tls.crt F tls.key &

o iR TEMER Secret , EN, 1§ A fitdy 2 Z (8B Secret

|
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EnvoyProxy (ZERLE)

Envoy Gateway {#F] EnvoyProxy WIRIEHIMKXKEIEBRE. BYCAEA Gateway SIE%L
M EnvoyProxy &R , @it Gateway (] .spec.infrastructure.parametersRef FEET|
%O

BT Web 25|41 H EnvoycGatewayctl BIEEMK] GatewayClass BJIE Gateway B , $5%H)
A4B83ERARGATEMRECE EnvoyProxy ®IR,

Bt YAML I 83 Gateway B , FEITHHAIR cateway B

.spec.infrastructure.parametersRef 55|HMK EnvoyProxy &IFRF—H.
T3 —Rg 5 A AR AT IR S MR B A S AR B e E 35! | 5120 -

o BIAEL

o RIFBRFIFLEK
o T RIEFEDR

o RS IEUFIEAR

. BRGBBE

BHREE
R CREDNENENBIRERAME , RIFLE | ENEY.

HEEACE A , ¥, deployment-mode

A% Gateway

BT Web %14

1. 3t )\ Alauda Container Platform -> Networking -> Gateway -> Gateways

2. A Create Gateway IR4H

3. ff Create Gateway WMH , EEHEM EnvoyGatewayctl HIEM GatewayClass . £
Envoy Gateway Operator ##ZFFHKIZRIARBIF |, Z{EK envoy-gateway-operator-cpaas-


https://gateway.envoyproxy.io/docs/tasks/operations/deployment-mode/
https://gateway.envoyproxy.io/docs/tasks/operations/deployment-mode/
https://gateway.envoyproxy.io/docs/tasks/operations/deployment-mode/
http://localhost:4173/container_platform/zh/networking/operators/envoy_gateway_operator.html

GatewayClass

Service Type

Service

Annotation

Resource

Limits

Replicas

Node Labels

Listener

WARNING

fE GatewayAP| Gateway - Alauda Container Platform

default ,
W 2 /RA T ACE R :
FE WA
Name Gateway % ¥R
158 FREA

GatewayClass

Service Type

AR5 iERE

GIE R A

HERIAE

WET LR
&

Listener

YAML p&12

gateway: .metadata.name

envoyproxy: .metadata.name

gateway:

€NVOoyproxy: .spec.provider.
€NnVOoyproxy: .spec.provider.
€NVOYpProxy:

.spec.provider.kubernetes

eNVOYyproxy:

€NVoyproxy:

.spec.provider.kubernetes.

gateway: .spec.listeners

.spec.provider.

.spec.gatewayClassName

kubernetes.envoyService. ty

kubernetes.envoyService.ar

.envoyDeployment.container.

kubernetes.envoyDeployment

envoyDeployment.nodeSelect

Web 154 R B{NZFF Envoycatewayctl BIEEMH) GatewayClasses, Hfth GatewayClasses i&{#

M YAML Zgigz2s.

NOTE

{#H EnvoyGatewayCtl BJiEfK GatewayClass Hf , Web 5H|&4E3N0IiES Gateway [G4[F]
4 Z[AK) BLE EnvoyProxy #FiR.

Listener fic &
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PSR TSES , TARCERITAA

=ER AR YAML j1
Name W2 & R .spec.listeners[].name
Port e[S .spec. listeners[].port

WITEN, 1%
W : HTTP,
Protocol HTTPS, .spec.listeners[].protocol
TCP, UDP,
TLS

Ak, ElTER

Hostname .spec. listeners[].hostname
REH4
L 4
Allowed N
Routes SR =] list [1.allowedRout f
R .spec. listeners[].allowedRoutes.namespaces.from
PABI0EZ Y
Namespace -
s
HTTPS ¥MXECE

%+ HTTPS XA :

FE& ViR YAML %42

- WHE, TEAE TLS uEHHK _ .
Certificates .spec.listeners[].tls.certificateRefs
Kubernetes Secret

l NOTE
o HTTPS #1434+ Terminate &5
o HTTPS W28 ARERRES

o ZMARBEFE ARG & TEAIZEMK Secret
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TLS ¥MXELE
VE3E TLS HMNET :
BT
FH gL YAML g2

WEHE TLS 153K, 5Im :
TLS Mode Terminate, Passthrough, .spec. listeners[].tls.mode
2XA : Terminate

{X4E TLS Mode A
Terminate B ME, EEAE .spec.listeners[].tls.certificateRefs
TLS uEHH Secret

TLS
Certificate

TLS #&3FE , WL TLS BLE.

1B YAML

WNRFKAFRHEEERBATRS] , §H  envoy-gateway-operator-cpaas-default HiALEC
] GatewayClass ,

LR/ NRBIBIE— HTTP cateway FI—1EHM EnvoyProxy .
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apiVersion: gateway.networking.k8s.io/v1l

kind: Gateway
metadata:
name: demo
namespace: demo
spec:
infrastructure:

parametersRef:

group: gateway.envoyproxy.io

kind: EnvoyProxy

name: demo

gatewayClassName: envoy-gateway-operator-cpaas-default

listeners:
- name: http
port: 80

protocol: HTTP
allowedRoutes:
namespaces:

from: Same

apiVersion: gateway.envoyproxy.io/vilalphal

kind: EnvoyProxy
metadata:

name: demo

namespace: demo
spec:

provider:

kubernetes:

envoyService:
type: ClusterIP
envoyDeployment:

replicas: 1

container:

imageRepository: registry.alauda.cn:60080/acp/envoyproxy/envoy

resources:

limits:

cpu:

memory: 1Gi

requests:

cpu:

memory: 1Gi

type: Kubernetes
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1/~ o83 | = —
Z Fp i a5 KR ) ST EETR B

WRFEEL HITFRE , aERRITTRRE)
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apiVersion: gateway.networking.k8s.io/v1l
kind: Gateway
metadata:
name: demo
namespace: demo
spec:
infrastructure: e
parametersRef:
group: gateway.envoyproxy.io
kind: EnvoyProxy
name: demo
gatewayClassName: envoy-gateway-operator-cpaas-default e
listeners: e
- name: http
port: 80
hostname: a.com (@@
protocol: HTTP @
allowedRoutes:
namespaces:
from: same @
- name: https
port: 443
hostname: a.com
protocol: HTTPS
allowedRoutes:
namespaces:
from: Same
tls:‘i
mode: Terminate
certificateRefs:
- name: demo-tls
- name: tls-passthrough
port: 8443
hostname: tls.example.com
protocol: TLS
allowedRoutes:
namespaces:
from: Same
tls:
mode: Passthrough
- name: tls-terminate
port: 9443
hostname: secure.example.com
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protocol: TLS
allowedRoutes:
namespaces:
from: Same
tls:
mode: Terminate
certificateRefs:
- name: demo-tls
- hame: tcp
port: 8080
protocol: TCP
allowedRoutes:
namespaces:
from: Same
- name: udp
port: 8081
protocol: UDP
allowedRoutes:
namespaces:
from: Same
apiVersion: gateway.envoyproxy.io/vilalphal
kind: EnvoyProxy
metadata:
name: demo@
namespace: demo
spec:
provider:
kubernetes:
envoyService:
type: ClusterIP @
envoyDeployment:
replicas: 1
container:
imageRepository: registry.alauda.cn:60080/acp/envoyproxy/envoy
® resources: ¢
limits:
cpu: '1'
memory: 1Gi
requests:
cpu: '1'
memory: 1Gi
type: Kubernetes@
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@ 3 EnvoyProxy FiR BHTHERE

O nsE

GatewayClass

0006060

, B envoy-gateway-operator-cpaas-default AZEEDH

listeners &M IREANAIN M

hostname FZNAET 4.4 AR FRULAC N7 2%
protocol ARTE AJFANKIpE FE2EAY

allowedRoutes %I VP NEE FRAN 6 4 =)

tls BCE HTTPS # TLS WANFESHK TLS & kakE (%

EnvoyProxy Z#RWSNYE .spec.infrastructure.parametersRef.name DGL

envoyService.type IEHIMKXEZAN

@ HIENE , RIF imageRepository AFF
@ resources ALE Envoy BT HERIRIRHIFER

@ {#4F provider.type 1 Kubernetes

EE Gateway 115

1 Gateway B R

3|4
Name
Protocol
Port

NodePort

l NOTE

, BITERSREBRUATER.

iR

A WTES B AR

WTE$WMY (HTTP, HTTPS, TCP, UDP, TLS)

REmAS

¥ Service Type A NodePort Bf B/~ , B/Ri[A) ST 288 BC NodePort i[5,



%4 Gateway Service Type ) NodePort i , I5lfT2551&k 4 B7~E1SMA NodePort 51|, 13ia)p <ifiE
¥/ NodePort ¥5-5 , MAEARSKIHH . ¥#1E X, a0fEkER NodePort 1AM .

mTas SHRES %

M Route WIFZE|] Gateway B, VEEEMELATRLN,

EHA4
W 25 A 4 RIS AR, AEHE Gateway SRR AISLEATIhZA0 M35
ENNAZEAN

BKRENAR , RIUECEITER ENA SIREENANTE. ABLEFTRNENE A THRBERE.

T&E
W4 % e A% n o
ULFC
TFH4% TEN% =] EREEL AR Host 3k
FH
=]
R {XULAC
TEN% AEHA G E%EE api.example.com MG
api.example.com ) FA
K
%
=]
{XULAC
R W
AENE (0 TLEHNL DDF api.example.com MKNIE
api.example.com ) vt Sk
L4 i
5
{XULAC
i [t
ﬁi,mg n BrelLErEN4 Ela api.example.com HJIF
api.example.com ) NS Sk

M4



25
WS 28 A4, PRER LA :f R
ULfC
. ULEC, api.example.com
BACs
RERH (O BULAECHENL4 Ak 3, web.example.com
* example.com ) FH .
z 18
T3
BENL (W0 o
. BARLACHKFEN S M MRERTTIELN R E
api.example.com ) A
S8

l NOTE

BECA (¢ ) RNRZRULEC, 620, *.example.com ULEZ foo.example.com

bar.example.com , {BANULAC example.com .

I WARNING

FTREERERBRERE |, REFTELHE,

PR 2R

A BT EARIER YR GHF AR RS 2R

FUIEyIa0Y SRR FR ST

HTTP HTTPRoute, GRPCRoute
HTTPS HTTPRoute, GRPCRoute
TLS (Passthrough #&5X,) TLSRoute

TLS (Terminate &%) TCPRoute
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YT 2SN XFFIE B 2ETY
TCP TCPRoute
UDP UDPRoute

FCE AN |, FHRKEZETISHMK ST XULEC., Hi20 , NEE¥ HTTPRoute FANZEY

TcP Wz,

T4

Gateway MR , K& T BLE GatewayAP| Route,
AMRER AN EFESRIMETSH , BREH{T BCE GatewayAPI Policy,
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0 Alauda Container Platform

BCE GatewayAP| &R

B=x

R
HIIR AT
TR BT 0 A
RERFIADICE,
& Web 7 & 12 %
SecurityPolicy
B1d Web 126G ECE
API Key Authentication
CORS &
B YAML fiLE
2%
Thae
TR

EEFEW

\

B A
BackendTLSPolicy

B Web ZH6EE


http://localhost:4173/container_platform/zh/
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ClientTrafficPolicy

BT Web 1£H|6ECE

BackendTrafficPolicy
BT Web =HI&BCE
1B YAML BCE

2%

\

EEEm
B 73R
EPSES

7R

AXAHRBATE cateway M Route WIRAEZIFZ/E , MARCERIETIR, RIxET
.spec.targetRefs {ERIRMEMINAET , HESMORE. ReMFIRITAMMEISIFREIR
k.

EHEFNTERRES , AR TECE GatewayAPIl (REHZ &,

Envoy Gateway Y4BTt PFhiRBEEZEAY © SecurityPolicy . BackendTLSPolicy .

ClientTrafficPolicy 5F[I BackendTrafficPolicy ,

A 2

TBIRRIEARE 2 BT E SR T HRME
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1. FEACE GatewayAP| Gateway FELE GatewayAP| f&E

2. BRI HMIMEIK EAREIR , BI20 Gateway . Route Bk Service

RIS I Z5hit

REGIEBIT . spec.targetRefs [IINEIEABLIR.

BOATBIUT |, Sk X AEMIINE] R

— & TR R IR,

ST Gateway B#R , XIFRIEAETIN A PUER sectionName RERFFEHMLNTZS. ST

Service B#r, sectionName IEMIE Service im[HZFR.

TREE [0 CE

SecurityPolicy

BackendTLSPolicy

B

St
iE.

&

.
CORS
BE
f%

Envoy
5ha
Ui AR
FzZ
[E]F
TLS
fcE

Web
el

AN
[==)

5

API
Key
Auth,
CORS

XFF

Gateway HTTPRoute
(T
BB/
ALL )
X X

GRPCRoute



A
=
E
[

B

[
'
U]
it
iz
AT
il

ClientTrafficPolicy

i

R
i
AT
il

BackendTrafficPolicy
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Web
=6

PAN
[=)

=3
5

i)
wRE

R
wRE

Gateway HTTPRoute

(YN
REHR X

ALL )

(W
REHR

ALL )

GRPCRoute

sectionName FBFEfI Gateway _ERUFEMNTZSEL Service RS EIRO. BAREORE

A ALL B, SREENV AT ATA MiTzsekin A .

£ Web 15 & 612 R

A RIS NR— ANABIZ :

1. 3t \ Alauda Container Platform -> Networking -> Gateway -> Policies

2. 7£ Policy Type FHAEPIEEMERE

3. Aif create Policy %4l

AT E KRR R KT A TR

SecurityPolicy
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BT Web =5 &8 E

BERATE (FIERBEZ)

FER Ll YAML 12
Policy P i

b Qe = it .kind
Type

SRS A Gateway API ‘&R, 3F Gateway,
HTTPRoute 1 GRPCRoute, [f{/i%] Gateway i , 7] 1% .spec.targetRefs
B M8 2 FRakie 3 A W25,

Attach
To

SecurityPolicy 58 FE :

FE 1tEA YAML f§42
Authorization FRNSHEAEARNA., XIFLIE : .spec.apikeyAuth ,
Type API Key Authentication, CORS fCE& .Spec.cors

API Key Authentication

FE; WA YAML j%12

BEBTEHRIEK API Key i _ _
Secrets .spec.apiKeyAuth.credentialRefs
Kubernetes secret

Extract e & WP FZER APl Key (HTTP 3k
. .spec.apiKeyAuth.extractFrom
From HERSEN)
CORS it &
FER Ll YAML %12
Allow Origins IFH CORS EKFKRFIF+R .spec.cors.allowOrigins

Allow Methods IFH HTTP AiEYFR .spec.cors.allowMethods
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FEE Wt

Allow Headers SV CORS 3Kk KF 13k
Expose Headers NE Ry R 44 3K Fimi k53R
Max Age CORS Fik& R, ph2E 17 [a)
Allow Credentials BB R CORS sRigHEin

B YAML ficE

YAML (%12

.Spec.cors.

.Spec.cors.

.Spec.cors

.Spec.cors.

allowHeaders

exposeHeaders

.maxAge

allowCredentials
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apiVersion: gateway.envoyproxy.io/vilalphal
kind: SecurityPolicy
metadata:
name: demo-security-policy
namespace: demo
spec:
targetRefs:
- group: gateway.networking.k8s.1io
kind: HTTPRoute
name: demo
apikKeyAuth:
credentialRefs:
- group: ""
kind: Secret
name: demo
namespace: demo
extractFrom:
- headers:
- authorization
cors:
allowOrigins:
"https://example.com"
allowMethods:
- GET
- POST
allowHeaders:
"Content-Type"
exposeHeaders:
"X-Custom-Header"
maxAge: "1h"

allowCredentials: true

2%

SecurityPolicy FITACE Gateway MIKFHERISHEIE, FANKHthRLHERIEE. ©iRREtFH
AR, EEKENE Rin A2 BIIEESK , AMRTFIRS .



Gateway Route

| I
+-- SecurityPolicy-+
Client ---> Envoy Listener -------------------- > Backend Service

o BHRIE : ERAZFAATARIER FinS 1% (APIKey, JWT, OIDC, Basic Auth)
o AN : AT R FEIREHIRIRIE)
« CORS L E : EIRSIH IR Z R

TR

1. QA TESHNIIEAZAHLNIA SecurityPolicy

2. B EHMMEEER) Gateway, HTTPRoute 8 GRPCRoute

3. Envoy Gateway AR{EREZIIEENIBK

4. BIRERERZE RIRIRS ; ABEFKIREANY HTTP RKASRLELE ;A

EEBM

1. Web = & ST #FACE API Key Authentication 1 CORS, HMHHIIFARKSER
2DRETEA YAML itE.

2. B g R BEREX— SecurityPolicy,

3. A5 SecurityPolicy 3| A secret T , NIFTAEKEPLHIELE | RE] 401

Unauthorized ,

4. Web 15489 , B3N\ Extract From ZFE®A header , Header Name ZFE&A

authorization ,

5. AJ#E Web 1= & R AT MRS U E B MINE 2% AR .
B X
« SecurityPolicy #1387

¢ API Key Authentication 7


https://gateway.envoyproxy.io/v1.5/api/extension_types/#securitypolicy
https://gateway.envoyproxy.io/v1.5/api/extension_types/#securitypolicy
https://gateway.envoyproxy.io/v1.5/api/extension_types/#securitypolicy
https://gateway.envoyproxy.io/v1.5/api/extension_types/#apikeyauth
https://gateway.envoyproxy.io/v1.5/api/extension_types/#apikeyauth
https://gateway.envoyproxy.io/v1.5/api/extension_types/#apikeyauth

BackendTLSPolicy

1B Web =I5 El &

BATE
FER Ll YAML (&2
Policy .
FEOEA R SR .kind
Type

I SRB%IE R Service, WMRTERE Service & #RAin [ 4
Attach To .spec.targetRefs
#R ( sectionName ) .

BackendTLSPolicy 4585 =FE :

FE& AR YAML %12

W3R, Envoy &k Rt iS5 B A

Hostname .spec.validation.hostname

) SNI (IRSF 23 & #RIE7R)

Subject Al%E, BT Rl HTTPS Ini 3
Alternative W, KFsEr , BAER .spec.validation.subjectAltNames
Names hostname 1&.

W Rt TLS IEPRMAIE, &
I : cAcertificateRefs ({Ff

Validation N —

BENX CAEH) | .spec.validation
Type

wellKnownCACertificates ({&#

&S CAIER)

CACertificateRefs fit & :
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FH A YAML 12
A B3 CAIEFH Kubernetes

B secret, X% secret INRAE
Certificate . .spec.validation.cACertificateRefs

ca.crt #, N&A PEM 4g
Secret .
BIEG TLS iE.
l NOTE

B EFE CAUEP secret B :

secret A PSR0ES CAER

BRWIA ca.crt

TS NUERI , SCHIA - ----- BEGIN CERTIFICATE----- FEsk B o---- END
CERTIFICATE----- EE

EBRRXTTHAPNEDRR , 2B RE9%(= 52 “must contain PEM-encoded TLS certificates”

YRR ca.crt BMIILE secret B , 2 BRANR(SE “must have ca.crt key”

BT YAML fe &
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apiVersion: gateway.networking.k8s.io/vlalpha2
kind: BackendTLSPolicy
metadata:
name: demo-backend-tls-policy
namespace: demo
spec:
targetRefs:
- group: ""
kind: Service
name: demo-backend
namespace: demo
sectionName: https-port
validation:
hostname: backend.example.com
subjectAltNames:
- backend.example.com
CcACertificateRefs:
- group: ""
kind: Secret
name: backend-ca

namespace: demo

BackendTLSPolicy £l Envoy Gateway 5/FinRE Z (B TLS BE. AFEECE -

Service

|
+-- BackendTLSPolicy

Client ---> Envoy Listener -------------------- > Backend Service Port

K FRAE A

o SNI (REZBFRIE/R) BB TLS iEHEHE R £
o UFPIGUE : ANAIIIE f5im AR S 25 UE T
e CAFH : ATRIEEIEFPRETE N CAMER



o BLES/iRRFIEEN TLS RE

o XIFETEN CAUEP AL L CAUEP
o BCE SNI PASTTRIERES TLS 3BF
FEEEm

1. targetRefs Hf{] sectionName XLy Service w4 #K.

2.{FH wellknownCACertificates B , {EFHARZEIA CAUEPHIT

3. hostname AWMEIR |, {5 Envoy ZE3E/aYmE K SNI 1.

BAXH

« BackendTLSPolicy 135 ~

ClientTrafficPolicy

BT Web IZHI 8L E

BRATE :
T o
Policy .
F R R 2T
Type
It SRREIE IR Gateway, R WEHEFHEE W25 & FREEHE
Attach To

B SrEs.

HEECE (5E7)

Calla

YAML %1%

.kind

.spec.targetRefs

7 8 YAML g7
TCP Idle TCP &K .spec.settings.timeout.tcp.idleTimeout
Timeout 7S [A) R BT B

8], ZHE N
A ETinEE


https://gateway-api.sigs.k8s.io/api-types/backendtlspolicy/
https://gateway-api.sigs.k8s.io/api-types/backendtlspolicy/
https://gateway-api.sigs.k8s.io/api-types/backendtlspolicy/

HTTP
Request
Received

Timeout

HTTP Idle
Timeout

HTTP
Stream
Idle

Timeout

WA

MTEIE A%
%0 Gl
. Z0AMA :
1 /NE,

Envoy 4558
BB SR
BfiE). ITESAA
HRIFA , B
BREF—
FHEREE
TR R FF 4
BHELE. ZRA
& : 1/)NBF,

HTTP i&E#H
ZS (R B A A
B, ZRENX
NERER TR
GRS [E]
. Z0AMA :
TehRH1.

T ZS ) R NS
8], & SRAE
T LT bFESEN
I AT AP AR B
KA, ZKA
1 : 5 5344,

B YAML ficE

Bl & GatewayAP| $kB% - Alauda Container Platform

YAML %1%

.spec.settings.timeout.http.requestReceivedTimeout

.spec.settings.timeout.http.idleTimeout

.spec.settings.timeout.http.streamIdleTimeout
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apiVersion: gateway.envoyproxy.io/vilalphal
kind: ClientTrafficPolicy
metadata:

name: demo-client-traffic-policy

namespace: demo

spec:
targetRefs:
- group: gateway.networking.k8s.1io
kind: Gateway
name: demo
sectionName: https
settings:
timeout:
tcp:
idleTimeout: "30m"
http:
requestReceivedTimeout: "60s"
idleTimeout: "5m"
streamIdleTimeout: "30s"
2%

ClientTrafficPolicy 15#!|% fi%Zl Envoy Gateway FNEREITH. IR{ELMk EEE) |

Gateway

|
+-- ClientTrafficPolicy

Client ---> Envoy Listener -------------------

N RE%R Finl A

o TCPXE : iEEEFNNBIN R EINEE
o HTTPIXE : & KRMuNEE & HTTP HMY4TA

TheE
o BLE TCPIEET NS

o 15 HTTP & SRIZYGR AT
o XHE HTTP EHE%SRB T

> Backend Service



o BLE HTTP RZIAHBAT

EEEM

L BIHEIS SN EFHEBIOR (40 "30s", "5m", "1h") .
BT

« ClientTrafficPolicy #3E ~

BackendTrafficPolicy

BT Web 1= & lcE

IBRAFE
FER PEEA
Policy e
ZRIR R SRRE T
Type
IHIRREIE A Gateway AP iR, X Gateway,
Attach HTTPRoute, GRPCRoute, TCPRoute, UDPRoute #I
T TLSRoute, [N%| Gateway B , ] 3EIRFEE W28 4 7R
o)

FEE ALL . YAML =BT .spec.targetRefs [
sectionName BCE.

HEECE (5E7)

YAML %1%

.kind

.spec.targetRefs

= AR YAML (%12
LRI
SRR, B
TCP
] & TCP
Connection .spec.settings.timeout.tcp.connectionTimeout
, TLS #&F,
Timeout .
ZOAE @ 10
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.spec.settings.timeout.http.connectionIdleTimeout
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apiVersion: gateway.envoyproxy.io/vilalphal
kind: BackendTrafficPolicy
metadata:
name: demo-backend-traffic-policy
namespace: demo
spec:
targetRefs:
- group: gateway.networking.k8s.1io
kind: HTTPRoute
name: demo
settings:
timeout:
tcp:
connectionTimeout: "5s"
http:
connectionIdleTimeout: "30m"
maxConnectionDuration: "1h"

requestTimeout: "30s"

]

BackendTrafficPolicy %% Envoy Gateway 2| fGi IR S HNERAT /. 12 LRk E15H) -

Gateway / Route
|

+-- BackendTrafficPolicy
Client ---> Envoy Listener -------------c-u-n-- > Backend Service

N FRAE A

o TCPRE : iR
o HTTPXE : EEIFENE, THRENAEKER

ThEE
o ACE TCP &R

o 5% HTTP &5 A #B AT
o WEBRK HTTP &80T 8]
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» BackendTrafficPolicy #3557
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4172 HTTPRoute

TE 145 YAML 2
. V&l
Publish to
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Listener o
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Hostnames .spec.hostnames
%
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Matches .spec.rules[].matches
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Filters i, .spec.rules[].filters
i
Backend -
Instance Jaum .spec.rules[].backendRefs
Options ST .spec.rules[].filters , .spec.rules[].timeouts ,
.spec.rules[].retry , .spec.rules[].sessionPersistence
WHACE

Options FRAVFAERLE SRKnEETHRE

IR 1t YAML 1%

Session Affinity AV ER .spec.rules[].sessionPersistence
Timeout BERE .spec.rules[].timeouts

Retry EEREN <1 .spec.rules[].retry
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YAML %12

.spec.parentRefs

.spec.rules[].backendRefs

YAML %12

.spec.parentRefs

.spec.hostnames

.spec.rules[].matches

.spec.rules[].filters

.spec.rules[].backendRefs

YAML %12

.spec.parentRefs

.spec.hostnames
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apiVersion: gateway.networking.k8s.io/v1l
kind: HTTPRoute
metadata:
name: demo-443
namespace: demo
spec:
hostnames:
- example.com
parentRefs:
- group: gateway.networking.k8s.1io
kind: Gateway
name: demo
sectionName: https
rules:
- matches:
- path:
type: Exact
value: /a
backendRefs:
- group: "'
kind: Service
name: echo-resty
namespace: demo-space
port: 80
weight: 100

MRAEFEEE L HKBETINEHK HTTPRoute IR |, i&1E AT 8RB
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apiVersion: gateway.networking.k8s.io/v1l
kind: HTTPRoute
metadata:
name: demo-443
namespace: demo
spec:
hostnames: c
- example.com
parentRefs: e
- group: gateway.networking.k8s.1io
kind: Gateway
name: demo
sectionName: https
rules: @
- backendRrefs: @)
- group: "'
kind: Service
name: echo-resty
namespace: demo-space
port: 80
weight: 100

filters: [1 @
matches:@

- path:
type: Exact
value: /a
timeouts: o

request: '30s'
backendRequest: '10s'

attempts: 3
backoff: '100ms'
sessionPersistence: Q
type: Cookie
sessionName: a
apiVersion: gateway.networking.k8s.io/vlalpha2
kind: TCPRoute
metadata:
name: tcp
namespace: demo-space
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spec:
parentRefs:
- group: gateway.networking.k8s.1io
kind: Gateway
name: demo
sectionName: tcp
rules:
- backendRefs:
- group: "'
kind: Service
name: echo-resty
port: 80
weight: 100
apiVersion: gateway.networking.k8s.io/vlalpha2
kind: UDPRoute
metadata:
name: udp
namespace: demo
spec:
parentRefs:
- group: gateway.networking.k8s.1io
kind: Gateway
name: demo
namespace: demo
sectionName: udp
rules:
- backendRefs:
- group: "'
kind: Service
name: echo-resty
namespace: demo
port: 53
weight: 100
apiVersion: gateway.networking.k8s.io/vlalpha2
kind: GRPCRoute
metadata:
name: grpc
namespace: demo
spec:
hostnames:
- grpc.example.com

parentRefs:
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- group: gateway.networking.k8s.1io
kind: Gateway
name: demo
sectionName: https
rules:
- matches:
- method:
type: service
value: myservice
filters:
- type: RequestHeaderModifier
requestHeaderModifier:
set:
- name: Xx-custom-header
value: custom-value
backendRefs:
- group: "'
kind: Service
name: grpc-service
port: 50051
apiVersion: gateway.networking.k8s.io/vlalpha2
kind: TLSRoute
metadata:
name: tls

namespace: demo

spec:
hostnames:
- tls.example.com
parentRefs:
- group: gateway.networking.k8s.1io
kind: Gateway
name: demo
sectionName: tls
rules:
- backendRefs:
- group: "'
kind: Service
name: tls-backend
port: 443
@ =%

@ KAHT|NITR
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RS MSTTRFE VIP, 2% L& VIP,

AlE ALB

ALB ECEB S =%4%.

apiVersion: crd.alauda.io/v2betal
kind: ALB2
metadata:
name: alb-demo
namespace: cpaas-system
spec:
address: 192.168.66.215
config:
vip:
enablelLbSvc: false
lbSvcAnnotations: {}
networkMode: host

nodeSelector:

cpu-model.node.kubevirt.io/Nehalem:

replicas: 1
resources:
alb:
limits:
cpu: 200m
memory: 256Mi
requests:
cpu: 200m
memory: 256Mi
limits:
cpu: 200m
memory: 256Mi
requests:
cpu: 200m
memory: 256Mi
projects:
- ALL_ALL
type: nginx

"true'


http://localhost:4173/container_platform/zh/networking/operators/alb_operator/deploy_high_available_vip_for_alb.html

RIFMARECE

fiE ALB - Alauda Container Platform

RIFMRFEGHIR alb EIERLE .

FE
. spec.

config.

.spec.config.

.spec.config.

.Spec.config.
.spec.config.
.spec.

config.

.Sspec.config.

RIS ACE

WL FERH R BN{A7718) ALB. 540 , 7 host #2FXF , alb {# 3 hostnetwork , AJi@i3 T & IP

Vila) ALB.

FB

.spec.config.

.spec.address

nodeSelector

replicas

resources. limits

resources.requests

resources.alb. limits

resources.alb.requests

antiAffinityKey

networkMode

PF
frE

S

map[string]string

int, AJ2% , 2RA 3

k8s RaFFIR , Ak

k8s BATRIR , Ak

k8s A2y &R , ik

string , A3k , FKIA

local

string: host Bk

Cc

N

, ATk

ontainer

1A host

string , WME

i)

alb 7 s as

alb FIREIA%x

alb / nginx A5
RIRBR

alb # nginx A2
TIREK

alb & alb K&
IRBR 1)

alb & alb K&
IRESK

k8s [ EAIMEE

fhik

1E£ container #1EZ
F , operator &4
LoadBalancer
Service , F{FFAHEM
HHESR ALB i3k,

ATAFENFERE alb Kt
1k
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FB

.spec.config.vip.enableLbSvc

.spec.config.vip.lbSvcAnnotations

sl W=
FER
.spec.config.projects

.spec.config.portProjects

.spec.config.enablePortProject

¥ ALB A2 E EkE

S

bool , T]1%

maplstring]string , 7]
1

1. £ Web Ul &, REZIRENMA AT AETRMECE L ALB.
2.3% ALB £ B BT ZIMB M ingress &R, H5# ingress-sync,

3. 7£ Web Ul |, T B X SN TTEEIE Y TEHEKECE.

R B RimH A 5 E > Bcis A0 , MERE

1. ReEIZA B T2 A 2 Bcis OB iR H .

AEAILE
alb cr R —Le2 FHECET AL,

o SEMF

e Ingress [A]%

ALB #AfF

ik

1E£ container #1EZ
TB3hA true,

LoadBalancer Service
ENESTI RS 3

S
[string , #5371

string , AJ1%

bool , A%


http://localhost:4173/container_platform/zh/networking/operators/alb_operator/bind_nic_in_alb.html

BIZ

fiE ALB - Alauda Container Platform

1#F Web #=H)4&

O Administrator :::

Overview

& Clusters >

@ Networking v
Domains
Certificates
Subnets
Bridge Networks
VLANs
Load Balancers

Cluster Network
Policies

S Storage >

& Operations Center >

E® Marketplace >
® Security Settings >
& Users >
B Auditing

£& System Settings >

&8 Cluster: business-1 ¥

@ Networking / Load Balancers / Create
Create Load Balancers

*Name:

Display Name:

| Network Configuration

Network Mode : Container network (2

Service: (D
Wher

enabled, a LoadBalancer type service will be created, providing an access addre

* Access Address:

@Add
| Resource Configuration
+ Specification: Small scale Medium scale , Large scale Custom ®
Cluster less than 5 nodes |  Cluster less than 30 nodes  Cluster more than 30 nodes o
Resource Limits: CPU m  Memory Mi
Deployment type : @ High availability
* Replicas:
* Node Labels: v

Allocated By:‘ Instance ] Port (@
Allocated Projects: ‘ All Projects ] Specific projects None

Web Ul FRET —LHE HECE. ARASINERNTIR

1. 3t )\ Administrator,

2. Ze a3 Network Management > Load Balancer,

3. |y Create Load Balancer,

Web Ul M ATRXT . CR 7R

2

Assigned
Address

Allocated By

£/ CLI

TP

.spec.address

Instance FRNVIMBAER , A EFME ; port FoRipHAMBEEL |, 4
alb 5[ o Ecis A e

or the load balancer through services. When disabled, refer to the help [ to configure the access address for the load balancer



kubectl apply -f test-alb.yaml -n cpaas-system

E

£ Web =I5

l NOTE

EHRBHERETE 32 5 DHHMRS W, B AEN AT TIRE |

1. 3t )\ Administrator,
2. NS P S5 Network Management > Load Balancer,
3. mif : > Update,

4. IRIEF R EHMEF TIRACE.

o FIRIBEWF FEKEGHERENIE, HASZMIIH A EHEN AL CPU FINGFRIE,
o NEBEEHE {X3Z#F I Disabled K FEH A Enabled RE.

5. miff Update,
illi5S

£/ Web =15

l NOTE

Wik taBaEa8 e , H]RAAMAMUB SRR B TTERER.

1. 3 )\ Administrator,
2. S s Network Management > Load Balancer.,

3. ;i : > Delete , FAfA.

&£ CLI


http://localhost:4173/container_platform/zh/networking/operators/alb_operator/decision_making_for_performance_selection_of_alb.html

kubectl delete alb2 alb-demo -n cpaas-system

Frontend

Frontend 2 X ALB Mim A A RN EE X EIR., XFFPMY : L7 (http|https|grpc|grpes)
F L4 (tcpludp) .

o L4 ftIFE#EA frontend BLE FiH RS .
o L7 RI2A frontend A& MM H , A rule BCE fEim RS .

MRBEARM HTTPS HmH , ERIXAREIE oA L8 2 BC TLS WEBRASILME.

AU 551

SR ALB,

Bl E Frontend
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apiVersion: crd.alauda.io/v1l

kind: Frontend

metadata:
labels:

alb2.cpaas.io/name: alb—demoe

name: alb-demo-00080 @
namespace: cpaas-system

spec:

port: 809
protocol: httpe
certificate_name: "e

backendProtocol: 'http' @
serviceGroup: @)
session_affinity_policy: '' @
services:
- name: hello-world
namespace: default
port: 80
weight: 100

@ ab R4 WA, FEBIX Frontend FT/EM) ALB 336,
@ frontend &% : 4K salb_name-S$port

© rport : WITEEEA.

O nprotocol : KA E AP

o L7 #MY https|http|grpcs|grpe 1 L4 #1X tep|udp.
o W&HF HTTPS B AR IIMES ; gRPC HMX AR INIUETF A AT 1%,

o 1E¥E gRPC WMYET , FERTMYZMAK gRPC , AIFAERIF. &k gRPC HMGEEIE
B, AFHEIRAEER gRPC IEHIHKRMEN gRPC REHEAZE HinikSE .

o {f/ Google GKE &#H , Fl— BEsMLL IR RaBthE 3 A sERIHA TCP 1 UDP
WM,

@ cettificate_name : F3F grpcs F hitps FHXHEGAIES , #3A

$secret_ns/$secret_name ,

@ backendProtocol : i IRS-E FRITRY.

@ A serviceGroup
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o LAARIH : WA, ALB EEIRERRTIBUARSA.

o L7 AT : m%k. ALB 4UUADLZ Frontend _Ef¥) Rules , EJCULECN|[E]IREZRIA

serviceGroup ,

@ session_affinity_policy

Frontend E{E

BIZ

£ Web =I5

O Alauda Container Platform :ii & Project: demo Nl Namespace: demo-space (Cluster: busine.

@ Networking / Load Balancers / demo / Add Port

h G Add Port
82 Applications > * Port:
Workloads >
#} Configuration > Protocol HTTP] HTTPS gRPC TCP UDP
@ Networking v Balancing Algorithm : @ Weighted Round Robin (WRR) (D
Service GIoUP:  Namespace Servi gizort
® Add
“ Session Affinity: W SIPhash  Cookiekey ~ Headername  EWMA
< Storage >
Cheene N Backend Protocol : E HTTPS
1. 13 )\ Container Platform,
2. ZEMIS AL A Network > Load Balancing,
3. AT BIER LRI NEER.
4. =i Add Port,
Web Ul h &M CR 7R
2 iR
Session Affinity .spec.serviceGroup.session_affinity_policy

£ CLI

kubectl apply -f alb-frontend-demo.yaml -n cpaas-system


http://localhost:4173/container_platform/zh/networking/operators/alb_operator/load_balancing_session_affinity_policy_in_alb.html

$4F HTTP, gRPC Al HTTPS SSMIRE , T EOARIPIEIRS 4L | TR E B2 ARk
FESRIRSITRR KL, S 28 AR ACARIERUICRESS [ 38R , MURIDCAR R W OLAE E
R P E LS A AR 55

FRARAE
AfEYRTAN AT | EAR , SAEFEE A LA R Actions |, 1RIEFE B AMEOARBZMIER

HITRE.

l NOTE

HREINEFNTIRSECARA Port , WRFEHE RATIE Administrator £ & BiikAR < i
H.

Rule

Rule 23 X ALB #n{FILACALIFE RN B E X RIR.

ALB 4038 Ingress AL B EhEE# AR,

R 551

e ficE ALB
o ECE Frontend

TEZ—NIREIAN , FENRE T ENLIEE A

l NOTE

FHL) AZ 508 T ARZE M i0Z) frontend 0 alb,
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apiVersion: crd.alauda.io/v1l
kind: Rule
metadata:
labels:
alb2.cpaas.io/frontend: alb—demo—OOOSOQ
alb2.cpaas.io/name: alb—demoe
name: alb-demo-00080-test
namespace: cpaas-system
spec:
backendProtocol: 'https'e
certificate_name: 'a/b' a

dslx: e

- type: URL
values:
- - STARTS_WITH
-/

priority: 4 @
serviceGroup: 0
services:
- name: hello-world
namespace: default
port: 80
weight: 100

IR, TEERZALNIFT B Frontend .
MR, TEEFZALIIFT /B ALB,
backendProtocol

certificate_name

dslx

W MRS .

serviceGroup

# M dsix FLFEHKILACEK

dslx



DSLX 2 A THRALAAHFRAEEAES. 420, TEXMNLAHE 28 UTEEHE
3K

url PA /app-a 8% /app-b FF3k

o 15KFIEA post

o url %% group A vip

e host A *.app.com Z5E

 header 7 location *) east-1 &k east-2
o B4 uid B9 cookie

e JRIP £ 1.1.1.1-1.1.1.100 SEEKN



fiE ALB - Alauda Container Platform

dslx:
- type: METHOD
values:
- - EQ
- POST
- type: URL
values:
- - STARTS_WITH
- /app-a
- - STARTS_WITH
- /app-b
- type: PARAM
key: group
values:
- - EQ
- vip
- type: HOST
values:
- - ENDS_WITH
- .app.com

- type: HEADER
key: LOCATION

values:
- - IN
- east-1
- east-2
- type: COOKIE
key: uid
values:
- - EXIST
- type: SRC_IP
values:
- - RANGE
- '1.1.1.1"
- '1.1.1.100'
5%k

52k R 0 El 10 FIEEER , BE il M Se2RifS;. Ingress FPECE ML Se2% aT {3 FI R0 NI fiRA&
7
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alb.cpaas.io/ingress-rule-priority-0-0: '10'

MNP EIEAE .spec.priority {FRBIRAEMELEK.

E

ESKILECHLN G , ATRASTE SR FHRA T 3hE

Thik R i
Timeout FCEEKBRE timeout
Redirect KBS REFEMEFEE URL redirect
CORS BREEEELZ (CORS) cors
Header AR X neader
Modification modification
URL Rewrite HARIESEK URL url-rewrite
WAF &R Web I A K3E (WAF) waf

J2F OpenTelemetry (OTEL) A #HmNBIRS %

OTEL otel
¥z
Keepalive R AN K keepalive ThaE keepalive
Ly
Javm
N

A Rin NN HTTP, EFHFER TLS EFME , AJELE A HTTPS,

AR S EH S SVEIRIF R

MWL — N Z MRS


http://localhost:4173/container_platform/zh/networking/operators/alb_operator/l4_l7_timeout.html
http://localhost:4173/container_platform/zh/networking/operators/alb_operator/http_redirect.html
http://localhost:4173/container_platform/zh/networking/operators/alb_operator/cors.html
http://localhost:4173/container_platform/zh/networking/operators/alb_operator/header_modification.html
http://localhost:4173/container_platform/zh/networking/operators/alb_operator/header_modification.html
http://localhost:4173/container_platform/zh/networking/operators/alb_operator/url_rewrite.html
http://localhost:4173/container_platform/zh/networking/operators/alb_operator/modsecurity.html
http://localhost:4173/container_platform/zh/networking/operators/alb_operator/otel.html
http://localhost:4173/container_platform/zh/networking/operators/alb_operator/tcp_http_keepalive.html

BZE ALB - Alauda Container Platform

BOABOUT , ALB %8 (RR) BIEE/RinRSF AN ZEK. Al a8 RS BeAE gk
FHARTINERIE.

HEES % IWEIE.

Rule /£

1#F Web 15H)4

@) Alauda Container Platform :i: & eroect emo N Namespace: dero-space Chser busie... ¥ ®ouorsenice
@ Networking / Load Balancers / demo / demo-08888 / Add Rule
Add Rule

> Load Balancers: demo
> Port: 8888

Protocol: HTTP

v Descrip
Balancing Algoritim: | Round Robin (RR) | Weighted Round Robin (WRR)
St Group:  Namesp: St P
demo-sp
Load Balancers
Network ®Add
S storage >
© Observe > ype: | pomains -
& Audiing parameters:  Domains
URL
P @®Add
Headers
Cookie @® Add Rule Indicator
URL Param
Session Affinty: | No J SiPhash | Cookiekey ~ Headername = EWMA

URL Rewrite: (Il

Backend Protocol: | HTTP J HTTPS

URL Redirect: CIl)

Priority: 5

1. 3t \ Container Platform,

2. ZZMIS A S Network > Load Balancing.
3. RITTEIER LR,

4. G IR rin 2 FR.

5. mi7 Add Rule,

6. ZEZ TRERELEHRSEL,

7. miff Add,

Web Ul FE MV CR FEL.

£/ CLI


http://localhost:4173/container_platform/zh/networking/operators/alb_operator/load_balancing_session_affinity_policy_in_alb.html
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kubectl apply -f alb-rule-demo.yaml -n cpaas-system

Https
# frontend 1Y (ft) 3 HTTPS 8k GRPCS , FL NIt AT fE K{FFH HTTPS.,
ATEFNER ingress R3EEMFT , PAPCED R O HES.

XIRLE (Termination) , FEIGHMNCA HTTPS |, RIZIFEHME. BRENSEiHMRSE
(Eiha

Ingress S UEFiEAE

UER @S S dr & RS A

alb.networking.cpaas.io/tls: qg.com=cpaas-system/dex.tls,qgl.com=cpaas-sy
stem/dex1.tls

Rule FHEH

1= .spec.certificate_name =8 ,$§Eﬁ§ﬁ $secret_namespace/$secret_name ,

TLS #& =
Edge 123

Edge 8\ , B Fim5 ALB {§ A HTTPS 115 , ALB S5/aimfR$-EH HTTP MY, A
7 :

1. BIEZ{EH hitps BMXH ft

2. B2 Rum YA http B8 rule , FFi@iE . spec.certificate_name F§EUEP
BEHTINEES

EHNEERXT , BG5S ALB {8 HTTPS 813 , ALB S5/RigRS{ER HTTPS /MY, S
AR



1. RIE{E A https BMXH ft
2. B feumtimYCh https | rule , 3FI8IY . spec.certificate_name 1EEIUEPH

Ingress

Ingress [5]5
= ALB 81—\ E& K IngressClass , 4N [E)TH K ingress,

W ingress fp & T AT AL cpaas.io/project: demo , FR/NZ ingress BT demo IM
H.

ALB 8] .spec.config.projects BCEFHAEZMESRZ demo B , £E3N¥IXLL ingress ik
yabJWUR

l NOTE

ALB % 0ft ingress 3¥Ezh41% Frontend 3 Rule, source FEXENINT :

1. spec.source.type YBJ{YXF#F ingress .
2. spec.source.name A ingress Z#R.

3. spec.source.namespace A ingress 45 Z (8],

SSL KRg
SHFARECEUEBH ingress , ALB 324F FIERIAE P FREE .
A[7E£ ALB BE X RIRFHECE :

e .spec.config.defaultSSLStrategy : xENXJCUETH ingress i) SSL $RR&

e .spec.config.defaultssLCert : i RBEMALEP , KA $secret_ns/$secret_name
] FHRY SSL Rl :

o Never : IN7E HTTPS g A 4IEEFN (ERATTH)
o Always : {FFEVAERAE HTTPS v Iz L)



EIL:\ :.l: T

LhE HEME R | PRI E A AR IR A1 2R AL

§§ Hll_:\

1. ¥ )\ Administrator,

2. NSt 55 Network Management > Load Balancer,
3. iy T 755 PR,

4. £ Logs ME N , NA A ERRBSEHEITAE.

EARAL =072

l NOTE

TRBI S PR SE RN B MR IR S

1. 3 )\ Administrator,

2. S Ak s Network Management > Load Balancer,
3. Ry B 755 7.
4. £ Monitoring #8% N , A\ R MABEERBNEHRNTEREEER.

o EAZE  REINERELIT R/ CPU MRNTFREHERIEI
o BITE : GEINERRBIKEETHIRE.

ELZ MISTENHIEESE ALB i,


http://localhost:4173/container_platform/zh/networking/operators/alb_operator/alb_monitoring.html

fitE NodelLocal DNSCache - Alauda Container Platform

Q Alauda Container Platform Q

BiiE NodeLocal DNSCache

B=x

Overview
Key Features
Important Notes
Installation

83T Marketplace %3k
How It Works

BeH
Configuration

ROZE R BCE

Overview
NodeLocal DNSCache — N &EiHHH , B SR o biz1T DNS ZEARIEKIE A &£ 5

DNS MaE. ZiFHRE e T a4 2277 DNS Ighy , F/bxtdrde DNS [REmtazk , Wi
[%{K DNS EIER R A E BT E M.

Key Features

o ZHh DNS 77 : ZE8A mAHZR 77 DNS Imhy |, B/ &R
o MEBEIRT - BEYELEN A DNS EifETA)


http://localhost:4173/container_platform/zh/

fit’® NodelLocal DNSCache - Alauda Container Platform

Important Notes

I WARNING
METEEW
1. Kube-OVN Underlay %3 : @i A X454 Kube-OVN Underlay #\F#%E | HHIEATRES K
DNS &R K.
2. Kubelet & J3 : $IZ%IHH4 S kubelet E 3,

3. Pod FE AW : {lHHEEBEHEASFIEIEEIEITH Pod |, {XXHTEIEM Pod 43, 24 CNI
21 Kube-OVN B , 5ZF )7 kube-ovn-controller Fi015%K "--node-local-dns-ip=(Zith DNS
ZFRE A 1P k)",

4. NetworkPolicy A& : 2R &EEALE T NetworkPolicy , 5Z 7t networkPolicy FE14 /4 node
CIDR #1 nodeLocalDNSIP X @ iE{5 , MfREE B1=.

5. MicroOS &£ #F4k : MicroOS SR BHEREH AT , 255K kubelet FLEER K. Aff
NodeLocal DNS BLE AR ERIFIHFA , FEAEEFHERMAT =MIER
kubeletExtraArgs RN --cluster-dns é%ﬁk:

e KubeadmControlPlane - initConfiguration - nodeRegistration -
kubeletExtraArgs

e KubeadmControlPlane - joinConfiguration - nodeRegistration —

kubeletExtraArgs

e KubeadmConfigTemplate - template - spec - joinConfiguration -

nodeRegistration — kubeletExtraArgs

FEEREA kubeletExtraArgs PRI TSI

cluster-dns: '"<NodeLocal DNS_IP>"

I WARNING

4.2.x FHRIEEEM
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YMET 420 (FRF 4.2.0) RAFKE] 4.2.x ljAHS , BB ResourcePatch FRAMRIE , HFEM
ONEZ

FHRHT
« 183 kube-ovn-controller ResourcePatch ELE ] --node-local-dns-ip S¥{E

o % deploy/kube-ovn-controller *&JRM] ResourcePatch
FikSE -
o FEEICKM --node-local-dns-ip Z¥UARNN[E kube-ovn-controller AL E

EE D GERAMREIE 4.3 R ERACEER |, FHEkE 4.3+ TEFIHTHL

Installation

#@iT Marketplace &3

1. ¥E )\ &8 R > Marketplace > & BHEH.

2. £33k + ¥ & "Alauda Build of NodeLocal DNSCache",
3. milr Tk, FTFFRKECE A,

4. BLERTHSH

5

WiEA INBIHE
w

i B A DNS 77 RS 2560 IP Huht, 1Pv4 HEFHE R
P 169.254.0.0/16 SEEPABLE , £ 160.254.20.10, IPV6 #F#EfE  169.254.20.10
A 1d00::/8 SEREINMIMLE , {15 fd00::10,

5. EFIEEESM , HRMIRHEEK,
6. mit Tk TEHEE.
7. HFREIREZ AN "Ready”,
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How It Works

233

Pod - NodeLocal DNSCache - [ZEf#Fd&F] - Pod
!
[B7Fkd] - CoreDNS - Mgk, - £Z&fF & Pod

Configuration

2% SR B &

BE  (REHBRAT NetworkPolicy , MJRACEMN AR/t DNS jii&i4(R) NodeLocal
DNSCache, & N| Pod TJEETLIAfEMT DNS &Eifl,

{£ A NetworkPolicy B , #{R 4L DNS RE -
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apiVersion: networking.k8s.io/v1
kind: NetworkPolicy
metadata:
name: allow-dns-cache
spec:
podSelector: {}
policyTypes:
- Ingress
- Egress
ingress:
- from:
- ipBlock:
cidr: 169.254.20.10/32 # Nodelocal DNS IP Hbif
ports:

- protocol: UDP

port: 53
- protocol: TCP

port: 53
egress:
- to:

- ipBlock:

cidr: 169.254.20.10/32 # NodelLocal DNS IP bl
ports:

- protocol: UDP
port: 53

- protocol: TCP
port: 53



Q Alauda Container Platform Q

B EH CoreDNS

B=x

Overview

Configuration
Host Alias
Node Selectors

Node Tolerations

Overview

CoreDNS £ Kubernetes SR HZRA DNS fi%. AFERIAMBATH CoreDNS ALEEHH
&, TRERBIALE.

Configuration

1. #HN EE R > Marketplace > il
2. #Z“Alauda Build of CoreDNS” , X /g =7 =,
. BB :

Host Alias

BLE BTN DNS g H.


http://localhost:4173/container_platform/zh/

.....

Parameter Description
IP HEAENTH IP Mtk

BE (LEHE56R)

Domains _
5] © example.com test.example.com

Node Selectors

$55E CoreDNS Pod NiZ{THIT &,

Parameter Description
Label Key RTULECT AR
Label Value AT ULECT mAIAR (B

Node Tolerations

3% CoreDNS Pod Y ER AT RMNT AL,

Parameter Description

Key BEADMT R

Value ARE (k)

Type NoSchedule . PreferNoSchedule BX NoExecute

4. R B IV FIACE.
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0 Alauda Container Platform

SKHTER

Ingress-Nginx {£%

Ingress-Nginx {£%

BIIR 1

RAEE

RN

KVRFAME (WtESTE)
KEMES

URLEE

HSTS (HTTP =i {EiHiRS)
BRI

WAF

e BRI

HTTPS

REIR IP

Envoy Gateway {5

Envoy Gateway {F%-

1Btk

[IErE- S0


http://localhost:4173/container_platform/zh/

SLAKRE - Alauda Container Platform
SRIES
R
EZRE

R¥EET( LB ;7R (Alpha)

EED( LB AE (Alpha)
B S p

BAELIR
KuF

Kube OVN

T fi# Kube-OVN CNI #E% Kube-OVN Underlay #)32® Kube-OVN |

ki OVN/OVS At 13 FEA Overview

#% (> Controller §1 Agent AiB A GIE 2 Sts

mE. BT ARY RAH MRESK ACEDIR
A& RBI

EHEIL (Alpha)

STHEACEET Kube-OVN MRS ERE
ALE Kube-OVN WM& A3 Pod Z MK (Alph:

AR R

IR 2% & Kube-OVN T B4 %% Multus CNI
#£ global SRR ERE S BEE IR BT
PSR 2l M Pod

FUEX R K4y
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GESIC SN
Ao e M % AcA IPPool
ACE MTU
A MTU 1724
BEX MTU & Underlay #1 Overlay +M K B 3hE BX
weight: 13
BRAEDIR

J2F u2olnterconnection i) Underlay M [8)f&=

BCE Endpoint Health Checker

ALE Endpoint Health Checker

Overview

Key Features
Installation

How It Works
How To Activate

Uninstallation

alb
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Tasks for ALB

Zn4a A alb-operator % & NodeSelector 1 Tolerations

n1arA alb & & NodeSelector 1 Tolerations

{£% : M OCP Route 17#%%! GatewayAPI Route

{£% : M OCP Route 1T7%%| GatewayAPI Route

TR

BIIR 1

EhE HTTP Route

& FR R B

HTTP fi&{&Hi% £ (HSTS)
ET Cookie HIATEEM
ET NS

KEMES

IR

R R

IP AAi4FIZR/BH LB 3R
URLEE

o 2 RIE N

ZRIA TLS WEBAT Ingress
FRABENX CAM TLS EFmE
B E SOEPRA%L L
TLS #&f%

ThREXTPLE4E

%R

AR
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Ingress-Nginx {£%%- - Alauda Container Platform

0 Alauda Container Platform

Ingress-Nginx {£%%

B=x

HIHR &R AF
RAEREL
VESKE Y
SURTRMME (RHESTR)
KEMES
URLEE
HSTS (HTTP =& &4 )
BRI
WAF
HE R SR
HTTPS
TLS B MEHRIUE /FvRIES
TLS %41k
BiE
ZNES
1£ IngressNginx ##0 Pod jEfi#
RERIR IP
18I HAProxy Proxy Protocol
TR
[ W=WF
BT MetalLB BE& externalTrafficPolicy=Local

Tr3E


http://localhost:4173/container_platform/zh/

FCEFi%

AU 51

4 ingress-nginx

BRI

Max-Worker-Connections ~

RN

ACE KRR 7
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KIVEFRAME (REtESE)

ACERMERVE 7

SKEMEH

1

AR R K
AR RED
AR KD

1N R R FE R K AR

5E S

proxy-set-header ~

EEKRPRET KA

{# A configuration-snippets ~ Bt& more-set-header ~ 54

hide-headers ~


http://localhost:4173/container_platform/zh/networking/operators/ingress_nginx_operator.html
https://kubernetes.github.io/ingress-nginx/user-guide/nginx-configuration/configmap/#max-worker-connections
https://kubernetes.github.io/ingress-nginx/user-guide/nginx-configuration/configmap/#max-worker-connections
https://kubernetes.github.io/ingress-nginx/user-guide/nginx-configuration/configmap/#max-worker-connections
https://kubernetes.github.io/ingress-nginx/user-guide/nginx-configuration/configmap/#proxy-connect-timeout
https://kubernetes.github.io/ingress-nginx/user-guide/nginx-configuration/configmap/#proxy-connect-timeout
https://kubernetes.github.io/ingress-nginx/user-guide/nginx-configuration/configmap/#proxy-connect-timeout
https://kubernetes.github.io/ingress-nginx/examples/affinity/cookie/#sticky-sessions
https://kubernetes.github.io/ingress-nginx/examples/affinity/cookie/#sticky-sessions
https://kubernetes.github.io/ingress-nginx/examples/affinity/cookie/#sticky-sessions
https://kubernetes.github.io/ingress-nginx/user-guide/nginx-configuration/annotations/#custom-headers
https://kubernetes.github.io/ingress-nginx/user-guide/nginx-configuration/annotations/#custom-headers
https://kubernetes.github.io/ingress-nginx/user-guide/nginx-configuration/annotations/#custom-headers
https://kubernetes.github.io/ingress-nginx/examples/customization/configuration-snippets/
https://kubernetes.github.io/ingress-nginx/examples/customization/configuration-snippets/
https://kubernetes.github.io/ingress-nginx/examples/customization/configuration-snippets/
https://github.com/openresty/headers-more-nginx-module?tab=readme-ov-file#more_set_headers
https://github.com/openresty/headers-more-nginx-module?tab=readme-ov-file#more_set_headers
https://github.com/openresty/headers-more-nginx-module?tab=readme-ov-file#more_set_headers
https://kubernetes.github.io/ingress-nginx/user-guide/nginx-configuration/configmap/#hide-headers
https://kubernetes.github.io/ingress-nginx/user-guide/nginx-configuration/configmap/#hide-headers
https://kubernetes.github.io/ingress-nginx/user-guide/nginx-configuration/configmap/#hide-headers
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[T
]

URL E

rewrite

HSTS (HTTP j=ig{&iik %)

AiE HSTS”

BRI

ALERIR 7

WAF

modsecurity ~

Fe R KA

x-forwarded-prefix-header ~

HTTPS

TLS EMIBHEAE FimiEP

IOUF favm https UESS 7

TLS hs2k 1k

backend protocol ~


https://kubernetes.github.io/ingress-nginx/user-guide/nginx-configuration/annotations/#rewrite
https://kubernetes.github.io/ingress-nginx/user-guide/nginx-configuration/annotations/#rewrite
https://kubernetes.github.io/ingress-nginx/user-guide/nginx-configuration/annotations/#rewrite
https://kubernetes.github.io/ingress-nginx/user-guide/nginx-configuration/configmap/#hsts
https://kubernetes.github.io/ingress-nginx/user-guide/nginx-configuration/configmap/#hsts
https://kubernetes.github.io/ingress-nginx/user-guide/nginx-configuration/configmap/#hsts
https://kubernetes.github.io/ingress-nginx/user-guide/nginx-configuration/annotations/#rate-limiting
https://kubernetes.github.io/ingress-nginx/user-guide/nginx-configuration/annotations/#rate-limiting
https://kubernetes.github.io/ingress-nginx/user-guide/nginx-configuration/annotations/#rate-limiting
https://kubernetes.github.io/ingress-nginx/user-guide/third-party-addons/modsecurity/
https://kubernetes.github.io/ingress-nginx/user-guide/third-party-addons/modsecurity/
https://kubernetes.github.io/ingress-nginx/user-guide/third-party-addons/modsecurity/
https://kubernetes.github.io/ingress-nginx/user-guide/nginx-configuration/annotations/#x-forwarded-prefix-header
https://kubernetes.github.io/ingress-nginx/user-guide/nginx-configuration/annotations/#x-forwarded-prefix-header
https://kubernetes.github.io/ingress-nginx/user-guide/nginx-configuration/annotations/#x-forwarded-prefix-header
https://kubernetes.github.io/ingress-nginx/user-guide/nginx-configuration/annotations/#backend-certificate-authentication
https://kubernetes.github.io/ingress-nginx/user-guide/nginx-configuration/annotations/#backend-certificate-authentication
https://kubernetes.github.io/ingress-nginx/user-guide/nginx-configuration/annotations/#backend-certificate-authentication
https://kubernetes.github.io/ingress-nginx/user-guide/nginx-configuration/annotations/#backend-protocol
https://kubernetes.github.io/ingress-nginx/user-guide/nginx-configuration/annotations/#backend-protocol
https://kubernetes.github.io/ingress-nginx/user-guide/nginx-configuration/annotations/#backend-protocol

Ingress-Nginx {£%%- - Alauda Container Platform
B1E

ssl-passthrough ~

FOAET

FRALT yaml H1ZEHHZRAUEFH ingress-nginx

apiVersion: ingress-nginx.alauda.io/v1l
kind: IngressNginx
metadata:
name: demo
spec:
controller:
extraArgs:

default-ssl-certificate: $DEFAULT_CERT_NAMESPACE/$DEFAULT_CERT_NAME

B 5% default-ssl-certificate ~

1£ IngressNginx #7~/10 Pod jEfi#

S0 pod JEfiR

REZIR IP

URBAIT CEIRAIEN | FUAT U 1P HHETAER NAT (RABALHI) ME%. &
BIRIP MU THRIFFER :

VilRlEHIR R4 SRR

HERE B -SSR AN AT

ET X FumfIBRIR

TR B R

JEi$ HAProxy Proxy Protocol


https://kubernetes.github.io/ingress-nginx/user-guide/nginx-configuration/annotations/#ssl-passthrough
https://kubernetes.github.io/ingress-nginx/user-guide/nginx-configuration/annotations/#ssl-passthrough
https://kubernetes.github.io/ingress-nginx/user-guide/nginx-configuration/annotations/#ssl-passthrough
https://kubernetes.github.io/ingress-nginx/user-guide/tls/#default-ssl-certificate
https://kubernetes.github.io/ingress-nginx/user-guide/tls/#default-ssl-certificate
https://kubernetes.github.io/ingress-nginx/user-guide/tls/#default-ssl-certificate
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TR

PROXY protocol ~ —FhM& Y , FATENIE TCP EEMERBE FimEiE(EE. BEEE
TCP EHEFIAN— MBS FEUR IP A B SkH >RSI

TMEIMAE

1. & Pimi&sE) HAProxy Tainigas

2. HAProxy fEiEH R I A R i IP B9 PROXY protocol SKHp

3. Ingress-Nginx $#H#WOESEFEENT PROXY protocol Sk

4. Ingress-Nginx JKEFZEUE SR P 1P

5. [eimN FBfE X-Forwarded-For 1 X-Real-IP KERHURZIERBHKZE Fig IP

P

o TEATEM>FF PROXY protocol HItaEktA1Eigs (40 HAProxy, AWS NLB %)
o BZANMIEEREBIR IP
o AN EECT R

FEEEM

o THEISMTZSFN Ingress-Nginx EBABCE A PROXY protocol

« —BJEA , FIBE Ingress-Nginx K= X 0{E F PROXY protocol (JREEAESHIEEK
)

A=Wl

BCE HAProxy fagisarss &% PROXY protocol k&8 , R f5E03E )2 A proxy-protocol T3FH]

ingress-nginx :


https://www.haproxy.org/download/1.8/doc/proxy-protocol.txt
https://www.haproxy.org/download/1.8/doc/proxy-protocol.txt
https://www.haproxy.org/download/1.8/doc/proxy-protocol.txt
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apiVersion: ingress-nginx.alauda.io/vi1
kind: IngressNginx
metadata:

name: demo

namespace: ingress-nginx-operator
spec:

controller:

config:
use-proxy-protocol: "true"

frontend tcp_front_80
bind *:80
mode tcp

default_backend ingress_tcp_80

frontend tcp_front_443
bind *:443
mode tcp

default_backend ingress_tcp_443

backend ingress_tcp_80
mode tcp
balance roundrobin
server nodel 192.168.133.46:80 check send-proxy-v2

backend ingress_tcp_443
mode tcp

balance roundrobin
server nodel 192.168.133.46:443 check send-proxy-v2

ELZFIFES N, PROXY protocol 3044 7,

EE : HAProxy ATRAME A TCP #BRAEARE , TTELAIE TLS MFH. BT PROXY protocol 7£
TCP BI{E , &0 AL Ingress-Nginx EIELE HTTPS K 1IEFIEFREIR , TLELE HAProxy &
RCEEH,

1833 MetalLB fic& externalTrafficPolicy=Local

TR


https://kubernetes.github.io/ingress-nginx/user-guide/nginx-configuration/configmap/#use-proxy-protocol
https://kubernetes.github.io/ingress-nginx/user-guide/nginx-configuration/configmap/#use-proxy-protocol
https://kubernetes.github.io/ingress-nginx/user-guide/nginx-configuration/configmap/#use-proxy-protocol
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{#FH Kubernetes Service 2584 LoadBalancer Hf , BX\IAfTA ( externalTrafficPolicy:
Cluster ) £FITIR NAT , % Fim IP B AT A IP, IXRE  externalTrafficPolicy:
Local BT ARREBIRIP :

1. B#EH  mEUEHEEFRBURERNR—T m-EK Pod
2. 75 SNAT : kube-proxy ANHITIR NAT |, {REE RIA% Fig IP
3. BEKRE : REAFEREAM Pod BT R4S B S EREINE T

TMEIMAE

1. B FumiE#E|) MetalLB &3 IP

2. MetalLB B MEAZIA Ingress-Nginx Pod fI1 &
3. MEHEBEFHAAH Ingress-Nginx Pod , ¢ SNAT

4. Ingress-Nginx 3BV E L% Fig IP

5. favph AATESKEN iU E AN R g 1P
A=W

o RCEMSR , THEEIMIMX
o Kubernetes [RA4FM
o JEIR{K (TLEAMRIEBKES)

FEEEMm

o TENMAY  MERRERXABAM Pod W R, ATRESEGREAINE

e Pod FE : Ingress-Nginx Pod A E %! MetalLB ] iEEMIT = ({# A nodeSelector {RUE
—)

o BERKEITA : RATAARM Pod MR , T T2 NTREAHH

A=W

EREHA externalTrafficPolicy: Local [ ingress-nginx , 3#f{F Pod EHE S MetallLB
BoE—3X :
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apiVersion: ingress-nginx.alauda.io/vi1
kind: IngressNginx
metadata:

name: demo

namespace: ingress-nginx-operator
spec:

controller:

service:

type: LoadBalancer
externalTrafficPolicy: Local

annotations:

metallb.universe.tf/address-pool: demo-pool

nodeSelector:

ingress-nginx: "true"

BEE : nodeSelector WS MetallB it/ ACE T R ULAD , A% Ingress-Nginx Pod 1
[£% MetalLB BERSEREIMITI M.

B LZi¥EES N externalTrafficPolicy 3044 7,


https://kubernetes.io/docs/tasks/access-application-cluster/create-external-load-balancer/#preserving-the-client-source-ip
https://kubernetes.io/docs/tasks/access-application-cluster/create-external-load-balancer/#preserving-the-client-source-ip
https://kubernetes.io/docs/tasks/access-application-cluster/create-external-load-balancer/#preserving-the-client-source-ip
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Q Alauda Container Platform

Envoy Gateway {15

B=x

R
BT S
SREF
OpenTelemetry (OTel)
A{ATIS AN E H At s 4 ZSR)BURR Y Listener
AR AR EL At 48 25 (B) B2 FRIE S
WA{E A SSL B
B EERAR TLS kR4S
AATAESE R NodePort fR$5HFETE NodePort
A AESE R MetalLB BIFEE VIP
A{AT4E Envoy Gateway F#sA0 Pod JEfi#
LNMAA) envoy-gateway-operator & E NodeSelector 1 Tolerations
2N{AT A envoy-gateway &E NodeSelector 1 Tolerations
B[4 envoy-proxy RE NodeSelector #1 Tolerations
AAIFE envoy-proxy F{ER hostNetwork
AR ERROWE (BOA , #:5F)
AR EAELEE |, /B uselistenerPortAsContainerPort
A01A] A EE B PYRRIIA] LoadBalancer VIP
RS
BZEE


http://localhost:4173/container_platform/zh/
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iR

AXMEY RT ERCEKIZ (operator — gateway — route — policy) , /M8 7T B 2 BTSSR
=R RIRELE Z SN S RIES .

1£ Gateway APl F Y BECERXER , FEF=FA :

1. B A HE Gateway APl ‘FJR : Bi%4mie Gateway . HTTPRoute . TCPRoute .
UDPRoute FAZLRIR.

2. JB1d PolicyAttachment [/N5kA% : £ SecurityPolicy . ClientTrafficPolicy .
BackendTrafficPolicy ZFRERKIEY B Gateway F1 Route 174,

3. FLELAERE 8% EnvoyGatewayCtl , BAF envoy-gateway SRBITAEGINEATA M X
KHEAMME FRE.

AYMERETERERZIMSRAESFSIETHRIGR , AEEG LTRSS, TUIHERE.
MEEHMBIEHE.

AR 561

1. & EnvoyGatewayCtl
2. ic & Gateway
3. Bic & Route

4. B E GatewayAP| $Rig

=RAES

OpenTelemetry (OTel)

BRI OpenTelemetry £2A% 7~ FRAAIRYE , {B{EH EnvoyGatewayCtl {83 envoy-

gateway-config ,

AN{AT I 02 Bt e 42 S [B) GBI €] Listener


http://localhost:4173/container_platform/zh/networking/operators/envoy_gateway_operator.html
https://gateway.envoyproxy.io/docs/tasks/observability/gateway-observability/#enable-open-telemetry-sink-in-envoy-gateway
https://gateway.envoyproxy.io/docs/tasks/observability/gateway-observability/#enable-open-telemetry-sink-in-envoy-gateway
https://gateway.envoyproxy.io/docs/tasks/observability/gateway-observability/#enable-open-telemetry-sink-in-envoy-gateway
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1£ Gateway [ listener fCEH , FEFEE AVFIPLLG 2 T

apiVersion: gateway.networking.k8s.io/v1l
kind: Gateway
metadata:
name: example-gateway
spec:
listeners:
- name: http-80
protocol: HTTP
port: 80
allowedRoutes:
namespaces:
from: All
- name: http-81
protocol: HTTP
port: 81
allowedRoutes:
namespaces:
from: Same
- name: http-82
protocol: HTTP
port: 82
allowedRoutes:
namespaces:
from: Selector
selector:
matchLabels:

team: frontend

WESI Fh & SR

ANMAT{EE PR EAthan 4 25 18] B UE

HEEREME AT RMEALES , SEEEPEGRET

Edn4 2 [ENEHS| B 7 # referencegrant 7~ 1B,

l NOTE

S[B)% Routes [ INZEIiX Listener,

S|E4liE ReferenceGrant . 5

%

=

%


https://gateway-api.sigs.k8s.io/guides/multiple-ns/
https://gateway-api.sigs.k8s.io/guides/multiple-ns/
https://gateway-api.sigs.k8s.io/guides/multiple-ns/
https://gateway.envoyproxy.io/v1.5/tasks/security/secure-gateways/#cross-namespace-certificate-references
https://gateway.envoyproxy.io/v1.5/tasks/security/secure-gateways/#cross-namespace-certificate-references
https://gateway.envoyproxy.io/v1.5/tasks/security/secure-gateways/#cross-namespace-certificate-references
https://gateway-api.sigs.k8s.io/api-types/referencegrant/
https://gateway-api.sigs.k8s.io/api-types/referencegrant/
https://gateway-api.sigs.k8s.io/api-types/referencegrant/
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BEFSREB secret RIR , WIRAHFE/ & T8

tn{a{E A SSL &E{L
BSEIT X :

o fls”

¢ tls-passthrough ~

WS M E K TLS hRAS

BS% BE N Gateway TLS £%% ~

cat <<EOF | kubectl apply -f -
apiVersion: gateway.envoyproxy.io/vlalphal
kind: ClientTrafficPolicy
metadata:
name: enforce-tls-13
namespace: default
spec:
targetRefs:
- group: gateway.networking.k8s.1io
kind: Gateway
name: eg
tls:
minVersion: "1.3"
EOF

ClientTrafficPolicy ] .spec.tls FEXR clienttlssettings 7. AIRIET (K TLS hRAs
INEFEBEBTENEREN | 55 ER—_LIHESH APl 3%,

WM 7E{#E 8 NodePort iR %5-B1+5E NodePort

{# F NodePort [R5 , Kubernetes £ A8/ RS im O EC—/ NodePort, BidH & IP i[a)
REE |, N{E B AECH NodePort , THIERRS RO .

BEFA


https://gateway-api.sigs.k8s.io/guides/tls/
https://gateway-api.sigs.k8s.io/guides/tls/
https://gateway-api.sigs.k8s.io/guides/tls/
https://gateway.envoyproxy.io/docs/tasks/security/tls-passthrough/
https://gateway.envoyproxy.io/docs/tasks/security/tls-passthrough/
https://gateway.envoyproxy.io/docs/tasks/security/tls-passthrough/
https://gateway.envoyproxy.io/v1.5/tasks/security/secure-gateways/#customize-gateway-tls-parameters
https://gateway.envoyproxy.io/v1.5/tasks/security/secure-gateways/#customize-gateway-tls-parameters
https://gateway.envoyproxy.io/v1.5/tasks/security/secure-gateways/#customize-gateway-tls-parameters
https://gateway.envoyproxy.io/v1.5/api/extension_types/#clienttlssettings
https://gateway.envoyproxy.io/v1.5/api/extension_types/#clienttlssettings
https://gateway.envoyproxy.io/v1.5/api/extension_types/#clienttlssettings
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FahFKEL NodePort 438L , 2% M svc i %kEX nodeport,

£ EnvoyProxy FCEFFENFEFE NodePort , TIELE Kubernetes B3h4BL.

apiVersion: gateway.envoyproxy.io/vilalphal
kind: EnvoyProxy
metadata:
name: demo
spec:
ipFamily: DualStack
provider:
kubernetes:
envoyDeployment:
container:
imageRepository: registry.alauda.cn:60080/acp/envoyproxy/envoy
envoyService:

patch: e

type: StrategicMerge

value:
spec:
ports:
- nodeport: 31888
port: 80

type: NodePort

type: Kubernetes

@ &/ patch FEXFAE R Service BIRFHTHT , 85 NodePort

l NOTE

NodePort RBEE4FELEN , BE A 30000-32767 , #4422 Gateway listener i[5 NodePort

—3% , listener ¥ M P04E NodePort 3EEIAN.

W{a7E{$ A MetalLB BFEE VIP

{#F MetalLB {E4 LoadBalancer #2{ft& i , aJPUBIT Service jEfi# 4 Gateway fRSFEEFFS
VIP,
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apiVersion: gateway.envoyproxy.io/vilalphal
kind: EnvoyProxy
metadata:
name: demo
namespace: demo
spec:
provider:
type: Kubernetes
kubernetes:
envoyService:
type: LoadBalancer
annotations: a
metallb.universe.tf/address-pool: productione
metallb.universe.tf/loadBalancerIPs: VIP_HD‘B

£ envoyService.annotations ZFEEZRIN MetallLB jEfi#
TE eI FRANF S EL 1P
BHEE A IP i (MBI IEE )

]
i
|_H,
=N
=Y

TR WiAR
metallb.universe.tf/address-pool VAT 8T 1P Atk
metallb.universe.tf/loadBalancerIPs FEEEKR IP it (2, ESHR)

l NOTE

o 5B IP WRFEEECER MetallB kPN
o HfafR MetalLB EIEMTEMACE FHETSE VIP
o HX MetalLB it E , 5% AiE MetalLB

2N 7E Envoy Gateway /0 Pod JEf#

50 Pod JEiR
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1A A] envoy-gateway-operator X B NodeSelector 01

Tolerations

BH Subscription &R,

kubectl patch subscription envoy-gateway-operator -n envoy-gateway-opera

tor --type='merge' -p '
{
"spec": {
"config": {

"nodeSelector": {

"node-role.kubernetes.io/infra": ""

I
"tolerations": [
{
"effect": "NoSchedule",
"key": "node-role.kubernetes.io/infra",
"operator": "Equal",
"value": "reserved"
}
1

1A~ envoy-gateway 1%XE NodeSelector 1 Tolerations

B3 EnvoyGatewayCtl &R,
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kubectl patch envoygatewayctl $NAME -n $NS --type='merge'
{
"spec": {
"deployment": {
"pod": {
"nodeSelector": {

"node-role.kubernetes.io/infra": ""

3
"tolerations": [
{
"effect": "NoSchedule",
"key": "node-role.kubernetes.io/infra",
"operator": "Equal",
"value": "reserved"
3
]
}

-p

{4 envoy-proxy & E NodeSelector 1 Tolerations

BEH EnvoyProxy IR,
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kubectl patch envoyproxy $NAME -n $NS --type='merge' -p '
{
"spec": {
"provider": {
"kubernetes": {
"envoyDeployment": {
"pod": {
"nodeSelector": {
"node-role.kubernetes.io/infra": ""

3
"tolerations": [
{
"effect": "NoSchedule",
"key": "node-role.kubernetes.io/infra",
"operator": "Equal",
"value": "reserved"
}
]
¥
}
¥
}

A{A[7E envoy-proxy F{#EF hostNetwork

{8 hostNetwork: true 4 Envoy proxy Pod Hi{ERBINME L ZE. EHT :

o IRFTRILRPERE
o BT A IP EEAAAM X

FEEEM

1 F3 hostNetwork §] Pod £ H #£485E 18 EHLMLE 120
Z% Pod 7ER—T E ARG , ATaEA 4R IR
Z2RERK , Pod £ ZEEHMLE 44 =8]

BIFER nodeSelector BY affinity FNZH] Pod VEE , EEHim g
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ALE hostNetwork AMMAI , AT EEFTEEXERFRIRN (<1024)

AR ERmEEE (ROA , #5)

XEERAB#HEFRN . Envoy Gateway & B shxH45AUx A MN_E 10000 HIEFS |, B % EE 450
AR,

fom :

TR RURERAE

ERe , tEAFF root FIET , TTARSMIUR
Ao (A

FrAaRI A

R
o X FunE{F RS imO (10080, 10443)

ACE A
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apiVersion: gateway.envoyproxy.io/vilalphal
kind: EnvoyProxy
metadata:
name: demo
namespace: demo
spec:
provider:
type: Kubernetes
kubernetes:
envoyDeployment:
patch:
type: StrategicMerge
value:
spec:
template:
spec:

hostNetwork: true
dnsPolicy: ClusterFirstWithHostNet
pod:

nodeSelector:

kubernetes.io/hostname: "demo"

HRA

e ¥5[1 80 — JBIT http://<node-ip>:10080 ijlal

o 5[ 443 - J@IT nttps://<node-ip>:10443 iJj[A)

AR {FREARO , S useListenerPortAsContainerPort
A Envoy BHESBEFRAURA (< 1024) , 40 80 #0443,

R

o AT EIR(ERPRAERO 80 AN 443
o SRR H R FinFR A BT

e
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o % NET_BIND SERVICE #E
o ReMRGO KA IR
- ILEEEH

ACEIRB

apiVersion: gateway.envoyproxy.io/vilalphal
kind: EnvoyProxy
metadata:
name: demo
namespace: demo
spec:
provider:
type: Kubernetes
kubernetes:
uselListenerPortAsContainerPort: true
envoyDeployment:
patch:
type: StrategicMerge
value:
spec:
template:
spec:
hostNetwork: true
dnsPolicy: ClusterFirstWithHostNet
containers:
- name: envoy
command:

- /usr/local/bin/envoy-with-cap

securityContext:
capabilities:
add:
- NET_BIND_SERVICE
pod:
nodeSelector:

kubernetes.io/hostname: "demo"

iRA
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e ¥2[] 80 - JBiY http://<node-ip>:80 ]

o ¥p[] 443 - I https://<node-ip>:443 ijj[A)

WA M EE BN SR [R) LoadBalancer VIP

ZRAMBILT , Envoy Gateway 6132 #] LoadBalancer ii$%-{FF externalTrafficPolicy:
Local . XRIRMRER FiniR IP , (BFEERRT) : kBI%A Envoy Gateway Pod FIERET
RENERKEKRW , BARERSHE AR HMT A,

it R7TX 1 : {4 Service ClusterlP (HEF&EENVIE)
& BPNIETTION FA N A AR -4 ClusterlP , T3E LoadBalancer VIP , & BFR ),
fiRRFTER 2 : 1BYCA Cluster [EREE

EEMNEEEHT 2378 LoadBalancer VIP , A% externalTrafficPolicy A

Cluster

kubectl patch envoyproxy $GATEWAY_NAME -n $GATEWAY_NS --type='json' -p='[
{"op": "replace", "path": "/spec/provider/kubernetes/envoyService/exter
nalTrafficPolicy", "value": "Cluster"}

] 1

R A
o BCE EnvoyGatewayCtl
o ACE Gateway

e FLE Route

o FE GatewayAPI ki

EZ0CE

5% % EnvoyGateway {15 7


http://localhost:4173/container_platform/zh/networking/operators/envoy_gateway_operator.html
https://gateway.envoyproxy.io/v1.5/tasks
https://gateway.envoyproxy.io/v1.5/tasks
https://gateway.envoyproxy.io/v1.5/tasks
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Q Alauda Container Platform Q

HMAET(y LB A% (Alpha)

B RS RSMIE S BAadawss  BEARMGEER OREE (LB) |, AZ ALB iR
HATERES , MRILSFIEEETT. STFHX IPv4, {X IPv6 B IPv4 A IPv6 SUAKECE .

B=x

AR
HRAESTE

Eoatls

AR 51

1 ARSI EENT RIEA LB, BIX LB Mm%k Ubuntu 22.04 (ERSE , LURLZD LB
HARERFE BinT REEEL,
2. FEFTASNR LB EALT RIUETRATRAE (AZLRIFIANSME LB AT ROA%Y) -

e ipvsadm

e container-runtime , %[ containerd

3. RN EHM container-runtime FFHLBE EEh.
4. RGN ENT ISR,

5. #%& Keepalived §31% , BT B3N LB fR%: ; FREEEZER. HtitgXaT @ <
iGN/ tkestack/keepalived: <iRAF4E> ., NRIBAKRA G EEE E57. O]


http://localhost:4173/container_platform/zh/

HEAEF0 LB X (Alpha) - Alauda Container Platform

BT AR REUE GG AR A G 4. A3CA8A build-

harbor.alauda.cn/tkestack/keepalived:v3.16.0-beta.3.9598ce923 A5,

o 7E global &8+ 1T kubectl get prdb base -o json | jq
.spec.registry.address #KEX $5{%-6FEHNE S8,

o EREMGMEERIIT cat ./installer/res/artifacts.json |grep keepalived
2|grep tag|awk '{print $2}'|awk -F '"' '{print $2}' ¥KEX hRA</FZ%.

BRIEDIR

EE  WMRMERESNIMNE LB EN T RPIT—IX , BEATRE hostname FMGEER.

1. DA TECE{EERMNESC 4 /etc/modules-load.d/alive. kmod.conf .

ip_vs

ip_vs_rr
ip_vs_wrr
ip_vs_sh
nf_conntrack_ipv4
nf_conntrack
ip6t_MASQUERADE
nf_nat_masquerade_ipv6
ip6table_nat
nf_conntrack_ipv6é
nf_defrag_ipv6
nf_nat_ipv6
ip6_tables

2. B TECE(EERMEISE /etc/sysctl.d/alive.sysctl.conf .

net.ipv4.ip_forward = 1
net.ipv4.conf.all.arp_accept = 1
net.ipv4.vs.conntrack = 1
net.ipv4.vs.conn_reuse_mode = 0
net.ipv4.vs.expire_nodest_conn = 1
net.ipv4.vs.expire_quiescent_template = 1

net.ipv6.conf.all.forwarding=1
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3.{#F reboot HLER.
4. $13& Keepalived BCE Xk,

mkdir -p /etc/keepalived
mkdir -p /etc/keepalived/kubecfg

5. BT AFRIERMBKRECET , FFRFE /etc/keepalived/ XHE , XHHAA

alive.yaml ,
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instances:
- vip: # FA[RCEZA VIP
vip: 192.168.128.118 # VIP WJAE
id: 20 # |4 VIP f§ ID WME—, dEMA
interface: "eth@"
check_interval: 1 # JEAE, BHA 1 PUTHRE AR
check_timeout: 3 # FENE, BIA 3 KEZAREEE
name: "vip-1" # KBIFRR, REEBESFEBFMEHEL, FeEUEMETTK
peer: [ "192.168.128.116", "192.168.128.75" ] # Keepalived Tim I
P, SKRR4EREM keepalived.conf 284EOLMHAE IP,
kube_lock:
kubecfgs: # kube-lock {FMAM kube-config FI&K, &Kx=iH{xXL kubec
fg 1T Keepalived %&F+
- "/live/cfg/kubecfg/kubecfgol.conf"
- "/live/cfg/kubecfg/kubecfgo2.conf"
- "/live/cfg/kubecfg/kubecfg03.conf"
ipvs: # option IPVS ELE
ips: [ "192.168.143.192", "192.168.138.100","192.168.129.100" ] #
IPVS Jaim, ¥ k8s master Tim IP A ALB TmET A IP
ports: # ECE VIP H&MNEOMNRRKEEZIE
- port: 80 # REIURRFAFimHMASHERRFHmH—
virtual_server_config: |
delay_loop 10 # STESMRFH[PITRREERIENR
lb_algo rr
1b_kind NAT
protocol TCP
raw_check: |
TCP_CHECK {
connect_timeout 10

connect_port 1936

}
- vip:
vip: 2004::192:168:128:118
id: 102

interface: "etho"
peer: [ "2004::192:168:128:75","2004::192:168:128:116" ]
kube_lock:
kubecfgs: # kube-lock {FFM kube-config FIFE, &HKKx=11XE kubec
fg #T Keepalived &=+
- "/live/cfg/kubecfg/kubecfgol.conf"
- "/live/cfg/kubecfg/kubecfgo2.conf"

- "/live/cfg/kubecfg/kubecfg03.conf"
ipvs:
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ips: [ "2004::192:168:143:192","2004::192:168:138:100","2004::19
2:168:129:100" ]
ports:
- port: 80
virtual_server_config: |
delay_loop 10
lb_algo rr
lb_kind NAT
protocol TCP
raw_check: |
TCP_CHECK {
connect_timeout 1
connect_port 1936

6. TS EBBTUT B4 , REMBEXAPEBKTIING , HRERIVER. EBTHE
LB MR , BERATANEREES,

openssl x509 -in <(cat /etc/kubernetes/admin.conf | grep client-certifi
cate-data | awk '{print $NF}' | base64 -d ) -noout -dates

7. % Kubernetes &8 =/ Master T mf{] /etc/kubernetes/admin.conf 3 {4EHIZEISMR
LB T /etc/keepalived/kubecfg X4 , 688 Z5| , A1 kubecfgdl.conf , FF
EBOX =X apiserver T3 miib’A Kubernetes &3 HISKIRT Rt
FE  FRIUEPEMEREMPITIER | BRI

8. WBUFHB WM.
1. VBB Master TT & /usr/bin/kubectl E#IE LB T,
2. 147 chmod +x /usr/bin/kubectl MA-FHITAUR.
3. BUTA R s SAER B K.
kubectl --kubeconfig=/etc/keepalived/kubecfg/kubecfgdl.conf get node

kubectl --kubeconfig=/etc/keepalived/kubecfg/kubecfg02.conf get node
kubectl --kubeconfig=/etc/keepalived/kubecfg/kubecfg03.conf get node

FHREIIITER | IERB.
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kubectl --kubeconfig=/etc/keepalived/kubecfg/kubecfgdl.conf get node

## Mt

NAME STATUS ROLES AGE VERSION
192.168.129.100 Ready <none> 7d22h v1.25.6
192.168.134.167 Ready control-plane, master 7d22h v1.25.6
192.168.138.100 Ready <none> 7d22h v1.25.6
192.168.143.116 Ready control-plane, master 7d22h v1.25.6
192.168.143.192 Ready <none> 7d22h v1.25.6
192.168.143.79 Ready control-plane, master 7d22h v1.25.6

kubectl --kubeconfig=/etc/keepalived/kubecfg/kubecfg02.conf get node

## Mt

NAME STATUS ROLES AGE VERSION
192.168.129.100 Ready <none> 7d22h v1.25.6
192.168.134.167 Ready control-plane, master 7d22h v1.25.6
192.168.138.100 Ready <none> 7d22h v1.25.6
192.168.143.116 Ready control-plane, master 7d22h v1.25.6
192.168.143.192 Ready <none> 7d22h v1.25.6
192.168.143.79 Ready control-plane, master 7d22h v1.25.6

kubectl --kubeconfig=/etc/keepalived/kubecfg/kubecfg03.conf get node

## i

NAME STATUS ROLES AGE VERSION
192.168.129.100 Ready <none> 7d22h v1.25.6
192.168.134.167 Ready control-plane, master 7d22h v1l.25.6
192.168.138.100 Ready <none> 7d22h v1.25.6
192.168.143.116 Ready control-plane, master 7d22h v1l.25.6
192.168.143.192 Ready <none> 7d22h v1l.25.6
192.168.143.79 Ready control-plane, master 7d22h v1.25.6

9. ¥ Keepalived 5% _HEZESMIF LB T = , FHF A nerdctl 1217 Keepalived,

nerdctl run -dt --restart=always --privileged --network=host -v /etc/ke
epalived:/1live/cfg build-harbor.alauda.cn/tkestack/keepalived:v3.16.0-b
eta.3.9598ce923

10. f£375[a) keepalived T EPITHS @ sysctl -w

net.ipv4.conf.all.arp_accept=1 ,



Iouk

1. fTd54 ipvsadm -1n &EF IPVS LN ,

HEIEF(> LB TR (Alpha)

IP Virtual Server version 1.2.1 (size=4096)

Prot LocalAddress:Port Scheduler Flags

->

tConn

TCP
->

->

2. XMF) VIP Fi#ER0 LB T m , R IPv4 #0 IPv6 4 VIP 2

RemoteAddress:Port

192.168.128.118:80
192.168.129.100:80
192.168.138.100:80
192.168.143.192:80

[2004::192:168:128:
[2004::192:168:129:
[2004::192:168:138:
[2004::192:168:143:

20 MPARTEAK.

3. #FE LB FimfEA curl &4MKS VIP fiB{ERE

rr

118]
100]
100]
192]

Forward Weight

Masq
Masq
Masq
180 rr
:80  Masq
:80  Masq
:80  Masq

[N

Bk

\

Jk

- Alauda Container Platform

AV ALB 1&FIH IPv4 Al 1Pv6 R,

ActiveConn InAc

(0] 0]
(0] 0]
(0]

EPIIBEHMT R, BEE
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curl 192.168.128.118

<!DOCTYPE html>

<htm1>

<head>

<title>Welcome to nginx!</title>

<style>

html { color-scheme: light dark; }

body { width: 35em; margin: 0 auto;

font-family: Tahoma, Verdana, Arial, sans-serif; }
</style>

</head>

<body>

<hi>Welcome to nginx!</h1>

<p>If you see this page, the nginx web server is successfully installed

and working. Further configuration is required.</p>

<p>For online documentation and support please refer to <a href="htt
p://nginx.org/">nginx.org</a>.<br/>

Commercial support is available at <a href="http://nginx.com/">nginx.co
m</a>.</p>

<p><em>Thank you for using nginx.</em></p>
</body>
</html>
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curl -6 [2004::192:168:128:118]:80 -g

<!DOCTYPE html>

<htm1>

<head>

<title>Welcome to nginx!</title>

<style>

html { color-scheme: light dark; }

body { width: 35em; margin: 0 auto;

font-family: Tahoma, Verdana, Arial, sans-serif; }
</style>

</head>

<body>

<hi>Welcome to nginx!</h1>

<p>If you see this page, the nginx web server is successfully installed

and working. Further configuration is required.</p>

<p>For online documentation and support please refer to <a href="htt
p://nginx.org/">nginx.org</a>.<br/>

Commercial support is available at<a href="http://nginx.com/">nginx.com
</a>.</p>

<p><em>Thank you for using nginx.</em></p>
</body>
</html>
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0 Alauda Container Platform Q

Kube OVN

T fi# Kube-OVN CNI

_E3i% OVN/OVS 2B
1> Controller 1 Agent

5%, sHTARY RAMH

£/ 0EX (Alpha)

YTHERACEET Kube-OVN MEAER LR

BIIR SR

ML S Kube-OVN B BAZH2%
1E global EF¥P BRI E R ELAKIZ RS
PPN 25853

HARIRIE

AlE MTU

ZA MTU 4734
BENX MTU RE

#E#% Kube-OVN Underlay #)3E®

18 AR
AREEA
WRESK
W=t

ALE Kube-OVN M4 US4+ Pod £

224 Multus CNI
BTSN
B Z MK Pod
Eoan Qe ik
HAtThae

M LN PR

Kube-OVN |

Overview
BE &M

ALE IR

M- (Alph:

ACE IPPool

Underlay 1 Overlay FM ) & zhE B

weight: 13
BRAEDTR


http://localhost:4173/container_platform/zh/
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J2F u2olnterconnection i) Underlay M [8)f& =
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0 Alauda Container Platform Q

T #i% Kube-OVN CNI

AXHNERT Kube-OVN FIEAZEM, RAMDNBER HAREER.

SRR, , Kube-OVN 14 Kubernetes 5§ OVN Z B | 456 T AWM SDN SR RAR
A, XEkFE Kube-OVN RIS T Kubernetes FHIMLEHAIE , 20 CNI. Service #0
NetworkPolicy , K& SDN SUBMBENT A= RAMIE | aZEATIL., ZHEKB.
VPC., MX. QoS. ACL ARIMEHE.

Kube-OVN i™MRIF R IFHIFF M |, BEB S LR AT REM , 20 Cilium, Submariner,
Prometheus. KubeVirt &,

Kube-OVN IR KE AT A =2 -

o _Liif OVN/OVS 44,
o %[> Controller #1 Agent,

o Wi EHTARY RAH.

OVN

Watch
Annotate :
IP/MAC/Subnet/gw T Pod/NoEtjr]%L\!siwteSEzc;g[/eSerwce Node
B
mﬁu—om
Controller AN

~
Get ™S

Annotate i Kube-ovn-cni
|P/MAC/Subnet/gWI annotation

’@ \ VPC2
@ \ VPC3



http://localhost:4173/container_platform/zh/
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Bk

i OVN/OVS At
ovn-central
ovs-ovn

#%1» Controller 1 Agent
kube-ovn-controller
kube-ovn-cni

s ST ARY B
kube-ovn-speaker
kube-ovn-pinger
kube-ovn-monitor

kubectl-ko

_Lii5 OVNIOVS 2844

SR>k E OVN/OVS #1[X , £1%F Kube-OVN R 7R 3HT T EB®. OVN/OVS &5
AN ATEEEIMIF A SDN &S, FKIT52ZBE YT Kube-OVN SKHLEN R
FA P 45E ovn-architecture(7) ~ AT fi# OVN 2T AR AT SHER. Kube-OVN f§
OVN H northbound #2[ SKEZEFNEBIUMLE |, FEEMLEHEE IR ETE] Kubernetes #,

FiB5 OVN/OVS MXAHHEFTBRGEE , HEETE Kubernetes FI1Z1T.

ovn-central

ovn-central Deploymentiz{T OVN HI5HIFm4EH , 435 ovn-nb . ovn-sb F1 ovn-
northd .

o ovn-nb : 1RFEEIAMNLEACE A EIAMNEL ZIRM API, kube-ovn-controller FEYH
ovn-nb A H ARCE BIUMLE ,


https://www.mankier.com/7/ovn-architecture
https://www.mankier.com/7/ovn-architecture
https://www.mankier.com/7/ovn-architecture
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o ovn-sb :{RTFH ovn-nb HZEMEAEBREEZEREK , PLEENT m SRR LR

<

/Bro

e ovn-northd : ¥ ovn-nb HIEIUMLEEEHA ovn-sb FHLEZIEIRR.

%/ ovn-central SLFET Raft MY EIFEEERELAGER S ] B,

ovs-0ovn

ovs-ovn A DaemonSet R E1TEE/N T L , Pod NIE{fT openvswitch . ovsdb #]
ovn-controller , XYEZHEE{ER ovn-central HIEFBEIK , K@ iEIRMRIEIH A ESIHIMLE
A=

#%> Controller ¥ Agent

XEP 2 Kube-OVN HIAZ/ A |, #E24 OVN 5 Kubernetes Z [BIKAFZR |, &M ARG HEE
BREIES,  KERD A O TNRERBAE X LU2H ¢ SCE,

kube-ovn-controller

KR IRTTE Kubernetes INIFTA RIRENFA OVN IR , FHEAEA Kube-OVN RLEHKIE
HFE. kube-ovn-controller WNTETHESMETREM KX RIRMEM , FARIERIRA (L EH
OVN NfZEEMLE ., FEIRNTHFIREE

Pod, Service, Endpoint, Node, NetworkPolicy, VPC, Subnet, Vlan, ProviderNetwork,

DL Pod =441 , kube-ovn-controller A0f Pod &S 4 , BITNERRNTE IPAM ThEE
SBEcHtE , AR ovn-central BIEZHEIRA. FHSIKELATAER ACLALN. [EfE ,
kube-ovn-controller R ECAMUEFIFREE (20 CIDR, KX, BHE%) B A Pod iF
figh , ZERERERHE kube-ovn-cni 1EEUFRTECE ALK

kube-ovn-cni

2R LA DaemonSet ERIZITESAN T R , K CNI O |, #EAM OVS LEAMMLE.,


http://localhost:4173/container_platform/zh/networking/security/network_policy.html

T fi# Kube-OVN CNI - Alauda Container Platform

% DaemonSet 2% kube-ovn —iHHISEEHIEIGE SN , /ER kubelet 5 kube-ovn-
cni XEMTHR, Z_HBISCHFAR kube-ovn-cni KIXMIA CNIERPAHITREIRE.
IANBIT | Z B XA HESRE] /opt/cni/bin B3R,

kube-ovn-cni RECE BN UPITHNKRERIE , TRESOHE

1. Bi2® ovn-controller F1 vswitchd .

2. 4b3¥ CNI Add/Del iE3K :

1. ARk MR veth XTFHEBE SfELFEI OVS im [,
2. BcE OVS ixM.

3. EHEHLH iptables/ipset/F& AL,

3. SEHMEL QoS.

4. BIEIFECE ovno MIRRUZEHER S MR EALMLE.
5. BLE FHMERASEN Vian/Underlay/EIP,

6. SSHCE BN K,

miT. BT ALY RAH

XA LRI, BT, 4T AMSNTIRA | DAY & Kube-OVN IR/ LMLERES , FHHEIK
BEE4TIE.,

kube-ovn-speaker

AL DaemonSet RS THEFEARER T AL , RAWEBTSND , AVFSMNBET Pod IP
HITIR A,

kube-ovn-pinger

ZEAH L DaemonSet ERIZITESNT R , I&E OVS KEEE. TRMERE, MEKILER

4

kube-ovn-monitor
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AW E OVN RSB E R ILISTERR,

kubectl-ko

AR — kubectl #if4 , ATHRIERPITH FIRIE.
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Q Alauda Container Platform Q

HE£ Kube-OVN Underlay #7138 fX2&

Kube-OVN Underlay &t N R 2R B R BT HIERLR 45, 7E8EE Kube-OVN
Underlay M4 2 BT , 1§ SMLEETE RUME , 1R BTALKFH T RMIE MR AR RECE | AHRINRIE
B,

Bk

13 AR
AiEA
HRESK
A&7~ pl
A BCE
KEMREEM
FaicE

1% At A

Kube-OVN Underlay FEZ M-+ (NIC) 8% , B Underlay TR MWRER—HRME , MK L
TEEB HMKRIRIRE (20 SSH) |, HARENEAEmM K.

FRAT , EHART RRFHEDEENMRIFE , BENW-RERERZE/DH 10 Gbps 3 FES (40
10 Gbps. 25 Gbps. 40 Gbps) .

o Wk— : WEUAKRBKM-K , BECER IP #ult , SAMNPATYZEO B , R IGRE R
Access 153,


http://localhost:4173/container_platform/zh/
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o BRI : TEVAMEBBRECE 1P HIEKM-K | SHAMNPACRIEA LR |, BVImHRE AR
Trunk ¥z, Underlay FMEHAMFK_.

Access

L

Service Subnet: XXX XXX XXX XXX/ XX
Gateway: XXX.XXX.XXX.XXX

ENERVLE

VLAN (EEfA/RIZN) 2 —Fik RsZiE R AL N B (SRE/ NI ) DUE B TAFZR%L
TR

VLAN AR ILE S RBEBARIESSIR K |, K E— 4 B M AR E A A28k
ARR S, S VLAN B—HABHEUBKITEN TEAR , B&SYIEE RN A
SBMAERI RN, BT VLAN 220 MRS , F— VLAN N TSR RIR TR
—HHEXIE , ATRASY TR AEA F IR R E

VLAN IEEMSSAIE -
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vEfRes. BMEER—3ZAl L , RE VLAN Min A 2 [AIHTEEE. YRRl el A

ZNEEATHNER . B R TIEHIMLE T AR EHER 1R = 2 B E R,

o WKL L, AFA VLAN ZBIRBEERB(E |, JHR T HREEMATESM. VLAN NI #EF
BRRMENASE AR HAM VLAN , BEITEHIME. BRI, RIS EIRFIE T
BLe,

o RIEEHE, BERHAFMEERN , THEEHIROAWEL , NFRHIEXE,

WRESK

£ Underlay t#3UF , Kube-OVN 4R K472 OVS |, IBITAYPEM K E &M Sh & ER
B, L2 HRBENKBIREMSE RS , TEREMSE RS EFSEREN VMK, VLAN M
2R,

o MERECERK

Kube-OVN BEhR 2385181 ICMP BRMAGINR SZEB M |, JREM S AIEN ICMP &K,

STFREVARRE , Pod 2K EBIEEAXEEIMK , MR R R EERBE AR A F
M FAIBE

W ATHANTATHE S A Hairpin THEERT , WJNZEF Hairpin, Z&{#F VMware EHMIIIE |
=& VMware T4_E¥ Net.ReversePathFwdCheckPromisc & &4 1 , It ITELEE

Hairpin,

HIERI KA BEE Linux Bridge,

M-E4PE ST 3Z4F Mode 0 (balance-rr) . Mode 1 (active-backup) . Mode 4
(802.3ad) . Mode 6 (balance-alb) , ## (£ 08¢ 1. HAGBERKU |, HEE
f£H.

e laaS (EfUtk) EECEEK

OpenStack FEHWIRER 3 X IFXT N 4% 3% [ i) PortSecurity,

VMware vSwitch fZ& =% MAC Address Changes, Forged Transmits £/l
Promiscuous Mode Operation 1% & 5 Accept,

NEBERIAWS, GCE, MERFRAIFHFABEEN MAC #lit , LA Underlay #
TRIZE,
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MmNl

AT I AU REENL., R — AT BRABBERIN R ; MR ATTEOARBEERECE
P 3R , & T Underlay 7R , B&Z 54MNFACHRMLEEX.

ATHAM |, EEM R AN ECE N Trunk B3, AT VLAN 81T,

TEXTIY vlan-interface #0 _EACE SR FMAIM SHINE, TN , ATRIBECE IPv6 R 3cit
ik,

EMRALTIAKIESE , 4T RAlE) cluster-cidr B4,
RS2 RILHECE.

ZMHECE

BZE VLAN O :

#

interface Vlan-interface74
ip address 192.168.74.254 255.255.255.0 //IPva R IHbht
ipv6 address 2074::192:168:74:254/64 //IPv6 X Sk

#

Ao E MR ZH%A

#
interface Ten-GigabitEthernetl1/0/19
port link mode bridge
port link-type trunk // ECEH#OA Trunk #Hz
undo port trunk permit vlan 1
port trunk permit vlan 74 // #&XK VLAN @it

KB MR EE M

MR- 2 HRES M LIRS -
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ip link add ens224.74 link ens224 type vlan id 74 // WK% ens224, VLAN
ID A 74

ip link set ens224.74 up

ip addr add 192.168.74.200/24 dev ens224.74 // %&3#% Underlay FMpEINERHY
ht, Bt4bkh 192.168.74.200/24

ping 192.168.74.254 // BE ping B/ XN[REAHPEAIEHEIEEK

ip addr del 192.168.74.200/24 dev ens224.74 // MARTEREMERMA L

ip link del ens224.74 // WRTTRERGFED

Faics

ELEME A S E Cluster Management > Cluster , %X /555 Create Cluster, E{&xECE R

et

D>} |-T-'|'

B

%% Create Cluster 4% , BasMKXBLE R0 T E AR,

FE : Join FM7E Underlay PNREFRTLSRE N , ZTEBATEEAVE Overlay 7 |, T RS
NayAE)B{E RN IP HEER .

| Container Networking

IPv4 [ IPv6 Dual @

Stack’

Network Type: | Kube-OVN Calico Custom (@
4

Default Subnet:

*IPv4: 192 v . . 74 . | 24 v F—— IPv4 subnet address of NIC Il
*|Pv6: 2074:/64 F—— IPv6 subnet address of NIC I
Transmit Mode:  Overlay ®
Gateway: *IPv4 192.168.74.254 F—— IPv4 gateway address “IPv6 2074:192.168.74.254 F—— IPv6 gateway address

The default gateway IPv4/IPv6 value must be within the cluster CIDR address range

*VLANID: 74 F—— VLAN ID that the switch allows to pass through

Preserved IP:  protocol stack IP Format * IP Address

If the IP in the subnet is occupied by the physical network, the cluster cannot be created successfully. Please set it as
reserved IP

@ Add

After the cluster is created, new subnets are supported.

* Service CIDR:

1Pva: K0 M s : ' e 7 Custom SVC, must not duplicate

with the internal network
*|Pv6: fd00:10:96::/112

* Join CIDR:
LR CEED ITREAOAE Address segment of the NIC used
F—— for communication on the Overlay

*|Pv6: fd00:100:64::/64 network
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Q Alauda Container Platform Q

Kube-OVN Underlay + MetalLB
LoadBalancer i[R5BCE

H=x

Overview
CIE2: Jaa

MR ESK

FCE R
1. B2 ET VLAN F4 8 ProviderNetwork
2. fit’® Kube-OVN Controller 2%k
3. BCE Underlay FMISNERIB3EThEE
4. RIFE MetalLB SMNERibiitith
5. Bl R I A K& LoadBalancer %
6. WIFALE
7. BB RS

Overview

LA ERRT MetallB L2 %35 Kube-OVN Underlay MR, © A F{ER
Underlay F® IP ¥£5 MetalLB LoadBalancer R VIP |, 2 HiEHE A EFiml % Pod,

I\ <4 : LoadBalancer VIP 5fgin Pod IP MARAER— Underlay FR N,


http://localhost:4173/container_platform/zh/

AU 561

MR ESK

e ACP HEZIK 1>=4.2.2

o IP 355 XS IPv4 (HHTASIEF IPV6)
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= Client

V(8] Underlay & VIP

¥4 ¥7718) Underlay M VIP
10.180.208.200

Tl

underlay0.341

br-provider

underlay
logical

cwiteh

E ¥ DNAT /5% Pod IP

|

backendpod(1...N)

fie & 2K

1. Bd &% VLAN A/ ProviderNetwork

BT : JMAFEA VLAN 70,
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BCE Kube-OVN Underlay P& B 31413 VLAN F#0 :

apiVersion: kubeovn.io/vi1l
kind: ProviderNetwork
metadata:
name: provider
spec:
defaultInterface: underlay0.341

autoCreateVlanSubinterfaces: true

apiVersion: kubeovn.io/vi1l
kind: Vlan
metadata:
name: ovn-vlan
spec:
id: ©

provider: provider
status:
subnets:

- ovn-default

| L BB ProviderNetwork Y Vlan ®JEES , Underlay PXZ5EIBMH ST,
RAEYFNRRHERETAIFRL G , MEEREASRE . BEATFEAONIEELE
PAB D AR S5 R BT

2. i E Kube-OVN Controller %%

> LoadBalancer THEERCE Kube-OVN controller FTEES%K :
1B Web 1251 & 3584E -

1. # N\ B 51 > Marketplace > &34 , % ovn , $ZF Alauda Container Platform
Networking for Kube-OVN

2. TEARMHTRIIRIER SR (BH ) |, W8 FEAT T ECEXEAE
3. BCERAT 4K
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e Skip CT for Dst LPort IPs : &

e Enable OVN LB Local : &

3. it & Underlay FM4MNR3EThAE
Ymia Underlay R , TREE IP ERfT LoadBalancer {4 :
BE  SNERAE IP AJRAE Underlay FRIAN.

&M Underlay FM 3% spec.enableExternallLBAddress: true

apiVersion: kubeovn.io/vi1l
kind: Subnet
metadata:
name: underlay-subnet
spec:
enableExternalLBAddress: true
excludelps:
- 10.180.208.200..10.180.208.220

4. B MetalLB SMNIRHEH
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apiVersion: metallb.io/vilbetal
kind: IPAddressPool
metadata:
name: acp-underlay-pool
namespace: metallb-system
spec:
addresses:
- 10.180.208.200-10.180.208.220
avoidBuggyIPs: true
autoAssign: true
apiVersion: metallb.io/vilbetal
kind: L2Advertisement
metadata:

name: acp-underlay-pool

namespace: metallb-system
spec:

ipAddressPools:

- acp-underlay-pool
interfaces:

- br-provider

nodeSelectors: []

GE

kubectl apply -f underlay-ippool.yaml

5. B2~ A K& LoadBalancer R%%
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# application-with-loadbalancer.yaml
apiVersion: apps/vil
kind: Deployment
metadata:
name: backend-app
labels:
app: backend
spec:
replicas: 3
selector:
matchLabels:
app: backend
template:
metadata:
labels:
app: backend
spec:
containers:
- name: backend
image: nginx:1.25
ports:
- containerPort: 80
apiVersion: vi
kind: Service
metadata:
name: backend-1lb-service
# Z{FFTEE IPPool : s/NjEfi# "metallb.io/address-pool: acp-underlay-pool’
# ZFHAEE IP:1®E “spec.loadBalancerIP: 10.180.208.201°
spec:
type: LoadBalancer
externalTrafficPolicy: Local # **E=Z** . {8 IP JFEHEE Pod
selector:
app: backend
ports:
- port: 80
targetPort: 80

HRENF

kubectl apply -f application-with-loadbalancer.yaml
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6. WIFACE

kubectl get svc backend-1b-service -o wide

curl http://10.180.208.200

7. IEINAE RS

SETFHERIBt (T RFM) KIARS , "EBZE K Underlay Stb :

kubectl annotate service <existing-service-name> metallb.io/address-pool=
acp-underlay-pool --overwrite

kubectl get svc <existing-service-name> -0 wide

XHFHARS , ERIRERR

apiVersion: vi
kind: Service
metadata:
name: backend-1lb-service
annotations:
metallb.io/address-pool: acp-underlay-pool
spec:
type: LoadBalancer
externalTrafficPolicy: Local
selector:
app: backend
ports:
- port: 80
targetPort: 80
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# BRBRFRE

kubectl get svc backend-1lb-service -0 wide

# MRSNER(R]
curl http://10.180.208.200
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0 Alauda Container Platform Q

35 EK (Alpha)

B XIFACE MRS Kube-OVN MRS Z BB , £ Pods a] UM EIA].
Cluster Interconnect Controller 2 Kube-OVN 124t BLE4E |, TR WERRI LR 2 B ML
B8, FET TAEEIEZRS N ERRIMNLE,

Bk

B &M

M LT Kube-OVN B EkIZHIZS
Deploy #BZ&
Podman F1 Containerd %3

f£ global SR¥PHEDE L R¥ EAKIZHIES

MR ERX

MRIRAE
ERERERRM T RER
IRE&EREEX
TR RREE B R
iZlE AR
FLEERM X H

AR 5 A

o RNEERKFM CIDR NREBEEE,


http://localhost:4173/container_platform/zh/
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o TEF—AHEERH kube-ovn-controller BT IP RN , BT ERBEEREILT
Hl2s.

o GNEMETEGFAE—HRH kube-ovn-controller IBIT IP [a)HIAES , DMERESAMERM K
TRIFEA.

o WIhBE{UERTENA VPC , AFPBEE N VPC KNaEF A EEXTNAE

MiE LT 5 Kube-OVN F BH525

RE=FERE A : Deploy EiE (F4& v3.16.0 KL EARAXHF) . Podman JBEFI
Containerd Zf £,

Deploy ¥3%&
FE  FE v3.16.0 R ERASFFHERE A .
BAELIR

1. £ 3 Master T _EPUTRAT 44 , M kube-ovn-controller Pod %£EX install-ic-
server.sh TR,

kubectl -n kube-system cp $(kubectl get pods -n kube-system -1 app=kube
-ovn-controller -o custom-columns=NAME:.metadata.name --no-headers | he

ad -1):/kube-ovn/install-ic-server.sh ./install-ic-server.sh

2. 1TIFLRIE R FRMAS |, FHRINT A ERS .

REGISTRY="kubeovn"
VERSION=""

ERRNSHECENT

REGISTRY="<Kube-OVN 4&{& FEHtE>"

VERSION="<Kube-OVN hRA>"
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3. RFEHIAI M, FHERU T arS3aT.

sh install-ic-server.sh

Podman #1 Containerd 23

1 EARERTEE=AREL T RABELIKITHIS. WRBIFAESET =T R,

2. TREETT B Leader , FIRIBARIMEIZ A RXPITAT 4.
AE BERT, BKRE /etc FTEABHFTE ovn BR., MIRAELE , EEAMS mkdir
/etc/ovn BIEE.

« REMEDS IEE  PYTHS podman images | grep ovn FREX Kube-OVN £ifgith
tE,

e Leader T4 :

podman run \

--name=ovn-ic-db \

-d \

--env "ENABLE_OVN_LEADER_CHECK=false" \
--network=host \

--restart=always \
--privileged=true \

-v /etc/ovn/:/etc/ovn \

-v /var/run/ovn:/var/run/ovn \

-v /var/log/ovn:/var/log/ovn \

-e LOCAL_IP="<¥MpImEam IP Hifit>" \

-e NODE_IPS="<FTETRHK IP iut, ESHHE>" \

<4EB G ERNIE> bash start-ic-db.sh

o FINFINT RIS



S HEL (Alpha) - Alauda Container Platform

podman run \

--name=ovn-ic-db \

-d \

--env "ENABLE_OVN_LEADER_CHECK=false" \
--network=host \

--restart=always \
--privileged=true \

-v /etc/ovn/:/etc/ovn \

-v /var/run/ovn:/var/run/ovn \

-v /var/log/ovn:/var/log/ovn \

-e LOCAL_IP="<¥MpITmHam IP Hifit>" \

-e LEADER_IP="<Leader THaK IP #bik>" \
-e NODE_IPS="<FiETRMK IP Hut, ESHE>" \

<eEB O FEHIIE> bash start-ic-db.sh

e Containerd ZfZE#54
FE  PYTa4 crictl images | grep ovn %KEX Kube-OVN §&{&ibilk.

ctr -n k8s.io run \

-d \
--env "ENABLE_OVN_LEADER_CHECK=false" \
--net-host \

--privileged \
--mount="type=bind, src=/etc/ovn/,dst=/etc/ovn,options=rbind:rw" \

--mount="type=bind, src=/var/run/ovn,dst=/var/run/ovn,options=rbin

d:rw" \
--mount="type=bind, src=/var/log/ovn,dst=/var/log/ovn,options=rbin
d:rw" \

--env="NODE_IPS=<fTETn A IP #ht, ESHE>" \

--env="LOCAL_IP=<¥EiT Al IP #uit>" \

<tE@OFEHIHE> ovn-ic-db bash start-ic-db.sh
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o FINFINT RIS

ctr -n k8s.io run \

-d \
--env "ENABLE_OVN_LEADER_CHECK=false" \
--net-host \

--privileged \

--mount="type=bind, src=/etc/ovn/,dst=/etc/ovn,options=rbind:rw" \
--mount="type=bind, src=/var/run/ovn,dst=/var/run/ovn,options=rbin
d:rw" \

--mount="type=bind, src=/var/log/ovn,dst=/var/log/ovn,options=rbin
d:irw" \

--env="NODE_IPS=<fTET A IP #ht, ESHiE>" \

--env="LOCAL_IP=<¥EIT Al IP #uht>" \
--env="LEADER_IP=<Leader TTHRH IP #ifit>" \

RO EHIE> ovn-ic-db bash start-ic-db.sh

£ global SR EiFZ LB B AT HI8

£ global FYEESZEHI TR L , IRIEERFRUT S, H T T 441 ConfigMap #iR.

 AMRIEE1E1T , RN AFE M global 42 24 ovn-ic (] ConfigMap, AIEBB{E[ASE ,
A %ﬂﬂ']ﬁﬁ%& ConfigMap , BEHIEMECE RN
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cat << EOF |kubectl apply -f -
apiVersion: vi
kind: ConfigMap
metadata:

name: ovn-ic

namespace: cpaas-system
data:

ic-db-host: "192.168.39.22,192.168.39.24,192.168.39.37"  # SR HETHI
FE" RAtbhE,  BEAL ARREIEHIZS =" A 1P

ic-nb-port: "6645" # SERHEIXITHEZE nb ¥g[, ZXIA 6645
ic-sb-port: "6646" # SO IXITHIZS sb ym[, ZXIA 6646
EOF

MO EERFEEX

WM& Kube-OVN FIE BN\ S BEE BY,

(il =363

SERFNEAIETM. ovn-default F join FM S B BEAFRETERMEHIR AR,
BAELIR

1. fEAMS LS |, S5 Clusters > Cluster of clusters,

- REEMANERFHEER £H 275,
3. £A_L# , A Options > Cluster Interconnect,

4. | Join the cluster interconnect,

5. MAEREFE—TRRT A,

6. =7 Join,

PSS

EHMBEEXERHMN AT RIER

]]II
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EROMAERHBERAREFM T RIEE.
BRIEDIR

1. ZEAMS LS |, S5 Clusters > Cluster of clusters,

2. AEFEENMKT RIEEM EFHEFR.

3. £ _tf , mif Operations > Cluster Interconnect,

4. REEEHMXT {5 ENER K Update Gateway Node,
5. BTN EREEEM T A

6. mify Update,

R &R EEX
E M\ B IR BERE SR IR | B ERUTTRRIER Pod SHNERE Pod (MKEH.
BIEST

1. fTEZEMSHiA2 |, &5 Clusters > Cluster of clusters,

2. RITE NI £FF BR.

3. f£4 LA , =iff Options > Cluster Interconnect,
4. SHEIRY & EEA Exit cluster interconnection,

5. IR NS BE TR,

6. =7 Exit,

B E AR R
g B SROR IR BT | 1% LTS RRMANIR. UBRERRLET Sl

ERFMALBERN |, AJgea LK. AJAEEFEEHIZS (kube-ovn-
controller) /var/log/ovn/ovn-ic.log HEFHNVEHEEREE. SN AR5 ERREETE

transaction error: {"details":"Transaction causes multiple rows in XXXXX

Xll}

BRIEDIR
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1. IR B ARG,

2. IER 258 Pod S TISIRIA,
A PAE$E7E ovn-ic-db B 228 ovn-ic-controller Pod SRR TIETERIA, WE{E AT —FA = -

A3 1 : 7£ ovn-ic-db BREEFHIT

o Bt ovn-ic-db B2s , FHEAU TSP ITIBEIEIRIE

ctr -n k8s.io task exec -t --exec-id ovn-ic-db ovn-ic-db /bin/bash

KREPUTA T E—7EE S 4
o [FRAREHLZHRBITIEEERIE. ¥ <cluster-name> B M [RERNBFR

./clean-ic-az-db.sh <cluster-name>

o FRBEEMHPEET RLHBITIEIEERIE. ¥ <node-name> B b REHTPEET R
HIZFR

./clean-ic-az-db.sh <node-name>

A 2 : £ ovn-ic-controller Pod 4T

)\ ovn-ic-controller Pod , F{EFPA T s S BUTIBIRIRIE.

kubectl -n kube-system exec -ti $(kubectl get pods -n kube-system -1

app=ovn-ic-controller -o custom-columns=NAME:.metadata.name --no-head

ers) -- /bin/bash

RRPITAMME—F a4

o FRREHZHRIITIEIRERME. B <cluster-name> F#f A [RERN B

./clean-ic-az-db.sh <cluster-name>

o FRAREMPIET RBFPITIEIERIE. ¥ <node-name> B AREHFITET R
& FR
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./clean-ic-az-db.sh <node-name>

N E AR
EE I 15 SR 3 BEEFAC NI SH ERIT.
ST

1 BB EEERN, BMEAPAREAN  BRIEFREZE—F.

o MR- EERFF % A ovn-ic-config B ConfigMap., RN T4 .

kubectl -n kube-system delete cm ovn-ic-config

o B VAR FREEEER.

2. AL T a3t )\ ovn-central f{] Leader Pod,

kubectl -n kube-system exec -ti $(kubectl get pods -n kube-system -lovn
-nb-leader=true -o custom-columns=NAME:.metadata.name --no-headers) --
/bin/bash

3. FR T A ts BRI,

ovn-nbctl 1ls-del ts

4. BFRBEPEITHIZS T R BIERITHILS

e Podman %4 :

podman stop ovn-ic-db

podman rm ovn-ic-db

e Containerd 454 :
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ctr -n k8s.io task kill ovn-ic-db

ctr -n k8s.1io0 containers rm ovn-ic-db
5. F AL T S Milk global &8+ 4 4 ovn-ic B ConfigMap.

kubectl delete cm ovn-ic -n cpaas-system

=x-33dZ PSSV
AEMNERERE , MBS ERMERE ST , TUHUTL TR -

1 BRFTEHBASTRAMKMER , HPITUTHS , B enable-ic FRIEBCA

false ,
EE ¥ enable-ic FEBHCA false £HWEMEE , HEIBXEHEENRN
true .

kubectl edit cm ovn-ic-config -n kube-system

2. I EH gw-nodes FEREBHBMXTRACE , FFEMEESHBM AT R ; BEICE
enable-ic “FERBUCA true .
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kubectl edit cm ovn-ic-config -n kube-system

# BLE R
apiVersion: vi1i
data:
auto-route: "true"
az-name: azl
enable-ic: "true"
gw-nodes: 192.168.188.234,192.168.189.54
ic-db-host: 192.168.178.97
ic-nb-port: "6645"
ic-sb-port: "6646"
kind: ConfigMap
metadata:
creationTimestamp: "2023-06-13T08:01:16Z"
name: ovn-ic-config
namespace: kube-system
resourceVersion: "99671"
uid: 6163790a-ad9d-4d07-ba82-195b11244983

3. 3t ovn-central &£+ Pod , $14T ovn-nbctl lrp-get-gateway-chassis {M4FT&ERE%
#}-ts @4, WUEALE 2 BER.

ovn-nbctl lrp-get-gateway-chassis azl-ts

# REIBRORGl. HP 100 1 99 MENMIAELR, EMK, XFRM T R ERRMERKS
o

azl-ts-71292a21-131d-492a-9f0c-0611af458950 100
azl-ts-1de7eel5-f372-4ab9-8c85-e54d61leal8fl1 99



fit® Egress Gateway - Alauda Container Platform

O Alauda Container Platform

ACE Egress Gateway

BHx

*F Egress Gateway
SSERAHTY
AR &M
ERAE
4132 Network Attachment Definition
B2 VPC Egress Gateway
JERET BFD ST A
ECESH
VPC BFD Port
VPC Egress Gateway
EEEM

HREIR

X7F Egress Gateway

Egress Gateway FTi=% Pod FISMIBRILE IR | {F F—AESHE , EHRITHE -

o J@IT ECMP 53] Active-Active &8 , XFKFEILEY B
 JEid BFD SRIRIRMEEY R (<1%b)

o FF IPV6 FIRAR

« j@it NamespaceSelector 1 PodSelector SKENAH i B 7% i)

« jlit NodeSelector 3KI, Egress Gateway (R /& &
[Fi , Egress Gateway 2GR TERS :

o {1/ macvlan {EAREMLEER: , ERIKEML SR Underlay
o Zf Gateway HEX THEZL/ Egress IP
o BBMYFF SNAT , R #F EIP 1 DNAT

o BRIRSHROCR IR SR

SCHRARTY

84> Egress Gateway FHZ M ABLAMELKIEXOK Pod AL, 4> Pod BRAMLEED « —PMIMAREUML , BT VPC WE(E
Macvlan JEEEREYIEMLE , ATHNIMALERE. EIMMERERAET Egress Gateway KB NAT 1a)sMERRIZE .

, A—AET


http://localhost:4173/container_platform/zh/
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[ VPC Network J

( PL&’&]Q Network ]

&4 Egress Gateway SRffI7E OVN BEEFRFIFME#IE. %4 VPC N Pod HFEHIASMBMLEET , OVN {F RIS FHRERAFIZ A
Egress Gateway Skttt , SRERtABINM. 4 Egress Gateway SKBIEIEMN , FHEHAEKTY &,

VPC Router 4. 6.0.0.0 /0 next-hop: egil-ethO ecmp

dst: 0.0.0.0/0 next-hop: eqi2-eth0 ecmp

L] . .
L . .
. ™ .

dst: 0.0.0.0/0 next-hop: egin-eth0 ecmp

~ ~~

BFD

[(EE R EREEERE RN N NN ]

( Physic Network ]

OVN {$f BFD #HUIRMZ A Egress Gateway 32/, 4%/ Egress Gateway STHI#FER , OVN S B EARIC AT A, SCHl R sk A )
s,
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VPC Rouber  Jst: 0.0.0.0/0  next-hop: egil-ethd ecmp
dst: 0.0.0.0/0 next-hop: eqi2-eth0 eemp

( PL&’&]Q Network ]

RIS

SR W T3 Alauda Container Platform Networking for Multus , 7 8E{# Fil Egress Gateway,

%F Alauda Container Platform Networking for Multus B3 | i§5% %23 Multus CNI,

ERATIE

£ Network Attachment Definition

Egress Gateway {# %> NIC EFA[RINRIFISNY |, Rt EZEAIE— Network Attachment Definition BUZEFESMNIIMLZE, TFHEE{#H macvlan
JFFFE Kube-OVN $24# IPAM HI7R :
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apivVersion: k8s.cni.cncf.io/v1
kind: NetworkAttachmentDefinition
metadata:

name: ethil

namespace: default

spec:
config: '{
"cniversion": "0.3.0",
"type": "macvlan",
"master": "eth1",e
"mode": "bridge",
"ipam": {
"type": "kube-ovn",
"server_socket": "/run/openvswitch/kube-ovn-daemon.sock",
"provider": "ethl.default"e
}
3

apivVersion: kubeovn.io/vi
kind: Subnet
metadata:
name: macvlanl
spec:
protocol: IPv4
provider: ethl.defaulte
cidrBlock: 172.17.0.0/16 @)
gateway: 172.17.0.16

excludeIps:G
- 172.17.0.2..172.17.0.10

EFRS MR B ENIRO .

provider Z#R , #&34 <network attachment definition name>.<namespace> ,
BATIRRSMNIIMLE ] provider BFR , 415 NetworkAttachmentDefinition 1 —2K,
SMEBRIZE 4 CIDR.

SMEBRIER AR K.

HiRE A 1P SEEL. ¥15iES% Kube-OVN Overlay M4 7Rf) Subnet CR,

660006

| TP
HRAT M F{EAT CNI 346132 Network Attachment Definition SRTIRIXT R ML, _HRIRBIKERTREFER Kube-OVN F T EFMMIE macvian,

£ VPC Egress Gateway

$I3 VPC Egress Gateway &R , "EIa0TF :
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apiVersion: kubeovn.io/v1
kind: VpcEgressGateway
metadata:
name: gatewayl
namespace: defaulte
spec:
replicas: 1@
externalSubnet: macvlanl@
resources: @
requests:
cpu: 1060m
memory: 128Mi
limits:
cpu: 200m
memory: 256Mi
ephemeral-storage: 2Gi
nodeSelector: e
- matchExpressions:

- key: kubernetes.io/hostname
operator: In
values:

- kube-ovn-worker
- kube-ovn-worker2
tolerations: e
- key: node-role.kubernetes.io/control-plane
operator: Exists
effect: NoSchedule
selectors: e
- namespaceSelector:
matchLabels:
kubernetes.io/metadata.name: default
policies: e
- snat: truee
subnets: @

- subnet1
- snat: false

ipBlocks: @
- 10.18.0.0/16

@ 41 VPC Egress Gateway SRAIfI% 4 2],

@ VPC Egress Gateway SCHIEIBIASL.

© EESINE SN TN,

@O = VPC Egress Gateway SRS IRERFRS] , FF5 2 IHE ARSI 23 BIAE.
© RBTEE VPC Egress Gateway SRR SIEFER.

O ATAE VPC Egress Gateway SREIKALE.

@ FTEEBT VPC Egress Gateway VilAISNBML#H) Pod g4 ZIRIER A Pod MRS,
@ VPC Egress Gateway HIEEE , B13F SNAT K& FEIFMI/IP k.

© EBERIREEH SNAT,

@ FWN AT,

@ FWN R IP 3k,

EREBEAIE T —1N 4k gatewayl ) VPC Egress Gateway , T default 654258 , DAF Pod ¥ i1t macvian1 FMiji[a)sMI ML

o default 54 Z= 8] Pod
o subnetl M Pod

o |IP j&F CIDR 10.18.0.0/16 #4 Pod



fit® Egress Gateway - Alauda Container Platform

| NOTE

[LER .spec.selectors f) Pod ¥ 2 SNAT J5[a)4MEBRILE

BIESTRUG , TF VPC Egress Gateway RiR :

$ kubectl get veg gatewayl

NAME VPC REPLICAS BFD ENABLED EXTERNAL SUBNET PHASE
gatewayl ovn-cluster 1 false macvlanil Completed
BRFZEER:

kubectl get veg gatewayl -o wide

NAME VPC REPLICAS BFD ENABLED EXTERNAL SUBNET PHASE
S WORKING NODES AGE
gatewayl ovn-cluster 1 false macvlanl Completed

11"] ["kube-ovn-worker"] 82s

BRTEREC:

$ kubectl get deployment -1 ovn.kubernetes.io/vpc-egress-gateway=gatewayl
NAME READY UP-TO-DATE AVAILABLE AGE
gatewayl 1/1 1 1 4m40s

$ kubectl get pod -1 ovn.kubernetes.io/vpc-egress-gateway=gatewayl -o wide

NAME READY STATUS RESTARTS AGE IP

INESS GATES

gatewayl-b9f8b4448-761hm 1/1 Running 0 4m48s 10.16.0.12
e>

&E Pod F IP Hidik, a0 iptables FLAY :

READY AGE
true 13s

READY INTERNAL IPS

true ["10.16.0.12"]

NODE

kube-ovn-worker

NOMINATED NODE

<none>

EXTERNAL IP

["172.17.0.

READ

<non
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$ kubectl exec gatewayl-b9f8b4448-761lhm -c gateway -- ip address show
1: lo: <LOOPBACK,UP, LOWER_UP> mtu 65536 qdisc noqueue state UNKNOWN group default qlen 1000
link/loopback 00:00:00:00:00:00 brd 00:00:00:00:00:00
inet 127.0.0.1/8 scope host lo
valid_1ft forever preferred_1ft forever
inet6 ::1/128 scope host
valid_1ft forever preferred_1ft forever
2: netl@if13: <BROADCAST, MULTICAST,UP, LOWER_UP> mtu 1500 qdisc noqueue state UP group default gqlen 1000
link/ether 62:d8:71:90:7b:86 brd ff:ff:ff:ff:ff:ff link-netnsid ©
inet 172.17.0.11/16 brd 172.17.255.255 scope global netl
valid_1ft forever preferred_1ft forever
inet6 fe80::60d8:71ff:fe90:7b86/64 scope link
valid_1ft forever preferred_1ft forever
17: etho@if18: <BROADCAST, MULTICAST,UP, LOWER_UP> mtu 1400 qdisc noqueue state UP group default
link/ether 36:7c:6b:c7:82:6b brd ff:ff:ff:ff:ff:ff link-netnsid 0
inet 10.16.0.12/16 brd 10.16.255.255 scope global eth@
valid_1ft forever preferred_1ft forever
inet6 fe80::347c:6bff:fec7:826b/64 scope link
valid_1ft forever preferred_1ft forever

$ kubectl exec gatewayl-b9f8b4448-761hm -c gateway -- ip rule show
0: from all lookup local

1001: from all iif eth® lookup default

1002: from all iif netl lookup 1000

1003: from 10.16.0.12 iif lo lookup 1000

1004: from 172.17.0.11 iif lo lookup default

32766: from all lookup main

32767: from all lookup default

$ kubectl exec gatewayl-b9f8b4448-76lhm -c gateway -- ip route show
default via 172.17.0.1 dev netl

10.16.0.0/16 dev eth® proto kernel scope link src 10.16.0.12
10.17.0.0/16 via 10.16.0.1 dev eth®

10.18.0.0/16 via 10.16.0.1 dev eth®

172.17.0.0/16 dev netl proto kernel scope link src 172.17.0.11

$ kubectl exec gatewayl-b9f8b4448-76lhm -c gateway -- ip route show table 1000
default via 10.16.0.1 dev etho

$ kubectl exec gatewayl-b9f8b4448-76lhm -c gateway -- iptables -t nat -S
-P PREROUTING ACCEPT

-P INPUT ACCEPT

-P OUTPUT ACCEPT

-P POSTROUTING ACCEPT

-N VEG-MASQUERADE

-A PREROUTING -i eth® -j MARK --set-xmark 0x4000/0x4000
-A POSTROUTING -d 10.18.0.0/16 -j RETURN

-A POSTROUTING -s 10.18.0.0/16 -j RETURN

-A POSTROUTING -j VEG-MASQUERADE

-A VEG-MASQUERADE -j MARK --set-xmark Ox0/0xffffffff

-A VEG-MASQUERADE -j MASQUERADE --random-fully

1£ Gateway Pod FIMERIEMEIRE :
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$ kubectl exec -ti gatewayl-b9f8b4448-761lhm -c gateway -- bash
nobody@gatewayl-b9f8b4448-761hm:/kube-ovn$ tcpdump -i any -nnve icmp and host 172.17.0.1
tcpdump: data link type LINUX_SLL2

tcpdump: listening on any, link-type LINUX_SLL2 (Linux cooked v2), snapshot length 262144 bytes

06:50:58.936528 eth®@ In ifindex 17 92:26:b8:9e:f2:1c ethertype IPv4 (0x0800), length 104: (tos 0x0, ttl 63, id 304

81, offset 0, flags [DF], proto ICMP (1), length 84)
10.17.0.9 > 172.17.0.1: ICMP echo request, id 37989, seq 0, length 64

06:50:58.936574 netl Out ifindex 2 62:d8:71:90:7b:86 ethertype IPv4 (0x0800), length 104: (tos 0x0, ttl 62, id 3048

1, offset 0, flags [DF], proto ICMP (1), length 84)
172.17.0.11 > 172.17.0.1: ICMP echo request, id 39449, seq 0, length 64

06:50:58.936613 netl In ifindex 2 02:42:39:79:7f:08 ethertype IPv4 (0x0800), length 104: (tos 0x0, ttl 64, id 2670

1, offset 0, flags [none], proto ICMP (1), length 84)
172.17.0.1 > 172.17.0.11: ICMP echo reply, id 39449, seq 0, length 64

06:50:58.936621 eth@ Out ifindex 17 36:7c:6b:c7:82:6b ethertype IPv4 (0x0800), length 104: (tos 0x0, ttl 63, id 267

01, offset 0, flags [none], proto ICMP (1), length 84)
172.17.0.1 > 10.17.0.9: ICMP echo reply, id 37989, seq 0, length 64

OVN Logical Router B 5h45 % B 5RRK

$ kubectl ko nbctl lr-policy-list ovn-cluster
Routing Policies

31000 ip4.dst == 10.16.0.0/16 allow

31000 ip4.dst == 10.17.0.0/16 allow

31000 ip4.dst == 100.64.0.0/16 allow

30000 ip4.dst == 172.18.0.2 reroute 100.64.0.4
30000 ip4.dst == 172.18.0.3 reroute 100.64.0.3
30000 ip4.dst == 172.18.0.4 reroute 100.64.0.2
29100 ip4.src == $VEG.8ca38ae7dal8.ipv4 reroute 10.16.0.129
29100 ip4.src == $VEG.8ca38ae7dal8_ip4 reroute 10.16.0.12@
29000 ip4.src == $ovn.default.kube.ovn.control.plane_ip4 reroute 100.64.0.3
29000 ip4.src == $ovn.default.kube.ovn.worker2_ip4 reroute 100.64.0.2
29000 ip4.src == $ovn.default.kube.ovn.worker_ip4 reroute 100.64.0.4
29000 ip4.src == $subnetil.kube.ovn.control.plane_ip4 reroute 100.64.0.3
29000 ip4.src == $subnetl.kube.ovn.worker2_ip4 reroute 100.64.0.2
29000 ip4.src == $subneti.kube.ovn.worker_ip4 reroute 100.64.0.4

@ VPC Egress Gateway AT ¥4 .spec.policies 55 Pod i8] Logical Router 5.

@ VPC Egress Gateway FT# 4 .spec.selectors 185 Pod &1 Logical Router .,

AR BRREIN | B spec.replicas , 7RHIZNTF :
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$ kubectl scale veg gatewayl --replicas=2
vpcegressgateway.kubeovn.io/gatewayl scaled

$ kubectl get veg gatewayl
NAME VPC REPLICAS  BFD ENABLED  EXTERNAL SUBNET  PHASE

gatewayl ovn-cluster 2 false macvlan Complet

$ kubectl get pod -1 ovn.kubernetes.io/vpc-egress-gateway=gatewayl -o wide

NAME READY STATUS RESTARTS AGE IP NODE

NESS GATES

gatewayl-b9f8b4448-761hm 1/1 Running o] 40m  10.16.0.12

>

gatewayl-b9f8b4448-zd4d1l 1/1 Running o] 64s 10.16.0.13

>

$ kubectl ko nbctl lr-policy-list ovn-cluster

Routing Policies
31000 ip4.dst == 10.16.0.0/16 allow
31000 ip4.dst == 10.17.0.0/16 allow
31000 ip4.dst == 100.64.0.0/16 allow
30000 ip4.dst == 172.18.0.2 reroute 100.64.0.4
30000 ip4.dst == 172.18.0.3 reroute 100.64.0.3
30000 ip4.dst == 172.18.0.4 reroute 100.64.0.2
29100 ip4.src == $VEG.8ca38ae7dal8.ipv4 reroute 10.16.0.12, 10.16.0.13
29100 ip4.src == $VEG.8ca38ae7dal8_ip4 reroute 10.16.0.12, 10.16.0.13
29000 ip4.src == $ovn.default.kube.ovn.control.plane_ip4 reroute 100.64.0.3
29000 ip4.src == $ovn.default.kube.ovn.worker2_ip4 reroute 100.64.0.2
29000 ip4.src == $ovn.default.kube.ovn.worker_ip4 reroute 100.64.0.4
29000 ip4.src == $subnetl.kube.ovn.control.plane_ip4 reroute 100.64.0.3
29000 ip4.src == $subnetl.kube.ovn.worker2_ip4 reroute 100.64.0.2
29000 ip4.src == $subnetl.kube.ovn.worker_ip4 reroute 100.64.0.4

JERET BFD Wis7TH

#TF BFD M el AT VPC BFD LRP Zhak , RILFEEBY VPC RIRLUSA BFD Port,

apiVersion: kubeovn.io/v1
kind: Vpc
metadata:
name: ovn-cluster
spec:
bfdPort:
enabled: true @
ip: 10.255.255.255 @
nodeselector: @
matchLabels:
kubernetes.io/os: linux

@ =EEJ3F BFD Port,
@ BFD Port () IP it , WRRBWER S 1P/ FRHhzSgbhE.

© RT%EET BFD Port (% MK™ suiiRaS , BFD Port 45815 8 OVN HA Chassis Group , A Active/Backup #=X T {E.,

J2F3 BFD Port J5 , OVN Logical Router _-£EB3h41i2% AT BFD ) LRP :

ed

kube-ovn-worker

kube-ovn-worker2

READY
true

NOMINATED NODE

<none>

<none>

READI

<none

<none

THEZHFEA VPC B/ BFD Port f7R%



fit® Egress Gateway - Alauda Container Platform

$ kubectl ko nbctl show ovn-cluster
router 0cld1e8f-4c86-4d96-88b2-c4171c7ff824 (ovn-cluster)
port bfd@ovn-cluster e
mac: "8e:51:4b:16:3c:90"
networks: ["10.255.255.255"]
port ovn-cluster-join
mac: "d2:21:17:71:77:70"
networks: ["100.64.0.1/16"]
port ovn-cluster-ovn-default
mac: "d6:a3:f5:31:cd:89"
networks: ["10.16.0.1/16"]
port ovn-cluster-subnetl
mac: "4a:09:aa:96:bb:f5"
networks: ["10.17.0.1/16"]

@ OVN Logical Router 413 BFD Port,

2 J& . #E VPC Egress Gateway 5% .spec.bfd.enabled % &} true , RHIZNTF :

apiVersion: kubeovn.io/v1
kind: VpcEgressGateway
metadata:
name: gateway2
namespace: default
spec:
vpc: ovn-cluster @
replicas: 2
internalSubnet: ovn—defaulte
externalSubnet: macvlanle
bfd:
enabled: true @
minRX: 1006
minTX: 100@
multiplier: 50
policies:
- snat: true
ipBlocks:
- 10.18.0.0/16

Egress Gateway fT/gf VPC,

Egress Gateway SCHIEHERIPIERFM
Egress Gateway SKEZEREAISMETF M.
E7 5 Egress Gateway /8 BFD,

© BFD T/ NEWARR , AR,

© BFD WB/NEEENG | SR,

© BFD RY , REEBS DRFHIRIE.

00600

IR BIE T —/N 4%k gateway?2 [ VPC Egress Gateway , @Ak 2, BfSRT BFD, UEASIBIHLEER , BFD £1EWTIF , OVN Sl
B E IR RERIES) , Fra el RENR S | HfRINID RIS Rk,

HIEYSEMEBURT BFD BLE , WHARN « MIELI#ATE] = (multiplier + 1) * max(minRX, minTX). #1797 500~600 &,

l NOTE
HOEYISSAE , AERTTREA T , FRENRILER , (EMEETAXHN , JEFRIL.

&% VPC Egress Gateway {58 :
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$ kubectl get veg gateway2 -o wide

NAME VPC REPLICAS BFD ENABLED EXTERNAL SUBNET PHASE READY INTERNAL IPS
ERNAL IPS WORKING NODES AGE
gateway2 vpcl 2 true macvlan Completed true ["10.16.0.102","10.16.0.103"]

72.17.0.13","172.17.0.14"] ["kube-ovn-worker", "kube-ovn-worker2"] 58s

$ kubectl get pod -1 ovn.kubernetes.io/vpc-egress-gateway=gateway2 -o wide

NAME READY STATUS RESTARTS AGE IP NODE NOMINATED NODE
ADINESS GATES

gateway2-fcc6b8b87-8lgvx  1/1 Running o] 2m18s 10.16.0.103 kube-ovn-worker2  <none>

one>

gateway2-fcc6b8b87-wmww6  1/1 Running o] 2m18s 10.16.0.102 kube-ovn-worker <none>

one>

$ kubectl ko nbctl lr-policy-list ovn-cluster
Routing Policies

31000 ip4.dst == 10.16.0.0/16 allow
31000 ip4.dst == 10.17.0.0/16 allow
31000 ip4.dst == 100.64.0.0/16 allow
30000 ip4.dst == 172.18.0.2 reroute 100.64.0.4
30000 ip4.dst == 172.18.0.3 reroute 100.64.0.3
30000 ip4.dst == 172.18.0.4 reroute 100.64.0.2
29100 ip4.src == $VEG.8ca38ae7dal8.ipv4 reroute 10.16.0.102, 10.16.0.103 bfd
29100 ip4.src == $VEG.8ca38ae7dal8 _ip4 reroute 10.16.0.102, 10.16.0.103 bfd
29090 ip4.src == $VEG.8ca38ae7dal8.ipv4 drop
29090 ip4.src == $VEG.8ca38ae7dal8_ip4 drop
29000 ip4.src == $ovn.default.kube.ovn.control.plane_ip4 reroute 100.64.0.3
29000 ip4.src == $ovn.default.kube.ovn.worker2_ip4 reroute 100.64.0.2
29000 ip4.src == $ovn.default.kube.ovn.worker_ip4 reroute 100.64.0.4
29000 ip4.src == $subnetl.kube.ovn.control.plane_ip4 reroute 100.64.0.3
29000 ip4.src == $subnetl.kube.ovn.worker2_ip4 reroute 100.64.0.2
29000 ip4.src == $subnetl.kube.ovn.worker_ip4 reroute 100.64.0.4

$ kubectl ko nbctl list bfd

_uuid 1 223edel0-9169-4c7d-9524-a546e24bfabs

detect_mult : 5

dst_ip : "10.16.0.102"

external_ids ¢ {af="4", vendor=kube-ovn, vpc-egress-gateway="default/gateway2"}

logical_port : "bfd@ovn-cluster"

min_rx 1 100

min_tx 1 100

options {3

status Toup

_uuid 1 b050c75e-2462-470b-b89c-7bd38889b758

detect_mult )

dst_ip : "10.16.0.103"

external_ids ¢ {af="4", vendor=kube-ovn, vpc-egress-gateway="default/gateway2"}

logical_port : "bfd@ovn-cluster"

min_rx 1 100

min_tx 1 100

options {3

status Toup

EF BFD JEERRAE

EXT

["1

RE

<n

<n
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$ kubectl exec gateway2-fcc6b8b87-8lgvx -c bfdd -- bfdd-control status
There are 1 sessions:

Session 1

id=1 local=10.16.0.103 (p) remote=10.255.255.255 state=Up

$ kubectl exec gateway2-fcc6b8b87-wmww6é -c bfdd -- bfdd-control status
There are 1 sessions:

Session 1
id=1 local=10.16.0.102 (p) remote=10.255.255.255 state=Up

l NOTE

MRHFTEMXRBPIAARTTA , AT VPC Egress Gateway ft AR EHE3T.

ALE S

VPC BFD Port

e
FH S 2 g* i b
enabled boolean 2 false E7&2H BFD Port, true

169.255.255.255
BFD Port {# FAR IP bk,
ip string & - WIRRSHAHIHZE, 3THF IPv4, IPv6 FIRL fdff::1
o
169.255.255.255,fdff::1
R i%%&E BFD Port i1y
SIS
matchLabels object = - AR R, Z’Ifﬁﬁ S -
BFD Port 453545 & A ’
OVN HA Chassis Group , A
Active/Backup 1= T 1,
nodeSelector FEARIEE , Kube-OVN &5 AR
. PEERZ =T R REKF
. object .
matchExpressions - 2 - @ AT kubectl ko nbetl E-->4 -
= list ha_chassis_group B& |85 AND
& OVN HA Chassis Group *E,
B,
VPC Egress Gateway
aJ
FE ESit) % ZAE R
KA
VPC
vpc string 7 &R VPC &%,
(ovn-
cluster)
replicas integer/int32 2 1 BIIA%S,
prefix string 2 - T Vet B iR E A FRAAN A AT R4



image

internalSubnet

externalSubnet

internallPs

externallPs

bfd

policies

selectors

enabled

minRX

minTX

multiplier

snat

ipBlocks

subnets

namespaceSelector

podSelector
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matchLabels

matchExpressions

matchLabels

matchExpressions

o
2

string

string

string %28

boolean

integer/int32

integer/int32

boolean

string ¥2H

string 28

object

object ¥z

object

object %20

[

FD

FD

FD

FD

FD FD

FD

KD

FD

FD

FD

FD

KD

BUAE

EIVN
VPC
T
2R,

false

1000

false

g

TR EE RS,

FTVRINSNREF P A FR,

FATARINSMNNE 1P ik, 85 IPv4, IPv6 Xk
EREM IP BERFDT replicas.,
BWARE K <replicas> + 1, #% Pod AIESH K

BFD AL,

AR,

B3 o 4 TR AR AN
Pod B E H MK
0%

UL Pod £
SNAT/MASQUERADE,

E&k Egress Ga
J2F BFD,

BFD ] minRX/mi
BAERD,

BFD %4,

EBRA
SNAT/MASQUER

Iz FAMIJRH 1P ER.,
X 4% IPv4 F IPv6,

7 AR SR VPC =
R,

T# IPv4, IPV6 F
T,

5
B
A
R §
R e
FERRILE 5
o 3
=), .
A
3
5
Pod %% 5
% T
REEIRS ¥



nodeSelector

tolerations

matchLabels

matchExpressions

matchFields

key

operator

value

effect

tolerationSeconds
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o
2

object

object %£H

object ¥4

string

string

string

string

integer

[

bl Fn

#m

il

FID

Jiill

Jiil

RIVN: g

TR AT RE
BRE AT AT R
- Ao
T
(Deployment/Pod) ¥
- 1T R LIETT.

FATAE VPC Egress
Gateway KB
E.

Equal

M

ILECAT A
Pod.

&Moo

BEXTIRET,

SRR
FKIE)A AND 33

FROEER TR
TSKIE)A AND 3

key BAZMITR
FRLECHTBER
# key AT, opel
WK Exists ; i
IRIGEC AT B AN AT
g,

operator RS
KA. BYEAE
1 Equal,
Exists 1 %4 A
%, ¥ Pod B
FAER.

value 2ARMIT:
Z operator ¥ Exi
value iZA% , B

BERE,

effect FRILACH)]
R, EFRRLACH
R.
TERE R AAFEN
NoSchedule,
PreferNoSchedule

NoExecute,

tolerationSeconds
A7 NoExecute ¥
RREHE (F) .
WARRE , &R
B (REKE)
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aJ
FEG i) 6 ZNAE ha
RYH 0 Mt Em
(SZBPERE) .

{XfEJ2F BFD BY4E%K,
TJi%{H : Cluster/Local,

trafficPolicy string IEEI Cluster ﬁ%y‘] Local HTJL , Hiﬂ/ﬁ%ﬁl??ﬁifﬁﬁﬂﬂlﬁl%ﬁﬁ
VPC Egress Gateway 3 , ZSBIARATA , M=
FF AR,

=
FEEmM

fH 52K Egress Gateway SBI MR/ IR MEHTR] B AR tH DR EMIGIRIEY)G , BFEERRT

1. EBEIAEL
2. EHEAELE | ANAERAMER IP. T RI%IEES. BFD BCESE ;
3. FHR[ES Kube-OVN (Y4KTEE .spec.image i)

4. FE% Egress Gateway 325 Pod,

FARBTIR
« Egress Gateway - Kube-OVN 344~

o RFC 5880 - MWk &#N (BFD) ~


https://kubeovn.github.io/docs/v1.14.x/en/vpc/vpc-egress-gateway/
https://kubeovn.github.io/docs/v1.14.x/en/vpc/vpc-egress-gateway/
https://kubeovn.github.io/docs/v1.14.x/en/vpc/vpc-egress-gateway/
https://datatracker.ietf.org/doc/rfc5880/
https://datatracker.ietf.org/doc/rfc5880/
https://datatracker.ietf.org/doc/rfc5880/

Q Alauda Container Platform

ALE Kube-OVN M4 A7 3+ Pod £ M-k

(Alpha)

1813 {F A Multus CNI, BT PA Pod ZRINZ N ARIMLKHMLE O . 3 Kube-OVN MIZEH)
FEHLAEC. [EE D BLENRE.

Subnet 1 IP CRD #4752k IP &1 |, SCHLFRETE. IP FEE.

H=x

2% Multus CNI

BBZE Multus CNI {4
BIEEFM
Bl Z MK Pod
SO UES P+ By 22
HAbZhae

EE IP

oM

T4 Multus CNI

ZFZ Multus CNI 3H4

1' HA ,'EEEIEJ'EI\O

2. FEZE M SHAZ S Marketplace > Cluster Plugins,


http://localhost:4173/container_platform/zh/

BCE Kube-OVN LKA FF Pod £ MK (Alpha) - Alauda Container Platform

3. R EE A\ “multus” &F Multus CNI 3614,
4. 785K $%Z| "Alauda Container Platform Networking for Multus" 4.

5. RAEMREFH=R (1) , &F k.
6. HIPREI BRI AT |, FRIE KRS 3 IR,

l NOTE
Multus CNI 3EEEEREAB CNI EH{4EFN Kubernetes 2 [BfR 84 | 1§ Pod BERRIRHE £ ML&HE0 .

B

BIELA T /~FI63 attachnet 7 : network-attachment-definition.yml ,

l NOTE
config | provider &A1 <NAME>.<NAMESPACE>.ovn , FAF <NAME> Fl1 <NAMESPACE> %432

iZ NetworkAttachmentDefinition CR )42 #rRF145 4 254,

apiVersion: 'k8s.cni.cncf.io/v1'
kind: NetworkAttachmentDefinition
metadata:
name: attachnet
namespace: default
spec:
config: '{
"cniVersion": "0.3.0",
"type": "kube-ovn",
"server_socket": "/run/openvswitch/kube-ovn-daemon.sock",

"provider": "attachnet.default.ovn"

} 1
plEfE , MAXRIR

kubectl apply -f network-attachment-definition.yml
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FERLTF/RAIBIRSE =/ MLEHE AR Kube-OVN FM : subnet.yml ,

l NOTE

o spec.provider 45 NetworkAttachmentDefinition H#] provider {R$F—2X.

o MRFRMEM Underlay W , RE TR spec.vian MALARERK VLAN CR £, 1RIEF
RECE R TSI,

apiversion: kubeovn.io/v1l
kind: Subnet
metadata:
name: subnetl
spec:
cidrBlock: 172.170.0.0/16

provider: attachnet.default.ovn

Pl fE , MRAZREIR

kubectl apply -f subnet.yml

£ Z M-~ Pod

RIELALT 7~ BI€IE Pod,

l NOTE

e metadata.annotations WSRALESE(EST
k8s.vl.cni.cncf.io/networks=default/attachnet , EF{EKEIA

<NAMESPACE>/<NAME> , <NAMESPACE> F <NAME> 4 HIZ NetworkAttachmentDefinition CR

fan 4 T[RRI R

o MR Pod EE=/WZHEN , BELE k8s.vi.cni.cncf.io/networks FKI{EA

default/attachnet, default/attachnet2 ,
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apiVersion: vi
kind: Pod
metadata:
name: podl
annotations:
k8s.vil.cni.cncf.io/networks: default/attachnet
spec:
containers:
- hame: web
image: nginx:latest
ports:

- containerPort: 80

Pod 12 B3I G , (#8454 kubectl exec podl -- ip a &F Pod ] IP #hiik.

HUEX YRRl

FRUT a4 RUE M-~ 2B eI AT
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kubectl exec podl -- ip a
1: lo: <LOOPBACK, UP, LOWER_UP> mtu 65536 gdisc noqueue state UNKNOWN qglen
1000
link/loopback 00:00:00:00:00:00 brd 00:00:00:00:00:00
inet 127.0.0.1/8 scope host 1o
valid_1ft forever preferred_1ft forever
inet6 ::1/128 scope host
valid_1ft forever preferred_1ft forever
151: ethe@if152: <BROADCAST,MULTICAST, UP, LOWER_UP,M-DOWN> mtu 1400 qdisc
noqueue state UP
link/ether a6:3c:d8:ae:83:06 brd ff:ff:ff:ff:ff:ff
inet 10.3.0.8/16 brd 10.3.255.255 scope global etho
valid_1ft forever preferred_1ft forever
inet6 fe80::a43c:d8ff:feae:8306/64 scope link
valid_1ft forever preferred_1ft forever
153: netl1@if154: <BROADCAST,MULTICAST, UP, LOWER_UP,M-DOWN> mtu 1400 qdisc
noqueue state UP
link/ether 0a:36:08:01:dc:df brd ff:ff:ff:ff:ff:ff
inet 172.170.0.3/16 brd 172.170.255.255 scope global net1l
valid_1ft forever preferred_1ft forever
inet6 fe80::836:8ff:fedl:dcdf/64 scope link

valid_1ft forever preferred_1ft forever

HABTIRE

[EE IP

o EMK (B—MWFR)  MRFPEBEEENRK IP, FIESHEMKEE IPHE. A4 Pod i
fN7Efi# ovn.kubernetes.io/ip_address=<IP> ,

o MMK (BIABHMMR)  BEEAFESENREM , RRIZAETEMRRTH ovn B
e Rt R/ ) NetworkAttachmentDefinition provider, #i20 :
attachnet.default.ovn.kubernetes.io/ip_address=172.170.0.101 ,

LIPANESES
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M 1.8.0 liATFF14 , Kube-OVN XH AR M-RECESSMNERH. {ERXThEER |, £
NetworkAttachmentDefinition f] config PRI routes FEY , MEFEREMIKZE. Fa0 :

apivVersion: 'k8s.cni.cncf.io/v1'
kind: NetworkAttachmentDefinition
metadata:
name: attachnet
namespace: default
spec:
config: '{
"cniVersion": "0.3.0",
"type": "kube-ovn",
"server_socket": "/run/openvswitch/kube-ovn-daemon.sock",
"provider": "attachnet.default.ovn",
"routes": [{
"dst": "19.10.0.0/16"
A
"dst": "19.20.0.0/16",
"gw": "19.10.0.1"

1]
}l
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Q Alauda Container Platform Q

AL E ST K

MR AVFFRNE Pods EREIE IP JIRISMNTMLE . XX TMEEIT, 1P A& BB
EMNEEERLBRELNER , RABFTERAFZHRERTEIR IP RRE. FEEPAMK
BT, FiE%kE Pods MK s ERSE T TEEKIM KT Rk , SIS U RILR SRA% D0
TR,

l NOTE

&EhF W Pods JojABId hostport ZXH A externalTrafficPolicy: Local [ NodePort

A Service Vila].

MREHLEFMANRIREFREE IP MM , DMESHTRITHE 2 RERELBE , 7
PLRF R R0 X 25 R0R B A centralized,  fEEFMFIAEINT |, Pods 15[a}MEBRIEE IR ST
BHAASWHARRFETRAM ovno MK, KEEITEVAMEBRNLEE, % natoutgoing
WHEA true B, Pod i[a)dMER ML B FISEE T M 1P,

SEhRMIRFANT , HF gatewayType FEXA centralized , gatewayNode A
Kubernetes F45 125/ NodeName,


http://localhost:4173/container_platform/zh/
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apiVersion: kubeovn.io/vi1l

kind: Subnet

metadata:
name: centralized

spec:
protocol: IPv4
cidrBlock: 10.166.0.0/16
default: false
excludelps:
- 10.166.0.1
gateway: 10.166.0.1
gatewayType: centralized
gatewayNode: '"nodel, node2"
natoOutgoing: true

o MREFAMKABTEEHFEM KRBT HEEML , gatewayNode A&ZNAJABA

kube-ovn-worker:172.18.0.2, kube-ovn-control-plane:172.18.0.3 ,

e B Kube-OVN v1.12.0 ¢ , subnet crd TE X P HIET enableecmp FE& , A% ECMP FF
RIEBEIFMRA, ] PAREARFMRE A /SH ECMP 13, kube-ovn-
controller HPERM enable-ecmp ZEAB(ER. FKEIv112.0 fAf5 , FMHF XS
BahdkA R 2 R RS HE.

l NOTE

1EEFHR % ECMP ##3XF |, kube-ovn-controller it ping R SURA | 5 PP |
5-10 AT , HIATREAB BN RE LK.

EEPRAMKRERZREXT , YHRET R Ready K , WEIE N AlaEHFE /LA STy,

B=x

i AR R R E M KT R
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PR RR AR TR E MR TT R

(R T BEHIEE T REBIRS , BT RMERM  gatewayNodeselectors IBIIAREEGEFAREN1ERF
MXTR. XFAFARERE , THERTH REBRARENFREET ISR M K17

=
/?\ o

l NOTE

o R gatewayNode AT , NMEAE(FERA gatewayNode , ZBE gatewayNodeSelectors ,
o ZNGEHEESRZAIXA OR ZE—ULEEE RSN RS AR KT .
o UTRFEAETUE , RESEINEFHMKT RTIE.

apiVersion: kubeovn.io/v1
kind: Subnet
metadata:
name: centralized-selector
spec:
protocol: IPv4
cidrBlock: 10.166.0.0/16
default: false
exc ludelps:
- 10.166.0.1
gateway: 10.166.0.1
gatewayType: centralized
gatewayNodeSelectors:
- matchLabels:
role: gateway
- matchExpressions:
- key: node-type
operator: In
values: ["gateway", "egress"]

natOutgoing: true
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Bl E IPPool

IPPool &£t Subnet 4R E R IPAM SR T,
RO LB IPPool - FMEA N ML AN BT , BNBRITHE— I HEZ IR T,

B=x

| e
£17 IPPool
{4 IPPool

EEEM

Ui

£132 IPPool

ZNCTIL


http://localhost:4173/container_platform/zh/
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apiVersion: kubeovn.io/vi1l
kind: IPPool
metadata:
name: pool-1
spec:
subnet: ovn-default @

ips:‘?}
- "10.16.0.201"
- "10.16.0.210/30"

- "10.16.0.220..10.16.0.230"

namespaces: e
- ns-1

@ P HFTRHTM,
@ PIEE. SHFMER : <IP>. <CIDR> F <IP1>..<IP2>, ¥ IPv4 F1 IPv6,

© T, IPHSBEMSETE. SEMETATH Pod Ra NEERIMFIRER IP , TAS
MF PR ARG IR ER .

{£ FH IPPool

B IP i BEHLYED 1P, RFEH 1P 86 R B Ardn & 18],
LEPE 4 TR K Pod AU , H 1P RIS IP 7R Sy EC.

l NOTE
1% IP PR 2 TRIZAT , BHHR AR TR RLE T IP T RRTM.

R ATRUEL /2R Pod F85E 1P it :
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apiVersion: vi
kind: Pod
metadata:
name: pod-1
annotations:
ovn.kubernetes.io/ip_pool: pool-1
spec:
containers:
- name: web

image: nginx:latest

T LEfazK , J4E Deployment, StatefulSet Zf] Pod #&ARk # 1 A% :

apiVersion: apps/vi
kind: Deployment
metadata:
name: deploy-1
spec:
replicas: 1
selector:
matchLabels:
app: web
template:
metadata:
labels:
app: web
annotations:
ovn.kubernetes.io/ip_pool: pool-1
spec:
containers:
- hame: web

image: nginx:latest

AY

FEEI

1. JHfRS Fixed Addresses THEEFER , IP B FRABERE IP Mk,
2. S0 1P HIBEBH FRSEHE |, (BXL IP RadEw.,
3. FA—FMTHAR IP AR EEM IP JEHE.
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4. .spec.ips FEXAIMERTSERT , RGN AER.

5. IP ALRAT MR 1P, FEHLAED IP i) 1P B, ST 1P HTEREINARE 1P,
6. \FMFEALSEC 1P B , SHRFWFETE IP i 1P ST

7. A Z A IP B ERIR—A 4 (A,
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ACE MTU

£ Kube-OVN 1, MTU (BRAfEHIHTT) WEX THHARMESMERER R ERKSHE SRR A
EXRER. MTU EXT MG EHRRAREIRR AN,

ZHABILT , Kube-OVN £4¢ MK EYNIEMLEFEZO K MTU |, FFAMEN0AEBIAME#ZORE
MTU, {BE , EHEIZ5T , B EEEATE Y Kube-OVN MR MTU R HE.

Bk

EOA MTU 1724

BEX MTU RE
£/ MTU icE
ZFMECE MTU

A MTU 1724
Kube-OVN £ EXsMEENMIEMA T K MTU , 348734 Pod FI OVS HEHE MTU,

EBEEMEZS |, Kube-OVN £F&{K MTU RLUELN. VXLAN 8% Geneve FERFFEE. MTU BitE
FRATF -

EEEil) B5iE IP fRAS MTU 1+E A

Geneve IPv4 PR EEO MTU - 100


http://localhost:4173/container_platform/zh/

fil'E MTU - Alauda Container Platform

STl B IP fRAS MTU 1+ E A

IPv6 YIERLEFEEO MTU - 120

IPv4 YRR HEEO MTU - 50
VXLAN

IPv6 YRR LEHEEO MTU - 70

HEIREMLEF , MTU RE D SYIEMLEEO MTU MILAC.

O .
HEN MTU 158
MTU IXE ST B ENEH T2 REEN , T ASTIT AN ThCE .

I WARNING

R MTU REFTRESBMEMRERID , BEBIEAERNS R, FHR MTU RESERNKRE
MR B ER S R TER.

| BEEZEM : N MTU B
LK MTU NBIMESEIIZRER , RESFTA Pod , DURHT MTU BN ERP S —4EH.
I ATEIXFE ?
OVS WERHE (40 ovno ) £EZKMEEE] br-int HMFTHEOS R/NK MTU (EAES
MTU, BATAZEA T IART RSB :
1. #2X% Pod BCE T EAM MTU &
2. 5533 Pod 1N A SRR\ MTU
3. BTF&m/NMTU LW , ovno FEORFFR/INK MTU

4. kKB K MTU Pod KIREAEFUEEBTE ovne MTU B#EST

fRRASR WM MTURER , EFAIENE Pod , MIREANMEHEZFHM MTU FLE—H.
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l NOTE

MTU BLE BT R AR Pod £3. A Pod &RBEBMK MTU RE , EEIEIHENE
B, ZXEEHR MTU RENALK Pod EE,

£/ MTU fc&

BENBEEMERESF/ MTU , I[RAMEH kube-ovn-cni DaemonSet Kds4$S¥k. #ian , &
¥2F/ MTUREA 1400 , ATRUIRANT A NEHT DaemonSet :

kubectl -n kube-system edit ds kube-ovn-cni

RE , EBRBRSEFPRMLEF --ntu=1400 S¥K :

apiVersion: apps/vil
kind: DaemonSet
metadata:
kubernetes.io/description: |
This daemon set launches the kube-ovn cni daemon.
name: kube-ovn-cni
namespace: kube-system
spec:
selector:
matchLabels:
app: kube-ovn-cni
template:
metadata:
labels:
app: kube-ovn-cni
component: network
type: infra
spec:
containers:
- name: cni-server
args:
- --mtu=1400
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l NOTE

2/ MTU REZINEZME . STREMS , MTU ZOARFFSYIEMZZO MTU —2,

7 MACE MTU

R PRI A FMECEFTEE ntu FE , ABANFRIEE MTU, #ia0 , 8 EAFMK
MTU &XE X 1450 , aTRUMERU T 64 :

kubectl patch subnet my-subnet --type merge -p '{"spec": {"mtu": 1450}}"'

HWERERERAXTMHEE MTU iLE,
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Q Alauda Container Platform Q

Bk

weight: 13

BAIEDTR

JAF8 u2olnterconnection f¥] Underlay F[E)f% 25
% 14 : BtE kube-ovn-controller

$25 RETMEE

weight: 13

Underlay 0 Overlay M {505 Bx

WNREFF I FAE Underlay 1 Overlay R , BRIATEIL T , Overlay FM T Pod ] PAIE T Y
F{FEF NAT /18] Underlay F#= Pod ] IP, {8 Underlay FR#] Pod FEACET mEKEHEA
BEV1iR] Overlay FM =] Pod,

AT 3R Underlay #1 Overlay FMRIBEENEEX , ATIAFEhEEL Underlay R YAML 3244,
BLETEAUE , Kube-OVN £1F FIERSMKA Underlay IP %3 Underlay FMF1 ovn-cluster 3B 45 &
2y , FREMNAMEEANPASKEIE X,

BRAELIR


http://localhost:4173/container_platform/zh/

Underlay 71 Overlay R B s EEX - Alauda Container Platform
2. EEMS I R EHEE > RIREHE,
3. ¥\ Subnet FH{TRIFN R Hik.
4. RIETFHEHA Underlay TS5 © > S,
5. &% YAML X4 , £ Spec TFRINFEX u2oInterconnection: true .

6. Ry EH.

AR : Underlay FWHEFHITEHEAGRTEEZNMORE , TEABEEH

/8 u2olnterconnection [¥] Underlay + X [8)f&5

WL Underlay FMZH u2oInterconnection: true [5 , B{IZBEIRRENBLTYIRM
X, MEBEITRE OVN ML B KA.

WMRFEFMASA uzointerconnection HIF/S Underlay F M [B)SCHIfRES , WA E
kube-ovn-controller %% , RGECE FMIEE.

%1 % - BB kube-ovn-controller

&2 kube-ovn-controller Deployment , Z2F B #rZ iEvm IP KEEIEEREkIT :

kubectl edit deployment kube-ovn-controller -n kube-system

ARMEEH LT 22K

spec:
template:
spec:
containers:
- name: kube-ovn-controller
args:

- --1ls-ct-skip-dst-1lport-ips=false

l CAUTION
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--1ls-ct-skip-dst-lport-ips ZHIEABT BirEHEIRA IP MIEZIRER (conntrack) . ERAE
A1 true , Bk conntrack PURFHAERE, RER false AFIEThEE , {B O] BERR MR NMERE.

SR, XTET ACL [BEK Underlay £ , IR ER false . BRI, BXE] Pod HiRES K
W (Bi4N ping WESKAEZX Pod , BEIR#HES) , BAACLIRSERT allow-related , FE
conntrack K7 ; I&HF conntrack , BIR FTTIEHIRAA MR , FH#EST.

E28  HETFMIRE

Xt FWECEA T 22

spec:

u2oInterconnection: true

acls:

- action: drop
direction: to-lport
match: ip4.src == 172.20.0.0/16
priority: 1002

- action: drop
direction: to-lport
match: ip4.src == 192.50.0.0/16
priority: 1002

ACL Z¥BH :
2 WA
action SE : allow . drop 3 allow-related
direction MEAM : to-lport (AAMME) B from-lport (HFAME)
match OVN ILECRAR | fF/ L2-L4 FERMAMI/RIEZERF
priority MRSk (E#KMRIkisS , HFTEE : 1002-1899)

l NOTE
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« acls FERIIFETMRERHNTER, , PLAzdE Kubernetes NetworkPolicy B R &,
o f£M to-lport AME, ipa.src FRAFHEIRERIR IP,

o WEHRLELKTE : 1002 F| 1899 |, WHSFRALIVA ACL HLUHZE,
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0 Alauda Container Platform

BZE Endpoint Health Checker

B=x

Overview
Key Features
Installation
&@id Marketplace &%
How It Works
RIS
1O ENRE

R E AR

How To Activate
Pod kit (M%)
55§ ALB
£+%F IngressNginx
£tXJ EnvoyGateway
£33+ B € X Deployment
Pod £% readinessGates (|HkR)

Uninstallation

Overview


http://localhost:4173/container_platform/zh/

Endpoint Health Checker @ —/MERHEM , BIEMITMEIR k8s LR RFum AR RIKES.
T4 BN NERMNIE R MRS HRIRE(USEEHE RG] , NI FRER S ]
SEMERNA] At

Key Features

o EEhBRETE - FRERIHE k8s RIS IE RN RRE

o TFINEEM : BB AE R RMAIRFT TS

o MREAAM  HRMENSEERE T BHKR

o RIEBIZ Y : 72T BTRA s R UL TR A 40 M52 10 #

Installation

JB1T Marketplace 3%

1. #t\ B R > Marketplace > &R,

2. E4H1%)3 P12 Z“Alauda Container Platform Endpoint Health Checker”,
3. it T FTHRAKACE RA.

4. ERBEBCEXTEIES , ALERCE IS4

2% R

3% BLEFRESEIE S |, FE5F Endpoint Health Checker 2B FNIE TIEMPLL T S b, i
g2 N AR Z AN PREEREEST

TRE FLEBZE , A% Endpoint Health Checker B 4HAE R B4 EI TR R-L.
BE R A ARMZ NS Key, Value FIZSRIKALE,

5. miff ik BREHEL.
6. EFAHPIKEZ A Ready”,



How It Works

2 RIS B H

Endpoint Health Checker %0 REITAM , MRIAGRENGRIRBRAE. BB T
BB 5 R B s B H AT MRSk SREL.

Endpoint Health Checker I T{EIRAE :

1 RFARI  RAERPECE T @R EZNIRS M Pod,
2. Pod {@fRIETS : MISXHE RS IR Pod MR MZIEREPIRE.
3. EFMRRKE : F A ECERARERITESMR RV

o TCPEHME : B TCP EHIIIFNR O AT IlaltE.

4. SRR - AR ARSI RS IRTHBE | B R EIREE).
IR BN
R ERIZEIE -

o WEHEM : FIA Kubernetes FIpEEMZERETEERIEN VD0 FRIEAR.
o MILRIEIEME : [6) B bR minH R IX TCP ALARIER] Jila)tE .

o Mg BE : FHEIBRARZ. BHRANPNE AR RE i s 62 BRAK L.

o BEEDH | KBTI K B R MRS IR RS IR SR,

MERETR T

o ZBIFTiA AR kubelet PG , FERGE 40 7,

o UHTTTIA : EFHAREAE | FYHIER 10 £,

- IR : BERF ALB + Metall B FRE 15 it (AR S T L.

How To Activate
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Bk B AT BT b T AR S
Pod &M% (HE%F)

£%7 ALB

WE ALB2 [ alb.cpaas.io/pod-annotations jEfi#

apiVersion: crd.alauda.io/v2
kind: ALB2
metadata:
annotations:
alb.cpaas.io/pod-annotations: '{"endpoint-health-checker.io/enable
d":"true"}'
name: demo-alb
spec:
config:
loadbalancerName: demo-alb
nodeSelector:
ingress: 'true'
replicas: 1

type: nginx

£+%4 IngressNginx

1. &3 ingress-nginx

2. £ IngressNginx f{] .spec.controller.podAnnotations Hi&E podAnnotations ,

apiVersion: ingress-nginx.alauda.io/v1
kind: IngressNginx
metadata:
name: demo
namespace: ingress-nginx-operator
spec:
controller:
replicaCount: 1
podAnnotations:

endpoint-health-checker.io/enabled: 'true'


http://localhost:4173/container_platform/zh/networking/operators/ingress_nginx_operator.html

fit’® Endpoint Health Checker - Alauda Container Platform

£+%f EnvoyGateway

1. &4 envoy-gateway-operator

2. £ EnvoyProxy ]
.spec.provider.kubernetes.envoyDeployment.patch.value.spec.template.metadata

.annotations EP%QE? annotations ,


http://localhost:4173/container_platform/zh/networking/operators/envoy_gateway_operator.html

B & Endpoint Health Checker - Alauda Container Platform

apiVersion: gateway.networking.k8s.io/v1
kind: Gateway
metadata:
name: demo
spec:
infrastructure:
parametersRef:
group: gateway.envoyproxy.io
kind: EnvoyProxy
name: demo
gatewayClassName: envoy-gateway-operator-cpaas-default

listeners:
- name: http
port: 80

protocol: HTTP
apiVersion: gateway.envoyproxy.io/vilalphal
kind: EnvoyProxy
metadata:
name: demo
spec:
provider:
kubernetes:
envoyDeployment:
replicas: 1
patch:
type: StrategicMerge
value:
spec:
template:
metadata:
annotations:
endpoint-health-checker.io/enabled: 'true'
container:
imageRepository: registry.alauda.cn:60080/acp/envoyproxy/envo

type: Kubernetes

3t B E X Deployment

£ Deployment [K] .spec.template.metadata.annotations ®i&E annotations
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apiVersion: apps/vil
kind: Deployment
metadata:
name: demo
spec:
replicas: 1
selector:
matchLabels:
app: demo
template:
metadata:
labels:
app: demo
annotations:
endpoint-health-checker.io/enabled: 'true'
spec:
containers:
- name: container
ports:

- containerPort: 8080
livenessProbe:
tcpSocket:

port: 8080
initialDelaySeconds: 15
periodSeconds: 10

readinessProbe:
tcpSocket:

port: 8080
initialDelaySeconds: 5

periodSeconds: 5

Pod £% readinessGates (|HkR)

A

HIRAELE Pod i readinessGates :
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apiVersion: apps/vil
kind: Deployment
metadata:
name: pod-legacy
namespace: cpaas-system
spec:
replicas: 3
selector:
matchLabels:
app: pod-legacy
template:
metadata:
labels:
app: pod-legacy
spec:
readinessGates:
- conditionType: 'endpointHealthCheckSuccess'
containers:
- name: container
image: your-image:latest
ports:

- containerPort: 8080
livenessProbe:
tcpSocket:

port: 8080
initialDelaySeconds: 15
periodSeconds: 10

readinessProbe:
tcpSocket:

port: 8080
initialDelaySeconds: 5

periodSeconds: 5

JEE : readinessGates ECERE IBRA , BWNHTHPE{EF Pod /£fi# endpoint-health-

checker.io/enabled: 'true' .

Uninstallation

{EN# Endpoint Health Checker :



KL Endpoint Health Checker - Alauda Container Platform
1. P\ BIR 5 > Marketplace > & BHE M,
2. A2 LMK “Endpoint Health Checker i,
3. IR E | G K.
A, AR IRRAENER
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Q Alauda Container Platform

Tasks for ALB

B=x

21>k alb-operator 1% & NodeSelector ¥ Tolerations

AT A alb 1% E NodeSelector 1 Tolerations

44T %) alb-operator 1% & NodeSelector #
Tolerations

FHT deployment HIR


http://localhost:4173/container_platform/zh/

Tasks for ALB - Alauda Container Platform

kubectl patch subscription ingress-nginx-operator -n ingress-nginx-operat

or --type='merge' -p '
{
"spec": {
"config": {

"nodeSelector": {

"node-role.kubernetes.io/infra": ""

3
"tolerations": [
{
"effect": "NoSchedule",
"key": "node-role.kubernetes.io/infra",
"operator": "Equal",
"value": "reserved"
}
]

204~ alb 1% & NodeSelector #1 Tolerations

BH alb WK



Tasks for ALB - Alauda Container Platform

kubectl patch alb2 $NAME -n $MS --type='merge' -p '

{
"metadata": {
"annotations": {

"alb.cpaas.io/toleration": "[{\"key\":\"node-role.kubernetes.io/inf
ra\",\"operator\":\"Equal\",\"value\":\"reserved\",\"effect\":\"NoSchedul
e\"}1"

}
3
"spec": {
"config": {
"nodeSelector": {
"node-role.kubernetes.io/infra": ""
}
}
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0 Alauda Container Platform

{£%- : )\ OCP Route 1T4%!] GatewayAPI

Route

‘%I.”

H

fl\

NS
0y

[iE7=- a3
EAf HTTP Route
OCP Route it &
Gateway AP| fit &
% R B
OCP Route fitE
Gateway AP| fit &
HTTP 1% {ZHik e (HSTS)
OCP Route fitE
Gateway API BL &
ETF Cookie fRIATEERN
OCP Route ftE
Gateway API BL &
EF 20
OCP Route it &
Gateway API it &
KBS
OCP Route ft &

Gateway API BitE


http://localhost:4173/container_platform/zh/

f£% : )\ OCP Route STF5%| GatewayAP| Route - Alauda Container Platform

EFPR
OCP Route it &
Gateway AP| fit &

H AR
OCP Route it &
Gateway AP| fit &

IP AR 1F3IaR/MA SR
OCP Route it &
Gateway AP| fit &

URLETE
OCP Route fitE
Gateway API BL &

P tn & T A
OCP Route fitE
Gateway API BL &

A TLS WEBAT Ingress
OCP Route fit&
Gateway API fiL.E

FRABEN CAK TLS EXHME
OCP Route BE
Gateway API fitE

B E OEPRA %L L
OCP Route fitE
Gateway AP| fit &

TLS &%

OCP Route fit&E
Gateway AP| fit &

ThRESSPL B4

LR

PSS =
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AN47]
MR
ZA<FERGIZ LT M OpenShift Container Platform (OCP) Routes X7 %! Kubernetes Gateway API
HTTPRoutes (A& Envoy Gateway) MIEHHSIR. BANETIRE T HFEK OCP Route ThEE
B H7E Gateway APl FHIEHECE.

AR 561

1. fic & EnvoyGatewayCt
2. it & Gateway

3. AT fi# Gateway API Routes

Hid HTTP Route

OCP Route it &

£ OCP |, Ea HTTP i@ Route RiEAIE :

apiVersion: route.openshift.io/v1
kind: Route
metadata:
name: example-route
namespace: demo
spec:
host: example.com c
to:‘g)
kind: Service
name: example-service

port: @

targetPort: 8080

@ %eEfENL
@ EikRE3IA
© EinmRSHmBiREA


http://localhost:4173/container_platform/zh/networking/operators/envoy_gateway_operator.html
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Gateway API BiCE

1£ Gateway APl F , B E{F A HTTPRoute :

apiVersion: gateway.networking.k8s.io/v1
kind: HTTPRoute
metadata:
name: example-route
namespace: demo
spec:
hostnames: )
- example.com
parentRefs: e
- name: demo-gateway
namespace: demo
rules:
- backendRefs: e
- name: example-service
port: 8080

@ EmEIEZNENS (FRT OCP Route (K] host )
@ Gateway 253!
© GRS KisA

% ER R B

OCP Route fit &

1£ OCP | BB JEHFACE :
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apiVersion: route.openshift.io/vi1
kind: Route
metadata:
name: example-route
annotations:
haproxy.router.openshift.io/timeout: 30s e
haproxy.router.openshift.io/timeout-tunnel: ﬂwea
spec:
host: example.com
to:
kind: Service

name: example-service

@ HTTPERE— R
@ [E%EHE (WebSocket, HTTP/2 %) f#RRY

Gateway API fit &

1 Gateway API  , H#BEECEFE HTTPRoute LN :

apiVersion: gateway.networking.k8s.io/v1l
kind: HTTPRoute
metadata:
name: example-route
namespace: demo
spec:
hostnames:
- example.com
parentRefs:
- name: demo-gateway
rules:
- backendRefs:
- name: example-service
port: 8080
timeouts: e
request: 30s

backendRequest: 25s

@ SRigeicE
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BEZIEEES N, Request Timeouts 7,

l NOTE

Gateway AP| ¥ B & 15T XIS EEHMER , request BENERAT A EHEEY,

HTTP Zi&{ZHi% £ (HSTS)

OCP Route it &

1£ OCP 1 , HSTS I@id 4K 1 S EH MBI AR E -

apiVersion: route.openshift.io/v1
kind: Route
metadata:
name: example-route
annotations:
haproxy.router.openshift.io/hsts_header: max-age=31536000;includeSubD
omains;preload e
spec:
host: example.com
to:
kind: Service
name: example-service
tls:

termination: edge

@ HSTS kEE

Gateway API BiCE

1F Gateway API 1 |, HSTS Bt I LM AL E -


https://gateway-api.sigs.k8s.io/api-types/httproute/#timeouts-optional
https://gateway-api.sigs.k8s.io/api-types/httproute/#timeouts-optional
https://gateway-api.sigs.k8s.io/api-types/httproute/#timeouts-optional
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apiVersion: gateway.networking.k8s.io/v1l
kind: HTTPRoute
metadata:
name: example-route
namespace: demo
spec:
hostnames:
- example.com
parentRefs:
- name: demo-gateway
rules:
- filters: e
- type: ResponseHeaderModifier
responseHeaderModifier:
add:
- name: Strict-Transport-Security
value: max-age=31536000;includeSubDomains;preload
backendRefs:
- name: example-service
port: 8080

@ [IER RN HSTS

FL¥EES I, HTTP Header Modification

l NOTE

5 OCP ] requiredHsTSPolicies &EESuEEFIAE , Gateway APl FEES/ K EE A
B, BiRE 2/ HSTS K2 HIHLH.

HTF Cookie (AVEFER

OCP Route fiE

£ OCP # , &VERAB L FEACE -


https://gateway-api.sigs.k8s.io/guides/http-header-modifier/
https://gateway-api.sigs.k8s.io/guides/http-header-modifier/
https://gateway-api.sigs.k8s.io/guides/http-header-modifier/
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apiVersion: route.openshift.io/vi1
kind: Route

metadata:
name: example-route
annotations:
haproxy.router.openshift.io/balance: sourcec
haproxy.router.openshift.io/disable_cookies: "false"
router.openshift.io/cookie_name: my—cookiee
spec:
host: example.com
to:
kind: Service
name: example-service

O FNEEE
@ JSSRET Cookie KAIEER
€© 4iEHFX LI Cookie ZFR

Gateway API Bt &

1 Gateway API | 2VERFR WELE 7 HTTPRoute FLRI
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apiVersion: gateway.networking.k8s.io/v1l
kind: HTTPRoute
metadata:
name: example-route
namespace: demo
spec:
hostnames:
- example.com
parentRefs:
- name: demo-gateway
rules:
- backendRefs:
- name: example-service
port: 8080
sessionPersistence: a
type: Cookie
sessionName: my-cookie
cookieConfig:
lifetimeType: Permanent @

RIEFANECE

@ Cookie £MEAMIZEL : permanent (BRI AIERFA) B session (W2 KRS
TH)

FLZEBES M, Session Affinity/Sticky Sessions 7,

ET IR

OCP Route it E

1£ OCP F , TR ER{ER path FE :


https://gateway-api.sigs.k8s.io/reference/spec#sessionpersistence
https://gateway-api.sigs.k8s.io/reference/spec#sessionpersistence
https://gateway-api.sigs.k8s.io/reference/spec#sessionpersistence
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apiVersion: route.openshift.io/vi1
kind: Route
metadata:

name: example-route
spec:

host: example.com

path: /api e

to:

kind: Service

name: example-service
@ LAEOERMKEIZAIS

Gateway API Bt &

7£ Gateway API # , i 12ILACACE#E HTTPRoute LR :

apiVersion: gateway.networking.k8s.io/v1l
kind: HTTPRoute
metadata:

name: example-route

namespace: demo
spec:

hostnames:

- example.com
parentRefs:

- name: demo-gateway

type: PathPrefix
value: /api
backendRefs:

- name: example-service
port: 8080

@ LR E

Gateway API 7352 FHlLECZER!
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o Pathprefix : [LECIRIZATAR (F[ET OCP HKELATTA)
e Exact : ¥5HAULACIEIZ
e RegularExpression : {#FIENFREILHD

B ZVFEFEFS N HTTPRoute Matches,

KEME S

OCP Route it &

1£ OCP # |, KEME U@ L /ARSI

apiVersion: route.openshift.io/v1
kind: Route
metadata:
name: example-route
annotations:
haproxy.router.openshift.io/response-set-header: X-Custom-Header:valu
-@
haproxy.router.openshift.io/request-set-header: X-Request-Header:valu
-@
spec:
host: example.com
to:
kind: Service

name: example-service

O &EIBNX
@ &EIERK

Gateway API it &

1£ Gateway API 1, SKEME BB TS ECE -
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apiVersion: gateway.networking.k8s.io/v1l
kind: HTTPRoute
metadata:
name: example-route
namespace: demo
spec:
hostnames:
- example.com
parentRefs:
- name: demo-gateway
rules:
- filters:
- type: RequestHeaderModifiere
requestHeaderModifier:
add:
- name: X-Request-Header
value: value
- type: ResponseHeaderModifiere
responseHeaderModifier:
add:
- name: X-Custom-Header
value: value
backendRefs:
- name: example-service
port: 8080

@ EkksU
(2 WE)VERETN

FLZVEEHES W, HTTP Header Modification 7,

R PR

OCP Route it E

£ OCP 1 , % IRHIBILIEMEACE


https://gateway-api.sigs.k8s.io/guides/http-header-modifier/
https://gateway-api.sigs.k8s.io/guides/http-header-modifier/
https://gateway-api.sigs.k8s.io/guides/http-header-modifier/
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apiVersion: route.openshift.io/vi1
kind: Route
metadata:
name: example-route
annotations:
haproxy.router.openshift.io/pod-concurrent-connections: "100"‘ﬁ'
spec:
host: example.com
to:
kind: Service

name: example-service
@ S EiE Pod MR AFHRIER

Gateway API Bt &

1E Gateway API 1 |, &3[R &IB M NZE Gateway [ ClientTrafficPolicy ECE :

apiVersion: gateway.envoyproxy.io/vilalphal
kind: ClientTrafficPolicy
metadata:
name: connection-limit-policy
namespace: demo
spec:
targetRefs: e
- group: gateway.networking.k8s.1io
kind: Gateway
name: demo-gateway
connection: e
connectionLimit:
value: 100

B RBEHMIINZE Gateway
EERGICE

FZVFEFEFS N Connection Limit 7,


https://gateway.envoyproxy.io/docs/tasks/traffic/connection-limit/
https://gateway.envoyproxy.io/docs/tasks/traffic/connection-limit/
https://gateway.envoyproxy.io/docs/tasks/traffic/connection-limit/
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5 OCP 4t/ fain Pod HIFRGIARE , Gateway API ERE[RGINV BT Gateway k71 , FF4E
Envoy {{IE3CHIE 9375 .

E R

OCP Route it E

£ OCP o, IR HE T EMACE

apiVersion: route.openshift.io/vi1
kind: Route
metadata:
name: example-route
annotations:
haproxy.router.openshift.io/rate-1limit-connections: "true"
haproxy.router.openshift.io/rate-1limit-connections.concurrent-tcp: "1
Q"
haproxy.router.openshift.io/rate-1limit-connections.rate-http: "100"
spec:
host: example.com
to:
kind: Service

name: example-service

@ EX[REIEE

Gateway APl Bt &

1£ Gateway API # , & [R#1EIT BackendTrafficPolicy ACE :
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apiVersion: gateway.envoyproxy.io/vilalphal
kind: BackendTrafficPolicy
metadata:
name: rate-limit-policy
namespace: demo
spec:
targetRefs:
- group: gateway.networking.k8s.1io
kind: HTTPRoute
name: example-route
rateLimit: @)
type: Local
local:
rules:
- limit:
requests: 100
unit: Second

@ EERHIAE

BELZVEEEFES N, Rate Limiting 7,

l NOTE

Gateway AP| FEZREILL OCP Route JEFRE R & , IFAHFI L B KR HIALH.

IP A FPsRIBE LS 3=

OCP Route it E

£ OCP |, IP 8RB JEMEACE -


https://gateway.envoyproxy.io/docs/tasks/traffic/local-rate-limit/
https://gateway.envoyproxy.io/docs/tasks/traffic/local-rate-limit/
https://gateway.envoyproxy.io/docs/tasks/traffic/local-rate-limit/
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apiVersion: route.openshift.io/vi1
kind: Route
metadata:
name: example-route
annotations:
haproxy.router.openshift.io/ip_allowlist: 192.168.1.0/24 10.0.0;1"
spec:
host: example.com
to:
kind: Service

name: example-service

O P AFIRERE

Gateway API Bt &

1 Gateway API &, IP X jE# T SecurityPolicy BIFALRSLER :

apiVersion: gateway.envoyproxy.io/vilalphal
kind: SecurityPolicy
metadata:
name: ip-filter-policy
namespace: demo
spec:
targetRefs: e
- group: gateway.networking.k8s.1io
kind: HTTPRoute
name: example-route
authorization: e
defaultAction: Deny
rules:
- action: Allow
principal:
clientCIDRs: @)
- 192.168.1.0/24
- 10.0.0.1/32

@ %R INE) HTTPRoute
O BENECE | AR
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© £/ CIDR FRH IP AR

XTF IP fHIEFFR (FEZRFIZR) |, i®RE defaultAction: Allow F{EF action: Deny

apiVersion: gateway.envoyproxy.io/vilalphal
kind: SecurityPolicy
metadata:
name: ip-blocklist-policy
namespace: demo
spec:
targetRefs:
- group: gateway.networking.k8s.1io
kind: HTTPRoute
name: example-route
authorization:
defaultAction: Allow @@
rules:
- action: Deny@
principal:
clientCIDRs:
- 192.168.100.0/24

O ) IEAEFIERE

O TELTE IP HITE
BLZVEFHES I IP Allowlist/Denylist 7,
l NOTE

R Gateway i T Hazda 3k IR /GH , ERHRIED ClientTrafficPolicy IEMBECE 2 Fi IP 16

i,

[TIH

URL =5

OCP Route it E

N

£ OCP 1 , URL EEIBIT /ARSI


https://gateway.envoyproxy.io/docs/tasks/security/restrict-ip-access/
https://gateway.envoyproxy.io/docs/tasks/security/restrict-ip-access/
https://gateway.envoyproxy.io/docs/tasks/security/restrict-ip-access/
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apiVersion: route.openshift.io/vi1
kind: Route
metadata:
name: example-route
annotations:
haproxy.router.openshift.io/rewrite-target: /new-path e
spec:
host: example.com
path: /old-path
to:
kind: Service

name: example-service
@ =SERFKRZ

Gateway API Bt &

1f Gateway APl b | URL EEE T iHEHBACE -
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apiVersion: gateway.networking.k8s.io/v1l
kind: HTTPRoute
metadata:
name: example-route
namespace: demo
spec:
hostnames:
- example.com
parentRefs:
- name: demo-gateway
rules:
- matches:
- path:
type: PathPrefix
value: /old-path

filters:
- type: URLRewrite @
ur LlRewrite:
path:
type: ReplacePrefixMatch
replacePrefixMatch: /new-path
backendRefs:

- name: example-service
port: 8080

@ URLEETES

FZEEIES N URL Rewrite 7,

Fstn 24 TR IE RN

OCP Route fiE

1£ OCP H , IHENRIGITHI AR a2 T EMKEE BT AR TS , BT Ingress
Operator RS R R AIACE .

Gateway API Bt &


https://gateway-api.sigs.k8s.io/guides/http-redirect-rewrite/
https://gateway-api.sigs.k8s.io/guides/http-redirect-rewrite/
https://gateway-api.sigs.k8s.io/guides/http-redirect-rewrite/
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1 Gateway API 1 , iy & Z[EIAEISHITE Gateway ST & AACE -

apiVersion: gateway.networking.k8s.io/v1l
kind: Gateway
metadata:
name: demo-gateway
namespace: gateway-ns
spec:
gatewayClassName: envoy-gateway-operator-cpaas-default
listeners:
- name: http
protocol: HTTP
port: 80
allowedRoutes: )
namespaces:
from: All

@ FCE MBS L ERSEE

allowedRoutes.namespaces.from FRI5ET

e same :{XFHFE Gateway [@l4r & TIRIRIIEH
o All : AVFMEEMETRINEKA
o Selector : AAHFULECARZ LR ZSH04 2 TIEIAKEE

B LVEFES N Cross-Namespace Routing,

l NOTE

5 OCP HERHEREIAENKIR AR , Gateway API fE84> Gateway MITREANES] , e EAHE
HIARETE.

ZXA TLS UEBAT Ingress

OCP Route it E
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1£ OCP |, KBLE TLS MIEE ] LAE A FE Ingress Controller k5 E KEMAER.

Gateway API Bt &

1E Gateway API 1 | 7£ Gateway Wilfr28 FACEZMA TLS UEP :

apiVersion: gateway.networking.k8s.io/v1l
kind: Gateway
metadata:
name: demo-gateway
namespace: demo
spec:
gatewayClassName: envoy-gateway-operator-cpaas-default
listeners:
- name: https
protocol: HTTPS
port: 443

tls:"

mode: Terminate
certificateRefs:
- name: default-tls-cert

@ LITESMENA TLS IEH

R NE R S 2S BRTsRE TLS BCE M HTTPRoute #pi{E FALEHAES.

Tl
(TECf
<
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FHEBEEN CAK TLS

OCP Route BitE

1£ OCP 1 , EFMEIE BRI TLS , 33 Rim it TEF N BANEAL -
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apiVersion: route.openshift.io/vi1
kind: Route
metadata:
name: example-route
spec:
host: example.com
to:
kind: Service
name: example-service
tls:
termination: reencrypt a
destinationCACertificate: |¢3

@O =rmmaibE
@ FATREEHHN CAMES

Gateway API Bt &

1 Gateway APl # , fRig TLS $ubi@id BackendTLSPolicy BitE :
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apiVersion: gateway.networking.k8s.io/v1l
kind: Gateway
metadata:
name: demo-gateway
namespace: demo
spec:
gatewayClassName: envoy-gateway-operator-cpaas-default
listeners:
- name: https
protocol: HTTPS
port: 443
tls:
mode: Terminatee
certificateRefs:
- name: frontend-tls
apiVersion: gateway.networking.k8s.io/v1l
kind: BackendTLSPolicy
metadata:
name: backend-tls-policy
namespace: demo
spec:
targetRefs: @
- group: ""
kind: Service
name: example-service
validation: e
caCertificateRefs:
- name: backend-ca-cert
kind: ConfigMap
hostname: backend.example.com
apiVersion: gateway.networking.k8s.io/v1
kind: HTTPRoute
metadata:
name: example-route
namespace: demo
spec:
parentRefs:
- name: demo-gateway
hostnames:
- example.com
rules:
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- backendRefs:
- name: example-service
port: 8443

@ 7= Gateway L& 1E TLS
@ LRGN Service HKEE
€© 5 TLS WirkcE

FZFEES I Backend TLS 7,

l NOTE

CAUERIMFFHETE ConfigMap &, NEEfF R Secret,

FRBEEXERRNSA L

OCP Route it &

£ OCP 7 |, thi#& 1B SR AM TLS ACE S :


https://gateway.envoyproxy.io/docs/tasks/security/backend-tls/
https://gateway.envoyproxy.io/docs/tasks/security/backend-tls/
https://gateway.envoyproxy.io/docs/tasks/security/backend-tls/
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apiVersion: route.openshift.io/vi1
kind: Route

metadata:
name: example-route
spec:
host: example.com
to:
kind: Service
name: example-service
tls:
termination: edgea
certificate: |e

key: |¢a

O L5LEER
@ TLSiEH
© TLs 74

Gateway API fii &

7£ Gateway APl # , TLS & ILACE #E Gateway Walfrgs L -
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apiVersion: vi
kind: Secret
metadata:
name: example-tls
namespace: demo
type: kubernetes.io/tlsa
data:
tls.crt: <base64-encoded-cert>
tls.key: <base64-encoded-key>
apiVersion: gateway.networking.k8s.io/v1l
kind: Gateway
metadata:
name: demo-gateway
namespace: demo
spec:
gatewayClassName: envoy-gateway-operator-cpaas-default
listeners:
- name: https
protocol: HTTPS @
port: 443
tls:
mode: Terminatee
certificateRefs: e
- name: example-tls
apiVersion: gateway.networking.k8s.io/v1l
kind: HTTPRoute
metadata:
name: example-route
namespace: demo
spec:
parentRefs:
- name: demo-gateway
sectionName: https
hostnames:
- example.com
rules:
- backendRefs:
- name: example-service
port: 8080
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€@ TLS Secret 27
@ HTTPS 1Y
€© TLS &I
@ sIF TLS Secret

TLS &%

OCP Route it &

£ OCP H |, BEMHEAKLE TLS :

apiVersion: route.openshift.io/v1
kind: Route
metadata:
name: example-route
spec:
host: example.com
to:
kind: Service
name: example-service
tls:
termination: passthrough @

@ FEEALER

Gateway API BiCE

1£ Gateway API 7 , TLS #&{%{#F TLSRoute :
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apiVersion: gateway.networking.k8s.io/v1l
kind: Gateway
metadata:
name: demo-gateway
namespace: demo
spec:
gatewayClassName: envoy-gateway-operator-cpaas-default
listeners:
- name: tls-passthrough
protocol: TLSa
port: 443
tls:
mode: Passthroughe

apiVersion: gateway.networking.k8s.io/vlalpha2
kind: TLSRoute
metadata:
name: example-route
namespace: demo
spec:
parentRefs:
- name: demo-gateway
sectionName: tls-passthrough
hostnames: e
- example.com

rules:
- backendRefs:
- name: example-service
port: 8443

@ TLS Y
O BEEHER
© TN SNI =44

FZIEEES N TLS Passthrough 1 TLSRoute #1387 .

l NOTE
TLSRoute {8 SNI (fRF-258#IE7R) SHITHARK , NLIE TLS, XEKE :

o JEVIR) HTTP KEOEKIN AT IR R


https://gateway-api.sigs.k8s.io/reference/spec#tlsroute
https://gateway-api.sigs.k8s.io/reference/spec#tlsroute
https://gateway-api.sigs.k8s.io/reference/spec#tlsroute
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Q Alauda Container Platform
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http://localhost:4173/container_platform/zh/
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o AR—  FHERRZIRAR, BIENZRAFRE 4.19.90-25.16.v2101 5 FE ShRA,
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