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Obtain Registry Address
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if [ "$(kubectl get productbase -o jsonpath='{.items[].spec.registry.pr
eferPlatformURL}"')" = 'false' ]; then

REGISTRY=$(kubectl get cm -n kube-public global-info -o jsonpath
='{.data.registryAddress}"')
else

REGISTRY=$(kubectl get cm -n kube-public global-info -o jsonpath
='{.data.platformurL}' | awk -F // '{print $NF}')
fi
echo "Registry address: $REGISTRY"

o B ANTER O , FHRE REGISTRY


http://localhost:4173/container_platform/zh/overview/kubernetes-support-matrix.html#version-support-matrix

S \FBAE Kubernetes S2E¥ - Alauda Container Platform

REGISTRY=<external-registry-address>

echo "Registry address: $REGISTRY"

Check if Extra Registry Config is Needed
1L PITUA T KB FER BT EE CAUERMK HTTPS !

REGISTRY=<registry-address-from-previous-step>

if curl -s -o /dev/null --retry 3 --retry-delay 5 -- "https://${REGISTR
Y}/v2/"; then

echo 'Pass: Registry uses a trusted CA certificate. No extra config
needed. '
else

echo 'Fail: Registry does not support HTTPS or uses an untrusted ce
rtificate. Follow "Trust Insecure Registry".'
fi

2. ERERM , BERMAEEALLHHRGEE?

Get Cluster Info

FSEMMRERER 2.

Integrate Cluster

1 EEMSIFEN BT > 57,
2. Rt SAEE.
3R TREESH



S \FRAE Kubernetes £28f - Alauda Container Platform

e i

FHRAEFAAMRGNERGCE. EREE  FAIA (2RIKNE
Registry H) . MEeE (FEBMIE. w0, ARk, B86) | AfeE (FEHx

k) .

TTFEHATN KubeConfig SHHHRAT. MATFEESE : £EHIE. CAIES
(Fahi \BF 5 Base64 fi#hl) | JAUMEA T (token B A% cluster-admin AXfR
K& FPEmiE) .

Cluster

Info

4. |mi WINEEH | FAKRIEME TR FH A ShRRIE T,

5. &5/, mifi S TTRIRE.
ENHSETTEIHITHENHIHE (status.conditions) BE , ERTEREE , EES|FEH BN

Network Configuration

stk global cluster 5SS AE R Z [BIFKMLKIER.

Post-import Configuration

EHFAXES AWM Kubernetes 2R NHITHHE | SAEEESEEF LACE Kubernetes
API Server BitHRE. HERAMTECE SR Kubernetes S EHIHITRE 2 .

FAQ

AT AT R IR A 2

TREBERECRIHTESRR | F& U AFRT R, EERSEY AARRIT R,

SCRFIPEET 2



S \FRAE Kubernetes £28f - Alauda Container Platform
1. Kubernetes iE : {\XIFEF API Server iEH , HiF BRI E RSB,
2. FERAMHIES  XIEERB3NH.

HPLETNBEAN 3355 2

o B  AIFHITHE.

o FEER : "$F ETCD. Scheduler. Controller Manager ¥4% ({¥3Z3F API Server 1§
FR) .

o FTELEE : [& API Server SMIF PR AR,

MR Containerd 1z1TH SN N EMEEIZ R ?
{£F Containerd B , [AEAE BT M Containerd X E , BN HRFMEIE KW

1. Y%E /etc/systemd/system/containerd.service , I ®XE LimitNOFILE=1048576 ,

2. T systemctl daemon-reload ,

3. EJ2 Containerd : systemctl restart containerd .

4. FEFEHT RERSMITFE Pod

kubectl delete pod --all -n rook-ceph
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0 Alauda Container Platform

£ )\ OpenShift &£

XFPEEBREM) Openshift EFHEANTE , KIS —FH,

Bk

AT &t

FREX Registry ik

KERBFEMIMNG Registry BCE
FERR LM Registry

FCE S F¥/) DNS

REVERHER
AR— (3FF) : REX KubeConfig 3L
AR : {#F Token, API Server i#i3itFl CAEH

SNERH

MR ELE

GIEEHHES

FEHERITREE

W m)
AL SRR REARA R ?
IFHPLAUES 2
OpenShift SRR IFPPLETNEE 2

A 2


http://localhost:4173/container_platform/zh/

S )\ OpenShift £¥ - Alauda Container Platform
o SFM) Kubernetes [RASFNSEVMIH B AR Kubernetes SEFF 25K,
o ERIREPTFEMA kubectl @4, BEREBINRAEHNELY LR&Z CLI TA,

o ASRIXTI . T{EfR#E (Deployment, StatefulSet, DaemonSet) . Pod F1& 2551648
FOSCRT 9% |, MR B bR 2 38% Prometheus,

#%HY Registry i3t
o Z{ERFATE global £ LKEHIEM Registry , AJ1E global 5% R TIA T4 -

if [ "$(kubectl get productbase -o jsonpath='{.items[].spec.registry.pr
eferPlatformURL}')" = 'false' ]; then

REGISTRY=$(kubectl get cm -n kube-public global-info -o jsonpath
='{.data.registryAddress}"')
else

REGISTRY=$(kubectl get cm -n kube-public global-info -o jsonpath
='{.data.platformurL}' | awk -F // '{print $NF}')
fi
echo "Registry address is: $REGISTRY"

o ZE{EF 4M3B Registry , EF3N%XE REGISTRY & :

REGISTRY=<external-registry-address>

echo "Registry address is: $REGISTRY"

KERBEEZLNIMNA Registry it &

1. PITA T 44 , E Registry 28X FF HTTPS BFERRZE1EMN CAUED :


http://localhost:4173/container_platform/zh/overview/kubernetes-support-matrix.html#version-support-matrix

& )\ OpenShift &% - Alauda Container Platform

REGISTRY=<registry-address-from-previous-step>

if curl -s -o /dev/null --retry 3 --retry-delay 5 -- "https://${REGISTR
Y}/v2/"; then

echo 'Pass: Registry uses a trusted CA certificate. No extra config
needed. '
else

echo 'Fail: Registry does not support HTTPS or uses an untrusted ce
rtificate. Follow "Trust Insecure Registry".'
fi

2. FRERW , HIRBAU T STRIRIE.

ZEARR LM Registry

1. B3R OCP &£# T A,
2. TN m EACE Registry ®E :

sudo -1

sudo chattr -i /

sudo mkdir -p /etc/systemd/system/crio.service.d/
cat | sudo tee /etc/systemd/system/crio.service.d/99-registry-cpaas-sys
tem.conf << 'EOF'
[Service]
ExecStart=
ExecStart=/usr/bin/crio \
--insecure-registry='<registry-address>' \ # {430 registry.ex
ample.cn:60080 = 192.168.134.43
$CRIO_CONFIG_OPTIONS \
$CRIO_RUNTIME_OPTIONS \
$CRIO_STORAGE_OPTIONS \
$CRIO_NETWORK_OPTIONS \
$CRIO_METRICS_OPTIONS
EOF

3. T2 crio BR%:

sudo systemctl daemon-reload && sudo systemctl restart crio



& )\ OpenShift &% - Alauda Container Platform

L &5 7] DNS

&3 global E2E1 /¥ CoreDNS configMap BAECE DNS.

1. 1R 24| EFRE OCP SR EAIT 4

oc get dns cluster -o jsonpath='{.spec.basebDomain}'

NG LT

ocp.example.com

2. BRI EEIREHE , VIZE global &5 , $t\ £5EE > RIREIHE,
3. YgiE kube-system @3 T[E]FH cpaas-coredns ConfigMap .
{£F OCP Eliish & 1 DNS RS-25HE (AT NERT S /etc/resolv.conf #REX) N

FHBCEE.
NI

Corefile: |

ocp.example.com:1053 {

log

forward . 192.168.31.220
}
.:1053 {

log

forward . 192.168.31.220
}

REVERER
AEEUTTARZ— -

AR— (%) : IKH KubeConfig 34

1. ER 24, LB kubeconfig M, HFABESEER ETX.



& )\ OpenShift &% - Alauda Container Platform

2. % kubeconfig 34 W\ E 21 & HIF A

scp root@<bastion-ip>:</path/to/kubeconfig> <local-path>

A : {#/H Token. API Server #i3i-F1 CA IEH

SRR ERHEE ? .

FNEH

1. FEAMS AP ERHEIE > &35,
2. ;i SANEE.
3. BLES

2 iAA

FEFaAH5RN Registry, FAERA : global RIRECER Registry, FH
Registry Registry : F3AE Registry #ik, w0, AR MEHE, /AF Registry : FEH

=g R,

1% KubeConfig X FahETE . &bl . API Server i#bitit, CAMEH :
E£REE Base64 fighlj5fk CAIEH. IAEAR, : token BiAH cluster-admin APRHKIZR

b,

4. R WEEBN.
5. &M, Rt FA. IERTHEHERHRE. SATRE  ERRREERARE.

PG ACE

TR global &ERF 5SS NER ZAIKMLLIER, LS N ERHHKMNEICE.
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GIEZEEAES

EEING , 3t \ Marketplace E0E M |, 21%iz. BEREMBEEE.

BiE HERERT , Bt /var/cpaas/ FHiElT 50GB ] =S/ :

df -h /var/cpaas

EHEITR

A{ERERIHITREE ( spec.audit.profile ) :

o FUA D ICREEEKRNITEGE (OAuth Vila]4 k42 IHEFRERIK)
« WriteRequestBodies : 1T T 1E KRN TTHIEL BE KHEKIK,
« AllRequestBodies : 3% T 1E K TTEHE ZEKIEK.

BURRIE (40 Secrets. Routes, OAuthClient) {SiCsRITHIE.

B4

oc edit apiserver cluster

0]

A AR QIR R AR ?
& UL RS A , VB RO,

SRS ?

1. Kubernetes WF$ : {Xa] I, API Server if$H , LA,
2. FEAMHRIED - LA FEaEH.
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OpenShift &£ SHFLEDNRE 2

o HITHIBEXE.
e ETCD. Scheduler, Controller Manager 1% ({X3Z3F API Server $8#5) .
o API Server ASMIRES,
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0 Alauda Container Platform Q

S A\ Amazon EKS £ 3+

B Amazon EKS (Elastic Kubernetes Service) &£EHEERIFES |, SRS —51E

Bk

[i0E7:3es

MR

RENEERHEE
RERSG N\ hE

SNER

W& AL E

B
A Ingress FN7EAE

w W)
SNE AT R RAARTT A, AR R 2
SNEHNEDBIE T FFPLAES 2
S AWS EKS S £ RTFFPLLTNRE 2

AR 5 A

o H3H Kubernetes JRAFIR BTSSR Kubernetes SE B RR A8 S MR EK,
o FRBROFENINZHF HTTPS |, FHRHAA I CAIMARABIR TLS UuEH.


http://localhost:4173/container_platform/zh/overview/kubernetes-support-matrix.html#version-support-matrix
http://localhost:4173/container_platform/zh/

S\ Amazon EKS £&f - Alauda Container Platform
Ly A i:\‘.z
HERIIR
JEE AWS EKS I LMIE , 157E AWS CloudShell FH{TAT 4R,

1. MR MR BERE AR AWS EIHITHIE .
2. & cloudshell , #Kf5FTFF CloudShell 7,
3. ARSI S B AR BT e — 3, WERYII#R,

4. CloudShell E& %R , BT RinIHETT

aws eks list-clusters

aws eks update-kubeconfig --region <region-code> --name <my-cluster>

cat "${HOME}/.kube/config"

5. MEHER T, JEEPTRANRERGBHEEM SN | $97E CloudShell 43S BARGERRIT

P
e,

RIS R

RIEYPNT:
kB NG =EEM KubeConfig REEEIERTEA.

BEENTHRIVERSE ? RIERS S,

FNEH

1 EEMSAT , T SRHEHE > &5,


https://console.aws.amazon.com/cloudshell/home
https://console.aws.amazon.com/cloudshell/home
https://console.aws.amazon.com/cloudshell/home
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2. Rt FAER.
3. BT RELESHL.

Z

WtEA
m
)
o FHEMIEELAAHEBNEE. - FAEIA : global EHEENTECEMGE. - A
& B  MAEHRIFRITESHEGNCE., FEENEENE. w0, AL
= B, - ANEOE  AREEMGE. FHET , BIREE AL CES ESRRIUVEER.
S _ . ) _
2 327K : 1% kubeconfig X |, F& BafiENT. Eifinn : BREEXTINEER API
N Server #ufit, CAESD : 8K CAMER. NEAR, : FAF—SABRNABEHE
; 13 SAURAG SRS

G

4. R WEERN , RIEMEBEMFEMEIUERRE, RNERAUHERABRERSA
Htf,

S ERMREBEE , ol S, FEARE.
N

o WTRTFTIAPRENER , REHBEEIRAIAERITHESTEETEEHE

( status.conditions ) .

« SABIIE  ERFIRARTRERIEE , ERRENES | BATHTRRRE.

Pz ACE

R global &RF S NEHZAIAEMEEEM. FRINEHHEMKECE.

Va1L, Ingress F7EfE

107 Ingress FIZE4AES | 5 M 1 AWS EKS FIiaHk Ingress & 3 AWS EKS FIHAMKIFHE,
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SENFURINT SRR, A{ARIMT A ?

Fa Ul RSHFFRNT R, FIETERERHR AR R R,

SAEHKEPREE S IFHLAES ?

1. Kubernetes uE$ : {XA]&EF API Server uE$ , HAth Kubernetes WuE AT AR ZFFE5h
B,

2. FRBEMHIES  TEFAEFAN , XFEaRH.

SK) AWS EKS SE FIHFIPLETNAE ?

o NRHEEITHUE.

o NXFF ETCD, Scheduler #1 Controller Manager HIFE#5 , {32 3tEB4> API Server A <E
x.

* [ Kubernetes API Server iE$54h , EAIERVEERT A,
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0 Alauda Container Platform Q

Import GKE Cluster

FAEXIFFA Google GKE &3,

Bk

[i0E7:3es

HERIRIEIIR

RENEERHEE
IREN B AR R API Server HihitFN CAESH
AREREAREEE Token

SNER

W& AL E

SYNEE S
Ingress FTFfiE¥IAK,

w W)
SNERF RN RRAKE |, AR R ?
SAEHEBEIEDNRESHFIPLAES ?

AR 5 A

o SR LM Kubernetes IRAS R ZAA1HHE SN AHB R RRASEK,
o MHRGEREZREUNINAESR | AP RA4MTHIF ISR, BETASHF Autopilot &2,
o GBOELIEHF HTTPS Viln) , FHRHHEATHAEYANAERA® TLS IEH,


http://localhost:4173/container_platform/zh/overview/kubernetes-support-matrix.html#version-support-matrix
http://localhost:4173/container_platform/zh/

S\ GKE £3% - Alauda Container Platform
\ o o
HERRENR
ATFE GKE 2t , PLFSIRTFEF R Cloud Shell 147,

1. #afRS Google FIMLZEIBME,

2. 37jim) Kubernetes Engine TNEEF ] Clusters TUH ~ ; HEFSAER , REERFE | &
¥ Connect %48,

3. S XPVEIESF , EHIECE kubect! S5 1TARARAME 4 , = Run in Cloud Shell %
#,

4. %% Cloud Shell B , BEHH1T , Wl E—HEHINREIRIT.

5. MREHR TR, BEASAEHIMEFTRIITHRAEGS (NHKREREE. SAERSS
I2) ¥ FE Cloud Shell B3H4T.

RIS R

B ARE R API Server i1 CA \EH

1. ¥73lR) Kubernetes Engine ThEEF X Clusters T H -~ , RiTFANBREFHFIFR.
2. #£ External endpoints X3%R] & F API Server ik,

3. 7 Cloud Shell @it PAFE—7 N IKEX CAUES :
A% A 1 )\ kubeconfig S$KEX CAIET :

gcloud container clusters get-credentials <cluster-name> --zone <zone>
kubectl config view --raw -0 jsonpath='{.clusters[0].cluster.certificat
e-authority-data}' | base64 -d

7k B - EEEMERIREL CAUETF ¢

gcloud container clusters describe <cluster-name> --zone <zone> --forma

t='get(masterAuth.clusterCaCertificate)' | base64 -d

JEE IEPT Base64 IS EEMEISAKEAF,


https://console.cloud.google.com/kubernetes/list/overview
https://console.cloud.google.com/kubernetes/list/overview
https://console.cloud.google.com/kubernetes/list/overview
https://console.cloud.google.com/kubernetes/list/overview
https://console.cloud.google.com/kubernetes/list/overview
https://console.cloud.google.com/kubernetes/list/overview

S\ GKE £3% - Alauda Container Platform
AREX B #r&ff Token
AB=EHK KubeConfig X ARBEERATSNEE,

B H IR ANREER RS S 2 FRERB ARSEE Token,

3

FNEH

1. ZEZE M SHiA2 535 Clusters > Clusters,

2. miff Manage Cluster > Import Cluster,

3 RBA MR BHRCEM RS2
e i

FRERTHETFAAMRGNCE. - FARA 2 REENEENGEEGE
FE. - NACE  MAREZRNEFETFAMBEGNEE , BRERGRGE

IF::)Zitory FERAAGG L, wH. BPEMEL, - AXEE  FREEMNL
HEGEERS , ERRESEEN AL CER D ERRIE FRAER
fR.

SRR - BIEBARERE Token R EFREEEN API Server #itibFN CAE

Cluster H, EEHbH : BAREBEXTSMNRIE API Server AL | HEEAIRIERE

Information API Server, CAIET : BAr&ERIN CAIED. 1R : FIWMANTRE

Base64 fi#hd/aiES. IMEAR : BARERAIAEAR , FERImLER
B AR SR EHARK token FHTIAIE,

4. mi Check Connectivity $uF-5 B AREBHHIMLIEBM |, FEIMARIERIET | RAILER

SUBERABREREL LA,
5. EEMKERET/E , Ry Import FHHfIA.

TIP

o mm4tT Importing KSR A MK Details BIAR , AIAEHRE K PUTHE SHEEFERE

BHITHE (status.conditions) .
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. EBMSARIE  TEENIIREEXMENEE  RIRERRER , FTHTEMARXER
fE.

2% Ao

iR global &R 5SNERH ZAIKMLGIEBEN., FILSNEHNMNERLE.

FNIEIRIE

Ingress FM7ZEYANL

SNEEE , AFER Ingress FMFEMEMKINEE , 155 Google GKE Ingress Controller fCE
A Google GKE ###HLE .

& JLIA)

SENERFYRIT R KR , AR R ?

FEREASHFELARMT RIRE , BIRARERRHA RN A,

SNEHNEREIRETRE S FFHLES ?
1. Kubernetes if3 : B SAEHNIFETAIUERERRMEEE APIServer IFREE , H

b Kubernetes WIF BRI EFHAXIFE .

2. FAEHES | FIESAEHTETATHEEREEETAAHIREE  THashtt
.
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0 Alauda Container Platform

SAHEANT CCEER (N ET)

¥E2F1 CCE (Cloud Container Engine) &8 (A=) SAFE , KIS —E1HE,

Bk

AR5 A

RV R -G FEhE
HR G ER DR RASNCE
RENEERHEE
KRG NGRS
SNER
W& AL E
JRERIRAE
Ingress (AMHRLI) FEFERLATL
FAQ

SANERG , RINT SIREAK , RN R 2
IERERNEEST R F SN E B IPLEET 2
S\ # A CCE &8 ANIFFHPLETHAE 2

AR 5 A

o %3 Y Kubernetes RA R ¥R EHrME Kubernetes S BHAHFhRA R S8 E K,


http://localhost:4173/container_platform/zh/overview/kubernetes-support-matrix.html#version-support-matrix
http://localhost:4173/container_platform/zh/

S \%A CCE &8 (NEx) - Alauda Container Platform

o MHRERIZEUA%N R CCE &# , S AB4H EHIFEMAUR. BRIARSHF Turbo &
.

o #NR CCE SRR BINATUETIRISMEML IR, SAERET , EHRTISNERRE
VilRSFAvIla)it

IR 1R C e

o AH{EMKEA global £HAEMNFEEERBCE , E1E global SEHAPEHI T RPITA T a5
SIREUALE

if [ "$(kubectl get productbase -o jsonpath='{.items[].spec.registry.pr
eferPlatformURL}"')" = 'false' ]; then

REGISTRY=$(kubectl get cm -n kube-public global-info -o jsonpath
='{.data.registryAddress}"')
else

REGISTRY=$(kubectl get cm -n kube-public global-info -o jsonpath
='{.data.platformURL}"' | awk -F \// '{print $NF}')
fi
echo "{EGGEMNEH: SREGISTRY"

o HEMSNBHRGEE , FF3NXE REGISTRY &,

REGISTRY=<4MNIsE&GCEMII> # BERHI : registry.example.cn: 60080 zf 192.16
8.134.43
echo "&E&GEMIEA: SREGISTRY"

TG CERE AR REMINLE

1. PATUL T an S HIRTHE 555 CER B SF HTTPS i) BE FA{E(E CA HLMATIAKIES
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REGISTRY=<\“3kEN45E 1% 6 FEdbL " BB TR IS K515 6 FEsbE >

if curl -s -o /dev/null --retry 3 --retry-delay 5 -- "https://${REGISTR
Y}/v2/"; then

echo "B : HFBREEFRZET CA YMMARKIER, TEPITEIALARLHER
TEIANR.
else

echo "MAKM : BeGCEARIF HTTPS SEBAZIE(E, BEEEERNLLERE
B E B TECE,
fi

2. HMAKK , FS%E FAQ MTFEEARENHECE 2.

RIERER

1. R SEATIEH B HKMEIER,
2.1708) cloud Container Engine CCE INREMEEFEIHRITME 7 ; HREMFSANER , &R
BFRFNFIER.

3. MNMTEFR , IKIKSAERE| T2k KubeConfig SCHHREL © SBHEE - EH(EE - kubectl -
L& , T KubeConfig 31,

KIS NERES
NBTEHM KubeConfig XHABEEHBATERSA.

BSE FAQ IRV HER » KIS AER SR,

FNEH

1. MG nE ERFEE > £5,
2. ;i SANEE.
3. IRMBPATULERACE Image Registry AHESEK.


https://console-intl.huaweicloud.com/cce2.0
https://console-intl.huaweicloud.com/cce2.0
https://console-intl.huaweicloud.com/cce2.0

S \%A CCE &8 (NEx) - Alauda Container Platform
e VtaA

SR TR T AAt RGN EE.
- FAERIA : global &R¥EIEN T EMHRGREE.
Image - NECE : MMENFETFETRAMNLECE. FEREETRGRGREE
Registry MBS GCEBIL, WA, B Es,
- DNHEBE  ERNTAMRNGGCERS. ERIIEASEENALGEGE
JE = FENEARE B TR AMEAR R .

327N 1 W 1% KubeConfig 3XfF , BB & BT iHAES.

SR - SANERREMN API Server iRl , BT FA RS AERK
API Server,

SHER
CAILS : KR CAIEP.

IWEAR : SAEHAMEAR , BEATHSRUENAGEHEIESTR
# token FH1TIALE.

4. Jidy fi##7 KubeConfig 3t RH , 3832 E—25 T2 KubeConfig X4 , &1 B shfigtT
HIEE 4“2 XS,

5. ;i KEEREM , KINES NERHMEEENE , FHFESNRFISNAERRZR, SREANE
PHEERABRERBEL LA,
6. EBEMRNIET G , mifF S FHIA.
R
o AT SAF KRENEHANK
E#r , O e BUTHE SHEIEFEFERKNPITIHE (status.conditions) .

o ERINBING , JEEMIIREREMXIRERS. SIPKESERER |, JUHTERIMEX
BAE.

PG ACE

AR global £ S S NER Z RIMMLKIEE , IRSHE S NERMEILE.
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IEESS: S

Ingress (ASERLN) FEEREK

SANEHE , iFEFEA Ingress (AIEFLN) FEMEMEKINGE |, E5E LA = CCE &£
Ingress YA ECEFI“ = CCE SR MEVIIAELE.

FAQ

SFAERE , AT RIREZEIK , AR R ?

FEREMASIFES RN RURE , BRARERREA RN A,

WEREETRE I SN ERFNHPLEUE ?
1. Kubernetes if$ : TS AERIIFEFAUEREIERMESE APIServer IFREERE , <

YTHREFHE A Kubernetes IEFB & B ahitik .

2 FAMHES | FESNEHTEFAEPEERASAFAMAEDES , FTHaHR
#.

S 47 CCE &} R HIPLETAE 2

o ATFFEVHEIEARER.,

e R #F ETCD. Scheduler #1 Controller Manager #ixSiZ(5E. , XIFEB APIServer I53%
HES

o R¥IFHRENE Kubernetes APIServer IEHSMUE BT RAEX(Z 2.
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0 Alauda Container Platform

Import Azure AKS Cluster

BEBM Azure AKS ERIANFE |, SKHlG— B

Bk

[i0E7:3es

HERIRIEIIR

RENEERHEE
RIS A SEAEH) Token

SNER

W& AL E

SYNEE S
Ingress (ASEHLN) RAFMEVIAN

w W)
AMATECE AKS "R SMM 1P RLHFN
ANMAIE] AKS T
Azure ALB 1 FIPNHB SaZk 44125
Azure ALB {§ RSMIR B4 125
SNEHF R RRAKE AR R 2
SNEHEBEIEDNRESFPLAES ?
S AKS &5 AR HFIPLTRE 2

A 2


http://localhost:4173/container_platform/zh/

S\ Azure AKS & 3¥f - Alauda Container Platform

o &2 LA Kubernetes WRAF SV B e Kubernetes S BHAAFIRA R 80K,

I TIP

* % AKS TTRTTIAVIR) global £8f , ESEHE IR : 2TECE AKS T mshK 1P RLAHH]
iy,

o BBEELIRSTF HTTPS 1iin) , FHRHEHEABIANENAIAERA R TLS IEH,

HERIRVEINIR
FFFE Azure AKS BEHTE , PUTFAIRFELE Cloud Shell H5EAK.

1. BfR5S Azure 125 & I LB M,
2. ¥TFF Kubernetes RS TH ~ , ENESARNER , mE NSRS TR,

3. A connect IR4H , KWH LA Connect to <import cluster name> HIIFH , IkHEIE
RFTFF Cloud Shell FHALERIEFNE.

RIERER

WS N E K Token

NBEEHM KubeConfig XHABEEHERBTERSA.

HSEE WIad AR EERHER 2 RS AEEFK Token,

FNEH

1 EEMSHIA R SREHE > &5,
2. Rt SANEH.
3 RBA TR AR EMA RS .


http://localhost:4173/container_platform/zh/overview/kubernetes-support-matrix.html#version-support-matrix
https://portal.azure.com/#view/HubsExtension/BrowseResource/resourceType/Microsoft.ContainerService%2FmanagedClusters
https://portal.azure.com/#view/HubsExtension/BrowseResource/resourceType/Microsoft.ContainerService%2FmanagedClusters
https://portal.azure.com/#view/HubsExtension/BrowseResource/resourceType/Microsoft.ContainerService%2FmanagedClusters
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iEH

5 FRERITRFAAGGRICE. - FARIA : BIEE global £HNILENZGE
% . - BCE  MERENFETFETRAGSRGNEE  SRRSVNGRGREEN
© NAEFGEFwIE, wH. AAAMES, - ARCE | EREEMN LNARKGGRCE
3 RS, ERETHASEE ARG ERREIDRRE EAERUIR.

& #7115 1% KubeConfig XX f+ , SFERK BN IATEER. SR : SAKHE

it M) API Server ettt |, SF&EZMHES R S N\ EEEK API Server, CAIEP :
= SANEHK CAUER, NEAR : SAEHAEAR , SEAITELSERAIENESE
B HETEAR M Token FHATIALE.

4. R}y WIMEBY , BUESSNERRNEERN , FEINRARSANERLE, SRS
BERABREREL LA,

5. EEEIERMETE | R S A
I TIP

o REAT AT RESHERHANE 5 Bir , JERHER PUTHE SHEERERRENT

#E (status.conditions) .

o SRSAINE , TESHIIRTEREHNIBER  SHREERER |, B TSR
RARLE,

PG ACE

R global RS TNER Z BMMLEBME. RS NERMKRECE,

SYN=FT:

Ingress (A¥ERLN) R AEFEYIEK
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SANEME , FFEA Ingress (AIHALR)) F7EEMKINEE , 1§5% Azure AKS &2 Ingress
VAW ELE R Azure AKS SR TEMEVIIAEACE.

& ILIA)

AMATECE AKS 5 SN 1P 2 2AKL N

TRIVANBAMN IP, 4NN IP BECEERNRTEEZE (LB) L, BARTHINRE. % LB
FH AKS E{f3zH) , BEEFERLALETESERE., fJ@id Kubernetes > B > Ehli& i
TIRER > PR L > RINHIE AL LR Sk AFRE.

AN{AA[E) AKS T s

ZEEFE Kubelet, CNI, WZEASAMHHE , §% SSH ERTR. BIUER kubectl-
node-shell ¥ffF , BEAESNT RO EAK IP,

A E— : {8 kubectl node-shell
B
— : {# debug

B A

l NOTE

Lt RBIEE kubect! ks 1.25 ZPAE , B4 GARRZAM kubectl debug #54.

kubectl debug node/aks-newadd-41368356-vmss000002 -it --image=mcr.microso
ft.com/dotnet/runtime-deps:6.0
chroot /host

Azure ALB {FFNE Tz sy


https://github.com/kvaps/kubectl-node-shell
https://github.com/kvaps/kubectl-node-shell
https://github.com/kvaps/kubectl-node-shell
https://docs.microsoft.com/en-us/azure/aks/node-access
https://docs.microsoft.com/en-us/azure/aks/node-access
https://docs.microsoft.com/en-us/azure/aks/node-access
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SEETHHE

apiVersion: vi
kind: Service
metadata:
name: internal-app
namespace: cpaas-system
annotations:
service.beta.kubernetes.io/azure-1load-balancer-internal: "true"
spec:
type: LoadBalancer
ports:
- name: http-port
port: 80
protocol: TCP
- name: https-port
port: 443
protocol: TCP
selector:
service.cpaas.io/name: deployment-aks-alb
service_name: alb2-aks-alb

Azure ALB {F FB4MIBTaZ A1 25

BRE SR A ALB |, iRt ACE ASMNED LB,


https://docs.azure.cn/zh-cn/aks/internal-lb
https://docs.azure.cn/zh-cn/aks/internal-lb
https://docs.azure.cn/zh-cn/aks/internal-lb
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apiVersion: vi
kind: Service
metadata:

name: azure-alb

namespace: cpaas-system

spec:

type: LoadBalancer

ports:

- name: http-port
port: 80
protocol: TCP

- name: https-port
port: 443
protocol: TCP

- name: prom-port
port: 11780
protocol: TCP

- name: prom2-port
port: 11781
protocol: TCP

- name: prom3-port
port: 15012
protocol: TCP

selector:

service_name: alb2-cpaas-system

HCRAHEE | AERNL TSI THBY.

kubectl edit helmrequest -n cpaas-system uat-cluster-aks-alb

SANEBFYRNTRMRAKE , 2TARINIT R ?

FAREASIFRMT R BIRAREIHEH TR R,

SAEFHANEREIRTNRESCHFHP LU 2

1. Kubernetes if$ : TS AEIFAEFAEPREIERMEF APIServer IFREE , H
f Kubernetes uE BRI EFH A IFE .
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2 FRBMHES | FESARISTAT A ERSIRAEETABMAERER , X FaD)
R,

S AKS $ B8 ERSHFIPLETNRE 2

o NXFFRITHIRIRER.
e R #F ETCD. Scheduler #1 Controller Manager #ix%SiZ(5E. , XIFEB APIServer 535
B3k,

o IXHFEREL% Kubernetes APIServer WFHRASMOEBHERAEXLEE.
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0 Alauda Container Platform Q

SNTE = ACK &5

SACHRER ACKFEESRR (Managed Kubernetes) E(fiEE = ACK & BE ¥
(Dedicated Kubernetes) , StIlgi—F&E1H,

l TIP

BX ACKITE&EE (Managed Kubernetes) Z(fi/2 = ACK /@4 Ef (Dedicated Kubernetes) f]
FEER  BENEAR .

B=x

B &RM

RIS

FIRGR e EE BREMSMCE

#HR KubeConfig

SNER

L& BCE

B W[a]
i = 545 5 & I8 Hn P RN R 2
B 2B = SR B AR {2 FR A s [R) 2
SNEHERIT IRMERK , (AR R ?
SANERHNERBEIEThEESTHFMPLAET ?
SAHPTE R ACK ITLEEM ACK L BEHICATHIPLETIAE ?


https://help.aliyun.com/document_detail/86737.html?scm=20140722.H_86737._.ID_86737-OR_rec-V_1
https://help.aliyun.com/document_detail/86737.html?scm=20140722.H_86737._.ID_86737-OR_rec-V_1
https://help.aliyun.com/document_detail/86737.html?scm=20140722.H_86737._.ID_86737-OR_rec-V_1
http://localhost:4173/container_platform/zh/
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o £33t F Kubernetes RAFSEE#E S AIRHE Kubernetes S2 B LA HFIRAFI S B0 ZE K,

IR 1R C e

o &{EM global EFIENFARERGEE , 1 global EHIPEHIT RBITLAT a5 HRE
ok

if [ "$(kubectl get productbase -o jsonpath='{.items[].spec.registry.pr
eferPlatformuURL}"')" = 'false' ]; then

REGISTRY=$(kubectl get cm -n kube-public global-info -o jsonpath
='{.data.registryAddress}"')
else

REGISTRY=$(kubectl get cm -n kube-public global-info -o jsonpath
='{.data.platformURL}"' | awk -F \// '{print $NF}')
fi
echo "{EGGEHNEH: SREGISTRY"

o AEMSNTGRGEE , FFNXE REGISTRY &,

REGISTRY=<#MNI[4514 6 FEHbHE>

echo "GRG EMNIA: SREGISTRY"

AR B CER ST EMSNCE

1. PITRA T 4 HIMTHEE 5B & B R B IF HTTPS Vilal B (5T CA HUMSUR FET ¢


http://localhost:4173/container_platform/zh/overview/kubernetes-support-matrix.html#version-support-matrix
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REGISTRY=<\“#REVEE & " S0 RIS 5e % & FEstdiE >

if curl -s -o /dev/null --retry 3 --retry-delay 5 -- "https://${REGISTR
Y}/v2/"; then

echo '"MXEY : HEEEFRAIEE CA YMMAKIES, THFPITEELALLEHB

TERIANS.
else
echo "MAKM : BeGCEARSIF HTTPS SEBAZIE(E, BHEEEELNLLERE
BB BHTRCE,
fi

2. HMEARMY , FEEE WS EERLEHHRGEE .,

##*HX KubeConfig

1. BRE=AHRFEEFE.

2. EEH B EMESME R T EiE.

3. EEMYRTME , AT ERERAHRSE RERANIRESTHIFES.

4 EEMEERR , RiIEFEEEARER , AeRTAEMIER KubeConfig,

5. #IlaE} KubeConfig XiEETF |, R EIGEHEUFRIB SEAFIAAERMN AR (BIFA MR
NMAE]) .

6. M4 AIGE KubeConfig , AfFRfiEH , BB S HIFHRERIAHIT BN
KubeConfig X 4.

7. EBSABIE , TR IR L.

FNEH

1 EEMSHA R BT > 37,
2. Rt FAEE.
3. RBUA TR ER RS,



B

S
=]
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Vi

FREERITBTFAAMRENCE. - FARKIA | global ERMENICENGZRCE. -
NECE  MARENFETFAMBAARGNAECE. FREVRGRGCENLE
FgoFEIE, WwH, RAAMENG, - ARCE  EFRERMRALGGEERS | &
RBTHESE LN A CER TR B FEAERR.

1298 TFEHNAE , thAi#id k1% KubeConfig T4EF & BahRATAES . fiRAT
KubeConfig 304 : E{ZIREUA) KubeConfig X7 , FES BT AT SERE
B I EIASKEEH TSR, SRt « EREXTSMEER API Server (A

it FEBSZIINT AR APl Server, CAEP : £8H CAIMEP. £E : Fahli
ABHIAE Base64 RS EHNED. AEA : iREHAINEAR , FERAEGER
EIHARA) token BAEFIAIE (B FUmEBEEA) HATIAL,

4. jib KEERYE , KISHISIAERIMNGERY , FHFEINAAGEINERER, SH3E
SURERABRIERBA LA,

5. EEMEINETE , /dr FA FA#A.

I TIP

o REATSATRESHANFERAR , FTERDQPITH ESHEET EE R IITIHE

(status.conditions) .

o KRSAINE , TESRYIRERERIRER  KIRTERER |, AT TRBEARE

PG ACE

R global B SFFAEH L BARIMEEERM, FRITNEHHMKECE.
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[ = i 5 & W14l s O P SR an T4 1 2

MEZNE LZESTFE RRAGEENSRERAPR , BEHEMER R , MREFER
1z,

] £ = SR R A4 {52 2 X3 [) 2

AR ERERF N AMIRE , FTEMERSPE AN IP,

SFAER RN RIREEK , AR A ?

IR ACK FEERRA ACK EREMIATIFEIT FaREAMT R , FHERERMIELR
SRR,

SAEHRIEREIRDRESHFHLAES 2

1. Kubernetes if$ : TS AEHIFAETEFAEPREIERMEF APIServer IFREE , <
SXHEBEEHM Kubernetes IFH , AT IFB sk,

2. FRAMED : IAESAEHIEFAEREERRERFAAMEDEER 3358304
.

SARE R ACK FEEE M ACK T BERIEASHFHLD)

BE ?

o FIER ACK FLERBASTHFRIFITHUE.

o fIE = ACK FLEERASHF ETCD, Scheduler, Controller Manager X %512{528 , (B
R4 APIServer 1R E K,

o [E = ACK FEEEEI ACK T REPYATFFHREUE Kubernetes APIServer iERAMA &
HIEPEXEER.
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0 Alauda Container Platform Q

SANBMN= TKE &5

BUMBERBERAE TKE € BEMSBRE TKEFXEEHRSATE , IUE—FHE,

l TIP

BX TKE TRENTBNST TKE FBLEEHNTRNE , S ANEL 7.

B=x

B &RM
REVER
FITRGR e EE SREMSMCE
#HR KubeConfig
SNER
L& BCE
B W[a]
SAERE BT RIRAER , AR R ?
SAE OB BEIRDBE LIRS ?
FAK TKE #£EEH M TKE T BER A STHFMLTNRE 2

A 2

o &3 EH Kubernetes [RAFS¥HE S A5 Kubernetes SR ILAHFIRA K S ¥ E K,


https://cloud.tencent.com/document/product/457/32187
https://cloud.tencent.com/document/product/457/32187
https://cloud.tencent.com/document/product/457/32187
http://localhost:4173/container_platform/zh/overview/kubernetes-support-matrix.html#version-support-matrix
http://localhost:4173/container_platform/zh/
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o HBEOELIRSHF HTTPS Viln) , FHRHHEABIEBYAMIMA KA TLS IEH,

R R G

o HEMFEHENGRGEE (B global ERHAIENECEMBEGCE) |, 51Eglobal &£H K
BT RPUTRAT S AREUME

if [ "$(kubectl get productbase -o jsonpath='{.items[].spec.registry.pr
eferPlatformURL}"')" = 'false' ]; then

REGISTRY=$(kubectl get cm -n kube-public global-info -o jsonpath
='{.data.registryAddress}"')
else

REGISTRY=$(kubectl get cm -n kube-public global-info -o jsonpath
='{.data.platformurRL}' | awk -F \// "{print $NF}')
fi
echo "4E&GFEMILA: $REGISTRY"

o HFRIMNIBEBRCE |, BFNEE REGISTRY £,

REGISTRY=<#MNI[451% 0 FEib >

echo "§5&6 bR SREGISTRY"

FTRGEER A% EMINLE

1. PUTA T a2 FIMTTE E Hife & B2 A 5F HTTPS ila| B AT CA MMAKIES :
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REGISTRY=<\“#REVEE & " S0 RIS 5e % & FEstdiE >

if curl -s -o /dev/null --retry 3 --retry-delay 5 -- "https://${REGISTR
Y}/v2/"; then
echo 'WIFB : BB EEFERSZET CA MEKIER, TFPITEELALLEBRCE"

WARE. !
else
echo '"WAFKM : BGCEARIF HTTPS SUEBAZIE(E, HEEEEARNLLERE
BB BHTRCE,
fi

2. EWIERW , FSE FAQ TEEALRENHEBE 2.

#%HX KubeConfig

1. B RXBN B SRSEHTEA,
2. £ RS > A5 E 1 EF £ APIServer 5.

3. IRIEZ PIFRMLEIESE Internet 173[7) 2k MIA[A) , $Af5 T2k Kubeconfig FF{R7ZEIASHDER,
i

FNEH

1 AEMSHIA R SEHEE > 37,
2. Rt FAER.
R DN LW tPS 28

W

WiEA

&

5 FiEERITRFAAMFEGRNCE. - FARKIA | global BIZENIENEGEE. - T
% HEkE  MERRNEFHETFATFTAGRGIAECE , FEMATRGRGCENLE
e g oEmE, WwH. AAANENE, - ARCE  EFRTAMNGEGREERS | &
3 RBTHESZE TN ER TR G AR,
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W

WiEH

7 AIFEEE , WAiE L% KubeConfig XHHF& BEEITIRE. fi#tT
& KubeConfig 304 : E£4RENE KubeConfig X 4fa , FASBINRTIHEEERE
i3 B, B3 EzASRER. SRt | SERXTSMRER API Server ijaptiit , 7
= AW ZHIGA A EERE AP Server, CANET : &8 CAIER, EE : T AN
B Hi)\ Base64 fRFBfRHIES. IAEAR : VIAERKIAMEAR , HEAEAEHEIEN
fREK token (Token) SEFIAE (B AUmiEHFE4ET)

4. Rt EEBY , RIESHFIAEHIMZZEEN , FEINMRAIFSANEREKR, SREE
KUHERABRIERBEA LA,

5. EEMREERTE , ad S FA.
R

o REAT SAF REMNERGMMR FIE EfR , ATEREA PITHE SHEEFEFERH
HATHE (status.conditions) .

o EHINMING , JHEEIREREHXIRER , FIPRKTERER , BATPUTERHAM
RARLE.

PZE Ao e

TR global B SFINEH L ERMNEEERN , FSEI NEHHNMNKECE.

& JLIe)

SAERR , AT R™MRHEK , AR

TKE £ BEHMN TKE FEEEHNAFFRTFa RmANT A , BER ARSI ARERR
FAN,

SAEHRIERERDRESHFHLAUES 2
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1. Kubernetes it : FIE S AENTIFEFAIEPREEREMESE APIServer iIFHEE , ~
SIFEFHAM Kubernetes WFH , hAZIFEENEH#.

2 FRBMHES | FESARISTAT A EREERAEETAEMAERER , X FaD)
R,

S\ TKE FFE £ F TKE LT BERE AT IEPLLThAEE 2

o TKE LB ASHFARIE TR,

o TKE FLE&E R AXFF ETCD, Scheduler, Controller Manager t X325 8. , (B3 IFE0
APIServer iz E 3.

o TKE L& LB TKE L BE B AT IF3E%: Kubernetes APIServer IFPH4MGE BB
KEE.
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0 Alauda Container Platform Q

R SR

R —FAEREEEHTEE R ARERSNAE , BREEREREREENEKEIFA.

Bk

AR5 A

BEHA

ERERHEITIZAMA Containerd B, 2N{AIfig R A FHEHE R IK 2

AU 561

o RIBHEIRERAITY | BHEHER A Kubernetes & H 4R HFAIRR AN KN S B0V B 4
BIRE AR ATSEEK,

o SR EEMINZFF HTTPS vala] , FHRHEHEAIAENMIAERIB R TLS WEH. NRTTIEH
BUHEME | BSEE LRI A E N RN GRCE ?
FE  FAEAMEBHMALSEDHE HTTPS WhRIESR , BRR EMIAF A AN E S
FERBTIF HTTPS jlA),

o MREEHNEIHEITREAMZE Containerd , EFRERHATR E(E2 Containerd FiE , DA
RO A NTEAEEDE AN,


http://localhost:4173/container_platform/zh/overview/kubernetes-support-matrix.html#version-support-matrix
http://localhost:4173/container_platform/zh/overview/kubernetes-support-matrix.html#version-support-matrix
http://localhost:4173/container_platform/zh/

JEMEEEE - Alauda Container Platform

BEH

FERMFRELITEOARBIBHRILAS eth\.\Jen\. \[wi\.“\|w\.* KRR, FL, 0RE
ERAHE MG Z AR, ESENEE X &M EREMETIEN , ERIER RE YA
MR , R FEEBEMREIENRIRE.

M EERE
1. ZEAMS AL S35 Clusters > Clusters,

2. | it Managed Clusters > Register Cluster,

3 RBA MR R B EME R T E N A F S AT RENRER CESH.

e 1tHR
Platform
BE L R MR{EARNEERBE.
Default
Private IR RRINIEBCE. FTEAEE GG CENILEHEGCEIL,
Registry vwH. P& ME,
Public BT FARREMAREREENRIEER. BEEHRERTTIARIA
Registry M. FHARHESE E N AMESREERG EUPREE FEAEARSR.

4. i Create , 7E/EMdr € WEABUEM a4 , HEFEMERHTEITRG S,
EE  EMGSEECEA 24 /N, THIEEEFIRE.

EE M4

FAIFEER RS IRPHEEIMER , RbBEREIMG S , BEBYPIRNTRIEMRE.



JEMEEEE - Alauda Container Platform

EFERHZ TR/ A Containerd B , 20{a iR 9 #1104
GIESSN

YIERRERRNEITINAAHA Containerd B , A AR GFHEIESRK. AffRtRE , BFEF
TMEMERTA T 2_EMK Containerd BLE 1SS, , 3FE 2 Containerd,

AE  REETENS HREMERTHRIB LT SIRE % T Containerd fitE , MITTHF AT

1. BREMT R, Jit8 /etc/systemd/system/containerd.service X , ¥
LimitNOFILE S¥{E{EM K 1048576 .

2. 7454 systemctl daemon-reload EFMNEBECE.

3. BT P4 systemctl restart containerd E J2 Containerd,

4. T%ﬁﬂ”ﬁﬂ'ﬂ B T4 kubectl delete pod --all -n rook-ceph , EJ3 rook-ceph
TE) A Pod DUMEACEER.
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NE TRV



http://localhost:4173/container_platform/zh/

Q Alauda Container Platform

P& IE 1,

L& 4541k, - Alauda Container Platform


http://localhost:4173/container_platform/zh/
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0 Alauda Container Platform

AWS EKS SEEME Y ECE

B=x

SCHFRESE
HIHR &A1
ALE IR
HB%E AWS Load Balancer Controller
B3 Ingress #1 LoadBalancer %
EPSES S
M AWS CLI #0 eksctl e
#%EX ACCOUNT_ID
Kubeconfig Bt & 34
AT WA ANAREE
BIEEP

SCIFAEE

o X

A 2

LoadBalancer .
XFF

Service

aEHIENZE AWS Load Balancer Controller, FEFEZImH2%
BF , LoadBalancer ZhEESZ R,


http://localhost:4173/container_platform/zh/
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. XFF =
TheE s sk
VIATN

] EHEZE AWS Load Balancer Controller, R]J3%/SF Ingress
Ingress XFF Class ThEE (B , AIEIEIE R EAIEZ ingress BfFahitdF

ingress 2§) ,

AR 561

o HEW/AE kubernetes.iolrolelelb FREHFM, XTTHZFM , 70
kubernetes.iolcluster/<cluster-name>: shared #3%, ¥ AFMZARMNARE,

o IR AIE EKS &8 , S A\ Amazon EKS &7,

o 7EE[ZE AWS Load Balancer Controller Z 8 , #{# 2 %3 F7] A kubectl, Helm, AWS CLI
F0 eksctl TR,
EE Rk ARE , FREEMMNA BT AWS CLI BLEERER , Flli AWS CLI 1
eksctl TR RIEMEIK.

o FSEFKEL ACCOUNT ID, REGION #1 CLUSTER_NAME , F7E3 A4 %
<ACCOUNT_ID> . <REGION> F <CLUSTER_NAME> & kSCFR{E.
/& : ACCOUNT_ID 242 &M A/ ID , REGION Z & ¥ AT7E I, |,
CLUSTER_NAME &£ ZFK.

o FHIHWIUF Kubeconfig L& T4,

fic & 2K

¥f2 AWS Load Balancer Controller
FE  HXKERE AWS Load Balancer Controller BKVEHE S | S NE A THY 7.
fii’® OIDC Provider

Kubernetes & #{# F§ OpenID Connect (OIDC) #H{T7E&MHEIR , F+KFEk— OIDC A1T%&
URL., AEREREFMH AWS B4 3T IAM fEHEEER] Service Account , FERIE—I5&%
Ff OIDC A&17% URL XKEXH) IAM OIDC Provider,


https://docs.aws.amazon.com/zh_cn/eks/latest/userguide/aws-load-balancer-controller.html
https://docs.aws.amazon.com/zh_cn/eks/latest/userguide/aws-load-balancer-controller.html
https://docs.aws.amazon.com/zh_cn/eks/latest/userguide/aws-load-balancer-controller.html
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1£ eksctl FHITA T3S HBLE OIDC Provider :

eksctl utils associate-iam-oidc-provider --region=<REGION> --cluster=<CLU
STER_NAME> --approve

BCE Service Account

FITA T 612 IAM 5RBE |, FE4)EE4 A aws- load-balancer-controller [K) Service
Account , KEXXTVEK IAM B, :

curl -o aws-load-balancer-controller-iam-policy.json https://raw.githubus
ercontent.com/kubernetes-sigs/aws-load-balancer-controller/v2.4.7/docs/in
stall/iam_policy.json
aws iam create-policy \

--policy-name <CLUSTER_NAME>-AWSLoadBalancerControllerIAMPolicy \

--policy-document file://aws-load-balancer-controller-iam-policy.json
eksctl create iamserviceaccount \
--cluster=<CLUSTER_NAME> \
--namespace=kube-system \
--name=aws- load-balancer-controller \
--role-name AmazonEKSLoadBalancerControllerRole \
--attach-policy-arn=arn:aws:iam: :<ACCOUNT_ID>:policy/<CLUSTER_NAME>-AWS

LoadBalancerControllerIAMPolicy \

--approve

% AWS Load Balancer Controller Z}Z £ & 2
7£ eksctl FHITA T 54 EBE AWS Load Balancer Controller :

1. ¥ eks-charts B F :

helm repo add eks https://aws.github.io/eks-charts

2. BFAHBE

helm repo update eks

3. ¥ AWS Load Balancer Controller Helm Chart SpZZI&Ef :
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FE : aws-load-balancer-controller R7EACE Service AccountHIZE R Service

Account,

helm install aws-load-balancer-controller eks/aws-load-balancer-control
ler \

-n kube-system \

--version=v2.4.7 \

--set ingressClassConfig.default=true \

--set clusterName=<CLUSTER_NAME> \

--set serviceAccount.create=false \

--set serviceAccount.name=aws- load-balancer-controller

£1J7 Ingress Fl LoadBalancer 5%

#Ra] PAR]BS 6% ingress 1 LoadBalancer A% , WAl MRIEF R EFHF 2 —.
B13£ Ingress

1. 1 7&5FE , AREAMSH ML > Ingress,

2. 55 B3 Ingress , 3£7E Ingress Class F11%4% EKS Ingress Class,

3. W3 YRY , BUAR HTTP, E1EIF HTTPS |, B 5cA @RI FziES,
4. YIE| YAML , RN ERR, VEE TSR -~

alb.ingress.kubernetes.io/scheme: internet-facing

alb.ingress.kubernetes.io/target-type: ip

5. mir Bl

$l# LoadBalancer R %

1. £ BaaFa , REEMSAE ML > RS,

2. iy BIEARSS , FFAE SMERVIIR) 3665 LoadBalancer,

3. JRFF annotations , 1R1EFEIATE LoadBalancer fR %1%,
4. R B,


https://docs.aws.amazon.com/zh_cn/eks/latest/userguide/alb-ingress.html
https://docs.aws.amazon.com/zh_cn/eks/latest/userguide/alb-ingress.html
https://docs.aws.amazon.com/zh_cn/eks/latest/userguide/alb-ingress.html
http://localhost:4173/container_platform/zh/configure/networking/functions/configure_alb.html
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FEIRIRAE
M, AWS CLI #1 eksctl 23
o BUTA T @4 , ZIR[EISERSIK | i8] AWS CLI RIRIEH :
aws eks list-clusters

o PUTUAT a4 , AIREIERSIFK , Wi eksctl TR IER) :

eksctl get clusters

#HX ACCOUNT_ID

1T aws sts get-caller-identity %KHX ACCOUNT_ ID. Mgi/= [ 651168850570 BlA
ACCOUNT _ID :

"ARN": "arn:aws:iam::651168850570:user/jwshi"

Kubeconfig fit.& 3 {4

1. PITRA T dp & B FTTFE B HUHA Kubeconfig X4

aws eks --region <REGION> update-kubeconfig --name <CLUSTER_NAME>

2. BITRA T d %0k Kubeconfig 30 , FIERIREMSE | WwARECE 1EM :

kubectl get svc -n cpaas-system

FFRIRNIBREE
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1 PITRAUT an S IREVERRET X

eksctl get cluster --name <CLUSTER_NAME>
2. PATLAT ap S ARERF PN

aws ec2 describe-subnets

3. PUTA T dn & AT RIRMARES . K <subnet-id> EHASKIRME. HATMENAIL 7 :

o FMZA kubernetes.io/role/elb #R% :

aws ec2 create-tags --resources <subnet-id> --tags Key=kubernetes.io/
role/elb,Vvalue="1"

o AHEZFRARIM kubernetes.io/cluster/<CLUSTER_NAME>: shared #HRZE :

aws ec2 create-tags --resources <subnet-id> --tags Key=kubernetes.io/
cluster/<CLUSTER_NAME>, Value="shared"

BIEED
P8 HTTPS PhXE , BIR80% HTTPS MEEIEDL Secret (TLS %) FRRE.

1. £ BaFE , AEZEMSAK BCE > Secrets,
2. Ry BIZ Secret,

3. %4 TLS KB | RFIABIRE IEH M R4,
4. R B,


https://kubernetes-sigs.github.io/aws-load-balancer-controller/v2.5/deploy/subnet_discovery/#common-tag
https://kubernetes-sigs.github.io/aws-load-balancer-controller/v2.5/deploy/subnet_discovery/#common-tag
https://kubernetes-sigs.github.io/aws-load-balancer-controller/v2.5/deploy/subnet_discovery/#common-tag
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Q Alauda Container Platform Q

AWS EKS #ME(E S

B=x

ENG

BERAA

EKS &/ aws-Ib A& 25 WK B0 25 5 SN0 1)
Service Annotation BCE 58

Ila) bR 7y =

ANE

e e Leis
csclb Classic Load AWS BIATEIE S, EFLEN T EIERS , N EF
eKS-C
Balancer F£H.

Network Load AWS & 4 EmEINE25 |, £ TCP/UDP EdH Tz

eks-nlb o
Balancer &, ERTEEE S EMEEHRIZR.
Application AWS %7 EaE 25, #EEL eks-nlb , eks-alb BEfEAT
eks-alb Load HTTP/HTTPS MGt E EEEt N KK , @& Web
Balancer .

AWS Load IR TE Kubernetes LATREINHETES | REIRYE Kubernetes
oa
aws-Ib Bal fhf LoadBalancer Z£%! Service # Ingress B3h4i2
alancer %
eks-nlb #1 eks-alb , PR N BREMETK.
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W5 e/ UihA

Platform Load . -
F&BUSE 7 EREI R,

Balancer
DASEEXS LM INAERT S LA TTIRE . IXLEH IS ST A
Service BORAAF A , TSR E I Kubernetes RIRKEF

EEH ., Annotations A AR TLERTNREA AR SCAS |
MAIIEE R MECESITA , BIEERESHMTH |
IhREdFE 1& K.

Annotations

B2

PR T IO , BINTFFECE Service Annotations , TR & B &8 [EME A aws-
b, fNRFKIEMHECEAMNA Service Annotations , F&KEIA{EA eks-clb , T eks-clb 777E
UDP #8X[E)& , ATRES S E B .

EKS £/ aws-lb A7 25 MR RBINE R HHME
7]

Service Annotation it & 15%0H

1. FEXS N EREF | {FA kubectl HATLA T 654 , Bk kube-system dy & T AP BFRE S "aws-
load" B1FfH Pod :

kubectl get pod -n kube-system |grep aws-load

2. QI GEINERS | VEHRIELSBEMSHES W, AWS EKS Service Annotation Instructions 5
KT 23 B FR 4.

o MR ERGSKRIREMX Pod , SR ARZH AWS Load Balancer Controller , JLF5HC
& Service Annotations , B A& B & 2RI T,

o IR FARGAIREMKE Pod , WHEIEED %3 AWS Load Balancer Controller, £z fazk
Wizt | fEX N ERFFRERMPAT Service Annotations, JERIVEIFEFS N, AWS EKS


http://localhost:4173/container_platform/zh/configure/networking/functions/configure_alb.html
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Service Annotation Instructions :

e service.beta.kubernetes.io/aws-load-balancer-type: external //#ME
e service.beta.kubernetes.io/aws-load-balancer-nlb-target-type: ip //4ME

e service.beta.kubernetes.io/aws-load-balancer-scheme: internet-facing //

A, BBRARSTRRIRNLER,

CURSIRY =i s .

Vh et AR E A =

o BIEAZIMLR TG EINMERET |, SHEH) Service Annotations & B TEX N & B2
i LoadBalancer Z£#Y Service k.

o ENBEHIES | HHMMK Service Annotations [ LoadBalancer %! Service 2/ A B =
RAIFS AL, FA RBINERZENZMIE |, IR E B SRR,


http://localhost:4173/container_platform/zh/configure/networking/functions/configure_alb.html
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Q Alauda Container Platform

47 CCE &R ML NILE

B=x

Support Overview
Prerequisites
Configuration Steps

Create Ingress

Create LoadBalancer Service
Related Operations

Create Certificate

Support Overview

Support
Feature

Status
LoadBalancer Default
Service Support

Default
Ingress

Support

Requirements

T HREINIBE .

A% /SF Ingress Class ThgE (BRJE , fJAdRAR
A3 ingress BFFaNi%#E ingress 25) . TTHEEIMID
ES


http://localhost:4173/container_platform/zh/
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Prerequisites

MRECAE CCE &H# ,BI A CCEER (RBT) .

Configuration Steps

#2a] PARIBS €132 ingress F1 LoadBalancer f&S% , BARIE B SKIEHFEHH —Fh.

Create Ingress

B ingress AFAAR. #HEFFEAAR— : F31%HF Ingress Class.
EE BRI/ EBMEE path f ingress RiR.
(#%) AX— : F5hEdF Ingress Class

1. £ Container Platform F , 35225 M1 Network > Ingress,
2. B iy Create Ingress , 3f7t Ingress Class #1%4% CCE Ingress Class.
3. 1&#% Protocol , ZXAZ HTTP., FEi&#E HTTPS |, e8I UE RIS ZIES.

4. PIE| YAML |, 1RIEEEIZA Ingress Controller 2SRRI T iERE. IEFBFIEES WiEH
JEfRRCE TR
AR R T REMATH values A SIRIMEE.

A
Ingress R

R
Controller
Sl

kubernetes.io/elb.autocreate: '{"type":"public", "bandwidth_name":"
Shared

{random}", "bandwidth_chargemode":"traffic", "bandwidth_size":5, "bandwidt
(B3tIE)

kubernetes.io/elb.class: union


https://support.huaweicloud.com/intl/zh-cn/usermanual-cce/cce_10_0385.html
https://support.huaweicloud.com/intl/zh-cn/usermanual-cce/cce_10_0385.html
https://support.huaweicloud.com/intl/zh-cn/usermanual-cce/cce_10_0385.html
https://support.huaweicloud.com/intl/zh-cn/usermanual-cce/cce_10_0385.html
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A
Ingress .
TEfi#
Controller
it
kubernetes.io/elb.class: union
Shared
kubernetes.io/elb.id: <Load Balancer Instance ID>
(ER)
kubernetes.io/elb.port: '80'
kubernetes.io/elb.autocreate: '{"type":"public", "bandwidth_name":"<Bar
Name>", "bandwidth_chargemode":"traffic", "bandwidth_size":5, "bandwidth_s
Dedicated ["<AZ A>","<AZ B>","<AZ C>"],"elb_virsubnet_ids":["<ELB Virtual Subnet
(B3h813E) ID>"],"17_flavor_name":"L7_flavor.elb.s1.small","14_flavor_name":"L4_f1
kubernetes.io/elb.class: performance
kubernetes.io/elb.port: "80"
kubernetes.io/elb.class: performance
Dedicated
kubernetes.io/elb.id: <Load Balancer Instance ID>
(ER)

kubernetes.io/elb.port: "80"

5. mify Create, AiE5CA/E , BIF[IEIT ELB Vila) RS .
AR {FHZUA Ingress Class

1. A& — IngressClass YAML 344 , RAMT. #1HEES NI Ingress Class 7 :

apiVersion: networking.k8s.io/v1l
kind: IngressClass
metadata:
annotations:
ingressclass.kubernetes.io/is-default-class: "true"
name: cce
spec:

controller: alauda/cce

2. REXHHFNAEISANER , B <filename.yanl> AKFR YAML X4 :


https://kubernetes.io/zh-cn/docs/concepts/services-networking/ingress/#default-ingress-class
https://kubernetes.io/zh-cn/docs/concepts/services-networking/ingress/#default-ingress-class
https://kubernetes.io/zh-cn/docs/concepts/services-networking/ingress/#default-ingress-class

kubectl apply -f <filename.yaml>

3. £ Container Platform & , s AU S A Network > Ingress,
4. 1%3% Protocol , BRAE HTTP, Zi%EFE HTTPS | B4 PBHEFRZIER.
5. |mif Create, BIESEAE , BIOTIEIT ELB vila) &R AR .

Create LoadBalancer Service

1. £ Container Platform & , m i A S A Network > Services,
2. 5 Create Service , 37f External Access F71%3¥ LoadBalancer.,

3. BFF annotations , 1R EEIHEE LoadBalancer JR%Ei#.

4. A i Create,

Related Operations

Create Certificate

B HTTPS URYET | EHEFTE HTTPS IEBEIELL Secret (TLS 2R BRRTE.

1. £ Container Platform & , S5 AN S Configuration > Secrets,
2. =7 Create Secret,
3. 1%3F TLS 28! | iwFES A\EIATE Certificate 1 Private Key,

4. =i Create,
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Q Alauda Container Platform Q

Azure AKS ML YIIALECE

B=x

SCIFIESE
BT S
BBk
12 Ingress Controller
fI% Ingress #1 LoadBalancer k%
HARIRAE
BIFIES

SCHFIRESE,

X¥F
N e
y] Be )Hiljui ﬁ'ﬁ;k
LoadBalancer 2ZRA .
Service i TCHEMSMERE .

aJ1%EERZE Ingress Controller, AJ1%JS A Ingress Class TIEE
Ingress XHF (JERfE , A3 ingress B A I@ IS & B A F 3% ingress

%) .


http://localhost:4173/container_platform/zh/
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MREEAIE AKS &8 , 55 A\ Azure AKS &2,

fic & 2K

ZBZE Ingress Controller

AKS fF AaME5 , IFFIA Nginx Ingress Controller EIF fadia/as , RN BT
LoadBalancer Z57U[] Services Az NEBMLEH IR IP 3k (VIP) 1R {ESMNEIRIMIE.
1. &% Microsoft Azure FFFE NGRS AIIE M AKS £ 5.

2. £EEMS I+ , =it Kubernetes Resources > Services and Ingresses,

3. mifi Create , W\ NI EIEFE Ingress (Preview) , RGN B 3B Ingress
Controller,

4. 5if Enable 3FZ1FE/.

£1J7 Ingress Fl LoadBalancer g5

#a] PAR]BS B ingress 1 LoadBalancer RS , Al PURIE R EFEF 22—,
B17£ Ingress

1. £ Container Platform & , ZZ{|Sfin =& Network > Ingress,

2. B iy Create Ingress , 3f4 Ingress Class 1%

webapprouting.kubernetes.azure.com,
3. 1%&4% Protocol , ZARZ HTTP, #Ei%&#E HTTPS |, E G IE I ZES.

4. B Create,
$l# LoadBalancer R %

1. £ Container Platform & , Z2 S #1535 Network > Services,

2. &7 Create Service , 3£4 External Access 1%#% LoadBalancer,



3. BFF annotations , 1RiEEEIAE LoadBalancer JRE 7.

4. 517 Create,

PR ESEE

BFEUEF

£/ HTTPS HMXES , BIRHE HTTPS IEBEIERL Secret (TLS 28Y) EX{R7E.
1. £ Container Platform & , Z={l| S:fii ;5 Configuration > Secrets,

2. &iff Create Secret,

3. 1%#F TLS 28! | S A\BIET Certificate #1 Private Key,

4. B Create,
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Google GKE £

B=x

SCFFHESE
HIIR AT

BB SI%

12 Ingress Controller

SR NE YA ECE

B3 Ingress #1 LoadBalancer Service

HRIRME

1£ Google Cloud &% Ingress &R

BIEIEF

SCHFIRESE,

;12

LoadBalancer

Service

Ingress

XFF

EA
XFF

EA
XFF

T HEINIBE .

A% S Ingress Class ThgE (GG , TlAd XA R MEAE
ingress BYFaN%H% ingress 25) . TTHEFIMIBE.
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WMREDAIE GKE &5 |, H 5\ GKE &5,

fic & 2K

ZBZE Ingress Controller

TEFEERE ., GKE IRET —MEEHWNE Ingress controller , #:A GKE Ingress, X%
controller ¥ Ingress &M% Google Cloud TaZit514i2% , AAT4ME GKE Ff HTTP(S) T
ERZ , FREERREFEa3T.

£%# Ingress #1 LoadBalancer Service

#2a] PAR)BS €132 ingress 1 LoadBalancer A% , SRIEEKEHFEHF 2 —.
B13£ Ingress

1. £ Container Platform & , R AU S 1K Network > Ingress,

2. mif Create Ingress , F7F7f Ingress Class #1%3¥ GKE Ingress Class,

3. 1%&#% Protocol , BAIAR HTTP, &% HTTPS , B IEBFHEFZLES.

4. Rif Create, %1545 7344 , GKE SFALE3BNA ingress 53 EL/AM 1P ik,
FE : AR ingress RIFENELARKZAM 1P H#ik,

43 LoadBalancer Service

1. 7£ Container Platform & , =52l S fif Network > Services,
2. =it Create Service , 31t External Access F1%#¥ LoadBalancer,
3. RFF annotations , {EIEEEIAE LoadBalancer JRE 7%,

4. =i Create,

FARIRAE



1£ Google Cloud #& % Ingress K&

1. ¥t \ Google Cloud > Kubernetes Engine , mii ZZ{ll S Al Services and Ingress,

2. mifi INGRESS,

3. 7EFRFPEFXN Ingress RIRHIES.

BIFEUEH
{EF HTTPS BHYES |, BIRETH HTTPS IEREIREAEA Secret (TLS 28

1. £ Container Platform & , S5 AN S Configuration > Secrets,
2. miT Create Secret,
3. 1%3F TLS 2£8! | iwFES A\EIATE Certificate #1 Private Key,

4. 515 Create,
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friEvIatL
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A

Amazon Elastic Kubernetes Service (Amazon EKS) £ Amazon 12{t##t% Kubernetes fR
%, AT 1E AWS Cloud FAti#iE=.(MZ1T Kubernetes, £z , Amazon EKS BzhETE
RITAERLS. BENA A, FHEERIUERHMIRIS KN Kubemnetes 26 FET
SRR R | IR E T 2IFN Kubernetes iR A X,

Huawei Cloud Container Engine (CCE) 12t I FetE. SMREN MRS 25 B ETEAR
%, X#F Kubernetes community AN AT R , Gt BB R B TIHNERHE,

Azure Kubernetes Service (AKS) 1244t7E Azure. FUEF/HEOASIREFFAF AN ERR
ANV RANERA , RENRBEIZHRIRKEATFEE |, ST, %% = Kubernetes
SRS —EHEMIAE,

Google Kubernetes Engine (GKE) 12 itik A o]y EME. £B83hi Kubernetes J&% , JLFTC
& Kubernetes £MVAMRRNAI(E A, HABRBEERNEE, ERAXRMERNEERE
BA , RERESESHAMaTWUET R , MEVFEGENEIY BRMRAR , XY RE
15,000 M R

Bk

S

AWS EKS &3
Huawei Cloud CCE &£ £+
Azure AKS &3

Google GKE &£ #f


http://localhost:4173/container_platform/zh/

A&

AWS EKS &£ #f

AL

27

pats
AL

17
i

HAF
LB

efs-sc

ebs-sc

%Y - Alauda Container Platform

BIZEH RWO ij(7)
R PVC

XFF

XFF

Huawei Cloud CCE £#f
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27
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ERL:

bt
4
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AL

27

Xt
ERL:

bt
4

A

it 2

csi-nas

csi-disk

ENINE

%
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default

BIZEH RWO ij3[7)
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R3H

XFF

BT RWO i7(a]
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XF¥

XFF

Bl RWX ij3[A]
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XFF

Esy

BT RWX iji[a]
R PVC

XFF

R

BIEEH RWX iji[a]
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XFF

R

XFF

XFF

XFF
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TRER

R%f

AXHF

PVC

R

Rf

PVC

Rf

R



%Y - Alauda Container Platform

Google GKE &£ #f
pear Rl RWO 3 AR RWX 35
] . . ;'é
o] AL AEEE PVC [EHEstA PVC
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. i XHF XHF
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’ Sandat f S
fig rwo

XFF
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TRER

R
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AWS EKS S B FMEYIIsHHECE

F 45 AWS EKS HERREZHEIIALEE.

Bk

AR SIR
AR5
ALE SR
ClFEREREES
BB AFEIETE
HRIRME
A& AFHESH

A RS BR

o ZUIAR efs-sc UHFEZEIEERR AT REASTIFAURIE Y , FJBESEX PostgreSQL, Jenkins
ERMNNATAERIETT.

e AL2023 AMI A~ F5 AL &¥5 , S5 EBS 7746 (Amazon EBS CSI Driver) Joik
IFEEBE. EBS CSIKFNERMZL LEHM/ARM B GA XFF , FIKIRBIZET AMISRBISEF , T
EIRENAS . MRFEFA EBS BR1F4E3E  FRAFRARITRAIZER |, EUFER
Graviton2/3 R AX :

¢ al.medium

e al.large


http://localhost:4173/container_platform/zh/

e al.xlarge
o al.2xlarge
e al.4xlarge

WEERATER : {#H m6g. cbg. r6g. t4g % Graviton2/3 SKHIRY , IRLFEMMEREMTE
i) EBS CSI IRz FF,

A 2

o WHRE LY kubectl” F1 AWS CLI T A,
o ECOIEE EKS &8 , S A Amazon EKS &8 ; BN , /32 AWS EKS £,

o 1t EKS £ EE EFS N4 171&HHH4 Amazon EFS CSI Driver #1 EBS {Ffi&ff{E
Amazon EBS CSI Driver,

EE : EH EFS XHHFER | B7E EKS FTEMUSAIE S FfE | FHCR XHARSE ID,

W=k’

elFEREAEES

1. N FAEE , aEZMSMPR EHEE > a2,

2. BT BIEBTEAEZE SR T HIS A > ) YAML 413,

3. £ YAML XHFH ML TR |, IRIEFECEINAGTMEE, BIAHGFMHELTRA efs-sc
ZRARTF L FRA ebs-sc,

o EFS {4771
EE ¥ <File system ID> EFHASKFRE SRS ID , Fla0 fileSystemId: fs-
05aef9eledd309f2b


https://docs.aws.amazon.com/zh_cn/eks/latest/userguide/install-kubectl.html
https://docs.aws.amazon.com/zh_cn/eks/latest/userguide/install-kubectl.html
https://docs.aws.amazon.com/zh_cn/eks/latest/userguide/install-kubectl.html
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kind: StorageClass
apiVersion: storage.k8s.io/vil
metadata:
name: efs-sc
provisioner: efs.csi.aws.com
parameters:
provisioningMode: efs-ap
fileSystemId: <File System ID>
directoryPerms: "755"

o« EBS R7Ffit

allowVolumeExpansion: true
apiVersion: storage.k8s.io/vil
kind: StorageClass
metadata:
name: ebs-sc
provisioner: ebs.csi.aws.com
reclaimPolicy: Delete
volumeBindingMode: WaitForFirstConsumer

4. Ry AU
R BEAFEEABRETK , TR ERSROZEFNFEISHRIERREB RS, FI
AR HECE.

BRAFAESSIRE S B

1. EEMSIF mif FHEETE > 776828,
2. mi e LR A efs-sc 2k ebs-sc FH= miR4l > EHWME.
3. IRIEFEEZE MENHE A, mih BH BEEENLATRE.

PR ES S

Ao & A EF#ERSI

« EFS X7 S
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az

basePath

directoryPerms

uid

gid

gidRangeStart

gidRangeEnd

BAE

50000

7000000

Fim

Fim

i

bl

Fm

HmD

HmD

ik

RATEWERK. fEEMERS
az REKHHER B Rt TS K
R RfeE MRS E
FREH TSI FHERR.

SRR VIF RIS AEKRIE. KT8
ERT, IR mABEFE M R EEAR
Sk

B ViR RIRE R 7 B R
fR.

Y32 iR AR E X~ B POSIX
BFID,

A VilR AR E S 7 ) POSIX
481D,

B3 R AR E 5~ B AR
POSIX £H ID SuRl#eiaE. A&
BT uid/gid , MAEZHSE,

POSIX 4R ID SuE4EHR{E. &K
BT uid/gid , MAEZHSE,


https://docs.aws.amazon.com/zh_cn/efs/latest/ug/efs-access-points.html#enforce-root-directory-access-point
https://docs.aws.amazon.com/zh_cn/efs/latest/ug/efs-access-points.html#enforce-root-directory-access-point
https://docs.aws.amazon.com/zh_cn/efs/latest/ug/efs-access-points.html#enforce-root-directory-access-point
https://docs.aws.amazon.com/zh_cn/efs/latest/ug/efs-access-points.html#enforce-root-directory-access-point
https://docs.aws.amazon.com/zh_cn/efs/latest/ug/efs-access-points.html#enforce-root-directory-access-point
https://docs.aws.amazon.com/zh_cn/efs/latest/ug/efs-access-points.html#enforce-root-directory-access-point
https://docs.aws.amazon.com/zh_cn/efs/latest/ug/efs-access-points.html#enforce-root-directory-access-point
https://docs.aws.amazon.com/zh_cn/efs/latest/ug/efs-access-points.html#enforce-root-directory-access-point
https://docs.aws.amazon.com/zh_cn/efs/latest/ug/efs-access-points.html#enforce-root-directory-access-point
https://docs.aws.amazon.com/zh_cn/efs/latest/ug/efs-access-points.html#enforce-root-directory-access-point
https://docs.aws.amazon.com/zh_cn/efs/latest/ug/efs-access-points.html#enforce-root-directory-access-point
https://docs.aws.amazon.com/zh_cn/efs/latest/ug/efs-access-points.html#enforce-root-directory-access-point

£ pic BAE TP

s

MEFN SRS IR R T
FHAZRREAR . TEREE TR
MABRZEEHERL , 2T nfs-

subdir-external-provisioner
subPathPattern

bl

chart ] "subPathPattern” A%
£, RSB esE
.PVC.name, .PVC.namespace

1 .PV.name,

MSAZIER, WEA true
B, 7£ subPathPattern $55E K
HEUFBN UID |, RyfRiAlR AR
SESMEMMEIRR, EE X
EfE FEIAT AR A RE R

false,

ensureUniqueDirectory true

Fim

efs-
provisioningMode

o

EFS %28, BRISHHFIRIR.
ap

fileSystemld

iy

BT RIS RSE ID.

o EBS H7FAE7] BS %
EE . NEIHLEBKMRESEOEN Amazon EBS #2578 7,

. LIV N
S A E{E A
=l
"allowAutolOPSPerGBIncrease" true, false false WHE A "true" B |, 4

iopsPerGB * <#: K/)\> 1T

1, FTIRHRE AWS STHF
IOPS SEERT , CSI IKzh4
BENEMEK IOPS, #fR
NSRRI AT | RIEH


https://docs.aws.amazon.com/zh_cn/AWSEC2/latest/UserGuide/ebs-volume-types.html
https://docs.aws.amazon.com/zh_cn/AWSEC2/latest/UserGuide/ebs-volume-types.html
https://docs.aws.amazon.com/zh_cn/AWSEC2/latest/UserGuide/ebs-volume-types.html

"blockExpress"

"blockSize"

"bytesPerINode"

"csi.storage.k8s.io/fstype"

"encrypted"

"inodeSize"

AJI%E(E

true, false

xfs, ext2,

ext3, ext4
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A
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ext4
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FIEREH PVC REE
iopsPerGB i#/)\ , {HA]EE
ARSNRA , FAZEER
IOPS =T iopsPerGB &
K.

B i02 B/ I0PS R
$2FZ 256000 , IR i02
Block Express % , {B413&
K IOPS #81d 64000 %
ToiEHERE R FF 02
Block Express f3:4.,

MARE RS E A
BIR AN, AUERT Linux
TREAXHRGZEA

ext2. ext3, ext4d sk xfs,

BAWREX RGN G
inode &5 FAAF k. {0&
AT Linux "1 R BX RS
ZEARU K ext2. ext3 8%

ext4,

B BRI RS
KA, XHKNE,

B WIRE SRS B
) inode K/, {UEAT
Linux 17 m B R Ge 288
A ext2, ext3, extd gk
xfs, inode B HRGTTF



"iops”

"iopsPerGB"

"kmsKeyld"

"numberOfINodes"

"throughput"

"type"”

\ LN
A[fE
&
125
iol, io2,
gp2, gp3,
scl, stl, gp3
standard,

sbpl, sbgl

LY

SESCHERN B SR TR SR
45,

/10 B  ERT
|01, 102 1 GP3 %.

4 GiB B 1/0 X
¥, AT 101, 102 #
GP3 %.

BT INEEHEATE
ARN, KIEER , AWS (£
RS T EXISAENA KMS
A, FEMERE R
laws/ebs [R1%4A.

BWIRE ARG RE
i inode 2. {LERT
Linux 3 iR B3 RGE R

A ext2. ext3 8% ext4,

HItE , #{7 MiB/s, {X1E
TEXE gp3 BB,
PZBFERIAA 125 MiB/s,
YEN, Amazon EBS #5257

/
o

EBS #3EHY,


https://docs.aws.amazon.com/zh_cn/AWSEC2/latest/UserGuide/ebs-volume-types.html
https://docs.aws.amazon.com/zh_cn/AWSEC2/latest/UserGuide/ebs-volume-types.html
https://docs.aws.amazon.com/zh_cn/AWSEC2/latest/UserGuide/ebs-volume-types.html
https://docs.aws.amazon.com/zh_cn/AWSEC2/latest/UserGuide/ebs-volume-types.html
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Q Alauda Container Platform Q

%7~ CCE MMV HECE

Fa 5407 CCE MR R I EIIANES .,

Bk

AR SIR
B &1
ALE SR
EIVINEZ SRR
LA
PVC G kK
K X 5%

A RS BR

&M PVC HEBIRY) , Ak FRAERECH. ErRUBE THREEM,

AU 551

o MREELE CCE &5 , EFA CCEER (LB R) .

fic & 2K


http://localhost:4173/container_platform/zh/

1. B\ FAEHE | EEMSIF aE FHEE > 7482,
2. R4 A csi-nas 3% csi-disk KEMHEEHN =0 > EHMWME.

EE : A CCE&REE , AN, WM csi-disk 1ERTFAE , csi-nas {F

PR, FERBOAFEISREA.
3. IIEHB RS ME B AR, |y EH , ¥ csi-nas 3K csi-disk FEXEDELTE .

RIATFESRA

FHESA R
(¥E7£) csi-disk
(HE#£) csi-nas

csi-disk-topology

csi-local
csi-local-topology
csi-obs

csi-sfsturbo

& JLIA)

PVC 6 &KW

S Sl

RIFtE

DL REAL

BRIz

A1

EiSuREAL

ISE AL

HESE A AE

iEH

.

WFEEA |, {NFESFF csi-nas RESHIXIHAT A,

T REAXE B ERTN.

BRI FRETTIENSAERFRE.

EIAU SR E R AR PVC ¥ ERS. &ATRUET TERAFIEMD

message: "ShareLimitExceeded: Maximum number of shares allowed (10) excee

ded."



%57 CCE SR F M YIIAACE - Alauda Container Platform
Vo
LI mINE

RTRESFH PVC EIZKMK , HIAFHR. B RETAIEK :

message: "Your account is suspended and resources cannot be used"
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Q Alauda Container Platform Q

Azure AKS & FEVIIALECE

F 45 Azure AKS IR R EIIALEE .

Bk

AR SIR

AR5

ALE SR

MXER
LN EZ ST
A RS

A RS BR

ZRIAM azurefile SUEFERIEHB R BEAITARIEH |, IXFTRESEF LN AN
PostgreSQL 11 Jenkins Jj£1E #1517

A 2

o WMRECAZE AKS &8 , 15T Azure AKS £3E,

W=7’


http://localhost:4173/container_platform/zh/

LN FREH , R ZMSMTH FHEEHE > 776K,

2. A4 A default 2 azurefile K7FEEZEBZH == > BHME.
EE S AKS E£HE , 2ERBTEBIAGEMIS. #EFER default 1M |
azurefile {EASCHHEAE. FENZOAGFIEZSUER,

3. MIFBPFEEEFE MBNAC AN , mifi FH , ¥ default = azurefile g2 ECLETIE .
FE RN GFEEERNH R IR , TIRB LR BB GFEEFRIEEEBCRS .
N BEMIESER.

MXEE

BOATFESGREA

S
FHEELR i Wt
id]
(#:fF) azurefile ST 1# A Azure FRAETFABRIE Azure UHFEEE,
(#7F) default RiFfis {# M Azure StandardSSD fFE IR TEEMLE.
azurefile-csi XAETEAE f§ /3 Azure FRAEFEAERIRE Azure UL,
IR e H= T NFS
surefile-csinfs ST ﬁfl\% Azure FRAEFFERIE Azure SUFEE |, XFFNF
X
file-csi-
aenrereres SR B Azure BRI IEAUR Azure ST,
premium
azurefile-premium N TEE {F Azure SR IFAE0IEE Azure U=,
managed b5 e {#F3 Azure StandardSSD 7EESEFLERLE .
dardSSD A TR FiE (LRS) A&
managed-cs o {£ /3 Azure StandardSSD AT TEME ( ) BUEFE
B,
d-csi-
managee-es HEfE {85 Azure EERASHLTTRTEM (LRS) SUREFESHIA.

premium



Azure AKS &R F B IZATLECE - Alauda Container Platform

A6k
T4 TR gﬁ%** i
managed-premium RIFfis f# /1 Azure SR MERIRITENLEL.

i FHEESI
o BXRBIFMIESHEE N , §5 NIt Azure Kubernetes Service (AKS) #{$ 3 Azure fii#
BIEMERSE .

o BENHEMANIESIRE N , 5SS NTE Azure Kubernetes Service (AKS) F{# ] Azure 3T
HRZMERSE .


https://learn.microsoft.com/zh-cn/azure/aks/azure-csi-disk-storage-provision
https://learn.microsoft.com/zh-cn/azure/aks/azure-csi-disk-storage-provision
https://learn.microsoft.com/zh-cn/azure/aks/azure-csi-disk-storage-provision
https://learn.microsoft.com/zh-cn/azure/aks/azure-csi-disk-storage-provision
https://learn.microsoft.com/zh-cn/azure/aks/azure-csi-files-storage-provision
https://learn.microsoft.com/zh-cn/azure/aks/azure-csi-files-storage-provision
https://learn.microsoft.com/zh-cn/azure/aks/azure-csi-files-storage-provision
https://learn.microsoft.com/zh-cn/azure/aks/azure-csi-files-storage-provision

Q Alauda Container Platform Q

Google GKE &t E¥IAWACE

F &5 Google GKE S A 7 HiaLECE .

Bk

AR SIR
AR5
ALE SR
MXER
LN EZ ST
ARSI
LA
M FESILR i PVC AU RN
PRI M42E PVC TLAE R S85E

A R SR

o INAXMHFHESET PVC H/NAEN 1T , QIZMMRRERE/NT 1T, 283 BE 17,
o MAXMHFRAERRS , JBE TRREFY A,
o FOACHFAER AU MBIERRCEREITRK | 0 KEEAL TR IR | B OFRF,

AR 561


http://localhost:4173/container_platform/zh/

o BIEEENT , 7£ Google Cloud Platform ] Cluster > Features T [ Other X1, , 4%
Enable Compute Engine Persistent Disk CSI Driver # Enable Filestore CSI Driver 1%
IJﬁ\O

o 7£ Google Cloud Platform _E 5 Cloud Filestore API #1 Google Kubernetes Engine
API, ¥ 1 Filestore CSI 3Kzhij[a) Filestore S5l 7,

 7£ Google Cloud Platform VARSI HHFMERCAR. VN RIRECEAIRS] .

o MMREAE GKE &£&# , BT GKE &1,

fic & 2K

LN FEEE , REENSHE FEETE > 7682,

2. B4 5 standard-rwx 3% standard-rwo [TFEMESCERI= A58 > FHHAE.
EE S\ GKE &£ FLERINATEL., HEHEMER standard-rwx , SFMEE A
standard-rwo, ¥ 0, ZAFEZSRAA,

3. MIBPEEEF MBHHEC A, mifi F# , ¥ standard-rwx 3% standard-rwo 7725 AL
2 U=
EE  MRIBIANEMERNHE TR, iR RS RAETNFEEEFRIETEBYNSI. ¥
W, A REEESER.

MXER

RIATFEZGAA

VEALIES

TAATY B Ll
(#%¥) standard- SLtHeE {#F Basic HDD Filestore JR&E 7,
rwx 'ﬁ%

¥77) standard-
(#7%) standar T {58 PSP AR

rwo


https://cloud.google.com/kubernetes-engine/docs/how-to/persistent-volumes/filestore-csi-driver?hl=zh-cn
https://cloud.google.com/kubernetes-engine/docs/how-to/persistent-volumes/filestore-csi-driver?hl=zh-cn
https://cloud.google.com/kubernetes-engine/docs/how-to/persistent-volumes/filestore-csi-driver?hl=zh-cn
https://cloud.google.com/compute/resource-usage?hl=zh-cn
https://cloud.google.com/compute/resource-usage?hl=zh-cn
https://cloud.google.com/compute/resource-usage?hl=zh-cn
https://cloud.google.com/filestore/docs/service-tiers?hl=zh-cn#basic_hdd_and_basic_ssd_tiers
https://cloud.google.com/filestore/docs/service-tiers?hl=zh-cn#basic_hdd_and_basic_ssd_tiers
https://cloud.google.com/filestore/docs/service-tiers?hl=zh-cn#basic_hdd_and_basic_ssd_tiers

Google GKE £ B 7FiE WAL ECE - Alauda Container Platform

B R zgé‘é AR

premium-rwx éﬁzﬁ {# A Basic SSD Filestore k%= 7.

premium-rwo HiFE SSD A HEL.

enterprise-rwx fﬁﬁzﬁ {§F Enterprise Filestore = 7,

enterprise- pgYed {#F Enterprise Filestore £ 7., ¥ M), Google Kubernetes
multishare-rwx fi Engine [ Filestore ZH£=%

a] TS

o REFMEANESTR N , VN 85T,
o XHEFMEAESHREN VR RFE .

& JLIe)

A F A FiE2E PVC A3 KW

o HIIM TR , REEME+ A EH Cloud Filestore API SR/ DHNANSR ., 55 W, A 54
fi#ik -

failed to provision volume with StorageClass "standard-rwx": rpc error:
code = PermissionDenied desc = googlespi: Error 403: Cloud Filestore AP
I has not been used in project alauda-proj-1234 before or it is disable
d.

resion: SERVICE_DISABLED

o MIIITER , RRRBHFAEECEL. B2 aife 50 ffiR


https://cloud.google.com/filestore/docs/service-tiers?hl=zh-cn#basic_hdd_and_basic_ssd_tiers
https://cloud.google.com/filestore/docs/service-tiers?hl=zh-cn#basic_hdd_and_basic_ssd_tiers
https://cloud.google.com/filestore/docs/service-tiers?hl=zh-cn#basic_hdd_and_basic_ssd_tiers
https://cloud.google.com/filestore/docs/service-tiers?hl=zh-cn#enterprise_tier
https://cloud.google.com/filestore/docs/service-tiers?hl=zh-cn#enterprise_tier
https://cloud.google.com/filestore/docs/service-tiers?hl=zh-cn#enterprise_tier
https://cloud.google.com/filestore/docs/service-tiers?hl=zh-cn#enterprise_tier
https://cloud.google.com/filestore/docs/service-tiers?hl=zh-cn#enterprise_tier
https://cloud.google.com/filestore/docs/service-tiers?hl=zh-cn#enterprise_tier
https://cloud.google.com/filestore/docs/multishares?hl=zh-cn
https://cloud.google.com/filestore/docs/multishares?hl=zh-cn
https://cloud.google.com/filestore/docs/multishares?hl=zh-cn
https://cloud.google.com/filestore/docs/multishares?hl=zh-cn
https://cloud.google.com/compute/docs/disks?hl=zh-cn#disk-types
https://cloud.google.com/compute/docs/disks?hl=zh-cn#disk-types
https://cloud.google.com/compute/docs/disks?hl=zh-cn#disk-types
https://cloud.google.com/filestore/docs/service-tiers
https://cloud.google.com/filestore/docs/service-tiers
https://cloud.google.com/filestore/docs/service-tiers

Google GKE £ B 7FiE WAL ECE - Alauda Container Platform

failed to provision volume with StorageClass "standard-rwx": rpc error:
code = ResourceExhausted desc = googlespi: Error 429: Quora limit 'Stan

dardStorageGbPerRegion' has been exceeded. Limit 2048 in region asia-ea
stl.

rateLimitExceeded

RAFEIRAIE4ESE PVC TUAE R SPE

HILLT R . REZT R CSINode fiRZ) pd.csi.storage.gke.io IXFhECE . AJIBEE/S
Compute Engine Persistent Disk CSI Driver fi#/&,

TR ENAAEMSSERERATR , EMERELNE 5-10 564,

Warning ProvisioningFailed 18m (x14 over 39m) pd.csi.storage.gke.io_gke-5
chb9bddae4d1430eb8ad-01f4-2084-vm_4b4e70bd-e2db-4779-9102-fee83a657ced fai
led to provision volume with StorageClass "standard": error generating ac
cessibility requirements: no available topology found

Normal ExternalProvisioning 4m35s (x143 over 39m) persistentvolume-contro
ller waiting for a volume to be created, either by external provisioner
"pd.csi.storage.gke.io" or manually created by system administrator
Normal Provisioning 3m19s (x18 over 39m) pd.csi.storage.gke.io_gke-5cb9bd
dae4d1430eb8ad-01f4-2084-vm_4b4e70bd-e2db-4779-9102-fee83a657ced External

provisioner is provisioning volume for claim "acp-gke-test/standard"
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Q Alauda Container Platform Q

PURCIEES S

FANEHNMEEE KRS NERER EEAR 2T

MEEN BRI RXEMLELRHE S NAKRE Kubernetes S8 ACE TR &
METE X dn 2 B R R R BE ES KPR Kubernetes &3 _E f5A Kubernetes &1t HiEIC


http://localhost:4173/container_platform/zh/
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Q Alauda Container Platform Q

FAERHMRACE

B=x

sk
HIIR AT
ASNEHRIEREE

=

EEFSART , (NVRIEREZEEN | B global £EATAVIRIS ANER. &HS NG, NHRS
NERREBIEE Vi[A) global &3 , SAHIN A EE , FEMIMIMNERE , URIEFATiREAM
HIIER 21T,

AR 51

BIRATAERIF S ASR AT UIRIANEAE | IR a0 1P itk AR X N A BOIES,
EE
o AWHENFSFEVIAHIEARRE].

o MRZIBERNIRA (HTTPS ix0 , S FEVIRMtis AR ) REBRIRER AZE global &
HPTEIEHT A,


http://localhost:4173/container_platform/zh/

SNEBMEECE - Alauda Container Platform

B, MRREEMEEXEAMEBERVIETFE , WRASAERRINERER.

1. ZEZE M S A4 ST Cluster Management > Clusters,
2. mif global,
3. ;B iy Operations > CLI Tools , 3 {F AR T e S BB RS -

kubectl annotate --overwrite -n cpaas-system clusters.cluster.x-k8s.1io
<imported cluster name> \
cpaas.io/platform-ur l=<#E&IFHIE LML, 140 : https://www.domain.c

n>

AHE7RB

kubectl annotate --overwrite -n cpaas-system clusters.cluster.x-k8s.io
cluster-imported \
cpaas.io/platform-url=https://www.domain.cn
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Q Alauda Container Platform Q

ITRERSF NERHER 7

B=x

[ et
[iE7=:Ses
REERER
HRENER Y token
KA S N\ EEE API server #ihiEFN CAIEH

| L ik

HREUEZSAERTENEEREE , WMEFSEBERARFEE RS, A TRHERRS
ANERHEERRIEDIR.

AU 561

o —/NAJHK kubectl MR, T AB=ER , MIIBNER=] FMIRHEM CloudShell,
R I&HA CloudShell , ZEiX{F A Linux 2% macOS.

o EHRIMSNERM KubeConfig XHFHEHIFIZLIKT kubectl HMFNER. ABGRIRERMER
ST | SRSV AT IR ARz — -

o ZMAR : LZMINA kubeconfig Z|L L E : cp "${HOME}/.kube/config"
"${HOME}/.kube/config.backup"


http://localhost:4173/container_platform/zh/

FHRSNER{ZE - Alauda Container Platform

e fEE AT : IXRE KUBECONFIG MRAEFEME S AM kubeconfig : export

KUBECONFIG="/path/to/imported/kubeconfig"

o A7 £ kubectl & FH/RFATIRE , BEARKIA LT :

1. export KUBECONFIG="/path/to/imported/kubeconfig:${HOME}/.kube/config"
2. kubectl config view --flatten > "${HOME}/.kube/merged.kubeconfig"

3. export KUBECONFIG="${HOME}/.kube/merged.kubeconfig"

REVEERHE R

IRHEEBE token

1. PITA T 64
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kubectl get ns cpaas-system > /dev/null 2>&1 || kubectl create namespac
e cpaas-system

kubectl create serviceaccount k8sadmin -n cpaas-system

kubectl create clusterrolebinding k8sadmin --clusterrole=cluster-admin

--serviceaccount=cpaas-system:k8sadmin

cat | kubectl apply -f - <<EOF
apiVersion: vi1i
kind: Secret
metadata:

name: k8sadmin

namespace: cpaas-system

annotations:

kubernetes.io/service-account.name: "k8sadmin"

type: kubernetes.io/service-account-token
EOF

kubectl -n cpaas-system describe secret \

$(kubectl -n cpaas-system get secret | (grep k8sadmin || echo "$_")
| awk '"{print $1}') \
| grep -F 'token:' | awk '{print $2}'
| warnING

IRVEQIEE T —/ cluster-admin EiF , BiZEER T AN H,

o HOJRE , RAEEAH/IMPRA RBAC , BABRSEEIRRE AT HRIE.
o BRERFX token , fFTEEE A R AR 5.
o PR&HPERTRUEEL cpaas-system #&TIAIFH] secret ST,

2. LN 2 L —3KER ) token 7R451.,
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~]# kubectl create serviceaccount k8sadmin -n kube-system
'k8sadmin created

J# kubectl create clusterrolebinding k8sadmin --clusterrole=cluster-admin --serviceaccount=kube-system:k8sadmin
clusterrolebinding. rbac.authorization.k8s.io/k8sadmin created
[root@ ~]# cat > /root/k8sadmin.yaml <<EOF
> apiVersion: v1
> kind: Secret
> metadata:
> name: k8sadmin
> namespace: kube-system
> annotations:
> kubernetes.io/service-account.name: "k8sadmin"
> type: kubernetes.io/service-account-token
> EOF
[root@ ~]# kubectl apply -f /root/k8sadmin.yaml
secret/k8sadmin created
[rootg@) ~]# kubectl -n kube-system describe secret $(kubectl -n kube-system get secret | (grep k8sadmin || echo "$_") | awk '{print $13}') | grep token: | awk '{print $2}'
eyJhbGei0iJSUzITNiIsImtpZCI6IkxCNkM4ZBdpV2Nbelllb1FFRmV6c3UyREBTMZRnU181LUVGZm4BMDI4SG81fQ. eyJpc3Mi0iJrdWI1cmbldGVzL3N1enZpY2VhY2NvdW58Iiwia3ViZXJuZXR1cybpby9zZXJ2aWN1YWNjb3VudCIuYW11c3BhY2Ui0iJrdWJ1Ly
XN5c3R1bSIsImt1YmVybmVBZXMuaW8vc2VydmljZWF jY291bnQvc2VjemVBLm5hbWUi0iJrOHNhZG1pbiIsImt1YmVybmVBZXMuaW8ve2VydmljZWF jY291bnQvc2Vydml jZS1hY2NvdW56Lm5hbWUi0iJrOHNhZG1pbiIsImt1YmVybmVOZXMuaW8vc2VydmljZWF jY|
291bnQvc2VydmljZS1hY2NvdW58LnVpZCI6I jYxNDMSZWF 1L TcwNGUENDIZMy1hZTBkLWUyMTgwNTM2ZDgB0SIsInN1YiI6InNSc3R1bTpzZXJ2aWN1YWNjb3VudDprdWJ1LXNSc3R1bTprOHNhZG1pbil9. HB1X9cLjyKemjT9NpB6Koil V8aLhCwYWTBUC8NEDr9aN
kB-_sz501AMgWYJB6cxJfmsGOL2iVP87RP21aergnJafew4H6CWoUhk2WHGLs jzIp2hc3cWr84HQy TSWVXJtzL Tné8jbBpv63Nk1ISRUEp-Uf2BqbafOyNT5PZK4TpG2JYGMyalgMmvxsNyPdbBzm9izt TvzEqcA2QpLyoWzhAeG5fpa_sBjLek8brypZHNTp-6G814]
UnEyDv-ipgt8IpRXHHGre TtVGBTT8edQW6UIESCAiRWV2zeIVACC409qkKaw_j6YUNRT4dwN81gL GskHBOrn11pInZBLEFVAA

3. IE token T HARTE),
18 FRAEARTSTHFARAT JWT token I T AT token , BAFIIRARIIE], 2NRAATLERFPEETK
FIHFER (B "exp” H5E , ATRIFTR) |, MFEEZINEZ BRTEEEINEE,
BEAEN , B HIRMEF IR ARIRA S

HAJWT Token:

R e e e Ll B B b L L

NDcOODM30Swic3Viljoic3lzdGVtOnNIcnZpY2VhY2NvdW500mRIZmF1bHQ6Y 2xzLWFjY2VzcyJ9.k17-
f7K6w4VrgNvelOLmejXEqb_uaj6p5rOUI6oHYFQv3t3hoCCnPzE7qWTNGv39j9A95hdTYJklAohktz-
Rnkl7qlr7Acll73nsMyYUJ66x2ZTqQxIIBiwOr1_5d0JHsgANb1SQ36vv8IrtXefkBgn_OQLErz9eUzS6WGNqRvWM04418y
T8i6N9rG1IRCWQgN7q-
HBhxhWeafKIZtrCEzY]j911Ubj630y1nzhWDyfglgFgN2EBSCQqH2fDJOHDuZkfAtpo4Qt3B47Q-

34KIGEISdXTgkybaadOCRou7VogiVPqQRRWRVWVICLHLLFTFiyasksz8jVP46c-BSHACZo_g @
%

JWTHRAE T
n % 7 R/alg:
jwt 2 & #&/lIssuer:

Z &8/ Issued At:

3T AR (B Expiration:

W —75/Audience:

HEEAF / Subject:

I TIP

SRR EFE RS IWT SEBFFICRA "exp": 1684486916, , X{EHA UNIX Bf[R)E , AJE#h UTC
i,

SERURTRIE (RSHIRIASR )
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kubectl delete clusterrolebinding k8sadmin
kubectl -n cpaas-system delete secret k8sadmin

kubectl -n cpaas-system delete serviceaccount k8sadmin

LS \E B API server #13HF1 CAMES

l TIP

MEECEITFESNEHTNEMR Parse KubeConfig File IHREFRERT API server #ititF1 CAIE
F, ARk ALIR,

1. PUTA T4

kubectl --kubeconfig "${KUBECONFIG:-${HOME}/.kube/config}" config view
--show-managed-fields=false --flatten --raw -ojsonpath='{$.clusters..cl
uster.server}'

addr_apiserver='<Selected API server address>'

kubectl --kubeconfig "${KUBECONFIG:-${HOME}/.kube/config}" config view
--show-managed-fields=false --flatten --raw \
-ojsonpath="{$.clusters[?(@.cluster.server == '${addr_apiserve
r}')].cluster.certificate-authority-data}" \
| { base64 -d 2>/dev/null || base64 -D; }
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Q Alauda Container Platform Q

MAEEARENGRGEBE ?

B=x

[
FLEM A TR G OEREE

)l iR

FEBHEGNEGOETFATRERRM HTTPS RS , B IRERAIERBMAN ML LK
B TLSIUED. MREEEXCE  BIRBUTERLEEN B HEITH.

ELEXN AR 2HGCEFEREE

R

s IEREERBGNTR , AEIMANT R , #LMATECEFHER Containerd,
» Containerd v1.4/v1.5 5 v1.6 RECEMBARE , ERIEEMARAEFAEN DIR,

L ASAEHNEN TR LETU TG4

o HHECEXM


http://localhost:4173/container_platform/zh/
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mkdir -p '/var/backup-containerd-confs/'
if ' [ -f /etc/containerd/config.toml ]; then

echo 'X %l Containerd BCE. iHKZE containerd BRIEMTIE. MNTER
R, BERARA S !

exit 1
else

cp /etc/containerd/config.toml /var/backup-containerd-confs/confi
g.toml_$(date +%F_%T)
fi

o KHY Containerd J&1TAYhR A

ctr --version | grep -Eo 'v[0-9]+\.[0-9]+\.[0-9]+'

Containerd v1.4 v1.5 " L2 A ERE
2. S NEHNEINT R LIE1TAU T R4

o YWtE /etc/containerd/config.toml

[plugins."io.containerd.grpc.vl.cri".registry]
[plugins."io.containerd.grpc.vl.cri".registry.mirrors]
[plugins."io.containerd.grpc.vl.cri".registry.mirrors."<regis
try-address>"]
endpoint = ["https://<registry-address>", "http://<regist
ry-address>"]
[plugins."io.containerd.grpc.vl.cri".registry.mirrors."192.16
8.134.43"]
endpoint = ["https://192.168.134.43", "http://192.168.13
4.43"]
[plugins."io.containerd.grpc.vl.cri".registry.configs]
[plugins."io.containerd.grpc.vl.cri".registry.configs."<regis
try-address>".tls]
insecure_skip_verify = true
[plugins."io.containerd.grpc.vl.cri".registry.configs."192.16
8.134.43".tls]
insecure_skip_verify = true
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o EJ3 Containerd,

systemctl daemon-reload && systemctl restart containerd

Containerd v1.6 ~AE4L A ERE
2. S NEHNEINMTT R LIETU TSRS

e WBREFEABGFA config_path .

if ! grep -gF 'config_path' /etc/containerd/config.toml; then
if grep -gE '\[plugins."io.containerd.grpc.vl.cri".registry.(mirr
ors|configs)(\.|\])' /etc/containerd/config.toml; then
echo "J&#%EB“Containerd v1.4 v1.5 ALLOERE " PHSERIE,
else
cat >> /etc/containerd/config.toml << 'EOF'
[plugins."io.containerd.grpc.vl.cri".registry]
config_path = "/etc/containerd/certs.d/"
EOF
fi
fi

config_path_var=$(grep -F '/etc/containerd/certs.d' /etc/containerd/c
onfig.toml)
if [ -z "$config_path_var" ]; then

echo 'Xff# config_path WESE, FRE !’

exit 1

fi

o B hosts.toml I{&.
WRAERSSHE T BB Containerd vi.4 vi.5 FREVERE"FHSERME,
52 W, Containerd v1.4 v1.5 N &6 /EAIE.,
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REGISTRY='<registry address obtained in the "Get the registry addres

s" section>'

mkdir -p "/etc/containerd/certs.d/$REGISTRY/"
cat > "/etc/containerd/certs.d/$REGISTRY/hosts.toml" << EOF
server = "$REGISTRY"
[host."http://$REGISTRY"]
capabilities = ["pull", "resolve", "push"]
skip_verify = true
[host."https://$REGISTRY"]
capabilities = ["pull", "resolve", "push"]
skip_verify = true
EOF

o EJ3 Containerd,

systemctl daemon-reload && systemctl restart containerd
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Q Alauda Container Platform Q

M B E X an & R R E NS R

B=x

sk
BAEDIR

=

PNV SRR, FE KEROARBERAILED eth.*len.* |wl.* [ww.* FHEKIM-LEZFR,

STRPFEENKMREHR , BIERETEEEMNERERE. Ak, FASIHERMRXRIR

S, FXREMTRELBIE.

BRAELIR

1. %&3% global &E£#HAITHI TR , 1/ kubectl T T an 4
2. B4, 7£ global &£ &P BRIV FEREHK moduleinfo BIRZFR

kubectl get moduleinfo | grep -E 'prometheus|victoriametrics'

R


http://localhost:4173/container_platform/zh/
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global-6448ef7f7e5e3924c1629fad826372e7 global prometheus
prometheus Running v3.15.0-2z2231204040711-9d
1fc12474c2 v3.15.0-2z231204040711-9d1fc12474c2 v3.15.0-2z22312040407
11-9d1fcl12474c2

ovn-0954f21f0359720e8c115804376b3e7e ovn prometheus
prometheus Running v3.15.0-2z2231204040711-9d
1fc12474c2 v3.15.0-22z231204040711-9d1fc12474c2 v3.15.0-222312040407
11-9d1fcl12474c2

3. RV S E BTV K moduleinfo ‘&I , % ovn-0954f21f0359720e8c115804376b3e7e 25
R E— BRIV S & B moduleinfo RIRZFR -

kubectl edit moduleinfo ovn-0954f21f0359720e8c115804376b3e7e

4. 750 valuesOverride FEL , FARIEFR(S BEBRFERMNENFRER :

spec:
valuesOverride: # WMRLAFEAEE, FTEL spec THIYE valuesOverride FE
SO 5

ait/chart-cpaas-monitor:
ovn: # B AWVEERLIR
indicator:
networkDevice: eth.*|em.*|en.*|wl.* |ww.*|[A-Z].*1i|custom_inte

rface # ¥ custom_interface #H¥thETE NIERFIERN, WRIEMILACKREFR

5. %45 10 n¥ja , RET REZNEKMSEHERER , BIABBAER.
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Q Alauda Container Platform Q

A RS NHIPRHE Kubernetes S BHACE BT
XKE 7

H=x

R
HIIR &A1

BRI

E _|+\ A
s din
B R Kubernetes ESATE G , WIS ZER LB Kubernetes API k%2581 HE

R, FEARRMNIERRETITIE.

AAERTEHFE T RSB TEIRKARAE Kubernetes &8f , BI205T kubeadm &
B, MERATIEERDERETHIFET REFEE = Kubermetes &,

AR 561

o FrAE Kubernetes £HESAFA.
o EAIMBEREMFPHREGNITHITEET A,
o SERHFFRMRAER kubeadm XA& API fR$-2558 Pod B %

1% : /etc/kubernetes/manifests/kube-apiserver.yaml ,


http://localhost:4173/container_platform/zh/
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BRAEDIR

1. BUEEAHA) policy.yaml BHITIREECH.
FR#E Kubernetes JRAIRE apiversion

e Kubernetes 1.24 ZHijhRA : audit.k8s.io/vibetal

e Kubernetes 1.24 ZPUGhRAS : audit.k8s.io/vi1

EANTRE :
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apiVersion: audit.k8s.io/vi1

kind: Policy

omitStages:

- "RequestReceived"

rules:

- level: None

users:

system: kube-controller-manager
system: kube-scheduler

- system:serviceaccount:kube-system:endpoint-controller

verbs: ["get", "update"]

namespaces: ["kube-system"]

resources:

group: ""

resources: ["endpoints"]

level: None

nonResourceURLS:

/healthz*
/version

/swagger*

level: None

resources.:

group:
resources: ["events"]

level: None

resources:

group: "devops.alauda.io"

level: None

verbs: ["get", "list", "watch"]

level: None

namespaces:

kube-system
cpaas-system
alauda-system
istio-system

kube-node-lease

resources:

group: "coordination.k8s.io"

resources: ["leases"]

- level: None

resources:

group: "authorization.k8s.io"

resources: ["subjectaccessreviews"

4

"selfsubjectaccessreviews"]
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- group: "authentication.k8s.io"
resources: ["tokenreviews"]
- level: Metadata
resources:
- group: ""
resources: ["secrets", "configmaps"]
- level: RequestResponse
resources:
- group: ""
- group: "aiops.alauda.io"
- group: "apps"
- group: "app.k8s.io"
- group: "authentication.istio.io"
- group: "auth.alauda.io"
- group: "autoscaling"
- group: "asm.alauda.io"
- group: "clusterregistry.k8s.io"
- group: "crd.alauda.io"
- group: "infrastructure.alauda.io"
- group: "monitoring.coreos.com"
- group: "networking.istio.io"
- group: "networking.k8s.io"
- group: "portal.alauda.io"
- group: "rbac.authorization.k8s.io"
- group: "storage.k8s.io"
- group: "tke.cloud.tencent.com"
- group: "devopsx.alauda.io"
- group: "core.katanomi.dev"
- group: "deliveries.katanomi.dev"
- group: "integrations.katanomi.dev"
- group: "builds.katanomi.dev"
- group: "operators.katanomi.dev"
- group: "tekton.dev"
- group: "operator.tekton.dev"
- group: "eventing.knative.dev"
- group: "flows.knative.dev"
- group: "messaging.knative.dev"
- group: "operator.knative.dev"
- group: "sources.knative.dev"
- group: "operator.devops.alauda.io"

- level: Metadata

| TIP
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MREBEARET 1.24 , (XEH apiversion FEEHMA audit.k8s.io/vibetal , REENA
HABORIFAL,

2. % policy.yaml _E{ERIENEHIFET RK /etc/kubernetes/audit/ B3R,

I WARNING

s MREHEZANTHFETR , F EERIENTR.
o MREFAGEE , FFIEIE /etc/kubernetes/audit/ .

3. BUENEHFET R LM /etc/kubernetes/manifests/kube-apiserver.yaml 344,
1 spec.containers[].command PIRAIIEREFATEITHERSE

28] WA
==
o
--audit-policy- PIRE A
=
=
file /etc/kubernetes/audit/policy.yaml ,
--audit-1log-
= WIRRER json .
format
W E A
--audit-log-path 2
/etc/kubernetes/audit/audit. log .
--audit-log-mode & EF{E  batch .
--audit-1log-
= LY = . \ e
= HITAEXHRAA/N (MiB) ., #5EE - 200 ,
maxsize
--audit-log-
= = N\
£ REBAFITEEXHE. #HEE: 2 .
maxbackup

B
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- --audit-log-format=json
- --audit-log-maxbackup=2
- --audit-log-maxsize=200
- --audit-log-mode=batch

- --audit-log-path=/etc/kubernetes/audit/audit. log

--audit-policy-file=/etc/kubernetes/audit/policy.yaml

4. #E[E— kube-apiserver.yaml X RMNETERIEERACE.

F£ spec.containers[].volumeMounts NN :

- mountPath: /etc/kubernetes/audit

name: k8s-audit

7 spec.volumes ¥R :

- hostPath:
path: /etc/kubernetes/audit
type: DirectoryOrCreate

name: k8s-audit

WARNING

s MREFAZSNMEFIFETR  FESDTREINXFRL.

e volumeMounts[].name WMMASXNWE volumes[].name {RFIF—2K.

o ANEFUIFEH IR /etc/kubernetes/audit ,

5. (RIFAFFHEAEALE B BE.
BESNEEFERDT R EEBREMT /etc/kubernetes/audit/audit. log M., IR
HHEEREBEHEITCR , NECEAR.

1ls -1 /etc/kubernetes/audit/audit. log
tail -n 20 /etc/kubernetes/audit/audit. log
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BIE AN RS

B=x

| AnRse

TREK
REINE
Bk global SHERSWFER
HHREE

BUIIRME IR
EAXER
TRXE
T RS

B JRiRfE
BEUEHE
KEXTE

AU 51

TREK
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http://localhost:4173/container_platform/zh/
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LRSI TET BEMEE , EHRT RALSSHNEM SRR , BT R
ES[i7SARSIVEES AP Sy =R

2. WIET RURMEARGININIZ R BRSHF | VB N SHFAIREARGAINZ,
3. MR TRI AMARE , BARERESET ot > Taka.

4. IR M 1P ToRE SSH EHEVIR , AT IR SOCKSS 12 , global %3
BB R RS AT A

TREES

AEFTREF | SRS S B E A BRI S T AL

MRMRFRER G RIS |, R ERRGREIEs. MREE , TUSA self-built
vIP , J8IT keepalived STENER{4 kIS4,

B (R A B , BICK SR RECE IR . IREFRBINEES VIP 7R R
TR IREZW , B EH DNS iR M I FEMACEEE,

FEE : self-built VIP AXIEFIHLECE.
RIS WE R A R E R E BT A IEHI AT A igH 6443 | 11780 F1 11781 ,

MRER XA —MEHFETR , BERZTR P EASERRSH , MERESTTENEAT
RY BASTHZTR. Fit, BMEE AT RER , WENURARIES.

JBA self-built vIiP B, & :

1. AT FK VRID
2. 37#F VRRP YRXEEH ML
3. FraEHIFET RA VIP B FR—FM , B VIP AMESEMAT R IP 18R,

% global EREIKER

FAER global EBSUFERZ ARETAN. BRER—NE , BE :

1. AP R EBHR ML External Access , HfR global HEEBEARINV R &R, MK ESKRIE
global WAJIARIFAEIEEI FET SMimO 6443 . 11780 F0 11781 .


http://localhost:4173/container_platform/zh/install/prepare/download.html#download_core_package
http://localhost:4173/container_platform/zh/install/prepare/node_preprocessing.html#supported_os_and_kernels
http://localhost:4173/container_platform/zh/install/prepare/node_preprocessing.html#node_checks
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2.8 global WIDMVS-EBEOARAERSMDNE, BUEEMV S ERBERT | ¥zttt DUF R FE R0
BIERE | 48 cpaas.io/platform-url , {EA global BIAM[ajbiE,

RBOE

SRBEGHFFANE. B CEMALEE=FEM.

o FANE : {#H global EERMHNBEGREE. HEMIELANE global , BFSNANE
B FEAR NSNS HbE ,

s NELE : FHLAECHNEGEE. XTRITSEGHEXRINECENETS , MIKATRAX
.

o NEBE  EFRAFEALRGLE. ERIEFERERTALCERE.

ZTRIMER Kube-OVN f Underlay 7% | i§$% 1% Kube-OVN Underlay #FE R4,

BIRIRIELIR

1. #N\ B R OE , SELMSHAEHK Clusters/Clusters,

2. Ry BIEEEREE,
3R ERAEE. AN, TRENY KRS,

2GR
2 1A
FrB AR AT AR, | MR EMERNFR AT,
Kubernetes
IR

Y SRR A SRS RAETNREM S,


http://localhost:4173/container_platform/zh/configure/networking/how_to/kube_ovn/kubeovn_underlay_py.html
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Bz ThS ZRATR ML containerd fE AR Z5E1THT .

THE=MER ; IPv4 Bk IPv6 Bk, IPv4/IPv6 Xk,

S REMLE N
AR EEVEARE , SWHAMED REMECE IPv6 it ; MK INGRE
IFREET 'S
IP Mtk / W& EETWEHEFNES  FTTEEUBES VIP,
self-built VIP : ZRIARM , (NYKRERBERNER. BAR &
EiinR EFRFEENEPE keepalived SRIVERMATAEINME.
SMERE) - MERES global HEFALER—MKIMER | EE A& ERK
AMNERR] VA [R) AL
I—‘Q oo
Bax ML
Kube-OVN

Alauda FFERIMVER = R4 Kubernetes RaSMEIRHERSE. B4 OpenStack 4Ms s #h
KIMLEBESISI N\ Kubernetes , XIFE=MLEETE, {EEMK LM SEMREE L. hixsk
BEEZ = |, FNAIEIEF Kubernetes RESMLE IR LM, SIRRZERFMAE.

2% Vi

X M#R Cluster CIDR , ZRIRBRIAFMER, SR¥AUR SE T ARINERSMF- .,
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Overlay : BT EAER MR A EIAMLE , Ty BYIEMLE IR, £J% Overlay 2
TS, SEB¥ENFTA Overlay FM{g ARG R NIC #1773 NIC FLE.
Underlay : {R#HWIEMEREMER A , ATEHEA Pod SRR ML |t
REMABE L EBMEE M. Underlay FRIET RMIE & LR NIC , BRTH#E
ML NIC A%0% BT Underlay , RBEASHMIREL SSH, 4J# Underlay 2k
AFMIES | S8 NIC SCRRAFHEMZEZIA NIC | 55 NIC AFHEMLSEF T =
NIC L.

o ERARIC : 4IERLE R et , B Cluster CIDR E&fIR =ittt (WARAE
Cluster CIDR H#IFSEEIN) .
« VLAN ID : BARIHMARR (VLANS) |, fla0 o .

o RE P ZEABINENRE P, T MRNEHHMEES K P,

Kubernetes Z&%U 54 ClusterIP f{] Service {EFEH] IP #UHEE |, AEESEIAFMTE
BEE,

Overlay {42\ , T a5 Pod B{={E AN IP HUETRE , FEESZIAF AR
% CIDR E&,

Calico B—F=—EMXMERTR , ARFRUR LML T,

BOAFM

UiBA

M#F Cluster CIDR , FRIRENAFMEL, SR¥GUR ST ANNELSMF- R,
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[i-E: Kubernetes Z$%Y4 ClusterlP (] Service 1§ FAfK) IP HitiESEEE , RAESZRHATF
CIDR MTEE B,
Flannel

Flannel A% BANTA R R RABFMNERE | AT [REN RN BFFMAE R
—HIEEHA IP Hutik, Pod FRARIBEAMANAGER TR , TR LM Pod ADEART R
B ERER 1P 3ttt | IR A B SFEIBERR , THFERE 1P FR[AE,

e iR

SRR AR Pod (A IP AR, FFRELIAHRNE TEIM TR
A5 fcks Pod BIERK IP $E.

fii FE  FASRIELRRE BINTEER T AMNZ AT R, FHFERMMET
HiRREBR.
BT EHOER  SHNEARTER , HEEALMLE,
R% Kubernetes 2&%Y°4 ClusterIP 4] Service {§ A IP #bSGE , ReES A28 FM
CIDR BEES,
Custom

BB RBRHMMEGIEC |, B BRENX B, SRAEBRINEAFRIRMEIECT.

2 A



DA E ¥ - Alauda Container Platform

ESi3
CIDR S B R AJEE Pod (/K IP T,
RS Kubernetes Z5%U 54 ClusterlP f#] Service {F R IP #UGE , RNeES RS F
CIDR MITEEE,
TRXE

e WiEA

SR REMLR IR AR IR O R & B K.

EE
e
B o ¥ Kube-OVN BRIAFRIE) Underlay {£HitsE , JRTEEMRAFR , AR
YERFHE LG BIZRIA NIC,

o FARIANRFIGFRINT eth. len. [wl. |ww. HIM-EREITIAIR, FEBEM
AN, ES %2 B E L n & KRR E SRS B X RIR , iR
AREEMIEM-RIRE.

AEREAT R IP RENEIEATE KT REFR,
TR
R

TR EEFNEEAT RETE  BREFT AT RENAME—.

TR AT R BISRRE , B WNERIRE IRREFENT RIES. R TARINT /RS¥R.


http://localhost:4173/container_platform/zh/observability/monitor/how_to/special_network_card_name.html
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% #F Prometheus # VictoriaMetrics,
1%E$% VictoriaMetrics I |, EEfCE BpE LAY .
- ZB% VictoriaMetrics : ¥}ZEfFE VMStorage, VMAlert, VMAgent Z A Hx<4

.
- B8 VictoriaMetrics Agent : {{\#E HEXELAH VMAgent, AR FEXRIKFEAT
E#PE /K VictoriaMetrics S , A&ERIRERITIRS .

WEFMEERFRITAMNT R, IFEEARFEE N ATE T RAUEHIFE T R.

MR NNERMERE , BWMTEFTET R, SREEAIE , FHIEEDN Kt
T AP EETE T R,

i

EHIFET & - a0z 1T kube-apiserver, kube-scheduler, kube-controller-
manager, etcd, REMEZRINFEBIEAHE. BHA AFHENA &, S5 FET
R ATE TR T RIEA.

THATR : REUAEERTETHLS Pod,

TR IPvA ik, RS AERER | IHET R 7LE IP,

S DA 1Pva/IPve ST AR , T i IPv6 i3k,
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SRAFER TE 5 R K EHITET A AW, ERAEXISSTETS S E SN E A
BN EEV 4835 Pod BINEET .

BIR
T R,

R
AIR)TY s SSH RSB A]ZEHR i) 1P Hhudit,

SSH

JE

P BT ssh <FE&>0<FA IPva itk BRFA , NKESWATRE | BUEST
BRI 1P B NAT 4hK 1P, #8fR global SHERFRAIEGERAITLL IP EET .
WMATRERARMEZEOLFR. WEFOBREABULLKZNT (NLERE , LS
)
Kube-OVN Underlay : 775 NIC > &£ NIC

M2

PR Kube-OVN Overlay : i s NIC > &£ NIC > T mENAM BTN A NIC
Calico : &2 NIC > T A XTI NIC
Flannel : &3 NIC > 77 R ZRARK XTI K NIC

FERAR

£ T EE AR EBRASTHFNHEMAERLE |, (NFEAE A Underlay FMIBIEEE AR
AT .
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ERE AR, BEAREEAFEMEEGA NIC , ATEMECET = NIC,

SSH %05, #lan 22 .
SSH A% , FAMEE root R, #IZ0 root .

EREG AR R SSHiIgH., & global SETUAEKIEIL SSH UIRIFEFARIMNT
R (30 global SEFFSWHFERAER—FM , Fm IP A global SKETEEED
[EIKAM 1P) B , FIFEHIFRHECEARIEMAXRSH. RERHEE , TEIAEE
ABEPET R

EE : BRMYSCHF SOCKSS A3,

ViRt ;- ARIRRRS-28dk | 40 192.168.1.1:1080
Arsg  eRERSZ0A 4.

TG - Rl AR 55 2 A ERD,
BRFT REANEARE I MIAEEE. EREHE

R« FIRHLEA root SR A4 RIS SSH #HRS,
B4R HIRMLAAE root BURK) FLEA K FLEAEHD.

KU RIHEERCEOBHRRFAER | FERM RN R SHEHE.


http://localhost:4173/container_platform/zh/configure/networking/functions/configure_subnet.html#kube-ovn_underlay_bridge_network
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EAREIT BIEER TWEENT , TEE NERKE 1T RN R SHEtE , WERF
R EFECEIE.

EE D IRENERRBIEARIE— R EFHER.

o ROMARCES , FEVREY RS , R E RS BENATH , BEMIZRIA®E
%
o ZHIAK Key SZUASH Key BER , NEZZNARE.

BRI

1. Rl ¥ RSW RITRERS , AR BRI TSR RS

e iR

kubeletExtraArgs , Kubelet FRERSMNECE S %K.

TR B AL K TR IPRE SR RESBIERINAR
Kubelet 2%t BCE , 884 max-pods , A TR IPHE , FTREEHTE

Kubelet %%
ETRETHRA Pod 12, ZECENEREER.

7£ Kubelet 2% X3 HI8 max-pods: HATFIE4T Pod ¥E HEEXEESE
INME. AWEEERY , BiUERNAE (TA IPHE) SR T 256 .
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Controller
controllerManagerExtraArgs , Controller Manager RIERSMICE S35,
Manager %%

Scheduler &

" schedulerExtraArgs , Scheduler IESMNICE %K.

APIServer &
apiServerExtraArgs , APIServer [EISMNICE S,

m

APIServer publicAlternativeNames , WEBHIMAR APIServer ijajitil, {X[HE

URL IP 533 4% , &K 253 F4&F.

P ERFMER  DEMEXNTEIMCE R TTHIRGHE | HTAA S0 SA AR
/

BHERIESR.

4. R Bl , IR[EIERSIRTE , £ECREN SIS,

CUFEIEEAS (S

ERPIENE
FEENPIRTE , TEACORENIIR. NTREN QR Ml  TEESUTHE.
SR

1. RIEERFREANN/NEDR EEDITEHE,

2. B HPITHEXNEET , I EFENITHE (status.conditions) .
N« YEIFUNTHTHRSRRBRE BB RERE |, BRARREENNIER (EEXTF)
+, TEFRRFEEM(SE (status.conditions.reason) .
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N
REXTE

SRR , T R EE AR TR ERMEPRE .
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Q Alauda Container Platform Q

RTFEEESIFE

Hosted Control Plane (HCP) 2 —fii2 8RN L EFFETEET | ¥ixhTERSIET RN E.
BNEHNTHI TEEH SN MIHTEETEENF , N RIRIERE | IMRERAZEMNT
R, FHEF L ERHREN Y R,

l Note

X5 Hosted Control Plane A RBEEIS R E= A FEAE , Frkl Hosted Control Plane fI3C4#Y
IRFEVE RN ST RS L R 3EE 72 Hosted Control Plane 7,



http://localhost:4173/hosted-control-plane/zh/
http://localhost:4173/hosted-control-plane/zh/
http://localhost:4173/hosted-control-plane/zh/
http://localhost:4173/container_platform/zh/
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0 Alauda Container Platform Q

SR R

£ 5B Kubernetes TR B node-role.kubernetes.io/<role> AT RN BECAE
Kfg., ATHRATE , BIVEHEFEHRAN A ERE.

BOAMBAT , RREAIMMIEINT R 6 FET RMTETR , 2ARTASEH L
YETRER AN A TAETAER,

EEHS
o BHIFATRHAAAIE node-role.kubernetes.io/control-plane .
E

£ Kubernetes v1.24 2z Hj , XMW {FHEMREE node-role.kubernetes.io/master 3E#R
CIEHTFE T R. ARABIERAE , XSS ARG ET RS 8RE.

o THETREVANZEAEHRE , ERMATUEI AT R ECA BARE node-

role.kubernetes.io/worker .
[T XA A AR, |, RETAELENT R EEXBEXNACAKRE , Dt—S % H
ARETHEESTY, B4 -

o RATPARINABIRE node-role.kubernetes.io/infra , ¥ D EIEEA iInfraT =, BT
ARE AR LR

o {RATARINMAEIRE node-role.kubernetes.io/log , ¥ DRIEEA log TR, FIIHET
A HEELL.

AT URANALEE infra TRMBEXART R , PR TERBIBEIXLET R L.
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EIEARTAER EAIE Infra TR
RN Infra 7 B
IR L AT RBIRAR Infra £ BAREE
IR 2 AT REFARMIER
IR 3 1 WIS T R
# Pod X% Infra 17 1
B T R ALk
E N BE AT RK—RRDR
HIR 1 FIEE XA ERE
IR 2 0 RIS TS R
IR 3 WUFACE
B RIRERTREAGHT R
T2 1 : %N Log A AR
IR 2 1 AT RIS R

PR 3 WUEAREMT5 R

\|

\|

AT SR AU Infra T

BOMELT , SR NEEHFET RAMTETR. WRFAABELE TN RIEENTHE
EatiR At infra TR, FRFNAXLTY AR INAEN E‘]ﬁﬁﬂ%*@ﬁ/’i‘f\

E

ATERE(CERTIEARTZER, AU TRERAIFESER (Hl20Bd Alauda
Container Platform EKS Provider S£BHHHEEIEM EKSFEEER) . F=A&EHET R
FRAARTRE ARG ER EPUT

A0 Infra o 5y,

FIR 1 AT REIEARM Infra B EARE

N
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kubectl label nodes 192.168.143.133 node-role.kubernetes.io/infra="" --ov

erwrite

Zan4 AT & 192.168.143.133 5/l infra A @AREE : node-role.kubernetes.io/infra:
", FRONIAT A infra TR

NS R AR LIE A TESRBOAE R infra 17 .

kubectl taint nodes 192.168.143.133 node-role.kubernetes.io/infra=reserve
d:NoSchedule

ZE5 AT A 192.168.143.133 FRAINIS A node-
role.kubernetes.io/infra=reserved:NoSchedule , RRRBRLILTEHNN BABEEEZ

BT R

IR 3 EARR RIS A

KRENREACHE infra fi BARERT R

Name: 192.168.143.133

Roles: infra

Labels: node-role.kubernetes.io/infra=""

Taints: node-role.kubernetes.io/infra=reserved:NoSchedule

Wit BRT A 192.168.143.133 EHECE N infra T s, , FFHAITR  node-

role.kubernetes.io/infra=reserved:NoSchedule .

¥ Pod 13743 Infra T &,

WMRFFEELFE Pod FER infra Tl , FEMNTALE :
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o {FH nodeSelector F55E infra f IR,
e ILEXNRBZITR.

PAF & —AMECE IE1TE infra T LX) Deployment JRfI/E .,

apiVersion: apps/vi
kind: Pod
metadata:
name: infra-pod-demo
namespace: default

spec:

nodeSelector:
node-role.kubernetes.io/infra: ""

tolerations:

- effect: NoSchedule
key: node-role.kubernetes.io/infra
value: reserved

operator: Equal

nodeSelector #fi{F Pod (iR EZH B HRE node-role.kubernetes.io/infra: "" TS,
BEBCE 5 Pod B2ZJ558 node-role.kubernetes.io/infra=reserved:NoSchedule .

BEXEECE |, Pod BAAEER infra T4,
EE

18T OLM Operators s & EHHHLER Pod A—ERTH 2| infra T , EBIHTHEUR
T % Operator S &R IBHARACE.

EhaVEiI=v b1

[(R7 infra T, ARATBEEAER T mIEE A Hth T A AR
B AE,

SR, FRERS

FATUBIE A TAE N RAELE S B XA RHKENANNER , FHEEAEENLAET R,
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EXBEXNABET R —RSIER
ARSI infra T A2,

IR 1 RIE E XA AR

kubectl label nodes <node> node-role.kubernetes.io/<role>="" --overwrite

¥ <role> FH# RHIEBHI A AL FR , 20 monitoring, storage B log.

HIR 2 1 ARINXT RS R

kubectl taint nodes <node> node-role.kubernetes.io/<role>=<value>:NoSched
ule

¥ <role> B AEENHARL , <value> H# AFZ A | 40 reserved 8% dedicated, %
BN |, (BEEBT AR BAFEWE.

FIE 3 WIUFACE

kubectl describe node <node>

HyfR Labels # Taints FEERM T IAHKBE XA REE.
T~ SEERTHEAHNT &
MRFAEME—ANETRTREAEAGNT R, TR log . BAKRENT.

IR 1 0 Log AR

kubectl label nodes 192.168.143.133 node-role.kubernetes.io/log="" --over

write

GHREETRINAT RITEE AT BEMAXTIERER.
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SR 2 1 AT RN R

kubectl taint nodes 192.168.143.133 node-role.kubernetes.io/log=reserved:
NoSchedule

A REEAR BB T REEEERLT R

I\VW\O

IR 3 1 BUEARE TR

Name: 192.168.143.133
Roles: log
Labels:

node-role.kubernetes.io/log=reserved

Taints: node-role.kubernetes.io/log=reserved:NoSchedule

EXRFTREMNEENA log TR, FHHBHMHARENTA.

BT ALK, AR URIET R T GBStk 5 Kubernetes i, fe FH TR ERRE
t, WRETAETERESEN T R L.
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Q Alauda Container Platform Q

etcd 0%

AIERFE BN, THAEANIIR{E ACP 4 etcd Encryption Manager , PASRIREE BEPY etcd %iiE
MEFLAR B ik,

TR IFAETE etcd FRBUBEIRE (20 secrets F configmaps) {FRARESEIANE , NMERE
BT LM,

Bk

| %
TR
BIARE
1RIEIER
MBS

R

&% 0, Cluster Plugin 3REX T8,

e

EE
o WHIHF:

¢ On-Premises & &
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o DCS &8
o« RXFF:

e global cluster

TR

KA , R1E kube-system @ZTEEIE— etcd-encryption-manager IZHIZR , %I
2% :

o THIESH etcd BURMEEL.

RERIL 8 MERPALSTHFRIRHFKS.
EHHTAEHT R ERINEEE.

fih& kube-apiserver PNBETE4A.
BEEBRIR , A EAERNELE.

FERMRMELTET |, ERHRFFIRE.

RABCE

2 =1

LR secrets, configmaps
EE* 256-bit AES-GCM
Loz 13] 168 /NEf (7 X)

SIS
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L& XX

iz S
/etc/kubernetes/encryption-provider.conf WBIINRACE
/etc/kubernetes/encryption-provider-history.bak IEEAIEE (AT®E)
/etc/kubernetes/encryption-provider-bak/ THAR BB MR A

RERE
EATIA T KB UBTIHRE

kubectl get EtcdEncryptionConfig default -o yaml

NG R
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apiVersion: cluster.alauda.io/vialphal
kind: EtcdEncryptionConfig
metadata:

name: default

spec:
resources:
- secrets
- configmaps

rotationInterval: 168h0mOs
type: aesgcm
status:
deployStatus:
192.168.100.1:
revision: 3
state: Success
192.168.100.2:
revision: 3
state: Success
192.168.100.3:
revision: 3
state: Success
migration:
completeTimestamp: "2025-05-27T05:47:01z2"
resources:
- secrets
- configmaps
revision: 3
state: Success

revision: 3
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Q Alauda Container Platform Q

PURCIEES S

ANEFEBRCERMSMNREM /A Manager SRE& L1, Pod Al EFHALES


http://localhost:4173/container_platform/zh/

KN B G A FEARINSNERA )L - Alauda Container Platform

Q Alauda Container Platform Q

FARNEFR G B ERINSNRT At

B=x

Overview
Prerequisites

Procedure

ALEF & %G FERRERM R

Overview

% global HEHEA Platform Built-in fHREFER , WHEHBEENSFERZCEAEL
1%, ZEBROENMURSET global SEENEMAM , ARV E & o] vla].,

FEFRELEGRT , WEEHTRITEEZIR global SEMGGEEMI—mHFII global
SRUTRARIESTD , MEFEFUTAAEBNSEHE.

FIERN BRI AT B RN G C FEECE — NN ATt |, DRV S-S B ERR R

Prerequisites

FIaZHT , FHEEUNTAR :

o MVSERT RAIIAAIE A
o IBA&3EE M 1P Hiht
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o ANV RHIR SSLUEF

I WARNING

¢ BARASF AR
. BHRZAAE) P ALES B AT gloval EBFTARSITET A

Procedure

o & & % 6 B UER A% FR AL

1. B33 2B PEREFIE] global HEFHI—ITHITFHEHT R
2. QBB EIH L IEBR TLS Secret :

kubectl create secret tls registry-address.tls --cert=<certificate-file
name> --key=<key-filename> -n kube-system

NI

kubectl create secret tls registry-address.tls --cert=custom.crt --key=

custom.key -n kube-system

TE  RIBEBSE , EXE global &Ff kube-system w34 ZS[A]F registry-address.tls
Secret RIS RART(A) , UEHIE HART A B i

3.7 global HEFHMI—ITHITFE™ RBI3E ingress FLN :
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REGISTRY_DOMAIN_NAME=<www.registry.com> # & A{REA][a)154
cat << EOF | kubectl create -f -
apiVersion: networking.k8s.io/vi1
kind: Ingress
metadata:
annotations:
nginx.ingress.kubernetes.io/backend-protocol: HTTPS
name: registry-address
namespace: kube-system
labels:

service_name: registry

spec:
rules:
- host: $REGISTRY_DOMAIN_NAME
http:
paths:
- backend:
service:

name: registry
port:
number: 443
path: /v2/
pathType: ImplementationSpecific
- backend:
service:
name: registry
port:
number: 443
path: /v2/_catalog
pathType: ImplementationSpecific
- backend:
service:
name: registry
port:
number: 443
path: /v2/.+/tags/list
pathType: ImplementationSpecific
- backend:
service:
name: registry
port:
number: 443
path: /v2/.+/manifests/[A-Za-z0-9_+.-:]+
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pathType: ImplementationSpecific
- backend:
service:
name: registry
port:
number: 443
path: /v2/.+/blobls/[A-Za-z0-9-:]+
pathType: ImplementationSpecific
- backend:
service:
name: registry
port:
number: 443
path: /v2/.+/blobls/uploads/[A-Za-z0-9-:]+
pathType: ImplementationSpecific
- backend:
service:
name: registry
port:
number: 443
path: /auth/token
pathType: ImplementationSpecific

tls:
- secretName: registry-address.tls
hosts:
- $REGISTRY_DOMAIN_NAME
EOF

HINZEML ... created MINENFRIR ingress A1 AN,

4. 1B BB 1EFE Registry Service BIR :

kubectl -n kube-system get svc | grep registry

# Service NFFE , WIBEE -
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cat << EOF | kubectl create -f -
apiVersion: vi1i
kind: Service
metadata:
labels:
name: registry
service_name: registry
name: registry
namespace: kube-system

spec:
ports:

- protocol: TCP
port: 443
targetPort: 60080

selector:

component: registry
type: ClusterIP
EOF

5. BB A FERG AR IUGECE ¢

crictl pull <registry-domain-name>/automation/gaimages:hellowor1ld

%

podman pull <registry-domain-name>/automation/qaimages:hellowor ld
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Q Alauda Container Platform Q

{# A Manager RE&{L . Pod 14BE

A15FM Kubernetes R 3BT IR T — SRR B T B3N T, NM4B201 5 FAANSRIE
CPU ManagerPolicy, Memory ManagerPolicy 1 Topology ManagerPolicy, &idt/mA
CPU 8B . NUMA FRAIMERIFRTINGFT , AT RUA KR TAE e f— BB IR FIE (L AIMERE,

Bk

SOEIRIATIR &1

R FFLE : /=5 Kubelet it &
WAt E  reservedMemory
¥ FfcE

HE

KBERIEAATA

PN

SO BRI FIETIE 5 A

A BEMIR
o FEAHPENOVIAAIR. kubectl EIRAPRMAK T i SSH RIAUR.
TEfREESK

o ASKIEF CPU 1 NUMA ZEFIME |, Pod Mz 1T4E Guaranteed QoS 25| : requests =
limits B CPU ASEEAZETEE (H120 2. 4) .
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ENEFARES

» HugePages NEATERIILEIN. 17 HugePages XHF , EEAARBHTHFHIRA.

RIRFF4E : 7~ Kubelet Bit &

BEUT FECRMNE] /var/lib/kubelet/config.yaml , FRIEERRIMEFZLE :

cpuManagerPolicy: "static"

cpuManagerPolicyOptions:
full-pcpus-only: "true"

cpuManagerReconcilePeriod: "5s"

reservedSystemCPUs: ""

memoryManagerPolicy: "Static"
reservedMemory:
- numaNode: 0
limits:
memory: '"2048Mi"
- numaNode: 1
limits:

memory: '"2048Mi"

topologyManagerPolicy: "single-numa-node"

topologyManagerScope: "pod"

WiAR :

e full-pcpus-only: "true" FENTIRFIEIR—F4E,
e topologyManagerScope: pod H{R[E— Pod NEHIA 2 XFF2IFERIEK NUMA FaFh.,

o reservedvemory WAIFEET kubelet BEEMIREREITE GERLT—T) .

{15 reservedMemory
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HEAK :

R_total = kubeReserved(memory) + systemReserved(memory) + evictionHard(me
mory.available)

i NUMA TR M reservedvdemory ZFIREZET R_total .
HIRE (5% N4~ NUMA 7 )

1.37t8 R _total (B Mi) .

2. TTHEBAMARL :

e base = floor(R_total / N)

e rem = R_total — base x N

3. Sy EC¥E -

e NUMA & 0 = base + rem

o H%& NUMA Tim = base
KA (24 NUMA 1)

¢ kubeReserved=512Mi , systemReserved=512Mi , evictionHard=100Mi - R_total =
1124Mi

e base=562 ,rem=0

reservedMemory:
- numaNode: 0
limits:
memory: "562Mi"
- numaNode: 1
limits:

memory: "562Mi"

M ABCE

HXEINTR
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1. RS ARAAEFHIKE Pod

kubectl cordon <node>
kubectl drain <node> --ignore-daemonsets --delete-emptydir-data

2. {21k Kubelet 351K

sudo systemctl stop kubelet
sudo rm -f /var/lib/kubelet/cpu_manager_state

sudo rm -f /var/lib/kubelet/memory_manager_state

3. B ST AR B3) Kubelet

sudo systemctl daemon-reload

sudo systemctl start kubelet

Kt

4.

S

B A
kubectl uncordon <node>

o XtF DaemonSet #1&%; Pod , & B E Bk Pod.

5. BWIFRERE

kubectl get nodes
kubectl get pods -A -0 wide | grep <node>

Iouk

CPU ManagerPolicy k&

sudo cat /var/lib/kubelet/cpu_manager_state | jq

KE :
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e .policyName = '"static"

e .defaultCcpuset ¥|HIEEF CPU

o .entries BIRAZTS CPUKNBELRA

Memory ManagerPolicy X

sudo cat /var/lib/kubelet/memory_manager_state | jq .

KE :

e .policyName = "Static"

o REBINTZRAFIULAL R total
e Guaranteed Pod #R#E single-numa-node SRERSTECEIXTR. NUMA T =

KARRIEANIT A
CPU ManagerPolicy

« BH : JA Guaranteed Pod A Ecitd 438 CPU
e BCE : cpuManagerPolicy: static , full-pcpus-only: "true"

e 1738 : {XX Guaranteed Pod 43 ; Burstable/BestEffort 1~3540

Memory ManagerPolicy

o BH : 7£ NUMA T 2R AUTREE 3F3%3 Fr 77

e BCE : memoryManagerPolicy: "Static" , reservedMemory

e 1T/ : 5 Topology ManagerPolicy A& ¥R R{E

Topology ManagerPolicy

o B FEBD NUMA TR _ESSFF CPU. A& S EC

e BZE : topologyManagerPolicy: single-numa-node , topologyManagerScope:

o #83 : best-effort, restricted, single-numa-node (4&)

pod
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RiE
I7=)

NUMA node : JEZ—RF5[a)8,

CPU pinning : A48 2% CPU
NUMA affinity : {4c(# 5 CPU [f— NUMA T3 mEINTF

Topology alignment : ¥ CPU, RNFEFR&ELETRE— NUMA T &

Guaranteed Pod : requests = limits ; CPU PATTEAZEFEE



BN EENE - Alauda Container Platform

Q Alauda Container Platform Q

Updating Public Repository Credentials

B=x

Overview

Procedure

Overview

Public Repository B— MHFARENKAFTEKMEHRECERS . YEFEEREH
Public Repository {ENEEGCER , EEEHINEM public-registry-credential
Cloud Credentials , PAF#{R & B AR AN LL6 FEF B

Procedure

1. B3k R Customer Portal , FFWA LA AAEE THEScBaFH SER S0 TR
LRLRARIAESC 4,

2. £ B R BHIAENSAAET , #tA &5 > Cloud Credential,

3. ¥kEJ&A public-registry-credential HIZ=FEUE , REGM TR SEAPH FH.
4. & _EENHB R #i5Yy , _EEEM RER Customer Portal FERKIAIES 4,

5. |y ST AN FAERL.
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