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1. & ] FHhR A<

WRIEGESE A , RS E global R A ModulePlugin #1 ModuleConfig &R :

NAME AGE
kyverno  4d20h

NAME AGE
kyverno-v4.0.4  4d21h

XFRRE P EE ModulePlugin kyverno , BRRA v4.0.4 BEA7.

2. 6% Modulelnfo

B3 —A Moduleinfo ERLEEYE , BATHTACESE

apiVersion: cluster.alauda.io/v1alphal
kind: ModuleInfo
metadata:
annotations:
cpaas.io/display-name: kyverno
cpaas.io/module-name: '{"en": "Alauda Container Platform Compliance for Kyverno",
"zh": "Alauda Container Platform Compliance for Kyverno"}'
labels:
cpaas.io/cluster-name: global
cpaas.io/module-name: kyverno
cpaas.io/module-type: plugin
cpaas.io/product: Platform-Center
name: kyverno-global
spec:
version: v4.2.0

FEEA

o name : ERHHEMHAIGEZFR. FASRIBRNSELIRERE®SR , /A <cluster-name>-<p
BzE> 40 global-ee98c9991eal464aaa8054bdachab313 |
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label cpaas.io/module-name : JFLZFR , Y405 ModulePlugin &JRULHAL,

label cpaas.io/module-type : EEFEL , A plugin ; REKAFEREIELERIK.
e .spec.config : FNRXF ] ModuleConfig AT , AFE BT,

e .spec.version : FEETEMFHEMEIRA , W25 ModuleConfig Ff4] .spec.version [GHZ,
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RE IR

1. B4R B BJF Secret

kubectl create secret docker-registry my-registry-secret \
--docker-server=registry.company.com \
--docker-username=<username> \
--docker-password=<password> \
--docker-email=<email@company.com> \

-n kyverno

2. fic & Kyverno {# 3% Secret (#7%)

apiVersion: v1
kind: ServiceAccount
metadata:
name: kyverno
namespace: kyverno
imagePullSecrets:

- name: my-registry-secret

3. Kyverno Deployment i &

MRFLEFZMHERIES] , ATRLEREAMES Kyverno ] Deployment :
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apiVersion: apps/v1
kind: Deployment
metadata:
name: kyverno
namespace: kyverno
spec:
replicas: 1
selector:
matchLabels:
app: kyverno
template:
metadata:
labels:
app: kyverno
spec:
serviceAccountName: kyverno
imagePullSecrets:
- name: my-registry-secret
- name: gcr-secret
- name: dockerhub-secret
containers:
- name: kyverno
image: ghcr.io/kyverno/kyverno:latest
env:
- name: REGISTRY_CREDENTIAL_HELPERS

value: "ecr-login,gcr,acr-env"
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1. & A 2R4R

cosign generate-key-pair

2. BESH

cosign sign --key cosign.key registry.company.com/app:v1.0.0

3. B EALLOUE SR
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apiVersion: kyverno.io/v1
kind: ClusterPolicy
metadata:
name: require-signed-images
spec:
validationFailureAction: Enforce # [HiFF%4454
background: false
rules:
- name: check-signatures
match:
any:
- resources:
kinds:
- Pod
verifyImages:
- imageReferences:
- "registry.company.com/*" # KMBE/NFEBEENEG
attestors:
- count: 1
entries:
- keys:
publicKeys: |-

# FELLAERE cosign.pub WA

MFkwEwYHKoZIzj0CAQYIKoZIzj@DAQcDQGAE8NXRh95@IZbRj8Ra/NIsbqOPZr M
5/KAQN@/KjHcorm/J5yctVd7iEcnessRQjU917hmK06IWVGHpDgulyakZA==

mutateDigest: true # BRI ATLMFHEER

4, N

# NV SR
kubectl apply -f signature-policy.yaml

t = TRE ARG (KKK

kubectl run test --image=nginx:latest

t =isfTEga%RG (AT

kubectl run test --image=registry.company.com/app:v1.0.0
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apiVersion: kyverno.io/v1
kind: ClusterPolicy
metadata:
name: require-dual-signatures
spec:
validationFailureAction: Enforce
background: false
rules:
- name: critical-app-signatures
match:
any:
- resources:
kinds:
- Pod
verifyImages:
- imageReferences:
- "registry.company.com/critical/*"
attestors:
# BB BB NS
- count: 1 # LLHESH
entries:
- keys:
publicKeys: |-

t ZEHBAAST
MFkwEwYHKoZIzj0CAQYIKoZIzj@DAQcDQGAE8NXRh95@IZbRj8Ra/N9IsbqOPZr M
5/KAQN@/KjHcorm/J5yctVd7iEcnessRQjU917hmKO6IWVGHpDgulyakZA==

- count: 1 # FFARHEIAES
entries:
- keys:
publicKeys: |-

# FREN LA
MFkwEwYHKoZIzj0CAQYIKoZIzj0DAQcDQgAEyctVd7iEcnessRQjU9T7hmKO6IWY
GHpDguIyakZA8nXRh9501ZbR{8Ra/NIsbqOPZrM5/KAQNG/K jHcorm/J5==

mutateDigest: true

R 2 1 RNEMEE AR ERR
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apiVersion: kyverno.io/v1
kind: ClusterPolicy
metadata:
name: environment-specific-verification
spec:
validationFailureAction: Enforce
background: false
rules:
B A IR AR AL
- name: production-must-be-signed
match:
any:
- resources:
kinds:
- Pod
namespaces:
- production
verifyImages:
- imageReferences:
- N BTERBROIE S
failureAction: Enforce # k%4 NIFHLE
attestors:
- count: 1
entries:
- keys:
publicKeys: |-

R e o
MFkwEwYHK0ZIzj@CAQYIKoZIzj@DAQcDQgAE8NXRh950IZbRj8Ra/NIsbqOPZr M
5/KAQN@/KjHcorm/J5yctVd7iEcnessRQjU917hmK06IWVGHpDgulyakZA==

mutateDigest: true

# FFRR TR
- name: development-warn-unsigned
match:
any:
- resources:
kinds:
- Pod
namespaces:
- development
- staging
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verifyImages:
- imageReferences:
- "registry.company.com/*"
failureAction: Audit
attestors:
- count: 1
entries:
- keys:
publicKeys: |-

¥ FRZEZES
MFkwEwYHKo0ZIzj0CAQYIKoZIzj@DAQCDQGAEyctVd7 iEcnessRQjU9T7hmKO6IWY
GHpDguIyakZA8nXRh9501ZbRj8Ra/NIshqOPZr fM5/KAQNO/K jHcorm/]5==

mutateDigest: true

3 (EREREREREHS

ERMVIREH | TR X.509 IEH ¢

cosign sign --cert company-cert.pem --cert-chain ca-chain.pem \

registry.company.com/myapp:v1.0.0
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apiVersion: kyverno.io/v1
kind: ClusterPolicy
metadata:
name: certificate-verification
spec:
validationFailureAction: Enforce
background: false
rules:
- name: verify-with-certificates
match:
any:
- resources:
kinds:
- Pod
verifyImages:
- imageReferences:
- "registry.company.com/*"
attestors:
- count: 1
entries:
- certificates:

cert: |-

# NRIRZER (BB AESIER)
MIIDXTCCAkWgAWIBAGIJAKoK/heBjcOuMABGCSqGSIh3DQEBBQUAMEUXCZAIBGNY
BAYTAKFVMRMWEQYDVQQIDApTH211LVNOYXRIMSEwHwYDVQQKDBhIbnRLcm5 1dCBX
aWRnaXRzIFBOeSBMAGQWHhCNMT cwODIAMTE xNzQuWhcNMTgwODI4MTExNzQuiljBF
MQswCQYDVQQGEwIBVTETMBEGATUECAWKU29tZS1TdGFOZTERMBBGATUECGWYSW50
ZXJuZXQgV21kZ210cyBQdHkgTHRKMIIBI jANBgkghk iG9w@BAQEFAAOCAQSAMIIB
CgKCAQEAUUEXVilGeXIZ3ulNul 7wl rA7VkgJoGpB1YPmYn1S7s0bTgg0GSgMUvqU
BdLXcA03ZCOXuKrBHBL1tveNdFHynfx0tkAOCZ j irD6uQBrNPiQD1gMYMy14QIDAQAB
o1AwT jAdBgNVHQAEFgQUAKs8VQFhVLp534W1sFVLOVgnQxwwHwYDVRQj BBgwF oAU
hKs8VQFhVLp5J4W1sFVLOVgnQxwwDAYDVROTBAUWAWEB/zANBgkghk iGIweBAQUF
AAOCAQEAUUEXVilGcXIZ3ulNuL7wLrA7VkqJoGpB1YPmYn1S7s0bTggOGSqMUvqU

rekor:
url: https://rekor.sigstore.dev
mutateDigest: true
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{# FH Kubernetes Secrets ZfE /N 4AEB AT -

o IEIRL M | BT SHIEMIAE Kubernetes Secret 2
o FENEARIE | TTHB YRR A] E H %4
o 3[alEH) : {FH RBAC =HIMERT L[] Secrets

RIEITIA8

1. & FFFEE4A%) Secret

cosign generate-key-pair

kubectl create secret generic cosign-public-key \
--from-file=cosign.pub=./cosign.pub \

--namespace=kyverno

kubectl get secret cosign-public-key -n kyverno

2. 71 Kyverno fi, & RBAC

B17E Kyverno i Service Account

apiVersion: v1
kind: ServiceAccount
metadata:

name: kyverno-secret-reader

namespace: kyverno

A3235]8) Secret B§ Role
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apiVersion: rbac.authorization.k8s.io/v1
kind: Role
metadata:
namespace: kyverno
name: secret-reader
rules:
- apiGroups: [""]
resources: ["secrets"]
verbs: ["get", "list", "watch"]

resourceNames: ["cosign-public-key", "team-keys"]

¥ Role 485E %! Service Account

apiVersion: rbac.authorization.k8s.io/v1
kind: RoleBinding
metadata:
name: read-secrets
namespace: kyverno
subjects:
- kind: ServiceAccount
name: kyverno-secret-reader
namespace: kyverno
roleRef:
kind: Role
name: secret-reader

apiGroup: rbac.authorization.k8s.io

3. {#  Secret 5| HAE R
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apiVersion: kyverno.io/v1
kind: ClusterPolicy
metadata:
name: verify-with-secret
spec:
validationFailureAction: Enforce
background: false
rules:
- name: check-signatures
match:
any:
- resources:
kinds: [Pod]
verifyImages:
- imageReferences:
- "registry.company.com/*"
attestors:
- count: 1
entries:
- keys:
secret:
name: cosign-public-key
namespace: kyverno
key: cosign.pub
rekor:
url: https://rekor.sigstore.dev
mutateDigest: true

Mha\Be &
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cosign sign --key cosign.key registry.company.com/app:v1.0.0
kubectl apply -f verify-with-secret.yaml
kubectl run test --image=registry.company.com/app:v1.0.0

kubectl run test-fail --image=nginx:latest

Secret 4J&E A7

AR~ A

kubectl create secret generic cosign-public-key \
--from-file=cosign.pub=./cosign.pub \

--namespace=kyverno

AR NFHEFHE0E

kubectl create secret generic cosign-public-key \
--from-literal=cosign.pub="----- BEGIN PUBLIC KEY-----

MFkwEwYHKoZIzj0CAQYIKoZIzj@DAQcDQGAE8NXRh95@IZbRj8Ra/N9IsbqOPZr M

5/KAQN@/KjHcorm/J5yctVd71EcnessRQjU917hmKO6IWVGHpDgulyakZA==

--namespace=kyverno

A= )\ YAML 5845
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apiVersion: v1
kind: Secret
metadata:
name: cosign-public-key
namespace: kyverno
labels:
app: kyverno
component: image-verification
type: Opaque
stringData:

cosign.pub: |

MFkwEwYHKoZIzj0CAQYIKoZIzj@DAQcDQGAE8NXRhI5@IZbRj8Ra/NIsbqOPZr M
5/KAQN@/KjHcorm/J5yctVd7iEcnessRQju917hmKO6IWVGHpDgulyakZA==

kubectl apply -f cosign-secret.yaml

w I ERSR

= 1 : RN EHE Secret

WHagR , — T HINEEERGES
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apiVersion: kyverno.io/v1
kind: ClusterPolicy
metadata:
name: single-team-verification
spec:
validationFailureAction: Enforce
background: false
rules:
- name: verify-team-signatures
match:
any:
- resources:
kinds: [Pod, Deployment, StatefulSet, DaemonSet]
exclude:
any:
- resources:

namespaces: [kube-system, kyverno]

verifyImages:
- imageReferences:
- "registry.company.com/*"

- "gcr.io/myproject/*"
failureAction: Enforce

attestors:
- count: 1
entries:
- keys:
secret:
name: team-cosign-key
namespace: kyverno
key: cosign.pub
rekor:

url: https://rekor.sigstore.dev
mutateDigest: true

verifyDigest: true

required: true

= 2 . ZHEINFERAE Secret
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NEIERAIE & B % & B4AF Secret
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apiVersion: kyverno.io/v1

kind: ClusterPolicy

metadata:

name: multi-team-verification

spec:

validationFailureAction: Enforce
background: false

rules:

- name: verify-frontend-images
match:
any:
- resources:
kinds: [Pod]

namespaces: [frontend-*]

verifyImages:
- imageReferences:

- "registry.company.com/frontend/*"

attestors:
- count: 1
entries:
- keys:
secret:
name: frontend-team-key
namespace: kyverno
key: cosign.pub
rekor:

url: https://rekor.sigstore.dev

mutateDigest: true

required: true

- name: verify-backend-images
match:
any:
- resources:
kinds: [Pod]

namespaces: [backend-*]

verifyImages:
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- imageReferences:

- "registry.company.com/backend/*"

attestors:
- count: 1
entries:
- keys:
secret:
name: backend-team-key
namespace: kyverno
key: cosign.pub
rekor:

url: https://rekor.sigstore.dev

mutateDigest: true

required: true

g5 3 KRB BREELERS

BREWE , ZNHANIRN KR HES
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apiVersion: kyverno.io/v1
kind: ClusterPolicy

metadata:

name: critical-multi-signature

spec:

validationFailureAction: Enforce
background: false
rules:
- name: verify-critical-images
match:
any:
- resources:
kinds: [Pod]

namespaces: [production]

verifyImages:
- imageReferences:

- "registry.company.com/critical/*"

failureAction: Enforce

attestors:

- count: 1
entries:
- keys:
secret:
name: security-team-key
namespace: kyverno
key: security.pub

rekor:

url: https://rekor.sigstore.dev

- count: 1
entries:
- keys:
secret:
name: dev-team-key
namespace: kyverno
key: development.pub

rekor:

url: https://rekor.sigstore.dev



{8 Secrets AIEERZZIUE KRS - Alauda Container Platform

- count: 1
entries:
- keys:
secret:
name: release-team-key
namespace: kyverno
key: release.pub
rekor:

url: https://rekor.sigstore.dev

mutateDigest: true

required: true

7= 4 : BE&IIE(EFH Secrets

EfREHIEF{F R Secrets :
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apiVersion: kyverno.io/v1
kind: ClusterPolicy

metadata:

name: offline-verification-with-secret

spec:

validationFailureAction: Enforce

background: false

rules:

- name: verify-offline-images

match:
any:

- resources.:

kinds: [Pod, Deployment, StatefulSet, DaemonSet]

verifyImages:

- imageReferences:

- "registry.internal.com/*"

- "airgap.company.com/*"

failureAction: Enforce

emitWarning: false

attestors:
- count: 1
entries:
- keys:
secret:

name: offline-cosign-key
namespace: kyverno

key: cosign.pub

t BEAERACE

rekor:
url: ""

ignoreTlog: true

ignoreSCT: true

ctlog:
ignoreTlog: true

ignoreSCT: true

mutateDigest: true
verifyDigest: true

t BUARIUT AT URL
t ZRERAE
t Zmg SCT

t ZRAEPERRE
t Zmg SCT
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required: true
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apiVersion: kyverno.io/v1
kind: ClusterPolicy
metadata:
name: company-registry-only
spec:
validationFailureAction: Enforce
background: false
rules:
- name: check-registry
match:
any:
- resources:
kinds:
- Pod
validate:
message: "{NAF/ATBFE : registry.company.com”
pattern:
spec:
containers:

- image: "registry.company.com/*"

2. M TR R
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kubectl apply -f registry-policy.yaml
kubectl run test --image=nginx:latest

kubectl run test --image=registry.company.com/nginx:latest
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apiVersion: kyverno.io/v1
kind: ClusterPolicy
metadata:
name: multiple-trusted-registries
spec:
validationFailureAction: Enforce
background: false
rules:
- name: check-approved-registries
match:
any:
- resources:
kinds:
- Pod

validate:

N

message: "GRMICREHERSE | AR €. G(R ZKEF Docker 4"

anyPattern:
- spec:

containers:

- image: "registry.company.com/*"
- spec:

containers:

- image: "gcr.io/project-name/*"

spec:
containers:

- image: "docker.io/library/*"

spec:
containers:
- image: "quay.io/organization/*"

= 2 RNEIMEARFLR
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apiVersion: kyverno.io/v1
kind: ClusterPolicy
metadata:
name: environment-based-registry-rules
spec:
validationFailureAction: Enforce
background: false

rules:

- name: production-strict-registries
match:
any:
- resources:
kinds:
- Pod
namespaces:
- production
- prod-*
validate:
message: "A IR AVFAUERIA TR
pattern:
spec:
containers:

- image: "registry.company.com/certified/*"

- name: development-flexible-registries
match:
any:
- resources:
kinds:
- Pod

namespaces:

development
- dev-*
staging
- test-*
validate:
message: "FFAMEAVFERAT . 6R skEF Docker 45"

anyPattern:

- spec:
containers:

- image: "registry.company.com/*"
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- spec:

containers:

- image: "gcr.io/dev-project/*"
- spec:

containers:

- image: "docker.io/library/*"
- spec:

containers:

- image: "docker.io/organization/*"

s 3 : BRI E XS B
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apiVersion: kyverno.io/v1
kind: ClusterPolicy
metadata:
name: block-risky-registries
spec:
validationFailureAction: Enforce
background: false

rules:

- name: block-untrusted-registries
match:
any:
- resources:
kinds:
- Pod
validate:
message: "ANAVFFER untrusted-registry.com 5"
deny:
conditions:
- key: "{{ request.object.spec.containers[?contains(image, 'untrusted-
registry.com')] | length(@) }}"
operator: GreaterThan
value: 0

- name: allow-only-official-dockerhub
match:
any:
- resources:
kinds:
- Pod
validate:
message: "{NAFE T Docker Hub 45% (docker.io/library/*) "
deny:
conditions:
- key: "{{ request.object.spec.containers[?starts_with(image, 'docker.io/') &&
Istarts_with(image, 'docker.io/library/')] | length(@) }}"
operator: GreaterThan

value: 0

s 4 HINE BEEm
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apiVersion: kyverno.io/v1
kind: ClusterPolicy
metadata:
name: team-specific-registries
spec:
validationFailureAction: Enforce
background: false
rules:

- name: frontend-team-registries
match:
any:
- resources:
kinds:
- Pod
namespaces:
- frontend-*
validate:
message: "BimEAARIEMAE € EMET Node.js SR
anyPattern:
- spec:
containers:
- image: "registry.company.com/*"
- spec:
containers:
- image: "docker.io/library/node:*"
- spec:
containers:

- image: "docker.io/library/nginx:*"

- name: data-team-registries
match:
any:
- resources:
kinds:
- Pod
namespaces:
- data-*
- ml-*
validate:

message: "¥RIEEIBAAI{EFAATISEM ML/AT 454"

anyPattern:
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- spec:

containers:

- image: "registry.company.com/*"
- spec:

containers:

- image: "docker.io/tensorflow/*"
- spec:

containers:

- image: "docker.io/pytorch/*"
- spec:

containers:

- image: "nvcr.io/nvidia/*"

ERART

BE B AL

- image: "registry.company.com/*"
- image: "registry.company.com/team-a/*"
- image: "*/database:*"

- image: "gcr.io/project-*/app:*"

ER{ESRIE

MEERITTA

spec:
validationFailureAction: Audit
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rules:
- name: check-registries
match:
any:
- resources:
kinds:
- Pod
exclude:
any:
- resources:
namespaces:
- kube-system
- kyverno

- kube-public

& ILIA)E
L GiRiEsRER ¢

. x registry.company.com:5000/app (HR/DMIMX)

o registry.company.com/app: latest
2. WEARA :

o X registry.company.com* (HR/DHIAT)

. registry.company.com/*
3. Docker Hub #&= :

o X nginx (F&X docker.io)

o docker.io/library/nginx
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apiVersion: kyverno.io/v1
kind: ClusterPolicy
metadata:
name: disallow-privileged-containers
annotations:
policies.kyverno.io/title: Disallow Privileged Containers
policies.kyverno.io/category: Pod Security Standards (Baseline)
policies.kyverno.io/severity: medium
policies.kyverno.io/subject: Pod
policies.kyverno.io/description: >-
Privileged mode disables most security mechanisms and must not be allowed.
spec:
validationFailureAction: Enforce
background: true
rules:
- name: privileged-containers
match:
any:
- resources:
kinds:
- Pod
validate:
message: >-
Privileged mode is disallowed. The fields
spec.containers[*].securityContext.privileged,
spec.initContainers[*].securityContext.privileged, and
spec.ephemeralContainers[*].securityContext.privileged
must be unset or set to false.
pattern:
spec:
=(ephemeralContainers):
- =(securityContext):
=(privileged): "false"
=(initContainers):
- =(securityContext):
=(privileged): "false"
containers:
- =(securityContext):

=(privileged): "false"

2. M SRR
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kubectl apply -f disallow-privileged-containers.yaml

cat <<EOF | kubectl apply -f -
apiVersion: v1
kind: Pod
metadata:
name: test-privileged
spec:
containers:
- name: nginx
image: nginx
securityContext:
privileged: true
EOF

kubectl run test-normal --image=nginx

kubectl delete pod test-privileged test-normal --ignore-not-found
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apiVersion: kyverno.io/v1
kind: ClusterPolicy
metadata:
name: disallow-host-namespaces
annotations:
policies.kyverno.io/title: Disallow Host Namespaces
policies.kyverno.io/category: Pod Security Standards (Baseline)
policies.kyverno.io/severity: medium
policies.kyverno.io/subject: Pod
policies.kyverno.io/description: >-
Host namespaces (Process ID namespace, Inter-Process Communication namespace, and
network namespace) allow access to shared information and can be used to elevate
privileges. Pods should not be allowed access to host namespaces.
spec:
validationFailureAction: Enforce
background: true
rules:
- name: host-namespaces
match:
any:
- resources:
kinds:
- Pod
validate:
message: >-
Sharing the host namespaces is disallowed. The fields spec.hostNetwork,
spec.hostIPC, and spec.hostPID must be unset or set to false.
pattern:
spec:
=(hostPID): "false"
=(hostIPC): "false"
=(hostNetwork): "false"

R 2 @ BRI TAF AT R
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apiVersion: kyverno.io/v1
kind: ClusterPolicy
metadata:
name: disallow-host-path
annotations:
policies.kyverno.io/title: Disallow Host Path
policies.kyverno.io/category: Pod Security Standards (Baseline)
policies.kyverno.io/severity: medium
policies.kyverno.io/subject: Pod,Volume
policies.kyverno.io/description: >-
HostPath volumes let Pods use host directories and volumes in containers.
Using host resources can be used to access shared data or escalate privileges
and should not be allowed.
spec:
validationFailureAction: Enforce
background: true
rules:
- name: host-path
match:
any:
- resources:
kinds:
- Pod
validate:
message: >-
HostPath volumes are forbidden. The field spec.volumes[*].hostPath must be
unset.
pattern:
spec:
=(volumes):
- X(hostPath): "null"

TR 3 : b fEFiRH
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apiVersion: kyverno.io/v1
kind: ClusterPolicy
metadata:
name: disallow-host-ports
annotations:
policies.kyverno.io/title: Disallow Host Ports
policies.kyverno.io/category: Pod Security Standards (Baseline)
policies.kyverno.io/severity: medium
policies.kyverno.io/subject: Pod
policies.kyverno.io/description: >-
Access to host ports allows potential snooping of network traffic and should not be
allowed, or at minimum restricted to a known list.
spec:
validationFailureAction: Enforce
background: true
rules:
- name: host-ports-none
match:
any:
- resources:
kinds:
- Pod
validate:
message: >-
Use of host ports is disallowed. The fields
spec.containers[*].ports[*].hostPort,
spec.initContainers[*].ports[*].hostPort, and
spec.ephemeralContainers[*].ports[*].hostPort
must either be unset or set to 0.
pattern:
spec:
=(ephemeralContainers):
- =(ports):
- =(hostPort): 0
=(initContainers):
- =(ports):
- =(hostPort): 0
containers:
- =(ports):
- =(hostPort): 0
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apiVersion: kyverno.io/v1
kind: ClusterPolicy
metadata:
name: disallow-capabilities-strict
annotations:
policies.kyverno.io/title: Disallow Capabilities (Strict)
policies.kyverno.io/category: Pod Security Standards (Restricted)
policies.kyverno.io/severity: medium
policies.kyverno.io/subject: Pod
policies.kyverno.io/description: >-
Adding capabilities other than ‘NET_BIND_SERVICE' is disallowed. In addition,
all containers must explicitly drop ‘ALL' capabilities.
spec:
validationFailureAction: Enforce
background: true
rules:
- name: require-drop-all
match:
any:
- resources:
kinds:
- Pod
preconditions:
all:
- key: "{{ request.operation || 'BACKGROUND' }}"
operator: NotEquals
value: DELETE
validate:
message: >-
Containers must drop ‘ALL‘ capabilities.
foreach:
- list: request.object.spec.[ephemeralContainers, initContainers, containers][]
deny:
conditions:
all:
- key: ALL
operator: AnyNotIn
value: "{{ element.securityContext.capabilities.drop || ‘[]1' }}"
- name: adding-capabilities
match:
any:
- resources:
kinds:
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- Pod
preconditions:
all:
- key: "{{ request.operation || 'BACKGROUND' }}"
operator: NotEquals
value: DELETE
validate:
message: >-
Any capabilities added other than NET_BIND_SERVICE are disallowed.
foreach:
- list: request.object.spec.[ephemeralContainers, initContainers, containers][]
deny:
conditions:
any:
- key: "{{ element.securityContext.capabilities.add || ‘[]% }}"
operator: AnyNotIn
value:
- NET_BIND_SERVICE

RE% 5 : Z5KIE root A FIE1TA S
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apiVersion: kyverno.io/v1
kind: ClusterPolicy
metadata:
name: require-run-as-nonroot
annotations:
policies.kyverno.io/title: Require Run As Non-Root User
policies.kyverno.io/category: Pod Security Standards (Restricted)
policies.kyverno.io/severity: medium
policies.kyverno.io/subject: Pod
policies.kyverno.io/description: >-
Containers must run as a non-root user. This policy ensures runAsNonRoot is set to
true.
spec:
validationFailureAction: Enforce
background: true
rules:
- name: run-as-non-root
match:
any:
- resources:
kinds:
- Pod
validate:
message: >-
Running as root is not allowed. Either the field
spec.securityContext.runAsNonRoot
must be set to true, or the field
spec.containers[*].securityContext.runAsNonRoot
must be set to true.
anyPattern:
- spec:
securityContext:
runAsNonRoot: "true"
- spec:
containers:
- securityContext:

runAsNonRoot: "true"
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apiVersion: kyverno.io/v1
kind: ClusterPolicy
metadata:
name: environment-container-security
spec:
validationFailureAction: Enforce
background: true

rules:

- name: production-strict-security
match:
any:
- resources:

kinds:

- Pod

namespaces:

- production

- prod-*

validate:
message: "Production environments require strict container security"

pattern:

spec:

=(hostPID): "false"

=(hostIPC): "false"

=(hostNetwork): "false"
securityContext:

runAsNonRoot: "true"
containers:

- securityContext:
privileged: "false"
runAsNonRoot: "true"
capabilities:

drop:
- ALL

- name: development-basic-security
match:
any:
- resources:
kinds:
- Pod

namespaces:
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- development
- dev-*
- staging
validate:
message: "Development environments require basic container security"
pattern:
spec:
=(hostPID): "false"
=(hostIPC): "false"
containers:
- securityContext:

=(privileged): "false"

s 2 . TEGEUFEHISN

RV E TAE BN AZBIS



AR - Alauda Container Platform

apiVersion: kyverno.io/v1
kind: ClusterPolicy
metadata:
name: workload-specific-security
Spec:
validationFailureAction: Enforce
background: true
rules:
- name: system-workloads-exception
match:
any:
- resources:
kinds:
- Pod
exclude:
any:
- resources:
namespaces:
- kube-system
- kyverno
- resources:
kinds:
- Pod
names:
- "monitoring-*"
- "logging-*"
validate:
message: "Container security policies apply to application workloads"
pattern:
spec:
=(hostNetwork): "false"
containers:
- securityContext:
=(privileged): "false"
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cat <<EOF | kubectl apply -f -
apiVersion: v1
kind: Pod
metadata:
name: test-privileged
Sspec:
containers:
- name: test
image: nginx
securityContext:
privileged: true
EOF

A
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cat <<EOF | kubectl apply -f -
apiVersion: v1
kind: Pod
metadata:

name: test-host-network
spec:

hostNetwork: true

containers:

- name: test

image: nginx

EOF
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# NiZHgEFELE
cat <<EOF | kubectl apply -f -
apiVersion: v1
kind: Pod
metadata:
name: test-hostpath
spec:
containers:
- name: test
image: nginx
volumeMounts:
- name: host-vol
mountPath: /host
volumes:
- name: host-vol
hostPath:
path: /
EOF

MABHREA S
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cat <<EOF | kubectl apply -f -
apiVersion: v1
kind: Pod
metadata:
name: test-secure
spec:
securityContext:
runAsNonRoot: true
runAsUser: 1000
containers:
- name: test
image: nginx
securityContext:
allowPrivilegeEscalation: false
capabilities:

drop:

- ALL
readOnlyRootFilesystem: true
runAsNonRoot: true
runAsUser: 1000

EOF

BRAESKEK
1. NEITHRI T4

spec:
validationFailureAction: Audit

2. HFfR RSt an 4 =5 (H)
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exclude:
any:
- resources:
namespaces:
- kube-system
- kyverno

- kube-public



Security Context Enforcement Policy - Alauda Container Platform
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Security Context Enforcement Policy
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apiVersion: kyverno.io/v1
kind: ClusterPolicy
metadata:
name: require-run-as-nonroot
annotations:
policies.kyverno.io/title: Require Run As Non-Root User
policies.kyverno.io/category: Pod Security Standards (Restricted)
policies.kyverno.io/severity: medium
policies.kyverno.io/subject: Pod
policies.kyverno.io/description: >-
Containers must run as a non-root user. This policy ensures runAsNonRoot is set to
true.
spec:
validationFailureAction: Enforce
background: true
rules:
- name: run-as-non-root
match:
any:
- resources:
kinds:
- Pod
validate:
message: >-
Running as root is not allowed. Either the field
spec.securityContext.runAsNonRoot
must be set to true, or the field
spec.containers[*].securityContext.runAsNonRoot
must be set to true.
anyPattern:
- spec:
securityContext:
runAsNonRoot: "true"
- spec:
containers:
- securityContext:

runAsNonRoot: "true"
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kubectl apply -f require-run-as-nonroot.yaml

cat <<EOF | kubectl apply -f -
apiVersion: v1
kind: Pod
metadata:
name: test-root
spec:
containers:
- name: nginx
image: nginx
securityContext:
runAsUser: @
runAsNonRoot: false
EOF

cat <<EOF | kubectl apply -f -
apiVersion: v1
kind: Pod
metadata:
name: test-nonroot
spec:
securityContext:
runAsNonRoot: true
runAsUser: 1000
containers:
- name: nginx
image: nginx
EOF

kubectl delete pod test-root test-nonroot --ignore-not-found
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apiVersion: kyverno.io/v1
kind: ClusterPolicy
metadata:
name: disallow-privilege-escalation
annotations:
policies.kyverno.io/title: Disallow Privilege Escalation
policies.kyverno.io/category: Pod Security Standards (Restricted)
policies.kyverno.io/severity: medium
policies.kyverno.io/subject: Pod
policies.kyverno.io/description: >-
Privilege escalation, such as via set-user-ID or set-group-ID file mode, should not
be allowed.
spec:
validationFailureAction: Enforce
background: true
rules:
- name: privilege-escalation
match:
any:
- resources:
kinds:
- Pod
validate:
message: >-
Privilege escalation is disallowed. The fields
spec.containers[*].securityContext.allowPrivilegeEscalation,
spec.initContainers[*].securityContext.allowPrivilegeEscalation,
and spec.ephemeralContainers[*].securityContext.allowPrivilegeEscalation
must be set to false.
pattern:
spec:
=(ephemeralContainers):
- securityContext:
allowPrivilegeEscalation: "false"
=(initContainers):
- securityContext:
allowPrivilegeEscalation: "false"
containers:
- securityContext:

allowPrivilegeEscalation: "false"
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apiVersion: kyverno.io/v1
kind: ClusterPolicy
metadata:
name: require-user-id-range
annotations:
policies.kyverno.io/title: Require User ID Range
policies.kyverno.io/category: Pod Security Standards (Restricted)
policies.kyverno.io/severity: medium
policies.kyverno.io/subject: Pod
policies.kyverno.io/description: >-
Containers must run with a specific user ID range to prevent privilege escalation.
spec:
validationFailureAction: Enforce
background: true
rules:
- name: user-id-range
match:
any:
- resources:
kinds:
- Pod
validate:
message: >-
Containers must run with user ID between 1000 and 65535.
deny:
conditions:
any:
# KE Pod KHIKETL ETX
- key: "{{ request.object.spec.securityContext.runAsUser || @ }}"
operator: LessThan
value: 1000
- key: "{{ request.object.spec.securityContext.runAsUser || @ }}"
operator: GreaterThan
value: 65535
t RERFEANNZL LT
- key: "{{ request.object.spec.containers[?securityContext.runAsUser &&
(securityContext.runAsUser < ‘1000 || securityContext.runAsUser > '65535')] | length(@)
"
operator: GreaterThan

value: 0
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apiVersion: kyverno.io/v1
kind: ClusterPolicy
metadata:
name: require-non-root-groups
annotations:
policies.kyverno.io/title: Require Non-Root Groups
policies.kyverno.io/category: Pod Security Standards (Restricted)
policies.kyverno.io/severity: medium
policies.kyverno.io/subject: Pod
policies.kyverno.io/description: >-
Containers should be required to run with a non-root group ID or supplemental
groups.
spec:
validationFailureAction: Enforce
background: true
rules:
- name: non-root-groups
match:
any:
- resources:
kinds:
- Pod
validate:
message: >-
Containers must run with non-root group ID. Either
spec.securityContext.runAsGroup
or spec.containers[*].securityContext.runAsGroup must be set and not be 0.
deny:
conditions:

any:

- key: "{{ request.object.spec.securityContext.runAsGroup || @ }}"
operator: Equals
value: 0

- key: "{{ request.object.spec.containers[?securityContext.runAsGroup == ‘0"]
| length(@) }}"
operator: GreaterThan

value: 0
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apiVersion: kyverno.io/v1
kind: ClusterPolicy
metadata:
name: restrict-seccomp-strict
annotations:
policies.kyverno.io/title: Restrict Seccomp (Strict)
policies.kyverno.io/category: Pod Security Standards (Restricted)
policies.kyverno.io/severity: medium
policies.kyverno.io/subject: Pod
policies.kyverno.io/description: >-
Seccomp profile must be explicitly set to one of the allowed values.
Both the Unconfined profile and the absence of a profile are prohibited.
spec:
validationFailureAction: Enforce
background: true
rules:
- name: seccomp-strict
match:
any:
- resources:
kinds:
- Pod
validate:
message: >-
Use of custom Seccomp profiles is disallowed. The field
spec.securityContext.seccompProfile.type must be set to RuntimeDefault or
Localhost.
anyPattern:
- spec:
securityContext:
seccompProfile:
type: RuntimeDefault
- spec:
securityContext:
seccompProfile:
type: Localhost
- spec:
containers:
- securityContext:
seccompProfile:
type: RuntimeDefault
- spec:
containers:
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- securityContext:
seccompProfile:

type: Localhost
REE 5 1 BREFHTHRE
MRBHZEZFAREN

apiVersion: kyverno.io/v1
kind: ClusterPolicy
metadata:
name: require-drop-all-capabilities
annotations:
policies.kyverno.io/title: Require Drop ALL Capabilities
policies.kyverno.io/category: Pod Security Standards (Restricted)
policies.kyverno.io/severity: medium
policies.kyverno.io/subject: Pod
policies.kyverno.io/description: >-
Containers must drop all capabilities and only add back those that are specifically
needed.
spec:
validationFailureAction: Enforce
background: true
rules:
- name: require-drop-all
match:
any:
- resources:
kinds:
- Pod
validate:
message: >-
Containers must drop ALL capabilities.
foreach:
- list: request.object.spec.[ephemeralContainers, initContainers, containers][]

deny:
conditions:
all:
- key: ALL

operator: AnyNotIn

value: "{{ element.securityContext.capabilities.drop || ‘[]1% }}"
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apiVersion: kyverno.io/v1
kind: ClusterPolicy
metadata:
name: restrict-apparmor-profiles
annotations:
policies.kyverno.io/title: Restrict AppArmor Profiles
policies.kyverno.io/category: Pod Security Standards (Baseline)
policies.kyverno.io/severity: medium
policies.kyverno.io/subject: Pod
policies.kyverno.io/description: >-
On supported hosts, the runtime/default AppArmor profile is applied by default.
The baseline policy should prevent overriding or disabling the default AppArmor
profile.
spec:
validationFailureAction: Enforce
background: true
rules:
- name: apparmor-profiles
match:
any:
- resources:
kinds:
- Pod
validate:
message: >-
AppArmor profile must be set to runtime/default or a custom profile.
Unconfined profiles are not allowed.
pattern:
metadata:
=(annotations):

=(container.apparmor.security.beta.kubernetes.io/*): "lunconfined"

SRIHR
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apiVersion: kyverno.io/v1
kind: ClusterPolicy
metadata:
name: environment-security-contexts
spec:
validationFailureAction: Enforce
background: true

rules:

- name: production-strict-security
match:
any:
- resources:

kinds:

- Pod

namespaces:

- production

- prod-*

validate:
message: "Production environments require strict security contexts"

pattern:

spec:

securityContext:

runAsNonRoot: "true"
runAsUser: "1000-65535"
runAsGroup: "1000-65535"
seccompProfile:
type: RuntimeDefault
containers:

- securityContext:
allowPrivilegeEscalation: "false"
readOnlyRootFilesystem: "true"
runAsNonRoot: "true"
capabilities:

drop:
- ALL

- name: development-basic-security
match:
any:
- resources:
kinds:
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- Pod
namespaces:
- development
- dev-*
- staging
validate:
message: "Development environments require basic security contexts"
pattern:
spec:
containers:
- securityContext:
allowPrivilegeEscalation: "false"

runAsNonRoot: "true"
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apiVersion: kyverno.io/v1
kind: ClusterPolicy
metadata:
name: application-security-contexts
spec:
validationFailureAction: Enforce
background: true

rules:

- name: database-security-context
match:
any:
- resources:
kinds:
- Pod
selector:
matchLabels:
app.type: database
validate:
message: "Database applications must use specific security contexts"
pattern:
spec:
securityContext:
runAsUser: "999"
runAsGroup: "999"
fsGroup: "999"
containers:
- securityContext:
runAsNonRoot: "true"

readOnlyRootFilesystem: "true"

- name: web-app-security-context
match:
any:
- resources:
kinds:
- Pod
selector:
matchLabels:
app.type: web
validate:
message: "Web applications must use standard security contexts"
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pattern:
spec:
containers:
- securityContext:
runAsNonRoot: "true"
allowPrivilegeEscalation: "false"
capabilities:
drop:
- ALL
add:
- NET_BIND_SERVICE

R 3 B &Re ETI0ES
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apiVersion: kyverno.io/v1
kind: ClusterPolicy
metadata:
name: graduated-security-contexts
spec:
validationFailureAction: Enforce
background: true

rules:

- name: basic-security-level
match:
any:
- resources:
kinds:
- Pod
exclude:
any:
- resources:
namespaces:
- kube-system
- kyverno
validate:
message: "All containers must have basic security contexts"
pattern:
spec:
containers:
- securityContext:

allowPrivilegeEscalation: "false"

- name: enhanced-security-level
match:
any:
- resources:
kinds:
- Pod
namespaces:
- finance-*
- hr-*
- security-*
validate:
message: "Sensitive namespaces require enhanced security contexts"
pattern:
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spec:
securityContext:
runAsNonRoot: "true"
containers:
- securityContext:
readOnlyRootFilesystem: "true"
capabilities:
drop:
- ALL

- name: maximum-security-level
match:
any:
- resources:

kinds:

- Pod

namespaces:

- critical-*

- payment-*

validate:
message: "Critical namespaces require maximum security contexts"

pattern:

spec:

securityContext:

runAsNonRoot: "true"
runAsUser: "1000-1999"
runAsGroup: "1000-1999"
seccompProfile:
type: RuntimeDefault
containers:

- securityContext:
allowPrivilegeEscalation: "false"
readOnlyRootFilesystem: "true"
runAsNonRoot: "true"
capabilities:

drop:
- ALL
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apiVersion: kyverno.io/v1
kind: Policy
metadata:
annotations:
policies.kyverno.io/category: Pod Security Standards
policies.kyverno.io/description: 'Strictly follow the Security Context configuration
in the image to automatically add, allowPrivilegeEscalation:
false, capabilities drop ALL, runAsNonRoot: true, seccompProfile: RuntimeDefault'
policies.kyverno.io/minversion: 1.13.0
policies.kyverno.io/severity: medium
policies.kyverno.io/subject: Pod
policies.kyverno.io/title: Add precise Security Context configuration
creationTimestamp: "2025-06-04T03:26:547"
generation: 1
labels:
velero.io/backup-name: app-backup-20250604111354
velero.io/restore-name: app-recovery
name: add-exact-security-context
namespace: test-1
spec:
admission: true
background: true
emitWarning: false
rules:
- match:
any:
- resources:
kinds:
- Pod
context:
- name: namespacelnfo
apiCall:
urlPath: "/api/v1/namespaces/{{request.namespace}}"
jmesPath: "metadata.labels.\"pod-security.kubernetes.io/enforce\" ||
"restricted""
preconditions:
all:
- key: "{{ namespacelnfo }}"
operator: NotEquals
value: "privileged"
mutate:
foreach:
- list: request.object.spec.containers



Security Context Enforcement Policy - Alauda Container Platform

patchStrategicMerge:
spec:
containers:
- name: '{{ element.name }}'
securityContext:
allowPrivilegeEscalation: false
capabilities:
drop:
- ALL
runAsNonRoot: true
seccompProfile:
type: RuntimeDefault
name: add-container-security-context
skipBackgroundRequests: true
- match:
any:
- resources:
kinds:
- Pod
context:
- name: namespacelnfo
apiCall:
urlPath: "/api/v1/namespaces/{{request.namespace}}"
jmesPath: "metadata.labels.\"pod-security.kubernetes.io/enforce\" ||
"restricted'"
preconditions:
all:
- key: "{{ namespacelnfo }}"
operator: NotEquals
value: "privileged"
- key: "{{ request.object.spec.initContainers || ‘[]' | length(@) }}'
operator: GreaterThan
value: @
mutate:
foreach:
- list: request.object.spec.initContainers
patchStrategicMerge:
spec:
initContainers:
- name: '{{ element.name }}'
securityContext:
allowPrivilegeEscalation: false
capabilities:

drop:
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- ALL
runAsNonRoot: true
seccompProfile:
type: RuntimeDefault
name: add-init-container-security-context
skipBackgroundRequests: true
- match:
any:
- resources:
kinds:
- Pod
context:
- name: namespacelnfo
apiCall:
urlPath: "/api/v1/namespaces/{{request.namespace}}"
jmesPath: "metadata.labels.\"pod-security.kubernetes.io/enforce\" ||
"restricted""
preconditions:
all:
- key: "{{ namespacelnfo }}"
operator: NotEquals
value: "privileged"
- key: "{{ request.object.spec.ephemeralContainers || ‘[]' | length(@) }}'
operator: GreaterThan
value: @
mutate:
foreach:
- list: request.object.spec.ephemeralContainers
patchStrategicMerge:
spec:
ephemeralContainers:
- name: '{{ element.name }}'
securityContext:
allowPrivilegeEscalation: false
capabilities:
drop:
- ALL
runAsNonRoot: true
seccompProfile:
type: RuntimeDefault
name: add-ephemeral-container-security-context
skipBackgroundRequests: true

validationFailureAction: Audit
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security.kubernetes.io/enforce: privileged
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cat <<EOF | kubectl apply -f -
apiVersion: v1
kind: Pod
metadata:
name: test-root-user
spec:
containers:
- name: test
image: nginx
securityContext:
runAsUser: 0
EOF

MBAPRIETT (MKW

cat <<EOF | kubectl apply -f -
apiVersion: v1
kind: Pod
metadata:
name: test-privilege-escalation
spec:
containers:
- name: test
image: nginx
securityContext:
allowPrivilegeEscalation: true
EOF
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cat <<EOF | kubectl apply -f -
apiVersion: v1
kind: Pod
metadata:
name: test-missing-drop-all
spec:
containers:
- name: test
image: nginx
securityContext:
capabilities:
add:
- NET_ADMIN
EOF
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cat <<EOF | kubectl apply -f -
apiVersion: v1
kind: Pod
metadata:
name: test-secure-context
spec:
securityContext:
runAsNonRoot: true
runAsUser: 1000
runAsGroup: 1000
seccompProfile:
type: RuntimeDefault
containers:
- name: test
image: nginx
securityContext:
allowPrivilegeEscalation: false
readOnlyRootFilesystem: true
runAsNonRoot: true
runAsUser: 1000
capabilities:
drop:
- ALL
add:
- NET_BIND_SERVICE
EOF
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apiVersion: kyverno.io/v1
kind: ClusterPolicy
metadata:
name: disallow-host-network
annotations:
policies.kyverno.io/title: Disallow Host Network
policies.kyverno.io/category: Pod Security Standards (Baseline)
policies.kyverno.io/severity: medium
policies.kyverno.io/subject: Pod
policies.kyverno.io/description: >-
Access to the host network allows potential snooping of network traffic and should
not be allowed.
spec:
validationFailureAction: Enforce
background: true
rules:
- name: host-network
match:
any:
- resources:
kinds:
- Pod
validate:
message: >-
Use of host network is disallowed. The field spec.hostNetwork must be unset or
set to false.
pattern:
spec:
=(hostNetwork): "false"

2. MR

# N SR
kubectl apply -f disallow-host-network.yaml

# A BIZEAENMLER Pod (KKK

kubectl run test-hostnet --image=nginx --overrides='{"spec":{"hostNetwork":true}}'

# A BIEEE Pod (RZALTH)
kubectl run test-normal --image=nginx
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apiVersion: kyverno.io/v1
kind: ClusterPolicy
metadata:
name: disallow-host-ports
annotations:
policies.kyverno.io/title: Disallow Host Ports
policies.kyverno.io/category: Pod Security Standards (Baseline)
policies.kyverno.io/severity: medium
policies.kyverno.io/subject: Pod
policies.kyverno.io/description: >-
Access to host ports allows potential snooping of network traffic and should not be
allowed, or at minimum restricted to a known list.
spec:
validationFailureAction: Enforce
background: true
rules:
- name: host-ports-none
match:
any:
- resources:
kinds:
- Pod
validate:
message: >-
Use of host ports is disallowed. The fields
spec.containers[*].ports[*].hostPort,
spec.initContainers[*].ports[*].hostPort, and
spec.ephemeralContainers[*].ports[*].hostPort
must either be unset or set to 0.
pattern:
spec:
=(ephemeralContainers):
- =(ports):
- =(hostPort): 0
=(initContainers):
- =(ports):
- =(hostPort): 0
containers:
- =(ports):
- =(hostPort): 0
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apiVersion: kyverno.io/v1
kind: ClusterPolicy
metadata:
name: restrict-host-port-range
annotations:
policies.kyverno.io/title: Restrict Host Port Range
policies.kyverno.io/category: Pod Security Standards (Baseline)
policies.kyverno.io/severity: medium
policies.kyverno.io/subject: Pod
policies.kyverno.io/description: >-
Host ports, if used, must be within an allowed range to prevent conflicts and
security issues.
spec:
validationFailureAction: Enforce
background: true
rules:
- name: host-port-range
match:
any:
- resources:
kinds:
- Pod
preconditions:
all:
- key: "{{ request.object.spec.containers[].ports[?hostPort] | length(@) }}"

operator: GreaterThan

value: @
validate:
message: >-
Host ports must be within the allowed range 30000-32767.
foreach:

- list: request.object.spec.[ephemeralContainers, initContainers, containers]

[].ports[]
preconditions:

any:
- key: "{{ element.hostPort }}"
operator: GreaterThan
value: 0
deny:
conditions:
any:
- key: "{{ element.hostPort }}"
operator: LessThan
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value: 30000

- key: "{{ element.hostPort }}"
operator: GreaterThan
value: 32767
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apiVersion: kyverno.io/v1
kind: ClusterPolicy
metadata:
name: require-network-policies
annotations:
policies.kyverno.io/title: Require Network Policies
policies.kyverno.io/category: Network Security
policies.kyverno.io/severity: medium
policies.kyverno.io/subject: Pod,NetworkPolicy
policies.kyverno.io/description: >-
Pods should have associated NetworkPolicies to control network traffic.
spec:
validationFailureAction: Enforce
background: false
rules:
- name: require-netpol
match:
any:
- resources:
kinds:
- Pod
exclude:
any:
- resources:
namespaces:
- kube-system
- kyverno
context:
- name: netpols
apiCall:
urlPath: "/apis/networking.k8s.io/v1/namespaces/{{ request.namespace
}}/networkpolicies”
jmesPath: "items[?spec.podSelector.matchLabels.app == '{{
request.object.metadata.labels.app }}'] | length(@)"
validate:
message: >-
Pods must have an associated NetworkPolicy. Create a NetworkPolicy that selects
this pod.
deny:
conditions:
all:
- key: "{{ netpols }}"
operator: Equals
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apiVersion: kyverno.io/v1
kind: ClusterPolicy
metadata:
name: restrict-service-types
annotations:
policies.kyverno.io/title: Restrict Service Types
policies.kyverno.io/category: Network Security
policies.kyverno.io/severity: medium
policies.kyverno.io/subject: Service
policies.kyverno.io/description: >-
Restrict Service types to prevent exposure of services to external networks.
spec:
validationFailureAction: Enforce
background: true
rules:
- name: restrict-nodeport
match:
any:
- resources:
kinds:
- Service
validate:
message: >-
NodePort services are not allowed. Use ClusterIP or LoadBalancer instead.
pattern:
spec:
type: "!NodePort"
- name: restrict-loadbalancer
match:
any:
- resources:
kinds:
- Service
namespaces:
- development
- dev-*
- staging
validate:
message: >-
LoadBalancer services are not allowed in development environments.
pattern:
spec:
type: "!LoadBalancer"
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apiVersion: kyverno.io/v1
kind: ClusterPolicy
metadata:
name: secure-ingress-configuration
annotations:
policies.kyverno.io/title: Secure Ingress Configuration
policies.kyverno.io/category: Network Security
policies.kyverno.io/severity: medium
policies.kyverno.io/subject: Ingress
policies.kyverno.io/description: >-
Ingress resources must be configured securely with TLS and proper annotations.
spec:
validationFailureAction: Enforce
background: true
rules:
- name: require-tls
match:
any:
- resources:
kinds:
- Ingress
validate:
message: >-
Ingress must use TLS. The field spec.tls must be specified.
pattern:
spec:
tls:
- hosts:
o D50
- name: require-security-annotations
match:
any:
- resources:
kinds:
- Ingress
validate:
message: >-
Ingress must have security annotations for SSL redirect and HSTS.
pattern:
metadata:
annotations:
nginx.ingress.kubernetes.io/ssl-redirect: "true"
nginx.ingress.kubernetes.io/force-ssl-redirect: "true"
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apiVersion: kyverno.io/v1
kind: ClusterPolicy
metadata:
name: restrict-dns-configuration
annotations:
policies.kyverno.io/title: Restrict DNS Configuration
policies.kyverno.io/category: Network Security
policies.kyverno.io/severity: medium
policies.kyverno.io/subject: Pod
policies.kyverno.io/description: >-
Restrict DNS configuration to prevent DNS hijacking and data exfiltration.
spec:
validationFailureAction: Enforce
background: true
rules:
- name: restrict-dns-policy
match:
any:
- resources:
kinds:
- Pod
validate:
message: >-
Custom DNS policy is not allowed. Use Default or ClusterFirst only.
pattern:
spec:
=(dnsPolicy): "Default | ClusterFirst"
- name: restrict-custom-dns
match:
any:
- resources:
kinds:
- Pod
validate:
message: >-
Custom DNS configuration is not allowed in production environments.
pattern:
spec:
X(dnsConfig): "null"
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apiVersion: kyverno.io/v1
kind: ClusterPolicy
metadata:
name: environment-network-security
spec:
validationFailureAction: Enforce
background: true

rules:

- name: production-network-restrictions
match:
any:
- resources:
kinds:
- Pod
namespaces:
- production
- prod-*
validate:
message: "Production environments require strict network security"
pattern:
spec:
hostNetwork: "false"
dnsPolicy: "ClusterFirst"
containers:
- ports:
- =(hostPort): 0

- name: development-network-restrictions
match:
any:
- resources:
kinds:
- Pod
namespaces:
- development
- dev-*
- staging
validate:
message: "Development environments require basic network security"
pattern:
spec:
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hostNetwork: "false"
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apiVersion: kyverno.io/v1
kind: ClusterPolicy
metadata:
name: application-network-policies
spec:
validationFailureAction: Enforce
background: true

rules:

- name: database-network-policy
match:
any:
- resources:
kinds:
- Pod
selector:
matchLabels:
app.type: database
validate:
message: "Database applications cannot use host network or host ports”
pattern:
spec:
hostNetwork: "false"
containers:
- ports:
- =(hostPort): 0

- name: web-app-network-policy
match:
any:
- resources:
kinds:
- Pod
selector:
matchLabels:
app.type: web
validate:
message: "Web applications can only use standard HTTP/HTTPS ports"
foreach:
- list: request.object.spec.containers[].ports[]
deny:
conditions:
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any:
- key: "{{ element.containerPort }}"

operator: AnyNotIn

value:

- 80

- 443

- 8080

- 8443
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apiVersion: kyverno.io/v1
kind: ClusterPolicy
metadata:
name: network-segmentation-enforcement
spec:
validationFailureAction: Enforce
background: true
rules:
- name: frontend-backend-separation
match:
any:
- resources:
kinds:
- Pod
selector:
matchLabels:
tier: frontend
validate:
message: "Frontend pods cannot access backend network directly"
deny:
conditions:
any:
- key: "{{ request.object.metadata.labels.tier }}"
operator: Equals
value: backend
- name: require-network-labels
match:
any:
- resources:
kinds:
- Pod
exclude:
any:
- resources:
namespaces:
- kube-system
- kyverno
validate:
message: "Pods must have network tier labels for segmentation"
pattern:
metadata:
labels:
tier: "frontend | backend | database"
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cat <<EOF | kubectl apply -f -
apiVersion: v1
kind: Pod
metadata:

name: test-host-network
spec:

hostNetwork: true

containers:

- name: test

image: nginx

EOF

MAENIRASE (MKRK)

cat <<EOF | kubectl apply -f -
apiVersion: v1
kind: Pod
metadata:
name: test-host-port
spec:
containers:
- name: test
image: nginx
ports:
- containerPort: 80
hostPort: 8080
EOF
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cat <<EOF | kubectl apply -f -
apiVersion: v1

kind: Service

metadata:

name: test-nodeport

spec:

type: NodePort

ports:

- port: 80
targetPort: 80
nodePort: 30080

selector:
app: test

EOF

MAERHMRECE (NMIBT)



cat <<EOF | kubectl apply -f -

apiVersion: v1
kind: Pod
metadata:
name: test-secure-network
labels:
app: web-app
tier: frontend
spec:
dnsPolicy: ClusterFirst
containers:
- name: test
image: nginx
ports:
- containerPort: 80
protocol: TCP
apiVersion: v1
kind: Service
metadata:
name: test-service
spec:
type: ClusterIP
ports:
- port: 80
targetPort: 80
selector:
app: web-app
EOF
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apiVersion: kyverno.io/v1
kind: ClusterPolicy
metadata:
name: restrict-volume-types
annotations:
policies.kyverno.io/title: Restrict Volume Types
policies.kyverno.io/category: Pod Security Standards (Restricted)
policies.kyverno.io/severity: medium
policies.kyverno.io/subject: Pod,Volume
policies.kyverno.io/description: >-
Only allow safe volume types. This policy restricts volumes to configMap, csi,
downwardAPI, emptyDir, ephemeral, persistentVolumeClaim, projected, and secret.
spec:
validationFailureAction: Enforce
background: true
rules:
- name: restrict-volume-types
match:
any:
- resources:
kinds:
- Pod
validate:
message: >-
Only the following types of volumes may be used: configMap, csi, downwardAPI,
emptyDir, ephemeral, persistentVolumeClaim, projected, and secret.
foreach:
- list: "request.object.spec.volumes || []"
deny:
conditions:
all:
- key: "{{ element.keys(@) }}"
operator: AnyNotIn
value:

- nName

configMap

- ¢si

- downwardAPI

- emptyDir

- ephemeral

- persistentVolumeClaim
- projected

- secret
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# N SR
kubectl apply -f restrict-volume-types.yaml

# 2l A hostPath Mg Pod (KK
cat <<EOF | kubectl apply -f -
apiVersion: v1
kind: Pod
metadata:
name: test-hostpath
spec:
containers:
- name: nginx
image: nginx
volumeMounts:
- name: host-vol
mountPath: /host
volumes:
- name: host-vol
hostPath:
path: /
EOF

# SeeliENE ConfigMap
kubectl create configmap test-config --from-literal=key=value

# =B ARIFNELR Pod (RALHN)
cat <<EOF | kubectl apply -f -
apiVersion: v1
kind: Pod
metadata:
name: test-configmap
spec:
containers:
- name: nginx
image: nginx
volumeMounts:
- name: config-vol
mountPath: /config
volumes:
- name: config-vol
configMap:
name: test-config
EOF
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kubectl delete pod test-hostpath test-configmap --ignore-not-found

kubectl delete configmap test-config --ignore-not-found
N\ = Vorin
D ER 2R

W 1 : 221 HostPath %
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apiVersion: kyverno.io/v1
kind: ClusterPolicy
metadata:
name: disallow-host-path
annotations:
policies.kyverno.io/title: Disallow Host Path
policies.kyverno.io/category: Pod Security Standards (Baseline)
policies.kyverno.io/severity: medium
policies.kyverno.io/subject: Pod,Volume
policies.kyverno.io/description: >-
HostPath volumes let Pods use host directories and volumes in containers.
Using host resources can be used to access shared data or escalate privileges
and should not be allowed.
spec:
validationFailureAction: Enforce
background: true
rules:
- name: host-path
match:
any:
- resources:
kinds:
- Pod
validate:
message: >-
HostPath volumes are forbidden. The field spec.volumes[*].hostPath must be
unset.
pattern:
spec:
=(volumes):
- X(hostPath): "null"

SRRE 2 : FR4 HostPath % ( RiEijA))

AFIEE R R HostPath %
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apiVersion: kyverno.io/v1
kind: ClusterPolicy
metadata:
name: restrict-host-path-readonly
annotations:
policies.kyverno.io/title: Restrict Host Path (Read-Only)
policies.kyverno.io/category: Pod Security Standards (Baseline)
policies.kyverno.io/severity: medium
policies.kyverno.io/subject: Pod,Volume
policies.kyverno.io/description: >-
HostPath volumes which are allowed must be read-only and restricted to specific
paths.
spec:
validationFailureAction: Enforce
background: true
rules:
- name: host-path-readonly
match:
any:
- resources:
kinds:
- Pod
preconditions:
all:
- key: "{{ request.object.spec.volumes[?hostPath] | length(@) }}"

operator: GreaterThan

value: 0
validate:
message: >-

HostPath volumes must be read-only and limited to allowed paths.
foreach:
- list: "request.object.spec.volumes[?hostPath]"
deny:
conditions:

any:

- key: "{{ element.hostPath.path }}"
operator: AnyNotIn
value:
- "/var/log"
- "/var/lib/docker/containers"
- "/proc”
- "/sys"
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foreach:
- list: "request.object.spec.containers[].volumeMounts[?name]"
deny:
conditions:
any:

- key: "{{ element.readOnly || false }}"

operator: Equals

value: false
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apiVersion: kyverno.io/v1
kind: ClusterPolicy
metadata:
name: disallow-privileged-volumes
annotations:
policies.kyverno.io/title: Disallow Privileged Volume Types
policies.kyverno.io/category: Pod Security Standards (Baseline)
policies.kyverno.io/severity: high
policies.kyverno.io/subject: Pod,Volume
policies.kyverno.io/description: >-
Certain volume types are considered privileged and should not be allowed.
spec:
validationFailureAction: Enforce
background: true
rules:
- name: disallow-privileged-volumes
match:
any:
- resources:
kinds:
- Pod
validate:
message: >-
Privileged volume types are not allowed: hostPath, gcePersistentDisk,
awsElasticBlockStore, gitRepo, nfs, iscsi, glusterfs, rbd, flexVolume,
cinder, cephFS, flocker, fc, azureFile, azureDisk, vsphereVolume, quobyte,
portworxVolume, scalel0, storageos.
foreach:
- list: "request.object.spec.volumes || []"
deny:
conditions:
any:
- key: "{{ element.keys(@) }}"
operator: AnyIn
value:
- hostPath
- gcePersistentDisk
- awsElasticBlockStore
- gitRepo
- nfs
- iscsi
- glusterfs
- rhd
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- flexVolume

- cinder

- cephFS

- flocker

- fc

- azurefFile

- azureDisk

- vsphereVolume
- quobyte

- portworxVolume
- scalel0

- storageos
R 4 - BOKOSAR A RS
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apiVersion: kyverno.io/v1
kind: ClusterPolicy
metadata:
name: require-readonly-rootfs
annotations:
policies.kyverno.io/title: Require Read-Only Root Filesystem
policies.kyverno.io/category: Pod Security Standards (Restricted)
policies.kyverno.io/severity: medium
policies.kyverno.io/subject: Pod
policies.kyverno.io/description: >-
A read-only root file system helps to enforce an immutable infrastructure strategy;
the container only needs to write on the mounted volume that persists the state.
spec:
validationFailureAction: Enforce
background: true
rules:
- name: readonly-rootfs
match:
any:
- resources:
kinds:
- Pod
validate:
message: >-
Root filesystem must be read-only. Set readOnlyRootFilesystem to true.
foreach:
- list: request.object.spec.[ephemeralContainers, initContainers, containers][]
deny:
conditions:
any:
- key: "{{ element.securityContext.readOnlyRootFilesystem || false }}"
operator: Equals

value: false

R 5 ¢ I ETEBAIR
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apiVersion: kyverno.io/v1
kind: ClusterPolicy
metadata:
name: control-volume-mounts
annotations:
policies.kyverno.io/title: Control Volume Mount Permissions
policies.kyverno.io/category: Pod Security Standards (Restricted)
policies.kyverno.io/severity: medium
policies.kyverno.io/subject: Pod,Volume
policies.kyverno.io/description: >-
Control where volumes can be mounted and with what permissions.
spec:
validationFailureAction: Enforce
background: true
rules:
- name: restrict-mount-paths
match:
any:
- resources:
kinds:
- Pod
validate:
message: >-
Volume mounts to sensitive paths are not allowed.
foreach:
- list: request.object.spec.[ephemeralContainers, initContainers, containers]
[1.volumeMounts[ ]
deny:
conditions:

any:

- key: "{{ element.mountPath }}"
operator: Anyln
value:
- "/etc"
- "/root"
- "/var/run/docker.sock"
- "/var/lib/kubelet”
- "/var/lib/docker"
- "/usr/bin"
- "/usr/sbhin"
- "/sbin"
- "/bin"
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- name: require-readonly-sensitive-mounts
match:
any:
- resources:
kinds:
- Pod
validate:
message: >-
Mounts to /proc and /sys must be read-only.
foreach:
- list: request.object.spec.[ephemeralContainers, initContainers, containers]
[].volumeMounts[]
preconditions:
any:
- key: "{{ element.mountPath }}"
operator: AnyIn
value:
- "/proc"
- "/sys"
deny:
conditions:
any:
- key: "{{ element.readOnly || false }}"
operator: Equals
value: false
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apiVersion: kyverno.io/v1
kind: ClusterPolicy
metadata:
name: environment-volume-security
spec:
validationFailureAction: Enforce
background: true

rules:

- name: production-volume-restrictions
match:
any:
- resources:
kinds:
- Pod
namespaces:
- production
- prod-*
validate:
message: "Production environments allow only secure volume types"
foreach:
- list: "request.object.spec.volumes || []"
deny:
conditions:
all:
- key: "{{ element.keys(@) }}"
operator: AnyNotIn
value:
- name
- configMap
- secret
- persistentVolumeClaim

- emptyDir

- name: development-volume-restrictions
match:
any:
- resources:
kinds:
- Pod
namespaces:

- development
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- dev-*
- staging
validate:
message: "Development environments allow additional volume types"
foreach:
- list: "request.object.spec.volumes || []"
deny:
conditions:
any:
- key: "{{ element.keys(@) }}"
operator: AnyIn
value:
- hostPath

- nfs

s 2 VEERNE KRR
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apiVersion: kyverno.io/v1
kind: ClusterPolicy
metadata:
name: application-volume-policies
spec:
validationFailureAction: Enforce
background: true

rules:

- name: database-volume-policy
match:
any:
- resources:
kinds:
- Pod
selector:
matchLabels:
app.type: database
validate:
message: "Database applications must use persistent volumes"
pattern:
spec:
volumes:
- persistentVolumeClaim: {}

- name: web-app-volume-policy
match:
any:
- resources:
kinds:
- Pod
selector:
matchLabels:
app.type: web
validate:
message: "Web applications can only use safe volume types"
foreach:
- list: "request.object.spec.volumes || []"
deny:
conditions:
all:
- key: "{{ element.keys(@) }}"
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operator: AnyNotIn

value:

- nhame

configMap

secret

emptyDir

projected
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apiVersion: kyverno.io/v1
kind: ClusterPolicy
metadata:
name: volume-resource-limits
Spec:
validationFailureAction: Enforce
background: true
rules:
- name: limit-emptydir-size
match:
any:
- resources:
kinds:
- Pod
validate:
message: "EmptyDir volumes must have size limits"
foreach:
- list: "request.object.spec.volumes[?emptyDir]"
deny:
conditions:
any:
- key: "{{ element.emptyDir.sizelimit || "" }}"
operator: Equals
value: ""
- name: limit-emptydir-memory
match:
any:
- resources:
kinds:
- Pod
validate:
message: "EmptyDir memory volumes are not allowed"
foreach:
- list: "request.object.spec.volumes[?emptyDir]"
deny:
conditions:
any:
- key: "{{ element.emptyDir.medium || "' }}"
operator: Equals

value: "Memory"
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M-Sk

M HostPath & (MY 2k )

cat <<EOF | kubectl apply -f -
apiVersion: v1
kind: Pod
metadata:
name: test-hostpath
spec:
containers:
- name: nginx
image: nginx
volumeMounts:
- name: host-vol
mountPath: /host
volumes:
- name: host-vol
hostPath:
path: /
EOF



API Refiner - Alauda Container Platform

Menu

API Refiner

O
=
0y

A
ED
e
)|

BRI

T4 Alauda Container Platform API Refiner
EhNEAG IR

BT YAML T

ENENAE

ABCE



48 - Alauda Container Platform

= Menu AT >
AN4Y7]
Jlea

ACP API Refiner 2F Alauda Container Platform 12{&%3EIT EIRS , B 751458 Kubernetes
REFRZHA P Re2MAERE. EETRHFAAR. ME. #4048 TEXT Kubernetes
API g N ¥R IATITNE |, RN S RFFERILIE. BEMEIEDE.

PR 1

PLUTFBR&IERT ACP API Refiner :

N

o BIRWRE S E T AR AR IS SR R

e cpaas.io/project

cpaas.io/cluster

cpaas.io/namespace

kubernetes.io/metadata.name

T35 : cpaas.io/creator



48 - Alauda Container Platform

o LabelSelector BT HHZHEaERE
o TAKAM userbindings RAHITIE

o WM AT GET M LIST API #24E



2% Alauda Container Platform API Refiner - Alauda Container Platform

Menu ALY >

ZdE Alauda Container Platform API Refiner

Alauda Container Platform API Refiner 2 —ANdj& Kubernetes AP| lg N ¥G3EHIFEE RS, ©
RAEmE . £EENG2TRIKITIEEESN , XIFE AP BN 3T E R, BEFE.

B=x

Bl a R
BT YAML &35

1. ’E A FhRA

2. Y% Modulelnfo
ENBORAR
ARLE

iR eEIR

TR

BT A &K

1.3t N EHER

2. FEMSAUZ R Marketplace > SRR+

3. FETREB S AAZ1E+E global S5t

4. 1% Alauda Container Platform API Refiner S & & ¥ 5

5. milr Rk DARRE It



2% Alauda Container Platform API Refiner - Alauda Container Platform

BT YAML %3

1. & ] FHhR A<

NSO A , BERE global SEEP ModulePlugin #1 ModuleConfig %R :

NAME AGE
apirefiner  4d20h

NAME AGE
apirefiner-v4.0.4  4d21h

XFRNEFHPELL ModulePlugin apirefiner , BARA v4.0.4 247,

2. 6% Modulelnfo

A3 — Modulelnfo TIFENLEIAmME , TRALESE

apiVersion: cluster.alauda.io/v1alphal
kind: ModuleInfo
metadata:
annotations:
cpaas.io/display-name: apirefiner
cpaas.io/module-name: '{"en": "Alauda Container Platform API Refiner", "zh": "Alauda
Container Platform API Refiner"}'
labels:
cpaas.io/cluster-name: global
cpaas.io/module-name: apirefiner
cpaas.io/module-type: plugin
cpaas.io/product: Platform-Center
name: apirefiner-global
spec:
version: v4.2.0-default.1.98f0543e4

FERRAR :
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name : EFHEMGRNIENEZFR. FASRIBNBENSE , &N A <cluster-name>-<NAKF
> , 540 global-ee98c9991eal464aaa8054bdacbab313

label cpaas.io/cluster-name : API Refiner REELIELE global &FE , WFERIFA
global,

label cpaas.io/module-name : JFZFR , P05 ModulePlugin &JRULHAL,
label cpaas.io/module-type : BEIEFER , WA plugin ; BRERMFERASEHRRLIMN.
e .spec.config : ANERXFE] ModuleConfig A% , WWFEAJ BB,

e .spec.version : FEEBELTEMIEMIRAE , Y405 ModuleConfig Hf¥] .spec.version DGHL,

ENERAR

1L IREKMNARNDIR 1-4 A

2. Ry E0Ek FRRIELE

RABCE

BOATIEAT &I -

IR API fRA
namespaces vl
projects auth.alauda.io/v1l

clustermodules cluster.alauda.io/vlalpha2

clusters clusterregistry.k8s.io/vlalphal

TR
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2. RTE A FICRFHERR

3. A it Reset Password

4. TERE TR

« Random : RE4: a4 AL 2RG
o Custom : Fzhi \HT 2D

NOTE
ALK

o KE:8-324FH
o WIRBEFENETF

o WIRBIEHEIATR ( TI0#$%NE*() - =+?7)
HRLF ERTNAE

o RO ARFEEIN BR/IE R ER

o RITEHIEIRR B

5. =7 Reset
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AT A PO HARS [A)

A AE Hi4kF normal, disabled 5§ locked RS AR HAR ], #Rid S #ARRIR B A% S
R,

BAEDIR

1. £AMS A R Users > User Management
2. AT B A 558 Update Expiry Date
3. TER A P de T HAR (R)aE T

e Permanent : JfRHA
o Custom : &I BB FHAAER E o 18]

4. |iF Update

&P
FEA] PUSTEAL T disabled 3% locked KR .

NOTE

BUEITA

o APERHEEN - THAR EHRIFAALL

o AFPEEH : THIEE)AT A Permanent

BRAELIR

1. FEAMISHAE S35 Users > User Management
2. miTE#rA K Activate
3. ‘e AR B+ T Activate
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4. A PR EASE 5 normal

S

#a] UZE R4 T normal 3% locked KB EBSHINKA . $IZ2HARFPTTEER , B EH
BUE .,

BAELIR

1. FEAMISHAE S35 Users > User Management
2. R BArF PERNERR
3. =iy Disable FFHfiA

A PRIAA ~4A

AT A% Source A Local 3% LDAP FIFH FIRINE— AN akZ AN A 4.,

WARNING

AHEITA

. BrEashtEREMEANRE

o ARHENIELRIFE K Platform Roles AR&E TR I

« PMARFARIIRNERERS NG

BRAEDIR

1. ZEZE U S A4 ST Users > User Management
2. Rt BARAR PSR EIRR

3. ;i Add to User Group

4. EFE—NBE A A
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5. Ay Add

EERFAE

RBAC EMfF , BT HAAFEERH IR

« Platform Roles : B E2IRMRNAGNERA. ERJURMEBIREEE | (BTiEwmiEmH
BENX.

o Kubernetes Roles : 3| iE& 5| FIZF AT A RoleBinding/ClusterRoleBinding, #&0]
DA E AR AR S T2 s MR8 E .

VERIR{EVE S W, Manage User Roles,

N

FaEHE SR UBIBRER A BTSSR PAMMEMAR 7, BE -

» IDP ECEHIFF
o KA - KA
o ZANHUFH

BAEDIR

1. ZEEMSHAL S35 Users > User Management
2. ;i BArA PERERR
3. &7 Delete

4. &5 Confirm

HEHRF

BRTAX AP T ESRME , BE



FA %3 - Alauda Container Platform
o EHBEY
o BUERF
- ZRA/
o MERA -

BRAEDIR

1. ZEAMISHAE S35 Users > User Management
2. BY B AEEEFE NS A
3. A iy Batch Operations F &3 -

o Update Validity

Activate

Deactivate

Delete

NOTE

MEIRIEFT

+ Update Validity : %&E Xk X 38 E X ESEE
« Activate : fEEEPRIARE

« Deactivate : fE3RETHIAZRA

« Delete : i \ 477K P ZREFHAIA
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= Menu AT >
ANY7]
A

I
%w

E_‘:I?
2
0y

I\ZI“I?
PF
e

A e
IDP Rl M 4

e

FRBTAFAFRAEE, BYEHRAEAR , BT S%t

o ERTFZAFHFPEERENR

o —IRMERENZ A F FPRIAR

o SCHIET A At EihREE

Fan , YNNI A RS , FEAZA R HNE g 2 = [EERERPRES | 0T
1. giE— 1A PE

2. FANMEXAPEXHER R

3. LB A B Mds & T Ef 6
4. Bo—AURN BT BHM R
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ZiESIl

LRI -

A0 2R

o HixEFAE LA
o FKIREB/RA Local
o AJRASEFTERMIR
o XHF:

o RNMEASFRAETHRIRHI A
o INMEFSHRMAE

IDP [E)5F F4H

MEEH IDP (LDAP. Azure AD) [l
KRB RACERLK IDP & FR

AR E MR

XFF

o INMEFSHRMAE
o AIFEHARR (HFMEFEHR)



Menu

eSSl

EHAPHEAE
R
WRPEmEA €

A PR
Bl 4
EHRA A

EIEAMA FHMR R
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= Menu AT >

B PEAE

AET AR A SR LS 4H0 IDP [ A AANA A,

H=x

m) A PLRRINf B

B

MR REBRAE

B

[a] i PR RN F A

Az

1. FEAMS A , A Users > User Group Management
2. RiTEVRA FAER AR

3. £ Configure Role &+~ , =5 Add Role

4. RERMAE

NOTE
faNECAN

o AIm—AFARNZ M HE
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. A— M aER—R oA ARk

5. W TR BPEEA ALK
6. A ENRIRIOE (%, MBEZHGHLTH)
7. mif Add

MR BB A A

WARNING

LN AR AR

o ZA R THBR RN TABIRR HmnsH
o BEBRAEAR RIS

LK

1. fEAMSHAT |, & Users > User Group Management
2. R BARA FARE TR

3. 1£ Configure Role &£+ , A A5H Remove

4. mif Confirm D&M
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Menu ALY >

I A P4

A PAE AV AR BEMRIRN S AR PSR T A KR,

H=x

Bl FA
B

EERA A

B A

Az

1. fEAMA%: , &if Users > User Group Management
2. mif Create User Group

3. MAUTER :

o Name : fiFHEHR
« Description : B 4R kA

4. 517 Create

‘B AP
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AR UB I 3R T EIARSAEFIE A £ Rt Operations SEEIER 4.

B1E [0S

RIER FAKIEERARGEER
Update User Group - X¥F Source A Local 2R : W] AR T & FRAHE IR
- X3F Source A IDP name MIZH : REEEHIHA

Delete Local User Group ik Source 25 Local I 2

WARNING

L MR R AR

« FTRAR SR HZER

o DERERARHTAH BB
o BEBRAEAR RIS
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EIRAH A PR 5

REABFAEEMIRNA AR EEAM A RAR A,

A 2

WARNING

FEEIRAM R Z A , EEZERUTIR :

- REAEFABEMRMA A REEEAR AR

o ROUIKFFAILRTRRKPABEREE (SARBIHSINATHER)
s BMEMAFHERZTEE 5000 £ A5

o Y2H;3KF) 5000 £ Ak REPRBINT , RAFBISARR

AT >
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= e
SAH R
LD TFETHRAFPSARAAFAS | KIS —AREE,

TIP

SIS A PR B s FXE 7 Bor T B HRAERTR .

BRAEDIR

1. ZEAMSHA2E |, & Users > User Group Management

2. REEARIN AL R A P 2H 2 FR

3. 7£ Group Member Management 3% , iy Import Member
4. B NER P AIBREFHERE , BEFE—HENFERF

5. &7 Import

NOTE

o REBEFARIARTRANA -

o 1/ Import All R R — XS NS IR+ AR P

-0

w5

LBENATBERA PN |, %R IR ATRAF R T H R AR5 B 3.

BAELIR

1. ZEAMSHALS |, & Users > User Group Management
2. R ERBIR RRNAM A A LR

3. £ Group Member Management #r& T , A0 PUBIE DU BIF A SR 5
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o T REFRFEH Remove FfIA

o BEEFIEEFE—ITZAN 5 , ;i Batch Remove FfiA
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Menu

i)
(B

A
IR
BENR
R
15 UARPR

BFEr

417 Kubernetes &,
IE-+Ses

4% Role g% ClusterRole
YwiE Role YAML (T[i%)
413# RoleBindings

ouE



RBAC =4 e B EHE
BEFAAE (AX)

T Kubernetes 3£,

% Kubernetes £

‘Z1% RoleBindings

RAERE
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= Menu AT >
AN4Y7]
A

B

‘%l.l.l

i
Rofe
B R AR

5y

A

BRI

FAMAFAEEIEET Kubernetes RBAC (ETAaMalEH]) Sl B ACP4.2 {2 ,
SRR AP EAMIELR

o FEME  RTHRMHAER , REZOMIZR. B U FRRRKRE  BREENA A
AL E BHRLIX LR A,

o Kubernetes 5 : [f4 Kubernetes f\] Role F1 ClusterRole X¥% , FAJASTXTEANEEE
B LUH R EHIRAREK ., XL BIE Kubernetes Roles WHIFH{TEIE |, Fr@id
RoleBinding/ClusterRoleBinding 3#{T465E .

XN BRRAES A Kubernetes AR, N BECEFSHRA BSILRIIRFEHRHY B AR IRK
MRRERIR (B2, EE. B, BKF) .

Aot
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AT HREENWBIRECESR , FARATUTIHARG A A, XEARSHFNFARIENR
TEVIEHE IR A PR S AR ETE

AEAK ik ABEER
. WESTFE LA MEIRK TR
Platform Administrator Platform
AR
i AEFEMAEFE RIENERMECE , BTH
Platform Auditors Platform
AR
Cluster Administrator BIHMAFERTR , AN ALK Clust
uster
(Alpha) FIRR T2 AR
Project Administrator IR & TR BIE RN 4n 4 =B ACER Project
namespace-admin- .
Bl & TR RMA AN A Namespace
system
ERZTENITA. SBEMAEFBE XN
Developers Namespace

B € XAXPR

EBRESNETREENEENARAURAR, BIIHMRBUZR | T

1. {# F§ Kubernetes Roles WA Bir&E P42 R4E A/ (Role/ClusterRole) |, 8%
2. ) Fr B EIRAER 1 /3 AEAR , FFIEIT RoleBinding/ClusterRoleBinding #HT485E .

WARNING

fhifrekgmiE R AE A BRI FTA 5| X ) RoleBinding/ClusterRoleBinding. &5 L EIHSH
RE , FFERTRERIE L FAERUR MR RIEE .
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Menu

eSSl

£ Kubernetes fa &,
B SR+

4% Role 3% ClusterRole
Y48 Role YAML (A[%)
4 RoleBindings

IOUE

RBAC =M &
BEFAAE (AX)

5T Kubernetes £

k% Kubernetes a4

‘&1% RoleBindings

RAERE
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= Meny AT >

417 Kubernetes

M ACP 4.2 FFia , B XAPRIE T F4 Kubernetes 13173513, {8 Kubernetes Roles
TWMHE ({F Users > Platform Roles > Kubernetes Roles ) 4@ eEIE YaEEEH+
M) Role A0 ClusterRole XJ%.

Bk

BIie &M
£17£ Role 8% ClusterRole
YW4E Role YAML (W[i%)

£ RoleBindings

Eoatls
A 2

o BINBLT — MR TR Kubernetes Roles THEEHKITF & €.
o RE7E global E£# Y2 LR T BArERE.
o« ERFEBRELENACKIERTHEAGLZ A,

£1%Z Role 3% ClusterRole

1. EAMS AT | S Users > Platform Roles > Kubernetes Roles,
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2. mifi Create Role,
3. fEiHE AR
o ¥\ Name (XJRFF& Kubernetes s M) .
e &% Type ( Role Y ClusterRole ) ,

o MRGEAET Role , BEEFIEAMNPRA Namespace,

4. BT ARIN—FREZ SFANKECE

API Groups

Resources

Resource Names (A]%E)

e Verbs ( get . 1list , watch , create ., update , patch . delete )

5. =7 Create,

AESHEEESMNNAE , IR AT RoleBinding #1E.

Y48 Role YAML (1]35E)

1. ¥TFF Kubernetes Roles /3% , miif LK,
2. £ YAML #:% 0 , | Edit,

3. EATAREE . THAREFLNETFER.

4. Ry Save ANV FEH.

£ RoleBindings

R A AR T R

1. EEFB AN, Y)#%) RoleBindings #r& .,
2. mifi Create RoleBindings.

3. Mt
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¢ Name

e Binding Type ( RoleBinding BY ClusterRoleBinding — Y43KiF Ahen & TRHERIEA R
B , {X3Z4F RoleBinding )

o Namespace (4t%f RoleBinding )
e Subjects (FB/. A} ServiceAccount K EH I & #R)

4. =17 Create,

k% , }TIF Users g% User Groups W[ , V)# % Kubernetes Roles #r& W , N FAAE
BV ELBE .

B Al

AT E—IEHAR BT

kubectl get role <role-name> -n <namespace>

kubectl get clusterrole <clusterrole-name>

gk #& l#T Kubernetes Roles 313 , FANERER (REHFIHE) EuAE.
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Menu

ARTUHENE >

RBAC E#|/aHH A5

AIEEANBUMAIIE ACP 4.2 RESRAFEEA A

- BFTFAIREMNAE (Rik) FTEH YAML
o FHTMIFRIEAE Kubernetes

o \ff Ul 3iF /A FEATEEE RoleBinding/ClusterRoleBinding XT5:

H=x

BREFAAE (RE)
T3 Kubernetes 48
fhiF% Kubernetes B,
&1# RoleBindings
PN RR
M P A A
RIEXREL

EEFame (Rik)

4 EIR R TNERUBIERR.

1. fTEZEMSHiA2 |, &35 Users > Platform Roles,

2. {F % RITIEREM B . Role Type FITFER /R Platform . Project . Namespace B
Cluster ,
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3. RITABRMITINFER.

4. YI#E| YAML REREFRHE N . WMEFEFST , B {EH Download YAML,

NOTE
BURR/RBIEH/MIER IREBRERA. MFEY , Em TR R R A SR EINEK.

5T Kubernetes A&

1. £fi%| Users > Platform Roles > Kubernetes Roles,

2. AT EHEE,

3. RITABLIR , ARITIF YAML #7R&ER,

4. R Edit , BEUSER (AR, AR rules ) , AfaRd Save,

5. &% RoleBindings /&1 , MHRIIAESE TSR,

k% Kubernetes 3

1. /£ Kubernetes Roles §|&kd , miTAESHKIRHERE (...) .

2. 1%&3#% Delete Role,

3. WA B R FRRALREL.

MExs S HNERFTREER. SENEES| XA AREM RoleBindings, 21RGBENITF

£, U 2BRES.

=1F RoleBindings

AN Rk

1. )\ Kubernetes Roles #x & FTHF—1 A E (Role 2 ClusterRole) .

2. #%1 RoleBindings /r%& A,
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3 FAEEN HFEHRFRETLIR) EIBELE.
4. $4E -

« Create RoleBindings : 2sh8l&EmS.
e Update Role : FTFFBEEASH YAML JRig2s.

 Delete Binding : #fiiA /% RoleBinding/ClusterRoleBinding,

MH P PARAH

1. ¥TFF Users (= User Groups) , EFREREKB
2. Y)#%21] Kubernetes Roles #r& T,
3. BFEZAFIAEREHPHNE RoleBindings.

4. 5y Add RoleBinding , 1%3% :

o HBH

o #BEZAY (RoleBinding/ClusterRoleBinding)
e Role/ClusterRole

o &ZIE (4%F RoleBinding)

o FRVEE

5. RTFLEE .

BT ERANE T IAR Platform Roles AR% W , AR TNA TR ALeH AKMNEIRF.

ERAESKIEK

o FATAMENKIE YAML A E |, RaBNARIEFHE,
o BAAENETRAERIZT (FSHE) Git) , EBRAEAHIT,

o XTFTEMNRBELERES , (J NAZA K YAML FHi4 |, AR HIFHEITH Ul 4525 Kubernetes
AEHITAE,
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Menu

IDP

it

>

M4

L

Overview

Supported Integration Methods

B{EEr

LDAP E1H
LDAP #Eik

SCHFEK) LDAP 265U
LDAP A&

¥~/ LDAP

LDAP fc'E /Rl
[E]:5 LDAP A/
EPSEY



oIDC Ei#

OIDC #fik

7l OIDC

@3 YAML /0 OIDC

HRIRIE

WU AR

Tl A =
(AR

fRIRFTR

IDP - Alauda Container Platform
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= Menu AT >
AN4Y7]
A

Bk

Overview
Supported Integration Methods
LDAP Integration

OIDC Integration

Overview

FAERT Dex SFPHAERS , AFEBET IDP BCE{#FH Dex AN HLAERSHITT A K
SINE. BZ{EEESH Dex B 7,

Supported Integration Methods

LDAP Integration

WRER BV EF LDAP (REHRBRVIRVNY) HTRAEE , KR a ERE
LDAP , RAiZE#4bi) LDAP 5525,

LDAP & a4 -

o SIFE5 LDAP R [ EHIES


https://github.com/dexidp/dex
https://github.com/dexidp/dex
https://github.com/dexidp/dex

48 - Alauda Container Platform

o AVFRMVAFER LDAP a8 R
o BaiELVAFKSEFE

OIDC Integration

FAXIFIEL OpenID Connect (OIDC) #1MY5 IDP RF&EMK , SRELE =7 A FIAILE.

|

OIDC &% :

s NP ERBE=ZAKSER
o TV IDP PR
o &Y OIDC MR T EIAILE

NOTE
X T A _ER R R HEAER IR TINER TR | WA .
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Menu

eSSl

LDAP E1H
LDAP #iEk

STRFK LDAP 2651
LDAP A&

¥~ LDAP

LDAP P& R5)
[E5 LDAP 3/
iEESE(E

oIbC &#

OIDC #fik

¥R oIDC

B3 YAML %0 OIDC
HERIRME



Menu

LDAP &1

@R RAMAET & LR

H3x

LDAP #fEik
SCFFEK) LDAP 38!
OpenLDAP
Active Directory
LDAP A&
OpenLDAP & FIARE
Active Directory & FIARYE
78I LDAP
BIE S
BRIEDIR
EXER
BRRRE
LDAP B & 7~
LDAP Connector Bt E 7~
P iERHB
RIRRECE R
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. EHTAMER LDAP ARS.

LDAP J3i&25+ AND(&) 1 OR(]) #/ERRH

[E25 LDAP /=
BRAESTR

HRIRME

ARTUHENE >
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LDAP #ifiA

LDAP (Lightweight Directory Access Protocol , BREFBEFiARITHY) E—Fa#,. RIEEX
FRIFMARAENS] , BTSERRESR[TE. EAREMEMALREEE , BTEEs LA~
AR, TERTRMERER (SSO) .

NOTE

LDAP T4 :

. XRS5 LDAP RSB ARIEES
o XIFBURTFME. RRTHEREIE

o« REE FIGAIETNEE

o BTSHMAGEMR

FZERES M LDAP BAXH 7,

SCHFH) LDAP 358

OpenLDAP

OpenLDAP £ LDAP (FFIRSCHL., MRS FIFFIR LDAP BHTAAINE , AT RUBIT M
LDAP FECEMXSH , 5T A5 LDAP RS IE1E.

NOTE

OpenLDAP &R, :

o XIFFAXT LDAP F FEIAE
o CHFFRME LDAP 11X

o RHFRFRAFEHE


https://ldap.com/?spm=a2c4g.11186623.2.12.38e87d4cjSb0uh
https://ldap.com/?spm=a2c4g.11186623.2.12.38e87d4cjSb0uh
https://ldap.com/?spm=a2c4g.11186623.2.12.38e87d4cjSb0uh
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B % XTF OpenLDAP {58 , 1§ [% OpenlLDAP B A HY 7,

Active Directory

Active Directory £{##x#Z T LDAP 5k , T4 Windows RZGHIZMHEERFMERS . 1R
RHIZAZR{E FIfMEXR Active Directory #TH FPEIR |, TTLABCEF A5 Active Directory fR%-18

-
1&.

NOTE

Active Directory £/, :

o XHFFEAXS AD A FHIAUE
o ZHF Windows g% A%

o REMSIVER A FETE

LDAP K&

OpenLDAP % FAAE

ANE 1tEA NG
dc (Domain Component) WA 1 dc=example,dc=com
ou (Organizational Unit) pAZEA2N==R ] ou=People,dc=example,dc=com
ch (Common Name) 1B A% cn=admin, dc=example,dc=com
uid (User ID) BFFID uid=example
objectClass (Object Class) X2 objectClass=inetOrgPerson
mail (Mail) KB%a mail=example@126.com

givenName (Given Name) % givenName=xq


https://www.openldap.org/doc
https://www.openldap.org/doc
https://www.openldap.org/doc
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AYE VU8
sn (Surname) &3
objectClass:
Dl
groupOfNames
member (Member) A8 R
R FER R
memberOf v

Active Directory % FIARE
ANE

dc (Domain Component)

ou (Organizational Unit)

cnh (Common Name)

sAMAccountName/userPrincipalName

objectClass: user

\

3

HA

%
3
s

Nl

sn=ren

objectClass: groupOfNames

member=cn=admin,dc=example,dc=com

memberQf=cn=users,dc=example,dc=com

7~

dc=example,dc=com

ou=People,dc=example,dc=com

cn=admin,dc=example,dc=com

userPrincipalName=example B

SAMAccountName=example

objectClass=user
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KB EE SR

e N

mail (Mail) mail=example@126.com

displayName TN displayName=example

givenName (Given Name) £ givenName=xq

sn (Surname) i sn=ren

objectClass: group = objectClass: group

member (Member) member=CN=Admin, DC=example, DC=com

H
I
28
memberOf A% member0f=CN=Users,DC=example,DC=com
DAl
&

AN LDAP
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TIP
LDAP RN R :

s AAERLIKSERTFE

« ZIRARINAER] LDAP S8 Z BRI HIA F

=553

Sh0 LDAP BT , WEHEETEE

LDAP fR%-zsHihit
B F%
B GRL

HABFTHRCE S

BAELIR

1. E LS A4 , =i Users > IDPs

2. &7 Add LDAP

3. RENTEY -
EXMEE

2% i

LDAP fRS5253(R00E (140 :
192.168.156.141:31758 )

Server Address

LDAP & 53 DN (40 :

cn=admin,dc=example,dc=com )

Username

Password LDAP ‘&% Gilk-5 2250
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28 iR

Login Box Username L .
RPEZWMARRNERE (5120 : FWmALRAIE")
Prompt

BREE

NOTE
BRREER :

o IRIEFEE SHILAD LDAP 5B
o REVKBEFR FAIA M
« %% LDAP EMIRSEIF AR BN

S ViR

B i ObjectClass :
- OpenLDAP: inetOrgPerson

Object Type . '
- Active Directory: organizationalPerson
- 2H: posixGroup
RERR A PERREM

Login Field - OpenLDAP: mail (MPFa#EdE)

- Active Directory: userPrincipalName

FA PR E LDAP IS8 544
5 © (&(cn=John*)(givenName=*xq*))

Filter Conditions

Search Starting Point A FIZR8 2 Base DN (5040 : dc=example,dc=org )
BRIUE :
Search Scope - sub : BABFFH

- one IR —IE

Login Attribute HE— R FHRIR
- OpenLDAP: uid



Name Attribute

Email Attribute

Group Member Attribute

Group Attribute

LDAP %18 - Alauda Container Platform
Wt
- Active Directory: distinguishedName

SHRERBEME (BOA @ cn)

HRFE B -
- OpenLDAP: mail

- Active Directory: userPrincipalName
AR RARR (FOA @ uid )

RFHAXARRBM (BHA : memberuid )

4. £ IDP Service Configuration Validation 4y :

o BIAFWH LDAP K-S F & e
o FAF% WIS Login Field & &EILE?

o REKIEACE

5. (7[1%) ACE LDAP B3R5

o 2/ Auto-Sync Users FFx<

o XERDSAN

o {FM £ LA ~ BF CRON FRix

6. miy Add

NOTE

780 LDAP f5 :

o RPRERDEIRER

- APERERERNBIFRY
o IRIBECEMNBEBNELD


https://tool.lu/crontab/
https://tool.lu/crontab/
https://tool.lu/crontab/

LDAP %18 - Alauda Container Platform

LDAP AcE /Rl

LDAP Connector Bt & /<43

AR 7~ fR 7204 B & LDAP connector :
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apiVersion: dex.coreos.com/v1

kind: Connector

id: ldap # Connector ID
name: ldap # Connector display name
type: ldap # Connector type is LDAP
metadata:

name: ldap

namespace: cpaas-system
spec:

config:
# LDAP server address and port
host: 1ldap.example.com:636
# DN and password for the service account used by the connector.
# This DN is used to search for users and groups.
bindDN: uid=serviceaccount,cn=users,dc=example,dc=com
# Service account password, required when creating a connector.

bindPW: password

# Login account prompt. For example, username

usernamePrompt: SSO Username

# User search configuration
userSearch:
# Start searching from the base DN
baseDN: cn=users,dc=example,dc=com
# LDAP query statement, used to search for users.
# For example: "(&(objectClass=person)(uid=<username>))"

filter: (&(objectClass=organizationalPerson))

# The following fields are direct mappings of user entry attributes.

# User ID attribute

idAttr: uid

# Required. Attribute to map to email

emailAttr: mail

# Required. Attribute to map to username

nameAttr: cn

# Login username attribute

# Filter condition will be converted to "(<attr>=<username>)", such as
(uid=example).

username: uid

# Extended attributes
# phoneAttr: phone
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# Group search configuration
groupSearch:
# Start searching from the base DN
baseDN: cn=groups,dc=freeipa,dc=example,dc=com
# Group filter condition
# "(&(objectClass=group) (member=<user uid>))".
filter: "(objectClass=group)"
# User group matching field
# Group attribute
groupAttr: member
# User group member attribute
userAttr: uid
# B IRAFR

nameAttr: cn

A P ig 7~
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#1. BEARTNE : ERAER,
(&(objectClass=person))

t 2. ZEMHAS  ERHIESESIIR/
(&(objectClass=person)(departmentNumber=1000))

# 3. BkSAAF~ (Active Directory)
(&(objectClass=user)(!(userAccountControl:1.2.840.113556.1.4.803:=2)))

# 4. EHEFEHPFEISRA -
(&(objectClass=person)(mail=*@example.com))

# 5. BEIEFEHMR
(&(objectClass=person)(member0f=cn=developers,ou=groups,dc=example,dc=com))

# 6. BRI EFZAF (Active Directory)
(&(objectClass=user)(lastLogon>=20240101000000.0Z))

# 7. HRAZEKS
(&(objectClass=person)(!(uid=admin))(!(uid=system)))

# 8. EHABRERMNAF
(&(objectClass=person)(mobile=*))

# 9. BEHRZANENTHS
(&(objectClass=person) (| (ou=IT)(ou=HR) (ou=Finance)))

#10. RERGMHAEIRB

(&
(objectClass=person)
(| (department=IT)(department=Engineering))
(!'(title=Intern))

(manager=cn=John Doe,ou=People,dc=example,dc=com)

RIRFRECE DB
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(objectClass=groupOfNames)

(&(objectClass=groupOfNames) (cn=dev-*))
(&(objectClass=groupOfNames ) (member=*))
(&(objectClass=groupOfNames) (member=uid=john, ou=People,dc=example,dc=com))
(&(objectClass=group) (| (groupType=-2147483646) (groupType=-2147483644)))
(&(objectClass=groupOfNames) (description=*admin*))
(&(objectClass=groupOfNames) (! (cn=system*)))
(&(objectClass=group0fNames) (| (cn=admins)(cn=developers)(cn=operators)))
(&(objectClass=groupOfNames) (ou=IT))

(&
(objectClass=groupOfNames)
(| (cn=prod-*) (cn=dev-*))
(!(cn=deprecated-*))

(owner=cn=admin, dc=example,dc=com)

LDAP 825+ AND(&) #1 OR(]) #HR{FF7~Hl
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# AND HRAETF (&) - FTEKMHLIUKE

# vEj% : (&(conditionl)(condition2)(condition3)...

t Z @M AND JRfI

(&
(objectClass=person)
(mail=*@example.com)
(title=Engineer)

(manager=*)

# OR 4R1ERF (|) - ZAHR—D&M

# 8% . (|(condition1)(condition2)(condition3)..

t ZEMt OR 6l

(|
(department=IT)
(department=HR)
(department=Finance)

# AND 5 OR 454
(&
(objectClass=person)
(1
(department=IT)
(department=R&D)

)
(employeeType=FullTime)

# BRGMHAS
(&
(objectClass=person)
(1
(&
(department=IT)
(title=*Engineer¥*)
)
(&
(department=R&D)
(title=*Developer¥*)

)
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)
(!(status=Inactive))

(| (manager=*) (isManager=TRUE))
)

7> LDAP f P

¥ LDAP R FEIZEIFE )R , JERPYIRTFEERLSHAS,.

AT PATEZR N LDAP BIECE BaNRAP R (LRI EHT) |, WA ATERKTNZRN LDAP f5F3hfil
ABIHIRIE. LT RF AR SHERIEA L.

=z,
TE

o REIFEI LDAP FHERF , EPITHPRIZRERRIATERFE. AAERBENER
Fabt , HMEEREmIRLEIFA,

« M LDAP IR 7 , BHERER Invalid ,

o FTEIE A FRZNAF A KA

- SHERF (AA/. IDP AF) RENELRFr<B3XE , SZRMBEBCHSAERF
RIEF—. BAERSBERRMEMERARERFA.

BRAEDIR

1. fEZEMS A= , mis Users > IDPs,

2. REEFENE LM LDAP £7#f.

3. BfA_ LM Actions > Sync user.

4. R Sync,

TR WREFHNRARSARRIEIE , REHARTNIEIE, KPARSIRRITEE
B RS ERSHF. MREFEEERFYIRTE , FEREIRPER R ; RS
RP3ERTE , MASERIRIDER.
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AY [ |
FERIRE

BT RS IR AN A
SR EVEE A L ST Actions |, IRIEEEE HoliE LDAP,

BRAE UiBA

EHE AN LDAP WECE (S E 8k LDAP B3I[FE)H 5K,

;Ejip EE BT LDAP f5 , @it LDAP RIFEITFErA AW EH. N
LDAP F#2[RHA FEFa A FSIRP BTSN, LT U8 HITIEETT
W PR VESRTETERLR AR
% LDAP f5 , 1813 LDAP RIFEIF AR A FRERZ A Invalid (F
FPS5AAHNBEXARIETAT) , BEEXFE. ENEREFENNT

iflzs ELSLUSIER .

LDAP

20K - % IDP f5 , anEMIIGIET LDAP EIHEIFARARFA A | 54
%32 7RHE N /7H) Clean IDP Users and User Groups £ i%4E,
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Menu ALY >

oIbC &i#

FAXHF OIDC (OpenlD Connect) #MX , FABEREARM OIDC BLEfE , (JAMERE=7
KSEFTE. FABHERETUAERNBREECER OIDC fk%.

B=x

OIDC #Eik
8 OIDC
BRAEDIR
BT YAML ¥ OIDC
7~ : BLE OIDC Connector

HRIRIE

OIDC #ifiA
OIDC (OpenID Connect) 2—F&F OAuth 2.0 HXRISHINEFRAETNY. ©1# A OAuth
2.0 ARSI NE=Z AR Pigie A PEMALE |, FFEMN KSR EEERE R Fif.

OIDC AWFFTAEZRIINE Fin (BIERS 2R, B3Rl JavaScript & i) ERIFRET
WERSENR A AER. GGEGERTY Bt | AFSS5EEREXIERARED
RE , INSHBAEME . OpenlD Provider KIMSEEE. FLEEESIN OIDC BEAH 7.

NN oIbC


https://openid.net/connect/
https://openid.net/connect/
https://openid.net/connect/
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BTN OIDC |, AIAEASE=ATFAaKSERTFA.
7FE : OIDC AFIVERTFaR , FTAFERAF,K email BHEMEAE—FMA, 3X3F OIDC
RE=FFE ARWAAE email Bt , BUTEERES.
BRAEDIR
1. FEAM S A= m 5 Users > IDPs,
2. |it Add OIDC,
3. B & Basic Information $%§.
4. B & OIDC Server Configuration %X :
« Identity Provider URL : 5173 URL , Bl OIDC S}t &m0 /a)hil,
e Client ID : OIDC & P % FinhRiR.
« Client Secret : OIDC & FuiI4A.,
o Redirect URI : BXE=7F4& EREIEHLE , B dex £1T7HM URL + /callback ,

« Logout URL : fi PH1T Logout #2/EFIIRIKIMIIL , 2507 , WP HtE A & KA
R,

5. 1£ IDP Service Configuration Validation X1, , & A% OIDC K-S Username #1
Password DABIFACE .

R - AR P AEEREER | IR SRR EIETTI , LA OIDC,

6. =7 Create,

1833 YAML 700 OoIDC

(T REBES , FEEIFFET YAML RN OIDC |, XIFFE RIEMECEIANES . FEAM
5. APARSFSEKINEE.
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4 : BECE OIDC Connector

AT/~ fB7R T 20{ATECE OIDC connector PLEE AL OIDC SHMAERS:. ZBLE/R~FHERTLA
s :

1. FEEM OIDC {EASMAMERRS 25
2. REXFRFARRERS,

3. FEAT VL EREMML,

4. FTERCERFER OIDC scopes.

5. FREENFHHIRY,
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apiVersion: dex.coreos.com/v1
kind: Connector

# Connector basic information

id: oidc # Connector unique identifier
name: oidc # Connector display name
type: oidc # Connector type is 0IDC
metadata:

annotations:

cpaas.io/description: "11" # Connector description
name: oidc
namespace: cpaas-system

Spec:
config:

# 0IDC server configuration

# Configure server connection information, including server address, client

credentials, and callback address
issuer: http://auth.com/auth/realms/master
clientID: dex

# 0IDC server address
# Client ID

# Service account secret key, valid when creating Connector resources for the first

time

clientSecret: xxxxxxx

redirectURI: https://example.com/dex/callback
match the address registered by the 0IDC client

# Security configuration

# Callback address, must

# Configure SSL verification and user information acquisition method

insecureSkipVerify: true

# Whether to skip SSL

verification, it is recommended to set to false in a production environment

getUserInfo: false

additional user information through the UserInfo endpoint

# Logout configuration
# Configure the redirect address after user logout
logoutURL: https://test.com

be customized to the page jumped after user logout

# Scope configuration

# Whether to obtain

# Logout redirect address, can

# Configure the required authorization scope, ensure that the OIDC server supports

these scopes
scopes:
- openid
basic authentication

- profile

# Required, used for 0IDC

# Optional, used to obtain
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- email

claimMapping:

email: email
groups: groups

phone:

preferred_username: preferred_username

claimExtra:
- field: xxx

type: string

groupsKey: groups

insecureEnableGroups: false

FARIRAE

BRI AR R T R A W)
BAEVEER A LA R Actions |, 1RIEFZE MR OIDC.

B1E [

BT BRI OIDC BtE, $#H OIDC BeEEEE , BA B FPIMAEATRE 4
oIDC BE , MBIEYEIREH TR,
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BRIE iR

W& &R BEERK OIDC, Mk OIDC j5 , BiT% OIDC REEITFAaNFTE
BARESEER Invalid (PSR EREEXRRRIEARAE) , BUEERF
AR a. ENERG , ArBdasha R FanHisiE.
OoIDC
12K : & IDP J5 , anEMIFRIET OIDC S EIFEWAFAMB A | F4
%32 7RHE F A Clean IDP Users and User Groups £ i%4E.
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Menu ALY >

e

Bk

(AR

iR TR
T E MR IDP A
TEHEE MR A

) L IR

A1l AEQIEEKERCHT A AR, RO FEAE, KA fatiE 2

HTReXE , FARLMRSZAEMFAFREZXNFHA S, (BEAMAFAN IDP A/A) .
HBRBIERT

o QESEMRERA SRS KA R
« RZSEMFRRFREK IDP FF

THEZIAETRA G , EAJRESBEINMER S BARA -

o BIESFHRBIS MR 7 IE 4 T
o B SFERETEMRIERH SRR H S

i RT3
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FfFRZEE , BB global ERHHE—ITHT R EPUTHFE A | /EIEERSR AEE.
yaHE 2 kA IDP BB
£ global &£ HE—IFHIT R BUTA T %4 -

kubectl delete users -1 'auth.cpaas.io/user.connector_id=<IDP

Name>,auth.cpaas.io/user.state=deleted’

R~ :

kubectl delete users -1

"auth.cpaas.io/user.connector_id=github,auth.cpaas.io/user.state=deleted’

A E MR ASA -
7 global SEBHE— I AORMITINFPIMIA -

1. /B RS

kubectl get users -1
'auth.cpaas.io/user.connector_id=1local,auth.cpaas.io/user.state=deleted' | awk '{print

$1}' | xargs kubectl delete password -n cpaas-system

2. 75

kubectl delete users -1

"auth.cpaas.io/user.connector_id=1ocal,auth.cpaas.io/user.state=deleted’
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Menu ALY >

>

48

(&

FARHEANAARE2R , UEEERR2MIHIITTEER S,

H=x

Overview
Configure Security Policy
Steps

Available Policies

Overview

FASFFUA TR

R EE
RrksEE
R P%S9E
FIB 4
Pl

Configure Security Policy
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Steps

1. ZEZEMSAAE , ST User Role Management > User Security Policy
2. R _EFK Update
3. IR R R E R RN
4. i Update RIFE X

WARNING

RESECE A

o ANFESRIE BT R AR R
o BUBZNERZA AR

- FRARKRRSREAEIEHIRE

o ENEARENSIKE ZBTHRE

Available Policies

Policy Description

JBRETHERRXEIAL :
User Authentication Policy - F3 I8 145 € A1 517 T FRERAIERS
- XRFEMBARS S (Flane BRI AR S)

EHEENEK

BIRER

_ _ - SR E R R T A NS R ARG

Password Security Policy
EHAEH
- BREFEE AR (F12N190K) JRfEs Ry
- REFTERDHT AR L5 R



Policy

User Disablement Policy

User Locking Policy

Notification Policy

Access Control

48 - Alauda Container Platform
Description

BERARNERKS
- FEFERE I BB TCE AT A e fihR

BhTeE N

BUE &M -
- TE24/NEFPRIAEIFE RE SR USSR IR B FE A

PEMK :
- IKSBUETERE 7 512K
- U IR 5 B Shfig8!

EIRF B
- PRI fEil T B A& X VA TR

BB PRI

VRS
- FEERBINTREE s S
- BR&BIBRAF A LEL I

N SERSHTH -
- KA FTA b W 4R
- BIER—%& PR % e R

:'note

BZNRH

- VIR HIM RN SR BT SR AR R %

- BTSRRI B I BE R S A SVELER

- Bt ER BRI ARE FiniR e — IR
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Menu
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BFEr
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= Menu AT >
AN4Y7]
A

Bk

Project
Namespaces

Relationship Between Clusters, Projects, and Namespaces

Project

Project E— M RIFfREATT , XIS WHKZHEAMERZS. EX— IS NERNRIERSY
FHERBERIE , HEREEMNA KRS, Project A LIRS HARFAT] . 36180
HHER\. @it Project &1F , aTASER :

o T1E HIBA 2[R B IRFR =
o THARNRECEEE
o BN EIRTESES

Namespaces

Namespace s Project NE/MK), HEBERRIETE , {EORPSRIA T TR TE
[X. Namespace [ B4HEAIE -

o —“ Project FA] LI Z 4~ Namespace
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o FTH Namespace EIRECAEAARERIT Project AFCER
o IRALERAE Namespace 2R A TEARH K5 EL
o ANAA% (CPU. N7F) 1E Namespace 5IX[R
o BIBM TSGR F R IR AR

Relationship Between Clusters, Projects, and

Namespaces

AR RRRR AR AL -

o —/ Project AIRMERRBZMEBHNRIR (CPU, NfF. 7)) , — MR RIR

S Z A Project,

o —/ Project FAJRABIZE L4~ Namespace , B E{THIRIBECELEFNREERIT Project K2R
IR,

o —> Namespace HKI'&BECEN/kE B0 &ERE | H—/ Namespace RgEET—1

Project,
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Menu ALY >

LI H

FEEMNR B BT TEZ T , A URTFE L MANER RRAE— A, ZNEER
BMARFTEESHAMME (/) BE. AZmBR , ST ARES B AR SKERL %5 &5k
NECRIE. HEAUAMAFE LS M EHNTIR,

WARNING

YEMBR , FASERBNEHTENR— M SMERENGETE , ATREFAERIR. &
IMEBK S & TRISCH R,

B=x

BRAFSIR

BRAEDIR

1. £ Project Management f{[&|# , =5 Create Project,

2. 1£ Basic information 0 , BECEPATS%K :

28 [

Name WHEA , AMESEAMBE LRSI E 2 HRRE AT REARRER , &
MTTiEEmE .
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g [
TR  MBARELREIEFARM THRIAG A TEAHR ¢ cpaas-

system . cert-manager . default . global-credentials . kube-ovn |

kube-public . kube-system ., nsx-system ., alauda-system , kube-

federation-system . ALL-ALL F true ,

ST RIKKER |, S QA DAERT R RIRACE, R PRk
B ERE 1 EE,

Cluster

s
~

AR AR RSHERATIER,

3. mifi Next , 7ET B ECAUR ELSRF |, 1%k Manage Resource Quotas PLURE AR E 1£
BT Bt S BCA R IRBCER.

4. B it Create Project,
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Menu ARTUHESE >

‘B0 H B

KIERENEAT ACP A{AIY f& Kubernetes i) ResourceQuota , 12471 B & AIHIZR & HCEl
(ProjectQuota) . ProjectQuota AFZE[RH— AN E F A 65 & T8 ResourceQuota 2z
M, ANmEm B EEAAXAEERE , REHMIATLEREIZIEE & a T Ih.

Bk

{t+442 ProjectQuota ?

T

{aBF{$ A ProjectQuota
e & A

S BCRBGIEIN
RIERES T WA

{t+252 ProjectQuota ?

« ResourceQuota (Kubernetes [f4E) [RE|E N ar B TEIKEIR (CPU, RTFE. SIZ¥HE
%) . AxE. BEMRL  BSE
e Resource Quotas

« ProjectQuota £ X T BSEEINA_LIR : BB A M4 TIEIKK ResourceQuota SF1A1E
HRIZIR B X N AR RE PR .

B S 2 : ResourceQuota PRI #4545 =8 ; ProjectQuota fRFI—/NE # i A dh & TR
JSVIN


http://localhost:4173/container_platform/zh/developer/building_application/namespace/resource_quota.html
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TRl

THERFRMFY : Yo A% ProjectQuota , SA/F1EZI B MBE AN ECE N & TEH

ResourceQuota,
{ERSEE : ProjectQuota EATFAME , BT ZME WA H L TH.
BPITTHEAR

o TERIETFEH 4 ZEM ResourceQuota B , FAAITEIRNE + FTA 6 & AT M
(5020 limits.cpu . requests.memory . pods ) EA]ZRIZI{E , BFER AR,

o {CMHINREE/NTEET XN ProjectQuota IF[RHINS , A AiFZaEsk. BN, &AFE
S HFELEFFIR [ RAR

PUTHERY .

« ProjectQuota [RI/ifid ay 4% Z=[6] ResourceQuota R[N ECAYRIR (TrEC) |, TaEBRESE
TRHERE. SKFRBFEIARS 64 A ResourceQuota AFAE S B,

{aTBH{E F ProjectQuota

o IMBEMHTME/AEEHE : NEEEHK CPUREFEMEME , BANEIRhLTE,
o ZHEIAEKZIRIME (5130 dev / staging / prod ) HFZ— EfR.

o [ILLECAURTS : FEME BRIF— A, B SRdn 4 <A o Abe i () Tt Ak .

B eRse M AL

ProjectQuota X $F5 ResourceQuota MEIHKFE A (FFER)

o W TEMINTF : limits.cpu . limits.memory . requests.cpu . requests.memory

o TETAE/MFRITEL : pods . services . configmaps . secrets . pvc %
B RATEAL

o CPU {ER#% 0¥ (620 2 . 500m )
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o WHFERFT (Hlan 86i )
o N IEHHF AEFTE

WNRETA i % = [B)% N AR ) B AR B 1S ProjectQuota R , ACP &fH I
ResourceQuota gl ZT &.

ECREE N

o SEENIMBLRKIE (ProjectQuota) , BREHIFN A& R ZTEK ResourceQuota , 7 EC
S HIBAERINER,

o 1RE 10% - 30% [KIsRE AR STUE(E APy 48 .

o EMHEE : BCKRIENERNBCEGFERNEC ; RIHFERZ IR M 4 TRIECET , FAAN %
e LR,

BRESRESH HlA)

o 18] BMEGAE Uinits.merory B , SORBEITERH , A4 2

o & EKRNEELTEARM ProjectQuota IERHIB L . E SR/ D H & TEMAC
B, HERITRE LR , BEAGATEALE.,

e 3] : IKIZF+T ProjectQuota , (B TEGREMNTIEFAE.
BHfR S T2 A ResourceQuota BNV IR T , HFRBREEH/ M RAE.

o N : ¥ ProjectQuota BIFLW N\ EMAEILHIINIE , EEBRE=NX (7 /FE) FMmEE
R BT,
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EHHMEEREE
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BIEDIR
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EHIEEMBENEREE , NERAFRAIEA.

BRAEDIR

1 AR B EHEAET , R EEHME LK.

2. EEMIAAEF , RIS,
3. RTALAIHRIE > EHEXNEE.
4. B EE N BRE FRANIR
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AT >



SR E - Alauda Container Platform

R E
WA RE AR,

WARNING
B MERE , BB AR S AN RIS ERR.

BAELIR

L 4ET B WIS | BRI 75,
2 MG | AEHE.

3. At LA RE > BIRTE.

4. W NI B £ 7RI R i,
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[0 B AR &R FR B H RIRACER.

BRAEDIR
1. #£ Project Management fiE+ , SHERMERHKINE &K,
2. EEMSANA=ES , [ Details,

3. a4 _Ef Actions > Add Cluster,
4. FEERERIFREN LA Y E N RFEA. TRERNTREE

« CPU (#)

« NfF (Gi)

o 77 (Gi)

o PVCHE (1)

e Pods (/")

e VGPU (EE# GPU) /MPS/pGPU (¥ GPU , #%)

o EBFECAR

NOTE

o RBEEERTPEET GPU iR , A8ERLE GPU RIRALHL.
% GPU '®iRA GPU-Manager 5§ MPS GPU B} , 1 aJBIACE vMemory BLER.

GPU #1437 : 100 N EHWZET 1 M8 (1 pGPU = 1 #% = 100 4> GPU-Manager #% = 100 4
MPS 1%) , pGPU #f; REEL M A EL. GPU-Manager 1 B{yN{FZET 256 Mi , MPS GPU 1
BNGEET 1Gi, B 1024 Mi=1Gi,

o MRFEXRFRARERH , NEGAR TR XEELET B o] DARIE T E(E AR %A ]
R®IR , Te KRS,

o WENHERMENERAEROETEEN. SN RIFLGME N AL2ERARRNE SR
FAMEE , 2%,
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5. By Add,

BIRER

BIRSTE RIS EE.

WARNING

o BIRERR  MBRBTTEEBEFRERER TSR,
o URBBRRERREN  TAFEIREEHTRRR , BB REEREHEBR.

BIEDIR

1. 1£ Project Management flE+ , QHEBHFEFKITE L FR.
2. EEMSAMAZSF , A Details,

3. A4 LM Actions > Remove Cluster,

4. 7E58 1 i Remove Cluster STEIEF |, Mi \EBIRNER LR , AfFRds Remove 124 |
ROA] sIhAZ R e BE .
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ERUBE S AEERFE AR OIDC AR |, £ AR B & Hir & T EHRER

R, NECFaiRtime , mEEHEA. aRaTREEARITRE. MRFZEHR , 7T
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A RSPRE

o WX LKHALE OIDC IDP A :
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« RBESANEEFERAAENMB A , B :
o DRINERK OIDC B
. J@IT LDAP FEHA
o AHFH

« {E24 OIDC A FPRMBIEMIRE KA, (RIEARCA -

o L4ECET OIDC IDP R :

. ARMEEHABREEY OIDC K
o TR TOARAERK S Bk
o BRI SAH , BNTTEESBR

o RGEOABHRAFPEYHIERAFARATIA

BIEDIR

1. £ Project Management fL&E+ , REEEIRHKINE LK.
2. EEMFAA [t Members,

3. ;mify Import Member,

4. %+ Member List 5 OIDC Users,

NZAALTIESS N

BRIAS A\2E A AEOEE R .

TIP
A EANA A SRR RIER A P A THER .

SALEA/

1. %3 Member List,
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2. \ilr Bind TR | EEENSEAFTERFNAER.
MRABFEMLZTIA , 5 M Namespaces THI BT,

3. & iy Import All,

SAEERF :

1. %3¢ Member List,

2. B R EEEE—EREZ R,

3. milr Bind THSRA | EERSEALIER FRAE.
WRABFRMETE , 5 Namespaces THISEFIESE,

4. 5if5 Import,

S\ OIDC i/~
1. 1%4¥ OIDC Users.
2. i Add B SICTK (ZRRAERIRE) .

3. 7£ Name FE A BT OIDCIANERAF 4.

WARNING
BEHRAFPEXNMACEMR OIDC ARG ANAEMIKS , BNPERERY.

4. )\ Roles M kEAa,
MRABEEENLTE , FEMN Namespaces T B %R,

5. mif Import,
SABGE  BATUEE :

o WA MRYIRFHER

« Platform Management > Users F ¢
o XIREIRA ", BRIERERIFRL
o BINERIEW RKIRSEHN
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TR
BERTE A S U E AR .
BRAEDIR

1. 7= Project Management &+ , SHIME L #R.

2. FE LM S A R Members,

TIP
fF S RAEFZ M T 1534k Name, Display name 5} User Group § e 5.

3. REEMEM 55K Remove,

4. TR IRSTVEIEFIATS IR,
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Menu ALY >

>

48

(&

FEMNFITTRER M S A PMAS T 2 KRR B AR RHREICR . XA TENTA
RIALR | FRREBRARIREERE . B RE XN AR H AU+ AR,

BT ET , BT PARER Kubernetes £8P EFHATE |, A1F :

TR E RS RN R R A T AR

WEPIT T XEAE (RGAHSRF)
ERATEHRFAES (Hl20 POD 2 H)
EHER (BEEKRR)

o BFENME (RHNSERSN

o AFAHRMECT (EfT. Mk, EERE) RHLER

Bk

SRR
BAELIR

BRER

FoRFAF

o BHIKSPIRABFAEHESFAH TR,
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o WIBEKF T HERS . EHEFERNEMSEEE ACP Log Essentails, ACP Log Collector
F1 ACP Log Storage ¥@ff.

Note

[H°4 Logging Service KRIAIRFAIISRE=A 2 FAAR , Al Logging Service ISXASINAE(E R34
STHIC YL M3 7E Logging Service 7,

BAIEDIR

1 EEMSHIAET , Rd #Hit.
2. DAREE TR ITTEE

o AR ERCERFARRRECR
o REGURME  ERARGHREICT (BRIEELL system: FFK)

3. ELEE WK ARATRSE R4

oL e L

HiEE  BREERRPATREKEAT (BOA: 2% )

MRS RMERTY (R, B M. BIE. ER. BLE% BA: 2%)
3t FHRMEREFTERERE (A 2% )

WRAT  FHRMEREMAT (BA: 28)

RRER  FHRMERIENETR CHFEMIRR)

4. _i BR.

TIP

o £/ NEFEE TRAERERITRERTE (A : &iE3090%5 ) . ST PUERRTTEEE E X
B TR)E.


https://docs.alauda.io/logging-service/zh/
https://docs.alauda.io/logging-service/zh/
https://docs.alauda.io/logging-service/zh/
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o RERFTERFAEFERLER.
o RESHEREERTHA csv 3.

BRRE

RZAERERUT™ER

2 UiAA
BIEE BRIEBEN R P ABARSK S EHR
BRI BRIESEY (IR, SR, MRk, B, EIR. FLESF)

TIRBFRIZEE  FHRERIRI A FRAIZEE

&R PR R RIRTFER S 2%

fin 4 = [H) PR E S IR AT TR 6 4 5[]

& Fiig IP FTFPITIRAERE Pl 1P sthdik

BAELER BT AP IREIRSHHRIELER (2xx = BN , HAth = KIK)
HRAERTE] HRAE B 1B

HE Ry VB R, 7 WIS SRRl JSON RAER THRITICR
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= Menu ALY >

ACP Telemetry 2— 1M FEAKRSE , BTWEEHAENBIELIFELRIZE. BWERSTER
3 _H{£ZE Alauda Cloud 3752 4T

B=x

FoRFA
TIRIR
ARELES
SR

FeRFAF

THEHT , BHR

« Alauda Container Platform 375 & 8 F A E
o global &£ A& H XM IRIBES

o
Nij

Ly X

ok oIk

1. #N EHR

2. EAM S A m i Marketplace > Cluster Plugins
3. FETNEN S AL global &5
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4. 2R ACP Telemetry I B H V¥

5. mir Rk DARRE T

ERESEHE

1. ZEEAM S S System Settings > Platform Maintenance

2. iy FEZaEE K IH IS 1R

ENETIR

1 IRBIEIRETHIPIR 1-4 E it
2. Ry EpEk RIS SE
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Menu

UEF

Bz, Kubernetes WFHig#%

cert-manager

OLM iEH

UER AT

WA vAEK TLS IEH
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Menu ZARTUMEYE >

B53zh{k, Kubernetes iEH 4%

AFEEIIBENRTE ACP thacsk | IBRFNIRIE Kubernetes WF R4 #2% | PASCINA BN Kubernetes
BBk,

B=x

£
TERE
EHIRAE

N——

I

Y55 M, Cluster Plugin 3B & 2= 108,
e
o YHIFF

o AHIBERE R
« DCS &%f

TR


http://localhost:4173/container_platform/zh/extend/cluster_plugin.html

UEF M

apiserver.crt

apiserver-etcd-client.crt

apiserver-kubelet-client.crt

front-proxy-client.crt

etcd/server.crt

etcd/peer.crt

/root/.kube/config, admin.conf,

super-admin.conf

controller-manager.conf

scheduler.conf

kubelet.crt

kubelet-client-current.pem

Bzt Kubernetes IEF4EH#k - Alauda Container Platform

ZiE R MEBR Bk,

Thae

kube-apiserver R Z5EH
kube-apiserver ifj[a] etcd K% P
UEH

kube-apiserver ifj[a] kubelet )%
UEIE
kube-apiserver ijj[r)58 & API fR% =8

A% FRutuE S

etcd KIARSZHEH

etcd AR REAIXT EBISUET
£ PEETRIY kubeconfig iK% i
R

kube-controller-manager ]

kubeconfig % FURIEH

kube-scheduler g kubeconfig #E
& s

kubelet KR %25 EP

kubelet K% FimiEH (H
kubelet.conf 5| )

I
R

I
T

I
5
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1. IEUERER

HEWEREBMEDHITHE. BT XEEBFEEETVRNARKRE | FEMEN A
ERANE, Ak, SEERT R — Ml Pod |, #HEEGEHER | /§ Pod 8EZEUEE. IE
BEESREE—IK. IEHFEE (2. SHIKE) {R#F4E ConfigMap cpaas-system/node-

local-certs-<node-name> A, A% CAEPTEAETE Secret cpaas-system/kubernetes-ca

&,

2. B AR SR A

WEBH notBefore FN notAfter FERFRNBHHA. URISKF T 20% % 30 XA , firhk
Wik,

3. jeHBAS

FREHRANEPINBSFFLE ., RREFIHETRNS A AL ESF M ARE
B, REZBIAPLIE , DU R L MEP RIS B R RIA)E.

4. A pHFTIED

BIFEFET MK CAERAERINED. BRRERETLEBRT RERIER Pod , #
FLBANERE R , DMERITHE S

5. EaAH

FREERNAMN

kube-apiserver : FEEFUMBFINED., FEENASEHEMEANZH loopback iEH
(BSHI—4F |, {XNEMER , TTiRsMNBieHR)

kube-controller-manager : S J5PAFEHIMNEK kubeconfig 314,
kube-scheduler : FEEE FRAEHIMEK kubeconfig T4,
kubelet : HEEFUEHMMERS 2D,

BEAR ¢ EMENERS Pod B YAML SCHFIRNEARE | ik kubelet =43 Pod, &3
kubelet B , 4R FHSTHERSIFRE hostPID A true , ZERSNHIT "systemctl restart
kubelet",

BEEZ :
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o Etcd XFFEFHBINER.
6. FeHASETY

o kubelet IETH : £ 61 RE## (EPHHI 91 X)
o IEHIFENET : 7E 292 KA (IEREWHE 365 X)

S SN

EITAT an & F BN EHNES ¢

cert-renew --ca-cert <ca-cert-path> --ca-key <ca-key-path> --days <days> <certificate or

kubeconfig 1> <certificate or kubeconfig 2> ...

HIANEFH kubelet.crt

cert-renew --ca-cert /etc/kubernetes/pki/ca.crt --ca-key /etc/kubernetes/pki/ca.key --

days 91 /etc/kubernetes/pki/kubelet.crt

THEIHFHES cert-renew TH | 1517 :

curl "$(kubectl get services -n cpaas-system frontend -o
jsonpath="{.spec.clusterIP}'):8080/cluster-cert-rotator/download/cert-renew" -o ./cert-

renew &4 chmod +x ./cert-renew

A%k | FEL renew-all.sh BAPAEHT S FRIFTBUESD :

curl "$(kubectl get services -n cpaas-system frontend -o
jsonpath="{.spec.clusterIP}'):8080/cluster-cert-rotator/download/renew-all.sh" -o

./renew-all.sh
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Menu ALY >

cert-manager

FNEFDE BhERE Certificate for cert-manager

cert-manager ;£ — R4 Kubernetes WEREIEISHZS , T Certificate BIREshA AN
B TLS UEH. Kubernetes £ EFHIVFZ A M cert-manager SKETEE I TLS WEH |, #
RBIERL.

Bsx

Overview

How it works

Identifying cert-manager Managed Certificates
Common Labels and Annotations

Related Resources

Overview

Cert-manager J@iZ Kubernetes B X &EIRE N (CRDs) EIRIFPRRLE S FEHA

« Certificate : & X FEZSIRHER
o Issuer/Clusterlssuer : 5 YAFHAE

« CertificateRequest : AT AIBIFRIFREINENRIR
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How it works

Wi Certificate ®IRHT , cert-manager £ E3) :

1. &= BREAFRERZ 255K
2. WFERER Issuer ZRERZE A& FIUES
3. ¥EPRFF.EA7EAETE Kubernetes Secret 2

4, cert-manager EFSIEBMBEH , FHAEBTHRTHTER , DABRIRS HIFEA A
.

Identifying cert-manager Managed Certificates

B cert-manager ‘EIRHINEBRXFN A Secret RIRIEHEIA kubernetes.io/tls , FHA4FERIR
BFNTEfE

Common Labels and Annotations

cert-manager ‘SR Secret FWIREE BELLTAREMERE
PRE -

e controller.cert-manager.io/fao: "true" : #RURiX Secret F cert-manager IR |, 3 /5 56|
2RI IE Secret &7,

TR

e cert-manager.io/certificate-name s IFPZFR

e cert-manager.io/common-name : JEPKIIE 4 FR

e cert-manager.io/alt-names : WFPHRIEHEZFR

e cert-manager.io/ip-sans : WEFK IP bk

e cert-manager.io/issuer-kind : UEPINAE LY

e cert-manager.io/issuer-name : UEPIMAE B FR
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e cert-manager.io/issuer-group : JMAHFK APl ZH

e cert-manager.io/uri-sans : URI 1% FH4&FR

Related Resources

o cert-manager Official Documentation ~


https://cert-manager.io/docs/
https://cert-manager.io/docs/
https://cert-manager.io/docs/
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Menu

OLM yFH

FfiF8 Operator Lifecycle Manager (OLM) A4 MEH——AFE olm-operator | catalog-
HHAZ AT,

operator . packageserver A marketplace-operator

LI IEH ClusterServiceVersion (CSV) X3% 9 € X7 webhooks g% API services [{]
Operators B} , OLM 4 B34 BFHH AT EHIET.
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Menu ARTUHESE >

Y

Cluster Enhancer 2%} Kubernetes &8 {# BEBH S ixge 1. WITSOEEIE :

1. Kubernetes ZH{HIEH , AI3EEHIFEA kubelet fRS-23/% FUmiEH (4A134F kubeconfig & F
v UEP)

2. E B EITHERUED , BEKRERBFEEREIA kubernetes.io/tls K] Secrets S

3. kube-apiserver SXRMERAMIIR S ZH0ER (BIERTEWRKANTBEFNER) |, Bidi[A

kubernetes Endpoints XHX

AR ATE Administrator fLEH |, Bid 2N SAn#t A\ Marketplace > Cluster Plugins &1k
F224E Cluster Enhancer,

Bk

PR ST
NESZHN
Kubernetes JFR452

FAEEREY

UEHRA S

PRI HPRE AT EITTEAR certificate expires_status BF. UEPHT I E A IBIE FEA5

certificate_expires_time EE
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Y FTEFRSAN T BRES (A AT 7£ Certificate Status FARKE P EE. A AFARERNAERE
Bt )\ Administrator fL& , Sfi1ZE Clusters > Clusters , &R K& /5 , ¥t \ Monitoring
R,

H=%aK
NESZENN
Cluster Enhancer 12N EEZHAN] cpaas-certificates-rule , AETEE .

Kubernetes iFH 45

FL) &K
kubernetes UEHAIT HART AR IR (4T 30 X) <=30d B#FL 1 0% H%

=

kubernetes WERHITHARTBIEIEEIHE (4D F 10 X) <= 10d B4 1 4+ =

kubernetes UERBEITHI <= 0d B#F4% 1 94 TE
EaAEREE
R EkK

FRPMEPNIT IR ERERIE (DT 30 X) <=30d Bk 1 06 F5F
FEAMREBHSPEREER (AT 10 X) <=10d BFSR 10 &

FREMEREITH <= 0d HEF4 1 5705 b=
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Menu ALY >

|~

03 S S [e) A TLS WEH

INFO

ST ACP Ik v4.0.x , RIRHAMESHIRES T | ARIEENBAE ANE (RERERHA
) FHITARRHRE.

H=x

Al &R

BAEDIR

AU 51

o —Xf TLS MFBREFLR.

BRAEDIR

1. 7£ global &£ {E— control-plane F it , S ACP F&ilalbiit Fr{E BB TLS iEH
#4 :
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kubectl get certificate -n cpaas-system dex-serving-cert --ignore-not-found=true -o
yaml > /cpaas/dex-serving-cert.yaml

kubectl get secret -n cpaas-system dex.tls -o yaml > /cpaas/dex.tls.yaml

2. Ml A BIES -

kubectl delete certificate -n cpaas-system dex-serving-cert --ignore-not-found=true

kubectl delete secret -n cpaas-system dex.tls

3. S AFTET :

kubectl create secret tls dex.tls --cert=/path/to/tls.crt --key=/path/to/tls.key -n

Cpaas-system
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