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7£ global & FHHZE ModulePlugin 1 ModuleConfig ‘iR , MRiEHD A :

prometheus 30h

prometheus-v4.1.0 30h

RNERHIFELE ModulePlugin prometheus , BRRAS v4.1.0 247,

2. 6% Modulelnfo
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kind: ModulelInfo
apiVersion: cluster.alauda.io/v1alphal
metadata:
name: global-prometheus
labels:
cpaas.io/cluster-name: global
cpaas.io/module-name: prometheus
cpaas.io/module-type: plugin
spec:
version: v4.1.0
config:
storage:
type: LocalVolume
capacity: 40
nodes:
= XXX XXX XXX XX
path: /cpaas/monitoring

storageClass:

pvSelectorK:
pvSelectorV: ""
replicas: 1
components:
prometheus:
retention: 7
scrapelnterval: 60
scrapeTimeout: 45
resources: null
nodeExporter:
port: 9100
resources: null
alertmanager:
resources: null
kubeStateExporter:
resources: null
prometheusAdapter:
resources: null
thanosQuery:
resources: null
size: Small
valuesOverride:
ait/chart-kube-prometheus:
global:
nodeSelector:
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node-role.kubernetes.io/infra: "true"
tolerations:
- effect: NoSchedule
key: node-role.kubernetes.io/infra
value: reserved

operator: Equal

WIRRES% , 7~ prometheus :

spec:
config:
components:
prometheus:
resources:
limits:
cpu: 2000m
memory: 2000Mi
requests:
cpu: 1000m
memory: 1000Mi

O

EZHER S NI AR ENL

YAML ZFEZnBA (Prometheus)

FERIRIZ WA
metadata.labels.cpaas.io/cluster-name IR EIREREL TR,
metadata.labels.cpaas.io/module-name WA prometheus .
metadata.labels.cpaas.io/module-type WA plugin

ModuleInfo Z#; (#0 <cluster>-
metadata.name

prometheus ) .

spec.version BRI RA.

TFAEZERY ¢ LocalVolume |

spec.config.storage.type
StorageClass EY PV ,



spec.

spec

spec.

spec.

spec

spec.

spec.

spec.

spec.

spec

spec.

spec.

spec.

spec.

config.storage.

.config.storage.

config.storage.

config.storage.

.config.storage.

config.storage.

replicas
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FEIEE

capacity

nodes

path

storage(Class

pvSelectorK

pvSelectorV

config.components.prometheus.retention

config.components.prometheus.scrapelnterval

.config.components.prometheus.scrapeTimeout

config.components.prometheus.resources

config.components.nodeExporter.port

config.components.nodeExporter.resources

config.components.alertmanager.resources

ViR

Prometheus &g X/ (Gi)
ElE/)N 30 Gi,

24 storage.type=LocalVolume B
KT Rdk , XFmZ 141

A

24 storage.type=LocalVolume B
AR 12 .

4 storage.type=StorageClass K
R ER B TR,

A4 storage.type=PV B PV 1%
B,

A4 storage.type=PV B PV 1%
Fa8E.

Replica = , {{UEAT
StorageClass / PV Z&HY,

HIRRE XA

IMER BB , ERT I

interval K] ServiceMonitors,

MEGERE , 220N

scrapelnterval ,

Prometheus & IFRECE.

Node Exporter ¥ (ERIA
9100) .

Node Exporter & IRACE .

Alertmanager & BACE .
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FE KR 1A
FEIKIZ 1tEA

Kube State Exporter B & IREL
EO

spec.config.components.kubeStateExporter.resources

Prometheus Adapter B)’&JRHAL
ﬁo

spec.config.components.prometheusAdapter.resources

spec.config.components.thanosQuery.resources Thanos Query K &RIEACE .

WedredAS - Small . Medium BY

spec.config.size
Large ,

Ak, MRIRLA AR
spec.valuesOverride.ait/chart-kube- nodeSelector , AT &3 5T54
prometheus.global.nodeSelector HziTr e, FEHAT infra®d

AN

Alfk, W1 LAH4 tolerations
# nodeSelector & T HITRT
R, FRLSEEE R
key. value 1 effect , FTEAT
infra T =,

spec.valuesOverride.ait/chart-kube-

prometheus.global.tolerations

3. WFZ& 3

T 625 Moduleinfo ZFREAN, , AIIEIHREE A TR , WERFREMRA :

kubectl get moduleinfo -1 cpaas.io/module-name=prometheus

NAME CLUSTER MODULE
DISPLAY_NAME  STATUS TARGET_VERSION  CURRENT_VERSION  NEW_VERSION
global-e671599464a5b1717732c5ba36079795 global prometheus prometheus
Running v4.1.0 vd.1.0 v4.1.0

FEGRAA

e NAME : Modulelnfo ‘&jR4 #R

o CLUSTER : ISRt
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o MODULE : $H{4-4#R

o DISPLAY_NAME : H{EBIRAZFR

o STATUS @ TIAMKZ , Running FIRTIRMINHIETEETT
e TARGET_VERSION : BAREIERRA

e CURRENT_VERSION : ZIEHIARAS

e NEW VERSION : A LI FThRA

IBIT%H & T3 ACP Monitoring with
VictoriaMetrics Jf{4

BIie St

o Z{NZIE VictoriaMetrics agent , MR VictoriaMetrics Center B fE b & BRI,

e

AR AT

1. 3\ App Store Management > Cluster Plugins , 1E3¥ B irEEE,
2. %% ACP Monitoring with VictoriaMetrics {4 , /s Install,

. BCELTFS :

28 UiRA

X #F=FHACE : Small Scale, Medium Scale # Large
Scale :
MARECE - BAEETFaHER RN E
- A ARAE SRR SR BRI 4 5 B /E LA
- AELETFERAESH , BEeiERNEENRE

- kM) TIETTE VictoriaMetrics ZHEEH
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S8 iR
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Cent VR B LIE TR VictoriaMetrics 2B HIE B
enter

- LocalVolume : A&#if7f# , BIRFBEREE TR
YEZ el - StorageClass : Bt i AsERIFR 5
-PV : FHEARFAS

WE 1T AH M Pod # & -
Replica #{ £ - LocalVolume fFAEE IR T IF L Bl
- HA S ANERIE Ui /RECE

AR ARSI

SHEE .
. R SRR RER SR T R R HAR SR R

4. 55 Install TTAREE .,

BT YAML 2% ACP Monitoring with
VictoriaMetrics {4

1. & ] FHhR A<

7£ global EEEEF#ZE ModulePlugin #1 ModuleConfig &R , M{RiGEHCD A%

victoriametrics 30h

victoriametrics-v4.1.0 30h

RNE P TELE ModulePlugin victoriametrics , BRAS v4.1.0 E4&%n,

2. 6% Modulelnfo



2% - Alauda Container Platform
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kind: ModulelInfo
apiVersion: cluster.alauda.io/v1alphal
metadata:
name: business-1-victoriametrics
labels:
cpaas.io/cluster-name: business-1
cpaas.io/module-name: victoriametrics
cpaas.io/module-type: plugin
spec:
version: v4.1.0
config:
storage:
type: LocalVolume
capacity: 40
nodes:
= XXX XXX XXX+ XX
path: /cpaas/monitoring

storageClass:

pvSelectorK:
pvSelectorV: ""
replicas: 1
agentOnly: false
agentReplicas: 1
crossClusterDependency:
victoriametrics: ""
components:
nodeExporter:
port: 9100
resources: null
vmstorage:
retention: 7
resources: null
kubeStateExporter:
resources: null
vmalert:
resources: null
prometheusAdapter:
resources: null
vmagent:
scrapelnterval: 60
scrapeTimeout: 45
resources: null

vminsert:
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resources: null
alertmanager:
resources: null
vmselect:
resources: null
size: Small
valuesOverride:
ait/chart-victoriametrics:
global:
nodeSelector:

node-role.kubernetes.io/infra:

tolerations:
- effect: NoSchedule

key: node-role.kubernetes.io/infra

value: reserved

operator: Equal

WREES% , 7~ prometheus :

spec:
config:
components:
vmagent:
resources:
limits:
cpu: 2000m
memory: 2000Mi
requests:
cpu: 1000m
memory: 1000Mi

BZHHES NI HGRENL
YAML FEnBE (VictoriaMetrics)
FERIEIE
metadata.labels.cpaas.io/cluster-name

metadata.labels.cpaas.io/module-name

metadata.labels.cpaas.io/module-type

VA
AR BARER AR,

WASRK victoriametrics .

WA plugin



metadata.name

spec

spec.

spec.

spec.

spec.

spec.

spec.

spec.

spec.

spec.

spec.

spec.

spec.

.version

config.storage.

config.storage.

config.storage.

config.storage.

config.storage.

config.storage.

config.storage.

replicas
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FEIEE

type

capacity

nodes

path

storageClass

pvSelectorK

pvSelectorV

config.components.vmstorage.retention

config.components.vmagent.scrapelnterval

config.components.vmagent.scrapeTimeout

config.components.vmstorage.resources

ViR

ModuleInfo Z&#R (Z0 <cluster>-

victoriametrics ) ,

BRI ARLHIRA,

ZAEZHAY © LocalVolume
StorageClass EY PV,

VictoriaMetrics 77K/
(Gi) , BW&/N30Gi,

34 storage.type=LocalVolume B
KT RIIE , XFHRZ 141

24 storage.type=LocalVolume B
A IRAZ .

14 storage.type=StorageClass K
HITFiEZE B TR,

4 storage.type=PV KJH] PV &
PR,

24 storage.type=PV HKJH] PV 34
FaE.

Replica ##= , LocalVolume A~

XIFZ R,
vmstorage HI¥IEIREE KEK.

MEREfRME , ERT

interval K] ServiceMonitors,

IMBUGEBROE , W2/INT

scrapelnterval .

vmstorage HIRIFECE .
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spec.

spec.

spec.

spec.

spec

spec.

config.

config.

config.

config.

config.

.config.

config.
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FEIEE

components.nodeExporter.port

components.nodeExporter.resources

components. alertmanager .resources

components.kubeStateExporter.resources

components.prometheusAdapter.resources

components.vmagent.resources

size

spec.valuesOverride.ait/chart-

victoriametrics.global.nodeSelector

spec.valuesOverride.ait/chart-

victoriametrics.global.tolerations

3. I

T4 /5 Moduleinfo ZFR&AZA, , TTBIAREEMN R , KERBPRSHRA -

L

Node Exporter ¥ (ERIA
9100) .

Node Exporter & IRACE .
Alertmanager HIRIRHCE .

Kube State Exporter & JREC
ED

Prometheus Adapter I'RIRECE
(AT HPA/E B XF84F) .

vmagent K RIFALE .

Wi HIAE @ Small |

Large ,

Medium B

Alf, MR HR
nodeSelector , AT &R S50
HiETTr A, TEAT infra

Ak, MR tolerations
7 nodeSelector EE T HIT AT
=, FRESHIEE SRR RH
key. value 0 effect , TEAHT

infra 0 =..

n
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kubectl get moduleinfo -1 cpaas.io/module-name=victoriametrics

NAME CLUSTER MODULE
DISPLAY_NAME STATUS TARGET_VERSION  CURRENT_VERSION  NEW_VERSION
global-e671599464a5b1717732c5ba36079795 global victoriametrics
victoriametrics Running v4.1.0 vd.1.0 v4.1.0

FERAR :

e NAME : Modulelnfo &R #R

o CLUSTER : BRI mIERt

o MODULE : $Hf442#K

o DISPLAY_NAME : fH{FB/REHR

o STATUS : RHFAKZE , Running RINKEMHEIEFEIETT
o TARGET_VERSION : BAREIEhRAS

o CURRENT_VERSION : ZERTARA

e NEW_VERSION : RJZIEMIERITRRA
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Data Collection and Storage

1. Prometheus/VictoriaMetrics Operator R3 :

o MEGHRE WMIEXEAE
o MEFBRBEZAMNEE

o RIEACEZE Prometheus/VictoriaMetrics 3245
2. IWIEEHERIR -
 Nevermore : 4 HEAXFEHR
 Warlock : 4 s XFEMR
e Prometheus/VictoriaMetrics : it ServiceMonitor A F% & &-2& exporter FFR

Data Query and Visualization

1. B PIRE WIS

NS LA EVREK (1812 : /platform/monitoring.alauda.io/vlbetal )
o ALB ¥ %V55KZE Courier £A4F

o Courier AP| £ IR :

o NETEN : BIHFEAMENIRE PromQL &)

o BEMNIENF 1 HiEHAR PromQL I i im4E 4

o MTEARCREEIEF RN
2. ISR EIERAR -

o FAFVIIR] global £FE ALB (i%
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o ALB #&VEKZE Erebus A
o Erebus FHEKE BRI T
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o “E1# MonitorDashboard CR iR

Alerting System

Alert Rule Management
HEMNAERE :

1. BFijiR) global £Ef ALB (%

12 . /kubernetes/cluster_name/apis/monitoring.coreos.com/v1/prometheusrules )

2. 53KETE ALB -> Erebus -> BHrE&EEE kube-apiserver
3. BRAMIRE :

o Prometheus/VictoriaMetrics Operator :

o BBREZMNEEM
=

Par

o =18 PrometheusRule CR

o Nevermore : WTF4b318 HEEEZLYEMR

o Warlock : NI IREHEEFEHR

Alert Processing Workflow

1. EEEE
e PrometheusRule/VMRule & N 4241

o Prometheus/VictoriaMetrics & A HHLT)

o LML JGAIEZE Alertmanager
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o LEIFHZ4ETF ElasticSearch/ClickHouse

Real-time Alert Status

1 REXE -
e global £Ef Courier & RF5#F

e cpaas_active_alerts : YBTiEIKEZE

o cpaas_active_silences : 4BTFFIAACE
« £J3 Prometheus & 15 )R &E—Ik
2. RKERR

o FUHIET Courier APl &) H B RSEIPIRES

Notification System

Notification Configuration Management

IBANAEAR . BN AR AL IS &R R BTERAZAN T
1. FFEE N SEE57718) global SEFFEIARAE AP

o f[A]i&12 : /apis/ait.alauda.io/v1betal/namespaces/cpaas-system
2. EIHMHRTIR :

« Notification Template : apiVersion: "ait.alauda.io/vlbetal”, kind: "NotificationTemplate”

» Notification Contact Group : apiVersion: "ait.alauda.io/vlbetal”, kind:

"NotificationGroup"

» Notification Policy : apiVersion: "ait.alauda.io/vlbetal", kind: "Notification"
3. Courier fa3g :

o BIIBIRREIAM
o REBHIXARANAGIEM



Monitoring Module Architecture - Alauda Container Platform

o REIEMARMEEIEM

Notification Server Management

1. BB YEE57Ila) global SEFHA ALB

o f[A]&12 : /kubernetes/global/api/v1/namespaces/cpaas-system/secrets
2. BIIHR AT B A RS ZRECE
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Prometheus Z2#4

Prometheus £ BATFEWISAS: , & CNCF 4 Kubernetes 2 [ERIE — AN Ealvim B , B
TR -

o IRAKHIBUEREREN.

o RIEMEIEIES PromQL,

o TEEMARRS.

o SHFTT RAMERER T,

VictoriaMetrics Z2#4

VictoriaMetrics S #HT— S ERER IR FER MITM R AR , A&UTHER -
o FEHFUEE L.

o FRAINEIRIHEF.

o FANREMSITH.

o EHETRERIE,

TNREXTEL

LhaE Prometheus  VictoriaMetrics V68
S H X VictoriaMetrics X3FHIFR&E RS A]
T A, BBIE—BEELF
R
?(;;_ B 3 S A,
;?ﬁfg Zgﬁﬁﬁ FAESH VictoriaMetrics EiE& K HAMIETEHE
IR

i ®E B VictoriaMetrics ‘RiEF|AZEE 5

K

-t
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Prometheus

FEH AR

e E S AN

B E IR IEAME T

VictoriaMetrics 1t8H
RRE E Prometheus #18 & KX AT
Apollo
|
Query
L
e ™
Cluster1/Cluster2/Cluster3 Cluster4

VMAgent Write

Col

lect

A

4

Query

Write

Collect

VictoriaMetrics

Query

Send

Cluster1

Cluster2

Col

lect

A

y

[ Exporter ] { Exporter JElenmanage} [ Exporter } [ Exporter }

Cluster3

Query

A 4

Prometheus

Collect

Y

Cluster4

FERRT T AT SRR R EERR . FARM TR R e

R EHRGEAAE  FHACSTEHENAAYG , B BEASFE AT,
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Prometheus &3 A=
ZARI N _EEFE clusterd 2244

o 1§/ Prometheus A4 EMAIEVITHUE.
o B MIEEARE WM BIREIE.

s GHTHREH=R.

VictoriaMetrics &3 A=
VictoriaMetrics X3FPLTF AP 24

1. BAEERR IR

¥R _F &) cluster2 2244,
FTE VictoriaMetrics R4 %3E £ R — & BN,
{# A VMAgent XE¥IEFE A VictoriaMetrics,

VMAlert TaTe 5 Z R,

SEEEAREAMBRREIE, oK « EUEIEAAR RTS8 100 FEE AR,

LR R

o Xt _FE|FH clusterl/cluster2/cluster3 224,
o TEMVEE R VMAgent fERENIE R EEREK,
o VMAgent BHIEE N\ RIEEEFF M VictoriaMetrics,

o XIZEMG—IEEE, 8  EHRTERSE VMAgent 3T , VictoriaMetrics &% 250
BIEVIERT,

=3 = AN

1E&1{E M VictoriaMetrics K3z =

o SMRER Y BMESK  ERETAESHITHIEMKIIFEER SITHR.
o MAWMRER  FEMUFEMTERIERA,

o SARESK @ XIS AHR S ] BB REEK,
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o ZHEREE  FREEZNEHS—EHTITHE.

1E4&1EH Prometheus K3z

BRI - ISR, TTETARK,

£ Prometheus F 5 : EATEK Prometheus IFKAR,
ERATRE B | IBKE AR RITAR.

RELESEM - 5 Prometheus £ RBER , THBARS.
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Menu ZARTUMEYE >

T B S ENK

BIFAMRRFENTF AT — P EZ MRS EIE. At SRR LT
1R, FRIEA AL R ERa ML SR A BT SR

B=x

BRRSAHIEL
Prometheus
JNHIAE — 10 4 worker 3T, 500 MA S Pod
FRZEAAE — 50 4> worker T4, 2000 MA S Pod
AHAE — 500 4> worker 5/ , 10000 MA 2 Pod
VictoriaMetrics
JNHIAE — 10 4 worker 3T, 500 M A S Pod
FRZEAE — 50 4> worker T4, 2000 MA S Pod

KHAE — 500 4 worker &, 10000 MW A 2S Pod

BxSHEL

AP SRR B IS E=MHREIRY | B EEAET AN S EEL,
W RBIRRE BT ; M RE BIaitbAhE%E,
GFheEA TS EREL (SSD |, 496000 IOPS |, £4250MB/s i&E , JhiriEs) .

MR TRk 7 MERISISTAE |, a0“acp ns overview page”F1“platform region detail
page”,
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Prometheus

AT BIRAAERI4 8 Prometheus B AEXZEF (Thanos Query, Thanos Sidecar %) B EE
W

JNHAE — 10 4> worker T = , 500 M A 2% Pod

o TEAREREUER : 242800 HAS/FY

] ] CPU Memory Disk (if
Component Container Replicas o o ) Not
Limit Limit applicable)

courier-api courier 2 2C 4Gi - -
kube-
prometheus- thanos- _

1 e 1Gi - -
thanos- query
query
prometheus- 7K
kube- _ N4

prometheus 1 2C 8Gi 20G _

prometheus- =)\
0 10G

IS — 50 /> worker Tp e , 2000 M A2 Pod

o FEFRIREURR : 247294 FEA/FD

) ] CPU Memory Disk (if
Component Container Replicas o o ) Not:
Limit Limit applicable)

courier-api courier 2 4C 4Gi - -
kube-
prometheus- thanos- .

1 2.5C 8Gi - -
thanos- query

query
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] ] CPU Memory Disk (if
Component Container Replicas o o ) Not:
Limit Limit applicable)
prometheus- 7 X
kube- _ NEA
prometheus 1 4C 8Gi 40G _
prometheus- =)\
0 30G

XA — 500 4 worker &, 10000 M A 2R Pod

o FEFMEENERZER : 4941575 BEA/FD

] ] CPU Memory Disk (if
Component Container Replicas o o ) Not
Limit Limit applicable)
courier-api courier 2 6C 4Gi - -
kube- 17
prometheus-  thanos- . Z7]
1 2C 6Gi -
thanos- query Edis
query el
18
prometheus- ey
kube- _ 15G
prometheus 1 8C 20Gi 100G
prometheus- 7K
0 WE
69G

VictoriaMetrics
DU 232 A% ) VictoriaMetrics B4R 22X,

JNHAE — 10 4> worker T = , 500 M A 2% Pod



Component

courier-api

vmselect-

cluster

vmselect

vmstorage-

cluster

FERAE — 50 > worker T7 5% , 2000 /XU

o TEAREREUER : 246940 HAS/FY

Component

courier-api

vmselect-

cluster

vmselect

vmstorage-

cluster

KA — 500 4 worker 7

Container

courier

proxy

vmselect

vmstorage

Container

courier

proxy

vmselect

vmstorage

Replicas

Replicas

1

1

o FEFFEREURE : 2434300 FEA/FD

=]

AN\ S
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o FEARIRENREK : 493274 £EA/RD

CPU Memory Disk (if
Limit Limit applicable)
2C 4Gi -
1C 200Mi -
500m 1Gi -
500m 2Gi 3G

Az Pod
CPU Memory Disk (if
Limit Limit applicable)
4C 4Gi -
1C 200Mi -
2C 2Gi -
2C 2Gi 10G

o oo
10000 M XA zs Pod

Note:

7X
A

1.5G

Notes

UPS
ER

2.6G
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. . CPU Memory
Component Container Replicas

Limit Limit
courier-api courier 2 6C 4Gi
vmselect- .

proxy 1 2C 200Mi
cluster
vmselect vmselect 1 5C 3Gi
vmstorage- _
vmstorage 1 2C 6Gi
cluster

Disk (if
applicable)

30G

Notes



Menu

Monitoring

Metrics

PromQL

Built-in Indicators

Exporter

ServiceMonitor
Alarms

Alarm Rules

Alarm Policies
Notifications

Notification Policies

Notification Templates
Monitoring Dashboard

Dashboard

Panels

Data Sources

Variables

Monitoring

1% M - Alauda Container Platform

ARTUHENE >
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Metrics

BT EEMRRGHETRE , SRR ERRRAM

e Metric Name : ITHARABIEIEXTR , 21 cpu_usage
e Metric Value : XK E%E , 20 85.5
o Timestamp : iCKNEHTE]

o Labels : BT Z4EEHEESZE , A1 {pod="nginx-1", namespace="default"}

PromQL

PromQL ;2 Prometheus WEWIES , ATEWMRE KT ARG T KTaAr iz,

Built-in Indicators

FRETKMIEZEERNE T —RIF ANETiess , BB T EANSEAZ KT iR B
RER  THRMINCE.

EXxporter

Exporter AT R&EEZEBIENAMG , TRITAIE

o NERARGXE R EITEUE
o RBHRFEHR AR HERINS FFHEARE
o B HTTP AR IR HE R

ServiceMonitor

ServiceMonitor I TFFEIRAXEIR REEE , TEE N :

o WITEARRIERRA
o TEARKEHROMNEE
o XEFEFHPITSE (HFR, HBEE)
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Alarms

Alarm Rules

S MR R S AR SR -

Alarm Expression : {3 PromQL B iR filAk 552 mM &4
Alarm Threshold : fil/& (IBARfIA F{E

Duration : 2k FF4R1H & FIB (8]

Alarm Level : XOEEMKTEEFRE (40 PO/P1/P2)

Alarm Policies

]]uP*

ERIK LN EEMNABRE— R TSRS

e Alarm Targets : LUK B R5GHE
« Notification Method : &%E2E R "

« Sending Interval : & &% &N A4 8] [8]F%

Notifications

Notification Policies

TRERRS SR EEHEM XN -

o Recipients : 47Z@ 411K B HrF -
 Notification Channels : XIFHIBEXIE AR
« Notification Templates : JHERNBIEINHE X

Notification Templates

B AMRAR B E X EETHERRRE
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o Title Template : 4528 BARAAE
« Content Template : &2V 1EMIZALZA T
 Variable Replacement : X35 REIEETT

Monitoring Dashboard

Dashboard

HIEHEREZ T HAXRERNES | RERCCRENBENE, SKFRIENH RS, 7TIR1TE
B ERTEAR .

Panels

ERE S EBIER TR | IS FRTAAL,

Data Sources

EEHIRRNECE . BRTSOFURTRB IR HENEIREIR | EASHFA E NEIRIR.

Variables

ZEENENS R , TRTERENE, B EEERIENAEEZRS , TUAsSAREN
FM, RUERANBT RIS R,
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eSSl

TEprEE

EEFABHRENTER

15/£FERg - Alauda Container Platform

EZE Prometheus / VictoriaMetrics fZEHK T B FEHR

BHRFANERE XHTHTER

S RRSNERTER

BT Ul B 2Rk
BT CLI flE RiREE

B CLI Bl EMEE

&

WEEERE
ACE S EANEX

34

Cc
B EERAR AR TR



BRI
ThAEHA
TERE

T 0 AR 55 25
BAIEXRAA
AR

T &AL
A R T AL

AR ETE
ThREHEA

EIREAR

EIER

CLI fli i 5T

Bt
FRRBMELE

BRETEHE
ThaEiEA
o

BlackboxExporter s{ziith
T CLI g2 RS WiIsmAEE

12{E+5R - Alauda Container Platform
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Menu ZARTUMEYE >

TEPRETE

A IR RS ET Prometheus / VictoriaMetrics W ITERR, ANSAPKTE SR AN BT X L
e
L7

B=x

BRFAAMRERTER
#%& Prometheus / VictoriaMetrics FE&HI AT B 1545
[IE- S5
BRIEDIR
BHRFANETE XHFTHTEMR
[IE- S5
BRIEDIR
SR RRSNERTERR
[IE- S5

BRIEDIR

BEA VA HGRENTER

TENEHAHNYRIEAREET ServiceMonitor IHERFEZMTEIR. FAEFHFEIRSET
/metrics YpRATF. EAIAEAUTRAIGSERFATENMAMRERTEMNF :

curl -s http://<Component IP>:<Component metrics port>/metrics | grep 'TYPE\|HELP'
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Bl

& & Prometheus | VictoriaMetrics 12 FT B 545
GRS BT A ARSI | TR T XSRS FT R PromQL,

B &
1. 22 FKEVA - Token

2. HEEARET AL
BAELIR
EFA TR A crl REYEARSIR -

curl -k -X "GET' -H 'Authorization: Bearer <Your token>' 'https://<Your platform

access address>/v2/metrics/<Your cluster name>/prometheus/label/__name__/values'

B
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"status": "success",
"data": [

"ALERTS",
"ALERTS_FOR_STATE",
"advanced_search_cached_resources_count",
"alb_error",
"alertmanager_alerts",
"alertmanager_alerts_invalid_total",
"alertmanager_alerts_received_total",

"alertmanager_cluster_enabled"]

ERFENEE XHFTHTEMR

ATEUAPER , FARNET KEFE Afats. SRR FE e T AR °] AR #(E Ax L
AR , THEBITEN. PN BIMTER X LEIERR.

R 55 AF

1. BREFREUE F Token

2. MERBEA it
BAELIR
EITA T4, £/ curl IKEGFEFRIIE ¢

curl -k -X 'GET" -H 'Authorization: Bearer <Your token>' 'https://<Your platform

access address>/v2/metrics/<Your cluster name>/indicators'

IRBiE
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{
"alertEnabled": true, a
"annotations": {
"cn": "TTHAHPRREN (PU FIFXR",
"descriptionEN": "Cpu utilization for pods in workload",
"descriptionZH": "tHEAMFHREM (PU FIFZK",
"displayNameEN": "CPU utilization of the pods",
"displayNameZH": "V +HELAHHARIRM CPU FIFZE",
"en": "Cpu utilization for pods in workload",
"features": "SupportDashboard", o
"summaryEN": "CPU usage rate {{.externallabels.comparison}}
{{.externallabels.threshold}} of Pod ({{.labels.pod}})",
"summaryZH": "Pod ({{.labels.pod}}) # CPU {#fZ {{.externallabels.comparison}}
{{.externallabels.threshold}}"
}
"displayName": "VHELEAREREM CPU FIFR",
"kind": "workload",
"multipleEnabled": true, (@@
"name": "workload.pod.cpu.utilization",
"query": "avg by (kind,name,namespace,pod) (avg by
(kind, name,namespace, pod, container)
(cpaas_advanced_container_cpu_usage_seconds_total_irate5m{kind="\"
{{.kind}}\", name="\"{{.name}}\", namespace="\"
{{.namespace}}\",container!=\"\",container!=\"POD\"}) / avg by
(kind, name,namespace, pod, container)
(cpaas_advanced_kube_pod_container_resource_limits{kind="\"{{.kind}}\",name="\"
{{.name}}\", namespace="\"{{.namespace}}\", resource=\"cpu\"}))", e
"summary": "Pod ({{.labels.pod}}) @ CPU {#/AH= {{.externallabels.comparison}}
{{.externallabels.threshold}}",
"type": "metric",
"unit": "%",
"legend": "{{.namespace}}/{{.pod}}",
"variables": [ a
"namespace”,
"name",
"kind"
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L e AR TR ESE
2. ZIEM R ARSI AT IR EAR
3. UIENEAXFATREZ RIREE
4. ZFERRE XA PromQL 7574]
5. {%FE#r PromQL BRI ANAEE

R SMIDTERR

(&7 FaNETEIRSS , BRI RUBIT ServiceMonitor 3% PodMonitor AN FHSE=F N
ARFERTENR. ATTRARL Pod ER T IER —E B[ Elasticsearch Exporter A4 Tt
.

R 55 AF

BERRN A BITEEHEAREREN. A XBRREHAN ALK paas-systen fZZE[A ,
FRET http://<elasticsearch-exporter-ip>:9200/_prometheus/metrics ¥gm.,

BRAEDIR

1. 417 Service/Endpoint PL{it Exporter FEZE+E4R
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apiVersion: v1
kind: Service
metadata:
labels:
chart: elasticsearch
service_name: cpaas-elasticsearch
name: cpaas-elasticsearch
namespace: cpaas-system
spec:
clusterIP: 10.105.125.99
ports:
- name: cpaas-elasticsearch
port: 9200
protocol: TCP
targetPort: 9200
selector:
service_name: cpaas-elasticsearch
sessionAffinity: None
type: ClusterIP

2. fIEE ServiceMonitor XFZRIEIAL FHREMFEIR
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apiVersion: monitoring.coreos.com/v1
kind: ServiceMonitor
metadata:
labels:
app: cpaas-monitor
chart: cpaas-monitor
heritage: Helm
prometheus: kube-prometheus 0
release: cpaas-monitor
name: cpaas-elasticsearch-Exporter
namespace: cpaas—systeme
spec:

jobLabel: service_name o
namespaceSelector: e

any: true
selector: e

matchExpressions:

- key: service_name
operator: Exists

endpoints:

- port: cpaas—elasticsearche
path: /_prometheus/metrics o
interval: 6@56
honorlLabels: true
basicAuth: @)

password:

key: ES_PASSWORD

name: acp-config-secret
username:

key: ES_USER

name: acp-config-secret

1. ServiceMonitor iz [@5Z4 Prometheus ; operator £4R3#E Prometheus CR ]
serviceMonitorSelector BEE ST XTI ) ServiceMonitor ‘&g, R ServiceMonitor
HIPRZEARILES Prometheus CR [ serviceMonitorSelector Bt& , X

ServiceMonitor N4 operator Y535,

2. operator £#E3E Prometheus CR [ serviceMonitorNamespaceSelector BtE st
HBLL 45 44 2= [B)fK) ServiceMonitor ; 205 ServiceMonitor A~7£ Prometheus CR f{]

serviceMonitorNamespaceSelector & , RIi% ServiceMonitor N4 operator ¥

7
Lo
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3. Prometheus Y EEITEFRAIRII— job AR |, {EAXTLY jobLabel ) service AR
1H.

4. ServiceMonitor #£4F namespaceSelector & ILECXF V(K] Service,

5. ServiceMonitor tE#F selector FC&ULHAC Service,

6. ServiceMonitor 1R3jE port BCEULEC Service Hum .,

7. 7[8] Exporter i&12 , BRIAE /metrics,

8. Prometheus #[(HX Exporter F54RE[BIfF.

9. Zn5RA(A] Exporter FI2FHEIAUE , NFRINAUEEE ; X ¥F bearer token, tls 1A
WEE A

. K& ServiceMonitor & Prometheus ¥43%

VSRR Ul , B R BIFELE job cpaas-elasticsearch-exporter

o Prometheus Ul #ifit : https://<Your platform access address>/clusters/<Cluster

name>/prometheus-0/targets

 VictoriaMetrics Ul #ifit : https://<Your platform access address>/clusters/<Cluster

name>/vmselect/vmui/?#/metrics
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ARTUHENE >

ThReHA
FTEINRE
ThREME
B Ul GRS E RS
U2 Sas
BRAEIMAR
piz e &St
FoESEAN
HELE
HAtbiAA
B CLI Bl RIRE
U2 Sas
BRAEIMAR
B CLI BIEEHEE
B S~ 1F
BRAEIMAR
B B R
B S~ 1F
BRAEIMAR
BIER AR
1 PR RARAR B2 452 R
REEEHNR

[



BiT UIiEE
BT CLI&E

FCE S ZEANEER

ThREME R

TR FaeEREEWF AR,
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EERMAFP2ETH AN ANASRE . BIMAMENR

ji , EEAR R E EEAR A  EETENS

#AT AER BAURTEE N AC E AN ETE

Ekes

X8 BRI T

SR

Izt IR RS E

xR, SR

LN
FEIRE
. NERGEEN - ETE LAESHER 6% globsl SRR TEREEBTRES
p—
. B EEA  SET SRR SN | TR AR . 5 It
5. BRI A NIRRT A B HE,

o HERIREHE

TNREILSS

IR AR AR AR
L XHFIR

: Xa¥Fa
RS RE

 SFEE—BNERKN RS

FRAR BRI AT 2RI,
TZMREFETEEEHEELBHEANR,
EHEEMVFEE  HRARARARKEZRENG

lll'

|:|

, EFRALYILTEERENRIERELFRAEEEER.
BICK , BTz RNEE R ATIL R
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o RHNNEER | IFNERH. TR, TEAASFZMRIZERINGE , NEFENRSS
TR, TTHAMSMNCERN I E M.

o PHNEEEE  BUEERRITUIEREE | REEHERR ; EEURNE , FTAE
AN RREEMEREE.

o REMEEAI - FEEMEK  WREBENAD , FZRETEHX , 3TN
e

o FTTEIPIRERE | FRIETERBIRNES , BREEEERETE.

BId Ul G2 & E R

R 55 AF

. CREEMEN (NEREEHESE)
. EAFEBTREWINAL (SRET USRS R ) E)
. EFERCREASEHAGTIDEREEHE QRETASASHEBERNNE) |

BRAEINAE

LN sl > FE > EERE.
2. R BIEEERRS.
3. BLEEAHEE.

Pzt 2SIl
RIREE
o REFIRIBNAEERR (InFKar & TR T deployment RK7E)

o TRESERRA
o RIEFRSHMEOANEE" , STFFENREFARMNKRIR.
o WEHEF RN, UMERTHRTRIR,
o EEZANGATHEN , WRBFSHFENRXK (20 cert.*)
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BHEE

o RAKRBHESEMEEIE (M Pod REFH)

o BIAMEFHER RIR FMATA RIR , 3 ESRBHRN0EIR,
ACE S EALN

M RIEEAN | IR ERRREN TS -

RiRE

]]u}ﬂt

28

iR

Prometheus A&\ i I FEaAR R % | 40

rate(node_network_receive_bytes{instance="$server", device!™"10"}[5m])

B M EHTTEAR AL , A FEi ASA T & T E Sy s

il
%

4

EHIE RPNV B FR , 38K {{.LabelName}} , 20 {{.hostname}}

= Z

HE/E 4B RN E & H

ot

=

HERNSERTFE (70 Error) , ZAMERFE B OR &E#

B 3 ot 1D
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" Pl
=
fa EHREEBMFE (Reason , 4 BackOff, Pulling, Failed %) , Z4EAFE
I Z|E) 8 OR 1&E#E
fish
" HbEOEERT, SEBREMFREE (A7) A, RIERNE/RESRSEHE
» WELEZHERLE , R SIEESZEETCE NIRRT |, FIKTE Stk
R e
w0
&
= 4377 Critical, Serious, Warning 1 Info P9Mk51, BTARIE S Z RNV B K152
% 5, AN R E SRR EZRS.
Sl
EHEES
2 WtAA

B BB EHERREEH
EHREEm SOHFREEMHRAEEGRR  20FERZEA OR EHE
fih & St ETHMHMEMTHRFT

HTEE SRIFEERAE AR

HALACE
1. EFE— RSB HIB R,
2. fEEHERIXER.
o 2/ : EAFAIALE.
o BEX : \IRIEEEERAIRERRMRIXFAIR.
o WEEFAERN , (NAESEMANIK RIS RIXIBL.
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H st Ee

1. FEEZHNK E L EmA , & E labels 1 annotations,
2. B{KBLEES % Prometheus Alerting Rules Documentation

3. 7EE : labels FAE(EA $value TR , TTRESHEZEHE.

BT CLI gl RIREZ

R 551

o BERCEEXKRE (MFLEBNEEBEM)
o EREHETREZRAN (IRETRIEERNSERENNE)
o BERHCRRAEFHEAGMAEXREAN (MRETRENSHNEERIENHE)

BRAEIRFE
1. FEE YAML LB , 454k example-alerting-rule.yaml .,

2. £ YAML X0 PrometheusRule ‘RiRFFIREE. AT RHIGIZE T &7 policy BIFTE R
BE -


https://prometheus.io/docs/prometheus/latest/configuration/alerting_rules/
https://prometheus.io/docs/prometheus/latest/configuration/alerting_rules/
https://prometheus.io/docs/prometheus/latest/configuration/alerting_rules/
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apiVersion: monitoring.coreos.com/v1
kind: PrometheusRule
metadata:
annotations:
alert.cpaas.io/cluster: global # E =i ii 2k
alert.cpaas.io/kind: Cluster # #¢jaze7!
alert.cpaas.io/name: global # ®FEX%R, a4, 24 (B | HR) =fEE (%)
alert.cpaas.io/namespace: cpaas-system # &G {458, ZiFEN. 240 (B | 4
f) BEE (%)
alert.cpaas.io/notifications: '["test"]'
alert.cpaas.io/repeat-config:
"{"Critical”:"never","High":"5m", "Medium":"5m", "Low" :"5m"}"
alert.cpaas.io/rules.description: '{}'
alert.cpaas.io/rules.disabled: '[]'

alert.cpaas.io/subkind:
cpaas.io/description: "'
cpaas.io/display-name: policy # & &500E ERA R
labels:
alert.cpaas.io/owner: System
alert.cpaas.io/project: cpaas-system
cpaas.io/source: Platform
prometheus: kube-prometheus
rule.cpaas.io/cluster: global
rule.cpaas.io/name: policy
rule.cpaas.io/namespace: cpaas-system
name: policy
namespace: cpaas-system
spec:
groups:
- name: general # 575 INZH 22 Hk
rules:
- alert: cluster.pod.status.phase.not.running-tx1ob-e998f0b94854eeleade5ae79279e0¢
annotations:
alert_current_value: '{{ $value }}' # UFHMELIBED, 1RIFEHA
expr: (count(min by(pod)(kube_pod_container_status_ready{}) !=1) or on()
vector(0))>2
for: 30s # FFZ5AG(A]
labels:
alert_cluster: global # HZEIEEIEA
alert_for: 30s # 3F&E7[E)
alert_indicator: cluster.pod.status.phase.not.running # S NFEFRZ 7R (EiE
EHEFENRAFRRIA custom)
alert_indicator_aggregate_range: '30' # S A NS A E], HAfu b
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T

alert_indicator_blackbox_name:

1 1

alert_indicator_comparison: '>
alert_indicator_query: "'
alert_indicator_threshold: '2'

alert_indicator_unit:

alert_involved_object_kind: Cluster

alert_involved_object_name: global
alert_involved_object_namespace: "'

alert_name: cluster.pod.status.phase.not.running-tx1ob
alert_namespace: cpaas-system

alert_project: cpaas-system

alert_resource: policy

alert_source: Platform

severity: High

i CLI QP fE e

B &1

- BEREEARE (MFREAHNEEEM) .
o BRERCTREZRAN (QEETHBEERNEERINNE)
o BERCRAEFHRAGNMBEXREAN (MRETHRENEHNEEREN LT

BRAEIRFE
1. #13E YAML BCE X , 9445 example-alerting-rule.yaml .

2. 7£ YAML X780 PrometheusRule BIFRFFIRAZ. PATFRBIEIE T 44 policy2 HIFEZE
R -
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apiVersion: monitoring.coreos.com/v1
kind: PrometheusRule
metadata:
annotations:
alert.cpaas.io/cluster: global
alert.cpaas.io/events.scope:

"[{"names" :["argocd-gitops-redis-ha-
haproxy"],"kind": "Deployment", "operator":"=", "namespaces":["*"]}]"
# names: EHHENRIREIR ; HEFRAZT, operator Tt

# kind: i RSB EERRIRIEEL,
# namespace: il R EHEERNRIRMBEGRE T, THARTFEGETERIR 2 ns A
['*'] BfRRFTA 4 (A,

# operator: sy =, 1=, =7, I7
alert.cpaas.io/kind: Event # &5%25HY, Event (BHFEHE
alert.cpaas.io/name: '' # WRELEZFEH, FHEFEAT

alert.cpaas.io/namespace: cpaas-system
alert.cpaas.io/notifications: '["acp-qwtest"]’
alert.cpaas.io/repeat-config:
"{"Critical”:"never","High":"5m", "Medium":"5m", "Low" :"5m"}"
alert.cpaas.io/rules.description: '{}'
alert.cpaas.io/rules.disabled: '[]'
cpaas.io/description: "'
cpaas.io/display-name: policy?2
labels:
alert.cpaas.io/owner: System
alert.cpaas.io/project: cpaas-system
cpaas.io/source: Platform
prometheus: kube-prometheus
rule.cpaas.io/cluster: global
rule.cpaas.io/name: policy?2
rule.cpaas.io/namespace: cpaas-system
name: policy?2
namespace: cpaas-system
spec:
groups:
- name: general
rules:
- alert: cluster.event.count-6sial-34c9a378e3bbdda8401c2d728994ce2f
# 6sial-34c9a378e3b6dda8401c2d728994ce2f A E X LARIEME—M
annotations:
alert_current_value: '{{ $value }}' # W@EEL, FRIFIIA
expr: round(((avg
by(kind, namespace,name, reason)
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(increase(cpaas_event_count{namespace="".*",id="policy2-cluster.event.count-6sial"}
[300s])))

+ (avg

by(kind, namespace,name, reason)
(abs(increase(cpaas_event_count{namespace="".*",id="policy2-cluster.event.count-
6sial"}[300s])))))

/ 2)>2

for: 15s

labels:
alert_cluster: global
alert_for: 15s

alert_indicator: cluster.event.count

alert_indicator_aggregate_range: '300'

alert_indicator_blackbox_name:
alert_indicator_comparison: '>'
alert_indicator_event_reason: ScalingReplicaSet
alert_indicator_threshold: '2'
alert_indicator_unit: pieces
alert_involved_object_kind: Event
alert_involved_object_options: Single
alert_name: cluster.event.count-6sial
alert_namespace: cpaas-system

alert_project: cpaas-system
alert_repeat_interval: 5m

alert_resource: policy?

alert_source: Platform

severity: High

I EERIE & E R

%%ﬁﬁ%ﬁW*Mﬁﬁmigﬂwﬁﬁﬂ%%mﬁéo’ HEIEAR , AU R
A bR, TRENTEAHSIZHERE,

GO

- BECEBMEKRE (MNFEEBNEEBM)
o EREHETREZRAN (MRETRIEERNEERENNE)
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BRAEIMAZ

B EHEEIR

1. FEMSAE RS 40 > HE > FEIER,
2. Rl BB EERIR.

3. BLEHEERNEMEE.
4. 75 HEHN X9, , s RINEERN , RIELLT SRR INEZEIR

2 \

" 1A
& Sk
o Prometheus &I EISTEAREIE |, 20
j_;‘ rate(node_network_receive_bytes{instance="$server", device!™"10"}[5m])
T

g
PR . _ .
& B ISR EAAL , T F I AN A TIE By EF
{2
&

I
ij EHIERFP IR ZHFR , 38k {{.LabelName}} , Z0 {{.hostname}}
o
)
] L NN
. BEs#samNEEn
MiEA
H
X HENBEE®TE (30 Error) , 2AERFEZ[B)A OR i&E#
P

=

EH4ERBEFEL (Reason , #f BackOff, Pulling. Failed %) , Z/&HFE
Z [AF OR i%E#
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VthA

B

woREE

RLRIEES . EEEEMIFENRE (A1) Al

7.

4324 Critical, Serious, Warning #1 Info P9/ME5RI. TTARIEAZHLNI ML & 15
M, ANV RIRRE SRR EZERT,

SOOI OfF

Ly

5. Ry Bl

FREERR RS E R

1. EEMSIE R T B0 > 5 > LR,
oo - B TRER S AAZ YR B ARSRBY

2. R AUERAE RN IREIF IR TTIRAL > AR AR 15 ns
3. REHA S , SELUTHE
B 6]

=R ERREANSEREREIR. EARIRER. TRANTEAMFDIE., EFER
BFR B, TEREERRTRENETENN, BNREEFEE.

TR WRARARE ST ST 8. TR B8 WWHAMN MEERIEARIR ; XN FIREHR
KA BER,

4. Rl AU,

REEEHY
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SFFSERRE, TRATRAMGNEEHTHNRE. BT EEERERERK , =P
HERE T ETAMNEFFIR A NMAN A RIEBIIHE. SXIFKAFIAE E LI EFFE.

BlEn - FARFHEREAERE |, WS RIFATRELIIFERE , SBARETEME , BHEANRETHE
BAHPTT AR EW R EEE . REEEREFFIATE LU EE AR E.

AR BIRREHERERRERNEG , #IKERB3hER.

BT UiRE
1. HEMSHAE n i 240 > HE > HERK,
2. RIT BRI E E RIS G WERER > R B,
3. Ul HEHE FREFEKRE.
R BIFRIEHES R E R BEW. BUESBMAFTRAFFX.
4. FRAEA TR BARCEM XS

TR« EREEFHICTRSRIEARR , A R, FoREEE BIBRIRD IR ST
BREHER R NERIN S RS ; AR 2, WUER T ARNEE M RICEE , JFL #l
BRI SIREAR BN,

%

=

" WA

FENX A RO,

RN BT T RIS R B TR,

HEFPREEOE . R REITTAN , FERAFRORE | ARG R ]
7N REEREMETEERETBIMAETE , FLBMBRE. KA : #EHX
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ViR

%

0

o ERSEEEEREG. BEY BRSBTS RN , HEEER
] 2/F 5 434,

FF. BUHE) , SR PIRLINfiA

5. mif WE.
R - NXERFRREIRHEAITIART , SERIEHFFECRE A 85
FHERIIRESRN #HRT , R FERA

R
HENIEE KRB ; HIMTHELERIE | &

S-SIEIN
Al CLIKRE

1L IEEEREFHRNE

kubectl edit PrometheusRule <TheNameOfThealertPolicyYouWantToSet>

R TIRBFR , PITHS ¢

Atz

2. RINBMEEURIR , ANINESFEERE IS
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apiVersion: monitoring.coreos.com/v1
kind: PrometheusRule
metadata:

annotations:

alert.cpaas.io/cluster: global

alert.cpaas.io/kind: Node

alert.cpaas.io/name: 0.0.0.0

alert.cpaas.io/namespace: cpaas-system

alert.cpaas.io/notifications: '[]'

alert.cpaas.io/rules.description: '{}'

alert.cpaas.io/rules.disabled: '[]'

alert.cpaas.io/rules.version: '23'

alert.cpaas.io/silence.config:

"{"startsAt":"2025-02-08T08:01:37Z", "endsAt":"2025-02-
22708:01:372", "creator":"leizhu@alauda.io", "resources":{"nodes":
[{"name":"192.168.36.11","ip":"192.168.36.11"},
{"name":"192.168.36.12","ip":"192.168.36.12"},
{"name":"192.168.36.13","ip":"192.168.36.13"}]1}}'
N REELERENGFIECE, BIEFANE. ARNE. RES | EHRUEaRETE
=, VBETRRBIEN resources.node {58, BHHREFITARIR, JLH resources FE.

# alert.cpaas.io/silence.config: '{"startsAt":"2025-02-
08T08:04:507", "endsAt":"2199-12-31T00:00:00Z", "creator": "leizhu@alauda.io", "name":
["alb-operator-ctl”, "apollo"], "namespace": [ "cpaas-system"]}'

# TERBREERBNGFREE, BIEFRNE. ARNE. MEES  BHEaEE
ELEREK, FIRRBFIEM name A1 namespace {52, B mrrZAT A RIR, JoF% name
namespace FE&.

# iXE endsAt FERA 2199-12-31T00:00:007 FRINKRAFHEK,

alert.cpaas.io/subkind: "'

cpaas.io/creator: leizhu@alauda.io

cpaas.io/description: "'

cpaas.io/display-name: policy3
cpaas.io/updated-at: 2025-02-08T08:01:42Z
labels:

# HIRTRER

fo & B AN
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FENEEMNHANEEELF, TRBERNEEMNATRESHEE NG | N4 R, &2
WHREEZEMNAETFELTIES , REEXANBEXZTHIE R , XRFSIH.

o REABIEFAN : (NEIZIHEEATRIAN., BIRELWMNEHE  TUMEESE
iﬁ%ﬂ%*é‘]”’“ﬁ%’%ﬂk%o

o RIHERMAERE : Q@A FIERAAN , MHEERIMRARE, XHF , LHAEPRS
N, AR EIEE , Fad— S REMAESERORARE. R EERDFEZN
ALRZEL

o AERIMIFIELTEK : LAHPLERER , UEFER PEPKES L KEBUT T T3,
RETHEIIANMN , PR ST @ BHRIMB , MAFTASMERCZHAN. B
BB AMUANEECZFAN , BETTRASEER,

o RUBWNEEREE  WRTEEEN , BEEKMRE, TTRERRMEVIRIE. EENIEM
s , IREHFE RS R E R | BERA P REE B A,

o AIERETERS  AMNSBECERS , TERA PR S E R N anAIRL., 5120
B TERANEA Critical , FORFMRAN RIEPLLIE, B RETELRS , TR AFIRTE
LIRS , R R R,
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Menu AT >

BEETE

Hx
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R AR S ARICE S
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[IEr =SS
BRAEIRAE
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BT EMEE , AT FarEEMEETRERAESE , R EMERERETNEESR
1R BEAR S A\ K EUL B AE TR R R) SO S

ETEINRE

o BHIRSTS | BRIARS 22 AF & LB MEXAANAR I AL BIHERRS | HIANERFIRST

oo

KEO

o BHEXAAA : BHEXANAR —HAGMRUZEFERNEMZRKEE  BI X REERNHE
RIS TN ZE | B4R TIA,

o BARIR  BAEREBHBENAET. REXENMRNBBASTAEBBIR AL , AT
JLIBARKE P EEEMHENASMER. B, BE XAMFBRKERMAE.

o JBEAIALN : BAALN R —AHE MR ERARARXIBEHERMN, X T HEIBESMT
REHIHR , NEE. MEMEFIAUE , HIE BRI,

BENAR S5 2%

BT 5 F B LRI ER AR RERHERIRS . FaLRsdF AT B MRS

o MWVIBETARSE : IFERMESS, FTATMKBRENA , P AKEIEBA,
o BRFFARSTER : BT HPFAR ST =5 A KB IB AN,

« Webhook 2R 5545 « STIFE MM ISR, STEIRLR A, KREALSEA , 3@
IR AR 25 K% WebHook,

WARNING
{BERIM— B E T ARRS 5.

B ALS
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1RBUTRPIECE B XRS5 8. HES R , VIHRE SHEHE > RIREHE FK global
£ QIERIENR.

apiVersion: v1
kind: Secret
type: NotificationServer
metadata:
labels:
cpaas.io/notification.server.type: CorpWeChat
cpaas.io/notification.server.category: Corp
name: platform-corp-wechat-server
namespace: cpaas-system
data:
displayNamezh: fMbis{s
displayNameEn: WeChat
corpld:
corpSecret:
agentlId:

2. IR , FRAFAN AraeEiE > el stRFN MAEE PEHMAFK %
{EMS ID , MR FREER RUUHE.

5T5]

L RBRAT/RBIECE B AR S5 2 2. HES R , VIRE SHEHE > WHEHE P10 global
SRR NE &
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apiVersion: v1
kind: Secret
type: NotificationServer
metadata:
labels:
cpaas.io/notification.server.type: CorpDingTalk
cpaas.io/notification.server.category: Corp
name: platform-corp-dingtalk-server
namespace: cpaas-system
data:
displayNameZh: £T4T
displayNameEn: DingTalk
appKey:
appSecret:
agentId:

2. IETERE , FEAEFAN Araesid > Hrel RPN NAEE PEHAFK £7
5T 1D , #R A FREEE R HRYBUBEE.

P

L RIRAURBIBCEIB AR S5 2 8. HE SR , VIRE SREE > WIREHE F1 global
SR AIERIRYR.
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apiVersion: v1
kind: Secret
type: NotificationServer
metadata:
labels:
cpaas.io/notification.server.type: CorpFeishu
cpaas.io/notification.server.category: Corp
name: platform-corp-feishu-server
namespace: cpaas-system
data:
displayNameZh: K+
displayNameEn: Feishu
appld:
appSecret:

2. BTG, FEETFAN ArAesiE > AreE B PAGE FEFRAHN K
+ 1D , MR FREEE BWUEE.

HRA Ak 55 2%

1 ZEMSHERET FERE > BARSF .
2. |y AZRIECE.

3. 2EZUTRHARER KRS,

28 iAA

&

. SCFF SMTP URXAIBENAR S5 253k , U0 smtp.yeah.net

vt BAERSRIEOS. A% FH SSL |, FIEE SSLigA=.

£/ SSL : R2EHEFE (SSL) B —MirfER 2R, SSLFFATES|
AR5 EBRIIRS ISR Fin AN EEE.
Z5HC BT R LWAF : insecureSkipVerify FF < I T2 2 BUAIF R FugiE B0 AR
B FaTE. BRE  BARIBEBRERT ENLE SRFSHFENLH—K
i
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¥ WA
R . o . s
o BN AR S 25 PR AHIIFEK S , BT AXIEENHMEF.
H
JE I, . .
E MRFEZIALE , EECERMFAR S 230 - & FRANRS,
.

4. 2 HRE.

Webhook Z5AU AR 5525

SIFERBAEREEA. STETRLES A, KBBEEA , B ETEERK Webhook fRS5<5
AIE HTTPIESK,

I EEELZEA
1. EEMS I mE SRS > &5,
2. mifi global HERFHEHIERM >CLI LA,

3. 7£ global HERHWETAHITATHS :

kubectl patch secret -n cpaas-system platform-wechat-server -p '{"data":
{"enable":"dH]1ZQo="1}}"

327R : dH11ZQo= £ true fR] base64 JghY ; ZEEZH | ¥ dHI1ZQo= FEMe A ImFsc2uk , B
false [ base64 4ghy,

ETHTEENZZ A
1. EEMS I RE SRS > S5,
2. mifi global HERHFZHEHIERM >CLI LA,

3. 7 global &EHAHFTRPUTATHS :
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kubectl patch secret -n cpaas-system platform-dingtalk-server -p '{"data":
{"enable":"dH]1ZQo="1}}"

327R : dH11ZQo= £ true fR] base64 JghY ; ZEEZH | ¥ dHI1ZQo= FEMe A ImFsc2uk , B
false f{] base64 Jghy,

KBEA A
1. EEM SR RE SRS > &5,
2. mifi global HEHFZHEHIERM >CLI LA,

3. 7 global &EHAFTRPUTATHS :

kubectl patch secret -n cpaas-system platform-feishu-server -p '{"data":
{"enable":"dH]1ZQo="1}1}"

327R : dH11ZQo= £ true K] base64 JghY ; ZEEZA | ¥ dHI1ZQo= FEMe A ZmFsc2uk |, B
false H] base64 4ghy,

Webhook %25
1. EAEMSHIAE mE SRS > &3,
2. mir global SHEFFSMIRMEIRM >CLI TH,

3. 1£ global HEMWETRBITUATHS :

kubectl patch secret -n cpaas-system platform-webhook-server -p '{"data":
{"enable":"dH]1ZQo="}}"

32K dHI1ZQo= 2 true K] base64 YghY : HAEZA % dHI1ZQ= FEHaA ImFsc2uk |, B
false H] base64 4ghy,

BEIEX AR AAH
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BHEXARANAR —HAGRNZESRERBRMZNE . 6120 , B RLR s F B E @ &iEx
ARANA , HEAERCE B F ARG M ETE,

INFO

1. FEIFLMBERMRSF S WA W B BT ARYEIE A AR F 2 B B TIRR.
2. INRFE(EM Webhook JEUIRS SFAEABEARE , WAEBIEXAANAFTEEMX URL,

1. FEEMS IR R s+ 0 > B4,
2. IR IBAEXARAA AR,

3. mili ABIBANIXARAA , FFRELL TR A RS,

2 i EA

BN ERIRANEFERF , AR mixbisE LA
NETREX AR AREBFR AR IXIE A,

Webhook URL/{#{Z1\b
ook URLIUEERE R BB S SASHEEA = URL

, ot
EziﬁﬁﬁM§AX%ﬁ RO R AP R AR T R 4.

Rilt RIEXRAN , BEEFERFRNEKARAA.
KARANRE BIRRINEX AR AKX AR (FBE, BBFE. %A
) HEMTTR  BRIHEIBINRIR.

4. By B0,

18 ANAEAR
B EEEELNE, WETENNEER SRR | RTAB M
EEEAHENNBTIR,

FaEH REusg A R IR EEAER , IRIEARIEEIRA T B E X EMHERANE S
I, WA FREBERBOREEREE | IREE4EHER,
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INFO

?‘*iﬁ%ﬂm%ﬂﬂﬁ%%ﬁ I8 KNSRI Y AR AR B AR S 2R BCE T IROR. A ARBCEBANIRS
# , NIZATR BRSNS B (18 KAEAR .

B IE KRR

1 AEEE SRS it sEep s > T4
2. Y13 BAMIR FFET.

3. A DIEEB AR,

4. 17 EXMER 885 , BLEAT ¥,

ZH UtRA

RIEE KN H HEFTHESE
HEXRR  EHEHEE  REBEEN A'Jﬁﬂikﬂ‘]%’%/ﬁé , L& FENEETREER ;
HHRFIHEE  KERFELAGREMRNBIEE.

5. 7£ #ARACE B9y , SEARBRIRRILEXENNETRASH,

1. ERABAREEEE . AERRE R FASHFRIEARIINCES AR, ZEMHMITERET A
RAE , ARFEEIEAN.

2. EIRFAREERFASHTFNEE., BAIUBREXEERENABTEN  EFEBREELRS. &

# Reference Variables ¥ Special Formatting Markup Language in Emails,

3. FEMRIERIF 4 FARM T ZFBEMEEWBOANBIERAE , BERERZBBEFHERES
Ko INTTHRIAZSK , A EIRERBOAMERNE .



JB%NETE - Alauda Container Platform

TEFIBABE (NotificationMessage) AR IFMEMIGE , #8T0H {{.labelKey}} . AF{E
RAPRERICRIEE , TATEBENBRS ; HlA0 : HZ%%: {{ .externallabels.severity
.

LIBEALNE T @ XMRAR A F PR EEAEERN |, RIRTFRAELS| FIBHIHE X N AREK]
B CEEHRE)  RELARECRERARE SERIES AP,

FEMARHUTEMEE :

5 9
%
4ax
\': {{ .externallabels.status }} Han ;- =,
KE
Hrmk
= {{ .externallabels.severity }} 4 - ™E
FK
-3
\ {{ .labels.alert_cluster }} Hlan - RAEEERERE 1,
Ei3
g EERENTIRIERIMETR ,
{{ .externallabels.object }} .
o] B4 £ 192.168.16.53,
FL) EFERNEFR , H140 cpaas-
{{ .labels.alert _resource }}
B node-rules.
Sk
o {{ .externallabels.summary }} A A
TP
fi A X N
. {{ .externallabels.currentValue }} fi A SR IR {E,
s {{ dateFormatWithZone .startsAt "2006-01-02 \
\ ELTFAANA,
B8] 15:04:05" "Asia/Chongging" }}
WwE {{ dateFormatWithZone .endsAt "2006-01-02
- s ),
B[] 15:04:05" "Asia/Chongging" }}
AR — e
{{ .labels.alert_indicator }} WIS TER B TR,

HBFR
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AR SRR TARICIE S

EREFIEXNT , & FR HTML AZAREE RN Rk

NATR 2 bt
A - SHFFRMAF R AEANR,
=ik <font color="#FFO000" > EF{kFfa</font> N
<b>fIEFIAR</b>
PREl <h>—Z&hr@i</h1> , XFFE h6 (FRel 6) . WEIRALKA,
B <p>Bi%</p> BANE B A,
Bk <q>3| f</g> AR ARE.
MG <a href="//www.example.com">{BEEHE</a> AN,
B AR

B FANZ —2H5E AR E XA AR X BAHERAR, 33T HREEMINDRSTHIGF
MEE, MKEHMEFIAUE , PR IE MR .

INFO

FAIFFLMBAMS AR , BTSN (B MEX SARIBIB AN IR ST AR ECE T IROR. BAARBCEE
FR%s , WERAR BIRXS R AIE ZIAE .

R 551

£ SAVBEETRRS BAXRAAR , HPFEE PAGRE FERIXAATN , HEH s

ks 1D ,

BRAEIMAZ
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1. EAEM SR Ry s > @5,

2. iy QUZIBAIAN , FFRIELL TR BAECEA RS EL.

28 WiEA

pGEIILES BB ARNAR—AZE ENBMEEE |, FAa¥EREenBEMANE
AANA AL,

JGERAIEES WEFERM—N S DN BRRGEE | FERRFEREER PAER TR
) FARREBEA.

XFEFLZMAN , B BEEWS. 747, KB S MEREA. §T47

iLYal
& B A, KPS A . WebHook URL , §5£%.
i S BN SNATRERMRE REER.
_—
;ﬂg B AR R R BT 5.
3.tk AR,

M E R E I8 ZIALN

FERBERNE, BARBEMNENKXARNANE RS, (EAMEEER , BTEERTE
FREAMTRE S5 EHE AECERIBIARE ., BABRARSENXAAAL. Ft , BFESEELX
RN B BB S E I8 F R

HIIR 5 AF

1. BEBRARFAEE RTTAIB RIS 2R EE .

2. AFEIMBETREMN , EFEHRFWBHMKAACDE PAGE FEMECEHBETA

BRAEINAE

1. £ MBEE Y&+ , Rl WHE .
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2. EEMSAAE /T BA.

3. VHAE BAIEX RN AR , 2% BAAANL QZBMEXRAL.

TIP
WRAFRBLBIXAANAEHBAXARAN , HAFRIBA webhook KEBRARS 25 , ATk

g 3

4. PIRE| BHIEAR PR , 255 EAIRAR QU IBRAEAR .

5. PR BAIALN AR, 278 IEAIALN BIEIE AN,
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®I&. GoTEL XY B, GHE. XA,

o XH—EES )\ Grafana MR,

S

o SHFRFEENEER , AEMBAEIRIRS) , HIESREIME R ZER,
o IRFEFEWAAMER , BIFFLE. RE. &, IR RIELH,
o STFameIRTEEMN , AR E B NEEER , R REEIERS.
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o REEMARFERLMINGE , IR AR, ML, FHESFLEHE , AR FRAeSmE
EIMEBENN SR AR RS T
o TTLIA Grafana MR JSON , H{EM Grafana 1TFRELKL{F .

ER=

o ITz4EEH VB0 IT IBZ4ERIAR R , BRI AR A IR IR S — RN B B 2 F A & 2K
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M, RIEMAAIE.

o ZEMEH  NTEEZNFHENNA, , BEERATCRABDEHNEEEE , FIE
—B T AZERGRREI TR

o HIELW - YRS IAEN | EiITmARCASIR HE mAMRESIEM AT TR | tRIEE IR
BIRE, EAIPURIESEZ(EERRER MR EITEIRNS) , BHTRABEDHT.

=553

BAGEmROSHFEE F AP RN RAGREN R IEEUE. B, 7£R0E RIEmRaT ,
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o HRECEREBIEARNEHD TR GEISAH , AK% ACP Monitor with Prometheus 5k
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o MRERBEMRT RANEIECS SR TR EXE.

mITERS A AR IR

o VITMERTIFIFMHET Kubernetes e85 |, [ IEBII TRHELH) Cluster Fr& VBRI E£EEAN,
&,

o VAR BERP NI AGEREIRR , FRINEHARYIIEHEARITE L TAHER
Z{TIES .,

o VMR INAVE RTINS BN S80I . ANRAEAEEHPUARIFEA LR T VictoriaMetrics
W FASEIMERGEMERTMZERXT NV HEIE , THEISMLE.
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2. RMFERUE , Rt AU SEAREAREE. HTRFR RNAE, RMER M RMAA , 7T
BT,

FNER

FAXIFEES A Grafana JSON , ¥ H i WisEmREH T RN,
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NAHETZEAFRFPFEFERAE , E ATHEEANTNSERRFFEETSH.
2% WtHA

NAKEE — XAEEREMINAE.

2. Rl WHE FN—PEENEE,

NRES
[ YRR K IEERIRNZ NEERR , BT RRARRRIRHNEEE.
N - T REERE TABENERAN ; REERFREEMAEARERIUT.
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2. 7£ YAML XX {0380 MonitorDashboard &iRIH123r , AT /RBI4172 4 5 demo-v2-
dashboardl )%= :
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kind: MonitorDashboard
apiVersion: ait.alauda.io/v1alpha2
metadata:
annotations:
cpaas.io/dashboard.version: '3’
cpaas.io/description: "{"zh":"#ii®{zE", "en":""}" # AT E
cpaas.io/operator: admin
labels:
cpaas.io/dashboard.folder: demo-v2-folder1 # {3k
cpaas.io/dashboard.is.home.dashboard: 'False' # 24=-[Ein 7
name: demo-v2-dashboardl # #4#5
namespace: cpaas-system # #p & =8 (FiABIRMEGIZESTEM ns)
spec:
body: # FIEEEFE
titleZzh: EHBRER # NEFPXEREFE (AFREFIOES MIE)
title: english_display_name # NERILEBRAFER (AFERAEXEIOES MIE) NEEIR
AR EXOEERNE,
templating: # BENAE
list:
- hide: 0 # 0 FRAIZR ; 1 RARN(USTARE | 2 RSB[R
label: &3 # NEXEBERE FERIFESRENNAFR, NHEIA cluster)
name: cluster # NEZEH (HE—)
options: # JENTHOEM ; AEWHREVEURNME REREIE, SNIERM options, ]
BEIAME (—RXATREENAE)
- selected: false # EAZLALEF
text: global
value: global
type: custom # BENAEXA ; BR{IFHE (custom) F1&EIM (query) (FA
Grafana XIFEEBAEXNXE (FARSENEENEE, T XFESF) )

- allValue: '' # WEFREEB, 1ZEAEIA xxx|xxx | xxx HI%EMm ; A& E allValue 31T

¥ (Grafana AN FTAEFTEHIER o0 xxx|xxx, HEFHRIF—)

current: null # HFIEEE ; RRENZNIIRE—

definition: query_result(kube_namespace_labels) # &ifjFciAz

hide: 0 # 0 FRIRALER ; 1 FRIRNEHARE | 2 RIAREFNEIIFZ5

includeAll: true # EHBELEM

label: ns # NEXERRA

multi: true # EAIFZ %

name: ns # TEL (FE—)

options: []
query: "'
regex: /.*namespace=\"(.*?)\".*/ # 2EVFE(ERIENFRER
sort: 2 # HEFF 1 - AFFE 2 - BEFE (ST 3 - FAFETE .
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4 - RFHF
type: query # HENAZEZRY
time: # MEARETE]
from: now-30m # jciaHT[E]
to: now # ZETRAET(A]
repeat: '' # {TEERLE ; EEEENETE
collapsed: 'false' # {TIFESBHECE
description: '123' # ##id (ArRl/EEIR/R)
targets: # ¥IREIR
- indicator: cluster.node.ready # 545
expr: sum (cpaas_pod_number{cluster=\"\"}>0) # PromQL F=:k={
instant: false # ZEAHEZ true RAEEE—IZIEIE
legendFormat: "' # [£[{5]
range: true # EIHHIERELAT X G
refld: #8451 # PURIREREH R
gridPos: # ERME(EEM/E
h: 8 # &
w12 # TE (REXN 24 ASMAg )
x: 0 # Bm i E
y: 0 # YPmE
panels: # EZR¥IE
title: EFArdltab # [EF= 25
type: table # E|RZEA! ; HAEISX#F timeseries, barchart, stat. gauge. table.
bargauge. row, text, pie ([i#BEl. #mEl. tPREET drawStyle RHEACE)
id: a2239830-492f-4d27-98f3-cb7ecb77c56f # [f—7HrA
links: # &%
- targetBlank: true # FiArE T+
title: "1'" # &k
url: "1" # URL #iht
transformations: # #1445 in
- id: 'organize' # &8 organize ; BTHIF. AEIAF. BRFER. ERER
options:
excludeByName: # [Zji 7 F%
cluster_cpu_utilization: true
indexByName: # ¥+
cluster_cpu_utilization: 9,
Time: 1
renameByName: # =5
Time: "'
cluster_cpu_utilization: '222'
- id: 'merge' # &FEUE
options:
fieldConfig: # & NEIFRBHFNSIN
defaults: # ZNAECE
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custom: # B XEFEREMH
align: 'left' # RA&XFTHI : left, center, right
cellOptions: # XKIRFEAE
type: color-text # {(NZIFXABREMEIRE
spanNulls: false # true FR/NZEHE null {H ; false ANEHE | BMFE == 0 XMRIE
0 &R null &
drawStyle: line # [EFRZEA! : line, #REX bars, mEA points
fillOpacity: 20 # 34 drawStyle A area B7FEfE (UBIAZIFACE, area ERIAK
20)
thresholdsStyle: # BLEREETRA (HMIFEEK)
mode: line # B{EERIEI (area BEIARSHF)
lineInterpolation: 'stepBefore' # [IHERIACE, BUIAINSHF stepBefore (Ja%k
X FF stepAfter)
decimals: 3 # /N
min: 0 # H/ME (YATREREAISF, (GCHFEEERSN)
max: 1 # mAXE (WEAECE{Y stat gauge barGauge pie 3FF)
unit: '%' # Efg
mappings: # WEMRSECE (LATSHHEMNTEEZE ;| SRR IURE)
- options: # {ERRETHLNY
"1': # SHN{E
index: 0
text: 'Running' # {EA4 1 BJE7R Running
type: value # {ERREFZERY
- options: # YGEEIRRETHILR
from: 2 # JuElCIAE
to: 3 # SEELHRE
result: # MREFZER
index: 1
text: 'Error' # 2 2| 3 Z[BIKMEE R Error
type: range # JHEE|ARGAEA
- type: special # A4FpkHREfZE7AY
options:
match: null # nan null null+nan empty true false

result:
text: xxx
index: 2

thresholds: # [S{EECE
mode: absolute # BMEACEIRI, EXERIN (URSHFEIHEMN A LR,
BN AR NEAR )

steps: # [F{ELSIR

- color: "#a7772f' # H{EAE
value: '2' # BREE
- color: '#@OTAFS' # ERIAET{E NFEME
overrides: # Z S0l E
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- matcher:
id: byName # %R=FEZ 4 ULEL
options: node # XtKV42#R
properties: # BEHACE ; id BEI{SZdF displayName unit
- id: displayName # ToR47 &
value: '1' # BEB/RE
- id: unit # BEE
value: GB/s # =#{u{E
- id: noValue # JTLEER
value: JTLEER
options:
orientation: horizontal # iZH|ERA /AR ; EHTAGREMNERS (stat [FEEX
)
legend: # EHIECE
calcs: # WHEAE ((NEBHLEABNK ER)
- latest # BRI FHMNE
placement: right # Efi{ & (right =k bottom, ZXiA bottom)
placementRightTop: '' # 7 LfAilE
showlLegend: true # 24T /<&
tooltip: # IR/REE
mode: multi # RAIUE (CHFZEN) BAREN BRATBHIE
sort: asc # HEFF : asc BY desc
reduceOptions: # ¥EITEAX (ATREE)
calcs: # 1TE 7% (latest, minimum, maximum, average, sum)
- latest
limit: 3 # SHERFIV AEE
textMode: 'value' # ZLITEIALE ; & XISAMEE R ; EMA auto, value,
value_and_name, name. none (RTREECEARZFF, SAZFF)
colorMode: 'value' # ZRITEIRCE ; & NFEAMEEIEIER ; BEIA none, value,
background (ZKiA value ; FCEARXF, SNEHED)
displaylLabels: ['name', 'value', 'percent'] # HEIFRE BRFE
pieType: 'pie' # BE|ZEHY ; &M pie #1 donut
mode: 'html' # SCAEZERAER ; % html F1 richText
content: '<div>xxx</div>' # TAE RN
footer:
enablePagination: true # FA&ZEFN T

F BN E

F FHeRER
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ENEWRERN , [RMEM PromQL REE WSS , FARREUTE BRIEBEENEHNRES
%,
BRI e

label_names() 1R [A] Prometheus F A% , 40 label_names().

1R[] Prometheus F fT A W 1FEARHAREE £ XTI R AT B 7] 1%

label_values(label) _
{& , 20 label_values(job).

label_values(metric, IR [@] Prometheus 5 EFehrH AR 2 XV B FT B 0] 15E{H
label) 40 label_values(up, job),

IR [E))# R IEARFEE X IERZFAARK B TEa4r 2 | 2

metrics(metric) . _
metrics(cpaas_active),

query_result(query) IR[O]$55E Prometheus BTIFHILESR , 40 query_result(up),

FHEE

ENEWRER , T BRMAEREE , REELEBENEE., UTANYEREEE
/\/ %

TEL BN
cluster label_values(cpaas_cluster_info,cluster)
node label_values(node_load1, instance)
namespace query_result(kube_namespace_labels)

label_values(kube_deployment_spec_replicas{namespace="$namespace"},

deployment
deployment)

label_values(kube_daemonset_status_number_ready{namespace="$namespace"},
daemonset
daemonset)

label_values(kube_statefulset_replicas{namespace="$namespace"},
statefulset
statefulset)
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TEH BN

~n

pod label_values(kube_pod_info{namespace=""$namespace"}, pod)
vimcluster label_values(up, vmcluster)

label_values(kube_daemonset_status_number_ready{namespace="$namespace"},
daemonset
daemonset)

A E{F ARG —
{#F query_result(query) K¥E1f{E : node_load5 , FFREX IP,
1. £ TEERE F3EE query_result(node_load5) .

2. £ TEETE X5 , TR /R4 node_load5{container="node-
exporter",endpoint="metrics", host_ip="192.168.178.182",instance="192.168.178.182:9100"} ,

3. 7 IEMFRIRZ #3EE /. *instance="(.*?):.*/ TJE{H.

4. 1 A EETE X, , TERE1K 192.168.176.163

A EFERRGIZ

1. BRNEE—AAEE : namespace , {8 query_result(query) R¥E 1A :
kube_namespace_labels , FFiZENAr 4 FIq].

o TINRE : query_result(kube_namespace_labels) .

o AAE{ETAY : kube_namespace_labels{container="exporter-kube-state", endpoint="kube-
state-metrics", instance="12.3.188.121:8080", job="kube-state",
label_cpaas_io_project="cpaas-system", namespace="cert-manager", pod="kube-prometheus-
exporter-kube-state-55bbbbc67f-1pgtx", project="cpaas-system", service="kube-prometheus-

exporter-kube-state"} .
o IFNFRIAT : /.+namespace=\"(.*?)\".*/ ,

o 7E AEET Xig , MERAIBEL N ar& (A , A0 argocd | cpaas-system F,

2. RINEZAATE : deployment , 5| FRTHESIZERLE :



o TIANKE : kube_deployment_spec_replicas{namespace=
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o IFMFRIXZ : /.+deployment="(.*?)",.*/ ,

3. [ YRTEARARIEER , 5| HETEARIIMAZE | 6120

o TEFRZHR : ITHLAMT Pod N7EEA.

o YB{EXT : kind : Deployment , name : $deployment , namespace

4. BRI RER , JEARE REENVEREE.

AN ETEIRETEEFE M

WARNING

PATFEVMEREE XL E namespace |

+ namespace {NXFFEEFEAAKGLZTE ;

o name {NZRF=ZFSTHELAMF : deployment . daemonset .

o kind {NFIFFEEHKEIZ— : Deployment . DaemonSet .

e workload.

e workload.

e workload.

e workload.

e workload.

e workload.

e workload.

e workload.

cpu.utilization

memory.utilization

network.receive.bytes.rate

network.transmit.bytes.rate

gpu.utilization

gpu.memory.utilization

vgpu.utilization

vgpu.memory.utilization

statefulset ;

StatefulSet .,

$namespace"} .

’

$namespace ,

name F kind , ANZHFF Lk FEFE 230,
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W, BEAD APHEAREN , BE T A AR RIS RERER R/,

WARNING

RETTHEEAN THFFENMZIRA 3.10 XA I R LA ICMP #3I IPv6 ik, ZHERNZR  E
BT MR A TR ZE 3.11 RRA L.
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QR BAWHIS | AT ICMP, TCP 5 HTTP IRINAS , R HMRNERA B AL,
R 551

ERAMIIRE RSN , BB AMEITIER,

L Ny
T?IV'{/IE/JIJFE
1. FEAMSARE md S0 > 53T > BE s,

R R R EAREIRE , ARITRERSAAZ AT YRR,

3 RBA TR AR EMA RS .

28 WiEA

ICMP : J81J ping I AR BARtE (385K IP) ERINARS 25 7] FtE.
TCP : BN Bituit FFEEM <gig im0> 8 <IPugr> NI
i FKimA,
A HTTP : S\ B AL URL |, 15 MShZEidEH,
$e7R ¢ HTTP fRIUAREOANEHF GET 63K , B POSTEK , 55% B
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A Y
= 1tHA

BN E Rt | ST 128 7,
AR A AR T

ifl ICMP : 33,43 IP #ifik , B2 10.165.04.31
TCP : <& :u#0> 8L <IP:uM> , A0 172.19.155.133:8765 .
HTTP : A http 8 https 77K URL , 540 http://alauda.cn/
4. R U,

BIRAENE , ISR EERARMNER | FHFET R EEMOREERM. LR
IR , A BIREE , BAMERA R T,

WARNING

RELERYEANGE  REFRA S NHELSERE. FSMRAIASETHRN , BTEEERNLG

o WIEAMIACIORESERT , HEIRAMHEITIER.

o REEEMESAYPE , EASETHRERD , Ra ME Wi o] RRMEER,

BRAEIMAZ
L MG SBRP D > 5% > SR,

R HEREASHEINEE , REIIERS A A YRR . MRV ENIECER S 1T
TEEEE.

2. il BB EE R

3. RBUT R EMRSH ; BEZZWERFTSE AREERME.
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. EEHT LR RS,
o TIRKTY | EEIR SR,

o i RIEEHN,

o HEXRA HEE REEE.
o REWTW  FERTHREL BT

o TEFRBFR I HEER BT IHIMA S ENTENR. T A YR FFRTENRA Connectivity
HTTP Status Code,

.

« Connectivity : FTAR& TN ANERRATENR , SARRMAN “1= 17 FoREBRE KT
A B FRIHBIEAR BT IR,

o HTTP Status Code : {XY4ATiEEE MITTAERIN A HTTP B ]3%E, aJi g A=1{71F
BOMVERRNAR SEE |, FIINRE R “> 299”7 FRRIMAAD A 3XX, 4XX Bf 5XX Btk

I

o IBANKREE : VEVERRTISCECE A SRR
o M AN,

4. i B, REXETERME , T EELRIIIRTER LR,

B i€ X BlackboxExporter Yimtkik

AT LB L) BlackboxExporter BLE XA RN E E X S1siEk | a2 & WITThEE. 4
izn , 70 http_post_2xx 183 f5 , Y& WISHKRNARRER HTTP B, BPRJERN POST &

SKITIEHIRA

o INRCE UM T &3+ Prometheus 2RI & AN , ZRABFRA cpaas-
monitor-prometheus-blackbox-exporter , AJFRIESRFRZ FRIITIEK .

TIP
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GELE X 56 & TR %A ConfigMap &R , ATIEEFAKEIETIAE £HEE > RIFETE 1R
REFMEH.

BRAEIMAE
L B EERESHEF key nodules MR LSRR  ERLAMRITRE,

BUAAN http_post_2xx #5451

blackbox.yaml: |

modules:
http_post_2xx: # HTTP POST #&iMIFEHL
prober: http
timeout: 5s
http:
method: POST # BRNRER AT
headers:

Content-Type: application/json
body: '{}' # ERINEHEH G RIERNS

2L WIEIEXHNTE YAML RS , 5% 2%E5E.
2. BT E—ARMERE.

o fli% Blackbox Exporter 284 cpaas-monitor-prometheus-blackbox-exporter (K]

Pod , E 3404,

o PUTUAT 454 reload API , RIFTECE 4

curl -X POST -v <Pod IP>:9115/-/reload

BT CLI Gl B & NInTMEZE

AR A

- CEEBMRR (AREZEEM) .
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o BirER TR EEAN.

BRAERFE
1. FiE YAML BCE 4 , 694~ example-probe.yaml

2. £ YAML L EAR R0 PrometheusRule &IRFFIRAS. PUFRBIBIZE S K prometheus-
liveness HIFTEZERES

apiVersion: monitoring.coreos.com/v1
kind: Probe
metadata:
annotations:
cpaas.io/creator: jhshi@alauda.io
cpaas.io/updated-at: '2021-05-25T08:08:45Z'
cpaas.io/display-name: 'Prometheus prober'
creationTimestamp: '2021-05-10T02:04:33Z'
labels:
prometheus: kube-prometheus
name: prometheus-liveness
namespace: cpaas-system
spec:
jobName: prometheus-liveness
prober:

url: cpaas-monitor-prometheus-blackbox-exporter:9115

module: http_2xx
targets:
staticConfig:
static:
- http://www.prometheus.io
labels:
module: http_2xx
prober: http
interval: 30s

scrapeTimeout: 10s

3. #iE YAML BCE XX , 454k example-alerting-rule.yaml ,
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4. £ YAML 3CHFH 70 PrometheusRule BiREFFREE. PATRBIGIESR A policy HFTEZLR
BE -
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apiVersion: monitoring.coreos.com/v1

kind: PrometheusRule

metadata:

annotations:

alert.cpaas.io/cluster: global # EEf/EE0 27k
alert.cpaas.io/kind: Cluster # #¢jazs7l
alert.cpaas.io/name: global # S2& \VioTh f e G BT WK
alert.cpaas.io/namespace: cpaas-system # prometheus #3542 %5[8], {3520
alert.cpaas.io/notifications: '["test"]'
alert.cpaas.io/repeat-config:

"{"Critical”:"never","High":"5m", "Medium":"5m", "Low":"5m"}"
alert.cpaas.io/rules.description: '{}'
alert.cpaas.io/rules.disabled: '[]'

alert.cpaas.io/subkind:
cpaas.io/description: "'
cpaas.io/display-name: policy # &2 500% BoRa#k
labels:
alert.cpaas.io/owner: System
alert.cpaas.io/project: cpaas-system
cpaas.io/source: Platform
prometheus: kube-prometheus
rule.cpaas.io/cluster: global
rule.cpaas.io/name: policy
rule.cpaas.io/namespace: cpaas-system
name: policy

namespace: cpaas-system

spec:
groups:
- name: general # 0|4 #k
rules:
- alert: cluster.blackbox.probe.success-y97ah-9833444d918cab96c43e9abbefc172cf
annotations:
alert_current_value: '{{ $value }}' # H4IETHIYLEME, {FF20A
expr:

max by (job, instance) (probe_success{job=""test",
instance=""https://demo.at-servicecenter.com/"})!=1
# ERMEESR, FMENEE RITH SR E Rk
for: 30s # FFZ5BG(A]
labels:
alert_cluster: global # EXATBER LK
alert_for: 30s # FF£%6%(8)
alert_indicator: cluster.blackbox.probe.success # {#{F/~48
alert_indicator_aggregate_range: '0' # {f{FAAF
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alert_indicator_blackbox_instance: https://demo.at-servicecenter.com/ # 2

2 EE Rk

SR

SN

alert_indicator_blackbox_name: test # =225 A37570 44 75
alert_indicator_comparison: '!=' # FEBEMELRIFACERE
alert_indicator_query: "' # HEEEH, THI0E
alert_indicator_threshold: '1' # SZHNRE, 1 REBEM, RIEAL
alert_indicator_unit: '' # SR NFEFREALL
alert_involved_object_kind: Cluster # &5 27544
alert_involved_object_name: global # 25\ e it
alert_involved_object_namespace: '' # Z2ZHNIETBXT % 64 5|A)
alert_name: cluster.blackbox.probe.success-y97ah # 252240142 75
alert_namespace: cpaas-system # 252K FT1ERS 4 5|8

alert_project: cpaas-system # 52500 fTJE %S 5 101 H £ #%
alert_resource: policy # &2/ NFTEELZRIR LR

alert_source: Platform # &2 NEIEZEAY : Platform-F4&%43E, Business-Mb

severity: High # EZRNZKH : Critical-%HME, High-™E, Medium-Z45, Low-

- alert: cluster.blackbox.http.status.code-235el-

99b0095b6b6669415043e14ae84143bc

annotations:

alert_current_value: '{{ $value }}'

alert_notifications: '["message"]'

expr:

max by(job, instance) (probe_http_status_code{job=""test",
instance=""https://demo.at-servicecenter.com/"})>200
# HTTP WRERBEEZ R, FUMEUEE KIS 4L TR B pRitiik

for: 30s
labels:

alert_cluster: global

alert_for: 30s

alert_indicator: cluster.blackbox.http.status.code
alert_indicator_aggregate_range: '0'
alert_indicator_blackbox_instance: https://demo.at-servicecenter.com/
alert_indicator_blackbox_name: test

alert_indicator_comparison: '>

alert_indicator_query:
alert_indicator_threshold: '299' # &Z&HIN|S{E, HTTP IREREEIZEN A=

%, FIANATF 299 (3XX. 4AXX. 5XX) F|IRGHR

alert_indicator_unit:
alert_involved_object_kind: Cluster
alert_involved_object_name: global

alert_involved_object_namespace:

alert_involved_object_options: Single
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alert_name: cluster.blackbox.http.status.code-235el
alert_namespace: cpaas-system

alert_project: cpaas-system

alert_resource: policy33

alert_source: Platform

severity: High

ZE{EE

\

BE T YAML FCE RIS R BT
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apiVersion: v1
data:
blackbox.yaml: |

modules:
http_2xx_example: # HTTP 7RI
prober: http
timeout: 5s # LRI R AR [E)
http:
valid_http_versions: ["HTTP/1.1", "HTTP/2.0"] # IREEEFE
hRAS, JEEEOA
valid_status_codes: [] # ZRIAR 2xx t AW ELSEE, B
[E] AL E 50 BBl A A AR AR )
method: GET ¥ ERAIE
headers: ¥ Esksk

Host: vhost.example.com
Accept-Language: en-US
Origin: example.com
no_follow redirects: false # BEBAUFETEM
fail if_ssl: false
fail _if_not_ssl: false
fail_if_body_matches_regexp:
- "Could not connect to database"
fail_if_body_not_matches_regexp:
- "Download the latest version here"
fail if_header_matches: # IFFIXE Cookie
- header: Set-Cookie
allow_missing: true
regexp: '.*'
fail _if_header_not_matches:
- header: Access-Control-Allow-Origin

regexp: '(\*|example\.com)'

tls_config: # https 53K TLS BCE
insecure_skip_verify: false
preferred_ip_protocol: "ip4" # ZXiAA "ipb6" AR ERY IP

WhRAS
ip_protocol_fallback: false # A[EIRZE "ip6"

http_post_2xx: # BRI HTTP RN~
prober: http

timeout: 5s

http:
method: POST # RNER AT
headers:

Content-Type: application/json
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body: '{"username":"admin","password":"123456"}" I RN BT
HIESK IR
http_basic_auth_example: A ST N

prober: http

timeout: 5s

http:
method: POST
headers:

Host: "login.example.com"
basic_auth: # BB AR AN A 4 FI RS
username: "username"
password: "mysecret"
http_custom_ca_example:

prober: http

http:
method: GET
tls_config: # ERINETHE E {3 FAARED

ca_file: "/certs/my_cert.crt"
http_gzip:

prober: http

http:
method: GET
compression: gzip ¥ ERNEHE AR ESE AR

http_gzip_with_accept_encoding:
prober: http
http:
method: GET
compression: gzip
headers:
Accept-Encoding: gzip
tls_connect: # TCP MR
prober: tcp
timeout: 5s
tcp:
tls: true # EAER TLS
tcp_connect_example:
prober: tcp
timeout: 5s
imap_starttls: # BCE IMAP HIPEFAR S 252K~
prober: tcp
timeout: 5s
tcp:
query_response:
- expect: "OK.*STARTTLS"
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- send: ". STARTTLS"

- expect: "OK"

- starttls: true

- send: ". capability"

- expect: "CAPABILITY IMAP4rev1"

smtp_starttls: # BCE SMTP HBABRS 2S48 M 7451
prober: tcp
timeout: 5s
tcp:

query_response:
- expect: "A220 ([A 1+) ESMTP (.+)$"
- send: "EHLO prober\r"
- expect: "A250-STARTTLS"
- send: "STARTTLS\r"
- expect: "A220"
- starttls: true
- send: "EHLO prober\r"
- expect: "A250-AUTH"
- send: "QUIT\r"
irc_banner_example:

prober: tcp
timeout: 5s
tcp:

query_response:
- send: "NICK prober"
- send: "USER prober prober prober :prober"
- expect: "PING :([M ]+)"
send: "PONG ${1}"
- expect: "A:[A ]+ 001"
icmp_example: # ICMP EFRNZRBIBCE
prober: icmp
timeout: 5s
icmp:
preferred_ip_protocol: "ip4"
source_ip_address: "127.0.0.1"
dns_udp_example: # {5/ UDP g4 DNS &EE)/R~4B
prober: dns
timeout: 5s
dns:
query_name: "www.prometheus.io" I fRATHIE 4
query_type: "A" T GYA el
valid_rcodes:
- NOERROR

validate_answer_rrs:
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fail_if_matches_regexp:

- ".*127.0.0.1"

fail_if_all_match_regexp:

- ".*127.0.0.1"

fail_if_not_matches_regexp:

- "www.prometheus.io.\t300\tIN\tA\t127.0.0.1"

fail_if_none_matches_regexp:

- "127.0.0.1"
validate_authority_rrs:

fail_if_matches_regexp:

- ".*127.0.0.1"
validate_additional_rrs:

fail_if_matches_regexp:

- ".*127.0.0.1"
dns_soa:
prober: dns
dns:

query_name: "prometheus.io"

query_type: "SOA"

dns_tcp_example: # 1/ TCP B DNS ZEE7RA
prober: dns
dns:

transport_protocol: "tcp" # ZRiAk "udp"
preferred_ip_protocol: "ip4" # ZXiAA "ipb6"
query_name: "“www.prometheus.io"
kind: ConfigMap
metadata:
annotations:
skip-sync: 'true'
labels:
app.kubernetes.io/instance: cpaas-monitor
app.kubernetes.io/managed-by: Tiller
app.kubernetes.io/name: prometheus-blackbox-exporter
helm.sh/chart: prometheus-blackbox-exporter-1.6.0
name: cpaas-monitor-prometheus-blackbox-exporter

namespace: cpaas-system
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Menu

SKHTERE
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ThAEEMEIA
(EdEET 5=
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THREZ
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Menu ZARTUMEYE >

Prometheus W= IEHN &M SR E

Bk

ThHEHER
ARG
AT E 5
BRAENAR
B EE
AR~ BORFEEER (HEF)
AR &S
KB XE
BRIEER
THEZ
TSDB ¥Ei& 2\
PIRREEEM
JREHRAE

ThREMER

Prometheus Y53Z%EPA TSDB (EfRIFFIEUERE) &7 E , XIF{MERETNRE. LIz HUE
TFH87E Prometheus B2sNAFEE &R (FHBCEDN storage.tsdb.path F8XE , BRAEA

/prometheus ) ,
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template:
spec:
containers:

- args:

- '--storage.tsdb.path=/prometheus’

EA=

o REITFERTRES 1 5E M 5UR
o PrIERESNNEHSEHBIEEX
o B ISEUIRTREFHTE Prometheus S5

HIE 5

o %% ACP Monitoring ] Prometheus i (TTE B4 L FRA prometheus-kube-prometheus-
0 , ZAYK StatefulSet )

o SREHE AR
o BIRFRESR R BRFHETIA

e (S E

&R

EGTHANEIES : Prometheus FFAAMISIIRRT | S RENIIBMES , METHE G
HER, TEHFTRUEHERENRER , RS BT aaEEhHE.

AR BROREHEER (HF)

1. £ kubectl cp 54K :
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kubectl cp -n cpaas-system prometheus-kube-prometheus-0-0:/prometheus -c prometheus <

B AR ffki>

2. Nrffaine it (ARIEZIRINEFRRFAHESEE)
e LocalVolume : )\ /cpaas/monitoring/prometheus H3REHl

e PV: M\ PVEREZRES (iU PV K persistentVolumeReclaimPolicy & &}
Retain )

« StorageClass : )\ PV 2B RS

AR REEG

1. B Admin API :

kubectl edit -n cpaas-system prometheus kube-prometheus-0

ARIECE :

spec:
enableAdminAPI: true

FE  BEHREFEECE S , Prometheus Pod (Pod &#5 : prometheus-kube-prometheus-0-
0) HEF. FFFHA Pod 4T Running K& S5 B HITIREIRE,

2. BURRIR

curl -XPOST <Prometheus Pod IP>:9090/api/v1/admin/tsdb/snapshot

R R

1. B2 HBEIERE B2 Prometheus 2§ :

kubectl cp ./prometheus-backup cpaas-system/prometheus-kube-prometheus-0-

0:/prometheus/
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2. BRI HEFEE R R

kubectl exec -it -n cpaas-system prometheus-kube-prometheus-0-0 -c prometheus sh

mv /prometheus/prometheus-backup/* /prometheus/

R ¢ BEFRKINEFEIEA LocalVolume , I BB {MEUER SIEHEGATAET R
=] /cpaas/monitoring/prometheus/prometheus-db/ B,

BAEER

o ZMTHUGT , TTEBIMEMEIRIE AT TSDB A& 15 ¥R
o KESERSE , Prometheus & B ENINEH 5L S Im8UE

THEZ

TSDB ¥Rz Ut

TSDB #& A EIRLEM 7RG -
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—— 0@1FXP317QBANGAX1XQAXCJIK9IDB

| F—— chunks
||~ ooee0
| —— 1index

| —— meta. json

| L—— tombstones
F——— chunks_head

| —— 000022
| L—— 000023

—— queries.active
L—— wal

—— 00000020

—— 00000021

—— 00000022

—— 00000023

L—— checkpoint.00000019
L—— 00000000

RO EESEM

o HHEIEAEEEHNEEFT R
o BN THIRE G

o {FM PV 77T , 0% persistentVolumeReclaimPolicy X & A Retain

JRsIRAE

o WIERFHIRR D IEMIKE
o EHAHEBHER VTR
o AEMRBEGTI, FEEXH Admin AP
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Menu ZARTUMEYE >

VictoriaMetrics SiIZ¥ERI &M SR E

Bk

Thaetitid
EAZ=
HIIR 5
BRIEDIR
1. AR iR IE
2. PUTEIRE
3. PUTEIRE
ES(EAES
THEZ
JRERIER1E

ThREMER

VictoriaMetrics {5 iZ¥IRK &5 SR KNBERFEE & O KT dE | FELRIIRERUIE
MR IR ERRN R e A ] i,

M=

o EMIE G EIEBIRBTIEBHEE K
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o AREIRIHEETH
o JOERE

o BN IR

A 2

o &P LI ACP Monitoring with VictoriaMetrics 3

s HRBRBNEETHATEN
« H7]8) VictoriaMetrics 7&K 12 AR

BRAEDIR

1. B AfFERR 1S

VictoriaMetrics f) 1S ¥IB I IE R 25 T8 Ei5 12 |, XIK12H -storageDataPath S¥FEE , 2K
IAMECA /vm-data .

ACE7RB

spec:
template:
spec:
containers:
- args:
- '-storageDataPath=/vm-data’

7EE. : ACP Monitoring with VictoriaMetrics 1T B LAMHIZFRA vnstorage-cluster , ZEHY
k] StatefulSet ,

2. PATIIR

£/ vmbackup TRZHTHIR® 4 ; WHHHRIEE S vmbackup B3 7,


https://docs.victoriametrics.com/vmbackup.html
https://docs.victoriametrics.com/vmbackup.html
https://docs.victoriametrics.com/vmbackup.html

VictoriaMetrics W3im¥IEMR %13 51k E - Alauda Container Platform
4= =
3. ITHURERE

{FF vmrestore TAWRE {FHEUE ; VEARIEES % vmrestore B A XA 7,

BAFER

TRERR  EERE—HTRENEERIESEOX. PITIRERER , BREEBIERKE
BB THRA.

THREZ

« VictoriaMetrics B 7734 7
o BiREMERERE
o BHRREHIEHE

LSS S

o WIFEMIURITEML
o REEWEMTI
o TR RIRAE

o MIEFMEFHPITRE


https://docs.victoriametrics.com/vmrestore.html
https://docs.victoriametrics.com/vmrestore.html
https://docs.victoriametrics.com/vmrestore.html
https://docs.victoriametrics.com/
https://docs.victoriametrics.com/
https://docs.victoriametrics.com/
https://docs.victoriametrics.com/vmbackup.html#best-practices
https://docs.victoriametrics.com/vmbackup.html#best-practices
https://docs.victoriametrics.com/vmbackup.html#best-practices
https://docs.victoriametrics.com/vmrestore.html#troubleshooting
https://docs.victoriametrics.com/vmrestore.html#troubleshooting
https://docs.victoriametrics.com/vmrestore.html#troubleshooting
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= Menu ARTUHESE >

M B R X 6n 2 L84 O K EE P28 E iR

Bk

Thaetid
EAZ=
BIR &1
BRIEDIR
BRAELER

THEEZ
JRLRiRAE

ThREMER

TFEXFRTBRSITAMICE , NBE N2 HNMEFEEOXEMELHIE | (FEERIELIT
HEEXLEZONMERERE.

M=

UG REREE LR LNMEED (RFA eth. [en. WL lw.* &HTE) ABEEFA
Wit

X O LK TR EXIRRTE A .
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AU 561

o DA FER
o ERBFaEE AR
o BB EXMEEROMa & AT

BRAELDIR

1. REFFATRESAAF K CLI TRAREF.
2. B global,

3. 7£ global FHEFF , EIRXTNLVF LR moduleinfo RIREFR
kubectl get moduleinfo | grep -E 'prometheus|victoriametrics'
TR

global-6448ef7f7e5e3924c1629fad826372e7 global prometheus prometheus
Running  v3.15.0-zz231204040711-9d1fc12474c2  v3.15.0-22231204040711-9d1fc12474c2
v3.15.0-22231204040711-9d1fc12474c2

ovn-0954121f0359720e8c115804376b3e7e ovn prometheus prometheus
Running  v3.15.0-zz231204040711-9d1fc12474c2  v3.15.0-22231204040711-9d1fc12474c2
v3.15.0-22231204040711-9d1fc12474c2

4, Yt S BTNV i) moduleinfo &R :
kubectl edit moduleinfo <MVS-EE£f4) moduleinfo &EIR4&FR>

5. s Nakf& ik valuesOverride “FEX :
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spec:
valuesOverride:# AP XFEATFEIE, FEFE spec FHIE valuesOverride FEER AT S%K
ait/chart-cpaas-monitor:
global:

indicator:

networkDevice: eth.*|em.*|en.*|wl.*|ww.*|[A-Z].*i|custom_interface

6. E4F 10 n4dfE , RET [RIEITREKMEHAXER , ARREE AR,

BAFER

BB , BRI DEFA EETUEESR BE X a4 ME RO THE

o MERIREBE
o MBHITE
o MBBALET

THEZ

o RTMBEEENESER , BRI

LSS S

o MHTEE MR O RIMERETERR
o HRIEEIEBIRRE S EAR
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Menu

N IVERR

W
e
|

>

O
NN
N |

1 ARSI

K

£

223 Jaeger Operator

#BE Jaeger 36

4% OpenTelemetry Operator
B OpenTelemetry <45l
JERThREFFR

HHIBERAGE

B

2o
Robeat
B
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DS

R A&

Telemetry
OpenTelemetry

Span

Trace

Instrumentation
OpenTelemetry Collector

Jaeger

BAFTEr

Query Tracing
Feature Overview
Main Features
Feature Advantages
Tracing Query

Query Result Analysis

%E1f) Trace HiE
ThEEMDA
O TNRE
IR & M

HEEWIRIE
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SHITERS

Java v B IEERARFER AR E /K
ThEEMEIA
FRZR
AERH
BRAIELDIR
IRIELER

W% BES TracelD <Ex

de 82

H=
£ Java Y I BEH 7N TracelD
7£ Python I B HAEA R0 TracelD
WAEFTIA

HUEHR

TEEWEFTER Tracing
(BB A

REA AT

IRE LR R
LESPASN] P PSS
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Menu ALY >

>

48

(&

Distributed Tracing 83,2 ACP & Al MBI OA M | IS 2 VAR S B24a
IR EESKIRER- S 2 HTRES.

B AR PO R BB BRENRE -

e Trace collection , &I OpenTelemetry BafjE Ak SDK & iY, , SR HAEKEGEHR B
HXKE

« Trace storage , {f Elasticsearch {EA/ainfFfE , SRELEEREUEHNATY BIFAL

« Trace visualization , JEIIEHI, Ul (UREBMIRFSKRBKRIRET |, SKEDZ 4 E AT

« Trace querying , SX¥fEH] TracelD, RFAFR. WRERHAFERRFMAATHEAEL RN
JON)S

B 5 OpenTelemetry srAER FFIRA MR , FHWEMBLRIRBEM RS FE |, HHTIEAEMER |
BERFTEBEREGER , FHMAMIRSF M TR ARG AL,

H=x

1 FHBR 1

{52 FABR !

EAIEERThRERT , MIEERUTER S

o FAFRMSMERENTE
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s EETEZRT , BERBUEMXERTRESXT Elasticsearch FIMEREMFEME=E—E KN ;
BUURIEY BN SIRACE AR,
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= Menu AT >

WARNING
AEEXVER T AR TFESERASERNITR.
Tracing A5 Service Mesh A5 . aIREEFRE Service Mesh A |, iELHEE.

KIgF AR ETE iR H4E Alauda Container Platform &8 &K IR ALNIRAE.
AR

o B RE platform-admin-system AR , FTRAI[E] Alauda Container Platform £
gio
o BRELEE kubectl CLI,

o BEPE Elasticsearch LAMATHEMIBEREIRE , BFEAR URL F Basic Auth {5E.

B=x

¥ Jaeger Operator
183t Web 12 & &3 Jaeger Operator
8% Jaeger KA
3 OpenTelemetry Operator
BT Web %4 & &3 OpenTelemetry Operator
#BZ OpenTelemetry S/l
JBRThREFF X
EBIBERARLE

k% OpenTelemetry 5245
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{ENE; OpenTelemetry Operator
k% Jaeger SKf5

fENEX, Jaeger Operator

4 Jaeger Operator

BT Web 154 & &4k Jaeger Operator

#=a] PAZE Alauda Container Platform f¥] Marketplace — OperatorHub k%33 Jaeger
Operator,

Nis

I

1 Web =56 H) B 5 SLEF , FIFEEE Jaeger Operator (K] 55 , SRRHEA
Marketplace — OperatorHub,

{F I RIEIE A B R Alauda build of Jaeger , My Alauda build of Jaeger Fril,

[%)3% Alauda build of Jaeger TAH_E /] Operator NMA{5E. , mi Install,

1 Install TAA :

o 1%#% Manual {£5) Upgrade Strategy, X7 Manual EE#tRER , OLM S8/ EINEK.
ERGEHEIRR , BVRF it OLM BEFIEKAFH Operator ZIFTARAS,

o 1%&+4% stable (Default) JiiiE.

%3 Recommended {24 Installation Location, }§ Operator T3 EHEFFK] jaeger-
operator #5% ZS[E)F , 3XA¥ Operator A] LR FF AL BN A fb & A+ ] A,

e =i Install,
o I\ Status B/~A Succeeded , DAFfIA Jaeger Operator &3 i3,

- # Jaeger Operator WFTAAMEERNTE. BITARBERER , PUTATHS -
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kubectl -n jaeger-operator get csv

Ntk
NAME DISPLAY VERSION  REPLACES  PHASE
jaeger-operator.vx.x.0 Jaeger Operator x.x.0 Succeeded

IR PHASE FEREBIRA Succeeded , 3RIN Operator K& HAA ML I AT,

3BE Jaeger 15l

A PAM{FEMA install-jaeger.sh RAZEE Jaeger SKBEIREMAXETIR , HEES =138 :

--es-url : Elasticsearch B[] URL,

e --es-user-base64 : Elasticsearch f{] Basic Auth FH 4 , Base64 4ghL,

e --es-pass-base64 : Elasticsearch f{] Basic Auth %Y , Base64 Zghd.

M DETAILS EH&IcMA |, SREIBEIRER , (RN install-jaeger.sh , BFHITIR /E1=
1T :

DETAILS

A BATIRA -

./install-jaeger.sh --es-url="https://xxx"' --es-user-base64="xxx"' --es-pass-base64="xxx"

FEl Ay i 7R
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CLUSTER_NAME: <cluster>

ES_URL: https://xxx

ES_USER_BASE64: xxx

ES_PASS_BASE64: xxx

TARGET_NAMESPACE: cpaas-system

JAEGER_INSTANCE_NAME: jaeger-prod

JAEGER_BASEPATH_SUFFIX: /acp/jaeger

JAEGER_ES_INDEX_PREFIX: acp-tracing-<cluster>

PLATFORM_URL: https://xxx

configmap/jaeger-prod-oauth2-proxy created
secret/jaeger-prod-oauth2-proxy created
secret/jaeger-prod-es-basic-auth created
serviceaccount/jaeger-prod-sa created
role.rbac.authorization.k8s.10/jaeger-prod-role created
rolebinding.rbac.authorization.k8s.io0/jaeger-prod-rb created
jaeger.jaegertracing.io/jaeger-prod created
podmonitor.monitoring.coreos.com/jaeger-prod-monitor created
ingress.networking.k8s.1io/jaeger-prod-query created

Jaeger UI access address: <platform-url>/clusters/<cluster>/acp/jaeger

Jaeger installation completed

2% OpenTelemetry Operator

1B Web 5%l & @3 OpenTelemetry Operator

#En]PALE Alauda Container Platform (€] Marketplace - OperatorHub F#% 2|33 %

OpenTelemetry Operator,

Nis

R

o 7£ Web $ZH|5H) B R Y& , EIFERDE OpenTelemetry Operator () &8 , SAJFIEA
Marketplace - OperatorHub,

o {FAERIEILZREFZPH Alauda build of OpenTelemetry , 7 Alauda build of
OpenTelemetry #58l,

 [#i Alauda build of OpenTelemetry TR [E_E K Operator NM4A{SE , A Install,
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e 1f Install TUMA :

o %3 Manual {£4 Upgrade Strategy, X Manual E#tIRES , OLM &A1 E K.
ENEREER , BYIMFIE OLM BENEKAFHK Operator EFThRAS .,

o %3¥ alpha (Default) Jli&.

o 1%&# Recommended {E4) Installation Location, ¥4 Operator LI {EHEEFH
opentelemetry-operator A3 ZS[A)F , 1XAE Operator A] UG IRHFEERNTE v & (A

ATA.
e &1 Install,
T\ Status /R4 Succeeded , BAfaiA OpenTelemetry Operator 223 a2,

» ’& OpenTelemetry Operator KIFTBEMHE BN L K. BERInERER , fITA T

4

kubectl -n opentelemetry-operator get csv

Nkt

NAME DISPLAY VERSION  REPLACES  PHASE

openTelemetry-operator.vx.x.@ OpenTelemetry Operator x.x.0

Succeeded

MR PHASE FEXEIRA Succeeded , 3RJN Operator &I AA MR EE BTN,

¥1ZE OpenTelemetry K45

A RMER install-otel.sh A% ZE OpenTelemetry S & HAH R RIR,

M DETAILS EHI&IMA |, SREIBIrER , (RN install-otel.sh , BMFHITAIREE
1T :

DETAILS
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FRA PRI TR

./install-otel.sh

PRV TR 151

CLUSTER_NAME: cluster-xxx

serviceaccount/otel-collector created
clusterrolebinding.rbac.authorization.k8s.io/otel-collector:cpaas-system:cluster-admin
created

opentelemetrycollector.opentelemetry.io/otel created
instrumentation.opentelemetry.io/acp-common-java created
servicemonitor.monitoring.coreos.com/otel-collector-monitoring created
servicemonitor.monitoring.coreos.com/otel-collector created

OpenTelemetry installation completed

AN Y

B FThEEF <

BIERAG BRI T Alpha (EL , EE R 7E Feature Switch fiEFFzh/2F acp-tracing-ui I
BEFF K.

$XJ5 , B\ Container Platform {18 , SfiiE Observability - Tracing , Bl 7] &EH BRI

b
e

~

o

o

HFIEIRARLE

k% OpenTelemetry L4

BEREREMER , PUTLAT S Mkk OpenTelemetry S5 & H A K FIR.



2% - Alauda Container Platform

kubectl -n cpaas-system delete servicemonitor otel-collector-monitoring
kubectl -n cpaas-system delete servicemonitor otel-collector

kubectl -n cpaas-system delete instrumentation acp-common-java

kubectl -n cpaas-system delete opentelemetrycollector otel

kubectl delete clusterrolebinding otel-collector:cpaas-system:cluster-admin

kubectl -n cpaas-system delete serviceaccount otel-collector

E)ZL OpenTelemetry Operator

AT URIE Web = & 1) B1E R fLEIEIZE OpenTelemetry Operator,
IR

o 3t \ Marketplace — OperatorHub , {# /] 2 ZHE % Alauda build of OpenTelemetry .
M7 Alauda build of OpenTelemetry ARl \EIBER.
« FEVFIERAG LM R Uninstall 3240,

o {E3#H ) Uninstall "opentelemetry-operator"? % ]9 /= i7 Uninstall,

k% Jaeger S5

BEROTERER , PITUU T 4% Jaeger Sof8 K H AR EIR.

kubectl -n cpaas-system delete ingress jaeger-prod-query
kubectl -n cpaas-system delete podmonitor jaeger-prod-monitor
kubectl -n cpaas-system delete jaeger jaeger-prod

kubectl -n cpaas-system delete rolebinding jaeger-prod-rb
kubectl -n cpaas-system delete role jaeger-prod-role

kubectl -n cpaas-system delete serviceaccount jaeger-prod-sa
kubectl -n cpaas-system delete secret jaeger-prod-oauth2-proxy
kubectl -n cpaas-system delete secret jaeger-prod-es-basic-auth

kubectl -n cpaas-system delete configmap jaeger-prod-oauth2-proxy

F1Z Jaeger Operator

AT PUBIT Web 1358 1K B 52 fEENEL Jaeger Operator,
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Nis

I

Pt )\ Marketplace — OperatorHub , {Ff ##Z&1E % Alauda build of Jaeger ,
mi Alauda build of Jaeger ArglH \iEIBER.

EVEE A /A R Uninstall 1241,

£33 f Uninstall "jaeger-operator"? & [ &5 Uninstall,



Menu

£33

B8¥4] - Alauda Container Platform

ARTUHENE >

AGEMET OpenTelemetry #1 Jaeger A%k , ST ANERM2AGFHEE. RotH
PHEXE. &4, 76, AL MM OERAE R,

Business Cluster

query trace

auto-instrumentation

opentelemetry-operator
M AL

install

embedded

r

i,
jaeger-operator >
\%. 4

User

B=x

RS
BURIR

install

[Tracing UI]
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PR

1. OpenTelemetry Z%5¢

o opentelemetry-operator

—/NEBHR R Operator , TaTaElEFEIE otel-collector B4 , 124t OTel BahiENEE

5.

o otel-collector

Uk E N RRIBEREEE , SIHIHTIIEAALE | AR R4 jaeger-collector,

e Tracing Ul
BFR AT RE  SEAT jaeger-query APl , IFZ A RE MR,

2. Jaeger A%

* jaeger-operator
EREFNEIE jaeger-collector K& jaeger-query ZH44,

» jaeger-collector

FEUR otel-collector ¥4 & FNAMIE [FHIB ERETE , BH1TA& NG , FFE A Elasticsearch,

* jaeger-query
RMHNERRE M APl , XKFFEFE TracelD MAREENRZ KA.

3. gz

¢ Elasticsearch

— MR HAFESE , IFXIEE Span BRHSHEANKR.

BRI

o BN

Application -> otel-collector -> jaeger-collector -> Elasticsearch

v Fi@id SDK BB shiE N AL Span i , otel-collector Xy ¥EETHLTLtLALIE |, [ /e

jaeger-collector X 4t E )\ Elasticsearch,
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o EWIRFE

User -> Tracing UI -> jaeger-query -> Elasticsearch

PP UL 2B 51 |, jaeger-query M Elasticsearch 6 ZEHEE ; Ul #R1EIR BIHIBEE
BT RIR.



1% M - Alauda Container Platform

Menu ZARTUMEYE >

P O

Bk

Telemetry
OpenTelemetry

Span

Trace

Instrumentation
OpenTelemetry Collector

Jaeger

Telemetry

Telemetry 3§ 2% R HIT AR B HEIE , BFE traces, metrics 1 logs.

OpenTelemetry

OpenTelemetry E—ANa[ AN ~fEZE M T AA, , EESIEMNEIEEtraces 7, metrics 7 F
logs ~ % telemetry ¥iiE. EEKE , OpenTelemetry RENE TR , XEKEE TS EF
AT fRim R TE |, BfEFFIRLT A anJaeger ~ FPrometheus ~ , AR ™=,


https://opentelemetry.io/docs/concepts/observability-primer/#what-is-observability
https://opentelemetry.io/docs/concepts/observability-primer/#what-is-observability
https://opentelemetry.io/docs/concepts/observability-primer/#what-is-observability
https://opentelemetry.io/docs/concepts/signals/traces/
https://opentelemetry.io/docs/concepts/signals/traces/
https://opentelemetry.io/docs/concepts/signals/traces/
https://opentelemetry.io/docs/concepts/signals/metrics/
https://opentelemetry.io/docs/concepts/signals/metrics/
https://opentelemetry.io/docs/concepts/signals/metrics/
https://opentelemetry.io/docs/concepts/signals/logs/
https://opentelemetry.io/docs/concepts/signals/logs/
https://opentelemetry.io/docs/concepts/signals/logs/
https://www.jaegertracing.io/
https://www.jaegertracing.io/
https://www.jaegertracing.io/
https://prometheus.io/
https://prometheus.io/
https://prometheus.io/
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Span
Span ENMIVBERRIERMEZER | FRR—DEEKHRERT/ERIT. B4 span igFIEKFHK]
BAREntE |, BN T iR ERITE AR R AT .

— span BIEAFR. WAMXEIE. SHMHEEHEALHEMTHYE (attributes) |, X£e3t
[Flithee T R ER T BRI,

Trace

Trace iCR R (T EKEBAENBREAMAS) ELMFEH (AHREFTRS BN
F) FREEHBIRAR,

—A trace H—NEkZ /> spans 2HAL. E— span #EFRAIR span , RI|EKMNFFLBZILERK
BANEG R, R span Z THIF spans 2t T X FEKERE (BHMBEKRKKENER) KE
VR ETEE.

1&A traces , IRFID ARG MR RIBARAR R ERFIES HxE, traces BTG KIERS
s , FEERAER S AR ARTHEENES.

Instrumentation

AT SRELARTALNNE | R FEE i TInstrumentation : B AR AL A4 Htraces
metrics ~ Fllogs 7

/A OpenTelemetry , {/RE] DUAIE PFEFE A X E34T instrumentation :
1 ETRIEMBRAER 7 FREFRBEORZSEHES K API 1 SDK 7
2. F{LEY instrumentation @R FE ~

ETHRDER R T7 SR RES N AN ERR IR AT EEZ 1 telemetry $dE. RATAfE
OpenTelemetry API fEN R AE A, telemetry %38 |, X2 XTES instrumentation iR 7 R4
RH) telemetry BURAIE AN,


https://opentelemetry.io/docs/concepts/signals/traces/
https://opentelemetry.io/docs/concepts/signals/traces/
https://opentelemetry.io/docs/concepts/signals/traces/
https://opentelemetry.io/docs/concepts/signals/metrics/
https://opentelemetry.io/docs/concepts/signals/metrics/
https://opentelemetry.io/docs/concepts/signals/metrics/
https://opentelemetry.io/docs/concepts/signals/logs/
https://opentelemetry.io/docs/concepts/signals/logs/
https://opentelemetry.io/docs/concepts/signals/logs/
https://opentelemetry.io/docs/concepts/instrumentation/code-based
https://opentelemetry.io/docs/concepts/instrumentation/code-based
https://opentelemetry.io/docs/concepts/instrumentation/code-based
https://opentelemetry.io/docs/languages/
https://opentelemetry.io/docs/languages/
https://opentelemetry.io/docs/languages/
https://opentelemetry.io/docs/concepts/instrumentation/zero-code/
https://opentelemetry.io/docs/concepts/instrumentation/zero-code/
https://opentelemetry.io/docs/concepts/instrumentation/zero-code/
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FHL instrumentation 2R A RIEFEERBEN TR URTTEBREEXE telemetry $UE
RN ARHER. eSS REBRESOZI TRRIREES K telemetry $UE. 5—FIEf%
ARE BRI TNAMBSR (Edges) EAEEHHNER.

X PR R Ty 5% AT AR BSE A

OpenTelemetry Collector

OpenTelemetry Collector & —/ MWV TL R ERER |, A IRIL. 4IEFSH telemetry %K
. EXFFRINE &K telemetry 203E (20 OTLP, Jaeger, Prometheus PARFZ /L
BILR) , FBEIEARZRE—ASZAN ER. BN , EXIFESHATXS telemetry $3E3H1T4L
RN,

B Z{zEE5 L Collector 7,

Jaeger

Jaeger B —MFRMNHINEERARS. ©EELIEMSHETHRSEMAE RS HRAL ,
WINFF A B RTIMIEK traces, NATHBEMMAHEE RE . Jaeger F % OpenTracing A/

(I02k OpenTelemetry F—H84Y) , XIFLFMRIDES MEM R , B = REMBNEZ M
MtET A,


https://opentelemetry.io/docs/collector/
https://opentelemetry.io/docs/collector/
https://opentelemetry.io/docs/collector/

Menu

eSSl

Query Tracing
Feature Overview
Main Features
Feature Advantages
Tracing Query

Query Result Analysis

Zif) Trace HE
ThEEMhR
T OINRE
IR &M

REEmIRE

12{E+5R - Alauda Container Platform
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Menu ZARTUMEYE >

Query Tracing

Bk

Feature Overview
Main Features
Feature Advantages
Tracing Query
Step 1: Combine Query Conditions
Step 2: Execute Query
Query Result Analysis
Span List
Time-Series Waterfall Chart

Span Details

Feature Overview
ATRIE IR TAEIE T RERS IPARNTIRIEEE | RS IR (5 BEREE N |
RN SRR RS EAIRE. XEEEEARR T IRM :

o TEKEEKIER | MRERN ARG T NTEEKEKIE,
o MEREEIOHT : EARTHENTEKARTR.
o HIEARRESL : BEFRIMCRIEBEE M REAER.

ERHREE
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o A FEINEIIEHEE NHRR E A5 E RS
o MEBBAMITIRASIE LR FHERE .
o FRANA A FERAEARS VAR XA,

OMHE -

o RITN ARG AT MMM,
o [REFORENSE (MTTR) .

o RACARST BHAFATERE.

Main Features
o ZHEEIR : FF TracelD, REFLZ. WEF 6 HERSHAS.

o AIALLSIAT < @IS [E) RS R AT B E WU R A A R AN (B 9 7,

o KHERELL : SIFFAR Span W EAFMEZIIRR,

Feature Advantages
- REFRIAE | BESREEORAENIETE |, MRARE I,

o ATHKE  EFRNAFIIFEARIENRRARXR  BRRERE  REWEIITHRE.
o RIGZH  FMBERNSRIAS , BN ZFEENTTRIZE.

Tracing Query

1) Step 1: Combine Query Conditions

R - ERSRHTTMASEA. LB RNZ N ERSFARANEN,
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EWRM WA

TracelD TREERNE—INR , AR TEREERIEIRERE.

Service B ARBCRARE KRS (FEFETWA)

AEIMAIRE (Tag) WIREWLER , SIFHAREERIE
Span FEIFT AR,

Label

Span Duration . . N
EIFENEATET fAE (Z) B Span.

Greater Than

Only Search . .
5% Span 5 Tag # error {4 true ] Span,

Error Spans
Root Span : #ZHBAECEK service AR Span , EHT
ACERS ARMNMAREKRERARZR.
Service Entry Span : $#ZACE K service {E ARSI E
I A58 —> Span,

Span Type

RAA[EIMH Span $E |, EAIA 200,
Maximum Query  $2/R : B TMREER , FARIXZEEZ R/R 1000 4 Span, 20
Count BB WHRMH Span WERT m AT W , AT L E N
UG/ N R E 2B R E ).

2) Step 2: Execute Query

o ERTNKMAIMAMNAES , A Add to Query Conditions %41 , HFT&KGEE
JRTE Query Conditions £5R[X , FitkE M,

» 1] /BFF Common Query Conditions tRif MBI FIME R M.

Query Result Analysis
WNERFIHERIE | MEHERE NSRS,

Span List
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EE R RN A £ Span SIRRERAEE | 0 : MEE. BAFEODE
SRANETTI%, S ERITF 44N,

Time-Series Waterfall Chart

EWEER XA MK B[R] 3 )13 40 B BT RS B ARIBERF Span Z [RIRKARIX R, BEFIE
WERFEERD TR ERS R/ T

1. B LM TR : BAFIIRGET , £FAEH (Span) BF BEIXRINEE TRIT , S0
FARR RS FAALIE |, B — R RBIRERZEE AT .

2. BHAVRHRY TF « A AR ORI TR, SRR K ERRCRRARIFANE , FTENEAR
RV AR AR R AR

3. AR - HRdtRNARANER KRR | St IR E AR P KR RIR K.
4. FHSFMBURRR « RiTEMETREAT B RXARKNE S FHIMER.

Span Details

miERIFSEAEFEA Span 17, A BFFEFZ Span KEHEE |, BIF -

« Service : Span FiBAR%.
e Span Duration (ms) : Span FF£LFa],
o URL : fR%/9)8 URL , X¥K/ Span AR+ ) http.url,

o Tag : AEMEXLAME Span #FEEE , \TATEAEERSEE NG, [REREFRA |
A YRR R ERMZE RS , SIERENT SR,

o JSON : Span IR%4 JSON 4544 , (ETH—SBEEHRNIEL.
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Menu ZARTUMEYE >

6] Trace HE

Bk

ThAEMR
1% ThRE
B &M
HEEIRME
Vj[a) Trace HE
HiREE
1% Pod £ #R
1R A
AWK
A% Trace ID
SRR
SHHEE
BE X BRTE
BEERELTX

ThREMER

Trace H&(E M FREMBIEIE—K TracelD WM AN SHEFE S MEHAKRNEE. HHIRE
FWEINFF RN AMEEAN IR B EE# , THEKIRRE , 3RS BESEER LT3R
x.
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FEMRR

o REDAT IR D ARG BEHAR ST AFERFNER (7).
o EFICKEX Rk FHESEREEXREK , S inE i A .

o S¥UTYE : BT Pod B TracelD EEZE , BAEMELIE.
&R
o HRABREESLMK,

o DITEFTAERT MR
o BITHERAEIRAZNH B S EK,

% OIIRE

T TracelD &if] : {£/ TracelD KA SIFEBEMRNFTEHE.
A Pod AL IE : ERSSERMNEE Pod MBEE.

HESH DT s S E 1 isfam B ES5dE.

L TXHEESE  ERENRBERBEECE , HATRAN.

AR 51

TIP

1E18T TracelD &if] Trace HEZ BT , WX IRFZHITIER |, F\W S HEFBE TracelD, E5H
W% HES TracelD XEXFEFHITECE .

BOATH

o BIRENEHIKAKHEE.
o MTHIRKAR 1 HMHNERR , EWNERITIAN A 1 SRR EE.
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IL:\E--I'/ET.I j:uu'fllz

1i[a] Trace BiE

1. &) Trace 5 , RTE{K Trace EEFE.
2. AHBRTAAERFTH BEEBE RE.

JUN= i

& Pod £ 7R

1£ Pod £ 84T , NS 5RFFIFRF1EFEBE AR Pod.
RIS

1E f[ESumE s |, SR ERREER.

REWFRAF

£ BWHRMG XAEFWARER , RIBFENBTSIREE.

£14 Trace ID

1 5 Trace ID BikAE.,
BURIRE

'VJ'II:I:'I El/Ln

1. mif S8,
2. {F Y EIEEERA S NTER.
3. R EH KR (JSON/CSV)

BENXBRFHR

Rl RE., YHRBEEFRERRERT AR I,
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EEHELTX

1. RITEERERBFM R,
2. EEBAAER RS 5 &FHE.
3. AR L TRIMEES HE.



SCATER - Alauda Container Platform

Menu

SKHTERE

Java Y FFIBERAIFER A E AL,
ThAEEMEIA
(EdEET 5=
ELH
BRAELIR
IRIELER

W5 HES TracelD KEX

des=
B

1£ Java I B0 TracelD
1£ Python I A HEH 70 TracelD
AFFTi%



Menu

Java

INFO

Java Y FIFIB ERAIFER A& AL - Alauda Container Platform

W FH

AT >

B ERHARIZ ATV AR

B3NE K OpenTelemetry Java Agent ~ 3% Java 8+ fRAS,

H=x

Thaetitid
A=
BB M
BAEDIR

BIEER

TREMER

BIRE N TN AL ] WU A% O BE
XAAWNAIET B 3hEN OpenTelemetry Java Agent , SR Java W B A TUIB EREE AR

(EJFERZ by

Java W ATSR T AT IR

o HRIE K Java N FIRINIBIERRES

, BEBTTRIC R RGINIE RV IR A RESE ., &


https://github.com/open-telemetry/opentelemetry-java-instrumentation
https://github.com/open-telemetry/opentelemetry-java-instrumentation
https://github.com/open-telemetry/opentelemetry-java-instrumentation

Java Y FIFIB ERAIFER A& AL - Alauda Container Platform

o B HREHY AR
o {#F Kubernetes ZpE RS
o AIALARSEVARRER  AATHERERI

HIE & AF

fEFIXTNRERT , EHATR

o H#MRSE B EBEAE Alauda Container Platform _t
o JRF{EMAY IDK hRAA Java 8 S

o A& B#rd4=EF Deployment AI4RHEANSR

s FADTABIRIE

BRAELIR

.

ST EE £ A E Alauda Container Platform 1B ERfK Java &V FB , EdHTIITEEL :

o ECE Java Deployment RIEEhENTHE
o &E SERVICE_NAME IEATE

o RE SERVICE_NAMESPACE IEATE

Deployment 1&RCRA
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apiVersion: apps/v1
kind: Deployment
metadata:
name: my-java-deploy
spec:
template:
metadata:

annotations:
instrumentation.opentelemetry.io/inject-java: cpaas-system/acp-common-java 0

labels:
app.kubernetes.io/name: my-java-app
spec:
containers:
- env:
- name: SERVICE_NAME @
valueFrom:
fieldRef:
apiVersion: v1
fieldPath: metadata.labels[ 'app.kubernetes.io/name']
- name: SERVICE_NAMESPACE @)
valueFrom:
fieldRef:
apiVersion: v1
fieldPath: metadata.namespace

1. ¥ cpaas-system/acp-common-java Instrumentation fEAjE N\ Java Agent RIBCE .
2. BCE SERVICE_NAME PMRAE , Al B AR RIXERE EERE.

3. BELE SERVICE_NAMESPACE HfIEAFE , {E 5 metadata.namespace .

BAEER

Java Y FiERCTEAE ¢

o HIEEhK Java W Pod 5424 opentelemetry-auto-instrumentation-java init 2% , RN
TENBEN.

o [6] Java I A ENEEK,

« 7£ Container Platform f{ES , %% Java I FHFT7ER) THE . &8 A 2 =/E).
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3t \ Observability -> Tracing TWH , &F& Java i FAHKIE EREIB AT A2 HAA &,
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Menu ALY >

TIP

A HE ST & B AT AN AL £ BUKER TracelDAY TracelD FMEINAREN AL , @A A
B RERMFIRITRE.

W& HES TracelD kB

H=x

de 82

B3R

1£ Java Y FHHEH AN TracelD
1£ Python i A HEA 70 TracelD

RuF 7%

de B2
B

ATRBERGSKIBEFENRIENZ A span (RRERTR/RSAA) EFHXIKE—1 7T
) trace , PRS- HTTP &Kk 4 TracelD R H AT KEX trace KEE.

o —trace RFR—EKRIVEAITAE |, TracelD BFRFIXEKKE— ID, BEFET
TracelD , {EA]RLK trace SN FHERILIEK.

ETULERR , ACK R HTTP 55Kk ERER TracelD FRHRMEIZMEEF , A
T{EABEBIET & _LIBIT TracelD ¥EHEE A HESUE.
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1 Java Y FHHEAH 70 TracelD

TIP

o RUF/RBIET Spring Boot #E32 , 1§ F Log4j 1 Logback #1TtEA.

o BRNAFTBEANTAIESRM :

« BEERARBAFREATEK

HEE ARAZESK
Log4j 1 1.2+
Log4j 2 2.7+

Logback 1.0+

« WHBEFA JavaAgent,

FiE— : BEE logging.pattern.level

ENARCEFBH logging.pattern.level SHAAT :

logging.pattern.level = trace_id=%mdc{trace_id}

FiEZ : BCE  CONSOLE_LOG_PATTERN

1. &2 logback FEE AT,

TIP
LA IEsI AL B, %X{trace_id} ZFRZNM MDC F%REX key 2h trace_id fE.
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<property name="CONSOLE_LOG_PATTERN"

value="${CONSOLE_LOG_PATTERN: -%c1lr(%d{yyyy-MM-dd HH:mm:ss.SSS}){faint}
[trace_id=%X{trace_id}] %clr(${LOG_LEVEL_PATTERN:-%5p}) %clr(${PID:- }){magenta}

%clr(---){faint} %clr([%15.15t]){faint} %clr(%-40.401ogger{39}){cyan} %clr(:){faint}
%m%n${L0G_EXCEPTION_CONVERSION _WORD:-%wEx}}"/>

2. ERE W HERRFRM es1f4j X% , IHEM log Mgkt HAE , 7”"BI20°F -

@RestController
@S1f4j

public class ProviderController {

@GetMapping("/hello")

public String hello(HttpServletRequest request) {
log.info("request /hello");
return "hello world";

1£ Python Y FHHEA 70 TracelD

1. 72N FAESHRRANAN TARED , WESKKFEkER TracelD. /REMRESANT , AIARIE R EREE -

TIP

getForwardHeaders REUAIE KK FKER trace (58 , ' x-b3-traceid BMEBEPA TracelD,
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def getForwardHeaders( ):

headers = {}

incoming_headers = [
'x-request-id",
'x-b3-traceid’',
'x-b3-spanid"',
'x-b3-parentspanid’,
'x-b3-sampled’,
'x-b3-flags',

for ihdr in incoming_headers:
val = request.headers.get(ihdr)
if val is not None:

headers[ihdr] = val

return headers

2. FEN FAREF RN TR |, HIREREH TracelD RmMIMEIEEF ., REMREEANT |, A[HRIES
B

headers = getForwardHeaders(request)
tracing_section = ' [%(x-b3-traceid)s,%(x-b3-spanid)s] ' % headers

logging.info(tracing_section + "Qops, unexpected error happens.")

KuEFri%

1. M A M S A=K Tracing,
2. FEE WM TracelD , MIAZEE MK TracelD , Ry Add to query,
3. T F AR trace FUEF , mi TracelD 55 View Log,

4. 7£ Log Query @ , A)1% Contain Trace ID , RAEE{URRE A4 TracelD KHESIR.
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Menu ALY >

TEEREIFTER Tracing

Bk

[ 2Lk
REHT
1. TracingXAFZRALE TR
2. Elasticsearch3ch 4R I
RE LAfRIR T R
HRE 2B IR T =R

| e IR
1EIRE- AR & W Tracinglt |, ATAELIBEITCIEFRER B AR Tracing s .
RE 7T

1. Tracing ¥R E 1K

Y TracingfIR AR SFR BT KE , RERSIRLFIKETracing$ids. 5 KEN Bk {fKigEH]
B, I RES BIRASIR KT AT SR ME.

2. ElasticsearchScR 4Rl
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ElasticsearchZ 5| KZRIABCE A "refresh_interval”: "10s" , XS EEIEMNNEZ FRIFTE T
HERREGFIELIOMIER ., TREITA K Tracingl |, T BERBIEN KI5 A H AL R a6k
%,

AF 5| BB T BB EKElasticsearch MRS ET , ReZs| BREMEXENREE , (BH
FE—EFEE LT BURMSKITE,

ESU NP S

o IRIBFKEBUIRSHKER,
o FATEEEHNXREA , NEFPEKAEE (tail sampling) .

ESPA P S

BT jaeger-collector HIJBENEEX --es.asm.index-refresh-interval VHZEERIHTENG , ERAEA
10s ,

WMRZSEER "null" , MARESSTERSIE refresh_interval FH{TACE.

EE REHR "null" 4lEElasticsearchiMEEER BRI E,
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Menu ATURE >

ANTEEMIEERIIE

Bk

(AR
RE > HT
1. B A EER
2. BR)TE I PR
RE 1 KRR
RE 2 MfigRFT R

) L IR

BEREWLERFEN T A TREEEN R

RITNER (I 30 249A) 5RDERSY span,
o BT 1 /MRRIEERE IRTEILSR

RE AT

1. BRI ANIER

Elasticsearch (B N\JTF2% R NFEEHX - translog — segment XAHIIAFHIE |, TTRES
BB NREIR T R] MEREIR .
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2. B[RS | BR )

EOMBUUT , jaeger-query EWSIEERXTN K span i , B ESEE<IE(#E] span FF4H A
BT Ja & —/ NI,

g0 , BHEAS span KIFFARTEIAN 08:12:30 , LAEREGE)A 08:12:32 , MEIENZIBERAIET BSE
FElok 07:12:30 & 09:12:32 .

R, aRIEERE T 1 /M, 83X span B A RETUA S 2T BB ER.

RE 1 ARRIRTT R

FHEAZERFRE , BB,

REA 2 fRIR AR

MREHRIFMEREERE ERK , ATRUBIETE jaeger-query JABEH{ER --es.asm.span-trace-
query-time-adjustment-hours SESRFREANIEERKE RN (BSEE .,

UGS BAROAEA 1 /NS, BRI RUMRIE BRI,
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Menu

¥*F Logging Service

Logging 152 ACP FA R MINMEAKZ AN , IRt mEEEHES
SR HTALE,

h, LS AR

[AYAY

B AR PO ) HASTNRE

o HEXE WU AR, BAasMEREAFHENBINE
o HEM , £F ElasticSearch 1 ClickHouse /G , X3FA[¥ B AFAMBLERE
o BEEW , XX KEHESIENRE B RIEHNIER

1815 Filebeat, ElasticSearch I ClickHouse Z3& KFFRLBMEERY, | ZAEIR{PLALRRERS S
PAMEBERE , IMRABIEHEE | HREAMESK , HFXNREERKIEERLE.

Note

"4 Logging Service KRIAIRFAIIS R E=R - FAAR , Al Logging Service ISXASENAE(E R34
STHIC YL M3 7E Logging Service 7,
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https://docs.alauda.io/logging-service/zh/
https://docs.alauda.io/logging-service/zh/
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Menu
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Menu ARTUHESE >

>

48

(&

ZTFAEMT Kubernetes 4 , iB% Kubernetes RIRHE IR SR S FSI TR ST,
TR, SN RAREES. BER. TRE Pod FRIRLIFEN , AFATRUBE
PITEHRMERAKREA.,

ETANEAPRANERRARR , BATRUATEREGIEEE R, YRBEHRERRIE
TERERT , ATLEEMAEE , BAIMARARKETI , AWEEF & Kz XK.

H=x

1 FHBR 1

{52 FABR !

ZIBER BT BERS . EHRFARNEMSLRI ACP Log Essentails, ACP Log Collector #1
ACP Log Storage J@ff.

Note

5 Logging Service AIRFEIHIS R E=A R FAaARE , AL Logging Service FSCAENAEVE AT
SLHSCAYEE R3EE7E Logging Service 7,



https://docs.alauda.io/logging-service/zh/
https://docs.alauda.io/logging-service/zh/
https://docs.alauda.io/logging-service/zh/
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Menu ALY >

Events

Bk

BRAEIRAE
= SR

BRAEIMAR

1. S ZMS A~ K Operations Center > Events,

R - BT TREN S A T HDE AR R SR R AE B X S 1.

dlinl

= AR

S TUEENARRRIL 30 DN AENERSMHBLE (TEFsE EXHEREE) , AR
EHICK,
o BEEEMEW A FARREENAEENERSHNRRNEREXSHNRIRGE.

o EE  BE—RRZRRELXLBEMHE , RIRBERSZM,

o BN TRERFMHMTIRHEN 20 , RREEEHECER , B 20 MERRE T AE
f , R—RIRATREZ IR 4.
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RRFMHCR  EERSFMHEE T , RAREENEEERNFEEARMRAAE ST
K, EAUREERFARAGES N RBUREAS , SURTTIEMAT AR TRR. &
WZRAFANT

R

o TIRIEHY . KAEEHH Kubernetes &IFZEARY | 40 Pod,

3
H}

& 78« RAESBHE Kubernetes RIRFTERN % IE).

o« EHRER : EHAENERER.
o EHLH : BHMNEEFLE , 40 Warning,

o WIRBFR : KRAESMHM Kubernetes RIRLEFR , Al GEFETM AL N BFR,

TIP

o RIEBEMHICFEF RIELHZHORIER , AJ7E58H ) Event Details STEET EEEHFME

=]

/Cno

o EHRREAMBEMRREERTIEMHRA., SREERNRFRIEMHEAA Normal |, AEHF] 2 ;
EREIRFRRNXEMHRAA larning |, WARIBFERE , NXEXEHUMESERRL.
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Component Health Status
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Menu ALY >

>

48

(&

Inspection 3R E ACP SF& AT WUNME AR DA | IREEB NN EMITFERES) , KXY
RIFH L =X EE.

IHEBR AR B PITR ERIE B TNRE -

o WKE , &R, TR, Pod, IEREHAT & RIEIITEENE , ROURA KA AR
X

o KIS , KNIREFKREEFHE , L THRERISTIKE

o AIMIRE , EMRAEELER , BERENE. EREBMETRE

o WRELEM , 3TFFLL PDF 5k Excel R FEAERE , S 2ENSHTFEX

B RX LN SET A ARTIRIERIMB s EEIARLSS , FPALERRATRERSE
FEFIMRRNRIRFTE , RS X | FE T RS e BRI RIFT & KR EMERE.

Bk

1 ARSI

{2 FAPR 1

o FARMNMKEIKHBTEMNC TR LITAN., BHRESNERELLIT ACP Monitoring
with Prometheus {42, ACP Monitoring with VictoriaMetrics Jf4z —.

o FARBEIFRIAMAEOELER, BHREMEE MRS S E DR AT TR,
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EIRFFENKRETRE , BB E S ERMAIR R IR |, BRI ARGNTEEEN TS
.
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Menu AT >

£33

Bk

Inspection

Component Health Status

Inspection
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——=(reate CR——>» _ _
mgPec.'hm CR
U
—Read ih-spec.-l'icm result—sl
] Write
Vhatch hepec.-ﬁm result
O | |
daplay
Couier
I
Guer"?r Metrics
1
S | &
sis
v
Prometheus VictoriaMetrics

Inspection #EIREFALH4F Courier FUSIRAHILEIR G , BRAT U ERAE

o & inspection 1% : £ AT global HEEHREAT inspection ZEAYH] CR,

o H4T inspection {£%5 : Courier 844 !%#5 inspection 255 CR (4K , A KRR A 154R

HE IS inspection AR IFEFRIIE.

o B )\ inspection £5R : Courier ZHA5ERXT & inspection KWL G , ¥ inspection 53R E

[ %F 7 [ inspection CR,

« &BF inspection 53R : BT FAEE inspection {E5HMREMLER |, BUHERIET X

] inspection CR,

Component Health Status
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ModuleHealth
Eecord

Pe rl'ld ic Pe rild ic

Updates Updates

L {Tee

GMEY‘Y etires

ModuleHealth

Gue

[ componenh status

J u Prometheus I l VictoriaMetrics

Component Health Status F5SE& 484 Courier FIUARAHHEEREM | R IATW SRR

k Eubernetes AP

o TIE ERHISITSK - FFETE global EMTUEN THZE CRD , AT ENFLITHIA SR
A=
« ModuleHealth : & X F¥SIzHAH K& Emm .
o ModuleHealthRecord : & M & &R XTIV HHF R IS5 R,

o ERRUSISLAMEIRA 1 Courier & watch ModuleHealth , 8 EFSETIRE , SR/EH inspection 45
£ 5 A\ ModuleHealth 1 ModuleHealthRecord ] CR &R,

o AERREFIRE : Courier 275K Kubernetes MR HEHI%UE | DLFIR BRSSPSR
TER (R,
o Kubernetes : WEAHEBLRERAHRIAKERIEE.

« Prometheus / VictoriaMetrics : BT &LBHFIZMEHKTENR , ERFHFIEHLEBBELEF 124t
R .
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o BEAHERPRE  BABYFEEESAMHNEERE , BUBRIET XN
ModuleHealth #1 ModuleHealthRecord CR &JJ&.
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Menu

AT >

Inspection

Bk

PITIKAG

KieHLE

WAGHRE A
BRI — R84
TIRNE KA

RIRF AR

PTG

1. S ZMIS A2 K Operation Center > Inspection > Basic Inspection,

R - RERER AR XS EREEEIRER. KEEFRET , KN ERSTAIKKEK
IR

2. 7£ Basic Inspection TUHE , IFLATHER(E -
o PUTIA : ATEREA LA Inspection 3750 , STF & TIKA.,

o TEHXHKIRE : R REmA_LAK Download Report %40 , 7238 SHEAE IR REHE
i\ (PDF # Excel) , Ry N3k, BIALEXT AAR RS T B4,

o PDF RARKKEIRENEE RIRNQ TR ;
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o Excel ARG B KK 2 TREIRE ;

o SRS FEMAE KRS

=

WA A E TR WA

BaESHATEEIFLN |, XA Crontab 3RiA=,
i B A IR R NERTTFATER A NEAR | EFEEER , B8
B RN AT RIS B A R,

zzgiﬁ REBHNRIBRAIL.

e ﬁfﬁﬁzizjﬁxmﬁTm

ﬁﬁmﬁz FANEB IR BT EAREANEH.

oy | ETAMARIES, KREHH pod WKL, U EEEESA R

KRIL

Y SEire=pbikls

BT — KA
B Wt (SEXE , TE BRI — SRS -

o WRHHED : BIE— MR AITFAARILE R4,
o WRERES : BIE—RICF IR RS (B3, FA. pod, EB) .

o N : FHENRKEIFEE , BFFHFIE A Fault A1 Warning B & IRER.
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RS A S A
TIRN 4G

£ WIRNEKE Wi , AJEE global &, BEEH. BASHEIXEERTHETR.
pod FMEFH KL Z B,

AN RIEEAR B i KE1ESS 3240 (Cluster, Node, pod. Certificate) , 3\ %%
BB REEERE. FHERPIIEFRRBENRIE—RKRES | DARSERSERIES
.

o RERBLFRUREERIEERE.

o miFIFER+ Name FEAMMKBETHRA , o] B BEFE LRI &R ER.,
HRIRNREFBTARAE (Fault, Warning) BN T,

IR SRIRSEINEENSE A REZ D, RIRCEEURER 2 E—FIRT SRR —
FNRTIE.

BRIRSETY AL B T S5 14 HEFIWT A
Cluster - global £ - EERREH - ERAIAR (T R¥/pod BUTERR
it Abnormal ; W) e, SR RIRRE
- BREEH - apiserver JE#% REH ;
- FNER 5% - ¥R EN HER IR
mig , BEAGRFRERE
s

- 5% CPU fF AR 60% ;

- EHNFERZRET 60% ;

- 868 ETCD A4 {f— pod 4t
FHE Running R3S ;

- ERPE—FENATIE Ready
RE ;

- ERPEERNT RNEIER
T 40 # ;

- 8 CPUESKE (KFEsK
B/EE) BT 60% ;

- ERNEEKRER (KIREKE/
SE) B 80% ;

- B ARRR NI AMY ;



FRIRIETY AT
- TEEHT
Node s
- FTEVHET
pod A pod
Certificate

Certmanager
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T SR 1

Abnormal ;

- A _E# node-
exporter ZH{4
pod 4 FE
Running X ;

- TREM
kubelet ZH {4 pod
4tF3E Running

- pod K&
Error ;

- pod 4T fR3PK
RIS 5 5.

WEBREA
Expired,

HEFIWTSRM

- ERNIANRE

- 23 kube-controller-
manager A+ {E— pod &F
3E Running 1K ;

- £ 3 kube-scheduler A+
{£— pod 4F3E Running 4k

- %3 kube-apiserver A {T
— pod 4bT3E Running K.

- | inode TR¥/TF 1000 ;
- TR CPU fERZE BT 60% ;
- TRAFERZFET 60% ;

- TREFRHETRERRET
60% ;

- TRAGHREE#T 200% , H
FFEEI AT 15 244
-HBE-RRAEDRE—X
NodeDeadlock (¥ mst4i) =
% ;

-BE—XKREDRE—IR
NodeOOM (NFARE) Ft ;
-BE—XKREDRE—IR
NodeTaskHung ({E%3Fikt) =
% ;

-HBE-RRAEDRE—X
NodeCorruptDockerimage

(Docker G5 3K) B4,

- Pod CPU £ & #E1T 80% ;

- Pod NTE{E AZRIEIT 80% ;

- 425 5 4P Pod ERREK
TEHET 1R

WEBEYHIAT 29 X,
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BIRZEEY AT

R T S 14 HEF M &M
W
- Kubernetes
W

AVl EES U o

M iff Resource Utilization Inspection #3% , gt \ ‘RIEFFZIKA TUHE.

£ WIFFIRMEKA T , AJEE global &, MAKR. BESHN CPU, N, HEN
BE. EHERERR , UEFaLERH. TR, pod, MBFREFHME.

o BIMERY | TEE global, BN, ERERN CPU, N7, MEMMERSERE,
. FARRNE | TEEFA LEFRRENE,
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Menu ALY >

Component Health Status

FEEFPRETARRT ERRAEF A LNTRENRERSS TR, AENKHE5FA
FRMEEKEITAURES | R AT B E e IR | B | RICKATRERSRR
FiR. BRRINBENERE KT , LR SZIRER RS NAGHRINEEE. XHBT
FHERIRAEE |, RS TFERNEHERR,

H=x

Procedures to Operate

Procedures to Operate

1. SMEETE S RHKARTESTFEAF O (FAEE. MESE. E440) .
2. A S A _LAKNESIR4 > Platform Health Status,

3. BEIBERF ; IBE R B RNZTBEN R BRRESEE. MRBEAHEERE , £ FA L
PA fault JETCIEIL,

4. RIEVIRER A LR RSIEE , WA NS RIDHME RIKSITE , ST AE B WA
RS,
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