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BRAELTR
Stop/Resume Node Scheduling
BRAELTR
Evict Pods
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Set Taints
BRAELTR
Label and Taint Management
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BRAELTR
Enable/Disable Virtualization Switch
Delete On-Premises Cluster Nodes
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Update Node Labels

Labels ~ ZHfINEIT R ERREN , BTEXTRBEE. ATREENRER , TRUBEHRER
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https://kubernetes.io/docs/concepts/overview/working-with-objects/labels/
https://kubernetes.io/docs/concepts/overview/working-with-objects/labels/
https://kubernetes.io/docs/concepts/overview/working-with-objects/labels/
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3. £ Nodes WEHIK T , [T FEMREN RA MK Update Node Labels,
4.0, EBEIIERT RAREE .

5. A OK,
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e Resume Scheduling : FH 812K Pods AEEZT A.
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4. £/ _+f , =i Actions > Evict Pods,
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TSR R —FEN | AT RIBEIE TR Pods , #EIKE Pods, j55 Pods
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https://kubernetes.io/docs/concepts/scheduling-eviction/taint-and-toleration/
https://kubernetes.io/docs/concepts/scheduling-eviction/taint-and-toleration/
https://kubernetes.io/docs/concepts/scheduling-eviction/taint-and-toleration/
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o YUEMPTAMERTINE , ITRARET RIS R RIEERXKISH RN LT m 55, RIF
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REEREEEINAERES—ETRTFEaFHTE—IAE. BAFtIEEFFEIIKE
H——BFEARE Kubernetes £ BMEI N A B EH—WANR—ZH1FE., SPEHRREA T
PRt ATRAMMEIAERYE | FITERFSRIEIFFAR  MEESRRNsIE. ErTRUEd
Access a cluster 5§, Register a cluster J & iEANTF 4.

BFRA T B T AX ] ?

ENERATRLBHAE , BEB4HRERIF 2,

« Import a cluster : FAXSCHRIMERERIES , RAEHMEREHTES. FIRxL
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 Register a cluster : ZEEFEFFEERMAIE , AHIzMFEAREMEK. £RET
CLI BahEIIE A STakeEE. ATRAHHREFAEE , R2MEs , MENE
BE =
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Standard Kubernetes

e OpenShift

o AWS EKS

e Google GKE

e Azure AKS

e Alibaba Cloud ACK

¢ Tencent Cloud TKE


http://localhost:4173/container_platform/configure/clusters/managed/import/standard-kubernetes.mdx
http://localhost:4173/container_platform/configure/clusters/managed/import/openshift.mdx
http://localhost:4173/container_platform/configure/clusters/managed/import/aws-eks.mdx
http://localhost:4173/container_platform/configure/clusters/managed/import/gcp-gke.mdx
http://localhost:4173/container_platform/configure/clusters/managed/import/azure-aks.mdx
http://localhost:4173/container_platform/configure/clusters/managed/import/alibaba-ack.mdx
http://localhost:4173/container_platform/configure/clusters/managed/import/tencent-tke.mdx
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H=x
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ANE AR
& Kubernetes =~ BRI —Fh Kubernetes &% , Master T e R H4BHRA
&5t e , A PIOEEREETE Master TR,
FEE XS |, SO =/ HiRti A & Master T s IEERE | 2060

Kubernetes £ &t B~ ACK THMEBR = TKE I8 5,

AU 561

o SR Kubernetes XA LA B A K S 80 E K,
o F1z{THIA Containerd , S£R{AT R 47 Containerd ACE , IR D HNEIEBERTNERE .

EEFEI

SEABIAYIRITER eth.*[en.*[vl.*lw.* MR-ERE , BENN-EHLANRR , £RFER
7 (B2 LML) EHIE,

REGE 156 FE st
o Z{ERFATE global cluster ZIBEIE RS BE , 1€ global 5% T :

if [ "$(kubectl get productbase -o
jsonpath="{.items[].spec.registry.preferPlatformURL}')" = 'false' ]; then
REGISTRY=$(kubectl get cm -n kube-public global-info -o
jsonpath="{.data.registryAddress}")
else
REGISTRY=$(kubectl get cm -n kube-public global-info -o
jsonpath="{.data.platformURL}" | awk -F // "{print $NF}')
fi
echo "Registry address: $REGISTRY"

o EH{EM SMNBEBREE | B FIRE REGISTRY :
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REGISTRY=<external-registry-address>

echo "Registry address: $REGISTRY"

KREEAHFEMIMIEG CIERE

1. PITA T oSN FE B A FF 2 {5E CAUEBK HTTPS :

REGISTRY=<registry-address-from-previous-step>
if curl -s -o /dev/null --retry 3 --retry-delay 5 -- "https://${REGISTRY}/v2/"; then

echo "EiT : BEEFREEH A ED, TEMINLE,

else

echo "KW : ©EARSF HTTPS SEBAREHBED, BFEE"EELARECE"
fi

2. ERINEY , B RMAEEAREBE?

RIERHER

BEEMMRIERER ?

S AERRF

1 EEMSAT , A SEHEHE > &5,
2. Rt FAER.

3R TRECES



S \FRAE Kubernetes £28f - Alauda Container Platform
A Y
2 WtHA

TR AAMRGHCE. WREHE  FARIA (global TAKHED
Registry ) . RAECE (FHBEM, WA, AFRE. BE)  AXeE (F
EFHFEIL) .

AIFNi NS KubeConfig SUFH#AT. WMEFER : S8t CAEP
(Fohig AT Base64 f#hY) . JAE{SE. (token 2 A cluster-admin
BURAZ FumiES) .

Cluster

Info

4. | WIEBEYE | FEaRRIEMLE R B ahRAIE R,
5. /RN , Rt S TTHURIE.

BT AITHE X1EF#E (status.conditions) BEHE, EMATHE , EEIIFF BRAE

=

fafR global cluster 5§ AR Z BIFKIMLEIZEIE.

& JLIe)

AT AERIT R IRR IR AR 2

TRIAECRIFHEESR , Fa U BALRHFRITR , WEKEIEHI T BANRINT
i

A

X FFHBLEUESS ?

1. Kubernetes iE$ : {NZ3FEF APl Server iF P , HMIFBAZIFEEFEHE AL AT,
2. FAAMHESR  TIFEFRTAE®K .



S \FRAE Kubernetes £28f - Alauda Container Platform
RLETHBEAN X FF 2

o B  AFHITHE.

o FEER : "$F ETCD. Scheduler. Controller Manager ¥4% ({¥3Z3F API Server 1§
FR) .

o FTELEE : [& API Server SMEF PR AT,

1A fig R Containerd 1z1 T SN AR EMEEIZ R ?

A Containerd B , ZNARTHET K Containerd iLE , M ARFEEIIESEKM , WD
TRAE :

1. Yg%E /etc/systemd/system/containerd.service , ¥&E LimitNOFILE=1048576 .

2. BT systemctl daemon-reload ,

3. B3 Containerd : systemctl restart containerd .

4. TEEHIT RER S MAAFE Pod

kubectl delete pod --all -n rook-ceph
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Menu

Import OpenShift Cluster

XFPREEIE R Openshift &RFHEAF A , SKEG—EH,

H=x

ATt &t

#<EX Registry ik

KERBHEMIMNG Registry BLE
AT KL/ Registry

ACE S F¥/) DNS

REVERHER
Ak 1 (3E#F) : #KEX KubeConfig 3CHF
J3i% 2 : {£/ Token, API Server #iitF1 CAEH

SNERH

MR ECE

ERE M

EATEITRE

w WA
PTG AR 2R PR 2
SRS 2
OpenShift &£ FFASTHFPLTIRE 2

B S

ARTUHENE >
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o £ E Kubernetes hRAFN S ¥ Jiis  #rE Kubernetes S2 3 E5K,
o ERHEPTEEMA kubectl d54 , WEIERARIEHREL2Y, L% CLI TA,

o ASIXTI . T{Ef#E (Deployment, StatefulSet, DaemonSet) . Pod F1& 2551648
HISRE5HE |, MR B AR 2 E0E Prometheus,

#%HY Registry i3t
o Z{FERTFETE global &5 LREHEIEK Registry , 1H7E global 56 mBUTIA T 64 -

if [ "$(kubectl get productbase -o
jsonpath="{.items[].spec.registry.preferPlatformURL}')" = 'false' ]; then
REGISTRY=$(kubectl get cm -n kube-public global-info -o
jsonpath="{.data.registryAddress}")
else
REGISTRY=$(kubectl get cm -n kube-public global-info -o
jsonpath="{.data.platformURL}" | awk -F // "{print $NF}")
fi
echo "Registry address is: $REGISTRY"

o FE{F M M5B Registry , EF3NXE REGISTRY £ :

REGISTRY=<external-registry-address>

echo "Registry address is: $REGISTRY"

KERBEELNIMNA Registry it &

1. PITA T 44 , E Registry 28X FF HTTPS BFERARZE1EMK CAUED :
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REGISTRY=<registry-address-from-previous-step>

if curl -s -o /dev/null --retry 3 --retry-delay 5 -- "https://${REGISTRY}/v2/"; then
echo 'Pass: Registry uses a trusted CA certificate. No extra config needed.'
else
echo 'Fail: Registry does not support HTTPS or uses an untrusted certificate.
Follow "Trust Insecure Registry".'
fi

2. FRERBY , HIRBLLTDHIRE.

{SERL LK Registry
1. B3R OCP &R A,

2. FFAN N R LACE Registry % E :

sudo -1i
sudo chattr -i /

sudo mkdir -p /etc/systemd/system/crio.service.d/
cat | sudo tee /etc/systemd/system/crio.service.d/99-registry-cpaas-system.conf <<
"EOF'
[Service]
ExecStart=
ExecStart=/usr/bin/crio \
--insecure-registry="<registry-address>"' \ # {4120 registry.example.cn:60080
gk 192.168.134.43
$CRIO_CONFIG_OPTIONS \
$CRIO_RUNTIME_OPTIONS \
$CRIO_STORAGE_OPTIONS \
$CRIO_NETWORK_OPTIONS \
$CRIO_METRICS_OPTIONS
EOF

3.EBR crio BR% :

sudo systemctl daemon-reload &% sudo systemctl restart crio
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L &5 7] DNS

&3 global &R f¥] CoreDNS ConfigMap IAEZE DNS.

1. FEER A4 _EFRER OCP SR HIEAINE -

oc get dns cluster -o jsonpath='{.spec.baseDomain}'

B

ocp.example.com

2. B FF B E |, V1% global &3 , H A\ 8B > RIFEIE,
3. YgiE kube-system 4L Z[B) NI cpaas-coredns ConfigMap .

£ OCP EAitig &M DNS fRF-25iuht (BRESATTRA /etc/resolv.conf ) RAFTHECE
B,

R~

Corefile: |

ocp.example.com: 1053 {

log

forward . 192.168.31.220
}
11053 {

log

forward . 192.168.31.220
}

RIERER

AEEUTARZ— ¢
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Ak 1 (#EFF) : #REX KubeConfig 3C{#F
1. ER2H, LB kubeconfig X , MIABEEIER LTI

2. % kubeconfig {4 MR 22| R IR ASHA 25

scp root@<bastion-ip>:</path/to/kubeconfig> <local-path>

7% 2 : {5 Token. API Server #i31-#1 CA iEH

ZIATREVERHEE 7 .

FNEH

1 EEMSHIF , S SRHEHE > &5,
2. Rt SANEH.

3. BCESY :

e Vi

i AE RGN Registry, SFAEKIA @ global R ACE )
Registry = Registry, f.5 Registry : F£1AE Registry itk 0. AL,
3 Registry : FEHRUREE.

_F1{£ KubeConfig 34 Fahigi . EREHE : API Server Hilit, CA
EMEE P Base64 i@ jar CAUEP. JAUEAR : token R % cluster-admin
MPREZ FumiE.

4. Ry IMEBE.

5. 58, Rt FA. IERTHEHERRE. SATRE  SHRESERER.
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Pz ACE

TR global £S5 SNER ZAIKMLGIER, LS N ERHKMNEICE.

GIES OGS

ERAINE , 3t Marketplace 5E FTEdlft , 2041r. HEXEMBEGEE.

HBE HERERT , EMHIR /var/cpaas/ BT 50GB ga] FHZIE] :

df -h /var/cpaas

——
SRR TR
AW E BT ITERRE ( spec.audit.profile )

o Default : igRIXEEKRAITHIE (OAuth 184 FEAIERICRERIK)
« WriteRequestBodies : iGX TAEKKITTEHIE R E1EKHIEKIEK.
« AllRequestBodies : 1CX A KN TTHIRFIEKIK,

SUREIR (40 Secrets, Routes, OAuthClient) {iCR TR,
B

oc edit apiserver cluster

& JLIA)

A AT RHZHRZARE
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FE Ul AHFETREANT R, FER ARG IE.

FHRLEUESS ?

1. Kubernetes iF3 : {XA] W, API Server iFH , TTEsEHHINEE.
2. FAEMHIES : AL BBk,

OpenShift &£ 3 T HFFHLETHEE 2

o HITHIERE.
e ETCD. Scheduler, Controller Manager 1% ({X3Z3F API Server $8#5) .
e API Server PAMAEREIE,



S )\ Amazon EKS &2 - Alauda Container Platform

Menu

S A\ Amazon EKS £#+

ARTUHENE >

B Amazon EKS (Elastic Kubernetes Service) &£EHEERIFES |, SRS —51E,

H=x

HIIE &
MR
RIS BHEE.
KRS N\ SR
SNER

VAt Ingress F7Ef%

LA

SNE BRI RRARTA AR R 2

SNEHEP B IFHLALS 2
S AWS EKS 83 RIHFHRLTIRE 2

A 2

o H£3H Kubernetes JRAFIR BT & S AR Kubernetes SEBFRR A8 S MR EK,

o BB EENINZFF HTTPS , FHRHA/A I CAKEMBENR TLS UEP.
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RIS

ATE AWS EKS & £A5E , 71 AWS CloudShell U ITRA R 258R,
1. WHIRILKBEB IR AWS BIFEHI G,

2.38% cloudshell , #R/F¥TFF CloudShell 7,

3. B ARTEMISR S B AR RIS — 3, B TR BV

4. CloudShell B AR |, BT HIRIHELT -

aws eks list-clusters

aws eks update-kubeconfig --region <region-code> --name <my-cluster>

cat "${HOME}/.kube/config"

5. MRS TTM. EENREEREEMINERFEDIR , 57E CloudShell F4+3f BARERF

7.

RIERER

RERFN\Sh
REAB TR KubeConfig FAEEHAT I

BEEIATHRBERER RGNS,

FNEH


https://console.aws.amazon.com/cloudshell/home
https://console.aws.amazon.com/cloudshell/home
https://console.aws.amazon.com/cloudshell/home
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1 EEMSAT , S SEHEHE > &5,

2. Rt FAER.

3. BB T RAIRLE SR,

z \

¥ WA

% FRREMTHFEAMERNEE. - FEE0A @ global £RFIENECER G
% FE. - ACE  FUEARFRITENRRENCE , THEENLEG CEME,
© iwH . BPREMERL, - ALEE  AMEE , FAEREBENTALCER
i3 TR IRE LR

&

- &R : k1% kubeconfig 3 , SFEKBMENT. SiRnR : BAAVEHREN
N SMNEB API Server #itit, CAET @ &8 CAIEH, NEA : A LE—154
L EMARREEREIRMOSH.

4. ji WEERYE , RIEWKEBEMFEMIVER LT, KNERLUHEFABRERS
ats.

5. &EBMREBRTE , ifi S, ARHIA.
R

o WTLTF SAF RENER , REFHBERIRAE PITEHE SPEREFERHE

( status.conditions )

« SABIIE  ERFIRARTRERIEE , ERRENES | BATSTHERRE.

Pz ACE

Ttk global &SRB 5SS NG Z BAEMEEBN, LIS NEHHIMNEIE.
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Va1L, Ingress F7EfE

N Ingress MTFAETNRE , 1S W, 5 AWS EKS #4a4L Ingress # 25 AWS EKS YA 7 fiE.

)1

Jik

SENFURINT SRR, A{ARIMT A ?

FA U ASHFFRNITR , FETERERHRHERT R,

SFANEFRNERET SRR LU 2

1. Kubernetes iE$ : {YA]&F API Server iE$H , EAfth Kubernetes WERAT] BB AT IFE SN
B,

2. FRBEMIES : EFAFAN , SIFERR.

S AWS EKS &5F A FHLLTgE 2
o NIRMEEITHUE.
e " #F ETCD. Scheduler #1 Controller Manager B3s#5 , {3 AtEh4sr API Server IE K.

o [& Kubernetes API Server iEF4) , ANEHEEAIEFRFS.
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Menu

Import GKE Cluster

FETIFFA Google GKE 435,

H=x

HIIE &
HERIRIEIIR
RIS BHEE.

AR EAREEEH API Server #i3EF1 CAER
REX B A& EE Token

SR
FeERLE
SR

Ingress F7FERA1L

LA

SNERE RN RIRAAK , ITARIT R ?
SAEHINEBEEDRESHFHLALS ?

A 2

o &3 LA Kubernetes IRARBHIHE SNAB =ERHHRAZK,

ARTUHENE >

o MHRGERREUNINAESR | AIKSAB4HMTHI FEAIR. URTASTHF Autopilot &3,
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o HBEELIRSFF HTTPS Viin) , FHRHEHEABIANEYAIAERA® TLS IEH,

HERRIEAR

ATE GKE L2HSu , LT HIRIZAER Cloud Shell $147.
1. #ffR5 Google HIML&IEIE.

2.17j7) Kubernetes Engine TNEEF ] Clusters TU[H ~ ; HEWFSANER , REEIOHE | 1&
£ Connect %41,

3. R XPEAEF , EHIECE kubectl a5 S1TIRIAURAG 4 , =7 Run in Cloud Shell 4%
.

4. %15 Cloud Shell AR A , IBT 1T , Mt L— L EHIMNAEHNIT.

5. METHER T, EEESAERMEFTHITHIE®S (NHBERER. IAKHSD
%) ¥V 7E Cloud Shell 17,

RIERER

B ARE R API Server #iiHF1 CA AEH

1. 3/7]a) Kubernetes Engine ThEEH ) Clusters TW[H ~ , i3t ABrERHEE R,
2. £ External endpoints XIZA[ & & API Server Hiflt,
3. £ Cloud Shell {F AN E—AIEHREX CAES :

Fi% A - M kubeconfig F%KEX CAEH :

gcloud container clusters get-credentials <cluster-name> --zone <zone>
kubectl config view --raw -o jsonpath="{.clusters[@].cluster.certificate-authority-
data}' | base64 -d

7k B - EFEEMNERIRE CAETF


https://console.cloud.google.com/kubernetes/list/overview
https://console.cloud.google.com/kubernetes/list/overview
https://console.cloud.google.com/kubernetes/list/overview
https://console.cloud.google.com/kubernetes/list/overview
https://console.cloud.google.com/kubernetes/list/overview
https://console.cloud.google.com/kubernetes/list/overview
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gcloud container clusters describe <cluster-name> --zone <zone> --

format="get(masterAuth.clusterCaCertificate)' | base64 -d

JEE EHF Base64d fi#iBEEAMEE SRR,

RHX B #REEEf Token

RB LR KubeConfig XA ARBEEHRRTSAER.

FE% FAQ ATHREUERHMEE ? IREXEPREEEF Token,

FNEH

1. ZEZMIS A% 55 Clusters > Clusters,

2. miff Manage Cluster > Import Cluster,

3. RBUA TR ER RS,

e

Image

Repository

Cluster

Information

VR

FREHTEFAAMRGHNEE. - FARIA | 2 REENEER
HBLE, - LWECE  MERENFHFATFEGNCE. FIR
SRS GCENLARG ML, wH. AREMERN, - 24
CF  EREEMN ENALFGCERS. FRMTHESEEN AL
TR ERRIE FEAERUR.

KHER | BIEBERERE Token LR BAREEFFA) API Server Hi3ibA]
CAEP. SEFHE : BARERXTSNRER API Server gsfaptidit , (4
Eavia&ERE APl Server, CAET : BAr&EEK CAEP, FE -
FaH NN FIRE Base64 RIS FHUET. AEAT : BARERHKIA
AR, BEATTELSRAEN AR EHEIENRKtoken

(Token) BHTIAUE.

4. i Check Connectivity $E-5 B AR BEKIMNRZEBME | FEINRBERZE | RALER
LUHERRBRERBELA LA,



S\ GKE £ 2% - Alauda Container Platform

5. EEMKEREIT/E , mdi Import FHHfIA.

TIP

o REHAT Importing REME LMK Details ElAx , AITERL K PITHE MEIEFEFSE
BPITHEE (status.conditions) .

o EBMSABNGE , UEEHIRPEFXRBREREER , SRS ERIEE |, BuJdHTERMX
PRIE,

Pz ACE

TR global R 5SNER Z AIKMLLIER, LS N ERHKMNEICE.

FNIEIRE

Ingress FM7ZEYANL

SENERG , INEF A Ingress F1EEFEXTNBE |, 1§52 Google GKE Ingress Controller fLE
FGoogle GKE 7FfEECE .

& ILIe]
FNER R AT RIRAZIK , BRI R 2

FEREMASTHFFES RN RIRE |, BRAREIHREA RN A,

SAEHRIERERDRESHFHLAUES 2

1. Kubernetes it : FIESAEHNFHETFAUEDEIEREEE APIServer IERERE , H
fth Kubernetes uEBAR]EFH B A FFE bk,
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2. FRBEMIED : IESAEHAAFLREERAERFRAMEDER  S3Famke
.
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Menu ZARTUMEYE >

SAHENE CCEERE (N ET)

BB CCE (Cloud Container Engine) (8 (A=) SAFE , S8 —E1H,

H=x

B M
I B FEsb it
TR EE R REIUMCE
REIERHER

RIS NE RS
SAER
W& BCE
JREARE

Ingress (A¥EFLN) K fFfEdia
FAQ

SAEHE , BT RIREKE , TR R ?
IEPEENRESHF SN LR HPLALS 2
SN CCE FRHERNSTHFIPLINRE 2

A 2

o &3 LY Kubernetes fRAS R AT &I ME Kubernetes SRR FIRAS R S 8EK
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o MHRERIZEUA%N R CCE &# , A SHHBLH THIFEMAUR. BRIARSHF Turbo &
.

o HNR CCE REAIZREOATUERSMNEMSERIR, SANEHET , EHRTINEEES
VIl & ViRt

AR5 G AL

o AH{EMKA global £HAEMFEEERBZCE , 51Eglobal SEHAHEHI T RPITA T a8
SIREUALE

if [ "$(kubectl get productbase -o
jsonpath="{.items[].spec.registry.preferPlatformURL}')" = 'false' ]; then
REGISTRY=$(kubectl get cm -n kube-public global-info -o
jsonpath="{.data.registryAddress}")
else
REGISTRY=$(kubectl get cm -n kube-public global-info -o
jsonpath="{.data.platformURL}" | awk -F \// "{print $NF}")
fi
echo "Image registry address is: $REGISTRY"

o HERSNIGEGEE  EF3RE REGISTRY X E,

REGISTRY=<external image registry address> # BRI : registry.example.cn: 60080 I
192.168.134.43
echo "Image registry address is: $REGISTRY"

FETR G B EE R HEMIMCE

1. PITRA T d 4 HIMTTE BB O R AT HTTPS Vila) B{E ST CAHLMIARENES
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REGISTRY=< \ "#RERGE (&€ FEHBAL " BRI ARG AR 5 & Bt >

if curl -s -o /dev/null --retry 3 --retry-delay 5 -- "https://${REGISTRY}/v2/"; then
echo "MXIBY : HEECEFRAZEME (A PMIMARESR, THRIITEEIALEHECE"

BaNE.
else
echo "WRKI : B AFERLH HITPS SUERARMEE, HEE HERRLBBCE"H
DUHTECE.
fi

2. HMAKY , B5% FAQ MIEEAKENTBCIE 2,

RIERHER

1. MR SEARIES QKM EE.

2.¥3[8) Cloud Container Engine CCE ZNREMVEERFEIEINE < ; HEWFSANGER , R AK
BEAFHE R,

3. M TFEFR , X SAIREI T2 KubeConfig TR © S£RHEE - &SR - kubectl - fC
& , % KubeConfig 3.

RGN EH S
NBEEHM KubeConfig XHNBEEHBTERSA.

EE% FAQ ITHIERSE » RIS AERAE,

FNEH

1 EEMSHIA R B > 37,
2. Rt SAEE.

3 ARBLATRAHECE Image Registry MXZSH.


https://console-intl.huaweicloud.com/cce2.0
https://console-intl.huaweicloud.com/cce2.0
https://console-intl.huaweicloud.com/cce2.0

S \%A CCE &8 (NEx) - Alauda Container Platform
2 Ll

SRR TFAARFRNEE.
- FEENA : global EEFBENECERHECRE.

Image - NECE  MMERCEFHETaEant. FEEVIRGGEE
Registry RRESRGEERIE, w0, AL FED,

- NHEBE  ERNTAMNGGEERS. ERNFEESZENL
HZE G FER TR FRAERSR .,

127K 1 ¥&_L{% KubeConfig 3t , BT 4 BahtiiHES.
SERHE - SNERFRFER API Server ijaptit , BTF&IRISA
LM API Server,

SR
CAIEP : FAEHK CAUED.

WEAR : SAEHNESAR , BERITESHRUZNAAENE
HEAN SR A tokenZH A TIALE.

4. B fi#AT KubeConfig 324 1RHM , 183X _E—# T M KubeConfig U , F& ¥ BahfigtiF+
HE #3558 HXSH.

5. milt KEEEM , KNS SNERHNWLIEBN , FFENMRRSNERFER, SRS
BERABREREL LA,

6. FEEMRNIBET 5 , odr S FHA.
R

o« RAFHAT FAF RENEHAMK
E#r , AR ) PUTHE SHEIEFEFERPITHE (status.conditions)

o EHINMING , JHEEIREREHXIRER. FPKTERER , HAldHTERHAM
RARLE.

PZE Ao e
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Mtk global £S5 NERERIMLIZER , FESEFINEHMERE.

IEESS S

Ingress (A\YERLN) R EFERIEL

SAEHG , tNFEFEM Ingress (ANWGEALR) RIFAEMERINEE , 185 E A~ CCE &5t
Ingress YA ECEM <A = CCE £ FMEVIIAELE.

FAQ

SNERE , BRI RIREAE , TR R ?

FARBEARSFFRNT R, BRAEFREA TR,

EB B SR LAES ?

1. Kubernetes if$ : TS AERIIFEFAUEREIER@MESE APIServer IFREER. R
YTHEREFH A Kubernetes IEF B & B ahitik .

2. FAMMRER | FASAERAAETAIBEEREEEFARAMERER , Fashie
",

SR A T CCE ERHARNTFFILETNAE 2

o RIFFERITHHEIREL.

e /R #F ETCD. Scheduler #1 Controller Manager #ix5iZ(5 5. X3#F APIServer ¥4 53
%%o

o AYIFENFE Kubernetes APIServer iIFB4MYOERATFBAER(=E.,
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Menu ZARTUMEYE >

Import Azure AKS Cluster

BIMABK Azure AKS RS AT A |, KU —EH.

H=x

I+ Sts

HERBRIER

REIERHER
RS N ERH) Token

SAER

ML B E

S\ EHRME
Ingress (AMEFLR) R AFfEwLa1M,

w R
AARCE AKS TSN 1P T2 ZH AL
AATIE) AKS 3R
Azure ALB { FPNER TR ERA4 25
Azure ALB { FSMAR TR ER AT 25
SAERRRIT RIRAZK , AR R 2
UEREERESCR T S N ERFPLAET 2
SAH AKS &5 A STHFIPLEThRE ?

A 2
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o &2 LA Kubernetes WRAF SV B e Kubernetes S BHAAFIRA R 80K,

TIP

* IR AKS T RITIE VIR global &5 , F£% FAQ : 20fTACE AKS T RSt IP BN,

o BB BEMIMSHF HTTPS T1lA) , FHRHEALAFNENMIAERNA R TLS iEH,

HERARIEHIR

FTEE Azure AKS B2H5E , PUFERFFER Cloud Shell $47.
1. RS Azure 1558 IMLIZEB M,
2. ¥TFF Kubernetes RS TH ~ , FNESARER , aidt NSRS THE.

3. &7 Connect %40 , ¥R HRBA Connect to <import cluster name> HIIFEhEO , RHEIE
JRFTFF Cloud Shell HELER/EFFIR,

RIERER

WS N EEEH) Token

RBBERK KubeConfig XA ARBEEHATEREHIA.

BEE FAQ ITHREVEFHER ? IS AEHR Token,

FNEH

1 EEMSHIA R SREHE > &5,

2. Rt FAER.


https://portal.azure.com/#view/HubsExtension/BrowseResource/resourceType/Microsoft.ContainerService%2FmanagedClusters
https://portal.azure.com/#view/HubsExtension/BrowseResource/resourceType/Microsoft.ContainerService%2FmanagedClusters
https://portal.azure.com/#view/HubsExtension/BrowseResource/resourceType/Microsoft.ContainerService%2FmanagedClusters
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3 RBA MR EMA RS .

%
% ikl

- FREERNTHTFAAMHBGREE. - FAEOA : 5% global SHITECENIS:
5 BeE. - WEEE RN ERTFATAGRGNEE  FRIAT)
o RRGCENAARGCEIE. WA, ArEMEn. - AekF AR
i B AKGGREERS  EANTASEEN LSRG CFERRTRRRNCE

TAEAR

& 'R : 1§ k1% KubeConfig 30t , FARK BE@RITIBEE(EE. Sttt :
it NERFREN API Server ilajidit , SF & BT 2R SN ER AP

5 Server, CAIES : S AEHK CAUEH, NEAN : SAEHIPNEAR , F
B & ARTE SRR N AR SR SRR K Token T TIAIE,

4. Rt EEBY , RUESSAERRNEERN , FEINRARSANERLE, SRHIERU
BERABREREL LA,

5. EBMREBRTR , At SA HibA.
TIP

o REET SAT RERERANK VHE Bbr , JERBK pUTHE SHEEPERRFNIT

PHE (status.conditions) .

o ERSABINE , TESRYIREREHNRRERS , KERESERER | Bl T&HEX
BRAE.

Pz ACE

TR global R 5SNER Z AIKMLLIER, LS NERHKMNEICE.

YN
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Ingress (ASEHLN) R AEFERIEK

SNERE , AFEH Ingress (AIEALR) FIFFAEAERINRE , 5 %FAzure AKS &3F Ingress
Vs ELE R Azure AKS SR HEVIAWACE.

 Ie)

WAECE AKS TR s IP 220 AN

TRINANBRM 1P, 4N IP Eﬂﬁﬁﬁﬁ”ﬁlﬁi’ﬂ&i%ﬁ , AR THRIERE. % LB
F AKS E{3%H) , EEFER TS SRS . 1T Kubernetes > B > EAth& e & IRLA
> Mg > RINE S AL 2 EFRLN KB TIRE.

aN{iE] AKS i R

B E Kubelet, CNI, AMEARGAMHE , F85% SSH BERN . #HEFEFEA kubectl-node-
shell #&fF , BHEAFINT RN AM IP,

7% — : {3 kubectl node-shell
B s

AR : {# debug

B

NOTE
ZAIRBIE kubectl fRA 1.25 KR PAE |, 614 GARRAK] kubectl debug #54>.

kubectl debug node/aks-newadd-41368356-vmss000002 -it --
image=mcr.microsoft.com/dotnet/runtime-deps:6.0
chroot /host


https://github.com/kvaps/kubectl-node-shell
https://github.com/kvaps/kubectl-node-shell
https://github.com/kvaps/kubectl-node-shell
https://docs.microsoft.com/en-us/azure/aks/node-access
https://docs.microsoft.com/en-us/azure/aks/node-access
https://docs.microsoft.com/en-us/azure/aks/node-access
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Azure ALB {f FHNBRtaz 51423

SEENHE

apiVersion: v1
kind: Service
metadata:
name: internal-app
namespace: cpaas-system
annotations:
service.beta.kubernetes.io/azure-load-balancer-internal: "true"
spec:
type: LoadBalancer
ports:
- name: http-port
port: 80
protocol: TCP
- name: https-port
port: 443
protocol: TCP
selector:
service.cpaas.io/name: deployment-aks-alb
service_name: alb2-aks-alb

Azure ALB {F FB4MIB Az A1 25

BRE = 0] F ALB |, VAlRBMEIEECE H4MEB LB,


https://docs.azure.cn/zh-cn/aks/internal-lb
https://docs.azure.cn/zh-cn/aks/internal-lb
https://docs.azure.cn/zh-cn/aks/internal-lb
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apiVersion: v1
kind: Service
metadata:

name: azure-alb

namespace: cpaas-system

spec:

type: LoadBalancer

ports:

- name: http-port
port: 80
protocol: TCP

- name: https-port
port: 443
protocol: TCP

- name: prom-port
port: 11780
protocol: TCP

- name: prom2-port
port: 11781
protocol: TCP

- name: prom3-port
port: 15012
protocol: TCP

selector:

service_name: alb2-cpaas-system

ACRAERE |, AERALTRSE%.

kubectl edit helmrequest -n cpaas-system uat-cluster-aks-alb

FNER R RIRAZIK , AT ARINT R 2
TFAREATIIFNTA  FRREBIODEIT A,
WEPEHINRESIF S N RPLAL T 2

1. Kubernetes ifH : TS AERIIFEFAUEREIERMES APIServer IFREE , H
fth Kubernetes uEBAR]EFH B A FFE bk,
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2. FAMIRES : FIESNERTETFATIHEEREEETARMIREE , THFEmH
.,

FAH AKS S 7 IEARSTHFIHPLETNRE 2
« R HIIRHER.

e /"3 #F ETCD. Scheduler #1 Controller Manager #i<SiZ={58. |, {X3Z#F APIServer 0%
SRR,

o RTIFHRENS Kubernetes APIServer IER MU ERETFBAEX(ZE.,
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Menu ATURE >

SENE = ACK &3

SACHAEHRER ACK FEESH (Managed Kubernetes) BT ACK T REF¥
(Dedicated Kubernetes) , SXIZi—F&%1E,

TIP

BX ACK FTEE R (Managed Kubernetes) Zifi/E =< ACK ¥ /@& Ef (Dedicated Kubernetes) ¢
FERER  BENEAH .

H=x

B M

IRER AR At

TR EE R REAUMCE

#HX KubeConfig

SAER

W& BCE

W)
[ = WIs 5 & MisA s O h s anfmab i 2
] 2B 2= e R QAT {5 A A X3 [R] 2
SNEHRRIT IREKE |, AR R ?
SAEHNEBEIRDRESHFMLAES »
SAKE R ACK FEEEHACK L BERICAIFHLETHEE 2


https://help.aliyun.com/document_detail/86737.html?scm=20140722.H_86737._.ID_86737-OR_rec-V_1
https://help.aliyun.com/document_detail/86737.html?scm=20140722.H_86737._.ID_86737-OR_rec-V_1
https://help.aliyun.com/document_detail/86737.html?scm=20140722.H_86737._.ID_86737-OR_rec-V_1
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AU 561

o £33 Y Kubernetes RAFSEEH B S AIRME Kubernetes S2BELEHHIRAFI S B E K,

R R G

o FE{F M global £ EMNTAREHBRCE , Eglobal &£RAITHIT AP ITRA T anS3REX
5z 1457 i

if [ "$(kubectl get productbase -o
jsonpath="{.items[].spec.registry.preferPlatformURL}')" = 'false' ]; then
REGISTRY=$(kubectl get cm -n kube-public global-info -o
jsonpath="{.data.registryAddress}")
else
REGISTRY=$(kubectl get cm -n kube-public global-info -o
jsonpath="{.data.platformURL}" | awk -F \// "{print $NF}")
fi
echo "GEGB M $REGISTRY"

o HEMSMNBRGBEE , FF3NXE REGISTRY £,

REGISTRY=<4M3R4E1% 0 EHIE>
echo "% A $REGISTRY"

AR B CER ST EMSNCE

1. PITA T 4 HIRTTEE 5B O R BT HTTPS Vila) BE 51T CA HUMAUR HOET ¢
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REGISTRY=< \\"#RERE (&€ FEHBAL " BRI ARG AR 5 & st >

if curl -s -o /dev/null --retry 3 --retry-delay 5 -- "https://${REGISTRY}/v2/"; then
echo "MHXIEY : HEECEFRAZEME (A PMIMAAESR, THEIITEEIALEHGCE"

WARE.
else
echo "MXM : R CEARSIF HTTPS BUEBAREE, FSE " EEARLHRBCE"ED
I TECE,
fi

2. HMAKY , B2 WE NEBNAEEALENTECE 2,

##HY KubeConfig

1 BERMERARRFEHEFS.

2. FEEFIA MM R 5.

3. EEMIIRN , RGBSR LR B IR ARSI TS,

4. HEREER , RINEREERER , A R4 RlEE KubeConfig,

5. fEinfY KubeConfigSfikiET , AR EUENA SR IRILHNAIN (AR
RII0E) .

6. R AIERT KubeConfig , AAERE RS , BABRFEIAHITEAH KubeConfig 314
F.

7. RBSIABIE , TSI L.

FNEH

1 EEMSAE RS SRHEE > &5,

2. Rt FANEE.



SNFTE = ACK &8 - Alauda Container Platform

3 RBA MR EMA RS .

%
" it
% ERERAETOAEHGNEE. - FARIA « gobal EREHIEHIE NI
% B -WESE : ERENEHT & TRANGROILARE. BRI
t GREEMNEATR eI, WO, AAATEN, - AR < @AM
o AHBIGROERS  RANESEENALCER SRR EANER.
IR : AIFHAT | WATEIT L1 KubeConfig XU¢FF & EFMENTAS. 14T
o  KubeConfig Jiff : L&k KubeConfig XHH/E , & ESMHIFASRA
| BE TBHEDFEHIEE, KRG : FRXIHREN AP Server T
L b, FABTtHRI%E R AP Server, CAES : BN CAEH, EE
o FHMARBRE Baseod FILEHIES. TR : IRSBHIAER |
T BERAAENEEARN ke ERAE (B UNERMES) ~HTIA
i
4. 1 WEEBYE , RN SHEFNEROMSEBIE | SFAMARGINERAE, £RIR

SURERABRIERBA LA,

5. HEMKENELE , /i FA FAbA.

TIP

o REETIAFREEHAMRFHERMR , RS QPITH XN ERET EREHPITHE

(status.conditions)

o SRSABIE , THEEHIIRERRMHCRER , KIPKEERER | BaJHTSREAXE
1E.

Pz ACE

iR global £ SFINER Z ARMEERME. FRNSNEHHMKECE.
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& ILIA)

(R R R 5T & A MmO s an b i 2

IR = AE K ST A UISE R AR AR | RERMER K | (URBTAK
fi.

BT 2 = SR RN AT AR 2 RO ] 2

HERAMERERHN AN , ATEMERSIEAMN IP,

SNERRRNT =K S |, AR s ?

[~ ACK T EEMMACK T EEMMATFETFARMANT A , BERERMEELR
ERHRMAAM,

SAEHRIERER D RESHFHLAUES 2

1. Kubernetes ifH : TS AEHIIFAETFAUEREIERMEEF APIServer IFREERE , A
XHEHFEEHAM Kubernetes WFH , h A ZIFEZ# .

2. FRAMED : IAESAKHIEFAEREERRERFAAMEDEER 335834
.

EANKITE = ACK FEEEHMACK & B & EHAAN T HpLLTh
BE ?
o [ ACK LB EHASFFHRANEITEUE.

e fIEX ACK 3 L& &£ A4+ ETCD, Scheduler, Controller Manager #5458 , (BX
FFHEbS> APIServer iniEEIER,

o B ACK IFEEMIACK T BEMINA RIS Kubernetes APIServer IFB4MAE
FEPEXEE.
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Menu ZARTUMEYE >

SABN= TKE &5
¥EBNBAE TKE L BEHIBNAL TKE BEEHSATFE , SHG—E1E,

TIP
XTF TKE TREHZBENS TKE FBEEHNTRNE  FEANEA 7.

Bsx

7= Sas

IREUF AR B Bt

HTR G CERE DT EMIMCE

#¥EX KubeConfig

SNEH

RILEACE

W m)
SANEHRE , BT RRMER , AR R ?
SANEHANEDBIRDNRESTIFLAES 2
S TKE 1EE 5 M TKE L BER EASTHFIPLETIRE 2

AR 51

o £33 Y Kubernetes RA KR 28U E S A5 Kubernetes SRR HIRA KR S HEK,


https://cloud.tencent.com/document/product/457/32187
https://cloud.tencent.com/document/product/457/32187
https://cloud.tencent.com/document/product/457/32187
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o HBEOELIRSHF HTTPS Viln) , FHRHHEABIEBYAMIMA KA TLS IEH,

AR5 AL

o AEMTFEHENGRGLE (MeREFNMENLENGRGEE) | BESRERIIEHT
RPITRAUF a5 SAREL

if [ "$(kubectl get productbase -o
jsonpath="{.items[].spec.registry.preferPlatformURL}')" = 'false' ]; then
REGISTRY=$(kubectl get cm -n kube-public global-info -o
jsonpath="{.data.registryAddress}")
else
REGISTRY=$(kubectl get cm -n kube-public global-info -o
jsonpath="{.data.platformURL}" | awk -F \// "{print $NF}")
fi
echo "GEG B M, $REGISTRY"

o HERSNIGEGEE  EF3NRE REGISTRY X E,

REGISTRY=<4MIR45E 1% & P>
echo "&5(@ A EEHBHE S $REGISTRY"

AR B CER ST EMSNCE

1 PATA T a2 FIMiTE E S5 © FEE B3R HTTPS Al B AR(EE CA MURANES !
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REGISTRY=< )\ "ARERGH {5 -& PRI "BRAR1S A0 Fe % 6 Pt k>
if curl -s -o /dev/null --retry 3 --retry-delay 5 -- "https://${REGISTRY}/v2/"; then
echo "WIFE : HEEEFARGEE (A MRAMED, THRPITEEIALLEHEECE"TDS
NE.
else
echo "BIUEKM : R CEARSIF HTTPS BUEBAREE, FSZ " EEARLHRBCE"ED
NETELE,
fi

2. FWIERM , FZ N FAQ WA FEATEMHGBE .

##HX KubeConfig

1. FXBA =B REEETE.
2. £ RS > A5 E & F Cluster APIServer (55,

3. ARIEE P ERERMIAR G A RIIR) 5k IR , 4R/ T3k Kubeconfig FFR7FZIAMFER M,

FNEH

1 EEMSAE QT SHEE > &5,
2. Rt FANEE.

3 RBA MR AR EA RS .
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%
- B
y  PREBFTTAAHRHNOLE. - TARL  SRHENTENRGS
g T RELE TEHROERTARTARROLE LR | BN
. BOCENLAGGOREL WO AAANES, - AKOE: RRETA
e PHBHORRS  ERNBESEENALCEAETRNCREAER

fR.

SR : TFHAS , tATEI k% KubeConfig ST A EIFMRATAS. I
g KubeConfig ff : LE3N KubeConfig UHFE , FAREHMHIATL
o AR ATEREBASHEE. SR KRIIREN AP Server
L [t FEBETZMAN AR API Server. CAIETF : R CAIEH. &
o E: FHMARTER Baseod IRILEMIER. EAR  VIMSRHOAEST

X, FEREAEHEIENRKtoken (£4#) BAEHIAE (B FiniEHMEH
) .

4. Rt EEBY , RIESHFIAEHNIMZEEY , FEINRAIFSAERRNIE, SR
BLRERAB R ERBEA LA,

S EEMREETGE , R S FA.
R

o RIALT AT RENEHANK FHF Bix , AR PUTEHE SHRETFEERR

PATHE (status.conditions) .

o EHINBTNG , JEEBIIRTERENNIBRERE , REREERER , BATH
REARRIRME,

=

MREFAEHSFSAEHZANMLGERNE, F2RINEHHMKECE.

& JLIe)
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SNEHE , “AINTRMREER , AR R ?

TKE L BEMMNTKE FTER ORI FERIAMNT R , BER G RNBEXRERR M
AN,

SAEHFNERETRTNRESCHFHP LU 2

1. Kubernetes it : FIE S AEHNTIFEFAIEPREEAEMER APIServer iIEHEE , ~
SIFEFHAM Kubernetes WEH , thAZIFEENEH#.

2. FAEMED : TS ANEHNAFAIIPREIERAAERFAAMREREE , BXIFE3)
L2

S\ TKE FEE &£ l TKE £ B&E R A ILEThEE 2

o TKE B EHAIFRINEFEITEHIE.

o TKE FLE&E R AXHF ETCD, Scheduler, Controller Manager t X532 (5E. , (B3 IFE0
APIServer iEE 3%k,

e TKE B EHMTKE T BE BT IFHEE Kubernetes APIServer WFR 4N & EEUF 48
KEE.
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Menu ZARTUMEYE >

Register Cluster

XR—FEREEEHTEE REARERSHNTE , BRERER EHRRIINEREIFS.

H=x

BIIR 51
BEEUH
TSR
BRIMG4S
LA

EEERHEITIEAH A Containerd B, 20{AIfi# R A FHERRE KW ?

B S as
o RIBWESIRERIT  WEIHRER  Kubernetes & H LB AR AFN S V005 B 4%
IR & B RRAFNSEESK,

o BGROELIMSHF HTTPS Vi8] , FHRHEAABIEBMIANERNA Y TLS iEH. MTTEHE
Bt ESEE LR EEAZ2NGGEE?

FE  FAEAMRBHALCEDHRE HTTPS MREK , BRFWATFERANLES
FERASHF HTTPS ¥ild].,

o MRFFEREHAEITRZAH A Containerd , FEIEFERFIEY Containerd FLE , DA
RO TG E TN,
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Tl

s Z 1A

FARMNRIMELIZBIARABFRIGES eth\.\[en\.\[wl\.*\|wi\.* KRR, Et , 0REFEH
Hivay 2HNHKIMNK , ESENE TN LN TREMBEIEN , EEEZERBUT N T
B, R e EMsiEMNRIRE.

e B

1. I M SHiA% 535 Clusters > Clusters,

2. miff Managed Clusters > Register Cluster,

3. B TR B EM AR T BN TF o ARG RER CES .

2% WiEA

Platform
BE L RA M FERNERCE.

Default
Private EIRATHEEIIND G CE , FEEENRSEGRCENILBERBE
Registry ik, ¥wO. AL,
Public B AR AESEGCERNRTTRES , SHAREHEARA
Registry M, EREIFHLSE E NGO E=in IR RIS FEIAERTR.

4. Rif Create , 7E/EMdn € WEAKBUEM a4 , HEFEMERTEITAH S,

EE  EMEGSBEEA 24 /N, THAEEEFIEL.

BRI RS RS IRPIRENFEMER | REEREMGS |, EELMINERTTEAREMHRIE.
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& ILIA)

EFERHZITH4A4 A Containerd B , 20{a iR \TEhE
GIESEN L o

YEFREREITIEA AR Containerd B , A EEHESLIW. g RtEE , SF3hE
WERBTA T S LM Containerd ECE(SE , 3FE 2 Containerd,

AR MREEEZENS HREERTCIRBAT HIRE Y Containerd BtE , NITTHHITEM

1. 5SREHT R, YR%E /etc/systemd/system/containerd.service {4 , ¥ LimitNOFILE S¥{E
& HIA) 1048576

2. f7d54 systemctl daemon-reload EFTINEECE.
3. 17454 systemctl restart containerd EJZ Containerd,

4. FEEREHT 2P ITa 4 kubectl delete pod --all -n rook-ceph , EEJ3 rook-ceph %54 Z5[8)
THIFTE Pod DUFRCE AR,
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= Menu

NETERYIAN



L& 4541, - Alauda Container Platform

Menu

P& AT hE 1,
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Menu ZARTUMEYE >

AWS EKS &3 WM& icE

Bk

SCHFAESE
HIIR 5
ALE IR
#B% AWS Load Balancer Controller
B3 Ingress #1 LoadBalancer %
FARIRAE
M AWS CLI #0 eksctl e
%XEL ACCOUNT_ID
Kubeconfig B &304
FFPARINAREE
BIEEP

SCHFIREE

X¥F
hEE . =K
LoadBalancer _— A EHERZE AWS Load Balancer Controller, FREpEZIE
T

Service #1250 , LoadBalancer THEES[R .
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S
Thae K

] 1%EHERZE AWS Load Balancer Controller, AJ3%&/2
Ingress XHF Ingress Class TheE (BHfE , P ERENREAIZE ingress
B FEh3E$R ingress class) .

s
B SR
o RS kubernetes.iolrolelelb FRZEHFM, XTHZFR , 70

kubernetes.iolcluster/<cluster-name>: shared A2, VFENAFMRMNFRZ .

o IR AIFE EKS £8F , 55 A\ Amazon EKS £3f,

o fEEFZE AWS Load Balancer Controller Z g , {20 A kubectl, Helm, AWS CLI
0 eksctl T A,

AE RETAHE, FRMEEHNAFET AWS CLI FCEEREZE |, 3 AWS CLI A1
eksctl THERIEfEIE.

o FE4HFKEL ACCOUNT ID, REGION 1 CLUSTER_NAME , F7E3CA45%  <ACCOUNT_ID> |
<REGION> # <CLUSTER_NAME> 3 KScFR{E.

7EE : ACCOUNT_ID A& /MK, ID , REGION & B FTiEu
CLUSTER_NAME 252K,

o FEHHWIF Kubeconfig BCE ST,

fic & 2K

22 AWS Load Balancer Controller

FE : HKEERZE AWS Load Balancer Controller (RIVEAEE , S NE A 7,

BCE OIDC Provider


https://docs.aws.amazon.com/zh_cn/eks/latest/userguide/aws-load-balancer-controller.html
https://docs.aws.amazon.com/zh_cn/eks/latest/userguide/aws-load-balancer-controller.html
https://docs.aws.amazon.com/zh_cn/eks/latest/userguide/aws-load-balancer-controller.html
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Kubernetes £ #{# F OpenlID Connect (OIDC) #{THHEIR , 33— OIDC £1T7%&
URL, AERERHFH AWS H43FEFA Service Account (£ IAM 3, FERE—S
&2 OIDC A17#& URL XE£fK 1AM OIDC Provider,

1£ eksctl FHITA T 454 BLE OIDC Provider :

eksctl utils associate-iam-oidc-provider --region=<REGION> --cluster=<CLUSTER_NAME> --

approve

BCE Service Account

BATAT 658612 1AM SRRE |, FE613E 44 aws-load-balancer-controller fK] Service Account ,
FILS 1AM o 38K

curl -o aws-load-balancer-controller-iam-policy.json
https://raw.githubusercontent.com/kubernetes-sigs/aws-1load-balancer-
controller/v2.4.7/docs/install/iam_policy.json
aws iam create-policy \

--policy-name <CLUSTER_NAME>-AWSLoadBalancerControllerIAMPolicy \

--policy-document file://aws-load-balancer-controller-iam-policy.json

eksctl create iamserviceaccount \
--cluster=<CLUSTER_NAME> \
--namespace=kube-system \
--name=aws-1load-balancer-controller \
--role-name AmazonEKSLoadBalancerControllerRole \
--attach-policy-arn=arn:aws:iam: : <ACCOUNT_ID>:policy/<CLUSTER_NAME>-
AWSLoadBalancerControllerIAMPolicy \

--approve

% AWS Load Balancer Controller ZfEZZ|| & £
1£ eksctl FHITLLTF 654882 AWS Load Balancer Controller :

1. ¥:0 eks-charts B JE :

helm repo add eks https://aws.github.io/eks-charts

2. EFTAHGE -
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helm repo update eks

3. ¥ AWS Load Balancer Controller Helm Chart SpZZI£& ¥ :

7EZ . aws-load-balancer-controller REALE Service Account 4K Service

Account,

helm install aws-load-balancer-controller eks/aws-load-balancer-controller \
-n kube-system \
--version=v2.4.7 \
--set ingressClassConfig.default=true \
--set clusterName=<CLUSTER_NAME> \
--set serviceAccount.create=false \

--set serviceAccount.name=aws-1load-balancer-controller

1% Ingress F1 LoadBalancer %

#A] LRI 4132 ingress # LoadBalancer RS , AT DARIE ESRIEFEHA—F,
A% Ingress

1. £ AaTéE , REAMNSAE ML > Ingress,

2. 55 B3 Ingress , 3£7E Ingress Class §11%3% EKS Ingress Class,

3. 3%E8F PR, BUAR HTTP, EiEHE HTTPS | iS50 AiFERzrH.

4. YHE| YAML |, RIPUR RS, B IR SR

alb.ingress.kubernetes.io/scheme: internet-facing
alb.ingress.kubernetes.io/target-type: ip

5. mir AU
$l# LoadBalancer f§%

1.7 BeFa , REZZMSHE M2 > RS,


https://docs.aws.amazon.com/zh_cn/eks/latest/userguide/alb-ingress.html
https://docs.aws.amazon.com/zh_cn/eks/latest/userguide/alb-ingress.html
https://docs.aws.amazon.com/zh_cn/eks/latest/userguide/alb-ingress.html

2. mifi BUEEARSS , 7E AMEBIAIR] H1%FF LoadBalancer,
3. BFF annotations , 1R EEIEE LoadBalancer %1%,

4. R AU

PSS

M, AWS CLI #0 eksctl &3

o PUTA T4 , HREIERSIFK , N AWS CLI RRIEH
aws eks list-clusters

o PATAT @4 , BREIERTIFK , N eksctl LRIEH :

eksctl get clusters

#HX ACCOUNT_ID

AT aws sts get-caller-identity %XKEX ACCOUNT_ID. @iy 651168850570 B[ A
ACCOUNT_ID :

"ARN": "arn:aws:iam::651168850570:user/jwshi"

Kubeconfig fit.& 3 {4

1. PUTRL T & EHTEE B Kubeconfig ST

aws eks --region <REGION> update-kubeconfig --name <CLUSTER_NAME>


http://localhost:4173/container_platform/zh/configure/networking/functions/configure_alb.html
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2. PATA T ap @ IE Kubeconfig 30 , FIEFRENEE , NECELEH :

kubectl get svc -n cpaas-system

AT RIRNIIBREE
1 PITRAF an S BRERER BTN

eksctl get cluster --name <CLUSTER_NAME>
2. PUTLAUF e S ARERFIELF -

aws ec2 describe-subnets

3. PUTA T dn & AT RIARINARES . K <subnet-id> EHAKIRME. HRTMENAIL -

o FMZRAN kubernetes.io/role/elb FRZE :

aws ec? create-tags --resources <subnet-id> --tags

Key=kubernetes.io/role/elb,Value="1"
o KHEZFRFARAN kubernetes.io/cluster/<CLUSTER_NAME>: shared ARZE :

aws ec2 create-tags --resources <subnet-id> --tags
Key=kubernetes.io/cluster/<CLUSTER_NAME>,Value="shared"

BFEUEP

£/ HTTPS YHXES , TIRATE HTTPS IEREIERL Secret (TLS Z8Y) BHIRE.
1. £ B&TFa  REAMSMA ACE > Secrets,

2. mift Bl3E Secret,

3. WEfF TLS KA IR FTIATSAE Wb A FL4.


https://kubernetes-sigs.github.io/aws-load-balancer-controller/v2.5/deploy/subnet_discovery/#common-tag
https://kubernetes-sigs.github.io/aws-load-balancer-controller/v2.5/deploy/subnet_discovery/#common-tag
https://kubernetes-sigs.github.io/aws-load-balancer-controller/v2.5/deploy/subnet_discovery/#common-tag
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4. i B,
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Menu ALY >

AWS EKS # (58

Bk

A&

BEH

EKS £/ aws-Ib A& 25 WLk a8 255 45 MEP 1)
Service Annotation B & i58H

VIlaj B AEARER 7 2

7N

R 2R 1tEA
ks-clb Classic Load AWS EhATaEIA RS, FERLEF N FEERE , A
eks-c
Balancer HEFFEA.
Network o T e o i
AWS FEAZTE 25 , £ TCP/UDP E3#1THzk
eks-nlb Load N L N -
W, ERTEEE S EMEEHRTR.
Balancer
Application AWS FH7EREIAEES. Mk eks-nlb , eks-alb ¢
eks-alb Load fiBAT HTTP/HTTPS MY FFE FREh Y AEK |, &
Balancer 4 Web W,
aws-lb AWS Load T Kubernetes _FRITEIE 2% |, BEFRE

Balancer Kubernetes F7f{] LoadBalancer Z£#! Service Fl
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] LHR ViR
Ingress B8 eks-nlb #1 eks-alb , DA 2K
RBIEFK.

Platform Load

Fa BUETEREN SRS,

Balancer
PARRE XS TE M ANTEXS S _ERITTHEGE . XLk (s
St BT ASORAMFAR , BT8R E 4 Kubernetes

FIFERE A EEE, Annotations 7] PUE TLEAKTHAE
FREAME A , ] B =) MECESITA , 3%
FECEESHINTE |, TheEEE 1K,

Annotations

il

5 5 AR
B REINERE |, BINFEHELE Service Annotations , F{RF A thEI AT IE R B aws-
b, ANRFIEMECEMN E*] Service Annotations , F& 2t {E A eks-clb , T eks-clb 27E
UDP #f<[al# , AJgESHFE 1B,

\ |—‘<| oo [\ L - oo iz (R
EKS {£/H aws-lb A& 25 M4 Tz & 25 5MNBw
||
Service Annotation B & 5AA

1. FEXT N &EREF |, A kubectl BITLAT 654 , Bk kube-system 3 & TEIF ZHREE "aws-
load" IFFH Pod :

kubectl get pod -n kube-system |grep aws-load

2. QIR IS | VEHRIESBEMSHES I, AWS EKS Service Annotation Instructions 5
KT E 23 BV FR 4.
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o MR ERGSRIREMX Pod , SR ARZH AWS Load Balancer Controller , JLF5HC
E Service Annotations , E#%AiE 1@ s’ T,

o WNR FARGLSIR[EIFAR Pod |, inBHERE D &3 AWS Load Balancer Controller, B3 thzk
RN | EXT R ERBERERMBAT Service Annotations, JEREFIES L AWS EKS
Service Annotation Instructions :

e service.beta.kubernetes.io/aws-load-balancer-type: external //#MH

e service.beta.kubernetes.io/aws-load-balancer-nlb-target-type: ip //#E

e service.beta.kubernetes.io/aws-load-balancer-scheme: internet-facing // A%, ZEE

At
ST AR ERE

VilRIHBHEERER 7 2

o BIEAZIMLR AT GEINMERET |, SHEH) Service Annotations X B EX N & B E#s
M LoadBalancer Z£#Y Service k.

o ENEBES | H A Service Annotations ] LoadBalancer 258 Service £ /A B~
RAIFESECHNE, & RBEsEENZtiE , IR E B SRR,


http://localhost:4173/container_platform/zh/configure/networking/functions/configure_alb.html
http://localhost:4173/container_platform/zh/configure/networking/functions/configure_alb.html
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AT >

4% CCE S BEMAYIANWAE

Support Overview
Prerequisites
Configuration Steps

Create Ingress

Create LoadBalancer Service
Related Operations

Create Certificate

Support Overview

Support
Feature
Status

LoadBalancer Default
Service Support

Default
Ingress

Support

Requirements

T HESNDE

Ai%&fEF Ingress Class ThgE (BRfE , TTEE R
A REA)E ingress BFF3%FE ingress 28) . ¢
TEIMNIRE
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Prerequisites

WMREELFE CCE &8 , 55N\ CCEER (NEXR) .

Configuration Steps
#ea] AR ingress #1 LoadBalancer f%5 , tA] AARIE oK H P —F4.,

Create Ingress

B3 ingress BWF AN, HEFER AX— : F3hE#F Ingress Class,
R  BREMA ARG path 1 ingress TR,
(7 ) A— : F3h%#E Ingress Class
1. £ Container Platform Z-fll S:fji+ s 7 Network > Ingress,
2. mif Create Ingress , 7t Ingress Class #1%3% CCE Ingress Class,
3. 1%3% Protocol , BUAR HTTP, &% HTTPS |, &0 P HERZIER.

4. I E) YAML |, 1RIEZAIZRIA Ingress Controller ZERNRMPATIE#E. IEfREITES WIER
JERECE tEki s 7

FE EHTREMRPHK values B A SFRIMEE.

LIV
Ingress

Controller
eSidl

Shared kubernetes.io/elb.autocreate: '{"type":"public","bandwidth_name":"
(Bzhel {random}", "bandwidth_chargemode": "traffic", "bandwidth_size":5, "bandwidth_sl
) kubernetes.io/elb.class: union


https://support.huaweicloud.com/intl/zh-cn/usermanual-cce/cce_10_0385.html
https://support.huaweicloud.com/intl/zh-cn/usermanual-cce/cce_10_0385.html
https://support.huaweicloud.com/intl/zh-cn/usermanual-cce/cce_10_0385.html
https://support.huaweicloud.com/intl/zh-cn/usermanual-cce/cce_10_0385.html

B
Ingress

Controller

Sl

Shared
(EA)

Dedicated
(Bzhe!
#)

Dedicated
(BEH)
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kubernetes.io/elb.class: union
kubernetes.io/elb.id: <Load Balancer Instance ID>

kubernetes.io/elb.port: '80'

n n n n

kubernetes.io/elb.autocreate: '{"type":"public","bandwidth_name":"<Bandwic
Name>", "bandwidth_chargemode": "traffic", "bandwidth_size":5, "bandwidth_shart
["<AZ A>","<AZ B>","<AZ C>"],"elb_virsubnet _ids":["<ELB Virtual Subnet
ID>"1,"17_flavor_name":"L7_flavor.elb.s1.small","14_flavor_name":"L4 flavo
kubernetes.io/elb.class: performance

kubernetes.io/elb.port: "80"

kubernetes.io/elb.class: performance
kubernetes.io/elb.id: <Load Balancer Instance ID>

kubernetes.io/elb.port: "80"

5. miff Create, fI&5cAfa , RITIIEIT ELB ViRl R ARSS .
AR : {FFZA Ingress Class

1. A& — IngressClass YAML 344 , RAMT. #1HEES NI Ingress Class 7 :

apiVersion: networking.k8s.io/v1

kind: IngressClass

metadata:

annotations:

ingressclass.kubernetes.io/is-default-class: "true"

name:. cce

spec:

controller: alauda/cce

2. REXHHFNAEISANNER , B <filename.yaml> AKFR YAML X4 :

kubectl apply -f <filename.yaml>


https://kubernetes.io/zh-cn/docs/concepts/services-networking/ingress/#default-ingress-class
https://kubernetes.io/zh-cn/docs/concepts/services-networking/ingress/#default-ingress-class
https://kubernetes.io/zh-cn/docs/concepts/services-networking/ingress/#default-ingress-class

3. 1£ Container Platform Z{l| S+ =7 Network > Ingress,
4. 1%63% Protocol , BRAE HTTP, #EiEF HTTPS | Bt IEPRFHEFRRIES.

5. mi Create, SIZ7A/m , RIA[IEIT ELB ViR &R RS .

Create LoadBalancer Service

1. £ Container Platform Z-{ll S:fji+ mifi Network > Services,
2. A it Create Service , 7£ External Access F1%# LoadBalancer,
3. BFF annotations , {RIEEEIAE LoadBalancer JRE /L.

4. =i Create,

Related Operations

Create Certificate

£ HTTPS WX , iR ATH HTTPS IEFHEHERL Secret (TLS 28) AR,
1. £ Container Platform Z{ll| Sfiji9 &2 Configuration > Secrets,

2. =i Create Secret,

3. 1%#F TLS 2£8! | S \BIHEE Certificate #11 Private Key,

4. A i Create,
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HIIR 5
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FARIRAE
BIUES

SCHFIREE

LoadBalancer

Service

Ingress
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XFF

EA
S

FF

ARTUHENE >

SR NE YA ECE

T HESNDE,

nJ 1% $BZE Ingress Controller, AJ1%f3F Ingress Class
heE (JBRJE , TIEEd RAFmEIE ingress BfF3hi%

£ ingress Z¢)
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MREC I AKS &5 , T Azure AKS &3,

W=7’

¥8Z Ingress Controller

AKS A B2sME1E3 , 3:FIA Nginx Ingress Controller ‘EIE zi3Azs , RETAT
LoadBalancer 255U Services A2 NEBMLE AN IP 33k (VIP) 32 {ESMNERIRILE,

1. &% Microsoft Azure FF3 \EBIFEH AKS &5,
2. EZEMISATF , AT Kubernetes &R > fR%E- 1 Ingresses,

3. mir B , N This s %4¥ Ingress (Preview) , ARG R /RIFESNBIZ Ingress

Controller,

4. jibr JBH HEFTA.

% Ingress F1 LoadBalancer %

AT ARIBTEI%E ingress 1 LoadBalancer fR% , BARIE TR EFEHP 2 —.

B17£ Ingress

1.1 7&FE , ZMSAMRD M4 > Ingress,

2. ;i B Ingress , 74 Ingress Class 1%#% webapprouting.kubernetes.azure.com,
3. %3 Y¥. BUAZ HTTP, EEIR HTTPS | EAA@IEAIREFXiES.

4. R B,

41 LoadBalancer g5

1. £ BeFa , EMSHRE Mg > RSE.



2. mifr BEEARSS , R SMERVAIR] 1%E3F LoadBalancer,
3. BFF annotations , 1RiEEEIAE LoadBalancer JRE 7.

4. R AU

FARIRAE

BIFIEH

{8 HTTPS YMXET |, IR A HTTPS MEREIERL Secret (TLS 2£8Y) AR,
1. £ 5#FE  ZMSMadE BECE > Secrets,

2. mifi 832 Secret,

3. 1%E#F TLS KB | 1RFIANBIRAE IEH M R4,

4. R AU
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SCIFHESE
HIIR 5

[[W=eiz

EBZ Ingress Controller

4132 Ingress #1 LoadBalancer g%

FARIRAE

1£ Google Cloud &% Ingress &R

BIBUETF

SCHFIREE

Thae

LoadBalancer

Service

Ingress
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FF

A
>FF

A
HF

ARTUHENE >

SR NE YA ECE

T HESNDE

A[1%fGH Ingress Class ThgE (B , FJAEFRER
132 ingress BfF21%4% ingress 38) . JLREIMND
==
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WMREC A GKE &8 , EF N\ GKE &3,

W=7’

¥8Z Ingress Controller

TEFHEE. GKE RBET —MEEHRNE Ingress controller , #A GKE Ingress, %
controller ¥ Ingress & JFIREFEI] Google Cloud ThzEa12s , B T4 E GKE i HTTP(S) T
gL, FECEERABEBsh.

£1J7 Ingress F LoadBalancer 5%

AT ARYE T KRB 4U%2 ingress #1 LoadBalancer fR% , BEFEHF 2z —,

B13£ Ingress

1. 1 7&FE , REAMSH ML > Ingress,

2. &ifi 413 Ingress , 3F4 Ingress Class %% GKE Ingress Class,

3. %EF Y. ERAR HTTP. Z&ER HTTPS |, il AIHEFRRiES.

4. il U, F1FA 5 4, GKE SFASBFNA ingress 73EC/AK IP Hitit,
EE  RRIK ingress TIRS D ECARIKIZAM 1P ik,

f13# LoadBalancer g%

1. £ RAETE , RELENSMK ML > RE.

2. it BIRARS . I+ SMERVAIAR) 1%E4% LoadBalancer,

3. JEJF annotations , 1R{EFEEIAE LoadBalancer JR%-7EfiE.

4. R B,



PR ESEE

1£ Google Cloud #& % Ingress K&
1. 3t \ Google Cloud > Kubernetes Engine , Sz M SHH IRE-F Ingress,
2. =7 INGRESS.,

3. IR PBEEX Ingress RIFHHEE.

BFEUEF

A HTTPS WMYES |, &AM HTTPS IEREIERL Secret (TLS 288Y) BH{RTF.
1. £ BaFE , AREZEMSAK BCE > Secrets,

2. mif A% Secret,

3. 6% TLS A | RFSATIAE IEH M FIE.

4. R AU,
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Menu ALY >

EA

« Amazon Elastic Kubernetes Service (Amazon EKS) £ Amazon 2t t%E Kubernetes R
% | AT 7 AWS Cloud FAH#3ES/ (Mz1T Kubernetes, fE=if , Amazon EKS BaEH
RRAERS. SN AN, FEERIUE RIS H Kubernetes $5HISF T
SR AR B | 12— A T2 FF Kubernetes fi#iR TSR,

« Huawei Cloud Container Engine (CCE) IRl Set. SMEREM MR R 25N FAETEAR
%, X4F Kubernetes community B4AN BT E |, @t LB AZIETHMERME.

e Azure Kubernetes Service (AKS) I2{t7E Azure, FEEFOBONSIREFHATFAFTHE IR
ANVANRERA , RENBRIZHIRKSATFEE |, SRS, 2% = Kubernetes
SRS —EEMIGE,

« Google Kubernetes Engine (GKE) 2t A A[¥ f&t. £ B3N Kubernetes k%, LT
7 Kubernetes £ AIRRIAI{E A, HMAEIEERARE, EERMXNRMNERNEERE
BA , RER2SHEMINMT R , DRV RGER BT BRMARR  XIF RE
15,000 MO =,

B=x

FAAESESTHF
AWS EKS £ ¢
Huawei Cloud CCE % #f
Azure AKS %3

Google GKE &£ #f
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eSS T

AWS EKS £ 3f
yeZiv ATF f7EH RWO ij[a) AR RWX ijj|a) PVC PVC
i) g I PVC X PVC R TRER
j;; efssc | % i REf  RXH
%
;ﬁ ebs-sc XFF - zs XFF TS

Huawei Cloud CCE &3

F BAE AR RWO VT A RWXIT | PVC  PVC
R ek {2t PVC Hizt PVC yA e
2;'; csinas | A% 4 e S
st
é T csidisk X9 S vo SEF ST
Azure AKS &£ if
FH BIAERE AR RWOE A RWXWE  PVC  PVC
Ea3i] S H#=H PVC X PVC A TRIE
j;g azurefile ¥ Sf e IS
b
A ettt w3 REf e BES

¥
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Google GKE &£ #f
ﬁ{% — ﬁ\lJ E_"T%‘ RWO i @tnj@*ﬁ? RWX i PVC PVC
2y AR H PVC [RtE =K PVC SIS TRER
ks standard- . . N N
o i XFF XFF I ANZHFF
w1z standard-
’ ye Axf ¥ REH

% rwo
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Menu ALY >

AWS EKS S B 1Zie0IaECE

T45 AWS EKS HIEREFHIIALES.

H=x

A R EERE|
BIIR 51
LBk
(EUFEREFEIES
MBI EZTIE 77 EC
R
Ao E ] RS2

A RS BR

o ZAK efs-sc HFEMEISIEIER R BEASIFAURB 2 , AJRESEX PostgreSQL, Jenkins
EENATTAERI1Z1T.

e AL2023 AMI R3ZHF Al ZR¥ISf , §3% EBS $72i&HEfE (Amazon EBS CSI Driver) Joik
IEEER%E. EBS CSIIREhE 3 GA LL2H/ARM , FARHIET AMI/SLEISZHE |, mMAELKS)
A5, MNRFEE(FH EBS Bh7FMHE |, B R E A TSBIZEA | #i{E A Graviton2/3 E4X
GE

¢ al.medium



e al.large
o al.xlarge
e al.2xlarge

o al.4xlarge

WEBRAR : £/ Graviton2/3 KBRS , 20 m6g. c6g. rég. t4g % , IREFEMMRER
SEE M) EBS CSI IKFNH+.

A 2

o RfRE IR kubectl ~ 1 AWS CLI TR,
o HCAIEE EKS &8 , 15T Amazon EKS &5 ; BRAE |, WFAE AWS EKS &5,

o 7F EKS &£ EFE EFS X H-174&H5H{F Amazon EFS CSI Driver 1 EBS 377 fi&iHt
Amazon EBS CSI Driver,

EE : EH EFS XN |, B7E EKS FTEMUSAIE X FfE | FHCR XHARSE ID,

W=k’

BIFEFMEZE
1. N FEEHE |, abZ0SAK FHEETE > Fie28,
2. | BIERTEAEZE SR TS A > ) YAML 613,

3. £ YAML XHFH ML TS |, IRIEFECEINAGTMEE., BIAHFMHELTRA efs-sc
ZRARTFHEIE L FRA ebs-sc,

o EFS X7 f#

EE B <File System ID> M ASIPRM SKHEARZE ID , 640 fileSystemId: fs-
05aef9e1edd309f2b


https://docs.aws.amazon.com/zh_cn/eks/latest/userguide/install-kubectl.html
https://docs.aws.amazon.com/zh_cn/eks/latest/userguide/install-kubectl.html
https://docs.aws.amazon.com/zh_cn/eks/latest/userguide/install-kubectl.html
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kind: StorageClass
apiVersion: storage.k8s.io/v1
metadata:
name: efs-sc
provisioner: efs.csi.aws.com
parameters:
provisioningMode: efs-ap
fileSystemlId: <File System ID>

directoryPerms: "755"

« EBS BR7rf#

allowVolumeExpansion: true
apiVersion: storage.k8s.io/v1
kind: StorageClass
metadata:

name: ebs-sc
provisioner: ebs.csi.aws.com
reclaimPolicy: Delete

volumeBindingMode: WaitForFirstConsumer

4. Ry AU

TR AMAFEEANHBREBR , IR ER SRR MNFEISHRIETEER S, L
RS HECE.

BRI E A
1. FEANS I AT FEEE > 7L,
2. mii% A efs-sc 3k ebs-sc RG2S = mivdl > EHWME.

3ARIERREE MA N A, [ B, BEMENELTmE.

FARIRAE



A& A EF#ERSI

« EFS X{HFMER S

az

basePath

directoryPerms

uid

gid

gidRangeStart

gidRangeEnd

subPathPattern

aJ
i
(=1

BAE

50000

7000000

[

fim

Pl 2] i o [

Fim

fim

ik

RTEkERK. &EE , N
£S5 az REXHEZ B ARET
MK R AATERE , ke
PR B AR TES K 4
=

AR RIS HEKIE. &
NERE , ViR RGBS
AREAREXT,

I VIR RARE R 7 BRI
PR

B ViR RARE R 7 B POSIX
A ID,

B AR AR E S 7 #) POSIX
4 1D,

B AR AR E R 7 BN K
POSIX 40 ID #2450, A’
B uid/gid , NITLERE.

POSIX £ ID 45550, AR
H uid/gid , NTTERE.

MEENEANEIR R TE T I
RAERR . FTEREIE F RS
BIRATEAM , AT nfs-
subdir-external-provisioner
chart ] "subPathPattern" A%
. RSN aE


https://docs.aws.amazon.com/zh_cn/efs/latest/ug/efs-access-points.html#enforce-root-directory-access-point
https://docs.aws.amazon.com/zh_cn/efs/latest/ug/efs-access-points.html#enforce-root-directory-access-point
https://docs.aws.amazon.com/zh_cn/efs/latest/ug/efs-access-points.html#enforce-root-directory-access-point
https://docs.aws.amazon.com/zh_cn/efs/latest/ug/efs-access-points.html#enforce-root-directory-access-point
https://docs.aws.amazon.com/zh_cn/efs/latest/ug/efs-access-points.html#enforce-root-directory-access-point
https://docs.aws.amazon.com/zh_cn/efs/latest/ug/efs-access-points.html#enforce-root-directory-access-point
https://docs.aws.amazon.com/zh_cn/efs/latest/ug/efs-access-points.html#enforce-root-directory-access-point
https://docs.aws.amazon.com/zh_cn/efs/latest/ug/efs-access-points.html#enforce-root-directory-access-point
https://docs.aws.amazon.com/zh_cn/efs/latest/ug/efs-access-points.html#enforce-root-directory-access-point
https://docs.aws.amazon.com/zh_cn/efs/latest/ug/efs-access-points.html#enforce-root-directory-access-point
https://docs.aws.amazon.com/zh_cn/efs/latest/ug/efs-access-points.html#enforce-root-directory-access-point
https://docs.aws.amazon.com/zh_cn/efs/latest/ug/efs-access-points.html#enforce-root-directory-access-point

a
\ \ AJ .
2% & LININIE] . iR
&
(]
.PVC.name, .PVC.namespace
1 .PV.name,
SR BANER, REA
true B} , &% subPathPattern
- L TEERMRIUFIEM UID | Rk
ensureUniqueDirectory true = s = bl 4l
MR R A EESMEmE—B
X, EE  (UEHEREMAT
ARAIREA false,
o efs- EFS H28 , BaiX#Filal
provisioningMode &
ap R
fileSystemld A BIEARRMHRS D,

 EBS RRTFERIFHSEK

AR ARIBLEEIKMRESEOEN, Amazon EBS H288) 7

S (A %f; i
WE A "true" B, 4
iopsPerGB * <% k/J\>
K, TTEHE AWS
XI5 IOPS ST
CSI Kzh4<BaENE
B I0PS |, HffRzhEAY
BT, BMER
FEEM PVC BAEE
iopsPerGB {HIZ/)N , 18
ATREFAEENSNR A
AZEHER 10PS &F
iopsPerGB 3K,

"allowAutolOPSPerGBIncrease" true, false false


https://docs.aws.amazon.com/zh_cn/AWSEC2/latest/UserGuide/ebs-volume-types.html
https://docs.aws.amazon.com/zh_cn/AWSEC2/latest/UserGuide/ebs-volume-types.html
https://docs.aws.amazon.com/zh_cn/AWSEC2/latest/UserGuide/ebs-volume-types.html

"blockExpress"

"blockSize"

"bytesPerINode"

"csi.storage.k8s.io/fstype”

"encrypted"

"inodeSize"

AJgEE

true, false

xfs, ext2,
ext3, extd

true, false

EININ
(=]

false

ext4

false

Y

B i02 HH I0PS
REFEF+ZE 256000 , Bl
7 i02 Block Express
% , {43 10PS i
64000 (& TCiAHEEE!
A FF i02 Block
Express B)5:4_E .,

MR UIRE RGN
FRKBRK/N. GER
T Linux TR E XA
ZrAHI K ext2, ext3,

ext4 8f xfs,

MR UIRE RS ET
B/ inode FTI%L.
{UERT Linux TR B
S RGZER A ext2,
ext3 gk, ext4.

IR G IR+
RGR | KRN

HAWIRE RGN
{EF inode K/N, 1Y
EAT Linux TR EC
HRGIA A ext2,
ext3, ext4 Bk xfs,
inode X ARG
B B SR TR
BURLEM.



"iops”

"iopsPerGB"

"kmsKeyld"

"numberOfINodes"

“"throughput”

"type"

LININ
A[%EE
(]
125
iol, io2,
gp2, gps3,
scl, stl, gp3
standard,

sbpl, shgl

Y

R 110 HI5% , EH
F 101, 102 #1 GP3
.

5 GiB B/ 110 31E
], EAT 101, 102
F GP3 %,

AT MEER R TE
ARN, EFRIEE , AWS
215 A6 TEXISR 2
A KMS #48 , 3830
H R4 R laws/ebs 2
.

A WRE ARG
B inode $HE. X
EAT Linux TR HEC
HRGZB 7 ext2,

ext3 3k ext4,

HItE , BA{s MiB/s,
{NFEFERE gp3 HZERAT
BH. BAT , BAA
125 MiB/s, V£,

Amazon EBS &8 ~

EBS #HAY,


https://docs.aws.amazon.com/zh_cn/AWSEC2/latest/UserGuide/ebs-volume-types.html
https://docs.aws.amazon.com/zh_cn/AWSEC2/latest/UserGuide/ebs-volume-types.html
https://docs.aws.amazon.com/zh_cn/AWSEC2/latest/UserGuide/ebs-volume-types.html
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Menu ZARTUMEYE >

47 CCE LB MYIA IS

45407 CCE MERRFHIALEE.

H=x
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ALE SR
LIVINEZ SRR
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PVC G KK

[ RN

A RS BR

&8 PVC MEBIRT , AR ERRCH. ErJUEE TRRERT.

AU 551

o MRALEAE CCE &8 , FS A\ CCEER (AN EXR) .



fic & 2K

1. N FAEE , aEZMSMPR EHEE > a2,
2. mifi% A csi-nas X csi-disk KFEEEEHK=n > EHHE.

FE : S\ CCE &35 , 2AEMENATEMZE. csi-disk HEFERTHEM |, csi-nas #HERT
SCAETEE. EREROATFAESSRA,

3. MBIETEEE MB A A, Rl FH, ¥ csi-nas 3k csi-disk FEZENACATE.

BAFESSR A

FHERL TR TFiB2ETY iR
(HE#F) csi-disk  HIFHE WA E .

ot — e
() csinas ST WFEEA |, {NFEFF csi-nas JRSFIXIEA]

H.

csi-disk-topology 85 ER T RE T AXE BTN

csi-local AEhE

csi-local-

A7
topology
csi-obs X R 7
=iE

csi-sfsturbo ﬁﬁ% SEXNE s A SRS,
Al N
% D[]l

PVC 4k
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HIPL TSR Z R LR PVC HERS), ArT U8 THRFIFRIT

message: "ShareLimitExceeded: Maximum number of shares allowed (10) exceeded."

K PR 5%
BT RBGH PVC ARKI , HIULTHR | BRI

message: "Your account is suspended and resources cannot be used"
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Menu ALY >

Azure AKS £ FEVIIAILECE

45 Azure AKS HIEREAFHIIALILE,

H=x

45 SR
AR
R
MXEE
BIATE AL
TR LS

A RS BR

ZMAR) azurefile X FEMEZEATBEARXFFHER BB UAIR |, XA[aESEFLEN FZn PostgreSQL
F0 Jenkins TLIAIEE 11T,

AR 5 A

o MREDHE AKS &£ , E5 A\ Azure AKS £3f,



fic & 2K

1. N FAEE , aEZMSMPR EHEE > a2,
2. mifi% A default 3% azurefile IEMEZEFHI = m > FHWME .

EE SN AKS KRE , ERTRUAGF@EE. HEFER default (ERTEAE
azurefile fEASAHFME. FERBIAFMHEISRHA,

3. MBIEFTEEE MBNE A, Rl FH, & default 3 azurefile 7ZEZEN ALLETIE .

EE  MRBIAFMEERNHE TR , TR R SRAIZFNFEISIMRIEFTEB RS
EINCINERE S 28

MXEE

BOATFEZEA

i PEA RS .
FEE AR sl WA
(#7F) azurefile ﬁi#ﬁ /3 Azure AR AEFRERIE Azure U=,
(3% ) default HAFE {# 3 Azure StandardSSD 72i&AIBIEEMLE.
azurefile-csi ﬁI;Fﬁ £/ Azure ARAETFAERIEE Azure UHHE,
L PR £ Azure FrfEFRERIE Azure XHFRZE | FF
azurefile-csi-nfs
il NFS #M¥.
file-csi .
auretie-cs! S e Acure BUEAEAIE Azure LR,
premium i
azurefile-premium G {#H Azure SRIFMEAIE Azure XHHE=E,

fif



Azure AKS S BFTFEFIIALELE - Alauda Container Platform

PEA RS

AR Ui

Flasa v ST L
managed HIFfE {# A Azure StandardSSD fFi&6IEIT B .

{#FH Azure StandardSSD A4 %FE (LRS) 4
decsi .

mAnageres e BIEEE.
managed-csi- \ £ Azure SEAMITREFM (LRS) QRITEH

. RIFfiE
premium .

managed-premium  HR7FHE f$ /1 Azure SRFHEEIETTEMLE.

o] REFEERSE

o HXRHIFMESHMEE N |, 1ES NI Azure Kubernetes Service (AKS) F{$FH Azure fi4#
BIEFMERSE 7.

o BRIMFMAIESIEE N , FENAE Azure Kubernetes Service (AKS) F{# f Azure 3T
HEIEMERSE .,


https://learn.microsoft.com/zh-cn/azure/aks/azure-csi-disk-storage-provision
https://learn.microsoft.com/zh-cn/azure/aks/azure-csi-disk-storage-provision
https://learn.microsoft.com/zh-cn/azure/aks/azure-csi-disk-storage-provision
https://learn.microsoft.com/zh-cn/azure/aks/azure-csi-disk-storage-provision
https://learn.microsoft.com/zh-cn/azure/aks/azure-csi-files-storage-provision
https://learn.microsoft.com/zh-cn/azure/aks/azure-csi-files-storage-provision
https://learn.microsoft.com/zh-cn/azure/aks/azure-csi-files-storage-provision
https://learn.microsoft.com/zh-cn/azure/aks/azure-csi-files-storage-provision
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Menu ZARTUMEYE >

Google GKE &£ VA HELE

FH5 Google GKE HIE MK 7 iEAIIa WALE

H=x

AR SPR
BIIR 51
ALE SR
HMXEE
EIVINEZ ST
A RS
LA
A TFESELIFEZE PVC IR IK
PIFM2ERITFM42E PVC TIAE R 485E

A RS BR

o INAXMHFEET PVC B/NAEN 1T, QIZMMIRAERE/NT 1T, 283 & 17,
o AXMHFEFAERERS) , JBE TRHFFY A,

o FOACHFAER AU M BIERRMEREITRK |, 0 KEEAL TR IR | B OFRF,



AU 561

o BIEERNT , £ Google Cloud Platform Cluster > Features T [ Other [Xig} , A%
Enable Compute Engine Persistent Disk CSI Driver # Enable Filestore CSI Driver 1%
IJﬁ\O

e 7£ Google Cloud Platform _E 5/ Cloud Filestore API 1 Google Kubernetes Engine
APl ¥, {8 Filestore CSI 3kzhij3]A) Filestore S5l 7,

 7£ Google Cloud Platform VARSI HHFMERCAR. VN RIRECEAIRS] .

o WMRELE GKE &8 , 55 A\ GKE &5,

=Rz

1. N\ FaEH , RELAMSMK FiEEE > 77528,
2. B4 & standard-rwx X standard-rwo [7E &S = SIRE > FHRE.

EE : A\ GKE & aodEMEOAFMES. HEXHFM#ER standard-rwx , Sk7E&{E
standard-rwo, ¥, ZHATFEISHEA,

3. RIBFEEF MBS A, 2T FH , % standard-rwx % standard-rwo 7Zf&3SAe
4T,

R BEAFEEABRETK , TR ERDROZEFNFEISHRIERREB RS, FI
] S

MXER

RIATFEZGAA


https://cloud.google.com/kubernetes-engine/docs/how-to/persistent-volumes/filestore-csi-driver?hl=zh-cn
https://cloud.google.com/kubernetes-engine/docs/how-to/persistent-volumes/filestore-csi-driver?hl=zh-cn
https://cloud.google.com/kubernetes-engine/docs/how-to/persistent-volumes/filestore-csi-driver?hl=zh-cn
https://cloud.google.com/compute/resource-usage?hl=zh-cn
https://cloud.google.com/compute/resource-usage?hl=zh-cn
https://cloud.google.com/compute/resource-usage?hl=zh-cn
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FhE
PR s
Flasa v SHHY R
(#EF) X7 1§ F Basic HDD Filestore JR%- 2 7.
standard-rwx fih
($E#F)

Rzt AR R

standard-rwo

premium-rwx ﬁi#ﬁ {# A Basic SSD Filestore fR%5- )= .
premium-rwo WAk SSD FrA M.

enterprise-rwx ﬁj;#ﬁ {£H Enterprise Filestore &£ 7,

enterprise- NTE {# A Enterprise Filestore & 7, ¥ M), Google
multishare-rwx fi& Kubernetes Engine i Filestore Z1%

A RS I
o BIFHTREBBA N, VI AR

o XHEFMETESTRE N, VR RFE .

& JLIA)

N FiESEF S PVC B2 KK

o HIMPLTFEHRE R AT HE A2 A Cloud Filestore AP| B/ DHNAR . FS 0, AIiE &4 iR
R


https://cloud.google.com/filestore/docs/service-tiers?hl=zh-cn#basic_hdd_and_basic_ssd_tiers
https://cloud.google.com/filestore/docs/service-tiers?hl=zh-cn#basic_hdd_and_basic_ssd_tiers
https://cloud.google.com/filestore/docs/service-tiers?hl=zh-cn#basic_hdd_and_basic_ssd_tiers
https://cloud.google.com/filestore/docs/service-tiers?hl=zh-cn#basic_hdd_and_basic_ssd_tiers
https://cloud.google.com/filestore/docs/service-tiers?hl=zh-cn#basic_hdd_and_basic_ssd_tiers
https://cloud.google.com/filestore/docs/service-tiers?hl=zh-cn#basic_hdd_and_basic_ssd_tiers
https://cloud.google.com/filestore/docs/service-tiers?hl=zh-cn#enterprise_tier
https://cloud.google.com/filestore/docs/service-tiers?hl=zh-cn#enterprise_tier
https://cloud.google.com/filestore/docs/service-tiers?hl=zh-cn#enterprise_tier
https://cloud.google.com/filestore/docs/service-tiers?hl=zh-cn#enterprise_tier
https://cloud.google.com/filestore/docs/service-tiers?hl=zh-cn#enterprise_tier
https://cloud.google.com/filestore/docs/service-tiers?hl=zh-cn#enterprise_tier
https://cloud.google.com/filestore/docs/multishares?hl=zh-cn
https://cloud.google.com/filestore/docs/multishares?hl=zh-cn
https://cloud.google.com/filestore/docs/multishares?hl=zh-cn
https://cloud.google.com/filestore/docs/multishares?hl=zh-cn
https://cloud.google.com/compute/docs/disks?hl=zh-cn#disk-types
https://cloud.google.com/compute/docs/disks?hl=zh-cn#disk-types
https://cloud.google.com/compute/docs/disks?hl=zh-cn#disk-types
https://cloud.google.com/filestore/docs/service-tiers
https://cloud.google.com/filestore/docs/service-tiers
https://cloud.google.com/filestore/docs/service-tiers
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failed to provision volume with StorageClass "standard-rwx": rpc error: code =
PermissionDenied desc = googlespi: Error 403: Cloud Filestore API has not been used in

project alauda-proj-1234 before or it is disabled.

resion: SERVICE_DISABLED

o HIATERE R 0# L AERCER, §2 N AR S1F ffiR

failed to provision volume with StorageClass "standard-rwx": rpc error: code =
ResourceExhausted desc = googlespi: Error 429: Quora limit

'StandardStorageGbPerRegion' has been exceeded. Limit 2048 in region asia-east1.
rateLimitExceeded

I HELTIIE4EZE PVC TLiEIEE 45 E

HIL TR R E AT A CSINode 7D pd.csi.storage.gke.io IXFHIACE ., FIETESS
Compute Engine Persistent Disk CSI Driver fi#/&,

TR ENAAEMSSEERATR , ENEELE 5-10 55,

Warning ProvisioningFailed 18m (x14 over 39m) pd.csi.storage.gke.io_gke-
5ch9bddaedd1430eb8ad-0114-2084-vm_4b4de70bd-e2db-4779-9102-fee83a657ced failed to
provision volume with StorageClass "standard": error generating accessibility
requirements: no available topology found

Normal ExternalProvisioning 4m35s (x143 over 39m) persistentvolume-controller waiting for
a volume to be created, either by external provisioner "pd.csi.storage.gke.io" or
manually created by system administrator

Normal Provisioning 3m19s (x18 over 39m) pd.csi.storage.gke.io_gke-5ch9bddaed4d1430eb8ad-
01f4-2084-vm_4b4e70bd-e2db-4779-9102-fee83a657ced External provisioner is provisioning
volume for claim "acp-gke-test/standard"



BN{AI324E - Alauda Container Platform

Menu

PURCIEES S

FANEHNMEEE

HRRFNEHER
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Menu ARTUHESE >

FAERHNMRACE

Bk

b7} s i3
HIIR 5

ASNEHRIERREE

IR

EERIAAT , (VRIEREEEM , B global &R RIRAIRIS N\ER. &S ANG  AHRS
NERAEBIEE (A global S28¥ , SAHIREIEE , FRAMIMIMKECE , URIEF S Thaeh st
HIIER E1T7.

AR 51

BIEAERIFSNER T ARMRIRE . 2B TER RIP ik LK X R B BOE.
AE
o ZBBNSSEAARMALAERE,

o WHIRZBANIRA (HTTPS igH , SFAVIRHitinAAR)) B RERK A X global &
HHPTEIERT A,
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BUCRR , MAHRELEMBEXREAHERIEE RIS , IIASNERRNEREE
1. £ AW S A4 s i Cluster Management > Clusters,
2. mif global,

3. &7 Operations > CLI Tools , 3 {#F A T4 BMiELSEK

kubectl annotate --overwrite -n cpaas-system clusters.cluster.x-k8s.io <imported
cluster name> \
cpaas.io/platform-url=<AE&IFHIR L H0HE, 120 : https://www.domain.cn>

AHRERB)

kubectl annotate --overwrite -n cpaas-system clusters.cluster.x-k8s.io cluster-
imported \
cpaas.io/platform-url=https://www.domain.cn
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= Menu ATURE >

ITHRERFANERHEE ?

Bk

(o) &
HIHR SR AF
RIERHMES
IRENEE R token
RIS NEE T API IRS25HE & CAES

) L IR

HREUERSAEHIRNIERES  WEFARB MBI XER. A TRAURRS
ANERHEERIRIEDIR.

BIIe R4
o« EACETAK kubectl ¥R, YT AB=ER , RIENER L] HIRHEH CloudShell,
MR TiR(E A CloudShell , Zi¥{# A Linux 8 macOS.

o EFRBIAERH KubeConfig XHFHEHRILIRAE kubectl MR, Al SiRiRIEH D
$28s AN S =S E S DN | 218 7N i = Wl

o BMAN 1 LB HMIAE kubeconfig BIRE(E : cp "${HOME}/.kube/config"
"${HOME}/ .kube/config.backup"
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o fEEA : IXE KUBECONFIG IFATEF5[A S M kubeconfig @ export
KUBECONFIG="/path/to/imported/kubeconfig"

o A7 £ kubectl & FH/RFATIRE , BEARKIA LT :

1. export KUBECONFIG="/path/to/imported/kubeconfig:${HOME}/.kube/config"
2. kubectl config view --flatten > "${HOME}/.kube/merged.kubeconfig"

3. export KUBECONFIG="${HOME}/.kube/merged.kubeconfig"

REVEERHE R

IRHEEBE token

1. PITA T 64
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kubectl get ns cpaas-system > /dev/null 2>&1 || kubectl create namespace cpaas-system
kubectl create serviceaccount k8sadmin -n cpaas-system
kubectl create clusterrolebinding k8sadmin --clusterrole=cluster-admin --

serviceaccount=cpaas-system:k8sadmin

cat | kubectl apply -f - <<EOF
apiVersion: v1
kind: Secret
metadata:

name: k8sadmin

namespace: cpaas-system

annotations:

kubernetes.io/service-account.name: "k8sadmin"

type: kubernetes.io/service-account-token
EOF

kubectl -n cpaas-system describe secret \

$(kubectl -n cpaas-system get secret | (grep k8sadmin || echo "$_") | awk '{print
$13)\

| grep -F 'token:' | awk '{print $2}'

WARNING
FREQR T — M EREEARANEIL , BRI AR KA.

o BNTTRE , RSEE AR/ IMURK RBAC , [REZIATH TR,
o BEEHEREX token , ERATARANENHRIEIHSH.
o [R&BMERTDUEER cpaas-system #R&FTEIFH Secret S¥&,

2. PUF A E—B3REUK token 7R%1.,
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[root@ ~]# kubectl create serviceaccount k8sadmin -n kube-system
serviceaccount/k8sadmin created
[root@) ~]# kubectl create clusterrolebinding k8sadmin --clusterrole=cluster-admin --serviceaccount=kube-system:k8sadmin

[root@ ~]# cat > /root/k8sadmin.yaml <<EOF

> apiVersion: v1

> kind: Secret

> metadata:

> name: k8sadmin

> namespace: kube-system

> annotations:

> kubernetes.io/service-account.name: "k8sadmin"

> type: kubernetes.io/service-account-token

> EOF

[root@ ~]# kubectl apply -f /root/k8sadmin.yaml

secret/k8sadmin created

[rootg@) ~]# kubectl -n kube-system describe secret $(kubectl -n kube-system get secret | (grep k8sadmin || echo "$_") | awk '{print $13}') | grep token: | awk '{print $2}'
eyJhbGei0iJSUzITNiIsImtpZCI6IkxCNkM4ZBdpV2Nbelllb1FFRmV6c3UyREBTMZRnU181LUVGZm4BMDI4SG81fQ. eyJpc3Mi0iJrdWI1cmbldGVzL3N1enZpY2VhY2NvdW58Iiwia3ViZXJuZXR1cybpby9zZXJ2aWN1YWNjb3VudCIuYW11c3BhY2Ui0iJrdWJ1Ly
XN5c3R1bSIsImt1YmVybmVBZXMuaW8vc2VydmljZWF jY291bnQvc2VjemVBLm5hbWUi0iJrOHNhZG1pbiIsImt1YmVybmVBZXMuaW8ve2VydmljZWF jY291bnQvc2Vydml jZS1hY2NvdW56Lm5hbWUi0iJrOHNhZG1pbiIsImt1YmVybmVOZXMuaW8vc2VydmljZWF jY|
291bnQvc2VydmljZS1hY2NvdW58LnVpZCI6I jYxNDMSZWF 1L TcwNGUENDIZMy1hZTBkLWUyMTgwNTM2ZDgB0SIsInN1YiI6InNSc3R1bTpzZXJ2aWN1YWNjb3VudDprdWJ1LXNSc3R1bTprOHNhZG1pbil9. HB1X9cLjyKemjT9NpB6Koil V8aLhCwYWTBUC8NEDr9aN
kB-_sz501AMgWYJB6cxJfmsGOL2iVP87RP21aergnJafew4H6CWoUhk2WHGLs jzIp2hc3cWr84HQy TSWVXJtzL Tné8jbBpv63Nk1ISRUEp-Uf2BqbafOyNT5PZK4TpG2JYGMyalgMmvxsNyPdbBzm9izt TvzEqcA2QpLyoWzhAeG5fpa_sBjLek8brypZHNTp-6G814]
UnEyDv-ipgt8IpRXHHGre TtVGBTT8edQW6UIESCAiRWV2zeIVACC409qkKaw_j6YUNRT4dwN81gL GskHBOrn11pInZBLEFVAA

. Kk token 3 HAAS(A],

E FRAEATSCIFARAT JWT token T AT token , MAFITHABSIE],  ANRAFHTEE R RETK
BIIHITE (BE exp” M8, NTEFR) | MFaEINEZ B TTEEES AL,
BIEI , HELLREFFIR ARSI,

HIAJWT Token:

i e L L IS S R A P D e L b s L

NDcOODM30Swic3Viljoic3lzdGVtOnNIlcnZpY2VhY2NvdW500mRIZmF1bHQ6Y2xzL WFjY2VzcyJ9.k17-
f7K6w4VrgNve1lOLmejXEqb_uaj6p5rOUI6oHYFQv3t3hoCCnPzE7qWfNGv39j9A95hdTYJklAohktz-
Rnkl7qlr7Acll73nsMyYUJ66x2ZTqQxIIBiwOr1_5dO0JHsgANb1SQ36vv8IrtXefkBgn_OQLErz9eUzS6WGNqRvWM04418y
T8iI6N9rG1IRCWQgN7qg-
HBhxhWeafKIZtrCEzYj911Ubj630y1nzhWDyfglgFqN2EBSCQqH2fDJOHDuZkfAtpo4Qt3B47Q- @

34KIGEISdXTgkybaadOCRou7VogiVPgRRWRVWVICLHLLFTFiyasksz8jVP46c-BSHACZo_g
4

JWTHREE T
n & » ®K/alg:
jwt & & &/Issuer:

Z & B8]/ Issued At:

id BART (B Expiration:

U —7 /Audience:

HEm[EAF / Subject:

TIP

ISHRREE R IR IWT SBFFICRA "exp": 1684486916, , X{EA UNIX EfEIE , AT4#CA UTC Bt
&,
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SERURTBIE (EHIRAUR)

kubectl delete clusterrolebinding k8sadmin
kubectl -n cpaas-system delete secret k8sadmin

kubectl -n cpaas-system delete serviceaccount k8sadmin

WIS NEEE APl RE5-2330E % CAVES

TIP

MREBIFAESNEHRER Parse KubeConfig File INEEAREXT API AR$-z33ibbAN CAEF
CIf:Sell:iz 8

LPITA T4

kubectl --kubeconfig "${KUBECONFIG:-${HOME}/.kube/config}" config view --show-managed-
fields=false --flatten --raw -ojsonpath="{$.clusters..cluster.server}'

addr_apiserver="'<Selected API server address>'

kubectl --kubeconfig "${KUBECONFIG:-${HOME}/.kube/config}" config view --show-managed-
fields=false --flatten --raw \

-ojsonpath="{$.clusters[?(@.cluster.server ==
"${addr_apiserver}')].cluster.certificate-authority-data}" \

| { base64 -d 2>/dev/null || baseb4 -D; }
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Menu ALY >

S EA T 2HNEBREE ?

Bk

() IR
LB EATLNEROE
Docker 1z1T7H¢

Containerd 1z4T7H8

) L IR

FEAHEGNEGCETATTRERNRM HTTPS RS , BREIEFAAHERMAN ML LK
BHTLS R, MREEELEE  BIREUTSREECN A HIETH,

BB EATERRGBEE
ACESRRAR T M. AT Docker #1 Containerd,

Docker 1z1THJ
IR
1 FESNEREANT S EPITOU TR |

o %45 Docker BCE X{4.
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mkdir -p '/var/backup-docker-confs/'
if I [ -f /etc/docker/daemon.json ]; then

echo 'Docker FLERTKE, E1E Docker EARIEMETIK, MNTUEMR, FEIKAIARI
o

exit 1
else

cp /etc/docker/daemon.json "/var/backup-docker-confs/daemon.json_$(date -u
+%F_%R)"
fi

o YWi8 /etc/docker/daemon.json ,

WHRTFAE insecure-registries Z¥ , FFARMZATRRNGG M. FEZ M BE
Bign

"insecure-registries": [
"<registry-address>",
"192.168.134.43"

iy

"registry-mirrors": ["https://6telrz18.mirror.aliyuncs.com"],

"log-opts": {

"max-size": "100m",
"max-file": "2"

i

"live-restore": true,

"metrics-addr": "0.0.0.0:9323",

"experimental”: true,

"storage-driver": "overlay2"

2. (A[3E) 1$/ jqg WIE Docker ALEIEX.

TIP

MRERE ja . BlE0: yum install jq -y ,

jq . < /etc/docker/daemon.json
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3. EET S5 _EE 2 Docker,

systemctl daemon-reload

systemctl restart docker

Containerd 1z17H7

EE

s MIESEMFRBEHNTR (BEMMAKTR) EAMACEFESS Containerd,
o Containerd v1.4/v1.5 5 v1.6 HECERRBAE , BRIERAIEF AN IR,

1. S AEHNENT 2 EPITAUTIRME ¢

o BHECEXM

mkdir -p '/var/backup-containerd-confs/'
if I [ -f /etc/containerd/config.toml ]; then

echo 'Containerd ECEX$kZE, EHE containerd BHRIEMHALTIR, WMNTTEAMER, BEL
AEAT .
exit 1

else

cp /etc/containerd/config.toml /var/backup-containerd-confs/config.toml_$(date
+%F_%T)
fi

o XHY Containerd 1&1TAY AR A

ctr --version | grep -Eo 'v[0-9]+\.[0-9]+\.[0-9]+"

Containerd v1.4 v1.5 A& BERE
2. ESANEHNENT R EBITRUTERE ¢

e Y8 /etc/containerd/config.toml
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[plugins."io.containerd.grpc.vl.cri".registry]
[plugins."io.containerd.grpc.vl.cri".registry.mirrors]
[plugins."io.containerd.grpc.vl.cri".registry.mirrors."<registry-address>"]
endpoint = ["https://<registry-address>", "http://<registry-address>"]
[plugins."io.containerd.grpc.vl.cri".registry.mirrors."192.168.134.43"]
endpoint = ["https://192.168.134.43", "http://192.168.134.43" ]
[plugins."io.containerd.grpc.vl.cri".registry.configs]
[plugins."io.containerd.grpc.vl.cri".registry.configs."<registry-
address>".tls]
insecure_skip_verify = true
[plugins."io.containerd.grpc.vl.cri".registry.configs."192.168.134.43".t1s]

insecure_skip_verify = true

o EJ3 Containerd,

systemctl daemon-reload && systemctl restart containerd

Containerd v1.6 N2 ERE
2. ESNEHNENT R EBITUTRME -

o« WAREFEABFHE config_path ,
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if ! grep -gF 'config_path' /etc/containerd/config.toml; then
if grep -qE "\[plugins."io.containerd.grpc.vl.cri".registry.(mirrors|configs)
(\.]\1)"' /etc/containerd/config.toml; then

echo 'ERIB"Containerd v1.4 v1.5 "L & BERE "FRSFEEE,
else

cat >> /etc/containerd/config.toml << 'EOF'
[plugins."io.containerd.grpc.vl.cri".registry]

config_path = "/etc/containerd/certs.d/"
EOF

fi
fi

config_path_var=$(grep -F '/etc/containerd/certs.d' /etc/containerd/config.toml)
if [ -z "$config_path_var" ]; then

echo ' config_path HHESRE, BKRE |

exit 1
fi

o BIE hosts.toml 3Tf,

IR _E—HiH T 95RMB Containerd v1.4 v1.5 A ELOERE PRESBIRE. 7, BS
I, Containerd v1.4 v1.5 &4 EAE.

REGISTRY="'<registry address obtained in the "Get the registry address" section>'

mkdir -p "/etc/containerd/certs.d/$REGISTRY/"
cat > "/etc/containerd/certs.d/$REGISTRY/hosts.toml" << EOF
server = "$REGISTRY"
[host."http://$REGISTRY"]
capabilities = ["pull", "resolve", "push"]
skip_verify = true
[host."https://$REGISTRY"]
capabilities = ["pull", "resolve", "push"]
skip_verify = true
EOF

o EJ3 Containerd,

systemctl daemon-reload && systemctl restart containerd
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= Menu ALY >

M B RE X 6n 25 F P K S I 48 25t

Bk

b7} s i3

BRIEDIR

IR

BIEMV SRR, FE EITROARBERALAD eth.*[en. *[wl.*lwn.* SARKHIN-LEFR. T
APEEXHMRER , KiITRETEEEMERERE. Akt , FEIFERARTIERS
W, FXREMFRERIE.

BRAELIR

1. B3¢ global SR HI=HIT R , /£ kubectl FATEA T dn4.

2. B4, 7£ global &£ &P BRIV FEREHK moduleinfo BIRZFR

kubectl get moduleinfo | grep -E 'prometheus|victoriametrics'

Bl
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global-6448ef7f7e5e3924c1629fad826372e7 global prometheus prometheus
Running  v3.15.0-zz231204040711-9d1fc12474c2  v3.15.0-22231204040711-9d1fc12474c2
v3.15.0-22231204040711-9d1fc12474c2

ovn-095412110359720e8c115804376b3e7e ovn prometheus prometheus
Running  v3.15.0-zz231204040711-9d1fc12474c2  v3.15.0-22231204040711-9d1fc12474c2
v3.15.0-22231204040711-9d1fc12474c2

3. BNV Z- EFEXT NV ) moduleinfo &8 |, ¥ ovn-0954F21£0359720e8¢115804376b3e7e  E5ff Ak
—EB RV K- &2 moduleinfo BIRZFK :

kubectl edit moduleinfo ovn-0954f21f0359720e8c115804376b3e7e

4. 50 valuesOverride FEL , FRIEFRS BB FEMMENFTRER :

spec:
valuesOverride: # MR AFEEATEIE, FEFE spec FHE valuesOverride FEER AT S%k
ait/chart-cpaas-monitor:

ovn: # BNV FEREFR
indicator:
networkDevice: eth.*|em.*|en.*|wl.*|ww.*|[A-Z].*i|custom_interface # ¥

custom_interface E# AEE NIENFRE, MHRIEMILACK<ZFR

5. FfF 10 5hfE , BET RUEITREKMRARRER , IHABRER.
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Bk

[ilFr- S0
TREK
TEIE
EH% global RSV FERE
HHBEE
BIERIRIELIR
Ehih=EE

AR 5 A

_'-I_jkl\\\g*

BIEAHEE R - Alauda Container Platform

ARTUHENE >
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LRSI TET BEMEE , EHRT RALSSHNEM SRR , BT R
P SARSIVEE S BN S =) B

2. WIET RIRMERGN R BRITFF. WFIEES SR E ARG A NZ,
3. MR TRI AMRE., BARERESET ot > Taks.

4. IARTT RALERA 1P TTIXIBIE SSH HIIIR) | AT miefit SOCKSS I, global &KEK
BRI RS TIE T R

TREES

AFEIRF |, EEHEHITEET AR E RSN ER MRES T B, SR EB B EH RS

fira% , SUEA a& VIP |, A INEBT haproxy + keepalived 1R R TREIM . BEHEMG

RS FERNT

o MREEAL : A RBINEMREL TR B4,

o BXEHE : MNRAHIE keepalived , BeBESNRTRESBEMATA , HIEHNETERH
SRR,

£ B AR RBINMESET , TR RBINME50 VIP 18 1P sl / 84 S8 WREMHETE!
B VIP iS4, Al AXISA MR 1P stk / Hi4 S8 TEE

o PG RMUEME R REZ SN AT FETRIREA 6443 . 11780 F1 11781,

o MREFNAE—MEHFETR , BEMITR IP MR IP #k / 54 S8, WIEREH
BT REHYT RASTHAS T RER. Eib , BiEMER AT R R REaEEs.

o B VIP i, MR

1. AT VRID
2. ¥4 VRRP MY EH L
3. TEEHI T =40 VIP MRFER—FK , B VIP REESEAT R IPEER.,

Ef% global EFSWEER
SFAER global BRSUSERY ALERR., ERERA—WE B2 -

1. VS ERHR AL sMERR |, BAfR global SRRV ERE, MLEESRIB{R global WJif
(A T A 16 EmE ™ mAuwE 6443 . 11780 F0 11781


http://localhost:4173/container_platform/zh/install/prepare/download.html#download_core_package
http://localhost:4173/container_platform/zh/install/prepare/node_preprocessing.html#supported_os_and_kernels
http://localhost:4173/container_platform/zh/install/prepare/node_preprocessing.html#node_checks
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2.7 global ARANMVS-ERETIARIMKERSMDIE, AN S-SR | Bzttt DUERERRNE]
P 828 cpaas.io/platform-url , {EA global BJ/AM[a)bdE,

RBOE

SRBEGHFFANE. B CEMALEE=FEM.

o FANE : FH global EFRMENBEBEE. BHEHTTEAAN global , BFSIANES
FEARINSNER AL,

o FAECE  FHLEENEGOE. HEMEEBELT CENRMKIRGE | BHABAX
%,

o NEBE  EFRAFELALRGEE. ERIEFTRERALBCERE.

Zi1TRHEA Kube-OVN i) Underlay 73 |, §5#% 1% Kube-OVN Underlay #FE R4,

BIZIRIELIK

1. #HNEE RIE , REAWN SRR Clusters,

2. AR AR,

3ARBUAN RS | EAEE. BREMNE, TREENT RS,

S
B 08


http://localhost:4173/container_platform/zh/configure/networking/how_to/kube_ovn/kubeovn_underlay_py.html

Kubernetes

RS

SR RE ML BN

ERIRNR R
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P AR AT AR I | PRIERSEMEAFRA M.

T | ERRTIRA ISR ENRENSS .

ZRAIRME containerd fE AR 231E1THT,

EARAF(E R Docker (ENBIBE(THS , S MAEA HIEITH,

T RE=FEZ ; IPv4 Bk, IPV6 Bk, IPv4/IPv6 XAk,

TEE SRR, RETE T RISIEMECE 1Pv6 Ml ; RIZE )
WRERARTER.

IP ik / 44 SHETEHEERRIEE , HIURAE RS VIP,

B VIP : ZRARHA]. {XYFKIRME LoadBalancer B 5 , BRAB%R
RIEFSBNENE keepalived SKIVHREBINEZFF.

shEpala) - MERES global EFARER—MKIMER |, IHE &R
YERFISMER R [R) AL
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Kube-OVN

Alauda FFR I WER = R4 Kubernetes B2 M&IRHER L. ©F OpenStack 4 a Byt i
REENSI N Kubernetes , XIFE MK T, (£85I MR LM SEMR T B KB E
e, FINKIBIEFF Kubernetes A28 MR LM . BSIRHMERFIMARE,

S UiEA

+ ™ NX#F Cluster CIDR , ZR/REVAFWIEL, S=R¥AUEE SRl A MBS,

Overlay : BT EAREMSR M EIUMLE |, Nh AYBEMLR TR, G
Overlay BGAFMIES , &£E¥NFTH Overlay FM{E FARRIKIS R NIC T R
NIC fCE.

Underlay : {K¥IENEREHNEH A , TEHECA Pod 4> ECHIE ML
Ik, HERERNYIE LR B (£, Underlay FMEKT SE ZRME , #
FEMLEE R -RAE AT Underlay , EARARIMIRE (20 SSH) .
A7 Underlay BHAF MBS , 8 NIC ST EGA NIC , 72 NIC 4
HEMLEF T R NIC BLE.

(k250
52

o ZRIAMK : MFERILE R At |, BP Cluster CIDR EXBO M <t (WASRFE
Cluster CIDR HilitSGEIN) .

e VLAN ID : BARIHMFRIR (VLAN =) , flan o .

o fRE IP : REARBHNEHRE IP, NFMNRNESHMEEERN 1P,

AR Kubernetes Z5#Y°4 ClusterIP 4] Service {EHK IP HHESEE ., A~ 5E0AF
CIDR MIEEEE.

Join Overlay {£4it83\F , T a5 Pod B IP TR, RNATSZ20AF™
CIDR k% CIDR &,

Calico
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Calico B—F=EME TR , ARHEHR EHMEIEE,

28 iEA

RS R N#K Cluster CIDR , ZRINEIATRIEL, SR R AR INESMM,

AR Kubernetes Z£#Y 4 ClusterIP 4] Service {E K IP #lSEE ., A0 52k
CIDR INFMSEEES,
Flannel

Flannel ASEANFTH BRI BFMNESLE | EART REN LSRN B R MEE R HE—
IR 1P ihib, Pod FMIIRIEHEISISINAGERT R , BT R LK Pod N BECART
REIERERER 1P Huth, RFABLREEEHE , THFEE IP HhlaE,

2 UiAA

£ RFNITAEE Pod AR IP #HEEE., IR E YA SME TEN
5 HA N4 Pod R K IP 32,

c$i53

— AE TSR ERACE BaNtEEE I BMMRAT %K, FEHA
HETAIRREIR.
BE SRR, MK EY , BRI,

AR5 Kubernetes Z5#Y 4 ClusterIP ] Service {F K] IP M5t ., A58 2%

CIDR FREEEE.
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BXEX

B AR MMM, A E R, SRAEATNE , AT R MR .

S 1tAR
E$ 3 v
CIDR & B BB Pod {E A IP HhESTEE,
AR Kubernetes Z£#Y 54 ClusterlP ] Service {F B/ IP #UEE., A58
CIDR T MEEES,
TRXE
S 1tAR
£ B IR A EA R OIR & B FR.
EE
RS

B * 1%E#% Kube-OVN BRIATRIE Underlay &4tz , WRFEEMRAHR , X
PR AR AN RIZREIERIA NIC,
- FARNRFBFREENL eth. [en. [wl. /w. FINKRESTEE. HEAH
i B MUK , FSE N EE Ldn s WM REREMELIEBERAARETIR
R F AR RIRE.

AERERT R IPRENLEANFE LR T RER.

B
EE D ERENEEAT RERE  MRERT AT RENAME—,


http://localhost:4173/container_platform/zh/observability/monitor/how_to/special_network_card_name.html
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AT REER , INERKEEFNTRES. L TARIT RSN

TR
sk B,
X #F Prometheus #1 VictoriaMetrics,
1%EF¥F VictoriaMetrics B , EERCE ZPE LAY -
- 8% VictoriaMetrics : §Z FTAMKL M , £FF VMStorage, VMAlert,
Wedss VMAgent %,
ST
- ZZE VictoriaMetrics Agent : {UZ3E HEXRE A4 VMAgent, [t A E KB
Faf e iERHMER LA VictoriaMetrics Sk, AERHRHEITIRS .
TR EE R SITAAFRT . FREEAFEEN BRI TE T e f0EH) 2 m
TR,
Wi
TR
F R mERMRE , BN AERTE T R, SHAIEAING |, FEHIECA
At NSITAAEEET RERE.
A IIRTI=
2 AR
EHFET R TaTE1T kube-apiserver,  kube-scheduler, kube-controller-
manager, etcd, BEMXEIAFEERAH. BAAFBENRE | 154
T R AERTE T R E .
e

THETR  ARASERTEITHNLS Pod,



IPv4
bk

IPv6
ik

FOVFRD
ENH

BIR%
2

SSH
B
IP

i
2
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TR IPv4 sk, AMRKAIZHNERIAST RIS IP,

SRS IPv4/IPv6e SUARESE®., 7 mE IPV6 ik,

SR TRIELA EHFET R AW, EEAFELEHFET [REE L
SR, AEM S Pod BRXT R

TRIEBRER.

VIIR)TY R SSH ARSI TR 1P Mk,

ZART ssh <A%< A IPv4 sl BRT M, NS ERAIARE ; BNEE
SRR IP 3 NAT 46X 1P, AfifR global HERRAIETIEIT X IP &

BMATREBNMELHR, MRECEESMERINT (WERHA | KX
fiK)

Kube-OVN Underlay : 775 NIC > ££f NIC

Kube-OVN Overlay : 352 NIC > &£ NIC > 37 SR BMAK STV NIC

Calico : &8 NIC > T RERAK XTIV K] NIC



REXH
i CIE

SSH

¥

SSH
RF%

32

SSH
TAIE
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Flannel : £2f NIC > 7 BOAME XS VE) NIC

EE AR ERNASHFFENKECE | (XNFEAS A Underlay F RIS R
AN R B RT A.

WERREARIRIINEML . AAEE AT EMNEROA NIC , Al RJRACE T R
NIC,

SSH lkF¥sHS , Bz 22 .

SSH A% , FhEF root RREAF , Hla0 root

ERIEIARIERT RK SSHIEM . X4 global ERITTIAEIKIET SSH 1i(A)
RN R (30 global SEFSWHEMALER—FM ; TR IPA global &
BIUAEFARNAN IP) B, SFFBNFFXHRERIEEXS . RERE
Ja , Ed AR FEET A,

EE : HETMNSEF SOCKSS I,

Vala)t  (CIRARSS-25t | 5030 192.168.1.1:1080
Bra nRIERSSEHA A,

SERD © i AMRER AR5 2R D,

BRHEMNT RAAEAREXMNEER. ERasE


http://localhost:4173/container_platform/zh/configure/networking/functions/configure_subnet.html#kube-ovn_underlay_bridge_network
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Y FIRALAE root ARKA R KXV SSH 2/,
w40 - BIRMHEE root AR FEAR R,

B URIXHAAERC E NIRRT AT |, FFRMRMT RXHEE,

REE  EFEFURENTENEAT  THRASRIREITIORIS SHE ,
o R E TR EBIR.

R RERBIEARIE — R RFRETREUE.

T RS

\

=z
=
(BN

EE

o [RUMARCESL , FRNREY RS, MRAREVRSBERNATH , BERAURRTTEE
'

o AMARKeySEASHKeyER , MABEERINARLE.
BAFDIR

1. Ry RSMEITY REWECERIE. AR RRETY RS

2 UiAA

dockerExtraArgs , Docker IERMICE S% , BB A
Docker %% /etc/sysconfig/docker . AEIWNEH ., BIBEIL daemon.json ALE
Docker , FRAREXNTEREE.

Kubelet %%
kubeletExtraArgs , Kubelet BIZRSMNICE 55K,



Controller

Manager £-%§

Scheduler &
m

APIServer &
o

APIServer
URL

C S IES
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EE YA BENKEK T IPE SHE , RESBEIERZNA
B Kubelet 24§ , ##4 max-pods , BN TR IP¥E , AT REEH
R{E— SAE{THR A Pod . A B ERAER.

1£ Kubelet S8BT max-pods: HAFIE(T Pod % SRENESER
ZAE. AVHEEIERE , ERNERZNAE (TR IP#E) SR
T 256 .

controllerManagerExtraArgs , Controller Manager [IZSMNICE S %K.
schedulerExtraArgs , Scheduler KEMIMNICE S %K.
apiServerExtraArgs , APIServer [RIZISMICE S5,

publicAlternativeNames , IEF APIServer i[ajitiit., {XAJ3ET IP 8%
34 , &K 253 7.

SRERGEE  DBEMEIIRCERTE , A Fahsgulk Atk
BAKRIER.

4. RTBE. WEKIREIERHSIR , KRS AGEF.

CUFEIEEIS (S

EEAEIE
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FEEHIRTE , TERCARERIIR, MTRENIETRER , TEFPITHE.
BRAELSIR

1. RERREANN NEIRERPITHE.

2. BHPITHESNEIES |, AfEEEHHITHE (status.conditions)

[ |

R BEIFUN TR THRRRBRSEE RRN |, BRFREENNER (#EEa3F)
+t, aTEEERVEN (status.conditions.reason) .

REXTE

SRAETAR , TR E SR E TR ERMERE F.
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Menu

RATFEEHIFm

Hosted Control Plane (HCP) & —fE 2R ML EHEIEET | ¥t FHSITENT RN E.
BNEHNEH T EES RN WIHTEETEERT |, N RIRIERE | IMRER AT
R, FHEF L ERHRER] Y R,

Note

K21 Hosted Control Plane fRIAIREHIS R ESR N FAARE , ATLA Hosted Control Plane FISC#4
IRFEVE RN ST RS L R 3EE 72 Hosted Control Plane 7,



https://docs.alauda.io/hosted-control-plane/zh/
https://docs.alauda.io/hosted-control-plane/zh/
https://docs.alauda.io/hosted-control-plane/zh/
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Menu ZARTUMEYE >

\ \
SR RALKY
£ FIF Kubernetes i A BARZ node-role.kubernetes.io/<role> RKATT RO ECA B
B, ATHRFE , FTOTRHERETR N B,

BOAMBAT , RREAIMMIEINT R 6 FET RMTETR , 2ARTASEH L
VESRERAINY AR TAERE,

FEERF

o FHIFET RIS HAEIRE node-role.kubernetes.io/control-plane .

FE
1£ Kubernetes v1.24 Z & , #1Xt{FFAR% node-role.kubernetes.io/master SRARICIZH
FETR. ARSHERAE , X PAREIE A ARAAESFE T R B SRS

o THETRENZBAENRE , EARMITUEI AT R ECA GARE node-

role.kubernetes.io/worker .,

R T XLEROARI A BARESS , REATAETIE T R EE X BE XA AL , Ddt—2K ek
ARRKITIEESEY. Bian -

o {RAJRARINMAEIRE node-role.kubernetes.io/infra , ¥ P EFEERN infra T , BT A&ASE
IR LR 4,

o YRATBURINA BARE node-role.kubernetes.io/log , ¥ RIEREA log TR , FITHATHAE

AT URANALEE infra TRMBEXART R , PR TERBIBEIXLET R L.

H=x
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EIEART LR LA Infra T
RN Infra 7 i,
HFR 10 AT REIRAR Infra £ RS
HIR 2 1 AT RRIFRNER
TR 3 1 WIEAREATS R
¥ Pod :F#4%! Infra i m
B T Rk
ENXBEXNAET RN —RER
HIR 1 FNEE B ERE
HIR 2 1 RIS R
1% 3 WIERCE
B PR ERTREAMGHTR
T2 1 : %N Log FabREE
HIR 2 1 AT RIRINER

PR 3 WUEAREMT5 R

FAEART AR E B EAIFE Infra TR

BAMBERT , SERBIEHFET /A TETR. MRS ELTET RIEERN T TR
EiR A infra TR, FRFNAXLT RN A BARENT R,

EE
ATERE(CERTIEART LR, RINTERERATIFESER (HI20EiT Alauda Container

Platform EKS Provider £EEHHHFHEIEM EKS FEEEER) | S AEHET R E AR A#H4E
AERERE EPIT.

A0 Infra o &y,

IR 1 AT R EIRAN Infra f3EARE
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kubectl label nodes 192.168.143.133 node-role.kubernetes.io/infra="" --overwrite
AT R 192.168.143.133 i~ 0 infra A RAFREZ : node-role.kubernetes.io/infra: "" , 3R

| S

A RVA infra T,

N

iq% 2 . ﬁ‘j—ﬂ TSy J\/ﬁ/’i‘i\j]u “\\

FBFIE R T AEREGAEER infra T, RIS M

kubectl taint nodes 192.168.143.133 node-role.kubernetes.io/infra=reserved:NoSchedule

ZanA AT = 192.168.143.133 5 A node-role.kubernetes.io/infra=reserved:NoSchedule
= BziE RN AARERAERI T .

% 5& 3: g‘AlIEjoKan/l.l_n\\

\

i

BN RERDHE infra ABEIRENITR

Name: 192.168.143.133

Roles: infra

Labels: node-role.kubernetes.io/infra=reserved

Taints: node-role.kubernetes.io/infra=reserved:NoSchedule

it 3R M 192.168.143.133 E#AECE A infra 1T s, , FFm B3R node-

role.kubernetes.io/infra=reserved:NoSchedule ,

¥ Pod 1752 Infra i m

RIFABRATE Pod FEE infra T , FEHTUUTECE :

o {FH nodeSelector F55E infra f IR,

o BCEXTVMAZITR (tolerations) MIAZ infra 15 mMi5 .
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THEE—MECE MIZTTAE infra 17 /L) Deployment JRAI7EE,

apiVersion: apps/v1
kind: Pod
metadata:
name: infra-pod-demo
namespace: default

spec:

nodeSelector:

node-role.kubernetes.io/infra:
tolerations:
- effect: NoSchedule
key: node-role.kubernetes.io/infra
value: reserved

operator: Equal

nodeSelector #fj{F Pod R EZIHEHHRE node-role.kubernetes.io/infra: "" P H , BAHC
B Pod 2755 node-role.kubernetes.io/infra=reserved:NoSchedule .

BIXLERE |, Pod ¥4AEE infra T,
EE

@1 OLM Operators & BB R IEH Pod A—ERETFEE] infra T e , B AFREREUR
T%& Operator B & RHRMHAHACE.

BN T Rk

BT infra %, ARATREEASR T ISR R e S S
S

AN, FERS

FAINEL N TN RNECEZ BEXARKERNVTR , BHEZABEXNAETR.

ENBEENAET RN—RDBHE

RSB infra 3T A2,
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SR 1 B E XA AR

nmn

kubectl label nodes <node> node-role.kubernetes.io/<role>="" --overwrite

¥ <role> BHAFHIEM A BLHFR , 20 monitoring, storage 3 log.

HIR 2 0 RIS F

kubectl taint nodes <node> node-role.kubernetes.io/<role>=<value>:NoSchedule

¥ <role> B AFHKBENAREFR , <value> B AHFE KA | 70 reserved 3%
dedicated, Z{E A% , (BB BT A RBRFN ST,

IR 3 WuFAcE

kubectl describe node <node>

ffgfR Labels # Taints FEE RMIFHBENAGALE.

B BIRTRTHEAGHNT R
MRAFAECREFIRTREREAGFNT R, ATRUAN log A6, BRIREMNT.
5IR 1 : 0 Log AR

kubectl label nodes 192.168.143.133 node-role.kubernetes.io/log="" --overurite
IR RIAT RTEE BT HEMX TR,
HIR 2 AT RANITR

kubectl taint nodes 192.168.143.133 node-role.kubernetes.io/log=reserved:NoSchedule

Za R IEA B R T ERERAEERZT =,
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IR 3 1 BUFAREHT R

Name: 192.168.143.133

Roles: log

Labels: node-role.kubernetes.io/log=reserved

Taints: node-role.kubernetes.io/log=reserved:NoSchedule

AT mETHECE R log TR , FH B MM AR5 .

BT PAESCE , (R ARTET m TR A& B 9otk Kubernetes T , I-FA LERERE
M RS A ER L E S EN T AL,
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= Menu ZARTUMEYE >

etcd &

AIERTE BN, THAEAIIR{E ACP 4 etcd Encryption Manager , PASRIREE BN etcd %iiE
MEBEEAR B shit ik,

TR IFAETE etcd FRBUBEIRE (20 secrets F configmaps) {FRARESEIANE , NMERE
BT LM,

Bsx

H

TrRE
FABCE

S (S
ALE

R

5N, Cluster Plugin 3REXVEE R,

A -

EE
o YHIXFF:

e On-Premises £


http://localhost:4173/container_platform/zh/extend/cluster_plugin.html

etcd /%% - Alauda Container Platform
o DCS &7
o RHr:

e global cluster

TR

TG , 21 kube-system #p4ZTEEJEFE— etcd-encryption-manager F55%HI2% |, iXIEtH2S :

o THIFH eted BIRMERELA.

REBRIE 8 MEAASHFRIRFRS .
BB R LRINETE.

il kube-apiserver BIIERFTELA.
BEnIRBRIR , ERANERAENMELRIE.

FEBMRMELTET , KRHRIFRE.

MIABCE

S (=]
&R secrets, configmaps
MEHEE  256-bit AES-GCM

ARG 168 /B (7 K)

eSS
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L& XX

/etc/kubernetes/encryption-provider.conf
/etc/kubernetes/encryption-provider-history.bak

/etc/kubernetes/encryption-provider-bak/

RERE
EATIA T 418 URTIHHORTS -

kubectl get EtcdEncryptionConfig default -o yaml

B

ot
LA
FREHER (ATRE)

TR MNEBCE RR A
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apiVersion: cluster.alauda.io/v1alphal
kind: EtcdEncryptionConfig
metadata:
name: default
spec:
resources:
- secrets
- configmaps
rotationInterval: 168h@m@s
type: aesgcm
status:
deployStatus:
192.168.100.1:
revision: 3
state: Success
192.168.100.2:
revision: 3
state: Success
192.168.100.3:
revision: 3
state: Success
migration:
completeTimestamp: "2025-05-27T05:47:012"
resources:
- secrets
- configmaps
revision: 3
state: Success

revision: 3
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Menu

PURCIEES S

PN E GG FEARSNT Rk

£ Manager 5RBE{fL{t. Pod T4£&E

FH AL BERIE
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Menu ALY >

MNNE R R CERISNE At

Overview
Prerequisites
Procedure

ALE ¥ & %G C R R

Overview
9 global EERHER Platform Built-in EHEAEN | WHERES thAFE RO EREEG.
G OERUN global EENIAEHRMIRS | RNV £ BT S AR

FERLEGET  WEERTRIUEERIR global EHNGRBRCEMI—AIZN global &
U TRARIETC , MbSERUT AR RSOOSR,

KIEFNM BN AT B EBOAGG G FERCE — SN VIR AL , DUENV SRR REMBHUERER
&.

Prerequisites

a2 HT , EHEEUNTAR :

o PSSR RATIRIIEA
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. AIERE P Hi
o IWBXT VBN SSLIUEH

WARNING

o BB WS FEVIRHAEARR]
o WIRABAK IP HAREBREHRRE global SKEFAEHIFETR

Procedure

o B & 5% 6 BT E% FR AL

1L B A NARERRESBE] global EFE—ZHIFETR

2. QAL IEBK TLS secret :

kubectl create secret tls registry-address.tls --cert=<certificate-filename> --key=
<key-filename> -n kube-system

B

kubectl create secret tls registry-address.tls --cert=custom.crt --key=custom.key -n

kube-system

FEE  QEERE , E%IT global EERE kube-system #348 ZS[E)T registry-address.tls
secret JIITHARTE] | MEBREHAFHT & 2.

3. £ global EERHE—I%HFHT A& ingress AR :
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REGISTRY_DOMAIN_NAME=<www.registry.com> # Ei A{/REIATV[a)5 &
cat << EOF | kubectl create -f -
apiVersion: networking.k8s.io/v1
kind: Ingress
metadata:
annotations:
nginx.ingress.kubernetes.io/backend-protocol: HTTPS
name: registry-address
namespace: kube-system
labels:
service_name: registry
spec:
rules:
- host: $REGISTRY_DOMAIN_NAME
http:
paths:
- backend:
service:
name: registry
port:
number: 443
path: /v2/
pathType: ImplementationSpecific
- backend:
service:
name: registry
port:
number: 443
path: /v2/_catalog
pathType: ImplementationSpecific
- backend:
service:
name: registry
port:
number: 443
path: /v2/.+/tags/list
pathType: ImplementationSpecific
- backend:
service:
name: registry
port:
number: 443
path: /v2/.+/manifests/[A-Za-z0-9_+.-:]+
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pathType: ImplementationSpecific
- backend:
service:
name: registry
port:
number: 443
path: /v2/.+/blobls/[A-Za-z0-9-:]+
pathType: ImplementationSpecific
- backend:
service:
name: registry
port:
number: 443
path: /v2/.+/blobls/uploads/[A-Za-z0-9-:]+
pathType: ImplementationSpecific
- backend:
service:
name: registry
port:
number: 443
path: /auth/token
pathType: ImplementationSpecific
tls:
- secretName: registry-address.tls
hosts:
- $REGISTRY_DOMAIN_NAME
EOF

REZEBL ... created FIK~ ingress BIEE TN,

4. KB B TE1E Registry Service RIR :

kubectl -n kube-system get svc | grep registry

# Service AMFFE , FRAN TGS LEE -
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cat << EOF | kubectl create -f -
apiVersion: v1
kind: Service
metadata:
labels:
name: registry
service_name: registry
name: registry

namespace: kube-system

spec:
ports:

- protocol: TCP
port: 443
targetPort: 60080

selector:

component: registry
type: ClusterIP
EOF

5. BRI B IUGECE ¢

crictl pull <registry-domain-name>/automation/qaimages:helloworld

%

docker pull <registry-domain-name>/automation/qaimages:helloworld
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Menu ZARTUMEYE >

Bk

Overview
R G FERS
Docker 5 Containerd X 5]
FHa4
AREES
HESS ML
CNI F£&STEE

Overview

Container Runtime 2 Kubernetes [tz OAEE , SRR BIRE GBS WA FH.
BT A eI ERE , AJRLGHE Containerd 3% Docker 1z THSZE 14,

JEE : Kubernetes 1.24 & PAERRANEE A X #F Docker 121Th, B A#HEFRIZITH 2
Containerd, NER{NFEF A Docker iz1THT , WIRSTE feature gate F S cri-docker , ARE
TERIR SR ITE4E Docker fEMETTRZAM. Bk feature gate KHFEMFNE , 1S I, Feature

Gate Configuration,

PRIRGEIF TSR


http://localhost:4173/container_platform/zh/configure/feature_toggles.html#feature_toggles
http://localhost:4173/container_platform/zh/configure/feature_toggles.html#feature_toggles

1¥EF¥ Containerd

o MR

o AT
o FENFEE

o JBREDHTREIR
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1%EF¢ Docker

% 5 docker-in-docker

AFET S _E{ER docker build/push/save/load

AT LA Docker API

¥ #F docker compose Ef docker swarm

Docker 5 Containerd X5

% R

Containerd

crictl ps
crictl inspect
crictl logs
crictl exec
crictl attach
crictl stats
crictl create
crictl start
crictl stop
crictl rm
crictl images

crictl pull

Docker
docker ps
docker inspect
docker logs
docker exec
docker attach
docker stats
docker create
docker start
docker stop
docker rm
docker images

docker pull

WA
BEETTRA R
BERFVENE
BERHBEE
ERHENPITHS
EpIESIPAES
BRI RIRMEREN
e
SRR
LRI
MRS 25
BEHBIR

FIERBE 1R

A
Ap

4
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Containerd Docker iEA
None docker push HEIX G5 1%
crictl rmi docker rmi il[ERERES
crictl pods None AE Pod ¥k
crictl inspectp None #EZE Pod Vi
crictl runp None Ja3) Pod
crictl stopp docker images BEHER
ctr images Is None {Z1F Pod
crictl stopp docker load/save = S A/SHHE
ctr images import/export None 51k Pod
ctr images pull/push docker pull/push FEUHEIE S
ctr images tag docker tag BBITRE

HARAEER
o Docker ¥E4 Kubernetes B z5z1THTHIEARAXERRN :
kubelet > cri-dockerd > dockerd > containerd > runC
o Containerd {£4 Kubernetes A5 121 TREVARXEERNA -
kubelet > cri 4 (7E containerd ###29) > containerd > runC

Hgk - B dockerd 30T swarm &8, docker build 1 Docker APl Z£ThBE |, (B ATHES|
bug , FHIENMFAAEELS. Containerd VAAsEEE , AHE /D, IREMES , EIEEEDHT
W \J\/ﬁ

/L;\ %%)’%&XT I;lfn
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Docker

¥ Docker ¥EA Kubernetes A #5121THJET |
A # B Docker f74i#7E
/var/lib/docker/containers/$CONTAINERID =
HXT. Kubelet £7f /var/log/pods M
/var/log/containers BIIEFEEZBER F A
RS SHEE.

£ Docker FLELHHTERE :
"log-driver": "json-file",
"log-opts": {"max-size": "100m", "max-file":

|l5ll}

B¥IESIEEF "data-root” (ZRIAR
/var/lib/docker ) ,

CNI P2 x5 bk,

Containerd

¥ Containerd ¥E2k Kubernetes
BT , ZEEE
Kubelet ZZ&7E
/var/log/pods/$CONTAINER_NAME H
=l ?FZE /var/log/containers
B kel tam BEX R RTS 6
&%,

7 — : 7 kubelet 215

—
i€ :

--container-log-max-files=5
--container-log-max-size="100Mi"
A2 — : 7£ KubeletConfiguration
PIERE :

"containerLogMaxSize": "100Mi",

"containerLogMaxFiles": 5,

BIEBRFTS4EH /var/log/pods F§
MEIEEFER R TRER.
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XTEbIn Docker Containerd
pialilis _ £ f{7E Containerd Ff cri-plugin
cri-dockerd .
CNI (containerd 1.1 Z J&)

Containerd BE 4 (toml)
AL cri-dockerd ¥, --cni-conf-dir [plugins.cri.cni]
H CNI --cni-bin-dir --cni-cache-dir bin_dir = "/opt/cni/bin"

conf_dir = "/etc/cni/net.d"
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Menu ALY >

{ /| Manager RS {,{t, Pod M&E

AF5mM Kubernetes (B ETHE IR T —H A BT B3N AT , N804 5 FAANSIE
CPU ManagerPolicy, Memory ManagerPolicy #1 Topology ManagerPolicy, & #/1fi
CPU 4BE. NUMA FEFMFIFRFING T , AT PUA SRR TEfREd H— AR FE UAIMERE.

Bk

SUEIFIRTHR S+

HREFFAA : 7”HBI Kubelet BLE
2N{A & reservedMemory

v FBCE

Uk

REERIEMIT A

ANiE

SO ETIE SR A

A MR
o FEMPFEOVIIAIR. kubectl BIFAURMARLT A SSH i aIALR.
TAEREESK

o ASKIEF CPU 1 NUMA =0t |, Pod iz 1T4E Guaranteed QoS 2551 : requests =
limits B CPU DASTEAZEIEE (5120 2. 4) .
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ENEFARES

o HugePages NEATERSLEIAN. #0% HugePages X#F , X ARBHZFFHIBA.

RIFFF4E : 7~ Kubelet Bt &

U FELRNZE] /var/lib/kubelet/config.yaml , FFARIERHIFEHZEINE -

cpuManagerPolicy: "static"

cpuManagerPolicyOptions:
full-pcpus-only: "true"

cpuManagerReconcilePeriod: "5s"

nn

reservedSystemCPUs:

memoryManagerPolicy: "Static"
reservedMemory:
- numaNode: 0
limits:
memory: "2048Mi"
- numaNode: 1
limits:

memory: "2048Mi"

topologyManagerPolicy: "single-numa-node"

topologyManagerScope: "pod"

WiAR :

e full-pcpus-only: "true" BBENTHEFHER—Z4E.
o topologyManagerScope: pod Hf§fR[E— Pod NIKIA 23X FF2IFEIHK NUMA FRFh.
e reservedMemory WAMFET kubelet BeEAIKEREITE GENLT—T) .
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. St
WAV THE reservedMemory
TEAR :
R_total = kubeReserved(memory) + systemReserved(memory) + evictionHard(memory.available)

BB NUMA TR reservediemory Z MIASAZET R _total
HR (5% N D NUMA T R)

1. 318 R total (HAfz Mi) .

2. TEBAMRE :

» base = floor(R_total / N)

e rem = R_total — base x N
3. oA -

e NUMA I = 0 = base + rem

o H#%& NUMA TR = base
R (241 NUMA i)

¢ kubeReserved=512Mi , systemReserved=512Mi , evictionHard=100Mi - R_total =
1124Mi

e base=562 ,rem=0

reservedMemory:
- numaNode: 0
limits:
memory: "562Mi"
- numaNode: 1
limits:

memory: "562Mi"



{3 Manager SRR&{4k, Pod t4AE - Alauda Container Platform

v FARCE
LARSESS AR T
1. e AT EFHIRE Pod

kubectl cordon <node>

kubectl drain <node> --ignore-daemonsets --delete-emptydir-data
2. {£1F Kubelet FHEERE

sudo systemctl stop kubelet
sudo rm -f /var/lib/kubelet/cpu_manager_state

sudo rm -f /var/lib/kubelet/memory_manager_state

3. BTt /53) Kubelet

sudo systemctl daemon-reload

sudo systemctl start kubelet

Kt

4.

_ﬂ"-

KET R
kubectl uncordon <node>

o XtF DaemonSet #1Z&%Z; Pod , & B E B4 Pod.

5. WIFRERE

kubectl get nodes
kubectl get pods -A -o wide | grep <node>

Al

CPU ManagerPolicy K
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sudo cat /var/lib/kubelet/cpu_manager_state | jq .

"E

e .policyName = "static"
e .defaultCpuSet ¥|H3IEEH CPU
e .entries BIRAZT CPU MOELXHR

Memory ManagerPolicy k&

sudo cat /var/lib/kubelet/memory_manager_state | jq .

KE :

e .policyName = "Static"

o REBNTEEFULAL R_total

o Guaranteed Pod fR#E single-numa-node $RE&ABECEIXTR. NUMA T &

KARRIEANIT A
CPU ManagerPolicy

o B : 5 Guaranteed Pod 4y ficyhs #3E CPU
e BCE : cpuManagerPolicy: static , full-pcpus-only: "true"

o 177 : {23} Guaranteed Pod 434 ; Burstable/BestEffort <3520

Memory ManagerPolicy

o B : £ NUMA 7 2R AT F X4 Fr a7

e BCZE : memoryManagerPolicy: "Static" , reservedMemory

e 1728 : 5 Topology ManagerPolicy Bt &R = 1{E

Topology ManagerPolicy
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o B £ NUMA TR ESIFF CPU, A& S BC
o BgE : topologyManagerPolicy: single-numa-node , topologyManagerScope: pod

o #8831 : best-effort, restricted. single-numa-node (™4&)

¥ N

NUMA node : JEZ—RN1F5[a)8,

CPU pinning : ¥ &8585 2% CPU
NUMA affinity : {£5c{# 5 CPU [E— NUMA T & fN7E

Topology alignment : ¥ CPU., RNFEFIR&ELETRE— NUMA T &

Guaranteed Pod : requests = limits ; CPU DATeEAZEFEE
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Menu ALY >

Updating Public Repository Credentials

Bk

Overview

Procedure

Overview

Public Repository R—PHFERERATFEIKMERECERS. UEFEERFR Public
Repository {EN4EGCER , EEEHINEM public-registry-credential Cloud Credentials ,
AR & BR N A B ER IR .

Procedure

1. %F REE Customer Portal , 3\ L FSEE FREESASH AUVEIR 545 FHRE
RLRPAESTAE,

2. 75 BB B I AZZMS AL | Bt &3¢ > Cloud Credential,

3 HEILA public-registry-credential MIZEIE , SavAM FHEESPH EH.

4. 7 BN EERNE ¥4 , EEEIN RER Customer Portal FEEAES 4.

5. i SEHT I FHEY.
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