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ST

gt R IE AT HFEMIRNZEN X, BANFEERSHFRINERARSENFMED | a3t
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BRAFSIR

ety
BRAFSIR

BERNZ DML
BRAFSIR

BIZF

&7 AN M\ EECE T 2T AR fEbsh | AT DAGIR KA SR 77 fifith.

K - R—FEERN , ARAFFE— XA FEN— SR | TR R S A 812
AN

LN BEH&.

2. HAEMSIFE [ FAEEE > N HTFE.



EIR{ZHEM - Alauda Container Platform

3.1 RRHER MBI , M TRINE et BIE , Ry BRI,

4. BB TR BABCEE RS

28 WiEA

i S A E it
- XM feftRe . ATERAY REOKZEXHFMERS  ERTX
fFHHZE. BREHFIR.
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B o YERHFKANStandardl : FIAEES , TTRMBIRR &R
;ﬁ (BRI, BRSNS TEE ASHER,
o YWEMAAINExtended @ BIAEENAK4 , BB,
o L& BEAT N Standardhy TR IRNINE SR KM KR & 2K
R
ij . ERRE TS | BRI RS 2R

o AAREFREFIE  WRKEFHBNITA R ST ELEFE.

o YEHIINEXtendedi | ASTFFRIMREIREL,

WMREXRFHEIE , WA IBCERL T 2%

S LA
Region 6 E FE Tt BT FE RIS,
Gateway Type ZAKS3 , BARAEHM .,
Internal Port TEE L FFNER RGO .

External Access J2 B2 B ANER T IR) B 2 /48 2 NodePortZE R i Service.,
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2 WtAA

Instance Count SR FER R IRSBIEE .

5. milr AU,

il e o

WREMSEINFEABTER | o IEMRIRSFESN I AR 44,

BAEDIR
1. F#N BHRA,
2. EEMIAE [T FFHEETE > D7,
3.1 RRHER R , M TRINE 7t DI, R ERIFRRFEMSH | > Bk,
4. PRESETN MN\TFAEAFR.

5. iy Mk,

BEXRIFfE I

PSSR |, TABE R F RSN R,

BAELIR
1. #HN EHEA,
2. FEZEMS AL I KSR > ST,
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2. EEMSIE R FFAEEE > NHIFE.
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Menu ALY >

AR IR &R

Bk

AR A2
EEEm
BRIEDIR

IR %
BRIEDIR

BERT

AR & 28

SR BT AT REEEEIRAFHRNFZENERNNE , RIEFETREENREE,
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SRR Extend B, RSHFRIME &R,

BRAEDIR
L BN BIER.

2. EEMIAE [T FHEETE > D mTFE,
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3. Rt WEX HRER,

4. Ry &S, FIRIELL T RBECEMR RS E.

28 1tEA
- BWELNEBR., RELLBHABEFERUTLZFR 1 hdd | ssd |
" nvme
WETRPH TAEE 3 R WHEE X,
o YFBETREFFXRIFEN : BN R THAETRERMENLIRE
X % .
#

o YEATERETTRIAN : FHMATRTTRENLR , Fl40

sda .

IR
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BAELIR
LB\ BER,
2. EEMSHR AT TR > HHRAM.
3. A WA ARET.

4. EREFAMRE AINEE , FREUTRAR RIS,
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o HE XN EREREAH OUT+DOWN,
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BRI
JRBARE

BeH4
Pk H 2R

Business Cluster Business Cluster

csi i
provisioner m m provisioner
csi plugin csi plugin csi plugin csi plugin csi plugin csi plugin

Storage Cluster

Rook Operator

EN El ENEl Kl K

Fh R EsK



L EERENBTHMINIEME - Alauda Container Platform
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o 95% AR (“BiR") : FHRTEFR , FMGSTUERRTE , EIAEKARTF AT,
BRI B R IEFEE R , BRIRS TR,
3. P BFEN

o R MIET RIRINFERE.
o iy B FIREMRET R TREY &,
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SIS
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Switch/VLAN

Sotrage Cluster Business Cluster

Public network

Switch/VLAN

Cluster network

I I ] I
Storage node Storage node3

Internal network Internal network

SDN switch SDN switch

I

P -RRFREK
1 TR

o NMMEFIEREMLRINT 10GhE HESERMK.
2. MR R

o AT AREMARMLEKM R E L0GhE S E 5.

BRAELIR

1) #FZ Operator

1N EHEA,

2. EEMK B QT FHEEE > o hTFE.

3. |\ SEPAIEE.

4. 1 #B% Operator [ S WA , M4 A BBFE Operator %4,

o B BBkEEE T —253Rk7R Operator & AT,

o AEPELRM , BIRIER IR~ GEE BIEEHEFEEHER , EFHEIE Operator ; &
FREISHRFEEER , it NARIE , KLEEEHZE K rook-operator R
% rook-operator,
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2) B3 ceph &8
AETFREEE BLEN PS5 TS
> mHEE

SR -

e public network cidr : ZZE/AM ML CIDR (flan - 10.0.1.0/24 )
e cluster network cidr : TEigEEMZEHK CIDR (4170 - 10.0.2.0/24 )

- storage devices : 1§ E N MAFHEEARFHEIRE.
RBIRE

nodes:
- name: storage-node-01
devices:
- name: /dev/disk/by-id/wwn-0x5000ccad1dd27d60
useAllDevices: false
- name: storage-node-02
devices:
- name: sdb
- name: sdc
useAllDevices: false
- name: storage-node-03
devices:
- name: sdb
- name: sdc

useAllDevices: false

2N

1 AL World Wide Name (WWN) #1TiaEf % , B RIKIIME BB REL AR & 1K
1240 sdb

3 IR

RFE=FIiEnIE | RIS FoRIEFEIE.
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RIS
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Menu ATURE >

BN I TF

AR FEMIR rook-ceph SEREFFEMBIEMMERE , MIRMAIARRIFE N AR STAR

B=x

EEZEm

BAEDTR
k& VolumeSnapshotClasses
% StorageClasses
e
#F% ceph-cluster

#F% rook-operator

PATIEIE AR
JEIE A
EFEEM
HRAESTE

B

1E)51H rook-ceph Z 77 , MR FTA{EF Ceph &1 PVC 1 PV FIRE IR,
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BRAEDIR

1) #% VolumeSnapshotClasses

1. #f& VolumeSnapshotClasses,

kubectl delete VolumeSnapshot(Class csi-cephfs-snapshotclass csi-rbd-
snapshotclass

2. IF VolumeSnapshotClasses 2 A5,

kubectl get VolumeSnapshotClass | grep csi-cephfs-snapshotclass
kubectl get VolumeSnapshotClass | grep csi-rbd-snapshotclass

Lixa ST |, FRoRBETA.

2 #f& StorageClasses

1. 3t )\ Administrator,
2. A MSHAE S Storage Management > Storage Classes,

3. & i > Delete , Mif&FTE{FEF Ceph £ XK StorageClasses,

3 Bk AEfED
RN TR E— S FHhaT
1. 3 )\ Administrator,
2. EEMES i S E Storage Management > Distributed Storage.

3. 7£ Storage Pool Area , ;i : > Delete , BN ATE fEfEID, UFEMEMXIREIR
No Storage Pools i , FR/RFE/ME M.

4. (A]3%E) WNREEHEIK Extended , WFHEFEE R Master T RBITA T4, k%
BIEHKNE T,
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kubectl -n rook-ceph delete cephblockpool -1 cpaas.io/builtin=true

e Ry :
cephblockpool.ceph.rook.io "builtin-mgr" deleted
4 % ceph-cluster

it JVE St M it A SE AL

1. S ceph-cluster 3+ /25K,

kubectl -n rook-ceph patch cephcluster ceph-cluster --type merge -p '{"spec":

{"cleanupPolicy":{"confirmation":"yes-really-destroy-data"}}}'

2. % ceph-cluster,

kubectl delete cephcluster ceph-cluster -n rook-ceph

3. WIBRMITIBEK] jobs,

kubectl delete jobs --all -n rook-ceph

4. BIF ceph-cluster 2 &TEIRTTA.

kubectl get cephcluster -n rook-ceph | grep ceph-cluster

Lt ST |, RNIEETTA.
5 #Hi% rook-operator

WM AT L — B JFdT.

1. & rook-operator,
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kubectl -n rook-ceph delete subscriptions.operators.coreos.com rook-operator

. IF rook-operator B AVEIRTEAR.

kubectl get subscriptions.operators.coreos.com -n rook-ceph | grep rook-operator

Ltan ST, FRRIBE T,

. FFTA ConfigMaps 2 &/ E/5HE.

kubectl get configmap -n rook-ceph

Ut STRmEE |, FoREETEMR. MAWMHER  BITUATH4EER |, Bk
<configmap> ASRFREL .

kubectl -n rook-ceph patch configmap <configmap> --type merge -p '{"metadata":
{"finalizers": []}}'

.IVFFRA Secrets EACEIE,

kubectl get secret -n rook-ceph

Ytrdr ST |, RONEIETR. WMBWMEER  PITUUTaSEE | B
<secret> ASCFRifiH .

kubectl -n rook-ceph patch secrets <secret> --type merge -p '{"metadata":
{"finalizers": [1}}'

. I rook-ceph 2 &75IETAK,.

kubectl get all -n rook-ceph

Lltar STt |, FRRTBETA.
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4—J=k=
PATIRIE A

TTARLAL LSRG , RN Kubernetes 1 Ceph MR EIFRDIEETE. T REEFEIM
_F rook-ceph fIZEE .

EFEES

clean-rook.sh JEIRIARNSINTF :

> AhER

TESM

N

THHEAMKK sgdisk 554, EHREPITIHERNARIE R %04,

o Ubuntu L2454 : sudo apt install gdisk

o RedHat g CentOS %3454 : sudo yum install gdisk

BAELIR

1. FENV S5 SR B ERE N A AT G B L5 EPITIRIEMZ clean-rook.sh,

sh clean-rook.sh /dev/[device_name]

78] 1 sh clean-rook.sh /dev/vdb
HUTHAIRTRIARTHASIERRE , WARH ves FAAHE.

2. €M lsblk -f MSBERNAXEE. HxmSWLF FSTYPE JINTH | FoR7E
L
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Menu ZARTUMEYE >

XA FE K

CephFS Mirror ;& Ceph XHFRZGH—1DIRE , B ESIAR Ceph £ 2 BT LIHIER
B, NI HEEHRNIERE . A OThEERUTE &R LR  HRET SR AERE
B, R ERBEBIRRFEERS .

WARNING

+ CephFS Mirror ETHRBHITIEERS |, ZOARRERAS/NNT—X (TRE) . EREHZE
HZEFPIREE 2 —MREBFEHNEANNEIEE.

« CephFS Mirror {UR K EFEEIER &M , ToELIE Kubernetes BIFEH &4, BEETFEN
£ 5K E ThEEXT PVC 1 PV &EBITR4.

B=x

ENTS
BHECE
[HIE7 563
BRAELIR
£ Secondary S 7¥ 5 FISCHAH7Ai# i) Mirror THAE
FREX Peer Token
1£ Primary S£3$413& Peer Secret
1£ Primary S35 RSB Mirror THEE
£ Primary &322 Mirror Daemon
HUE Y%

B 51
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ANE

NS WiAA
Primary Cluster URMR AR BRSO,

Secondary Cluster 2 HER.

FicE

AR A

o HERMMEEHRE Alauda Build it Rook-Ceph ISR , 43514 Primary S£3£F1
Secondary &8 |, M{REFEMNK BB,

o MAEIFRANTAIRA (v3.12 KAL) PIRRFIF—3K,
 7£ Primary 1 Secondary &3 2 AlCIE 2 HFMER S
o 7£ Primary 1 Secondary & & 8132 [R] & KX 4 fEit.

BAELIR

1) 7 Secondary &3 3 B 72 f& A Mirror ThaE

1t Secondary &£ & Control TTEHITA T4 -

B41T

kubectl -n rook-ceph patch cephfilesystem <fs-name> \

--type merge -p '{"spec":{"mirroring":{"enabled": true}}}'

i
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cephfilesystem.ceph.rook.io/<fs-name> patched

SH0REA -
o <fs-name> : XHFIFHEBEZFR.
2) %%BX Peer Token
%A R RN A E R R R R E .

7£ Secondary &2 Control T EPITUA T R4 -

3
<>

kubectl get secret -n rook-ceph \
$(kubectl -n rook-ceph get cephfilesystem <fs-name> -o
jsonpath="{.status.info.fsMirrorBootstrapPeerSecretName}"') \

-0 jsonpath='{.data.token}"' | base64 -d
L
eyJmc21kIjogImMyYjAyNmMzLTA3ZGQtNDA3Z. ..

S¥EnAA -
o <fs-name> : XHFTFHEBRZFR.

3) 7£ Primary & ££41jZ Peer Secret

FKEX Secondary & &) Peer Token f5 , FE 7 Primary & 4)& Peer Secret,

£ Primary £ #£8) Control 7 RBUTEA T d54 -

)
s
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kubectl -n rook-ceph create secret generic fs-secondary-site-secret \

--from-literal=token=<token> \

--from-literal=pool=<fs-name>

it

secret/fs-secondary-site-secret created

SRR -

o <token> : FEDUR 2P ERERKSHE.,

e <fs-name> : jtﬂ???ﬁ%ﬂﬂéﬂfho

1€ Primary &2 3 AU F &) Mirror ThEE

1£ Primary &2t Control T TR T 454 -

3
&
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kubectl -n rook-ceph patch cephfilesystem <fs-name> --type merge -p \
q
"spec": {
"mirroring": {
"enabled": true,
"peers": {
"secretNames": [

"fs-secondary-site-secret"

]
i
"snapshotSchedules": [
{
"path": "/",
"interval": "<schedule-interval>"
}
I
"snapshotRetention": [
{
"path": "/",
"duration": "<retention-policy>"
}
1
}
}
}

]
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kubectl -n rook-ceph patch cephfilesystem cephfs --type merge -p \
q
"spec": {
"mirroring": {
"enabled": true,
"peers": {
"secretNames": [

"fs-secondary-site-secret"

]
i
"snapshotSchedules": [
{
"path": "/",
"interval": "1h"
}
I
"snapshotRetention": [
{
"path": "/",
"duration": "h 1"
}
1
}
}
}

it

cephfilesystem.ceph.rook.io/<fs-name> patched

S¥0REA
<fs-name> : NMAFTEfEBBFR.
<schedule-interval> : {REBBITEH , FHESEE H Y 7.

<retention-policy> : IRIGREBRME , FHEESEE TN 7.

1£ Primary & #1582 Mirror Daemon


https://docs.ceph.com/en/latest/cephfs/snap-schedule/#add-and-remove-schedules
https://docs.ceph.com/en/latest/cephfs/snap-schedule/#add-and-remove-schedules
https://docs.ceph.com/en/latest/cephfs/snap-schedule/#add-and-remove-schedules
https://docs.ceph.com/en/latest/cephfs/snap-schedule/#add-and-remove-retention-policies
https://docs.ceph.com/en/latest/cephfs/snap-schedule/#add-and-remove-retention-policies
https://docs.ceph.com/en/latest/cephfs/snap-schedule/#add-and-remove-retention-policies
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Mirror Daemon FHZISIE X FME (E/2A Mirror) MIBEELY , EHIGEIREEFE R
MR SIE T MK HEEZE Secondary SEE.

1£ Primary ££8£#4 Control 7 mBUTA T 64 -

3
&

cat << EOF | kubectl apply -f -
apiVersion: ceph.rook.io/v1
kind: CephFilesystemMirror
metadata:
name: cephfs-mirror
namespace: rook-ceph
spec:
placement:
tolerations:
- key: NoSchedule
operator: Exists
resources:
limits:
cpu: "500m"
memory: "1Gi"
requests:
cpu: "500m"
memory: "1Gi"

priorityClassName: system-node-critical
EOF

i

cephfilesystemmirror.ceph.rook.io/cephfs-mirror created

=Y

Y Primary S BE RSN |, AT DAEIE4EE(F B Secondary 2B CephFS,

AR A
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B4 Primary &8¢ Kubernetes RIR&#H IR E E Secondary &8 , B35 PVC., PV ARV
R TEfEk.
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Menu ATURE >

RIFAE IR R

RBD Mirror 2 Ceph 3k77f# (RBD) M—MZhaE , SXIFAE Ceph £H Z BRFLBIERH)
KU IGERE (DR) . HiZUIRERLE SRR LR , MR EEHLIEN &40 %
HREBREKE RS

WARNING

« RBD Mirror EFREEFHITIBERL |, OARBEEAS/NT—X (JEE) . TREHZEKE
SRR E SN T —MREBEBNKEA.

+ RBD Mirror (Ut IKEFMEEIRR % , 1T Kubernetes RIFN& . EEATFAMR &5k
5 Thieg14 PVC # PV B3,

B=x

A&

H#HEE
B 51
BRAELTR
A Primary S B HIBR T (8710 )2 25 1RE
*REX Peer Token
1£ Secondary ££#£€3& Peer Token Secret
4 Secondary SRR I2 R B NRE
7£ Secondary &#EZE Mirror Daemon
RUEZBIRE

JBAE#| Sidecar
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4132 VolumeReplicationClass

8 PVC B 4% ThAE
HEY#H

2355

BRAELIR

$JZ VolumeReplication

ANE

p/ NS WA
Primary Cluster UAMR AR BRSO,

Secondary Cluster BERMHE BEER.

FicE

AR A

YEE TN BERRERE Alauda Build fRA< Rook-Ceph BRI EE : —4 Primary &£ 8 1—4
Secondary &8 , EFEZ [BIMEEIE,

PN BB THERITFAIRA (v3.12 RELE) .

£ Primary 1 Secondary &#+ 9 8IE N AR .
£ Primary 1 Secondary S #4132 [F) & (IR A (i ..
BHRAT=ARGE LEETFELBEEREE

e quay.io/csiaddons/k8s-controller:v@.5.0
e quay.io/csiaddons/k8s-sidecar:v@.8.0

e quay.io/brancz/kube-rbac-proxy:v0.8.0
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BRAEDIR

L 7 Primary S B3R FF 0 B RS 15 ThaE
1£ Primary ££8£#4 Control 7 mBUTA T 64 -

Command

kubectl -n rook-ceph patch cephblockpool <block-pool-name> \

n n

--type merge -p '{"spec":{"mirroring":{"enabled":true, "mode":"image"}}}'

Output

cephblockpool.ceph.rook.io/<block-pool-name> patched
SHOREA
o <block-pool-name> : HRIFAEMZFR.
——=
2) %xHY Peer Token

PRSI D S AVA SE L5 St PSSl

1£ Primary 2t Control T TR T 454 -

Command

kubectl get secret -n rook-ceph \

$(kubectl get cephblockpool.ceph.rook.io <block-pool-name> -n rook-ceph -o
jsonpath="{.status.info.rbdMirrorBootstrapPeerSecretName}") \

-0 jsonpath='{.data.token}"' | base64 -d

Output

eyJmc21kIjoiMjc2N2I3ZmEtY2YwYi0@N. ..

ZEORA
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o <block-pool-name> : BRIZAEMBFR.

1t Secondary £ #4172 Peer Token Secret

1t Secondary &£ & Control TTEHITA T4 -

Command

kubectl -n rook-ceph create secret generic rbd-primary-site-secret \
--from-literal=token=<token> \
--from-literal=pool=<block-pool-name>

Output

secret/rbd-primary-site-secret created

¥R -

o <token> : MIDUR 2GREREISHE.,
o <block-pool-name> : HRIFAEMZFK.

51 Secondary & &R IFMa B RS R ThEE

1t Secondary &£ &/ Control TTEHITA T4 -

Command
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kubectl -n rook-ceph patch cephblockpool <block-pool-name> --type merge -p \
q
"spec": {
"mirroring": {

"enabled": true,

"mode": "image",

"peers": {

"secretNames": [

"rbd-primary-site-secret"

Output

cephblockpool.ceph.rook.io/<block-pool-name> patched

¥R -

o <block-pool-name> : FRTEAEMZFR,

1£ Secondary £ #53= Mirror Daemon

IN

TP T KT AETE RBD R RDHFE , BIRHIER DM RALIE,

1£ Secondary & &£/ Control T EHITA T4 -

Command

cat << EOF | kubectl apply -f -
apiVersion: ceph.rook.io/v1
kind: CephRBDMirror
metadata:

name: rbd-mirror

namespace: rook-ceph
spec:

count: 1
EOF
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Output

cephrbdmirror.ceph.rook.io/rbd-mirror created

USRS

7£ Secondary &2 Control T EPITUA T4 -

Command

kubectl get cephblockpools.ceph.rook.io <block-pool-name> -n rook-ceph -o

jsonpath="{.status.mirroringStatus.summary}’

Output

{"daemon_health":"0K", "health":"0K", "image_health":"0K", "states":{}}

ZEORA

o <block-pool-name> : BRTEAEMA TR,

A& #l Sidecar

IRESIF SN BIRE D SRIE , BASTMIENFRE | I ARG A St A1 A
.

1. ¥f2 csiaddons-controller

7£ Primary F1 Secondary & &) Control 7 mBPITA T84 -
> REEE

SR
o <registry> : FAREGCEMNE,

2. ]2 csi sidecar
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1£ Primary #1 Secondary & &g Control 7T 2P fTA T4 -

kubectl patch cm rook-ceph-operator-config -n rook-ceph --type json --patch \
[

{
"op": "add",
"path": "/data/CSI_ENABLE_OMAP_GENERATOR",
"value": "true"

¥

{
"op": "add",
"path": "/data/CSI_ENABLE_CSIADDONS",
"value": "true"

}

1

£ VolumeReplicationClass

1£ Primary #1 Secondary & & Control 7T 2P fTA T4 -

Command

cat << EOF | kubectl apply -f -
apiVersion: replication.storage.openshift.io/v1alphal
kind: VolumeReplicationClass
metadata:
name: rbd-volumereplicationclass
spec:
provisioner: rook-ceph.rbd.csi.ceph.com
parameters:
mirroringMode: snapshot
schedulingInterval: "<scheduling-interval>" 0
replication.storage.openshift.io/replication-secret-name: rook-csi-rbd-
provisioner
replication.storage.openshift.io/replication-secret-namespace: rook-ceph
EOF

Output
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volumereplicationclass.replication.storage.openshift.io/rbd-volumereplicationclass

created

1. <scheduling-interval> : VHE[EIfG , 5120 schedulinginterval: "1h" RRE 1 /T

_7RD

7 PVC [ER%BIIRE

1£ Primary &2 Control T TR T 454 -

Command

cat << EOF | kubectl apply -f -
apiVersion: replication.storage.openshift.io/v1alphal
kind: VolumeReplication
metadata:
name: <vr—name>0
namespace: <namespace> o
spec:
autoResync: false
volumeReplicationClass: rbd-volumereplicationclass
replicationState: primary
dataSource:
apiGroup: ""
kind: PersistentVolumeClaim
name: <pvc—name>9
EOF

Output

volumereplication.replication.storage.openshift.io/<mirror-pvc-name> created

1. <vr-name> : VolumeReplication S¥&&FK , X5 PVC &#H[E.
2. <namespace> : VolumeReplication fT/@# & =8 , W5 PVC &4 T E—E,

3. <pvc-name> : FEEEHEEEM PVC &K,

7EE BRJE , Secondary &8+ ) RBD S5 R,
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=Y

% Primary S8 AAEIER , FE V) RBD BBHER KA.

R 55 AF

o 4% Primary &£ &K Kubernetes BIR&E %K EZE Secondary &8 , £13EF PVC,

RITEREE.

BRAEDIR

417 VolumeReplication

1 Secondary & & Control TT R TA T4 -

cat << EOF | kubectl apply -f -
apiVersion: replication.storage.openshift.io/v1alphal
kind: VolumeReplication
metadata:
name: <vr-name> (@)
namespace: <namespace> 0
spec:
autoResync: false
dataSource:
apiGroup: ""
kind: PersistentVolumeClaim
name: <mirror—pvc—name>e
replicationHandle: ""
replicationState: primary
volumeReplicationClass: rbd-volumereplicationclass

EOF

1. <vr-name> : VolumeReplication Z#R.
2. <namespace> : PVC #54 Z=|a].,

3. <mirror-pvc-name> : PVC Z&#R.

FE Bl 5 , Secondary £ i RBD &5 AFAATE.,

PV, v
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Menu ATURE >

X RIFEIHER R

Ceph RGW Multi-Site ThEER — TS £ S EIREFING] , 8 ERLSHIEN T Ceph &7
Z RIS A7 RS A (HA) FIGERE (DR) BEN.

B=x

A&
BT S
BRAESTR
& Primary &R QI X R 7714
L& Primary Zone B4MERIA]
$REY access-key #l secret-key
Bl Secondary Zone }ECE Realm &3
ACE Secondary Zone FISMNERT(A]
K& Ceph X RIFEFEDIRE
HUE Y%

BRIEDIR

ANE

A5 VAR

Primary Cluster UAMR R ER SRR,
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PN WA
Secondary

RER OIS RER.
Cluster

 Realm : Ceph MR FETREEANNEZENAE. ERFR— 7T
KXt g7t £ TE , BEBTZUMREHMEL, —1 Realm
AJ AP # A B et R B IR O

Realm,
ZoneGroup, e ZoneGroup : Realm REZEN4H , A5 %1 Zone, ZoneGroup
Zone SKILEE Zone MPHRERISHMES] , 8% ER —HIRXIHA.
o Zone : ZoneGroup NEIZIENLE , YIRIEMESEE. 81 Zone It
SETRMFEX SR |, I AR B C MR/ TR E .
HITE 5k

HER PRI EBE Rook-Ceph HIEEEE (Primary 1 Secondary ££3f) , B2 [AIM&KIE
&,

AN ERFVIERBRIKITFERA (V3128 EG) .
T Primary 1 Secondary & 3 5K EBE (LT Ceph X5 174E.

SEL TR XALBLE Operator FHAE SR, SRR BARBE M SRR
i, TR ERU T ERK CLI TREHTHEE.

BRAELIR

AtsrateftF— ZoneGroup /™ Zone Z [AIKIEIE AR,

1) 7 Primary S 30iZ X R F04

A EIEA3E Realm, ZoneGroup. Primary Zone K Primary Zone BR < &IA,

£ Primary £ 5£#) Control 7 RBUTEA T #54 -
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1. XESH

export REALM_NAME=<realm-name>

export ZONE_GROUP_NAME=<zonegroup-name>

export PRIMARY_ZONE_NAME=<primary-zone-name>

export PRIMARY_OBJECT_STORE_NAME=<primary-object-store-name>

SRR

e <realm-name> : Realm Z#R,
e <zonegroup-name> : ZoneGroup £ #R.
e <primary-zone-name> : Primary Zone & #5.

e <primary-object-store-name> : WKL FR,

2. BT R

=)
<
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cat << EOF | kubectl apply -f -
apiVersion: ceph.rook.io/v1
kind: CephObjectRealm
metadata:

name: $REALM_NAME

namespace: rook-ceph

apiVersion: ceph.rook.io/v1
kind: CephObjectZoneGroup
metadata:

name: $ZONE_GROUP_NAME

namespace: rook-ceph
spec:

realm: $REALM_ NAME

apiVersion: ceph.rook.io/v1
kind: CephObjectZone
metadata:
name: $PRIMARY_ZONE_NAME
namespace: rook-ceph
spec:
zoneGroup: $ZONE_GROUP_NAME
metadataPool:
failureDomain: host
replicated:
size: 3
requireSafeReplicaSize: true
dataPool:
failureDomain: host
replicated:
size: 3
requireSafeReplicaSize: true
parameters:
compression_mode: none

preservePoolsOnDelete: false

apiVersion: ceph.rook.io/v1
kind: CephObjectStore
metadata:
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name: $PRIMARY_OBJECT_STORE_NAME
namespace: rook-ceph
spec:
gateway:
port: 7480
instances: 2
zone:
name: $PRIMARY_ZONE_NAME
EOF

i

cephobjectrealm.ceph.rook.io/<realm-name> created
cephobjectzonegroup.ceph.rook.io/<zonegroup-name> created
cephobjectzone.ceph.rook.io/<primary-zone-name> created

cephobjectstore.ceph.rook.io/<primary-object-store-name> created
ALE Primary Zone fR4MNER[a
1. %%HX ObjectStore g UID

export PRIMARY_OBJECT_STORE_UID=$(kubectl -n rook-ceph get cephobjectstore
$PRIMARY_OBJECT_STORE_NAME -0 jsonpath='{.metadata.uid}")

2. B2 4MEBYIR) Service
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cat << EOF | kubectl apply -f -
apiVersion: v1
kind: Service
metadata:
name: rook-ceph-rgw-$PRIMARY_OBJECT_STORE_NAME-external
namespace: rook-ceph
labels:
app: rook-ceph-rgw
rook_cluster: rook-ceph
rook_object_store: $PRIMARY_OBJECT_STORE_NAME
ownerReferences:
- apiVersion: ceph.rook.io/v1
kind: CephObjectStore
name: $PRIMARY_OBJECT_STORE_NAME
uid: $PRIMARY_OBJECT_STORE_UID
spec:
ports:
- name: rgw
port: 7480
targetPort: 7480
protocol: TCP
selector:
app: rook-ceph-rgw
rook_cluster: rook-ceph
rook_object_store: $PRIMARY_OBJECT_STORE_NAME
sessionAffinity: None
type: NodePort
EOF

3. 4 CephObjectZone R ANFNEBiH &,

IP=$(kubectl get nodes -1 'node-role.kubernetes.io/control-plane' -o
jsonpath="{.items[0@].status.addresses[?(@.type=="InternalIP")].address}"' | cut -
d" " -f1 | tr -d "\n")

PORT=$(kubectl -n rook-ceph get svc rook-ceph-rgw-$PRIMARY_OBJECT_STORE_NAME-
external -o jsonpath="{.spec.ports[@].nodePort}")

ENDPOINT=http://$IP:$PORT

kubectl -n rook-ceph patch cephobjectzone $PRIMARY_ZONE_NAME --type merge -p "
{\"spec\":{\"customEndpoints\":[\"$ENDPOINT\"]}}"
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FREX access-key F secret-key

kubectl -n rook-ceph get secrets $REALM_NAME-keys -o jsonpath='{.data.access-key}'
kubectl -n rook-ceph get secrets $REALM_NAME-keys -o jsonpath='{.data.secret-key}'

A% Secondary Zone FECE Realm [G]:#

AT BAAN{T B Secondary Zone FFIEIT M Primary £ 37X Realm {5 E2ECERE.
1£ Secondary &8 Control T EHITA T4 :

1. XESH

export REALM_NAME=<realm-name>

export ZONE_GROUP_NAME=<zonegroup-name>

export PRIMARY_ZONE_NAME=<primary-zone-name>

export PRIMARY_OBJECT_STORE_NAME=<primary-object-store-name>

export REALM_ENDPOINT=<realm-endpoint>
export ACCESS_KEY=<access-key>

export SECRET_KEY=<secret-key>

export SECONDARY_ZONE_NAME=<secondary-zone-name>
export SECONDARY_OBJECT_STORE_NAME=<secondary-object-store-name>

SH0REA

<realm-name> : Realm & %K.

e <zone-group-name> : ZoneGroup &#K,

e <primary-zone-name> : Primary Zone &#R,

e <primary-object-store-name> : fRZFK.

e <realm-endpoint> : M Primary S EERENISNIRHBAL ,
e <access-key> : MIVAMIRER AK,

o <secret-key> : MIVAMIRERK SK.

e <secondary-zone-name> : Secondary Zone Z#R.
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e <secondary-object-store-name> : Secondary X% #R.

2. 67 Secondary Zone }ffCE Realm G5
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cat << EOF | kubectl apply -f -
apiVersion: v1
kind: Secret
metadata:
name: $REALM_NAME-keys
namespace: rook-ceph
data:
access-key: $ACCESS_KEY
secret-key: $SECRET_KEY

apiVersion: ceph.rook.io/v1
kind: CephObjectRealm
metadata:

name: $REALM_NAME

namespace: rook-ceph
spec:

pull:

endpoint: $REALM_ENDPOINT

apiVersion: ceph.rook.io/v1
kind: CephObjectZoneGroup
metadata:

name: $ZONE_GROUP_NAME

namespace: rook-ceph
spec:

realm: $REALM_NAME

apiVersion: ceph.rook.io/v1
kind: CephObjectZone
metadata:
name: $SECONDARY_ZONE_NAME
namespace: rook-ceph
spec:
zoneGroup: $ZONE_GROUP_NAME
metadataPool:
failureDomain: host
replicated:
size: 3
requireSafeReplicaSize: true
dataPool:
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failureDomain: host
replicated:
size: 3
requireSafeReplicaSize: true
preservePoolsOnDelete: false

apiVersion: ceph.rook.io/v1
kind: CephObjectStore
metadata:
name: $SECONDARY_OBJECT_STORE_NAME
namespace: rook-ceph
spec:
gateway:
port: 7480
instances: 2
zone:
name: $SECONDARY_ZONE_NAME
EOF

BCE Secondary Zone [{4MNEBIIE

1. ¥ER Secondary ¥ 3<f UID

export SECONDARY_OBJECT_STORE_UID=$(kubectl -n rook-ceph get cephobjectstore
$SECONDARY_OBJECT_STORE_NAME -0 jsonpath='{.metadata.uid}")

2. BIESMERA(E) Service



St 17 ICHEIR & - Alauda Container Platform

cat << EOF | kubectl apply -f -
apiVersion: v1
kind: Service
metadata:
name: rook-ceph-rgw-$SECONDARY_OBJECT_STORE_NAME-external
namespace: rook-ceph
labels:
app: rook-ceph-rgw
rook_cluster: rook-ceph
rook_object_store: $SECONDARY_OBJECT_STORE_NAME
ownerReferences:
- apiVersion: ceph.rook.io/v1
kind: CephObjectStore
name: $SECONDARY_OBJECT_STORE_NAME
uid: $SECONDARY_OBJECT_STORE_UID
spec:
ports:
- name: rgw
port: 7480
targetPort: 7480
protocol: TCP
selector:
app: rook-ceph-rgw
rook_cluster: rook-ceph
rook_object_store: $SECONDARY_OBJECT_STORE_NAME
sessionAffinity: None
type: NodePort
EOF

3. ] Secondary CephObjectZone ZRN§NIRH £

IP=$(kubectl get nodes -1 'node-role.kubernetes.io/control-plane' -o
jsonpath="{.items[0@].status.addresses[?(@.type=="InternalIP")].address}"' | cut -
d" " -f1 | tr -d "\n")

PORT=$(kubectl -n rook-ceph get svc rook-ceph-rgw-$SECONDARY_OBJECT_STORE_NAME-
external -o jsonpath="{.spec.ports[@].nodePort}")

ENDPOINT=http://$IP:$PORT

kubectl -n rook-ceph patch cephobjectzone $SECONDARY_ZONE_NAME --type merge -p "
{\"spec\":{\"customEndpoints\":[\"$ENDPOINT\"]}}"
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° K& Ceph MR FMRI K

1 Primary &8t rook-ceph-tools pod FHITLA TAH4 -

kubectl -n rook-ceph exec -it $(kubectl -n rook-ceph get po -1 app=rook-ceph-tools

-0 jsonpath="'{range .items[*]}{@.metadata.name}') -- bash

radosgw-admin sync status

i th 71

realm d713eec8-6ec4-4f71-9eaf-379be18e551b (india)
zonegroup ccf9e@b2-df95-4e0a-8933-3b17bb64c52b7 (shared)
zone 04daab24-5bbd-4c17-9cf5-b1981fd7ff79 (primary)
current time 2022-09-15T06:53:527
zonegroup features enabled: resharding
metadata sync no sync (zone is master)
data sync source: 596319d2-4ffe-4977-ace1-8dd1790db9fb (secondary)
syncing
full sync: 0/128 shards
incremental sync: 128/128 shards

data is caught up with source

data is caught up with source FRREPIREIEE.

Y

W Primary £ B AL HIER |, £ Secondary Zone 3124 Primary Zone, Vi[5 ,
Secondary Zone FR <A PAARESAR (XS R IFAE RS

BAELIR

1 Secondary 8] rook-ceph-tools pod FHITA 454 :
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# 3t \ rook-ceph-tools pod
kubectl -n rook-ceph exec -it $(kubectl -n rook-ceph get po -1 app=rook-ceph-tools -o

jsonpath="{range .items[*]}{@.metadata.name}"') -- bash

radosgw-admin zone modify --rgw-realm=<realm-name> --rgw-zonegroup=<zone-group-name> --

rgw—zone:<secondary—zone—name> --master

SR

<realm-name> : Realm & %R,

e <zone-group-name> : Zone Group &#R.

<secondary-zone-name> : Secondary Zone &#R.
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Menu ATEYE >

B SE

FEHFIER R AR Ceph RREXHRIAT M NS , B ERRHA MBS
N, BREREUT SRF IR,

B=x

BRAFSIR

BRAEDIR

1. B5% , BIEBUSEENZESL A rook-config-override-user [] ConfigMap & , &t
.data.config “FEZ , 74 .metadata.annotations[rook.cpaas.io/need-sync] FEXHRI{EIRE A
true , Z54Ia07F :
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apiVersion: v1
data:
config: |
[global]
mon_memory_target=1073741824
mds_cache_memory_1limit=2147483648
osd_memory_target=4147483648
kind: ConfigMap
metadata:
annotations:
cpaas.io/creator: admin
cpaas.io/updated-at: "2022-03-01T12:24:047"
rook.cpaas.io/need-sync: "true"
rook.cpaas.io/sync-status: synced
creationTimestamp: "2022-03-01T12:24:047"
finalizers:
- rook.cpaas.io/config-merge
name: rook-config-override-user
namespace: default
resourceVersion: "38816864"
uid: ce3a8f3e-6453-4bdd-bff0-e16cf7d5d5fa

2. 7£ rook-ceph-tools ] Pod 34T ceph tell [mon|osd|mgr|mds|rgw].* config set [key]
[value] DASCHTR FAECE.

3. BE ST AN Pod , FEYR4E rook-ceph %54 Z=[8) T ClusterServiceVersion (CSV) , ¥
Deployments Z84 (] rook-ceph-tools f] replicas {HI&RE A 1.
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= Menu ALY >

B2 ceph X &7~

HENAFESBRENRIFEN (CRDs) BlERMAE X REFMA .

H=x

BIIR 51
BAEDIR
B
AVFEH e 4 A4 A
HREHPER
A 2

o SRFMMEAIR

BRAEDIR

L BIZEA S

AEREH T R ERITH S,
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cat << EOF | kubectl apply -f -
apiVersion: ceph.rook.io/v1
kind: CephObjectStoreUser
metadata:
name: <name>
namespace: <namespace>
spec:
store: <ObjectStore>
displayName: <displayName>
clusterNamespace: <clusterNamespace>
quotas:
maxBuckets: -1
maxSize: -1

maxObjects: -1

capabilities:

user: "*"

bucket: "*"
EOF

S¥0HEAR

2 iR
name ZRIRNX R PR L TR,
namespace BN S A NS (A,
displayName BREK,

AL4% CephCluster 0 CephObjectStore FT{EMIfp&ZE[R). AN
RKIEE  BPIRSERMNNREFEL TR —m & <H.
ZEATNBE , CephObjectStore
allowUsersInNamespaces SRELEZ A FPRIG & TN4].

clusterNamespace

ObjectStore RAFRBHAIRAXN ST, XEXNREMMTHNEFRAEILA.
quotas Al

FNAT AR PR E BCARPR .
» maxBuckets : i FRIRAHHERS]. ®REAR -1 FRRT
PRI,
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S DS

« maxSize : T AFEFXRMRANER/NRE]. REA
-1 FRIRTCORE.

« maxObjects : i A FIEFRMZEABERE]. REAR
-1 FRRTCORE.

Ak
Ceph 1AM P TASMUR . TR E B BTN AEIE I XY
SR FRER, MRFTEBCXA AR , LatiirHE
M, ¥5EES L Ceph docs 7. FITSHFAUT R
JEARID read . write . read,write 3Y * AVfR :

e user

e buckets

e usage

* metadata

capabilities e ZOne

e roles

* info

e amz-cache

* bilog

» mdlog

o datalog

o user-policy

e odic-provider

o ratelimit

2 RVrEH e & TR GV A

WNRTERR Rook Rty & =8 2 SR & T B 13 CephObjectStoreUser , R
A TEAMEIAFNG BT EIERT , EfEE ™ UAFTEaLTHE. XNTHEE
EHESHETRT RN R FHERNN ARFIEEER.

AEREHT R ERITH S,

kubectl -n rook-ceph patch cephobjectstore <ObjectStore> --type merge -p '{"spec":

{"allowUsersInNamespaces":["*"]1}}"


https://docs.ceph.com/en/latest/radosgw/admin/#add-remove-admin-capabilities
https://docs.ceph.com/en/latest/radosgw/admin/#add-remove-admin-capabilities
https://docs.ceph.com/en/latest/radosgw/admin/#add-remove-admin-capabilities

B ceph MR 17 /-~ - Alauda Container Platform
3) = .
== PARIN
KA FPER

AERETT R ERITH S,

user_secret=$(kubectl -n <namespace> get cephobjectstoreuser <user-name> -o

jsonpath="{.status.info.secretName}")

kubectl -n <namespace> get secret $user_secret -o jsonpath='{.data.AccessKey}' |

baseb4 --decode

kubectl -n <namespace> get secret $user_secret -o jsonpath='{.data.SecretKey}' |

baseb4 --decode
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Menu

MinlO XJ % 17&

W
2
0y

O
=
N |

e

AR

AR AL
RAELR
iESS)

5ot

M

LA -
ERELH
LY R :

=+ o
ém‘l«/t,\ 0



MinlO XFZ774% - Alauda Container Platform

20N A

200N A

B{EEr

AR fiE
EEFEW

BRAESIR
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RERRKHTFE (ACP) ST FMHIRS L MinlO &t , X Apache License v2.0 #F7], &
FAEW Dk S3 nFERSED | IFFEGFEAEIEEMLEUE , WERA. M. BEX
. BHRBIEUL SR EIINES. SRR NTUMIL KB IR K 5T,

FERBWT -

o A REEE MinlO FFESMRITIRN , FFAREV AR, HstbEl T HERs | 3R
= 7 IER (T E) , FRHEET Al SR I T AL,

o SERE : MinlO BIRMIzMXI M, FEARAERM L, WERER S5 183 GB/AFI 171
GB/®b.

o AIYRE : AIRUEN ZA/NLRIGR . STEENER ST NEEREA—TMBARIR
i, BEEERORIT , MAREERXAAAER, S—EHMa MR,

o ZRA  FEARATERNEMIIMELTE | HFESSITEFPRRIEATMS |, F34
FEFMEXT Kubernetes EIN& LT,
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Alauda Container Platform (ACP) Object Storage with MinlO £#F Apache License v2.0 FF
MY RFMHIRS . EIRA Amazon S3 mERFHED , EFEEFMAEIEEMULER
1" B A, M. BEXH. SOBIEURSR/EIMIGES. BNNRIGR/NTEE , U
EIMJL KB 2K 5 TB,

B=x

AR
B TR
¥R Alauda Container Platform Storage Essentials
12 Operator
B ERE
B Bucket
R ESH
PSS
TUREFHRE IR

Storage Pool Overview

AU 51

o MinlO METREFM L, BEHERUAIEN SR | #H5ER TopolvM,

o TEXTR AT & L2 Alauda Container Platform Storage Essentials 34,



2% - Alauda Container Platform

« J&IY Upload Packages #/l.l]_E{% Alauda Container Platform Storage Essentials %23
2

o

o TEHXINAF ALK Alauda Container Platform (ACP) Object Storage with MinlO %
%@lo

« J&BIY Upload Packages #/l.#]_E{% Alauda Container Platform (ACP) Object Storage with
MinlO T34,

BRAEDIR

1) 8% Alauda Container Platform Storage Essentials
1. &% , $t )\ Administrator T,
2. | iy Marketplace > OperatorHub , 3 \ OperatorHub T,

3. %% Alauda Container Platform Storage Essentials , =7 Install , 3t \ Install

Alauda Container Platform Storage Essentials T[f],

RCES
2 HFACE
Channel ZRMAIBIE A stable
Installation Cluster : EFHNA A DGR TEIZLFZEA Operator SLBIFST
Mode FIEAEE | TiRG ARK.
Installation . .
1%3%E Recommended , #p4& T[EM{NZFF acp-storage,
Place
Upgrade Manual : ¥4 Operator Hub BHThRAES , FFShfIATHE
Strategy Operator ZEHTRA .

2 ¥BZE Operator

1. ZEZ2 M SHiA% ST Storage > Object Storage.,
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2. miff Configure Now,
3. 7£ Deploy MinlO Operator [ ST H , mih4 N Deploy Operator,
« WHB3NEkEE T —H3KR7R Operator §8E HTh.

o ZTBRM , HIRIEFRMEIZRIT Clean Up Deployed Information and Retry
RIREHERZE Operator,

3 BIEER

1. 1£ Create Cluster S TH , BLEEMZE.

S ik

Access RIE4A 1D, SRAERRIBARIKKE—FMRT , BT5hRE
Key 43 ID —fe NEMZELEK.

Secret S48 ID Bc&ERNRAEARES , BTnEN&EaEk ,
Key RANAIEE FFBRIEESKE .

2. 7£ Resource Configuration X3 , 1835\ T UtBRBCE AL,

28 Y
Small EMTAERZ 100,000 MR, FMNHMESEBIREEHIHR
scale AT 50 MR VIR, CPU FIREKMRHBIBIARE A 2
% , RFRIBEKIRBIBIARE R 4 Gi,
PO VAR A, FHfFf#E 1,000,000 %R, XFEF®&ZE 200 N3F
scale AEK., CPU RIFEKIRBIBOIARE R 4 #% , REFERIREKM
FREIFCARE A 8 Gi,
Large T E4##% 10,000,000 NI RIFAEF KA FR L 500 INFHAIEK
scale MM, ERTERESR. CPU RIREKRIRHIEARE

M 8 1% , NTFRIRERMRHIZIARE R 16 Gi,

Custom PNEFEFKRNEIH FIRERIFECE M , MHRIRFSAARAMERE
TRENGHEILEC, R : BCE B E NAREE |, EiR

e CPU ®JFFKAT 100 m,
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s NERIFERKTHFET 2Gi.
o CPU MNFERIFIRG K THET RIPEK.

3. 7£ Storage Pool [X3%, , IRIELA T RARECEHXER.

Instance

Number

Single Storage

Volume

Underlying

Storage

Storage Nodes

Storage Pool

Overview

ik
A0 MinlO S B HSLBIEE 7] B F I8 T RS MEBEFN AT 52
M, HRBIEST A, BB L TaESE
o WIRIEFEIENN,
o AT RARZANRA , T RBETEESRZ N RFIRRT
2, , [RRE KGR AT S,
EE
o T/I\NLHIFCH 4,
o SCBIERT 16 B , M AEXIE 8 FIfEEA.

o ININERSMFEIBES | SKBIEAF DT E— A ErbASKsl
.

BAEES PVC A E. BNMEERSEIE—FHE.
BMANBNERERER  TESEINTEFHRIAESE
B , ] 7 Storage Pool Overview +&7F,

MinlO & EHE BRIREFME., B ISR YT ER T AN
2, HEFE{ER TopoLVM,

WeFE MinlO SR FTRRFET R, BIWER 4-16 NNEfET
R. FERANSFMETRFET REBE — MRS .

BRSMEITEARIES N Storage Pool Overview,

4. £ Access Configuration X1, , #RIELA N inBRECEMEREE.
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28 ik

External o L
Jo RIS £ 7718 MinlO ; 22 RIS BENIIa),
Access
F3F HTTP 1 HTTPS ; 1%&3¥ HTTPS K 51EE Domain 35 )\ 15
ZAEPFH) Public Key #1 Private Key.,

NS CU
e -

o VIRIPMXA HTTP Bt , &E¥N pod AT EHE AR 1P 2k
L&A MinlO , THACE IP SiEEMS ; SN R EHKE
AREXA IP 3(7) MinlO |, ZERE& VIR, FFshECE IP 55
ZHRET 5 SNERIIRI AT EEERITHREAY 1P fA],

o VIRIPMNA HTTPS B , SRIMATTIEE IP ¥i[a] MinlO |
EFACERDA IP SEHQIENAS IR ME , ArEd
I IEHE VA,

Protocol

e NodePort : ESMTET R FV EFREERE , BRESHFZR
FISNED, BoEIBBIIRES |, BNER VIP $H T84 g LAARUE
Access = 0] FAtE,

Method « LoadBalancer : {# G SR B R EFHRS., &
FABTEHR YETERD I ZE MetalLB #iE B AMNER bt A 7]
IP.
5. =54 Ff3 Create Cluster,

. WAEB3PEEZE Cluster Details FRR&E QI K Zh.

o AEMNLTEF , JRd Cancel, BUHRABECHENEIEE , TIRES%
O U EH AR,

£ Bucket

BEREIEHT R, EAHSE1Z bucket,

1. EEEAFER , At Access Method ARZ&EF MinlO ilajititlt |, sk{F R T & &E
1,
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kubectl get svc -n <tenant ns> minio | grep -w minio | awk '{print $3}'

N

~r
1=

g4

o ¥§ tenant ns FEHNSKFRAF L ZTIE) minio-system

o 7~f5l : kubectl get svc -n minio-system minio | grep -w minio | awk '{print $3}

2. %HE mc 654,

wget https://dl.min.io/client/mc/release/linux-amd64/mc -0 /bin/mc &% chmod a+x
/bin/mc

3. BCE MinlO &£8514.

e |IPV4:

mc --insecure alias set <minio cluster alias> http://<minio endpoint>:<port>

<accessKey> <secretKey>

e |PV6 :

mc --insecure alias set <minio cluster alias> http://[<minio endpoint>]:<port>

<accessKey> <secretKey>

o WA :

mc --insecure alias set <minio cluster alias> http://<domain name>:<port>
<accessKey> <secretKey>
mc --insecure alias set <minio cluster alias> https://<domain name>:<port>

<accessKey> <secretKey>

\

=z
TE

~ts

e minio endpoint JAGUE 1 FRENA IP Hbit,

o accesskey F secretKey IEEHEEIAIZER4 M Access Key Fl1 Secret Key,
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o ECEIRHB :

e IPv4: mc --insecure alias set myminio http://12.4.121.250:80 07Apples@
07Apples@

e |IPV6: mc --insecure alias set myminio http://[2004::192:168:143:117]:80
07Apples@ 07Apples@

o M4 mc --insecure alias set myminio http://test.minio.alauda:80 07Apples@
07Apples@ EY mc --insecure alias set myminio https://test.minio.alauda:443
07Apples@ 07Apples@

4. BE bucket,

mc --insecure mb <minio cluster alias>/<bucket name>

BN EOCAF

BIEZ bucket J5 , Al e S1T_EESUHE bucket BT 3K bucket FEB M.

1. QAT EENERS . B EEEEXM , PR,

touch <file name>

2. _HEHZE bucket,

mc --insecure cp <file name> <minio cluster alias>/<bucket name>

3. & bucket P, FHALETN,

mc --insecure 1ls <minio cluster alias>/<bucket name>

4. hErE E1E .

mc --insecure rm <minio cluster alias>/<bucket name>/<file name>
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FER  IAISMEREIEN , TR BT BIRIES—MEMIBNRAIEITE.

KHiE TRET

4-5 2
6-7 3
>=8 4

Storage Pool Overview

Storage Pool Overview $%{

e
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YXBI%L > 16 B , (AR E = ANFRERE x (K6

B - 4 x (S5 + 15) / 16)., HA"4 x (SKBIER + 15) /

16"HLER TR FHEE,
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Alauda Container Platform (ACP) {£F MinlO X% 7 E—FhStEsE. D HRNKXNHEFMEER
5, EARRAERRT. EFRMUBEE, SAHRXFHEBFMES RIS , R Kubernetes 1
BURFFAMERI A Y R,

A= K

e MinlO Operator : ‘=8 MinlO S EEHIEREF T,
 MinlO Peer : B EFEIE MinlO fuh = B HITNRE.

e MinlO Pool : MinlO f#%MAH , ATTAMIEX R EFMEEKR. B4 pool SFN—4
StatefulSet , R AIFHETIR.

REZEM

7£ Kubernetes &5 MinlO BEE X —/ MinlO tenant , 1§ EARS253261 (pod) HEEDLE
BAXBINE (BRzhaS) WE. B MinlO k%181 StatefulSet EIR |, MRTEE WS HHNFF
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AfFfE. MinlO BATAERNSEREGR— IS M eUMS% | FH BB ISELES.

Y R

MinlO S8 A] UBE AR MAS MO MRS58k & , SN A Azl SAXRMTE
RFREEE , (BHIBNT SN R MR T BRSNS, EMRS [T
[EEBRTRES AN MinlO SER¥ANAT A, B E ARt NIEIZ1T,

MinlO B— S B R RAESSRFMEMRTR , FRPEREA AT SEM. ERIT MinlO &3
BEMRS , IRFARAIIFfEL. BCELUMASRE | H30ES AT RIS , AR Kubernetes 3735
PSR TR ANE TR E M
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o zUffjiL (Erasure Coding) : MinlO {# ] Reed-Solomon 2Yffjid , 4§35 HE2I0%GRHRF0
FEREE , S HES NS L, DISRSEEME. 420 , £ 16 IKshzs R EF |, FRAT A
FWAEIR 12 MR 4 NEERER | BERZ 4 MRS AAERE , RS {NEEBER
ikE.

o TFEMAZIBIL : MinlO AR 2t EXFRTIENNE , SNBSS I TRAR , £F
FREFNTEAEN . E— MR , KenSWBEERR—I S 24k,

o BUEDA  B— P XREFMEN , EWNBATIES AFEERKRS R, FomEIR—
MBI R A RIRENES L.

o JURIER : 2YHEMAEIE TUARNELRBTT , R TECENIUEEE ST ERR D F LA
R ARG

o AIYREME : —A MinlO FiERT LB E LM eUliE% | HEANBIR S EHFMHEI A AR
Z AR ERNLBET.
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TR
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TEE
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Yo

AMFfER R S MInIO IRFEE T , (B2 aaBashikEEIERKRE.

BRAEDIR

1N BHEA,
2. RZEMSAMAEF K FEEE > WRFMHE,
3. ERMEE MEIT , M TRINE it DI, [y RNTFfsEi,

4. BB AL A RS
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WtAA

MinlO SEREEFIRIIZA708, VIR M ATAE REP ELAURRAOTEAHSS | HEEAE
A TopoLVM,

Yo% MinlO EHTERFMT R , BIER 4-16 MEET R ; FALA
FMEFRFET REE 1 DN FERS.

R UERA 3ANFEET R, ARIERT SN, 80T RAEE 2 Nk
AR5

BNEMS PVC AR, SABHBSDE 1 MRS  BAR
SREE , FALARHTEFEOERRIUEE | T HHHK T
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Menu

Monitoring & Alerts

ARTUHENE >

MNRFEAGNE T BIEMEEDRE , BmFEE. RERERUMTRMBR. B33

AJECEAIBE AR | MR ZERI A &R A ARGRE.

R, MENEENREFERGTEE A FEM.

Bk

Monitoring
Storage Overview
Cluster Monitoring
Object Monitoring

Alerts
Configuring Notifications
Handling Alerts

Post-Incident Analysis

Monitoring

SKE iR A B TERER U 4E iR

TFEBINXEGFRERNRFSIEHK MTEsR. &r]PATE Storage Management > Object

Storage > Monitoring N & & SKhT 1580,

Storage Overview
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ATREFERGRER. REREEFHRFEFARNOEEAE. MRFERERE &
BUHEREARAREA , FIHESBOSHIARR A,

Cluster Monitoring

IREAF RN IR EE B VO MHaEES , BB RAIFMERE. A RIRDES ,
RIIEIRIEIR) .

Object Monitoring

EEVIEARR , BIEREREAMRBOERE. FLERRFT ook , e sESBUR
FhMERe NEMFEEL.

Alerts

FARNETHRENSTERE , BTN FEXETURBEEN MBI, XLENENRH
mAMRER, REFRNAAEET BN S REUR,

Configuring Notifications

PR K& BN, | W5 4E Operations Center FECE BN, SZ[ @M. fEEEE MR
BAX , BAMERAR., BIBHLANEHIENIRE , AERRE.

Handling Alerts

e Cluster in "Alert" state : DA Z4s | ARG i E>E o, i5& & Live Alerts 49
FEOEE , BEAMREF ALY EH#HE.

o Cluster in "Failure" state : Fig&EHCITAERE121T. TALRI TR E ARS- 0] M.
TEBEZIRARTERMNNZE , FWEIFAK A IEEH -

Severity Description

Critical AW FEERSBEIRERNAGHE , T,
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Severity Description
Major AJRES BEhREF T AR |, A BERIRNL S5 IMAE.

Warning  HEXK , BALIEAT e ImMEsEs n] FtE.

Post-Incident Analysis

Alert History ieX TS EM , AEREOMMAS S HREEREIE. BT REZN , 3§
ZI8

1. BHAEANMAKERETA?

2. REEARLEEREEI ? BEVTURRESERHIEE % 2

3. EAGFAEENNREELHIE ? EHiz4RBUAEIMNBRES| #E ? B 5 VAR R 2

BTSN I EZER AN LIT KRS |, FIBAGEBIR ARG | B MEVIETE] |, #fR7EiEk
FRNHNZ1T.
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AR NMEMR S

MinlO XHFIBT A EIR &M ES- P EFRIL IR E O, DABRIEIHMER I [RIA%K
EAERBIIR , N RESHRR TSR] S,

B=x

IR B
A&

Al 51
BRAFSIR

HRIRIE

& A

o &Y ER—TEHHARMSBERNEEFO , —NAER , —1DA%RH. BERXNNE
SRHEFREMHER  WREE M., AEERREICEN , WHRERTITEDRE%
RERE , RIEMLFIES M,

o WMRERN-TF) : EWHREN-E3) (ZEH) 2T, BRMIT AR EHEET
Bo BNEHET O TIESMRE | ATEEHRWV S RE ., SHEP— MR BRI
i, WS RTAFE B — DR O ARNETT.

ANE
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o EEM  FBUNATIENREHAA IR FERNER. ERIIENRIRSRMENAET. 7
FEBT , PURWAR . BEEER , WHFREERREIAERIHTAIE,

o BIARGEE : TEIREUREES). IRSMIEYIRNER. EELATEMNIFIKE , FiFRK
SREEEMNBIRSHREWSRE. YEERMRAERERFTEYIHRE , BRI RECER
FEHNBERIASHRE L SAEM R &SN, EEFN-ENHRF , BAEHITUE
MEIRER.

A 2

o EHEBMBIRERAFIBSNNTIRE, FAEKECETTEES N Create Object Storage,
o &MWL LoadBalancer Jiin) AT , BARERENGHT BN ik,

o EHRMMBEIRERMIRERMABERTIRYNY , BIAER HTTP SR HTTPS,

o {EF HTTPS WX , EHRBMBEIRERHAFTEE B S RXITTH) DNS fi##.

o {EF HTTPS U} , BINEEHMBIREIHAER CAZEREBUHRIBEREE ;
AEABELUD , WS A EENTRBEELUD , TRERTEIL L EM HTTPS
&,

BRAEDIR

1L #N EEA,

2. EEMIAE [l FAEETE > XRTFME.

3. 1 BURICEWRE R, Ry RINBAREEE.
4. ZBRU T EAACE B AR RN R SR,

28 UiAA

Vala)it B AREREISNERTRIHAE |, DA http:// B https:// FF3k.
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S8 1EH
Access BARERE) Access Key ID, S E5R A RIAKE—IMRS ; BT
Key Bo &R AR ARG SRS TINE,
Secret 5 Access Key ID BEC&{ERRRARRES , BT mMEEK. IRFIAX
Key TR ER M,

5' Iﬁﬁ ‘}?Jij]u o

o AIMBNGE , HATUER BARREIKS R R AINFRIPIRES.

2 Pl
R BRERRE , B1F BFR. 2% 3XRA.
FRELSME RSN E.
o EREMIZRTF , FRSTEFEHTER I BIrERNEE
Buckets =,
o MR EN-EaNFRT , FRSTHEFTERNERER AT
ZRIZHIREE.
WP ES KM RIE.
Objects EE L ZHTF RS E |, FA MinlO 2R FEFR SRS M
ALE.
FE R I REK,
L& MEIR

o EREMIHRT , MEAABRFIZALA O,
o EWHREN-EFHRF , AAMEARRBHHIE.

b3

o IRANMBARERRM , TR EFAN | BRERHMEEIREIRMNB AR T |
BRI EPREERE,

PPN
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LABREIOEREN , AR E BIRERERN. BRENRSEHASHRERELSHEBE ; R
SHIBRIRLEERD |, FowFar.
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TopoLVM 2 —/&4 Kubernetes IiTHIB 2561k (CSI) iffF , hTRMESH. F#E
A7 i 5 B IRRIR T 2,

F AR

o AHIEEIR : TopoLVM EJETXF Kubernetes " AR S (2NR4EL. SSD) 31T
B, SEERMMNSEEMEAELL | At FE#ES EA RN R E SHMEERE.

o HFNEANBES : TopoLVM BEMEIR SR Kubernetes SEBEHKIIRTMNGM (FlINT A, ATHAX) |, {F
FEBREBARIE Pod SCRRAA A E B ECEIR—T R, WMmdt— S0 MEeRE.

o FBENE : TopolVM HFNESAIRE . BIRULAREFRENTE , TFALTM , B&f
WTIRAE , R T IZER M.

* 5 Kubernetes JRE£A : fE7 CSIfifF , TopolVM Jeag#isi Kubernetes 7 & HH
API, FFRTRUETE ARAER) Kubernetes RIRISS (20 PersistentVolumeClaims) EH&iHTA
BRI EE,

BME <2 , TopoLVM BN THRIRTE Kubernetes SERF{F AU AF T E BEIKFehEE,
RZATNERAENE D ECREN R R FHK , WIEE . ZEFFRSMEREENN RiHR
RUUENSEMBBRMBRTE.



2% - Alauda Container Platform

Menu ALY >

R

Local storage 2 —FH4REEE LIRS 25 A MR R TR |, 1R 8. S B S tEaem 4t
FEREEEN ., ETHEXMK TopolVM AX |, B ALK LVM ARSI A IZEERTFR ERHE

B,

Bk

BIIR 51
BAEDIR

B2 Alauda Container Platform Storage Essentials

B

A 2

o FHREMNESIT R V2 8, IREK  BAETREPIT yun install -y im2 45

4.

o THEHXNVEF &L/ Alauda Container Platform Storage Essentials 22341,

« J&IY Upload Packages #/l.]_E{% Alauda Container Platform Storage Essentials %23
A,

o THXNEFE LMK Alauda Build of TopoLVM L34,

o J&JT Upload Packages #/l.#l_{% Alauda Build of TopoLVM &34,
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¥ Alauda Container Platform Storage Essentials
1. &% , $t )\ Administrator T,
2. mify Marketplace > OperatorHub , 3 \ OperatorHub T,

3. %% Alauda Container Platform Storage Essentials , =7 Install , 3t \ Install

Alauda Container Platform Storage Essentials T [f],

ALES¥X
S WERE
Channel ZRABIER stable
Installation Cluster : EFHNAB G L THRIELFZHEA Operator BT
Mode BIEFEE | TiES ARIK.
Installation .
1%3%E Recommended , #p 4 T[EMNZFF acp-storage,
Place
Upgrade Manual : ¥4 Operator Hub BHThRAKS , FEFINHIATER
Strategy Operator ZlEx#HThR 4.

HhE

1. ¥ )\ Administrator,

2. T &M SAAE B Storage Management > Local Storage,
3. ;miff Configure Now,

4. 7t Install Operator [q) ST H , =i Start Deployment,

o WHBNBkEEE| T —H RN Operator 5} 2.
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o AHBERM , BARIER MR RHIEMR , /AR Clean Up FFEHTHRE

Operator,

5. £ Create Cluster [ S TH , HINXE.

N

S8

Select Node

Device Class

Device Type

Storage

Device

Snapshot

s R F—%,

Wi EA
208 1 RRENT R,

FNREENN —A R BRI FERE  BIDARIEE
MFUHE AR , 20 hdd, ssd,

{STFFHEEE 2R,

520 /dev/isda, BB LML , O[E—RM,

BRRBXIFFAIE PVCIRER |, IHERMRIRECEFH PVC |, K31
WS HIRRIRRE R SIKE.

EROEFMEN R BARE | B EFEEEREERHN
Operations N 1REZA.

AR FRTNEHR S ATER EEZE Volume Snapshot
Plugin,

Wi B shpkE RN R0 E AN,

o HRIERY , BRIBRERRENTFERIR,

6. 7£ Create Storage Class [ ST , ECEM XS,

28
Name
Display

Name

Device

Class

WiEA
TAAEZERTR , DRSBTS AME—,
ETRRISIR LR FR , AN AESERTP SR,
WHLRE TopolVM FXIFEREKN XTI , FMREEY

N —2B B A MR HER S . TSk HKE |, AI{E RS
i Auto-Allocated %42,


http://localhost:4173/container_platform/zh/configure/storage/functions/snapshot_con.html
http://localhost:4173/container_platform/zh/configure/storage/functions/snapshot_con.html

File System

Recycling
Policy

Access
Mode

Allocation

Project

2% - Alauda Container Platform
A Y
1tHR

- XFS B—FaMERE BEHRS |, #EKAEIH(T 10 T
B, IR IR IR SR B L .

- EXT4 2 Linux FIBEXH RS , XF extent XH1FiEH
N, AR, XHRGEREX 1EB , AR
- R/NA 16 TiB,

FAEHEIMEREE
- Delete : BIFRIFREFEAR , FBE KIFR SRS BMIR.
- Retain : BMERIERFREFY , SBENFHRAEMNSRE.

ReadWriteOnce (RWO) : A[# AT R U EEIER,

GBI REFHR
&

RETEATE T E A,
BEARNECRE |, WA %t T

N

7. R Next , FFRIREIETTA.
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ARTUHENE >

TR RVRHEERRIRY A , MFERT R L] AR RS AR & UMY R EE,

EARMSERFEREERETER , XSRS EAMFMET AR TRES (Device
Classes) , ERWEIMLTERERAUE , WERFTHFENSMRE , RINEDN AN ER

B H AR

Device Class SSD

-

/dev/sda

Iy

/dev/sdb /dev/sdN

Storage Node

Device Class HDD Device Class ...

- =

/dev/sda /dev/sda

/dev/sdb /dev/sdN /dev/sdb /dev/sdN

H3x

HIIE 5T

ARINR

A 2

o QIEBAHIGZAEERINT , WIRE/RINT 1 /MEEZE (deviceClasses.classes) , iR &+ 4

BRE,
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o TRIEMIREDEFE 1 MRE.

IR

LN BHEA,
2. EEMSIA [ FFAEETE > Atfrdk.
3. FE V1A MR, |l RINAERET A

4 AZRA TR BAECEME RS,

B Vi
z%% E0F L MREMNT R,
- FMREIE N AR BHERFHENFERE ; BIIRIER M RG4S |,
0 hdd, ssd,
sk Bign /dev/isda, WNRE LR , AT RLEAER,
%

IR R ENCABMER , MIER LHHX , BULSEFR.

5. Ry A,

EE  MRREIRERKXFMREMEBRA Unavailable , ATAARERBHTRUTIRIE,
6. VIR FFER% IR , Rl MINFHIRE.
7. RB AR RAINRE .

8. mi N0,
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T At i A REE T RASHIE AT 7R AE IR, RLA AERHAS R SRR T R R
ERBHIARE , EREBERHSEMIEHE,

A, FRERMFEIHER M RH T RS XA N RXNFTELT , AFATENMEER AR
BEREEPRIRATHTE, YRUEREXTENEN , AN BE S RISRH KHE
W& R B AA AR,

LR

FARNET —EMANEERE., ARRLIFE TR AREERERN , REsBa3hh
REE, SUMENSTERREERT DNEERK , IEFRRSEENRERESE.
A& IR0

PR ERERIEEEE  BXAAET OREB AR, BT BB, EEES

ANEELARA R, DUIRRE R B RhHE RSl ek . o] LB R AR a4 O R i TiE A0
RERE , RMAREDSRSE[QR SR,

HELME

o AFEEHNEFEREENSTE, B RAFUMHTHE, EAMFEIFEIMRHT
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KER X$ RS ATRER A
& RRE T T EIRS 8 SRk & 25 B 30 )
RS K450 T AT notready YRS , AJBEEIMLE SRR S|
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HEER aX

AR TERKNRBRBITERE , SBRSTHEIHIEEX , FlREX
BE HERKNRRFECHRD , aJaelnFaThgebs1ERI1a1T
wh HERKNRIRFEEENS , AR LETRERIN 51517

FlRnHT

EERLICR T EEMABLIIETRMENESE, BTSN , NESERER
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Menu ALY >

{£F Velero &3 11k & TopoLVM X {4 A%
PVC

Velero 35XF TopoLVM X R LK Persistent Volume Claims (PVC) #1 Persistent Volumes
(PV) #HTRHARE. HINBECEREITAF.

AFERF L 4T TopoLlVM LHRSEH PVC.,

H=x

BIIR 5o

BRI

BAEDIR
B15: RERHCE
%28 PTEH

£33 KEER

1. @i Marketplace/Cluster Plugins Ef3&“Alauda Container Platform Data Backup for

Velero”,

2. 7 Velero f4 BackupStoragelocation ECE—FA S3 W1EfE. I{ERHF AR Ceph Bk
MinlO TR 1744,
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SR

1. S3 FENIA B BHIRIRTRIAF4E B AR T A PV IR,
2. EHS , fn & TIRIECAAF AR IS BT PVC INERE.

BRAEDIR

14 BLERMOE

1. MREA IS S3 KFiEFT A,
2.3\ B R > EHEE > #H5RE > FHBE.
3. AN SN TR SN CE.

2 & PITERH
1. 5 FE L4 PVC FIAE% Pod RANFRE -

Velero EE— Pod Ik E AL PVC, iZ Pod 3%, PVC , Velero BiIXE S AEIE ;
WRIZE Pod , PVC £—EALT Pending RRE. XTEENA , BINEENA | ¥ PVC ##
FERE%K Pod (20 Nginx) 3 T&MIKE , METTREBRE RN RALE.

kubectl label pvc -n <namespace> <pvc-name> velero-backup=true

kubectl label pod -n <namespace> <pod-name> velero-backup=true

2. N\ B ERE | SIEMNEMES
o %3 %15 Kubernetes RiF1 PVC ¥4 .
. ERAETERMBIENGRTIE.

o RBUATECERERD :
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apiVersion: velero.io/v1
kind: Schedule
metadata:
name: <backup-name>
namespace: cpaas-system
annotations:
cpaas.io/description: "'
spec:
template:
includedNamespaces:
- <namespace>
includedResources:
= Vo
labelSelector:
matchLabels:
velero-backup: 'true'
excludedNamespaces: []
excludedResources: []
defaultVolumesToFsBackup: true
storagelLocation: default
ttl: 720h
schedule: '@every 876000h'
skipImmediately: false
status:

phase: Enabled

3. &MTTAUE , WIE S3 77EHH (20 MinlO) A%

mc 1s <minio-alias>/<bucket-name>/<backup-path>/<namespace>/

B

[2025-03-14 00:18:33 CST] 155B STANDARD config
[2025-03-14 09:04:56 CST] OB data/
[2025-03-14 09:04:56 CST] @B index/
[2025-03-14 09:04:56 CST] @B keys/
[2025-03-14 09:04:56 CST] OB snapshots/

H3L RER
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1. FEERHTECE SEMINAERIN S3 77481 , Velero SBINMRFNEH &M,
2. N #HERE , CRERELES
o ERFEWRENGETIE.,
o ESREET , MAFTE , ¥RGETEMRFEIEiran 4TI,

3. PUTIK R #1E.
4 MKEFERE , WA

o PVC EMRSREH .
o PVC N ¥R B AT i(A).



	存储
	Ceph 分布式存储
	介绍
	目录
	功能概览
	存储方案对比
	创建存储集群
	接入外部存储


	安装
	创建标准类型集群
	目录
	前提条件
	准备软件包
	准备基础设施

	注意事项
	操作步骤
	部署 Alauda Container Platform Storage Essentials
	部署 Operator
	创建集群
	创建存储池

	相关操作
	创建 Stretch 类型集群
	清理分布式存储


	创建 Stretch 类型集群
	目录
	术语
	典型部署方案
	组件说明
	灾难恢复说明

	约束与限制
	前提条件
	操作步骤
	标记节点
	创建存储服务

	相关操作
	创建标准类型集群
	清理分布式存储


	架构
	目录
	技术架构

	核心概念
	核心概念
	目录
	Rook Operator
	Ceph CSI
	Ceph 模块功能

	操作指南
	访问存储服务
	目录
	前提条件
	准备软件包
	准备存储
	开放端口
	获取认证信息（外部 Ceph）

	操作步骤
	部署 Alauda Container Platform Storage Essentials
	访问存储

	后续操作

	管理存储池
	目录
	创建存储池
	操作步骤

	删除存储池
	操作步骤

	查看对象存储池地址
	操作步骤


	节点特定组件部署
	目录
	更新组件部署配置
	注意事项
	操作步骤

	重启存储组件
	操作步骤


	添加设备/设备类
	目录
	添加设备类
	注意事项
	操作步骤

	添加设备
	操作步骤

	硬盘状态

	监控与告警
	目录
	监控
	存储概览
	性能监控
	组件监控

	告警
	配置通知
	处理告警
	故障复盘


	实用指南
	配置专用集群用于分布式存储
	目录
	架构
	基础设施要求
	平台要求
	集群要求
	资源要求
	存储设备要求
	存储设备类型要求
	容量规划
	容量监控与扩容

	网络要求
	网络隔离
	网卡速率要求


	操作步骤
	部署 Operator
	创建 ceph 集群
	创建存储池
	创建文件池
	创建块池
	创建对象池


	后续操作

	清理分布式存储
	目录
	注意事项
	操作步骤
	删除 VolumeSnapshotClasses
	删除 StorageClasses
	删除存储池
	删除 ceph-cluster
	删除 rook-operator
	执行清理脚本
	清理脚本
	注意事项
	操作步骤



	数据容灾
	文件存储灾备
	目录
	术语
	备份配置
	前提条件
	操作步骤
	在 Secondary 集群启用文件存储池的 Mirror 功能
	获取 Peer Token
	在 Primary 集群创建 Peer Secret
	在 Primary 集群启用文件存储池的 Mirror 功能
	在 Primary 集群部署 Mirror Daemon

	故障切换
	前提条件


	块存储灾难恢复
	目录
	术语
	备份配置
	前提条件
	操作步骤
	为 Primary 集群的块存储池启用镜像功能
	获取 Peer Token
	在 Secondary 集群创建 Peer Token Secret
	为 Secondary 集群的块存储池启用镜像功能
	在 Secondary 集群部署 Mirror Daemon
	验证镜像状态
	启用复制 Sidecar
	创建 VolumeReplicationClass
	为 PVC 启用镜像功能

	故障切换
	前提条件
	操作步骤
	创建 VolumeReplication



	对象存储灾难恢复
	目录
	术语
	前提条件
	操作步骤
	在 Primary 集群创建对象存储
	配置 Primary Zone 的外部访问
	获取 access-key 和 secret-key
	创建 Secondary Zone 并配置 Realm 同步
	配置 Secondary Zone 的外部访问
	检查 Ceph 对象存储同步状态

	故障切换
	操作步骤


	更新优化参数
	目录
	操作步骤

	创建 ceph 对象存储用户
	目录
	前提条件
	操作步骤
	创建用户
	允许在其他命名空间创建用户
	获取用户信息


	MinIO 对象存储
	介绍
	安装
	目录
	前提条件
	操作步骤
	部署 Alauda Container Platform Storage Essentials
	部署 Operator
	创建集群
	创建 Bucket
	上传/下载文件

	相关信息
	冗余因子映射表
	Storage Pool Overview


	架构
	目录
	核心组件：
	部署架构：
	多池扩展：
	结论：

	核心概念
	核心概念
	操作指南
	添加存储池
	目录
	注意事项
	操作步骤

	Monitoring & Alerts
	目录
	Monitoring
	Storage Overview
	Cluster Monitoring
	Object Monitoring

	Alerts
	Configuring Notifications
	Handling Alerts
	Post-Incident Analysis


	实用指南
	数据灾难恢复
	目录
	适用场景
	术语
	前提条件
	操作步骤
	相关操作

	TopoLVM 本地存储
	介绍
	安装
	目录
	前提条件
	操作步骤
	部署 Alauda Container Platform Storage Essentials
	部署存储


	操作指南
	设备管理
	目录
	前提条件
	添加设备

	监控与告警
	目录
	监控功能
	性能监控
	容量监控

	告警功能
	配置通知
	告警处理
	事后分析


	实用指南
	使用 Velero 备份和恢复 TopoLVM 文件系统 PVC
	目录
	前提条件
	限制
	操作步骤
	第 1 步：配置备份仓库
	第 2 步：执行备份
	第 3 步：恢复集群



