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1. & ] FHhR A<

BIKE global &R ModulePlugin 1 ModuleConfig ‘&R , MIAGEEHE A

NAME AGE
kyverno  4d20h

NAME AGE
kyverno-v4.0.4  4d21h

XFRRE P EE ModulePlugin kyverno , BRRA v4.0.4 BEA7.

2. 6% Modulelnfo

B3 —A Moduleinfo ERLEEYE , BATHTACESE

apiVersion: cluster.alauda.io/v1alphal
kind: ModuleInfo
metadata:
annotations:
cpaas.io/display-name: kyverno
cpaas.io/module-name: '{"en": "Alauda Container Platform Compliance for Kyverno",
"zh": "Alauda Container Platform Compliance for Kyverno"}'
labels:
cpaas.io/cluster-name: global
cpaas.io/module-name: kyverno
cpaas.io/module-type: plugin
cpaas.io/product: Platform-Center
name: kyverno-global
spec:
version: v4.2.0

FEEA

o name : ERHHEMHAIGEZFR. FASRIBRNSELIRERE®SR , /A <cluster-name>-<p
BzE> 40 global-ee98c9991eal464aaa8054bdachab313 |
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label cpaas.io/cluster-name : FEEHEGTIENEERE,

label cpaas.io/module-name : JFLZFR , Y405 ModulePlugin &JRULHAL,

label cpaas.io/module-type : BEXEFER , DMK plugin ; RN FEASSHTELK,
e .spec.config : ZNRXFE] ModuleConfig AT , WFEABZ,

e .spec.version : FEETEMFHEMEIRA , W25 ModuleConfig Ff4] .spec.version [GHZ,
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RE IR

1. BIERGRCEFEFIL

kubectl create secret docker-registry my-registry-secret \
--docker-server=registry.company.com \
--docker-username=<username> \
--docker-password=<password> \
--docker-email=<email@company.com> \

-n kyverno

2. it & Kyverno {#XEE ()

apiVersion: v1
kind: ServiceAccount
metadata:
name: kyverno
namespace: kyverno
imagePullSecrets:

- name: my-registry-secret

3. Kyverno Deployment i &

MRFLEFZMHERIES] , ATRLEREAMES Kyverno ] Deployment :
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apiVersion: apps/v1
kind: Deployment
metadata:
name: kyverno
namespace: kyverno
spec:
replicas: 1
selector:
matchLabels:
app: kyverno
template:
metadata:
labels:
app: kyverno
spec:
serviceAccountName: kyverno
imagePullSecrets:
- name: my-registry-secret
- name: gcr-secret
- name: dockerhub-secret
containers:
- name: kyverno
image: ghcr.io/kyverno/kyverno:latest
env:
- name: REGISTRY_CREDENTIAL_HELPERS

value: "ecr-login,gcr,acr-env"
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o HITIBER | ICRMPLERRATI HIUE TS

RIEITI4

1. & A 2R4R

cosign generate-key-pair

2. B251%

cosign sign --key cosign.key registry.company.com/app:v1.0.0

3. B EALLOUE SR
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apiVersion: kyverno.io/v1
kind: ClusterPolicy
metadata:
name: require-signed-images
spec:
validationFailureAction: Enforce # [HiFF%4454
background: false
rules:
- name: check-signatures
match:
any:
- resources:
kinds:
- Pod
verifyImages:
- imageReferences:
- "registry.company.com/*" # KMBE/NFEBEENEG
attestors:
- count: 1
entries:
- keys:
publicKeys: |-

# FELLAERE cosign.pub WA

MFkwEwYHKoZIzj0CAQYIKoZIzj@DAQcDQGAE8NXRh95@IZbRj8Ra/NIsbqOPZr M
5/KAQN@/KjHcorm/J5yctVd7iEcnessRQjU917hmK06IWVGHpDgulyakZA==

mutateDigest: true # BRI ATLMFHEER

4, N

# NV SR
kubectl apply -f signature-policy.yaml

t = TRE ARG (KKK

kubectl run test --image=nginx:latest

t =isfTEga%RG (AT

kubectl run test --image=registry.company.com/app:v1.0.0
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apiVersion: kyverno.io/v1
kind: ClusterPolicy
metadata:
name: require-dual-signatures
spec:
validationFailureAction: Enforce
background: false
rules:
- name: critical-app-signatures
match:
any:
- resources:
kinds:
- Pod
verifyImages:
- imageReferences:
- "registry.company.com/critical/*"
attestors:
# BB B N 2
- count: 1 # LLHESH
entries:
- keys:
publicKeys: |-

t ZEHBAAST
MFkwEwYHKoZIzj0CAQYIKoZIzj@DAQcDQGAE8NXRh95@IZbRj8Ra/N9IsbqOPZr M
5/KAQN@/KjHcorm/J5yctVd7iEcnessRQjU917hmKO6IWVGHpDgulyakZA==

- count: 1 # FFARHEIAES
entries:
- keys:
publicKeys: |-

# FREN LA
MFkwEwYHKoZIzj0CAQYIKoZIzj0DAQcDQgAEyctVd7iEcnessRQjU9T7hmKO6IWY
GHpDguIyakZA8nXRh9501ZbR{8Ra/NIsbqOPZrM5/KAQNG/K jHcorm/J5==

mutateDigest: true

R 2 1 RNEMEE AR ERR
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apiVersion: kyverno.io/v1
kind: ClusterPolicy
metadata:
name: environment-specific-verification
spec:
validationFailureAction: Enforce
background: false
rules:
B AR AR AL
- name: production-must-be-signed
match:
any:
- resources:
kinds:
- Pod
namespaces:
- production
verifyImages:
- imageReferences:
- N BTERBROIE S
failureAction: Enforce # F&&ZBFHLIE
attestors:
- count: 1
entries:
- keys:
publicKeys: |-

R e o
MFkwEwYHK0ZIzj@CAQYIKoZIzj@DAQcDQgAE8NXRh950IZbRj8Ra/NIsbqOPZr M
5/KAQN@/KjHcorm/J5yctVd7iEcnessRQjU917hmK06IWVGHpDgulyakZA==

mutateDigest: true

# FFRR TR
- name: development-warn-unsigned
match:
any:
- resources:
kinds:
- Pod
namespaces:
- development
- staging
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verifyImages:
- imageReferences:
- "registry.company.com/*"
failureAction: Audit
attestors:
- count: 1
entries:
- keys:
publicKeys: |-

¥ FRZEZES
MFkwEwYHKo0ZIzj0CAQYIKoZIzj@DAQCDQGAEyctVd7 iEcnessRQjU9T7hmKO6IWY
GHpDguIyakZA8nXRh9501ZbRj8Ra/NIshqOPZr fM5/KAQNO/K jHcorm/]5==

mutateDigest: true

3 ERERAERS

ERMVIREH | TR X.509 IEH ¢

cosign sign --cert company-cert.pem --cert-chain ca-chain.pem \

registry.company.com/myapp:v1.0.0
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apiVersion: kyverno.io/v1
kind: ClusterPolicy
metadata:
name: certificate-verification
spec:
validationFailureAction: Enforce
background: false
rules:
- name: verify-with-certificates
match:
any:
- resources:
kinds:
- Pod
verifyImages:
- imageReferences:
- "registry.company.com/*"
attestors:
- count: 1
entries:
- certificates:

cert: |-

¥ ARIRNERUED (BEBCAEIET)
MIIDXTCCAkWgAWIBAGIJAKoK/heBjcOuMABGCSqGSIh3DQEBBQUAMEUXCZAIBGNY
BAYTAKFVMRMWEQYDVQQIDApTH211LVNOYXRIMSEwHwYDVQQKDBhIbnRLcm5 1dCBX
aWRnaXRzIFBOeSBMAGQWHhCNMT cwODIAMTE xNzQuWhcNMTgwODI4MTExNzQuiljBF
MQswCQYDVQQGEwIBVTETMBEGATUECAWKU29tZS1TdGFOZTERMBBGATUECGWYSW50
ZXJuZXQgV21kZ210cyBQdHkgTHRKMIIBI jANBgkghk iG9w@BAQEFAAOCAQSAMIIB
CgKCAQEAUUEXVilGeXIZ3ulNul 7wl rA7VkgJoGpB1YPmYn1S7s0bTgg0GSgMUvqU
BdLXcA03ZCOXuKrBHBL1tveNdFHynfx0tkAOCZ j irD6uQBrNPiQD1gMYMy14QIDAQAB
o1AwT jAdBgNVHQAEFgQUAKs8VQFhVLp534W1sFVLOVgnQxwwHwYDVRQj BBgwF oAU
hKs8VQFhVLp5J4W1sFVLOVgnQxwwDAYDVROTBAUWAWEB/zANBgkghk iGIweBAQUF
AAOCAQEAUUEXVilGcXIZ3ulNuL7wLrA7VkqJoGpB1YPmYn1S7s0bTggOGSqMUvqU

rekor:
url: https://rekor.sigstore.dev
mutateDigest: true
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{# FH Kubernetes Secrets ZfE /N 4AEB AT -

o IEIRL M | BT SHIEMIAE Kubernetes Secret 2
o FENEARIE | TTHB YRR A] E H %4
o 3[alEH) : {FH RBAC =HIMERT L[] Secrets

RIEITIA8

1. & FFFEE4A%) Secret

cosign generate-key-pair

kubectl create secret generic cosign-public-key \
--from-file=cosign.pub=./cosign.pub \

--namespace=kyverno

kubectl get secret cosign-public-key -n kyverno

2. 71 Kyverno fi, & RBAC

B17E Kyverno i Service Account

apiVersion: v1
kind: ServiceAccount
metadata:

name: kyverno-secret-reader

namespace: kyverno

A3235]8) Secret B§ Role
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apiVersion: rbac.authorization.k8s.io/v1
kind: Role
metadata:
namespace: kyverno
name: secret-reader
rules:
- apiGroups: [""]
resources: ["secrets"]
verbs: ["get", "list", "watch"]

resourceNames: ["cosign-public-key", "team-keys"]

¥ Role 485E %! Service Account

apiVersion: rbac.authorization.k8s.io/v1
kind: RoleBinding
metadata:
name: read-secrets
namespace: kyverno
subjects:
- kind: ServiceAccount
name: kyverno-secret-reader
namespace: kyverno
roleRef:
kind: Role
name: secret-reader

apiGroup: rbac.authorization.k8s.io

3. {#  Secret 5| HAE R
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apiVersion: kyverno.io/v1
kind: ClusterPolicy
metadata:
name: verify-with-secret
spec:
validationFailureAction: Enforce
background: false
rules:
- name: check-signatures
match:
any:
- resources:
kinds: [Pod]
verifyImages:
- imageReferences:
- "registry.company.com/*"
attestors:
- count: 1
entries:
- keys:
secret:
name: cosign-public-key
namespace: kyverno
key: cosign.pub
rekor:
url: https://rekor.sigstore.dev
mutateDigest: true

Mha\Be &



£/ Secrets [RIFEREELRUESRNE - Alauda Container Platform
cosign sign --key cosign.key registry.company.com/app:v1.0.0
kubectl apply -f verify-with-secret.yaml
kubectl run test --image=registry.company.com/app:v1.0.0

kubectl run test-fail --image=nginx:latest

Secret 4J&E A7

AR~ A

kubectl create secret generic cosign-public-key \
--from-file=cosign.pub=./cosign.pub \

--namespace=kyverno

AR NFHEFHE0E

kubectl create secret generic cosign-public-key \
--from-literal=cosign.pub="----- BEGIN PUBLIC KEY-----

MFkwEwYHKoZIzj0CAQYIKoZIzj@DAQcDQGAE8NXRh95@IZbRj8Ra/N9IsbqOPZr M

5/KAQN@/KjHcorm/J5yctVd71EcnessRQjU917hmKO6IWVGHpDgulyakZA==

--namespace=kyverno

A= )\ YAML 5845
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apiVersion: v1
kind: Secret
metadata:
name: cosign-public-key
namespace: kyverno
labels:
app: kyverno
component: image-verification
type: Opaque
stringData:

cosign.pub: |

MFkwEwYHKoZIzj0CAQYIKoZIzj@DAQcDQGAE8NXRhI5@IZbRj8Ra/NIsbqOPZr M
5/KAQN@/KjHcorm/J5yctVd7iEcnessRQju917hmKO6IWVGHpDgulyakZA==

kubectl apply -f cosign-secret.yaml

% WLAB

= 1 REIANER— Secret

WHagR , — T HINEEERGES
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apiVersion: kyverno.io/v1
kind: ClusterPolicy
metadata:
name: single-team-verification
spec:
validationFailureAction: Enforce
background: false
rules:
- name: verify-team-signatures
match:
any:
- resources:
kinds: [Pod, Deployment, StatefulSet, DaemonSet]
exclude:
any:
- resources:

namespaces: [kube-system, kyverno]

verifyImages:
- imageReferences:
- "registry.company.com/*"

- "gcr.io/myproject/*"
failureAction: Enforce

attestors:
- count: 1
entries:
- keys:
secret:
name: team-cosign-key
namespace: kyverno
key: cosign.pub
rekor:

url: https://rekor.sigstore.dev
mutateDigest: true

verifyDigest: true

required: true

= 2 . ZHEINFERAE Secret
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NEIERAIE & B % & B4AF Secret
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apiVersion: kyverno.io/v1

kind: ClusterPolicy

metadata:

name: multi-team-verification

spec:

validationFailureAction: Enforce
background: false

rules:

- name: verify-frontend-images
match:
any:
- resources:
kinds: [Pod]

namespaces: [frontend-*]

verifyImages:
- imageReferences:

- "registry.company.com/frontend/*"

attestors:
- count: 1
entries:
- keys:
secret:
name: frontend-team-key
namespace: kyverno
key: cosign.pub
rekor:

url: https://rekor.sigstore.dev

mutateDigest: true

required: true

- name: verify-backend-images
match:
any:
- resources:
kinds: [Pod]

namespaces: [backend-*]

verifyImages:



{3 Secrets IR Z R IUETKEE - Alauda Container Platform

- imageReferences:

- "registry.company.com/backend/*"

attestors:
- count: 1
entries:
- keys:
secret:
name: backend-team-key
namespace: kyverno
key: cosign.pub
rekor:

url: https://rekor.sigstore.dev

mutateDigest: true

required: true

g5 3 KRB BREELERS

BREWE , ZNHANIRN KR HES
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apiVersion: kyverno.io/v1
kind: ClusterPolicy

metadata:

name: critical-multi-signature

spec:

validationFailureAction: Enforce
background: false
rules:
- name: verify-critical-images
match:
any:
- resources:
kinds: [Pod]

namespaces: [production]

verifyImages:
- imageReferences:

- "registry.company.com/critical/*"

failureAction: Enforce

attestors:

- count: 1
entries:
- keys:
secret:
name: security-team-key
namespace: kyverno
key: security.pub

rekor:

url: https://rekor.sigstore.dev

- count: 1
entries:
- keys:
secret:
name: dev-team-key
namespace: kyverno
key: development.pub

rekor:

url: https://rekor.sigstore.dev
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- count: 1
entries:
- keys:
secret:
name: release-team-key
namespace: kyverno
key: release.pub
rekor:

url: https://rekor.sigstore.dev

mutateDigest: true

required: true

7= 4 : BE&IIE(EFH Secrets

EfREHIEF{F R Secrets :
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apiVersion: kyverno.io/v1
kind: ClusterPolicy

metadata:

name: offline-verification-with-secret

spec:

validationFailureAction: Enforce

background: false

rules:

- name: verify-offline-images

match:
any:

- resources.:

kinds: [Pod, Deployment, StatefulSet, DaemonSet]

verifyImages:

- imageReferences:

- "registry.internal.com/*"

- "airgap.company.com/*"

failureAction: Enforce

emitWarning: false

attestors:
- count: 1
entries:
- keys:
secret:

name: offline-cosign-key
namespace: kyverno

key: cosign.pub

t BEAERACE

rekor:
url: ""

ignoreTlog: true

ignoreSCT: true

ctlog:
ignoreTlog: true

ignoreSCT: true

mutateDigest: true
verifyDigest: true

t BUARIUT AT URL
t ZRERAE
t Zmg SCT

t ZRAEPERRE
t Zmg SCT
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required: true
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apiVersion: kyverno.io/v1
kind: ClusterPolicy
metadata:
name: company-registry-only
spec:
validationFailureAction: Enforce
background: false
rules:
- name: check-registry
match:
any:
- resources:
kinds:
- Pod
validate:
message: "{NAF/ATBFE : registry.company.com”
pattern:
spec:
containers:

- image: "registry.company.com/*"

2. M TR R
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kubectl apply -f registry-policy.yaml
kubectl run test --image=nginx:latest

kubectl run test --image=registry.company.com/nginx:latest
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apiVersion: kyverno.io/v1
kind: ClusterPolicy
metadata:
name: multiple-trusted-registries
spec:
validationFailureAction: Enforce
background: false
rules:
- name: check-approved-registries
match:
any:
- resources:
kinds:
- Pod

validate:

N

message: "GRMICREHERSE | AR €. G(R ZKEF Docker 4"

anyPattern:
- spec:

containers:

- image: "registry.company.com/*"
- spec:

containers:

- image: "gcr.io/project-name/*"

spec:
containers:

- image: "docker.io/library/*"

spec:
containers:
- image: "quay.io/organization/*"

= 2 RNEIMEARFLR
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apiVersion: kyverno.io/v1
kind: ClusterPolicy
metadata:
name: environment-based-registry-rules
spec:
validationFailureAction: Enforce
background: false

rules:

- name: production-strict-registries
match:
any:
- resources:
kinds:
- Pod
namespaces:
- production
- prod-*
validate:
message: "AHEFFIHME(N S Certified NE)EEHE"
pattern:
spec:
containers:

- image: "registry.company.com/certified/*"

- name: development-flexible-registries
match:
any:
- resources:
kinds:
- Pod

namespaces:

development
- dev-*
staging
- test-*
validate:
message: "FFAMEAVFERAT . 6R skEF Docker 45"

anyPattern:

- spec:
containers:

- image: "registry.company.com/*"
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- spec:

containers:

- image: "gcr.io/dev-project/*"
- spec:

containers:

- image: "docker.io/library/*"
- spec:

containers:

- image: "docker.io/organization/*"

s 3 : BRI E XS B
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apiVersion: kyverno.io/v1
kind: ClusterPolicy
metadata:
name: block-risky-registries
spec:
validationFailureAction: Enforce
background: false

rules:

- name: block-untrusted-registries
match:
any:
- resources:
kinds:
- Pod
validate:
message: "NAVFFERKE untrusted-registry.com pEE{ER"
deny:
conditions:
- key: "{{ request.object.spec.containers[?contains(image, 'untrusted-
registry.com')] | length(@) }}"
operator: GreaterThan
value: 0

- name: allow-only-official-dockerhub
match:
any:
- resources:
kinds:
- Pod
validate:
message: "{NAFE T Docker Hub 45% (docker.io/library/*) "
deny:
conditions:
- key: "{{ request.object.spec.containers[?starts_with(image, 'docker.io/') &&
Istarts_with(image, 'docker.io/library/')] | length(@) }}"
operator: GreaterThan

value: 0

s 4 HINE BEEm
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apiVersion: kyverno.io/v1
kind: ClusterPolicy
metadata:
name: team-specific-registries
spec:
validationFailureAction: Enforce
background: false
rules:

- name: frontend-team-registries
match:
any:
- resources:
kinds:
- Pod
namespaces:
- frontend-*
validate:
message: "BimEAARIEMAE € EMET Node.js SR
anyPattern:
- spec:
containers:
- image: "registry.company.com/*"
- spec:
containers:
- image: "docker.io/library/node:*"
- spec:
containers:

- image: "docker.io/library/nginx:*"

- name: data-team-registries
match:
any:
- resources:
kinds:
- Pod
namespaces:
- data-*
- ml-*
validate:

message: "¥RIEEIBAAI{EFAATISEM ML/AT 454"

anyPattern:
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- spec:

containers:

- image: "registry.company.com/*"
- spec:

containers:

- image: "docker.io/tensorflow/*"
- spec:

containers:

- image: "docker.io/pytorch/*"
- spec:

containers:

- image: "nvcr.io/nvidia/*"

ERART

BE B AL

- image: "registry.company.com/*"
- image: "registry.company.com/team-a/*"
- image: "*/database:*"

- image: "gcr.io/project-*/app:*"

ER{ESRIE

MEERITTA

spec:
validationFailureAction: Audit
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rules:
- name: check-registries
match:
any:
- resources:
kinds:
- Pod
exclude:
any:
- resources:
namespaces:
- kube-system
- kyverno

- kube-public

& ILIA)E
L. GRS

. x registry.company.com:5000/app (HR/DMIMX)

o registry.company.com/app: latest
2. BECAHE SR

o X registry.company.com* (HRZDHIAT)

. registry.company.com/*
3. Docker Hub #&= :

o X nginx (F&X docker.io)

o docker.io/library/nginx



AR - Alauda Container Platform

Menu ZARTUMEYE >

R a IR [P R

AIEFIERANATACE Kyverno , 81T [HLEATRESEA 28 KRB I R A= K &
IER R BRT .

:

SHCE , KB

)

H=

Al

T ARBRRBRLHF 2
FSESIRE
1. PRIEASAUA 2%
2. M skng
W 25 B B SR
Eg 1 ZRIEVIE A& E TR
kg 2« B TEEN BRI HER
5B 3 : 2 ETEEN IR
kg 4 B ILfEREED
SkM% 5 : ZRIE root A FIEITR A
SRIHR
s 1 G SRR
o= 2« TEREEFEFIS
MR S%UE
AT 25
MR = f % T Eia)
MR TE M BEARHERR
MXReEHAR
RAERE
1. WNEIHER 45



NSk BFEEE - Alauda Container Platform

2. Hfs ARG a2 (A

AR BARBLF 2

BRI RAGINFELE ATREAVF B & AL A 2500 E . ViR EENARGNGR A 28
g, B

FAVRAR « PURFBURIZTTHA 25

BENGRATEIE  FEHLZEENK PID, WL IPC 454 =[A)

BEAIEIZHER | RFERBEINGRRERE

TERIBEN | BB E LM Linux BEN

BENIROVIE : FLEPE BN MK LB



AR - Alauda Container Platform

apiVersion: kyverno.io/v1
kind: ClusterPolicy
metadata:
name: disallow-privileged-containers
annotations:
policies.kyverno.io/title: Disallow Privileged Containers
policies.kyverno.io/category: Pod Security Standards (Baseline)
policies.kyverno.io/severity: medium
policies.kyverno.io/subject: Pod
policies.kyverno.io/description: >-
Privileged mode disables most security mechanisms and must not be allowed.
spec:
validationFailureAction: Enforce
background: true
rules:
- name: privileged-containers
match:
any:
- resources:
kinds:
- Pod
validate:
message: >-
Privileged mode is disallowed. The fields
spec.containers[*].securityContext.privileged,
spec.initContainers[*].securityContext.privileged, and
spec.ephemeralContainers[*].securityContext.privileged
must be unset or set to false.
pattern:
spec:
=(ephemeralContainers):
- =(securityContext):
=(privileged): "false"
=(initContainers):
- =(securityContext):
=(privileged): "false"
containers:
- =(securityContext):

=(privileged): "false"

2. M SRR



AR - Alauda Container Platform
kubectl apply -f disallow-privileged-containers.yaml

cat <<EOF | kubectl apply -f -
apiVersion: v1
kind: Pod
metadata:
name: test-privileged
spec:
containers:
- name: nginx
image: nginx
securityContext:
privileged: true
EOF

kubectl run test-normal --image=nginx

kubectl delete pod test-privileged test-normal --ignore-not-found

OB 2 ik R R Rk g
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apiVersion: kyverno.io/v1
kind: ClusterPolicy
metadata:
name: disallow-host-namespaces
annotations:
policies.kyverno.io/title: Disallow Host Namespaces
policies.kyverno.io/category: Pod Security Standards (Baseline)
policies.kyverno.io/severity: medium
policies.kyverno.io/subject: Pod
policies.kyverno.io/description: >-
Host namespaces (Process ID namespace, Inter-Process Communication namespace, and
network namespace) allow access to shared information and can be used to elevate
privileges. Pods should not be allowed access to host namespaces.
spec:
validationFailureAction: Enforce
background: true
rules:
- name: host-namespaces
match:
any:
- resources:
kinds:
- Pod
validate:
message: >-
Sharing the host namespaces is disallowed. The fields spec.hostNetwork,
spec.hostIPC, and spec.hostPID must be unset or set to false.
pattern:
spec:
=(hostPID): "false"
=(hostIPC): "false"
=(hostNetwork): "false"

REE 2 1 ZRIETEENEEITHER
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apiVersion: kyverno.io/v1
kind: ClusterPolicy
metadata:
name: disallow-host-path
annotations:
policies.kyverno.io/title: Disallow Host Path
policies.kyverno.io/category: Pod Security Standards (Baseline)
policies.kyverno.io/severity: medium
policies.kyverno.io/subject: Pod,Volume
policies.kyverno.io/description: >-
HostPath volumes let Pods use host directories and volumes in containers.
Using host resources can be used to access shared data or escalate privileges
and should not be allowed.
spec:
validationFailureAction: Enforce
background: true
rules:
- name: host-path
match:
any:
- resources:
kinds:
- Pod
validate:
message: >-
HostPath volumes are forbidden. The field spec.volumes[*].hostPath must be
unset.
pattern:
spec:
=(volumes):
- X(hostPath): "null"

g 3 1 ZEEE RO
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apiVersion: kyverno.io/v1
kind: ClusterPolicy
metadata:
name: disallow-host-ports
annotations:
policies.kyverno.io/title: Disallow Host Ports
policies.kyverno.io/category: Pod Security Standards (Baseline)
policies.kyverno.io/severity: medium
policies.kyverno.io/subject: Pod
policies.kyverno.io/description: >-
Access to host ports allows potential snooping of network traffic and should not be
allowed, or at minimum restricted to a known list.
spec:
validationFailureAction: Enforce
background: true
rules:
- name: host-ports-none
match:
any:
- resources:
kinds:
- Pod
validate:
message: >-
Use of host ports is disallowed. The fields
spec.containers[*].ports[*].hostPort,
spec.initContainers[*].ports[*].hostPort, and
spec.ephemeralContainers[*].ports[*].hostPort
must either be unset or set to 0.
pattern:
spec:
=(ephemeralContainers):
- =(ports):
- =(hostPort): 0
=(initContainers):
- =(ports):
- =(hostPort): 0
containers:
- =(ports):
- =(hostPort): 0
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apiVersion: kyverno.io/v1
kind: ClusterPolicy
metadata:
name: disallow-capabilities-strict
annotations:
policies.kyverno.io/title: Disallow Capabilities (Strict)
policies.kyverno.io/category: Pod Security Standards (Restricted)
policies.kyverno.io/severity: medium
policies.kyverno.io/subject: Pod
policies.kyverno.io/description: >-
Adding capabilities other than ‘NET_BIND_SERVICE' is disallowed. In addition,
all containers must explicitly drop ‘ALL' capabilities.
spec:
validationFailureAction: Enforce
background: true
rules:
- name: require-drop-all
match:
any:
- resources:
kinds:
- Pod
preconditions:
all:
- key: "{{ request.operation || 'BACKGROUND' }}"
operator: NotEquals
value: DELETE
validate:
message: >-
Containers must drop ‘ALL‘ capabilities.
foreach:
- list: request.object.spec.[ephemeralContainers, initContainers, containers][]
deny:
conditions:
all:
- key: ALL
operator: AnyNotIn
value: "{{ element.securityContext.capabilities.drop || ‘[]1' }}"
- name: adding-capabilities
match:
any:
- resources:
kinds:
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- Pod
preconditions:
all:
- key: "{{ request.operation || 'BACKGROUND' }}"
operator: NotEquals
value: DELETE
validate:
message: >-
Any capabilities added other than NET_BIND_SERVICE are disallowed.
foreach:
- list: request.object.spec.[ephemeralContainers, initContainers, containers][]
deny:
conditions:
any:
- key: "{{ element.securityContext.capabilities.add || ‘[]% }}"
operator: AnyNotIn
value:
- NET_BIND_SERVICE

RE% 5 : Z5KIE root A FIE1TA S
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apiVersion: kyverno.io/v1
kind: ClusterPolicy
metadata:
name: require-run-as-nonroot
annotations:
policies.kyverno.io/title: Require Run As Non-Root User
policies.kyverno.io/category: Pod Security Standards (Restricted)
policies.kyverno.io/severity: medium
policies.kyverno.io/subject: Pod
policies.kyverno.io/description: >-
Containers must run as a non-root user. This policy ensures runAsNonRoot is set to
true.
spec:
validationFailureAction: Enforce
background: true
rules:
- name: run-as-non-root
match:
any:
- resources:
kinds:
- Pod
validate:
message: >-
Running as root is not allowed. Either the field
spec.securityContext.runAsNonRoot
must be set to true, or the field
spec.containers[*].securityContext.runAsNonRoot
must be set to true.
anyPattern:
- spec:
securityContext:
runAsNonRoot: "true"
- spec:
containers:
- securityContext:

runAsNonRoot: "true"

=RIp R
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apiVersion: kyverno.io/v1
kind: ClusterPolicy
metadata:
name: environment-container-security
spec:
validationFailureAction: Enforce
background: true

rules:

- name: production-strict-security
match:
any:
- resources:

kinds:

- Pod

namespaces:

- production

- prod-*

validate:
message: "Production environments require strict container security"

pattern:

spec:

=(hostPID): "false"

=(hostIPC): "false"

=(hostNetwork): "false"
securityContext:

runAsNonRoot: "true"
containers:

- securityContext:
privileged: "false"
runAsNonRoot: "true"
capabilities:

drop:
- ALL

- name: development-basic-security
match:
any:
- resources:
kinds:
- Pod

namespaces:
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- development
- dev-*
- staging
validate:
message: "Development environments require basic container security"
pattern:
spec:
=(hostPID): "false"
=(hostIPC): "false"
containers:
- securityContext:

=(privileged): "false"
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apiVersion: kyverno.io/v1
kind: ClusterPolicy
metadata:
name: workload-specific-security
Spec:
validationFailureAction: Enforce
background: true
rules:
- name: system-workloads-exception
match:
any:
- resources:
kinds:
- Pod
exclude:
any:
- resources:
namespaces:
- kube-system
- kyverno
- resources:
kinds:
- Pod
names:
- "monitoring-*"
- "logging-*"
validate:
message: "Container security policies apply to application workloads"
pattern:
spec:
=(hostNetwork): "false"
containers:
- securityContext:
=(privileged): "false"

M-Sk

M ARFAN S 25



AR - Alauda Container Platform

cat <<EOF | kubectl apply -f -
apiVersion: v1
kind: Pod
metadata:
name: test-privileged
Sspec:
containers:
- name: test
image: nginx
securityContext:
privileged: true
EOF

A
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cat <<EOF | kubectl apply -f -
apiVersion: v1
kind: Pod
metadata:

name: test-host-network
spec:

hostNetwork: true

containers:

- name: test

image: nginx

EOF

M8 EALFR IS HERK
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# PIRVEN #EFR LE
cat <<EOF | kubectl apply -f -
apiVersion: v1
kind: Pod
metadata:
name: test-hostpath
spec:
containers:
- name: test
image: nginx
volumeMounts:
- name: host-vol
mountPath: /host
volumes:
- name: host-vol
hostPath:
path: /
EOF

MAReGNA
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cat <<EOF | kubectl apply -f -
apiVersion: v1
kind: Pod
metadata:
name: test-secure
spec:
securityContext:
runAsNonRoot: true
runAsUser: 1000
containers:
- name: test
image: nginx
securityContext:
allowPrivilegeEscalation: false
capabilities:

drop:

- ALL
readOnlyRootFilesystem: true
runAsNonRoot: true
runAsUser: 1000

EOF

BRAESKEK
1. NEITHRI T4

spec:
validationFailureAction: Audit

2. HFfR RSt an 4 =5 (H)
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exclude:
any:
- resources:
namespaces:
- kube-system
- kyverno

- kube-public
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apiVersion: kyverno.io/v1
kind: ClusterPolicy
metadata:
name: require-run-as-nonroot
annotations:
policies.kyverno.io/title: Require Run As Non-Root User
policies.kyverno.io/category: Pod Security Standards (Restricted)
policies.kyverno.io/severity: medium
policies.kyverno.io/subject: Pod
policies.kyverno.io/description: >-
Containers must run as a non-root user. This policy ensures runAsNonRoot is set to
true.
spec:
validationFailureAction: Enforce
background: true
rules:
- name: run-as-non-root
match:
any:
- resources:
kinds:
- Pod
validate:
message: >-
Running as root is not allowed. Either the field
spec.securityContext.runAsNonRoot
must be set to true, or the field
spec.containers[*].securityContext.runAsNonRoot
must be set to true.
anyPattern:
- spec:
securityContext:
runAsNonRoot: "true"
- spec:
containers:
- securityContext:

runAsNonRoot: "true"
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kubectl apply -f require-run-as-nonroot.yaml

cat <<EOF | kubectl apply -f -
apiVersion: v1
kind: Pod
metadata:
name: test-root
spec:
containers:
- name: nginx
image: nginx
securityContext:
runAsUser: @
runAsNonRoot: false
EOF

cat <<EOF | kubectl apply -f -
apiVersion: v1
kind: Pod
metadata:
name: test-nonroot
spec:
securityContext:
runAsNonRoot: true
runAsUser: 1000
containers:
- name: nginx
image: nginx
EOF

kubectl delete pod test-root test-nonroot --ignore-not-found
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apiVersion: kyverno.io/v1
kind: ClusterPolicy
metadata:
name: disallow-privilege-escalation
annotations:
policies.kyverno.io/title: Disallow Privilege Escalation
policies.kyverno.io/category: Pod Security Standards (Restricted)
policies.kyverno.io/severity: medium
policies.kyverno.io/subject: Pod
policies.kyverno.io/description: >-
Privilege escalation, such as via set-user-ID or set-group-ID file mode, should not
be allowed.
spec:
validationFailureAction: Enforce
background: true
rules:
- name: privilege-escalation
match:
any:
- resources:
kinds:
- Pod
validate:
message: >-
Privilege escalation is disallowed. The fields
spec.containers[*].securityContext.allowPrivilegeEscalation,
spec.initContainers[*].securityContext.allowPrivilegeEscalation,
and spec.ephemeralContainers[*].securityContext.allowPrivilegeEscalation
must be set to false.
pattern:
spec:
=(ephemeralContainers):
- securityContext:
allowPrivilegeEscalation: "false"
=(initContainers):
- securityContext:
allowPrivilegeEscalation: "false"
containers:
- securityContext:

allowPrivilegeEscalation: "false"
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apiVersion: kyverno.io/v1
kind: ClusterPolicy
metadata:
name: require-user-id-range
annotations:
policies.kyverno.io/title: Require User ID Range
policies.kyverno.io/category: Pod Security Standards (Restricted)
policies.kyverno.io/severity: medium
policies.kyverno.io/subject: Pod
policies.kyverno.io/description: >-
Containers must run with a specific user ID range to prevent privilege escalation.
spec:
validationFailureAction: Enforce
background: true
rules:
- name: user-id-range
match:
any:
- resources:
kinds:
- Pod
validate:
message: >-
Containers must run with user ID between 1000 and 65535.
deny:
conditions:
any:
# KE Pod KHIKETL ETX
- key: "{{ request.object.spec.securityContext.runAsUser || @ }}"
operator: LessThan
value: 1000
- key: "{{ request.object.spec.securityContext.runAsUser || @ }}"
operator: GreaterThan
value: 65535
t RERFEANNZL LT
- key: "{{ request.object.spec.containers[?securityContext.runAsUser &&
(securityContext.runAsUser < ‘1000 || securityContext.runAsUser > '65535')] | length(@)
"
operator: GreaterThan

value: 0
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apiVersion: kyverno.io/v1
kind: ClusterPolicy
metadata:
name: require-non-root-groups
annotations:
policies.kyverno.io/title: Require Non-Root Groups
policies.kyverno.io/category: Pod Security Standards (Restricted)
policies.kyverno.io/severity: medium
policies.kyverno.io/subject: Pod
policies.kyverno.io/description: >-
Containers should be required to run with a non-root group ID or supplemental
groups.
spec:
validationFailureAction: Enforce
background: true
rules:
- name: non-root-groups
match:
any:
- resources:
kinds:
- Pod
validate:
message: >-
Containers must run with non-root group ID. Either
spec.securityContext.runAsGroup
or spec.containers[*].securityContext.runAsGroup must be set and not be 0.
deny:
conditions:

any:

- key: "{{ request.object.spec.securityContext.runAsGroup || @ }}"
operator: Equals
value: 0

- key: "{{ request.object.spec.containers[?securityContext.runAsGroup == ‘0"]
| length(@) }}"
operator: GreaterThan

value: 0

REE 4 : [R% Seccomp frE
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apiVersion: kyverno.io/v1
kind: ClusterPolicy
metadata:
name: restrict-seccomp-strict
annotations:
policies.kyverno.io/title: Restrict Seccomp (Strict)
policies.kyverno.io/category: Pod Security Standards (Restricted)
policies.kyverno.io/severity: medium
policies.kyverno.io/subject: Pod
policies.kyverno.io/description: >-
Seccomp profile must be explicitly set to one of the allowed values.
Both the Unconfined profile and the absence of a profile are prohibited.
spec:
validationFailureAction: Enforce
background: true
rules:
- name: seccomp-strict
match:
any:
- resources:
kinds:
- Pod
validate:
message: >-
Use of custom Seccomp profiles is disallowed. The field
spec.securityContext.seccompProfile.type must be set to RuntimeDefault or
Localhost.
anyPattern:
- spec:
securityContext:
seccompProfile:
type: RuntimeDefault
- spec:
securityContext:
seccompProfile:
type: Localhost
- spec:
containers:
- securityContext:
seccompProfile:
type: RuntimeDefault
- spec:
containers:
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- securityContext:
seccompProfile:

type: Localhost
REE 5 1 BREFHTHRE
MRBHZEZFAREN

apiVersion: kyverno.io/v1
kind: ClusterPolicy
metadata:
name: require-drop-all-capabilities
annotations:
policies.kyverno.io/title: Require Drop ALL Capabilities
policies.kyverno.io/category: Pod Security Standards (Restricted)
policies.kyverno.io/severity: medium
policies.kyverno.io/subject: Pod
policies.kyverno.io/description: >-
Containers must drop all capabilities and only add back those that are specifically
needed.
spec:
validationFailureAction: Enforce
background: true
rules:
- name: require-drop-all
match:
any:
- resources:
kinds:
- Pod
validate:
message: >-
Containers must drop ALL capabilities.
foreach:
- list: request.object.spec.[ephemeralContainers, initContainers, containers][]

deny:
conditions:
all:
- key: ALL

operator: AnyNotIn

value: "{{ element.securityContext.capabilities.drop || ‘[]1% }}"
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apiVersion: kyverno.io/v1
kind: ClusterPolicy
metadata:
name: restrict-apparmor-profiles
annotations:
policies.kyverno.io/title: Restrict AppArmor Profiles
policies.kyverno.io/category: Pod Security Standards (Baseline)
policies.kyverno.io/severity: medium
policies.kyverno.io/subject: Pod
policies.kyverno.io/description: >-
On supported hosts, the runtime/default AppArmor profile is applied by default.
The baseline policy should prevent overriding or disabling the default AppArmor
profile.
spec:
validationFailureAction: Enforce
background: true
rules:
- name: apparmor-profiles
match:
any:
- resources:
kinds:
- Pod
validate:
message: >-
AppArmor profile must be set to runtime/default or a custom profile.
Unconfined profiles are not allowed.
pattern:
metadata:
=(annotations):

=(container.apparmor.security.beta.kubernetes.io/*): "lunconfined"

SRIHR



Security Context Enforcement Policy - Alauda Container Platform
= . w21 i o | — éJ: AY
s 1 MERFERRE LT

ARMEHRR L FRAR :



Security Context Enforcement Policy - Alauda Container Platform

apiVersion: kyverno.io/v1
kind: ClusterPolicy
metadata:
name: environment-security-contexts
spec:
validationFailureAction: Enforce
background: true

rules:

- name: production-strict-security
match:
any:
- resources:

kinds:

- Pod

namespaces:

- production

- prod-*

validate:
message: "Production environments require strict security contexts"

pattern:

spec:

securityContext:

runAsNonRoot: "true"
runAsUser: "1000-65535"
runAsGroup: "1000-65535"
seccompProfile:
type: RuntimeDefault
containers:

- securityContext:
allowPrivilegeEscalation: "false"
readOnlyRootFilesystem: "true"
runAsNonRoot: "true"
capabilities:

drop:
- ALL

- name: development-basic-security
match:
any:
- resources:
kinds:
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- Pod
namespaces:
- development
- dev-*
- staging
validate:
message: "Development environments require basic security contexts"
pattern:
spec:
containers:
- securityContext:
allowPrivilegeEscalation: "false"

runAsNonRoot: "true"

R 2 MRFSENRE ETX
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apiVersion: kyverno.io/v1
kind: ClusterPolicy
metadata:
name: application-security-contexts
spec:
validationFailureAction: Enforce
background: true

rules:

- name: database-security-context
match:
any:
- resources:
kinds:
- Pod
selector:
matchLabels:
app.type: database
validate:
message: "Database applications must use specific security contexts"
pattern:
spec:
securityContext:
runAsUser: "999"
runAsGroup: "999"
fsGroup: "999"
containers:
- securityContext:
runAsNonRoot: "true"

readOnlyRootFilesystem: "true"

- name: web-app-security-context
match:
any:
- resources:
kinds:
- Pod
selector:
matchLabels:
app.type: web
validate:
message: "Web applications must use standard security contexts"
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pattern:
spec:
containers:
- securityContext:
runAsNonRoot: "true"
allowPrivilegeEscalation: "false"
capabilities:
drop:
- ALL
add:
- NET_BIND_SERVICE

R 3 1 NikEE LN GRBPAT
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apiVersion: kyverno.io/v1
kind: ClusterPolicy
metadata:
name: graduated-security-contexts
spec:
validationFailureAction: Enforce
background: true

rules:

- name: basic-security-level
match:
any:
- resources:
kinds:
- Pod
exclude:
any:
- resources:
namespaces:
- kube-system
- kyverno
validate:
message: "All containers must have basic security contexts"
pattern:
spec:
containers:
- securityContext:

allowPrivilegeEscalation: "false"

- name: enhanced-security-level
match:
any:
- resources:
kinds:
- Pod
namespaces:
- finance-*
- hr-*
- security-*
validate:
message: "Sensitive namespaces require enhanced security contexts"
pattern:
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spec:

securityContext:

runAsNonRoot: "true"

containers:

- securityContext:
readOnlyRootFilesystem: "true"
capabilities:

drop:
- ALL

- name: maximum-security-level
match:
any:
- resources:

kinds:

- Pod

namespaces:

- critical-*

- payment-*

validate:
message: "Critical namespaces require maximum security contexts"

pattern:

spec:

securityContext:

runAsNonRoot: "true"
runAsUser: "1000-1999"
runAsGroup: "1000-1999"
seccompProfile:
type: RuntimeDefault
containers:

- securityContext:
allowPrivilegeEscalation: "false"
readOnlyRootFilesystem: "true"
runAsNonRoot: "true"
capabilities:

drop:
- ALL

MR S%euE
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cat <<EOF | kubectl apply -f -
apiVersion: v1
kind: Pod
metadata:
name: test-root-user
spec:
containers:
- name: test
image: nginx
securityContext:
runAsUser: @
EOF

MBAPRIE T (MKIK)

cat <<EOF | kubectl apply -f -
apiVersion: v1
kind: Pod
metadata:
name: test-privilege-escalation
spec:
containers:
- name: test
image: nginx
securityContext:
allowPrivilegeEscalation: true
EOF

MR D EF AR (KEXW)
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cat <<EOF | kubectl apply -f -
apiVersion: v1
kind: Pod
metadata:
name: test-missing-drop-all
spec:
containers:
- name: test
image: nginx
securityContext:
capabilities:
add:
- NET_ADMIN
EOF

MABFHN LR (MBY)
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cat <<EOF | kubectl apply -f -
apiVersion: v1
kind: Pod
metadata:
name: test-secure-context
spec:
securityContext:
runAsNonRoot: true
runAsUser: 1000
runAsGroup: 1000
seccompProfile:
type: RuntimeDefault
containers:
- name: test
image: nginx
securityContext:
allowPrivilegeEscalation: false
readOnlyRootFilesystem: true
runAsNonRoot: true
runAsUser: 1000
capabilities:
drop:
- ALL
add:
- NET_BIND_SERVICE
EOF
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apiVersion: kyverno.io/v1
kind: ClusterPolicy
metadata:
name: disallow-host-network
annotations:
policies.kyverno.io/title: Disallow Host Network
policies.kyverno.io/category: Pod Security Standards (Baseline)
policies.kyverno.io/severity: medium
policies.kyverno.io/subject: Pod
policies.kyverno.io/description: >-
Access to the host network allows potential snooping of network traffic and should
not be allowed.
spec:
validationFailureAction: Enforce
background: true
rules:
- name: host-network
match:
any:
- resources:
kinds:
- Pod
validate:
message: >-
Use of host network is disallowed. The field spec.hostNetwork must be unset or
set to false.
pattern:
spec:
=(hostNetwork): "false"

2. MR

# N SR
kubectl apply -f disallow-host-network.yaml

# A BIZEAENMLER pod (KK

kubectl run test-hostnet --image=nginx --overrides='{"spec":{"hostNetwork":true}}'

# A BIEEE pod (RZAYTH)
kubectl run test-normal --image=nginx
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apiVersion: kyverno.io/v1
kind: ClusterPolicy
metadata:
name: disallow-host-ports
annotations:
policies.kyverno.io/title: Disallow Host Ports
policies.kyverno.io/category: Pod Security Standards (Baseline)
policies.kyverno.io/severity: medium
policies.kyverno.io/subject: Pod
policies.kyverno.io/description: >-
Access to host ports allows potential snooping of network traffic and should not be
allowed, or at minimum restricted to a known list.
spec:
validationFailureAction: Enforce
background: true
rules:
- name: host-ports-none
match:
any:
- resources:
kinds:
- Pod
validate:
message: >-
Use of host ports is disallowed. The fields
spec.containers[*].ports[*].hostPort,
spec.initContainers[*].ports[*].hostPort, and
spec.ephemeralContainers[*].ports[*].hostPort
must either be unset or set to 0.
pattern:
spec:
=(ephemeralContainers):
- =(ports):
- =(hostPort): 0
=(initContainers):
- =(ports):
- =(hostPort): 0
containers:
- =(ports):
- =(hostPort): 0
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apiVersion: kyverno.io/v1
kind: ClusterPolicy
metadata:
name: restrict-host-port-range
annotations:
policies.kyverno.io/title: Restrict Host Port Range
policies.kyverno.io/category: Pod Security Standards (Baseline)
policies.kyverno.io/severity: medium
policies.kyverno.io/subject: Pod
policies.kyverno.io/description: >-
Host ports, if used, must be within an allowed range to prevent conflicts and
security issues.
spec:
validationFailureAction: Enforce
background: true
rules:
- name: host-port-range
match:
any:
- resources:
kinds:
- Pod
preconditions:
all:
- key: "{{ request.object.spec.containers[].ports[?hostPort] | length(@) }}"

operator: GreaterThan

value: @
validate:
message: >-
Host ports must be within the allowed range 30000-32767.
foreach:

- list: request.object.spec.[ephemeralContainers, initContainers, containers]

[].ports[]
preconditions:

any:
- key: "{{ element.hostPort }}"
operator: GreaterThan
value: 0
deny:
conditions:
any:
- key: "{{ element.hostPort }}"
operator: LessThan
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value: 30000

- key: "{{ element.hostPort }}"
operator: GreaterThan
value: 32767

R 3 - BOKMZR R

iR Pod <A NetworkPolicies DUFSGE -
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apiVersion: kyverno.io/v1
kind: ClusterPolicy
metadata:
name: require-network-policies
annotations:
policies.kyverno.io/title: Require Network Policies
policies.kyverno.io/category: Network Security
policies.kyverno.io/severity: medium
policies.kyverno.io/subject: Pod,NetworkPolicy
policies.kyverno.io/description: >-
Pods should have associated NetworkPolicies to control network traffic.
spec:
validationFailureAction: Enforce
background: false
rules:
- name: require-netpol
match:
any:
- resources:
kinds:
- Pod
exclude:
any:
- resources:
namespaces:
- kube-system
- kyverno
context:
- name: netpols
apiCall:
urlPath: "/apis/networking.k8s.io/v1/namespaces/{{ request.namespace
}}/networkpolicies”
jmesPath: "items[?spec.podSelector.matchLabels.app == '{{
request.object.metadata.labels.app }}'] | length(@)"
validate:
message: >-
Pods must have an associated NetworkPolicy. Create a NetworkPolicy that selects
this pod.
deny:
conditions:
all:
- key: "{{ netpols }}"
operator: Equals
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value: 0
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apiVersion: kyverno.io/v1
kind: ClusterPolicy
metadata:
name: restrict-service-types
annotations:
policies.kyverno.io/title: Restrict Service Types
policies.kyverno.io/category: Network Security
policies.kyverno.io/severity: medium
policies.kyverno.io/subject: Service
policies.kyverno.io/description: >-
Restrict Service types to prevent exposure of services to external networks.
spec:
validationFailureAction: Enforce
background: true
rules:
- name: restrict-nodeport
match:
any:
- resources:
kinds:
- Service
validate:
message: >-
NodePort services are not allowed. Use ClusterIP or LoadBalancer instead.
pattern:
spec:
type: "!NodePort"
- name: restrict-loadbalancer
match:
any:
- resources:
kinds:
- Service
namespaces:
- development
- dev-*
- staging
validate:
message: >-
LoadBalancer services are not allowed in development environments.
pattern:
spec:
type: "!LoadBalancer"
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apiVersion: kyverno.io/v1
kind: ClusterPolicy
metadata:
name: secure-ingress-configuration
annotations:
policies.kyverno.io/title: Secure Ingress Configuration
policies.kyverno.io/category: Network Security
policies.kyverno.io/severity: medium
policies.kyverno.io/subject: Ingress
policies.kyverno.io/description: >-
Ingress resources must be configured securely with TLS and proper annotations.
spec:
validationFailureAction: Enforce
background: true
rules:
- name: require-tls
match:
any:
- resources:
kinds:
- Ingress
validate:
message: >-
Ingress must use TLS. The field spec.tls must be specified.
pattern:
spec:
tls:
- hosts:
o D50
- name: require-security-annotations
match:
any:
- resources:
kinds:
- Ingress
validate:
message: >-
Ingress must have security annotations for SSL redirect and HSTS.
pattern:
metadata:
annotations:
nginx.ingress.kubernetes.io/ssl-redirect: "true"
nginx.ingress.kubernetes.io/force-ssl-redirect: "true"
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apiVersion: kyverno.io/v1
kind: ClusterPolicy
metadata:
name: restrict-dns-configuration
annotations:
policies.kyverno.io/title: Restrict DNS Configuration
policies.kyverno.io/category: Network Security
policies.kyverno.io/severity: medium
policies.kyverno.io/subject: Pod
policies.kyverno.io/description: >-
Restrict DNS configuration to prevent DNS hijacking and data exfiltration.
spec:
validationFailureAction: Enforce
background: true
rules:
- name: restrict-dns-policy
match:
any:
- resources:
kinds:
- Pod
validate:
message: >-
Custom DNS policy is not allowed. Use Default or ClusterFirst only.
pattern:
spec:
=(dnsPolicy): "Default | ClusterFirst"
- name: restrict-custom-dns
match:
any:
- resources:
kinds:
- Pod
validate:
message: >-
Custom DNS configuration is not allowed in production environments.
pattern:
spec:
X(dnsConfig): "null"



L& Ze 25k M% - Alauda Container Platform

=I5 =

R 1 LR RE FO AR SR

FESSAREMRE A B P& BRI



L& 24 5EME - Alauda Container Platform

apiVersion: kyverno.io/v1
kind: ClusterPolicy
metadata:
name: environment-network-security
spec:
validationFailureAction: Enforce
background: true

rules:

- name: production-network-restrictions
match:
any:
- resources:
kinds:
- Pod
namespaces:
- production
- prod-*
validate:
message: "Production environments require strict network security"
pattern:
spec:
hostNetwork: "false"
dnsPolicy: "ClusterFirst"
containers:
- ports:
- =(hostPort): 0

- name: development-network-restrictions
match:
any:
- resources:
kinds:
- Pod
namespaces:
- development
- dev-*
- staging
validate:
message: "Development environments require basic network security"
pattern:
spec:



L& Ze 25k M% - Alauda Container Platform

hostNetwork: "false"
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apiVersion: kyverno.io/v1
kind: ClusterPolicy
metadata:
name: application-network-policies
spec:
validationFailureAction: Enforce
background: true

rules:

- name: database-network-policy
match:
any:
- resources:
kinds:
- Pod
selector:
matchLabels:
app.type: database
validate:
message: "Database applications cannot use host network or host ports”
pattern:
spec:
hostNetwork: "false"
containers:
- ports:
- =(hostPort): 0

- name: web-app-network-policy
match:
any:
- resources:
kinds:
- Pod
selector:
matchLabels:
app.type: web
validate:
message: "Web applications can only use standard HTTP/HTTPS ports"
foreach:
- list: request.object.spec.containers[].ports[]
deny:
conditions:
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any:
- key: "{{ element.containerPort }}"

operator: AnyNotIn

value:

- 80

- 443

- 8080

- 8443
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apiVersion: kyverno.io/v1
kind: ClusterPolicy
metadata:
name: network-segmentation-enforcement
spec:
validationFailureAction: Enforce
background: true
rules:
- name: frontend-backend-separation
match:
any:
- resources:
kinds:
- Pod
selector:
matchLabels:
tier: frontend
validate:
message: "Frontend pods cannot access backend network directly"
deny:
conditions:
any:
- key: "{{ request.object.metadata.labels.tier }}"
operator: Equals
value: backend
- name: require-network-labels
match:
any:
- resources:
kinds:
- Pod
exclude:
any:
- resources:
namespaces:
- kube-system
- kyverno
validate:
message: "Pods must have network tier labels for segmentation"
pattern:
metadata:
labels:
tier: "frontend | backend | database"
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cat <<EOF | kubectl apply -f -
apiVersion: v1
kind: Pod
metadata:

name: test-host-network
spec:

hostNetwork: true

containers:

- name: test

image: nginx

EOF

MAENIRASE (MKRK)

cat <<EOF | kubectl apply -f -
apiVersion: v1
kind: Pod
metadata:
name: test-host-port
spec:
containers:
- name: test
image: nginx
ports:
- containerPort: 80
hostPort: 8080
EOF

Mz NodePort Service (W< )
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cat <<EOF | kubectl apply -f -
apiVersion: v1

kind: Service

metadata:

name: test-nodeport

spec:

type: NodePort

ports:

- port: 80
targetPort: 80
nodePort: 30080

selector:
app: test

EOF

MAERHMRECE (NMIBT)



cat <<EOF | kubectl apply -f -

apiVersion: v1
kind: Pod
metadata:
name: test-secure-network
labels:
app: web-app
tier: frontend
spec:
dnsPolicy: ClusterFirst
containers:
- name: test
image: nginx
ports:
- containerPort: 80
protocol: TCP
apiVersion: v1
kind: Service
metadata:
name: test-service
spec:
type: ClusterIP
ports:
- port: 80
targetPort: 80
selector:
app: web-app
EOF
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apiVersion: kyverno.io/v1
kind: ClusterPolicy
metadata:
name: restrict-volume-types
annotations:
policies.kyverno.io/title: Restrict Volume Types
policies.kyverno.io/category: Pod Security Standards (Restricted)
policies.kyverno.io/severity: medium
policies.kyverno.io/subject: Pod,Volume
policies.kyverno.io/description: >-
Only allow safe volume types. This policy restricts volumes to configMap, csi,
downwardAPI, emptyDir, ephemeral, persistentVolumeClaim, projected, and secret.
spec:
validationFailureAction: Enforce
background: true
rules:
- name: restrict-volume-types
match:
any:
- resources:
kinds:
- Pod
validate:
message: >-
Only the following types of volumes may be used: configMap, csi, downwardAPI,
emptyDir, ephemeral, persistentVolumeClaim, projected, and secret.
foreach:
- list: "request.object.spec.volumes || []"
deny:
conditions:
all:
- key: "{{ element.keys(@) }}"
operator: AnyNotIn
value:

- nName

configMap

- ¢si

- downwardAPI

- emptyDir

- ephemeral

- persistentVolumeClaim
- projected

- secret
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# N SR
kubectl apply -f restrict-volume-types.yaml

# 2K BIEHH hostPath #HH Pod (&KK)
cat <<EOF | kubectl apply -f -
apiVersion: v1
kind: Pod
metadata:
name: test-hostpath
spec:
containers:
- name: nginx
image: nginx
volumeMounts:
- name: host-vol
mountPath: /host
volumes:
- name: host-vol
hostPath:
path: /
EOF

# SeeliENE ConfigMap
kubectl create configmap test-config --from-literal=key=value

# =B ARIFNELR Pod (RALHN)
cat <<EOF | kubectl apply -f -
apiVersion: v1
kind: Pod
metadata:
name: test-configmap
spec:
containers:
- name: nginx
image: nginx
volumeMounts:
- name: config-vol
mountPath: /config
volumes:
- name: config-vol
configMap:
name: test-config
EOF
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kubectl delete pod test-hostpath test-configmap --ignore-not-found

kubectl delete configmap test-config --ignore-not-found
N\ = Vorin
D ER 2R

W 1 : 221 HostPath %
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apiVersion: kyverno.io/v1
kind: ClusterPolicy
metadata:
name: disallow-host-path
annotations:
policies.kyverno.io/title: Disallow Host Path
policies.kyverno.io/category: Pod Security Standards (Baseline)
policies.kyverno.io/severity: medium
policies.kyverno.io/subject: Pod,Volume
policies.kyverno.io/description: >-
HostPath volumes let Pods use host directories and volumes in containers.
Using host resources can be used to access shared data or escalate privileges
and should not be allowed.
spec:
validationFailureAction: Enforce
background: true
rules:
- name: host-path
match:
any:
- resources:
kinds:
- Pod
validate:
message: >-
HostPath volumes are forbidden. The field spec.volumes[*].hostPath must be
unset.
pattern:
spec:
=(volumes):
- X(hostPath): "null"
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apiVersion: kyverno.io/v1
kind: ClusterPolicy
metadata:
name: restrict-host-path-readonly
annotations:
policies.kyverno.io/title: Restrict Host Path (Read-Only)
policies.kyverno.io/category: Pod Security Standards (Baseline)
policies.kyverno.io/severity: medium
policies.kyverno.io/subject: Pod,Volume
policies.kyverno.io/description: >-
HostPath volumes which are allowed must be read-only and restricted to specific
paths.
spec:
validationFailureAction: Enforce
background: true
rules:
- name: host-path-readonly
match:
any:
- resources:
kinds:
- Pod
preconditions:
all:
- key: "{{ request.object.spec.volumes[?hostPath] | length(@) }}"

operator: GreaterThan

value: 0
validate:
message: >-

HostPath volumes must be read-only and limited to allowed paths.
foreach:
- list: "request.object.spec.volumes[?hostPath]"
deny:
conditions:

any:

- key: "{{ element.hostPath.path }}"
operator: AnyNotIn
value:
- "/var/log"
- "/var/lib/docker/containers"
- "/proc”
- "/sys"



Volume Security Policy - Alauda Container Platform

foreach:
- list: "request.object.spec.containers[].volumeMounts[?name]"
deny:
conditions:
any:

- key: "{{ element.readOnly || false }}"

operator: Equals

value: false
RBE 3 B IEAFAE LR
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apiVersion: kyverno.io/v1
kind: ClusterPolicy
metadata:
name: disallow-privileged-volumes
annotations:
policies.kyverno.io/title: Disallow Privileged Volume Types
policies.kyverno.io/category: Pod Security Standards (Baseline)
policies.kyverno.io/severity: high
policies.kyverno.io/subject: Pod,Volume
policies.kyverno.io/description: >-
Certain volume types are considered privileged and should not be allowed.
spec:
validationFailureAction: Enforce
background: true
rules:
- name: disallow-privileged-volumes
match:
any:
- resources:
kinds:
- Pod
validate:
message: >-
Privileged volume types are not allowed: hostPath, gcePersistentDisk,
awsElasticBlockStore, gitRepo, nfs, iscsi, glusterfs, rbd, flexVolume,
cinder, cephFS, flocker, fc, azureFile, azureDisk, vsphereVolume, quobyte,
portworxVolume, scalel0, storageos.
foreach:
- list: "request.object.spec.volumes || []"
deny:
conditions:
any:
- key: "{{ element.keys(@) }}"
operator: AnyIn
value:
- hostPath
- gcePersistentDisk
- awsElasticBlockStore
- gitRepo
- nfs
- iscsi
- glusterfs
- rhd
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- flexVolume

- cinder

- cephFS

- flocker

- fc

- azurefFile

- azureDisk

- vsphereVolume
- quobyte

- portworxVolume
- scalel0

- storageos
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apiVersion: kyverno.io/v1
kind: ClusterPolicy
metadata:
name: require-readonly-rootfs
annotations:
policies.kyverno.io/title: Require Read-Only Root Filesystem
policies.kyverno.io/category: Pod Security Standards (Restricted)
policies.kyverno.io/severity: medium
policies.kyverno.io/subject: Pod
policies.kyverno.io/description: >-
A read-only root file system helps to enforce an immutable infrastructure strategy;
the container only needs to write on the mounted volume that persists the state.
spec:
validationFailureAction: Enforce
background: true
rules:
- name: readonly-rootfs
match:
any:
- resources:
kinds:
- Pod
validate:
message: >-
Root filesystem must be read-only. Set readOnlyRootFilesystem to true.
foreach:
- list: request.object.spec.[ephemeralContainers, initContainers, containers][]
deny:
conditions:
any:
- key: "{{ element.securityContext.readOnlyRootFilesystem || false }}"
operator: Equals

value: false
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apiVersion: kyverno.io/v1
kind: ClusterPolicy
metadata:
name: control-volume-mounts
annotations:
policies.kyverno.io/title: Control Volume Mount Permissions
policies.kyverno.io/category: Pod Security Standards (Restricted)
policies.kyverno.io/severity: medium
policies.kyverno.io/subject: Pod,Volume
policies.kyverno.io/description: >-
Control where volumes can be mounted and with what permissions.
spec:
validationFailureAction: Enforce
background: true
rules:
- name: restrict-mount-paths
match:
any:
- resources:
kinds:
- Pod
validate:
message: >-
Volume mounts to sensitive paths are not allowed.
foreach:
- list: request.object.spec.[ephemeralContainers, initContainers, containers]
[1.volumeMounts[ ]
deny:
conditions:

any:

- key: "{{ element.mountPath }}"
operator: Anyln
value:
- "/etc"
- "/root"
- "/var/run/docker.sock"
- "/var/lib/kubelet”
- "/var/lib/docker"
- "/usr/bin"
- "/usr/sbhin"
- "/sbin"
- "/bin"
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- name: require-readonly-sensitive-mounts
match:
any:
- resources:
kinds:
- Pod
validate:
message: >-
Mounts to /proc and /sys must be read-only.
foreach:
- list: request.object.spec.[ephemeralContainers, initContainers, containers]
[].volumeMounts[]
preconditions:
any:
- key: "{{ element.mountPath }}"
operator: AnyIn
value:
- "/proc"
- "/sys"
deny:
conditions:
any:
- key: "{{ element.readOnly || false }}"
operator: Equals
value: false
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apiVersion: kyverno.io/v1
kind: ClusterPolicy
metadata:
name: environment-volume-security
spec:
validationFailureAction: Enforce
background: true

rules:

- name: production-volume-restrictions
match:
any:
- resources:
kinds:
- Pod
namespaces:
- production
- prod-*
validate:
message: "Production environments allow only secure volume types"
foreach:
- list: "request.object.spec.volumes || []"
deny:
conditions:
all:
- key: "{{ element.keys(@) }}"
operator: AnyNotIn
value:
- name
- configMap
- secret
- persistentVolumeClaim

- emptyDir

- name: development-volume-restrictions
match:
any:
- resources:
kinds:
- Pod
namespaces:

- development
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- dev-*
- staging
validate:
message: "Development environments allow additional volume types"
foreach:
- list: "request.object.spec.volumes || []"
deny:
conditions:
any:
- key: "{{ element.keys(@) }}"
operator: AnyIn
value:
- hostPath

- nfs
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apiVersion: kyverno.io/v1
kind: ClusterPolicy
metadata:
name: application-volume-policies
spec:
validationFailureAction: Enforce
background: true

rules:

- name: database-volume-policy
match:
any:
- resources:
kinds:
- Pod
selector:
matchLabels:
app.type: database
validate:
message: "Database applications must use persistent volumes"
pattern:
spec:
volumes:
- persistentVolumeClaim: {}

- name: web-app-volume-policy
match:
any:
- resources:
kinds:
- Pod
selector:
matchLabels:
app.type: web
validate:
message: "Web applications can only use safe volume types"
foreach:
- list: "request.object.spec.volumes || []"
deny:
conditions:
all:
- key: "{{ element.keys(@) }}"
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operator: AnyNotIn

value:

- nhame

configMap

secret

emptyDir

projected
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apiVersion: kyverno.io/v1
kind: ClusterPolicy
metadata:
name: volume-resource-limits
Spec:
validationFailureAction: Enforce
background: true
rules:
- name: limit-emptydir-size
match:
any:
- resources:
kinds:
- Pod
validate:
message: "EmptyDir volumes must have size limits"
foreach:
- list: "request.object.spec.volumes[?emptyDir]"
deny:
conditions:
any:
- key: "{{ element.emptyDir.sizelimit || "" }}"
operator: Equals
value: ""
- name: limit-emptydir-memory
match:
any:
- resources:
kinds:
- Pod
validate:
message: "EmptyDir memory volumes are not allowed"
foreach:
- list: "request.object.spec.volumes[?emptyDir]"
deny:
conditions:
any:
- key: "{{ element.emptyDir.medium || "' }}"
operator: Equals

value: "Memory"
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M-Sk

M HostPath & (MY 2k )

cat <<EOF | kubectl apply -f -
apiVersion: v1
kind: Pod
metadata:
name: test-hostpath
spec:
containers:
- name: nginx
image: nginx
volumeMounts:
- name: host-vol
mountPath: /host
volumes:
- name: host-vol
hostPath:
path: /
EOF
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BT YAML %3

1. & ] FHhR A<

MR EE A , BEKEZE global &EEHF ) ModulePlugin #1 ModuleConfig %R :

NAME AGE
apirefiner  4d20h

NAME AGE
apirefiner-v4.0.4  4d21h

XFRNEFHPELL ModulePlugin apirefiner , BARA v4.0.4 247,

2. 6% Modulelnfo

B —> Modulelnfo SR ZIRIRM , THREMECES

apiVersion: cluster.alauda.io/v1alphal
kind: ModuleInfo
metadata:
annotations:
cpaas.io/display-name: apirefiner
cpaas.io/module-name: '{"en": "Alauda Container Platform API Refiner", "zh": "Alauda
Container Platform API Refiner"}'
labels:
cpaas.io/cluster-name: global
cpaas.io/module-name: apirefiner
cpaas.io/module-type: plugin
cpaas.io/product: Platform-Center
name: apirefiner-global
spec:
version: v4.2.0-default.1.98f0543e4
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name : EFHAGFRIEER Z2FR, FALIBIBRNBELEREESL , 130 A <cluster-name>-<H
A¥ZE> , FlA0 global-ee98c9991eal464aaas8054bdacbab313

label cpaas.io/cluster-name : API Refiner REELIELE global &FE , WFERIFA
global,

label cpaas.io/module-name : JFZFR , P05 ModulePlugin &JRULHAL,
label cpaas.io/module-type : BEIEFER , WA plugin ; BRADMFERASEHRRERIN.

e .spec.config : ANERXFE] ModuleConfig A% , WWFEAJ BB,

e .spec.version : FEEBELTEMIEMIRAE , Y405 ModuleConfig Hf¥] .spec.version DGHL,

ENERAR

1L IREKMNARNDIR 1-4 A
2. Ry E0Ek FRRIELE

RABCE

IR B IR

BOATIEAT &I -

IR API fRA
namespaces vl
projects auth.alauda.io/v1l

clustermodules cluster.alauda.io/vlalpha2

clusters clusterregistry.k8s.io/vlalphal

TR
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4. R A DAgkRA 6
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FATUE Y R IR A L EIARS RS E N E A LA ad #4F REER A,

#B1E Y

RIBARKIREEMARESE.
SR A -XFF KIR A Local BYAR : PTRAE R FRANFE A
- X5 KRIR SR I0P name FOZH @ RBEEFTIHA
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WARNING
TIEREERT

« FTRAR SR HZER
o FTAS A ZANA EREBHE
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Menu ALY >

BRI A PR AR R TR

XABFE EHEBRR A o] DU AM A PR R

A 2

WARNING

EEHARREIE AT, EIESLUTRS) :

o NEBFAEEMIRKA AT AERARHBR

o ALK FAHMYHIEERIKTEEE (RBESFARIAFNAFBIER)
o A FARZ AT A 5000 £ AR

o HZA7X%E) 5000 £ A ZHIBRBIES , AR ARFE—E SN
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SAH R
BRI FEFHRAFRSATA A |, DG —EENR.

TIP

SAFIHEF I R B shakA S Boa s B BT A 1RAEAUR .

ND

K

1 EEMSHA=ET , B8 AP > ARAEHE

2. BRI AR A A A AR K 4 FR

3. 1 ARRETE AR T, Bl AR

4. B AR P AIBREFANR I EEE - R R~
5. Bl FA

NOTE

o REBERYETARAXAM A -
o A I RAXMESNIIRFHFER -

-0

w5

YENATBIRA PN, ERER T XA PR ETEREAUIRE 5 B SEsH.

Az

1 EEMSHA=ET , B8 AP > ARAEHE
2. BITRTBIR A A A PR A FR
3. £ AR REHE AR T, EATRUBE A7 SRR
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BRI

ZFERNAFAREIEZET Kubernetes RBAC (ETAGKIRIES]) SIIM. HWAGET
BaeSAAXEK, SRELT RIENHIRECE.

fAeRR—HAEF A _ER/E Kubernetes FIRATHHIBIR, XLEAFREIE :

BRI
EARARIR
EHRIR
T 22 IR

AR ARE R THRMAGIIR. BELE A ENEL R FEERIRTEE , ATIRERT
RIRBRAERUR.

AR AT DAR)AF 1] B I8 I A e RS R AR RSk R
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o —NEZMEERIR
s ZNNEAENAF,
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o A REEBEENAIEmE
o BB AR, BF. EHMNBIRA,. mEMGLTA

Ao AR

AT HREENNIBIRECESR , G FEREUTIARG A G, XEARETFE RIRNVIENE
HIRIE , AR FRESHIAIREE,

Bk
B R S & I
FaEER HAXFa _LETA LS MR IRIST 2R AR Fa

A UEBHBFE RIFMREICT , BIXBHHMN

FamitR Fa
e AR
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ZFAXFEENAG UG RIRVIREGIIR. BEXACHRTRSAGRETETR
£zl
o RIBMBIRECE
o EHTAALSIRMEEN
o AJFENEHEER IR RKER

WARNING

EHEMBREE X AEmEEE. LRREEXAEN , KEIiXH IR T IAYER AR
fR.
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Menu ARTUHESE >

PIEAE
BB e efRIA P DARIESINME AR A2 HARF TR T B S A ABURN B E X
e, HYEAGN , ATECE !

o FAINBEIRSIREANR
e AFPBEENRIERIARISR (Kubernetes CRD)

pREEit
EACE
RRACE

EAEE0E

1L ZEMSHAET , /il AP > A4,
2. i AEA A,
3. BLEABNEREER :

i

MRS EAER , BURTCERRESA AR TIRG) -
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o FEAA  BRMEFENR
. TEAA : BRUTAUR :

o TH%EHE
AHETA
35 P

DevOps
Pl

o MATHEAA : BRIATAUR :

o TH%EHE
. BEFA
35 P

DevOps
Pl

4. jifi T,

TAILE

HEEERERS , BRI UzHIA AR E ARKAIR. REFNIRBEASEEAAE
A PRTRER S AT B 7R

NOTE
1. 0K P AAURIR S T &R AECEMPL AR R A, B0

o WREHMIK IR A EHE RERR
- EUEACN , MAEHE ARFARERAKE
- BREERIESACABNIRMEFRERNAE

2. RENFKRTE -

o WREANEN BRAR £ i ThRET X7
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o MZAEE BERECE FRABRIE AR
o ZAEENABRZEEERTTIEIR)

- —BER , ZHNEFRRATREIES T

BURACE

1. M REZA LA RINEE AR,
2. BCEAARERENRIR (Kubernetes CRD) HIAUR :

2 LY
R R

BIREARZFR. BIEDRER THRBARINIRF 2R,

WEZH  RWIRKEFR. & Enter @IFMZNEE LRIRLFR.

BRIERIR  BREXRIRIAIR,

3. mifr AU,
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2. REEEHN AEEH
3. RlA LA #IE > B
4. FHAEARN

o BIRZFK
o fHA

5. midr SEHT

AT AR

BRI AT A E XA RRBIREE. , BF

o FFETIRARIMFAHIRIERUR
o JBRIA IR
o BEEAE X EIRIPR

LR

1L ZEMSHET , /i AR > A8

2. AL REHN BELH

3. REAURRISA LAK & > EHH AR
4. 15 EFAEMIR WH EHTER

5. mir #A

SR ERE

FAINELRFIHIAAE (AoAeRBENAR) REEHAE. M EEUREIRA KT
BRIRIEE , BRI MRIEREHITEYL.
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WARNING

i ERBURN RIS B2 BT B A ARMAUR.

Az

1L ZEMSHIET R AP > A8
2. R BRERIN BAELHK

3. RiTA AN i > B 0HiA G
4. 18 WA TEtL , RiE :

o ZFK
o BIRAFR

BB EXAE
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WARNING
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L AZEMIAEF , R AR > AR
2. AT RMIBRK) A ELFF

3. A LA #HE > ik

4. N\ 4 FRARRIA MR

5. mir MR
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Menu ARTUHESE >

W
2
0

Bk

B

SRR RTTR
LDAP £
OIDC &5

i

WFAS Dex SHMEMSRA , (LLASED 1DP RFER Dex TSI BT
ARKAINE, MBESIES , HE0 Dex EHXAY .

SFFRSE AT

LDAP £

MEREHDFER LDAP (BREKBEFARINY) 7RSI K UEFE EicE
LDAP , DLUFEHER&V ) LDAP JR%-25.

LDAP & AAISFAL

o AT 4Y5 LDAP RE-R A


https://github.com/dexidp/dex
https://github.com/dexidp/dex
https://github.com/dexidp/dex
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o AVFRMVAFER LDAP a8 R
o B3R AFKFELSEFE

OIDC £ i,

A SIFEM OpenlD Connect (OIDC) WY IDP fR$FE&AKL , AT =77 F AL,

OIDC SEAHIAFAL

o {FHAFBEBERE=ZAKIER
o XFFMV IDP RS
o BT OIDC MR HtTEIAE

NOTE
Xt FHE A LR RIRR R H MR ER IR TIALE | WIXARBASF.
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Menu
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iEESE(E
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Menu

LDAP &1

@R RAMAET & LR

H3x

LDAP #fEik
SCFFEK) LDAP 38!
OpenLDAP
Active Directory
LDAP A&
OpenLDAP & FIARE
Active Directory & FIARYE
78I LDAP
HIIE &A1
IR
EXER
BRRRE
LDAP B & 7~
LDAP 12380 E
e v e Nl
RIRRECE R
AND(&) #1 OR(]) 125 A7 LDAP ffiiszs 7Rl
[E25 LDAP /=
BRAEREFF
HRIRME

. EHTAMER LDAP ARS.
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LDAP #ifiA

LDAP (RERBFVIEPNY) E—Fl#. RIFERFSFIRGFHFIRENS) , BT SERMSE
TR E., ERERARMRIME , Ittt A PMAZRGEE  TZRTIERE
x (SSO) .

NOTE

LDAP it

- BR% AR5 LDAP JRS%252 ERE(E
o XIFHURGFME. RRAEREIE

o RMR FIFAUEREN

s ETSHMRSER

BREZEE , BS R LDAP BT XA 7,

SCHFH) LDAP 358

OpenLDAP

OpenLDAP £ LDAP fFFRSTHL, WSRAMALUEFIFFIR LDAP BT FIAE , ATIUBIT M
LDAP #ELE X SHKET A5 LDAP 5 #HTIBIE,

NOTE

OpenLDAP &R, :

« JERFAX LDAP B FEIAE
o CHFFRME LDAP 11X

o RHFRFRAFEHE


https://ldap.com/?spm=a2c4g.11186623.2.12.38e87d4cjSb0uh
https://ldap.com/?spm=a2c4g.11186623.2.12.38e87d4cjSb0uh
https://ldap.com/?spm=a2c4g.11186623.2.12.38e87d4cjSb0uh
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A X OpenLDAP HEZ{EE |, 155% OpenLDAP B A XA 7,

Active Directory

Active Directory SEk#ET LDAP k4 , T4 Windows REHIZMEEREMHRS . 2R
#REZA RS FRER Active Directory FHTH FEIE |, TTRAECE &5 Active Directory JRE-3H1T
EEEN

NOTE

Active Directory £/, :

o BRFEAX AD A FHIALE
o ¥ Windows IaEE A,
o iRAVIRA PETE

LDAP K&

OpenLDAP % FAAE

Y N1 A N/
dc (2 14) WA dc=example,dc=com
ou (AR 1) R EAL ou=People,dc=example,dc=com
cn (F %) == cn=admin, dc=example,dc=com
uid (F3 /~ ID) BFFID uid=example
objectClass (X% Z¥) PUE E objectClass=inetOrgPerson
mail (HB15) Hp{4E mail=example@126.com

givenName (%) % givenName=xq


https://www.openldap.org/doc
https://www.openldap.org/doc
https://www.openldap.org/doc
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NS i N

sn (%) &3 sn=ren

objectClass:
B A objectClass: groupOfNames

groupOfNames

member (%) AR BT member=cn=admin, dc=example,dc=com
RFAM AR

memberOf v memberOf=cn=users,dc=example,dc=com

Active Directory % FIARE

PN 7~
%

dc (2 4) 4R dc=example,dc=com
s

ou (LR E1(y) ou=People,dc=example,dc=com

cn (F %)

cn=admin,dc=example,dc=com

o ~ userPrincipalName=example BX
sAMAccountName/userPrincipalName y7N
SAMAccountName=example

objectClass: user AD objectClass=user
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PN Nl

b I S

j=sy
=

mail (HBF) mail=example@126.com

displayName displayName=example

givenName (%) £ givenName=xq

sn (i) I sn=ren

objectClass: group = objectClass: group

member (f§52) member=CN=Admin, DC=example, DC=com

H
I
28
memberOf A% member0f=CN=Users,DC=example,DC=com
DAl
&

AN LDAP
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TIP

LDAP &N G :

o AFRTMEREAWIKFAERTE

o ZRRNAEER LDAP ¥ = SeaiR e A

BIie St

TEARN LDAP Z 8T , EHERATEER !

LDAP fR % gttt
EEAA %
ETE R EARD

HA B EFAEE

Az

1. EENS IS |, mEF AP > S54481t#E (IDP)
2. miff /0 LDAP

3. BCEA TS

EXRGER
2 AR
Rk 55 #5 bk LDAP ARS-253att (45120 , 192.168.156.141:31758 )
A% LDAP &8 531 DN (51%0 , cn=admin,dc=example,dc=com )
AL LDAP &E1H S0k P2y

BREMFSRT  RAPEMARRHEE (620, FRMAEKA L")

BRREE



NOTE

HAREERMK :
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o IRYETEE M ILAC LDAP FF%&E

o RBURHER FRANA B

« ¥ LDAP BMIREEIF& A - et

RETHE

EREMH

A PRIEE

FE AR Bt

ik

FA /K] ObjectClass :
- OpenLDAP: inetOrgPerson
- Active Directory: organizationalPerson

-0 posixGroup

eSS P2 BN
- OpenLDAP: mail (EEFHB4HEdE)

- Active Directory: userPrincipalName

FB PRI EH LDAP %444
5:  (&(cn=John*) (givenName=*xq*))

A FPIERIE ZEZ DN (630 , dc=example,dc=org )

HETTHE :
- sub  BAEZFFR
- one : \iRamm T —%

HE— R FARIAST
- OpenLDAP: uid

- Active Directory: distinguishedName
SREFREYE (BOA: )

FEF IR
- OpenLDAP: mail

- Active Directory: userPrincipalName
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2 R
A ¥ Rt AN SPRRT (BOA: uid )

BB HPEXRRBEM (BGA: memberuid )

4. 7 BHRMEEE (IDP) JRSFECERAE 555) -

o B N\BIH LDAP K - =4 AN RS
o MPADME BERTFTH KEL
o RTKIEACE

5. (A[%) BCE LDAP B3RS 5RR

- AR BaIRISA, X
o RERIGHN
o {FM 4T A 7 Bk CRON FRiAK

6. mi N0

NOTE

¥Jn LDAP 5 :

o APRRERDZ BIER
s BPEEREERERNEIRD
- BIRSRRIBECEKIARIATT

LDAP fc & 7Rf]

LDAP 1&iZ<slL e

PUT 7~ 7RI BC & — 1> LDAP 15445 -


https://tool.lu/crontab/
https://tool.lu/crontab/
https://tool.lu/crontab/
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apiVersion: dex.coreos.com/v1

kind: Connector

id: ldap # &S ID
name: ldap ¥ EERERER
type: ldap ¥ ERRAR ST LDAP
metadata:

name: ldap

namespace: cpaas-system
Spec:

config:
# LDAP pR-2SHbtikAnuig O
host: 1ldap.example.com:636
# AT IEESIMNARS K DN MRS,
# I, DN BTHEER A,
bindDN: uid=serviceaccount,cn=users,dc=example,dc=com
# ARSI ERD, SR RS I WM,
bindPW: password

# BRI RER. Bian, R4
usernamePrompt: SSO Username

# APEERE
userSearch:
# WEAR DN FFiai &
baseDN: cn=users,dc=example,dc=com
# LDAP EifE4), ATHREM .
# 570 "(&(objectClass=person)(uid=<username>))"

filter: (&(objectClass=organizationalPerson))

# UNFECA R P& B R E RIS,

# AP 1D B

idAttr: uid

# WMH, BRETEIREF AR B M

emailAttr: mail

# WH. MUGTEIR FAKEN

nameAttr: cn

# SRR A RN

# RSP A " (<attr>=<username>)", #0 (uid=example),
username: uid

t Y RBEMT
# phoneAttr: phone



LDAP %18 - Alauda Container Platform

t HIRRECE
groupSearch:
# WNEAR DN FFia &
baseDN: cn=groups,dc=freeipa,dc=example,dc=com
¥ R IRRM
# "(&(objectClass=group)(member=<user uid>))",
filter: "(objectClass=group)"
# B FAAILECFES:
# AEM
groupAttr: member
# B4R SRt
userAttr: uid
# HBIREFR
nameAttr: cn

e ot NG
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# 1. BEXRTIEES  ERERF
(&(objectClass=person))

¥ 2. ZEMAS  EHREESNIKAF
(&(objectClass=person)(departmentNumber=1000))

# 3. EERAS (Active Directory)
(&(objectClass=user)(!(userAccountControl:1.2.840.113556.1.4.803:=2)))

t 4. B ERTHMHRIAF

(&(objectClass=person)(mail=*@example.com))

£ 5. BEAFEHRIMR
(&(objectClass=person)(member0f=cn=developers,ou=groups,dc=example,dc=com))

# 6. BHEILERKMAF (Active Directory)
(&(objectClass=user)(lastLogon>=20240101000000.0Z))

# 7. HERARGK S,
(&(objectClass=person)(!(uid=admin))(!(uid=system)))

# 8. EHABRERMNAF
(&(objectClass=person)(mobile=*))

£ 9. BRZAENIHA S,
(&(objectClass=person) (| (ou=IT)(ou=HR) (ou=Finance)))

#10. RERGMHAEIRB

(&
(objectClass=person)
(| (department=IT)(department=Engineering))
(!'(title=Intern))

(manager=cn=John Doe,ou=People,dc=example,dc=com)

RIRFRECE DB
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(objectClass=groupOfNames)
(&(objectClass=groupOfNames) (cn=dev-*))
(&(objectClass=groupOfNames ) (member=*))
(&(objectClass=groupOfNames) (member=uid=john, ou=People,dc=example,dc=com))
(&(objectClass=group) (| (groupType=-2147483646) (groupType=-2147483644)))
(&(objectClass=groupOfNames) (description=*admin*))
(&(objectClass=groupOfNames) (! (cn=system*)))
(&(objectClass=group0fNames) (| (cn=admins)(cn=developers)(cn=operators)))
(&(objectClass=groupOfNames) (ou=IT))

(&
(objectClass=groupOfNames)
(| (cn=prod-*) (cn=dev-*))
(!(cn=deprecated-*))

(owner=cn=admin, dc=example,dc=com)

AND(&) #1 OR(]) izE #F7£ LDAP fidcas = 7~
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# AND ZHFF (&) - FIBREWNHRE

# 357%: (&(conditionl)(condition2)(condition3)..

% @M AND 7Pl

(&
(objectClass=person)
(mail=*@example.com)
(title=Engineer)

(manager=*)

t OR BHEA () - ZEO—DEAHLHKE

# ¥87%: (|(condition1)(condition2)(condition3)..

Z @t OR IRl

(|
(department=IT)
(department=HR)
(department=Finance)

# ¢4 AND #1 OR
(&
(objectClass=person)
(1
(department=IT)
(department=R&D)

)
(employeeType=FullTime)

tERRAS
(&
(objectClass=person)
(1
(&
(department=IT)
(title=*Engineer¥*)
)
(&
(department=R&D)
(title=*Developer¥*)

:)
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)

(!(status=Inactive))

(| (manager=*) (isManager=TRUE))
)

7> LDAP f P

R LDAP A FRISEIFa R , BRI FERPSIRTFERCFRDSHNA /.

FEATAFE 77800 LDAP BECE B[RS HEME (RTAREEENT) SIERTARM LDAP FFahfitA[R]
#. UTEFhinERSRIENTIE.

=z,
R

. 7ESTA%EMA LDAP shHTt A AT VERI TR SRS IERT A, — B
ERT4 , MEEREIRSEITA.

M LDAP iR FERIZ B ERA Tin RE.

o HTEE A FPREGAB RN KA.

« SHERF (&M, IDP AF) RENEERI<BsXKEK. ENRBIRMAZIIKS
WERAARF—. ENTMERX N RIRNERAERFE.

BRIERRFF

1 EEMSHA=ET , R BF > 36e4tE (1DP) |

2. AT EFHE LM LDAP £7K,

3. RiALAK #E > RLA /.

4. R A,

EE D WREFHNRARDARRIEIE , KB BHASHEERARA]. KARDR R E
HEJE , AU REREIL R . REMIERFYIRRTE , FRBIRISER R, MREETT
RP3IERTE , FARUEIREPER.
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AY [ |
FERIRE

BT R %R T A U
RAEFEIFREA LA R R4F DURIEF R EHTMIER LDAP,

B TP

SEFTE AN LDAP ECE S /S8 LDAP BENEH R,

iﬁp JEE : B LDAP J5 , BTt LDAP BRIRLSEIFANAFEHEH. N
LDAP ki A PR & A FSIRF AT, ST PATIEERITH
R PHIRERTEIENEREGE .
% LDAP f5 , J@id Itk LDAP RIFEIFEMAER BTN TR RE (AP
S5/A67ENEXRRFTAL) |, FAMNITEERTFE. EMERE

illi73 FEEMPITELSUBIERF.

LDAP

20K : Mk IDP [, InREEMILIET LDAP BRI FAMB FFAFA
BT RAE 5 /A00% J5IE IDP B AR 4R BaEHE,
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Menu ALY >

oIbC &i#

FAXHF OIDC (OpenlD Connect) #MX , FABEREARM OIDC BLEfE , (JAMERE=7
KSEFTE. FABHERETUAERNBREECER OIDC fk%.

B=x

OIDC #Eik
8 OIDC
BRAEDIR
BT YAML ¥ OIDC
7~ : BLE OIDC Connector

HRIRIE

OIDC #ifiA
OIDC (OpenID Connect) 2—F&F OAuth 2.0 HXRISHINEFRAETNY. ©1# A OAuth
2.0 ARSI NE=Z AR Pigie A PEMALE |, FFEMN KSR EEERE R Fif.

OIDC AWFFTAEZRIINE Fin (BIERS 2R, B3Rl JavaScript & i) ERIFRET
WERSENR A PER. GWGEGERTY Bt | AWSSHEREXIERARED
RE , INSHBAEME . OpenlD Provider KIMSEEE. FLEEESIN OIDC BEAH 7.

NN oIbC


https://openid.net/connect/
https://openid.net/connect/
https://openid.net/connect/
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BTN OIDC |, AIAEASE=ATFAaKSERTFA.
7FE : OIDC AFIVERFaR , FaRERA K email BHEMEAE—FMA, 3X3F OIDC
RE=FFE ARWAAE email Bt , BUTEERES.
BRAEDIR
1. EAMS A= , =i Users > IDPs,
2. |it Add OIDC,
3. B & Basic Information $%§.
4. B & OIDC Server Configuration %X :
« Identity Provider URL : 5173 URL , Bl OIDC S}t &m0 /a)hil,
e Client ID : OIDC & P % FinhRiR.
« Client Secret : OIDC & FuiI4A.,
o Redirect URI : BXE=7F4& EREIEHLE , B dex £1T7HM URL + /callback ,

« Logout URL : fi PH1T Logout #2/EFIIRIKIMIIL , 2507 , WP HtE A & KA
R,

5. 1£ IDP Service Configuration Validation X1, , & A% OIDC K-S Username #1
Password DABIFACE .

R - AR PAMERER  RINE SR, IR FEUETR , FeiEAR OIDC,

6. =7 Create,

1833 YAML 700 OoIDC

(T RBAE  FAEXIFET YAML 70 OIDC |, i E RIBACEIANES S, AR ST,
HPARPESRINEE.
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4 : BECE OIDC Connector

AT /RBIE/RANAECE OIDC connector LAY OIDC BMAMERRS . ZBECERAIERTUT
=

1. FEEM OIDC {EASMAMERRS 25
2. REXFRFARRERS,

3. FEAT VL EREMML,

4. FTERCERFER OIDC scopes.

5. FREENFHHIRY,
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apiVersion: dex.coreos.com/v1
kind: Connector

# Connector basic information

id: oidc # Connector unique identifier
name: oidc # Connector display name
type: oidc # Connector type is 0IDC
metadata:

annotations:

cpaas.io/description: "11" # Connector description
name: oidc
namespace: cpaas-system

Spec:
config:

# 0IDC server configuration

# Configure server connection information, including server address, client

credentials, and callback address
issuer: http://auth.com/auth/realms/master
clientID: dex

# 0IDC server address
# Client ID

# Service account secret key, valid when creating Connector resources for the first

time

clientSecret: xxxxxxx

redirectURI: https://example.com/dex/callback
match the address registered by the 0IDC client

# Security configuration

# Callback address, must

# Configure SSL verification and user information acquisition method

insecureSkipVerify: true

# Whether to skip SSL

verification, it is recommended to set to false in a production environment

getUserInfo: false

additional user information through the UserInfo endpoint

# Logout configuration
# Configure the redirect address after user logout
logoutURL: https://test.com

be customized to the page jumped after user logout

# Scope configuration

# Whether to obtain

# Logout redirect address, can

# Configure the required authorization scope, ensure that the OIDC server supports

these scopes
scopes:
- openid
basic authentication

- profile

# Required, used for 0IDC

# Optional, used to obtain



0IDC %&H# - Alauda Container Platform

- email

claimMapping:

email: email
groups: groups

phone:

preferred_username: preferred_username

claimExtra:
- field: xxx

type: string

groupsKey: groups

insecureEnableGroups: false

FARIRAE

FAT S IR NI AN R
BAEVEER A LA R Actions |, 1RIEFZE MR OIDC.

B iEA

BT EHOARME OIDC BLE. F# OIDC BLEEE R , BRAERAFAEARE#
oIDC BE , FRIEYAIICEENRS.
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B FEARB{E ALK OIDC, & OIDC f§ , &% OIDC FHEIFA MG
PRSI A Invalid (B PS5RERSBERXARIFAL) , BEERF
a. EFEE , BABEBhERFEERE.

27~ : Bk IDP J5 , 20FMFRIET OIDC REEIFEMAFAMAFA |, A
132 7RHE R A Clean IDP Users and User Groups E1%4E.
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FfRRERE |, BREEFE global ERHHEERHT R EPUTHIFE A | /EIEERFR AEE.
yaHE 2 kA IDP BB
£ global &£ EHEEIEHIT mBUTUL T 64 ¢

kubectl delete users -1 'auth.cpaas.io/user.connector_id=<IDP

Name>,auth.cpaas.io/user.state=deleted’

R~ :

kubectl delete users -1

"auth.cpaas.io/user.connector_id=github,auth.cpaas.io/user.state=deleted’

A E MR ASA -
7 global SERHEBIEHIT SAKIITIN TR

1. /B RS

kubectl get users -1
'auth.cpaas.io/user.connector_id=1local,auth.cpaas.io/user.state=deleted' | awk '{print

$1}' | xargs kubectl delete password -n cpaas-system

2. 75

kubectl delete users -1

"auth.cpaas.io/user.connector_id=1ocal,auth.cpaas.io/user.state=deleted’
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&M RS L TR -

o — Project AJRMERAREZ NEHNRIR (CPU, NfE. &48) , — MEHEBITUmZA
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g [
TR  MBARELREIEFARM THRIAG A TEAHR ¢ cpaas-

system . cert-manager . default . global-credentials . kube-ovn |
kube-public . kube-system ., nsx-system ., alauda-system , kube-

federation-system . ALL-ALL F true ,

SE RIS |, B RN ECRIRACR. R FHOEEREEE
— SRR

Cluster

s
~

AR FEREHERA g0k,
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4. B it Create Project,



Z1815 B BL &R - Alauda Container Platform

Menu ALY >

‘B0 H B

AIERNA T ACP ANfa[P & Kubernetes ] ResourceQuota , 15 B kIR S HLER
(ProjectQuota) . ProjectQuota AFZE[RH— AN E F A 65 & T8 ResourceQuota 2z
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BRIERESE WA
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« ResourceQuota (Kubernetes JR4) [REIGN & TRIMRIR (CPU, NfE. WEHE
%) . BXREE. |MAEL, ESNL
e Resource Quotas

« ProjectQuota £ X T BSEEIR_LIR : T H MNATE M4 =B ResourceQuota S5t
TR B X R AR AR BRI

M S 2 : ResourceQuota Rl #4542 Z5[8] ; ProjectQuota fRHI H + T A ap & TIR)HE
.


http://localhost:4173/container_platform/zh/developer/building_application/namespace/resource_quota.html
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TRl

TERFEMFY : YoE X% ProjectQuota , SA/REZIN B MB N A& & T A9 ED

ResourceQuota,
{ERSEE : ProjectQuota EATFAME , BT ZME WA H L TH.
REBHBIT (HEART)

o AZEE a4 ZEHK ResourceQuota B , SF& LTH XN E NATE a4 AT A
(5020 limits.cpu . requests.memory . pods ) EA]ZRIZI{E , BFER AR,

o {CMHINREE/NTEET XN ProjectQuota IF[RHINS , A AiFZaEsk. BN, &AFE
S HHELEFFIR [ AR,

PUTHERY .

« ProjectQuota 31T iy 4 Z=[6] ResourceQuota R[N ECAIRIR (TrEC) |, TaEBREE
TRHERE. SKFRBFEIARS 64 A ResourceQuota AFAE S B,

{aTBH{E F ProjectQuota

o RMBITME/REEIE | NALETHK CPUIRE/SIZME , BN E|&HLTE.
o ZHPNSKZIIRIE (70 dev / staging / prod ) HZEZ— LR,
o BHIEECAVERS : M E BRIF—N A, B 52 TRECAFER AT SRR AK.

B eRse M AL

ProjectQuota X $F5 ResourceQuota MEIHKFE A (FFER)

o W TEMINTF : limits.cpu . limits.memory . requests.cpu . requests.memory

o TETAE/MFRITEL : pods . services . configmaps . secrets . pvc %
B RATEAL

o CPU DMZ MBS (5180 2 . 500m )
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o WHEFT AN (520 86i )
o STRHERERBOTI

L Ay B T (A XT R AR E A 8GR 1T ProjectQuota BERHIRG , ACP & FH 158K
ResourceQuota S— S AIE BT &,

ECREE N

o JERENIMBLRKHIE" (ProjectQuota) , 4T AK M4 A ResourceQuota , 7 H
INaEZSN

o {RE 10% - 30% M= AR ¢ 38 & FNah4 43,

o THIHE : BIWEXTNEARECTFFENNAC ; IRFATFEZIRN G2 TEECE , FAHEN AR
B LR,

BRESRESH HlA)

o 18] BMEGAE Uinits.merory B , SORBEITERH , A4 2

o & ERTELSBZEM ProjectQuota IERRHIHHE L . &L/ HAthdy & T RIAIAC
B, HERITRE LR , BEAGATEALE.,

e 3] : IKIZF+T ProjectQuota , (B TEGREMNTIEFAE.
BHfR S T2 A ResourceQuota BNV IR T , HFRBREEH/ M RAE.

o Y : ¥ ProjectQuota BIEMW A\ B A F i, ILAAENK (o) FImEsE
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Manage Project

AFERF AN SEHTEE W B MR A EAIE BoF , sliismE .

H=x

Update Basic Project Information
Procedure
Delete Project

Procedure

Update Basic Project Information
FHEEMBNEAEE | ST REFHAHR,

Procedure

1. £ Project Management &+ , AHEE HHKHE LK.
2. EEMFAAZSF , A Details,

3. BiiA_LAK Actions > Update Basics.

4. &5 =% )\ Display name Fl1 Description,

5. & i Update,

AT >
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Delete Project
Wi R A FARmE.

WARNING
MEBERE  EHPRIRE S BREIREERER.

Procedure

1. £ Project Management fEF , mEHERIFRKITE B K.
2. EEMSANA=ES , R Details,

3. BiiA_EAH Actions > Delete Project,

4. /i \T B £ #FF i Delete,



Menu

EHIE &

EIHIN B & 8 - Alauda Container Platform

AT >

AIERAME R T AT ETETIE ERRIK, ERURMERH DB HRIRNBCATIE | SEBIRE

AR E 7 BCr RIR.

A
X
oy

RIS FE
UK
IR
UK

I

T A 5 B AN NS B AN BCH RIR , SRR AR E S B RIR. R FIHR

FEFH

o YIHERIFEA RISz ER
o LHBIEIARMNERFTESEZIEETAE K

o YHRBNNE PR R RIRES

o LHRFETE TEXEA R (R

Y1k Kt



SIHTR B £ 8f - Alauda Container Platform

BERRMETNE Fx EH TIRECHR.

UK

1. 7£ MBEE ETF , RiEmBARMERKIE AR,

2. EEMSHAF , R HAESE.
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FE. IEREEEREE—IX. WEHFE (%12, THIKE) {RFLE ConfigMap cpaas-
system/node-local-certs-<node-name> ., fANZZK] CAUEBIEAELE Secret cpaas-
system/kubernetes-ca ==

2. B AR SR A

WEBH notBefore F1 notAfter FERFRRNBHH., UFIKBBIHI/LT 20% 3% 30 KAEFfihA TS
#e.

3. jRHBAS

FERBANEBSBTINNIFRLLE, MR FIHEL N HRIE s RIFLIEES A
SREE , RESEIMHLIE |, DUE %L MEBRINH S EEERHE RIR) .

4. & RFIEP

BT FARIENEN A CAEEAMINED. BHREFRET , EERT REEIIEE Pod 3HE
PETRUETER , MBI S,

5. E/RAH

FRE QAN

kube-apiserver : FEBMBHIES. BRENSEREMENIHIREES (B¥d—
&, (NNBMER , TTESMREEH) .

kube-controller-manager : FEEE/SRAEFHNEK kubeconfig {4,

kube-scheduler : FBEFBMAEHIMNE kubeconfig 4.
kubelet : SEEE FAEFIMERS 2 ED.

BEAN : EHENES Pod B YAML XHHRNERE |, itk kubelet EHT41# Pod, &3
kubelet B , A hostPID 4 true 3FEEBENHRG , FHFIERIZFFIZLT "systemctl restart
kubelet",

BzhE :
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o Etcd AJEEhEBHILF.
6. FOHRAIATY R

o kubelet IETH : £ 61 RE## (EPHHI 91 X)
o IEHIFENET : 7E 292 KA (IEREWHE 365 X)

S SN

EITAT an & F BN EHNES ¢

cert-renew --ca-cert <ca-cert-path> --ca-key <ca-key-path> --days <days> <certificate or

kubeconfig 1> <certificate or kubeconfig 2> ...

HIANEFH kubelet.crt

cert-renew --ca-cert /etc/kubernetes/pki/ca.crt --ca-key /etc/kubernetes/pki/ca.key --

days 91 /etc/kubernetes/pki/kubelet.crt

THEIHFHES cert-renew TH | 1517 :

curl "$(kubectl get services -n cpaas-system frontend -o
jsonpath="{.spec.clusterIP}'):8080/cluster-cert-rotator/download/cert-renew" -o ./cert-

renew &4 chmod +x ./cert-renew

A%k | FEL renew-all.sh BAPAEHT S FRIFTBUESD :

curl "$(kubectl get services -n cpaas-system frontend -o
jsonpath="{.spec.clusterIP}'):8080/cluster-cert-rotator/download/renew-all.sh" -o

./renew-all.sh



cert-manager - Alauda Container Platform

= Menu ALY >

cert-manager

FNEEE B3NEE cert-manager KUEF

cert-manager & —" R4 Kubernetes WEFEIRIFHIZE , T Certificate WIRESNAERH
B TLS EH. Kubernetes £ FH T L A cert-manager kK EIFH TLS uE+H |, #HRIE
B2,

Bsx

iR

TR

A5 cert-manager EIRHAEP
B WARE TSR

TR FIR

LR

Cert-manager 8id Kubernetes B E X EIRE N (CRD) EIRIFRHRA G FEH

« Certificate : & X FEZSIRHER
o Issuer/Clusterlssuer : 5 YAFHAE

« CertificateRequest : MBIFHERIKINIBEIR
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TRl

Wi Certificate ®IRHT , cert-manager £ E3) :

1. &= BREAFRERZ 255K
2. WFERER Issuer ZRERZE A& FIUES
3. ¥EPRFF.EA7EAETE Kubernetes Secret 2

4, cert-manager EFSIEBRBEH , FHEEBTHRTHTERE | DABRIRS KIFEA B
.

1R 71 cert-manager ‘EIRHKUEF

B cert-manager ‘EIRHINEBRXFN A Secret RIRIEHEIA kubernetes.io/tls , FHA4FERIR
BFNTEfE

Al [ A= A 13D

5 WARE RN fi%

cert-manager BIEM] Secret TR E A SPUTAREREHE

RE

e controller.cert-manager.io/fao: "true" : #RURiX Secret F cert-manager IR |, 3 /5 56|
ZxId g Secret 17

TR

cert-manager.io/certificate-name s IFPZFR
e cert-manager.io/common-name : WFFSFRIIE A& FR
e cert-manager.io/alt-names : WP R L FR

e cert-manager.io/ip-sans : WEFK IP bk

e cert-manager.io/issuer-kind : WFPIMAZ LR

e cert-manager.io/issuer-name : UEPIMAE B FR
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e cert-manager.io/issuer-group : JMAHFK APl ZH

e cert-manager.io/uri-sans : URI & &K

TR TIR

o cert-manager Official Documentation ~


https://cert-manager.io/docs/
https://cert-manager.io/docs/
https://cert-manager.io/docs/
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Menu

OLM yFH

FfiF8 Operator Lifecycle Manager (OLM) A4 MEH——AFE olm-operator | catalog-
KRG AT,

operator . packageserver A marketplace-operator

LI IEH ClusterServiceVersion (CSV) X3% 9 € X7 webhooks g% API services [{]
Operators B} , OLM 4 B34 BFHH AT EHIET.
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Menu ARTUHESE >

Y

Cluster Enhancer 323} Kubernetes &+ {F ARIEPBR IS ImEEN . WISSoEAE :

1. Kubernetes A¢HFH , @IEEHIFEF kubelet RIARS28/% FimiE (43E kubeconfig &
FumiE)

2. E B EITHERUED , BEKRERBFEEREIA kubernetes.io/tls K] Secrets S

3. kube-apiserver SXRMERAMIIR S ZH0ER (BIERTEWRKANTBEFNER) |, Bidi[A

kubernetes Endpoints XHX

AR ATE Administrator fLEH |, Bid 2N SAn#t A\ Marketplace > Cluster Plugins &1k
F224E Cluster Enhancer,

Bk

PR ST
NESZHN
Kubernetes JFR452

FAEEREY

UEHRA S

WEPRISHPRE T UBITFEAR certificate_expires_status &EH, UEFHHITHAEGE) AT LB T TEAR

certificate_expires_time EE
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YENERRSFIT HART R AT AZE Certificate Status FAHRETRHEE, HEIX FARZE RN IA
2\ Administrator f1& , S E Clusters > Clusters , &R E(RERE | SKFFHN
Monitoring FR% T,

NE S EMN

I
nuﬁ

Cluster Enhancer 12N EEZHN] cpaas-certificates-rule , BT

Kubernetes iFH 45

FL) &K
kubernetes UEHAIT HART AR IR (4T 30 X) <=30d B#FL 1 0% H%

kubernetes UERAITRARRIEIEZIHR (/DT 10 X) <= 10d HFFER 1 74 =

kubernetes UERBEITHI <= 0d B#F4% 1 94 T8
FEAHFEREE
R EkK

FRAMHLPRITIEEPEEIR (DT 30 X) <=30d BiIFE 108 F%F

il

FEAMHAEDHRE IR REPHEP (DT 10 X) <=10d BiFEk 1 34

FREMEREITH <= 0d HEF4 1 5705 =
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