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Hh#& ALB 3K

cat <<EOF | kubectl apply -f -
apiVersion: crd.alauda.io/v2betal
kind: ALB2
metadata:
name: alb-demo
namespace: kube-system
spec:
address: "172.20.0.5"
type: "nginx"
config:
networkMode: host
loadbalancerName: alb-demo
projects:
- ALL_ALL
replicas: 1
EOF
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cat <<EOF | kubectl apply -f -
apiVersion: apps/v1
kind: Deployment
metadata:
name: hello-world
labels:
k8s-app: hello-world
spec:
replicas: 1
selector:
matchLabels:
k8s-app: hello-world
template:
metadata:

labels:
k8s-app: hello-world

spec:

terminationGracePeriodSeconds: 60

containers:

- name: hello-world
image: docker.io/crccheck/hello-world:latest
imagePullPolicy: IfNotPresent

apiVersion: v1
kind: Service
metadata:
name: hello-world
labels:
k8s-app: hello-world
spec:
ports:
- name: http
port: 80
targetPort: 8000
selector:
k8s-app: hello-world
apiVersion: networking.k8s.io/v1
kind: Ingress
metadata:
name: hello-world
spec:
rules:
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- http:
paths:
- path: /
pathType: Prefix
backend:
service:
name: hello-world
port:

number: 80
EOF
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. session
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behavior "legacy” session
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nginx.ingress.kubernetes.io/auth-realm string v auth
nginx.ingress.kubernetes.io/auth-secret string v auth
nginx.ingress.kubernetes.io/auth-secret-type string v auth
o _ "basic" or
nginx.ingress.kubernetes.io/auth-type ' v auth
"digest”
nginx.ingress.kubernetes.io/auth-tls-secret string X
nginx.ingress.kubernetes.io/auth-tls-verify-
number X
depth
nginx.ingress.kubernetes.io/auth-tls-verify- .
_ string X
client
nginx.ingress.kubernetes.io/auth-tls-error-page string X
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SFFBIL (v 3THF x
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nginx.ingress.kubernetes.io/auth-url string %
nginx.ingress.kubernetes.io/auth-cache-key string X
nginx.ingress.kubernetes.io/auth-cache- .
_ string X
duration
nginx.ingress.kubernetes.io/auth-keepalive number X
nginx.ingress.kubernetes.io/auth-keepalive- “true” or
X
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nginx.ingress.kubernetes.io/auth-keepalive-
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requests
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timeout
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headers
nginx.ingress.kubernetes.io/auth-snippet string X
o ) “true” or
nginx.ingress.kubernetes.io/enable-global-auth 0 auth
"false"
nginx.ingress.kubernetes.io/backend-protocol string v
o ) “true" or
nginx.ingress.kubernetes.io/canary X
"false"
nginx.ingress.kubernetes.io/canary-by-header string X
nginx.ingress.kubernetes.io/canary-by-header- _
string X

value
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ZFR

nginx.ingress.kubernetes.io/canary-by-header-

pattern
nginx.ingress.kubernetes.io/canary-by-cookie
nginx.ingress.kubernetes.io/canary-weight

nginx.ingress.kubernetes.io/canary-weight-

total

nginx.ingress.kubernetes.io/client-body-buffer-

size

nginx.ingress.kubernetes.io/configuration-

snippet
nginx.ingress.kubernetes.io/custom-http-errors

nginx.ingress.kubernetes.io/custom-headers

nginx.ingress.kubernetes.io/default-backend

nginx.ingress.kubernetes.io/enable-cors

nginx.ingress.kubernetes.io/cors-allow-origin

nginx.ingress.kubernetes.io/cors-allow-

methods

nginx.ingress.kubernetes.io/cors-allow-

headers

nginx.ingress.kubernetes.io/cors-expose-

headers

F
=

string

string

number

number

string

string

[int

string

string

"true" or

"false"

string

string

string

string

SFFBIL (v 3THF x

AZHF o B SHF

BB ALE SR
)

o AJ{$ Ff ingress K

default-backend
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ZFR

nginx.ingress.kubernetes.io/cors-allow-

credentials

nginx.ingress.kubernetes.io/cors-max-age

nginx.ingress.kubernetes.io/force-ssl-redirect

nginx.ingress.kubernetes.io/from-to-www-

redirect

nginx.ingress.kubernetes.io/http2-push-

preload
nginx.ingress.kubernetes.io/limit-connections
nginx.ingress.kubernetes.io/limit-rps
nginx.ingress.kubernetes.io/global-rate-limit

nginx.ingress.kubernetes.io/global-rate-limit-

window

nginx.ingress.kubernetes.io/global-rate-limit-

key

nginx.ingress.kubernetes.io/global-rate-limit-

ignored-cidrs

nginx.ingress.kubernetes.io/permanent-

redirect

nginx.ingress.kubernetes.io/permanent-

redirect-code

nginx.ingress.kubernetes.io/temporal-redirect

F
=

"true" or

"false"

number

"true” or

"false"

"true" or

"false"

"true" or

"false"

number

number

number

duration

string

string

string

number

string

SFFBIL (v 3THF x

ARZHFF o B =¥
[ EEALE S
)

X
X
v redirect
X
X
X
X
X
X
X
X
v redirect
v redirect
v redirect
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ZFR

nginx.ingress.kubernetes.io/preserve-trailing-

slash
nginx.ingress.kubernetes.io/proxy-body-size

nginx.ingress.kubernetes.io/proxy-cookie-

domain
nginx.ingress.kubernetes.io/proxy-cookie-path

nginx.ingress.kubernetes.io/proxy-connect-

timeout

nginx.ingress.kubernetes.io/proxy-send-

timeout

nginx.ingress.kubernetes.io/proxy-read-

timeout

nginx.ingress.kubernetes.io/proxy-next-

upstream

nginx.ingress.kubernetes.io/proxy-next-

upstream-timeout

nginx.ingress.kubernetes.io/proxy-next-

upstream-tries

nginx.ingress.kubernetes.io/proxy-request-

buffering

nginx.ingress.kubernetes.io/proxy-redirect-

from
nginx.ingress.kubernetes.io/proxy-redirect-to

nginx.ingress.kubernetes.io/proxy-http-version

F
=

"true" or

"false"

string

string

string

number

number

number

string

number

number

string

string

string

“1.0" or "1.1"

SFFBIL (v 3THF x

AZHF o B SHF

BB ALE SR
)

v timeout

v timeout

v timeout
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ZFR

nginx.ingress.kubernetes.io/proxy-ssl-secret
nginx.ingress.kubernetes.io/proxy-ssl-ciphers
nginx.ingress.kubernetes.io/proxy-ssl-name

nginx.ingress.kubernetes.io/proxy-ssl-

protocols
nginx.ingress.kubernetes.io/proxy-ssl-verify

nginx.ingress.kubernetes.io/proxy-ssl-verify-
depth

nginx.ingress.kubernetes.io/proxy-ssl-server-

name

nginx.ingress.kubernetes.io/enable-rewrite-log

nginx.ingress.kubernetes.io/rewrite-target
nginx.ingress.kubernetes.io/satisfy
nginx.ingress.kubernetes.io/server-alias

nginx.ingress.kubernetes.io/server-snippet

nginx.ingress.kubernetes.io/service-upstream

nginx.ingress.kubernetes.io/session-cookie-

change-on-failure

nginx.ingress.kubernetes.io/session-cookie-

conditional-samesite-none

F
=

string
string

string

string

string

number

string
“true" or
"false"
URI
string
string
string

"true" or

"false"

"true” or

"false"

"true” or

"false"

SFFBIL (v 3THF x

AZHF o B SHF

BB ALE SR
)
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ZFR

nginx.ingress.kubernetes.io/session-cookie-

domain

nginx.ingress.kubernetes.io/session-cookie-

expires

nginx.ingress.kubernetes.io/session-cookie-

max-age

nginx.ingress.kubernetes.io/session-cookie-

name

nginx.ingress.kubernetes.io/session-cookie-

path

nginx.ingress.kubernetes.io/session-cookie-

samesite

nginx.ingress.kubernetes.io/session-cookie-

secure

nginx.ingress.kubernetes.io/ssl-redirect

nginx.ingress.kubernetes.io/ssl-passthrough

nginx.ingress.kubernetes.io/stream-snippet

nginx.ingress.kubernetes.io/upstream-hash-by

nginx.ingress.kubernetes.io/x-forwarded-prefix

nginx.ingress.kubernetes.io/load-balance

nginx.ingress.kubernetes.io/upstream-vhost

F
=

string

string

string

string

string

string

string
"true" or
"false"

"true" or

"false"
string
string
string
string

string

SCFHEDL (v 3 x

AZHF o B SHF

BB ALE SR
)
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ZFR

nginx.ingress.kubernetes.io/denylist-source-

range

nginx.ingress.kubernetes.io/whitelist-source-

range

nginx.ingress.kubernetes.io/proxy-buffering

nginx.ingress.kubernetes.io/proxy-buffers-

number
nginx.ingress.kubernetes.io/proxy-buffer-size

nginx.ingress.kubernetes.io/proxy-max-temp-

file-size
nginx.ingress.kubernetes.io/ssl-ciphers

nginx.ingress.kubernetes.io/ssl-prefer-server-

ciphers

nginx.ingress.kubernetes.io/connection-proxy-

header

nginx.ingress.kubernetes.io/enable-access-log

nginx.ingress.kubernetes.io/enable-

opentelemetry

nginx.ingress.kubernetes.io/opentelemetry-

trust-incoming-span

F
=

CIDR

CIDR

string

number

string

string

string

"true" or

"false"

string

"true" or

"false"

"true" or

"false"

"true" or

"false"

SFFBIL (v 3THF x
AZHF o B SHF
BB ALE SR

)

o AJ@id
modsecurity SRS

AR

o m[IAd
modsecurity RIS

PR

*

o ZABHA
access_log , &=
[& %

v otel

v otel
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SFFBIL (v 3THF x

\ AN3HF o B HF
&R it - .
A BT AL E SR
)
nginx.ingress.kubernetes.io/enable- _
_ bool v modsecurity
modsecurity
nginx.ingress.kubernetes.io/enable-owasp- _
bool v modsecurity
core-rules
nginx.ingress.kubernetes.io/modsecurity- . _
o string v modsecurity
transaction-id
nginx.ingress.kubernetes.io/modsecurity- _ _
_ string v modsecurity
snippet
nginx.ingress.kubernetes.io/mirror-request- _
string X
body
nginx.ingress.kubernetes.io/mirror-target string X

nginx.ingress.kubernetes.io/mirror-host string X
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Menu ALY >

Service, Ingress, Gateway APl 5 ALB
Rule Z [B]HIPLIR

Alauda Container Platform 3% Kubernetes £ AT RZFN O RENTE.
AXRYKTE] (Service, Ingress, Gateway API 1 ALB Rule) #HTLbER |, FEENF L ERA
pire

Bk

£tXF L4 (TCP/UDP) /iE
&3 L7 (HTTP/HTTPS) iZE
Ingress
GatewayAPI

ALB Rule

£t%f L4 (TCPIUDP) &

LoadBalancer Z£8f{] Service, Gateway API #1 ALB Rule #R] A% L4 REREFISMNT., XB
HE#F{# A LoadBalancer 255U Service 7K.,

Gateway API 1 ALB Rule B2 ALB 35K , ALB BE— /A =xEIE , 5 LoadBalancer
AU Service MEEL , TEAME L4 TRENMRES B E TE.

Et%F L7 (HTTPIHTTPS) /iiE
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Ingress, GatewayAPI 1 ALB Rule #§A][ UK L7 REFFEZISMT , (BE(11EREN AR SAREL b
BARREL,

Ingress

Ingress 52 Kubernetes #XXRRISRENE , #HFZINAER.
Ingress (5 & B8 AETRA) ALB SKEIAME,

GatewayAPI

GatewayAP| 2t T E R JEHIfREAER , (BEBAE ALK Ingress.

AL {F GatewayAPI , Fr& A ST ASIE B IREK ALB SFISR4NE GatewayAP| FLA,
H , R FEH ALB ARSI EFIEASRTITATF AN R , NEEEFFA
GatewayAPI,

ALB Rule

ALB Rule (Ul #f¥ Load Balancer) 247 &R ERKIRELACHNF®RZ KThae., KR ,
Ingress #1 GatewayAP| #B2 18 45# A ALB Rule &353R,

SR , ALB Rule Lt Ingress #1 GatewayAPI B8 7% , B R B XARAER API, FEI , #iUNFE
Ingress F1 GatewayAP| Foi%ii & EsKREf{E A,
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Menu

GatewayAPI

GatewayAPl - —E 77 Kubernetes JH , £/+TF Kubernetes i L4 F L7 B%F. %M
B% T Kubernetes Ingress. HEINEHIRE MG APl T —R. WN—FF14 , ERERITA

B, RAMERHEEA RN,

BERBEARET 3 M ARNA R AT SRR 5K

ARTUHENE >

[ TLSRoute

=T = 1 »| GatewayClass
Infrastructure
Providers
z g" » Gateway
Cluster
Operators
Application
Developers
g [
~ SR —»[ HTTPRoute
Application
Developers
Service Service

B=x

Service



https://gateway-api.sigs.k8s.io/
https://gateway-api.sigs.k8s.io/
https://gateway-api.sigs.k8s.io/
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BT ALB

BT ALB

ALB X#f GatewayAPl, &1 Gateway RRIREIE|—/~ ALB %R, Listener Mp&HEH ALB H
BEAME ; BAIASHEERA Frontend 3¢ Rule , JBIY ALB 4J& GatewayAP| Gateway



Menu

LRETErD

B ARS:

FHTAEZE Service

ClusterIP 289 Service 74l :
Headless Service (Jo3kAR%)
BT Web #2555 AU RS

BT CLI GRS

B : ERNVIRIN A

R ERESMITIRIN A

7~ : ExternalName 2% Service

LoadBalancer Z£8Y Service JEfi#

413 Ingress

LA

Ingress 7451 :

BT Web =% & 412 Ingress

J8IT CLI g% Ingress

THAEFERS - Alauda Container Platform



IHEEFERS - Alauda Container Platform

BIEIE 4
WAEBENEIR (CR) KA
BT Web 1% & fliZis 4
BT CLI pliEim4

JREARAE

HRBIR

BUEIED
B Web 1) 4 QIRES

BIEZSNIB IP Hihitith

B 51+

A R SPR S

8% MetallB &+

IPAddressPool B X &R (CR) 7~
BT Web =5 & BIZSMD 1P itk
BT CLI BUESMND 1P stuhibith

BEELHE R

$1/7Z BGP Peers

VN

IE-=Ses

BGPPeer BE IR (CR) /Rfl
BT Web %% & 4152 BGPPeer

BT CLI 4% BGPPeer
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ALE M

IP S ECALN
Calico M4&
Kube-OVN 4%
TREE

A LS TRk

181 Web 3z & 412 NetworkPolicy

1BiZ CLI 4% NetworkPolicy
2%

B2 Admin P4 Sm%
BB

BT Web 5% & 412 AdminNetworkPolicy 2% BaselineAdminNetworkPolicy
1Bid CLI 8% AdminNetworkPolicy 2% BaselineAdminNetworkPolicy
HARIR

ALE Kube-OVN M AHE Pod Z M+ (Alpha)
%% Multus CNI

B+

BliZZ MK Pod

o uEX R KBl

HAhThiae



A B SR P4 e
EEEm

BRAIEDIR

ALE Egress Gateway
XF Egress Gateway
EEEM

R

BB

HRTIR

P8 R XL
%F DeepFlow
4 DeepFlow
HABBIR

ACE ALB LA
NB

E

fEu

AIEEHLI

Https

Ingress

THAEFERS - Alauda Container Platform
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&R HEX (Alpha)

IFEEMEAETA Kube-OVN IR 2 RIS RFEEX , SLERHE Pod MIAEE IR,
k7= Sk

%97 A Kube-OVN B BEZHI 28 M2

1£ global SRHERE L B EIITHI S

ONEREEEX

FARIRIE

Endpoint Health Checker
Overview

Key Features

Installation

How It Works

Uninstallation

NodeLocal DNSCache
Overview

Key Features

Important Notes

Installation

How It Works

Configuration
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Menu ZARTUMEYE >

I AR S5

1£ Kubernetes # , Service —F AT HRZEITHEERP— P EZ /> Pod LHIMLE N KA
%,

B=x

FHAFEE Service
ClusterIP 252 Service 7Rf31 :
Headless Service (FokAR%)
1B3d Web 5% & U2 RS
BIT CLI A RS
R EERENVTIRI A
Bl EEESMITIRIN A
7~5l : ExternalName 2£%Y Service
LoadBalancer 2£%! Service /%
AWS EKS & 3¥
#XA7 CCE &3
Azure AKS &3

Google GKE &£ #f

F LA EE Service

1. Pod EECHIP, 1B :
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o Pod IP REZE (Pod HEHAIRESA) .
o HIFEVIIR) Pod 1S AT 52,

2. Service IR LT IIREMR T XA :
o FRXEH IP #1 DNS & 7%,

« BENTREHEEIILECK) Pods,

ClusterlIP Z£#Y Service 74 :

apiVersion: v1
kind: Service
metadata:

name: my-service
spec:

type: ClusterIP @)

selector: 0

app.kubernetes.io/name: MyApp
ports:
- protocol: TCP

port: 80 e

targetPort: 80 e

1. AT type R EHITAMIE ClusterIP | NodePort . LoadBalancer . ExternalName
2. Service B Pod &£ 418 E BR{RE XM selector JRE .
3. Service ¥gH.

4. %% Service ] targetPort ZBEZI Pod B containerPort . Lt4h , AJPAS| A Pod &B2% FH

port.name ,

Headless Service (k%)

BRRREZAQEHIEA A —EK Service IP , XFME L T AT MBI FHBI T RRS -
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spec:
clusterIP: None

TKRSERT -
o {FAEEAIEAA Pod B IP , MAULER—HIRS IP,
o REBEEIEZEIEA Pod (6140 , #% Cassandra 3% StatefulSet XZE¥UEE) .

o {R{EF StatefulSet , BE Pod WIBEFEER DNS &#R.

BT Web 124 5 132 RS

1. 3t \ Container Platform,
2. TEEM S A ST Network > Services,
3. =iy Create Service,

4. 2 AT RBECEM RS,

2 1tEA
52 " . .
P b MRS , B Service 7BL— ClusterlP , A BT EAHANRARS &AL
m MR, NeIEITTKRS , 8% BT StatefulSet,

o ClusterlP : £ EINE IP _EF&E Service, & UMER , Service RBEM

EBENERAIA,

e NodePort : T R IP _ERAFESisH (NodePort) g Service,

ey  ExternalName : ¥ Service M51%| externalName FEXINS (FIan ,

#.4 api.foo.bar.example) .

» LoadBalancer : {# 4Ntz E2s 1E9MEB &= Service, Kubernetes Zx
SRR GREEAY , REEB1TiRM , &K Kubernetes £3t5
=RFE PR,
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28 iR

 Workload : Service ¥ K REIFEM TIETRER , ILACAREEAN
project.cpaas.io/name: projectname A service.cpaas.io/name: deployment-

name ,

B#5
gAEREs e Virtualization : Service £¥ 5K A EHFE B EIML R IUMLLE .

o Label Selector : Service &35 Kt A ZITBIEEMERF LT ERE ,

5070 environment: release .

FTHECE X Service fimBRS. PATIRGIF , E£FFHHEM Pod A] URATE &
WP (ZNREA) #1 TCP iwH 80 EAX Service ; ThlRNVERG#H A ZIE
FreE4E Pod MNERFE R TCP Y[ 6379 8 redis.

o FMX : Service FRMIPMY , IFHMNEIE : TCP . UDP . HTTP |
HTTP2 . HTTPS . gRPC .,
wH | Service ¥ : Service ZEERNREMEEAE | B Port |, 647 80,
o ANzFmH : Service i M EIKBEiRiRHS (8%#FR) , B targetPort ,
540 6379 BX redis.

o Service g &ZHR : £B3hAER, , &I A <protocol>-<service port>-
<container port> , 540 : tcp-80-6379 B, tcp-80-redis,

2EF  ETIRIPHBE (ClientP) RISEFAME, REM , KER— IP HttA AT
SR BIRERIERBIEHRRIFER —RSHL , WRE—F FiminEK
t WA R BRI — AR 525 4L,

5. &if7 Create,

BT CLI BIZRS

kubectl apply -f simple-service.yaml
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ETEERNEERIR ny-app AERS.

kubectl expose deployment my-app \
--port=80 \
--target-port=8080 \
--name=test-service \
--type=NodePort \
-n p1-1

I - EERERVIIRI Y
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apiVersion: apps/v1
kind: Deployment
metadata:
name: nginx-deployment
spec:
replicas: 2
selector:
matchLabels:
app: nginx
template:
metadata:
labels:

app: nginx

spec:
containers:

- name: nginx
image: nginx:1.25
ports:

- containerPort: 80
apiVersion: v1
kind: Service
metadata:
name: nginx-clusterip
spec:
type: ClusterIP
selector:
app: nginx
ports:
- port: 80
targetPort: 80

1. WX YAML :

kubectl apply -f access-internal-demo.yaml

2. BEh%B— Pod :

kubectl run test-pod --rm -it --image=busybox -- /bin/sh
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3. f£ test-pod Pod =ijja) nginx-clusterip AR% :

wget -q0- http://nginx-clusterip

wget -q0- http://nginx-clusterip.default.svc.cluster.local

RNAZBEEEIEE “Welcome to nginx!” Z2AEH HTML IgRZ,

) SR EFSMTIE] Y A
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apiVersion: apps/v1
kind: Deployment
metadata:
name: nginx-deployment
spec:
replicas: 2
selector:
matchLabels:
app: nginx
template:
metadata:
labels:
app: nginx
spec:
containers:

- name: nginx
image: nginx:1.25
ports:

- containerPort: 80
apiVersion: v1
kind: Service
metadata:
name: nginx-nodeport
spec:
type: NodePort
selector:
app: nginx
ports:
- port: 80
targetPort: 80
nodePort: 30080

1. VX YAML :

kubectl apply -f access-external-demo.yaml

2. &% Pods :
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kubectl get pods -1 app=nginx -o wide

3. curl 377[8] Service :

curl http://{NodeIP}:{nodePort}

RNV ZBEEE A2 “Welcome to nginx!” ZEAE) HTML TR,
LK, WATBUAIE A% LoadBalancer 288U Service N&ERFSMARIN A,

FE  FERIACE LoadBalancer RS
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apiVersion: apps/v1
kind: Deployment
metadata:
name: nginx-deployment
spec:
replicas: 2
selector:
matchLabels:
app: nginx
template:
metadata:
labels:

app: nginx

spec:
containers:

- name: nginx
image: nginx:1.25
ports:

- containerPort: 80
apiVersion: v1
kind: Service
metadata:
name: nginx-lb-service
spec:
type: LoadBalancer
selector:
app: nginx
ports:
- port: 80
targetPort: 80

1. WX YAML :

kubectl apply -f access-external-demo-with-loadbalancer.yaml

2. FRERSNAR 1P St

kubectl get svc nginx-lb-service
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NAME TYPE CLUSTER-IP EXTERNAL-IP PORT(S) AGE
nginx-service LoadBalancer 10.0.2.57 34.122.45.100 80:30005/TCP  30s

EXTERNAL-IP B JA/R AN 2537 [m) kit
curl http://34.122.45.100

RNV ZBEEE A2 “Welcome to nginx!” ZEAE) HTML TR,

N5 EXTERNAL-IP B7RA pending , ¥iBH LoadBalancer JR&- 1 R IEE B IRE .

5 : ExternalName Z£#Y Service

apiVersion: v1

kind: Service

metadata:
name: my-external-service
namespace: default

spec:
type: ExternalName

externalName: example.com

1. VX YAML :

kubectl apply -f external-service.yaml

2. FEEEFENEN Pod F AT

kubectl run test-pod --rm -it --image=busybox -- sh

nslookup my-external-service.default.svc.cluster.local
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REBEICHRATA example.com ,

LoadBalancer Z£%! Service jFfi%

AWS EKS £

A % EKS LoadBalancer Service JE iV E4nAR |, 5% Annotation Usage Documentation
/

Key Value VAR

¥EXE LoadBalancer
eI S NERAET S

_ _ external: {FHE A
service.beta.kubernetes.io/aws-

AWS LoadBalancer AR BIRABEAT
load-balancer-type
Controller, L5 REE AWS
LoadBalancer
Controller,

e instance : =B
i NodePort & 1%

%l Pods,
service.beta.kubernetes.io/aws- FEREME AR

o ip: MEEEKH

load-balancer-nlb-target-type Pods,
2| Pods (=B
si{F A Amazon
VPC CNI) ,
e internal : LB
service.beta.kubernetes.io/aws- . F& X {F FIFLB ML& B
load-balancer-scheme e internet-facing : 7 pr/N T
P X 2%,
service.beta.kubernetes.io/aws- FERE CHFA 1P ik
o IPV4

load-balancer-ip-address-type %o


https://kubernetes-sigs.github.io/aws-load-balancer-controller/v2.5/guide/service/annotations/
https://kubernetes-sigs.github.io/aws-load-balancer-controller/v2.5/guide/service/annotations/
https://kubernetes-sigs.github.io/aws-load-balancer-controller/v2.5/guide/service/annotations/
https://kubernetes-sigs.github.io/aws-load-balancer-controller/v2.5/guide/service/annotations/
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Key Value Wi

o dualstack

#7~ CCE &8

A % CCE LoadBalancer Service JFfi#fiF4m%8H , i§5 % Annotation Usage Documentation
/!

o

Key

kubernetes.io/elb.id

) 0 {"type":"public","bandwidth_name":"cce-bandwidth-
1551163379627", "bandwidth_chargemode": "bandwidth", "bandwic

kubernetes.io/elb.autocreate ["cn-north-4b"],"14_flavor_name":"L4_flavor.elb.s1.small"}

BEME HEE R 7, FRIEFRRE RIS,

\' '

kubernetes.io/elb.subnet-id


https://support.huaweicloud.com/intl/zh-cn/usermanual-cce/cce_10_0385.html
https://support.huaweicloud.com/intl/zh-cn/usermanual-cce/cce_10_0385.html
https://support.huaweicloud.com/intl/zh-cn/usermanual-cce/cce_10_0385.html
https://support.huaweicloud.com/intl/zh-cn/usermanual-cce/cce_10_0385.html
https://support.huaweicloud.com/intl/zh-cn/usermanual-cce/cce_10_0385.html#section8
https://support.huaweicloud.com/intl/zh-cn/usermanual-cce/cce_10_0385.html#section8
https://support.huaweicloud.com/intl/zh-cn/usermanual-cce/cce_10_0385.html#section8
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Key

e union : E BN,
kubernetes.io/elb.class

o performance : JAZHEIAE , {YFF Kubernetes 1.17

kubernetes.io/elb.enterpriselD

Azure AKS £ Ef

A < AKS LoadBalancer Service T fi#HNELEH |, &S % Annotation Usage Documentation
/

o

Key Value 1tHA
e true : F B/
service.beta.kubernetes.io/azure-load- P& FaE{F FFLA ML
balancer-internal . false : /N R LML,
ML,
Google GKE & £f

A < GKE LoadBalancer Service g KNELHEH |, &2 % Annotation Usage Documentation
/

o


https://cloud-provider-azure.sigs.k8s.io/topics/loadbalancer/#loadbalancer-annotations
https://cloud-provider-azure.sigs.k8s.io/topics/loadbalancer/#loadbalancer-annotations
https://cloud-provider-azure.sigs.k8s.io/topics/loadbalancer/#loadbalancer-annotations
https://cloud-provider-azure.sigs.k8s.io/topics/loadbalancer/#loadbalancer-annotations
https://cloud.google.com/kubernetes-engine/docs/concepts/service-load-balancer-parameters?hl=zh-cn
https://cloud.google.com/kubernetes-engine/docs/concepts/service-load-balancer-parameters?hl=zh-cn
https://cloud.google.com/kubernetes-engine/docs/concepts/service-load-balancer-parameters?hl=zh-cn
https://cloud.google.com/kubernetes-engine/docs/concepts/service-load-balancer-parameters?hl=zh-cn

BIEPRS - Alauda Container Platform
Key Value WtEA

networking.gke.io/load-

Internal FEEE ARB ML,

balancer-type

AR AR, NRECENSE , RER
HiZKAZ Pods,

loud.google.com/I4-rbs enabled
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Menu ALY >

232 Ingress

Ingress FLN (Kubernetes Ingress) & EEAMIBIK HTTP/HTTPS R EZINEPIEH
(Kubernetes Service) , MMS<EISTTE LR 4R05NERR)3Z ),

BIFE— Ingress SKREIEXT Service SN HTTP/HTTPS 74,

WARNING

ER—HmEZTENEIEZ A ingress B , RE ingress A5 EBHRIN 34, MY N %2 (B
AFEERARAA) .

Bk

AR
Ingress 7~ :
1833 Web =4 & 41 Ingress

JBIJ CLI 4J% Ingress

SRHLE

Ingress FN{K#T Ingress Controller f3R3] , Ingress Controller Tass &Nt Ingress 1 Service
A, HEZFM Ingress f7 , Ingress Controller NEINESKEY , 4R¥E Ingress AL & #1
WLEE |, FEHIMEN AZIFEEHKNENER |, 20 T EFR.
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Ingress Controller

Ingress A Ingress B Ingress...
Service A Service B Service...

WorkLoad A WorkLoad B

Kubernetes Cluster

NOTE

T HTTP #]Y , Ingress {X3ZHF 80 i EASMPURE . KT HTTPS #1Y , Ingress {X3HF 443 i
OERSMNBIGE .. FAKREINERSBE3NAN 80 1 443 WTEA.

e J&IT ingress-nginx-operator T3 ingress-nginx g4 ingress-controller

o I alb {E2k ingress-controller

Ingress 7/~ :
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apiVersion: networking.k8s.io/v1
kind: Ingress
metadata:
name: nginx-ingress
namespace: k-1
annotations:
nginx.ingress.kubernetes.io/rewrite-target: /a
spec:
ingressClassName: nginx@
rules:
- host: demo.locale
http:
paths:
- path: /
pathType: Prefix
backend:
service:
name: nginx-service
port:

number: 80

1. EZECEIFS# nginx-configuration 7,

2. nginx FR/~FEF ingress-nginx controller , $alb_name FRI/~NEF alb {E24 ingress

controller,

3. AR AABFAEARMIZTT ingress , IFIEAIACE hosts .

BT Web %15 €/ Ingress

1. 3/3]7) Container Platform,
2. TS AA% S5 Network > Ingress,
3. mifi Create Ingress.,

4. 2 AT RBECEME RS,


https://kubernetes.github.io/ingress-nginx/user-guide/nginx-configuration/annotations/
https://kubernetes.github.io/ingress-nginx/user-guide/nginx-configuration/annotations/
https://kubernetes.github.io/ingress-nginx/user-guide/nginx-configuration/annotations/

BI%E Ingress - Alauda Container Platform

¥ 1iAR
I Ingress ] LAFAAN[EE controller SR , BB R[EH IngressClass %
(:gress R, MRFE_LEHFEZA ingress controller , A AT PUIA IS I EH0ERE
ass
{FERWE—.
- Host B]DLEAGHAULAL (5140 foo.bar.com ) BRIEECHT (520
’ *.foo.com ) ., PJFHMISZ BT A EE RHEC.
W TLS secret 3 & EH A5 BLAuES.
o Prefix : ULACFRIZRIER |, 5120 /abcd AJRADULEC /abcd/efg Bk
/abcde ,
DLACERY
o Exact : ULECK5RAIRIZ | /abcd
. xac BoARRAES1E | 6140 /abc
o SKIUETE : tNRFEABTEN Ingress controller ‘=18 Ingress LA |
AT L% controller jR5E.
Service ShERIRERH ZEX Service,

Service i
O

FEEIMERHEAE| Service KR NwA.

5. =17 Create,

18T CLI 8% Ingress

kubectl apply -f nginx-ingress.yaml
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Menu ALY >

B4

B AR IR, FNSRR THETAMB SHEME TR RIRAECEE . SIEIEAN |, 3T
FHEIET.

NOTE
F & LAZrng FRTEIS RN RBINEHILE |, AaEBdEA TR, Bt SFERRFE LR

INERIS A B RRENIE T BIE 4 AT e e SRR AR TR Bt .
& LRI BCREE | TRTESFERITTRE -
o BUEASEAN : WEREIE > AR > B2 A\ LR
o BIRRANH : MAEHE > RENH > A2 RAENA > RIS
o MREHERMERD : WMEEE > QBEHEFE > RnEEE

BEHEUERE , NAFAANRIERE REIEFAEHNE | REEFRZdSE , B {#E X
154 BHEERSRIL https 3F.

B=x

BEBENFIR (CR) KRB
BT Web 16| & Sl I5 4
BT CLI Algis

JRLRiRAE

é’_
>H~
/:]>?f
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BABEENTIR (CR) Rl

apiVersion: crd.alauda.io/v2
kind: Domain
metadata:
name: "00000000003075575260129686e67ed4-917a-454a-8553-d55fc4030f81"
annotations:
cpaas.io/secret-ref: developer.test.cn-xfd8x 0
labels:
cluster.cpaas.io/name: global
project.cpaas.io/name: cong
spec:
name: developer.test.cn
kind: full

1. ZRRBUED , ERFIPIEE LTS ZBYM) Secret , secret-ref A Secret Z#F.

BT Web 154 5 432154

LN BER.
2. EAMSHAF R MEREE > 184,
3. il BIEIEA.

4. ZBU TR ABCEME RS
2 WA

o Domain : TR 4 , 40 developer.test.cn .

i) o Wildcard Domain : T B BERT (*) HIZIHZ , Fla0 *.test.cn |, B,
% test.on FTHIEFIEA.

e IRIEIEFRAIEA KA | A\ eI SE A R 4R
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S WtAA

oaN. . . e e v S -

- ENALER  KFEERSZEMRXIBNME , InZEH TRMEHE.
BERTAEBL I EUETRR L (ts.crt) FFER (ts.key) . WEPAECH
B 545Er52 H0E.
AE

o RFHFIXAEFA.
E o BEMNEDFREEANER. EHBPINENDIEE ERFFHM,
o QIRSEUERE  SAEUEBMBFEIUA | BB -FELF .

o MEMEUERR  EIEBIIRTER | BYEIEBRE B SHRF
I B TR E,

o QRGSEIERE  SIHFEMEDBAS , EARSIFERAHAIES.

5. i Q.
Bt CLI 34

kubectl apply -f test-domain.yaml

IEESS S

o WA  HAERIEA M RIEM |, T TS EM.

o MR : BB RIS T A SN REIEINIE | FRITIHA AT

P SIAY

o BCHEUET
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Menu ALY >

B UFF

EFELEIERE ) TLS mﬁ%ﬂ:ﬁﬁﬂ% EEWA & , EAHMNEREBERKTFFA AN RATAFEFERA
JE%L)\'J*ﬂﬁijﬁi’]@IU] gERY |, FRATABHERSANFLEIIED. e , SEPE%Ess
TaEE AP EFEHMED.

NOTE

IEBDBEY T AIIFEAB EHPER., K LURIEFEEATSEdh 2 TRINAVE TLS ZERIK
Secret L,

B=x

BT Web =% & AU IES

BT Web 17 & SIZIET

1. 3t )\ Administrator,
2. EEME LS | &3 Network Management > Certificates.
3. &iF Create Certificate,

4. 2R ABCEE RS



Assign

Project

Public Key

Private Key

5. i Create.

BIFEP - Alauda Container Platform

UthA

o FTAMAE : BIEHoES AuTE i REATEME .
o FBEMB : BIEPHEATEEMBER.

o ROEC : EANECINE . ERAETASE , 711#iT Update
Project #/EE F o] {F FIZEBHIE .

18 ts.crt, SNLERNS | RSTFFZSHISA,

15 ts.key, FARERNT , ARSHF ZHHISAE,



BIFESNER IP HbE - Alauda Container Platform

Menu ZARTUMEYE >

BIZESMIB IP bbb

ANER 1P iR MetalLB F3T#KEX LoadBalancer 2B NERFE FREISMNERIA[A) IP 1 IP 5.,

H=x

AR &

AR SR S

HBZE MetallB i

IPAddressPool BE &R (CR) 7Rf
BT Web #21 & BIZSMEB 1P bkt
BT CLI BIEZSMED 1P Hutibith

EREERM

A 2

MR FE(EF BGP ZEBUASMNIR IP it | EIXAREIE RFF /2 XThRE.

A RS BR

SMNERHIE ) 1P BRI R AR 54

o SNERHIMEIARS AT AT RRME (L2) HEK,
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IP PIRA - FEER , BARERSYIERX RN 1P, 2R 1P,

REeSERERKMEKES |, 435 Cluster CIDR, Service CIDR, FM%,

ENRRIMEF |, #iRE—IMNE it BT 7F7E IPv4 A IPV6 st , B¥EI KT 0, BN
XAk LoadBalancer ZERY RERRE R T/ AAREN S MR A RIE3E

£ IPV6 5, 17K DNS JRSCHF IPv6 , R MetalLB 1R+ IT/ABENERE .

4fZ& MetalLB it

{2 FRSMER I th &R MetallB Jif4.

1. 3 )\ Administrator,
2. EA NS A= s Marketplace > Cluster Plugin,
3. #Z MetalLB , &7  A{UK MetalLB > Deploy,

4. FFEREIRE B7R Deployment Successful BISEAHE .

IPAddressPool B X' &R ( NGl
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kind: IPAddressPool
apiVersion: metallb.io/v1betal
metadata:
name: test-ippool
namespace: metallb-system
spec:
addresses:
- 13.1.1.1/24
avoidBuggyIPs: true
kind: L2Advertisement
apiVersion: metallb.io/v1betal
metadata:
name: test-ippool
namespace: metallb-system
spec:
ipAddressPools:
- test-ippool ()
nodeSelectors:
- matchlabels: {}
matchExpressions:
- key: kubernetes.io/hostname
operator: In
values:
- 192.168.66.210

BGP &% :



kind: IPAddressPool
apiVersion: metallb.io/v1betal
metadata:
name: test-pool-bgp
namespace: metallb-system
spec:
addresses:
- 4.4.4.3/23
avoidBuggyIPs: true
kind: BGPAdvertisement
apiVersion: metallb.io/v1betal
metadata:
name: test-pool-bgp
namespace: metallb-system
spec:
ipAddressPools:
- test-pool-bgp
nodeSelectors:
- matchlLabels:
alertmanager: "true"
peers:
- test-bgp-example

1. 1P it 3| e,

INFO

[8) : {+ 42 L2Advertisement ?

& .

= -

1. L2Advertisement &2 MetalLB 1IZ2HKBEENEIR (CRD)

BIFESNER IP HbE - Alauda Container Platform

(IPv4) 3 NDP (IPv6) [ 3EMRLL IP Huhih e stk

[a) : L2Advertisement HK{ERR{tA?

& .
= -

1. $&5E IPAddressPool L 1P Hiht2E

2. FEHITHEATR , BhLL 1P RS ER T % ;

3. REIZ M. SMEHEFHETE.

, AT ERIE—ERATE

BHTJE] #% (ARP/NDP [ k)

T ARP



BIERSMED IP Hbdikith - Alauda Container Platform
EmME2Z , BEVF MetalLB : HRLE 1P AT % , ke (BIIMLETNR) .
EZEHET , aRKEN L2Advertisement , MetalLB R& T HE{TAAHAL,
[a] : MetalLB ## BGPAdvertisement Z{t4 ?

& .

= -

BGPAdvertisement 2 Kubernetes B E N RIBEEN (CRD) , AT MetallB 7 & | izflan{ridE s

BGP (IMARMKLINN) moMGRRILET 3% 1P Gl (EXAE IPAddressPool H) .
[a) : A{+4 BGPAdvertisement fREZE ?

& .

= -

7£ MetallLB ] BGP #5=rb | #5723 81T BGP S4MBIR S EN X EEHE | T B ils
Kubernetes Service XJ% M) IP, BGPAdvertisement &IRAIFAR :

o JEHI AR
- BRENHKHEIERE , WM

. ERE
« BGP #tX @tk
o KHbif5EK (BGP {fi5c4Rk)

MREKEN BGPAdvertisement , BI{FECE T BGP XK , MetalLB R & #E{E{aibit .

BT Web =) &8I SMB 1P kit

1. 3 )\ Administrator,

2. TS A4~ S5 Network Management > External IP Address Pool,

3. =iy Create External IP Address Pool,

4. 2 AT RBAECEME RS,

S8 UtRA

o L2: ET MAC HIltRIBENHE L , ERMTHERARE —ER
H/ RIS |, MR RECER#, ER1R.

#


https://metallb.io/
https://metallb.io/
https://metallb.io/

BIFESMID 1P Hhtibith - Alauda Container Platform

S8 iBA

« BGP (Alpha) : £ IP HlitIXFEAEEA , £/ BGP X3k
KHER  BAFTRES TGRSR REAHEMAMAZRL |, 1
RESY RIS,

XFF CIDR M IP SuEIETEMA . Rt Add KIFL LM |, 7=~6120
IP e
Resources CIDR : 192.168.1.1/24 ,

IPSEE : 192.168.2.1 ~ 192.168.2.255 ,

L2 BT, ATAT RERBHTAE VIP RERNT R ; BGP AT , 7]

BT EEAR VIP, SXEAE BGP EHEF N EMKANT
=t

13\ o

o TRAEAW  IRET REFEFTHTR.
o PREEEIRES  IRIBAIREEEFE AT T R

Available o BT RN  BIIREXEEHRATHTR.
Nodes
EE

o {£M BGP KA , AT RN T —HT R ; RMETHATRE
BGP &k R KT &.

o WREERRIRAT QAT RMACE , FRNEE , &RXTHTR
PERIITE.

BGP Peers 1e4¥ BGP XK ; A{ABLE 1S % BGP Peers,

5. =7 Create,

B3I CLI BIEZSMR 1P ki

kubectl apply -f ippool-with-L2advertisement.yaml -f ippool-with-bgpadvertisement.yaml



BIFESMID 1P Hhtibith - Alauda Container Platform
H A [H%
BEEHER

1. 3t )\ Administrator,
2. TEZEMIS A% S &5 Network Management > External IP Address Pool,

3. A REA LA View Alarm Policy , ZF MetallB (i 452505 ,



£/ BGP Peers - Alauda Container Platform

Menu ALY >

4172 BGP Peers

TRIET BGP MM EILER , MEEARR AS Z[AIEkFE— AS NATHRIFHEER.

H=x

A&

B &1

BGPPeer BE XL KIR (CR) Rl
1B Web %l & 4132 BGPPeer

J@1d CLI §J7Z BGPPeer

¥ N

AVE 369

AS FEHERI—HEAEHRARNEE, (ERS—HRRIEK—HIXHEs, BGP M
HKPREN AS HNECEE— AS 5 , BTS2 ARER AS. AS 5534 2
FIAS SH 4 FH AS 5,

AS o 2% AS SIEMEIA 1~65535 , HF 1~64511 EE M M0
Number AS S, J4UT /A3t IP Hullk ; 64512~65535 ZFAE AS & , KUTHRAE
IP ik,

o 45 AS SR 1~4294967295,

X 4 T AS SRS TTUFATI 2 T AS SHIRE.
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AU 561

BIXAREHE RS AMEXTRE.

BGPPeer BiE X &7 (CR) R~

apiVersion: metallb.io/v1beta2
kind: BGPPeer
metadata:
name: example
namespace: metallb-system
spec:
myASN: 64512
peerASN: 64512
peerAddress: 172.30.0.3
peerPort: 180
nodeSelectors:
- matchlLabels:

alertmanager: "true"

BT Web 1= & 6% BGPPeer

1. 3 )\ Administrator,
2. EEMSHRES | A Network Management > BGP Peers,
3. &l Create BGP Peer,

4. ZZ T RARCES .

¥ 1tER
Local AS BGP & R FT#E AS i) AS =,

Number



£1J7& BGP Peers - Alauda Container Platform

28 iEA

TEE TR ESK , BT IBGP Bt |, RIAHE AS S5
¥ AS SRIF—H,

Peer AS
BGP XJimFT4E AS [ AS 5.,
Number
Peer IP BGP X$umfi] IP it , WIRZBENS IR BGP EHHA R IP ik,
Local IP BGP EFHT mi IP idik, ¥4 BGP EHT B ZA IP I, 1E%FFE
oca
TERIAHY 1P S5XumiE L BGP &,
Peer Port BGP XfigHm S,
BGP _ . =4+ ——= _
S BGP E#EMNM m. MRKECEMN S , NIE T RIHSETL
Connected
BGP iE#%.
Node
BGP Mult U BGP iRz Z B AFE#aEE BGP &1, [BRAIIEE
Hop B, BGP BHIZMA TTL{EA 5, B Z NS &R

BGP XX AR , (EMBEITERIE,

—A 2 HE (BE AR THBIRE RN | 250 IPv4 HIEA%
RouterlD ®) , BTFHE— R BGP M) BGP &M% , 8% T8
BGP 4fEXRA. KWINFEAE, EFRMBIERHE LR,

5. =17 Create,

BT CLI £/ BGPPeer

kubectl apply -f test-bgb-example.yaml
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Menu

A=’

Hx

IP >Rl

Calico 4%
A RS IRE|
Calico W£kFM7RBIEE XL RIR (CR)
183 Web =% & 43 Calico PL&FR¥
BIT CLI A% Calico P4EF M
SENE

Kube-OVN Rj4&
Kube-OVN Overlay P&+ M/R51EELEIR (CR)
BT Web 154 & 8% Kube-OVN Overlay RI4&-F M
1Bid CLI 4% Kube-OVN Overlay P&+
Underlay f4&
18 FRLEA
BT Web #&5) & RN ML (F1i%)
BT CLI ZRANAFH ML
BT Web #ZHG 7RI VLAN (R]3E)
J@it CLI %80 VLAN
Kube-OVN Underlay M4&-F M7 EE &R (CR)
BT Web %% & 8% Kube-OVN Underlay M4&F M
1&iZ CLI 43 Kube-OVN Underlay M8
FERIRIE

FREE

ARTUHENE >
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B Web 125 & EHTM

BT CLI B HTR5E

B Web 16| & EHTRE 1P

§ CLI EEFTRE IP

Web =& 3 ECRE

CLI #yEcm B

Web =) & S ELan 4 2
CLI S BCan & =

B Web 2669 AW

B CLI &F™

&I Calico P4

B Web 1% & Milfk+-M

8 CLI Mg+

[
(=

m_

B

m_

B

m_

B

m_

B

IP 3B AL

NOTE
MR—AME G BT EHAECT ZAFM | 1P PR N —ANF W fEHLEE

o WH L

o MRMBERGIEFW , MZIHE T B L TETFH Pod RAEEFAEGAT MK 1P Htk,
AREAF W 1P HIUEAR R |, Pod ¥ FTiEE3).

o MRMBELETFMW , NIE T B & =EFH Pod RAEEFIXEFEF MK IP i
hk,

o & TESHED

o MRaZTRRGE T , Wikdn & = EF K Pod RAEEFABGAF MK 1P 3k, 20REK
IAFMIE IP IR 2, Pod ¥TTiXfE30.



o MRGETRYET FM , Wikdn & TEF K Pod RAEEFIXEFEF MK 1P #ulit,

Calico %%

£ Calico MEX BT , SKELGR N RIRELF MR RS,

A R SR

1£ IPv6 &£ FESF |, Calico MERNAERFRIZNASEH VXLAN 3, VXLAN £ 51w
5 IPIP H&AE , FEM#H{R UDP g 4789 2FF /.

Calico M&-FRIRBIEE N RIR (CR)

apiVersion: kubeovn.io/v1
kind: Subnet
metadata:
name: test-calico
spec:
cidrBlock: 10.1.1.1/24
default: false0
ipipMode: Always o
natOutgoing: true e
private: false
protocol: Dual
vdblockSize: 30

1. ¥4 default A true B , {8 VXLAN 3£,
2. ZNEFAEX ST RIS ER.

3. ZILHYEIRE NAT 334,

18IS Web 1=%l & 413F Calico P&+

1. 3 )\ Administrator,



2. EEMEHAF S E Network Management > Subnets,

3. fiF Create Subnet,

4. BB ABCEME RS

2

CIDR

Encapsulation

Protocol

Encapsulation
Mode

Outbound Traffic
NAT

5. =i Confirm,

UtRA

BFMOACATBE S G TEGE , L TIRNH A 2384 5
VU{EFZ CIDR SEIRK IP HTIE(E.
7 Z : CIDR 5 BlockSize U N X RESESERNEA,

WeEER Y. BRI IR IPIP,

o IPIP : {5/ IPIP YMYSRELISEE1E.
 VXLAN (Alpha) : £/ VXLAN BHYSREUEEOE(S.

« No Encapsulation : B3 kiR EHHEEE.

WA IPIP 5 VXLAN B |, AR EFEER | BARN

Always,

o Always : 42X 2 IPIP / VXLAN [%i&.

o Cross Subnet : N Y FALTFAEFMEZH IPIP/
VXLAN [%53E ; [R)F A @ IR A B ikER.

ERERBHARIRE NAT (&) | BABH.

FERTREFME AR 5N A 5 R ARt

J:'Fﬁtljx&i/m% NAT B, 2485 2540 (KRl A T8 E 4
, RN, FRIRNARFAN IP HEEFRESIN,

6. ZEFMIEE A , 1%63%F Actions > Allocate Project / Allocate Namespace,

7. Tl E fa s i Allocate,

JBIT CLI 47 Calico M4+
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kubectl apply -f test-calico-subnet.yaml

ZEZENA

CIDR 5 blockSize iz ILACK AN T FRAT/R.

CIDR

prefix<=16

16<prefix<=19

prefix=20

prefix=21

prefix=22

prefix=23

prefix=24

prefix=25

prefix=26

prefix=27

prefix=28

prefix=29

prefix=30

prefix=31

NOTE

RIFFRBART 31 FMECE.

blockSize X/\ Y=

26

27

28

29

30

30

30

30

31

31

31

31

31

31

1024+

256~1024

256

256

256

128

64

32

32

16

AN IP K/
64
32

16



Kube-OVN X2&
% Kube-OVN Overlay MZich A5 7 | StHlE BN 7 R E AT K EE O AE TR 25

NOTE
FARNET AT RS Pod BIEM join R/ , FE % join SHTEF M EHIMEBIHR,

Kube-OVN Overlay P&+ MR FIEE N &R (CR)

apiVersion: kubeovn.io/v1
kind: Subnet
metadata:
name: test-overlay-subnet
spec:
default: false
protocol: Dual
cidrBlock: 10.1.0.0/23
natOutgoing: true @)
excludelps: Q
- 10.1.1.2
gatewayType: distributed @)
gatewayNode: "" @)
private: false
enableEcmp: false o

1817 Web 174 417 Kube-OVN Overlay 2%+ X



1. 3t )\ Administrator,

2. EEMEHF: S E Network Management > Subnet,

3. fiF Create Subnet,

4. BB ABCEE RS

ECMP
(Alpha)

5. 517 Confirm,

6. FEFMFEI

UthA
BrMoBca B Sa & TRE , AEBNE 1P KBS Pod £,
BENRE IP A2 BENE. 6120, AT RETRANR B IP,

WEFEF AR S SR U i & .

- Distributed : 3P G M EEHERTE AL HITE T L Pod M STy
=, RUaHAREO.

- Centralized : &34 fiF Pod {§ f— M EZ M B TALEAL I
R, ETFAMNREITAp AOEES] REZANEPN M R FTRHS T
A.

1%4% Centralized <K , A[{#F ECMP ThiE., BLAMEAEREL ,
INERRLIBRE, BH ECMP (M ZKRIZIRMA) &, HubiiERE
T EZNEMRIEEBAEMEITAMET R , NTRAMKEEITE.

R D ERATH S ECMP #XThRE.

£ F Centralized PXAY , SEFE— P EE MFEBENEAM KT R,

CREBBRABIRE NAT (M) |, BRABH.
FERTEREFMN Pod Ve 4MN B 5 2R A7 Rl

AL E NAT B, S4E7FM Pod el AfE 4L IP ; RiGA
i, FRP Pod f IP ¥ EHERERAIMN. LEAEEREF MK,

1%&+$% Actions > Allocate Project / Namespace,

7. SERBCE fJa R Allocate,



BT CLI 417 Kube-OVN Overlay &+

kubectl apply -f test-overlay-subnet.yaml

Underlay (%%

£ Kube-OVN Underlay P& a1 5B , NUSREL SR IREAIF MR IR S | dEREIR 1T
MERERT

INFO

Kube-OVN Underlay H 7 28 W& FEMNEMLE 3. 1 ESERERE % Kube-OVN Underlay
IR DARRIR LGB,

RS

1£ Kube-OVN Underlay M£& e 4132 F M —RRIRFEA @ ARINATHEMLE > 7800 VLAN > gl F
M,

1. BOARR A& FR,
2. XN RECEMF.

BT Web 15§ &R0 MLE (R]1E)



kind: ProviderNetwork
apiVersion: kubeovn.io/v1
metadata:

name: test-provider-network

spec:
defaultInterface: ethl 0

customInterfaces: 0
- interface: eth2
nodes:
- nodel
excludeNodes:

- node?

1. BOARR A& FR,
2. N RECEMF.

HHEMEIEN RS  SPEMREITHEARSMERE , SN SYIEMKRAE B,
BRAELIR
1. 3t )\ Administrator,

2. M SE 5o Network Management > Bridge Network,
3. miff Add Bridge Network,
A RIELL TR E A RS,

EE

o H#F Pod 18481 R LAEKETE Pod , SEBESTE FME & TR IE R L8 R
[ Pod , RABURTHHERILS T FMR1ERCE.

« Underlay FRIFH T m 0B LMK |, FriEMEERRM-RNIE BoOECLE
Underlay , RNEEAZEAMIRE (20 SSH) . 620 , EFFENEE =1 Ritklazalk
eth0, eth0, ethl £ /&% Underlay , RIEIAM-KE&E A eth0 , E=/T RBIMNKH

ethl,



su 48
ffm{g B4 Pod HMERZR-E A HEERI | S SRR,
*;i“ﬁ“@ﬁ KRR LT Pod SATEEIEERE , THERGARE.

HER T S R Pod A FHER IS A E TR,
FEBR. im0 Pod ok SURTRASES T AR EMAEE | E
B 4REEIRE Pod LIS i,
5. mir Add,

IBIT CLI R INMHE L&

kubectl apply -f test-provider-network.yaml

B3 Web =870 VLAN (7[1%)

kind: Vlan
apiVersion: kubeovn.io/v1
metadata:

name: test-vlan

spec:

id: 0 @

provider: test-provider-network @)

1. VLAN ID,
2. MM s .

FAWMALE T ovn-vlan EEIURIEN , iEH#E! provider ##5M4%, L AECE R VLAN E#HH
AL, ST VLAN Z [BIFRILEFE .

BRAEDIR -



BCE-FM - Alauda Container Platform

1. 3t )\ Administrator,
2. EEMS A s Network Management > VLAN,

3. miff Add VLAN,

4. FRIEL T BABCE M RS H.

S WA
VLANID = VLAN fHE—#RIR , BTSN E EIAREM,

BHERIZS  VLAN ERRFEMLE | SSHLSYIEMS K E IR,

5. =7 Add,
18T CLI %0 VLAN

kubectl apply -f test-vlan.yaml

Kube-OVN Underlay W&+ M7~ B E X &

apiVersion: kubeovn.io/v1
kind: Subnet
metadata:
name: test-underlay-network
spec:
default: false
protocol: Dual
cidrBlock: 11.1.0.0/23
gateway: 11.1.0.1
excludelps:
- 11.1.0.3
private: false
allowSubnets: []
vlan: test-vlan c
enableEcmp: false

IR



1. VLAN 5| A,

BT Web 1% 4 472 Kube-OVN Underlay R8P

NOTE

FARTRECE T AT Overlay £t T M5 Pod B{EH join 7MW , ZFMA4LATF Underlay
EE | %% join SHEALT M IP BOMZE,

BRAEDIR

1. 3 )\ Administrator,

2. FEAMSHAF A& Network Management > Subnet,

3. ;i Create Subnet,

4. IRIEL T BABCE M RS H.

28

VLAN

+ ™

ZES

RER

UtRA
M FT/EH VLAN,

BFMAEATE RS L TG  YIEFMAK P K5 HCL Pod {§
.

LR PR R 5k

TEERRE IP RSB EC. 6120 , AT RIETRAMN BE IP.

5. i Confirm,

6. FEF MBI ,

1%&+#% Action > Assign Project / Namespace,

7. TRECE fa s i Assign,

J83J CLI £/ Kube-OVN Underlay P¥Z&+ X



B E -7 - Alauda Container Platform

kubectl apply -f test-underlay-network.yaml

PSS

W& Boh[EIRFFE7E Underlay 0 Overlay FRBS |, RJ#RIEEERLE Underlay 5 Overlay +ME
ZhE I8,

e

1B Web 155 & B HTM X
AFEERHIIREAI. BXTRH NAT iCE,

1. 3 )\ Administrator,

2. FEA ML #E S Network Management > Subnets,
3. R F M EFR,

4. 1%$% Action > Update Gateway.,

5. BN HIELE , WIEEEE SR,

6. | OK,

BT CLI EHME

kubectl patch subnet test-overlay-subnet --type=json -p="[
{"op": "replace", "path": "/spec/gatewayType", "value": "centralized"},
{"op": "replace", "path": "/spec/gatewayNode", "value": "192.168.66.210"},
{"op": "replace", "path": "/spec/natOutgoing", "value": true},
{"op": "replace", "path": "/spec/enableEcmp", "value": true}

] 1



BT Web =58 EHRE IP

MX IP REEMIRER IP 78l , HABRER 1P P B MdwiE. MIERERM,
1. ¥ )\ Administrator,

2. FEZEMN A2 & i Network Management > Subnets,

3. R FMER,

4. %&4% Action > Update Reserved IP,

5. EHizea/a R Update.,

Bid CLI EF{RE IP

kubectl patch subnet test-overlay-subnet --type=json -p="[

{
"op": "replace",
"path": "/spec/excludelps”,
"value": ["10.1.0.1", "10.1.1.2", "10.1.1.4"]
}
1

BT Web 1% & 2Bl B

BFROBCARFEME |, TR EIFHEEENRE AR E NS RE , BREIERE
TR FIRILE BRI,

1. ¥ )\ Administrator,

2. fEZE A A2 A7 Network Management > Subnets,
3. R FM &R,

4. 1%F% Action > Assign Project,

5. AN E f5 , = Assign,



JB1d CLI Sy EcmE

kubectl patch subnet test-overlay-subnet --type=json -p="[
{

op": "replace",
"path": "/spec/namespaceSelectors”,

"value": [

{
"matchlLabels": {
"cpaas.io/project": "cong"

I Web =% & 7 BCén & TN
BT RS RS EH 470 | SIS A TR,

TR HEERETSERMK , HitBiREEEEST | EWR S EITL S N AvIRSMNT SRR

1. 3 )\ Administrator,

2. fEA ML A& Network Management > Subnets,
3. RITFMAEFR.

4. 1%3% Action > Assign Namespace,

5. NI #kan 2 TR fE , R Assign,

1BId CLI 2 fcdn £ |



B & FM - Alauda Container Platform

kubectl patch subnet test-overlay-subnet --type=json -p='[

{
"op": "replace",
"path": "/spec/namespaces”,
"value": ["cert-manager"]
}
1

BY Web =654 5™

YFMRE P SOEAZNE A LIRSEPEFERE | A& TRTMUEHTY & , AEIE RS

IE®E1T.
1. 3 )\ Administrator,

2. fE £ K #E w5 Network Management > Subnets,

3. Rt T EFR.

4. 1%&#% Action > Expand Subnet,

5. SERACE fJa mify Update,
BT CLI T BFM

kubectl patch subnet test-overlay-subnet --type=json -p="[

{
"op": "replace",
"path": "/spec/cidrBlock",
"value": "10.1.0.0/22"
}
1

=18 Calico W&

XFME MG & TANE , EFSEME 2 BcHdr 2 =R 2.



BT Web 755! & iR+

NOTE

o BERFRET , NRMERR[AFERA TN P, BRATREIZITH IP A, BIIEHT™
KBTS, TERARAUMERZOATI P, BUAR SH T & T B9 BoAT -+ M.

o BOAT RIA AT bR,

1. ¥ )\ Administrator,
2. EEMESHF S E Network Management > Subnets,

3. /Rl : > Delete , $UTHERIRAE.

183 CLI iR~

kubectl delete subnet test-overlay-subnet



BrE L& 5 B% - Alauda Container Platform

Menu ALY >

BIE P2 TR

INFO

F AR AR AR R KL Ul, |BRR Ul 38 SMAMREE |, FThR Ul BNRIE , FHRMEEA
YAML 4825, BN HEFERHFIR.

BHATAEH RIS network-policy-next IHEEI TR , PAVIIRIFTAR UI,

NetworkPolicy &—/ iy % == [ASEEIK) Kubernetes %R , BH CNI #4SREL, 18IS LK 5RRE |
ST AR Pod MLEIRE |, SSEIMLEIRE |, FRRBIE X,

IMBULT |, BTE Pod AILEHB(E , AVFRBETEHMARMEORE. MUV
NetworkPolicy f& , B4k Pod RiESZE&FERALNIAE.

WARNING
W& RIEAUERTARME. LA hostNetwork #3117 Pod.

7151 NetworkPolicy :



fic & M4 5kI% - Alauda Container Platform

apiVersion: networking.k8s.io/v1
kind: NetworkPolicy
metadata:

name: example

namespace: demo-1

annotations:

cpaas.io/display-name: test

spec:
podSelector:
matchLabels:
pod-template-hash: 55c84b59bb
ingress:
- ports:
- protocol: TCP
port: 8989
from: 0
- podSelector:
matchLabels:
kubevirt.io/vm: test
egress:
- ports:
- protocol: TCP
port: 80
to:
- ipBlock:
cidr: 192.168.66.221/23
except: []
policyTypes:
- Ingress
- Egress

1. from A1 to XJEEEKZIF namespaceSelector . podSelector . ipBlock

B=x

181 Web = & 4132 NetworkPolicy



1BId CLI Y% NetworkPolicy
%

uﬁ#

1BIT Web 54 & 6% NetworkPolicy

1. 13 )\ Container Platform,

2. IEZE M S AL 555 Network > Network Policies,
3. ;mifi Create Network Policy.

4. EZ PR RACE.

X33 S¥ Wi EA

S DAEEE X TE M N\ B A8 Pod AR ; BEARE
Pod %&+% 25

EM—( )\ljr—FH:J:J:ZIAFm g |E—.||jqﬁﬁﬁ POd
Pod  wonmmmmEsR Pod i Preview &5 MK SIS B B AT
oo, Pod,
pN= BE.FFTAEIE AR Pod RIACTRE.
e
A

o BNRTE YAML ] spec.policyTypes FEXFIR
AT Ingress , {BRACE BAAR , V)RR
HLEFTBARE B2 EEAE I AR S,

o WRENMIFET YAML # K spec.ingress .
spec.egress F0 spec.policyTypes ZFE& , Yk
[B] R Bt EB3AGE BB AARE &
.

R0 = LK) DLAC Y i dn 42 =B NTEEFRZH) Pod ; RFILHAL
P B Pod AT RLi[A) B A8 Pod, #&R]PAmi Preview



X33 2

AR - JLNeR ]
RNINZ AN SRR Pod
B, B8]

B M) 3k
KA,
=S
B
Pod
IP 3G
v
H0O FRIEATBE OIRE
e
Hiths%

5. A1 Create,

UtRA

BEYHFNFIEK Pod, ZEARFCEMIN , ZHA
AVFH TSR & T EALTE Pod i) B4 Pod,

DLACE BENTE EARERdr & TE)Ek Pod ; R AL
ACA) Pod R]PATAIRIE AR Pod, SR mids
Preview & & Sl ImEK Pod,

o MRFEINECE T b & ZTENESFSH Pod 1%4%
2, WEPNERILE | RINTEE &4 A1k
FEABTEEAER Pod,

o EXRMENM , AT EHNTEGATIE
K Pod i73a) B #x Pod.

W\ SRFVIRIB AR Pod ) CIDR , IFATHEFRAR A
AR CIDR e, EXRECEM |, {FARE
Fa]iia] B 4R Pod.,

WER : ATUEE example_ip/32 TR IIHEE
T, AHEBREAS 1P ik,

DLACHs e X ANim O R E 5 vl AN s H 3k
Pod EiimH&#FR. HARAELM , NILACHA

7,
FRLEFTEZIB 4R Pod M ORE.
E =N

o WNRTIE YAML ) spec.policyTypes FEEHIR
AT Egress , {BRECE BRFIN , Pl EIFREA
4 Bzha)% [RLIEATA A RE &M

5 ANARE SN, HAERBEER.
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18T CLI 4172 NetworkPolicy

kubectl apply -f example-network-policy.yaml

2%

WMFELVFE , BERE XA Network Policies 7,


https://kubernetes.io/docs/concepts/services-networking/network-policies/
https://kubernetes.io/docs/concepts/services-networking/network-policies/
https://kubernetes.io/docs/concepts/services-networking/network-policies/

Bl Admin RI4E K& - Alauda Container Platform

Menu ATURE >

B2 Admin P48 IRRE

INFO

SFABRHRE T A AR ER ML R Ul, |BAR Ul A3 AMERE |, FhR Ul EMRE , FRET
JR4E YAML Ywtiges. FRAVHEFEFERIIR U1,

BEAFAEEIERIFE cluster-network-policy 1 cluster-network-policy-next ZHEEI13%F , PAVS
[R)EThR UL,

FThR S B4R SR BE K A Kubernetes #1X A Admin Network Policy ~ #RAERIT |, 12 4£5F RIEH
ACEARAMERE PECE L.

1 LAWK SRl RN A |, BAE AR LS ZRIRF © Admin Network Policy {5t T Network
Policy , Network Policy {;5cF Baseline Admin Network Policy,

BRIESHRINT

User

Evaluated First
L

Sys Admin

- -
Developer

Priority

-

am
Sys Admin

Evaluated Last
[l Existing NetworkPolicy API Object

O AdminNetworkPolicy API Object


https://network-policy-api.sigs.k8s.io/api-overview/
https://network-policy-api.sigs.k8s.io/api-overview/
https://network-policy-api.sigs.k8s.io/api-overview/

Bl Admin RI4E K& - Alauda Container Platform

Bk

FEEM
183 Web %] & 418 AdminNetworkPolicy 8% BaselineAdminNetworkPolicy

183t CLI €% AdminNetworkPolicy 8% BaselineAdminNetworkPolicy
HARRIR

TEER

V4 AN

Yo

e {¥ Kube-OVN CNI X#F admin P& SRR .
o 1E Kube-OVN MLEHET |, IATNAEAL T Alpha hR AN ER.
o &3t HBEfF7E— Baseline Admin Network Policy,

AdminNetworkPolicy 7~



A7 Admin MZ& K% - Alauda Container Platform

apiVersion: policy.networking.k8s.io/v1alphail
kind: AdminNetworkPolicy
metadata:
name: example-anp
Spec:
priority: 30
subject: o

pods:
namespaceSelector:
matchlabels: {}
podSelector:
matchlLabels:
pod-template-hash: 55f66dd67d
ingress:
- name: ingress]
action: Allowe
ports:
- portNumber:
protocol: TCP
port: 8090
from: @)
- pods:
namespaceSelector:
matchLabels: {}
podSelector:
matchLabels:
pod-template-hash: 55c84b59bb
egress:
- name: egress]
action: Allow
ports:
- portNumber:
protocol: TCP
port: 8080
to: @
- networks:
- 10.1.1.1/23

1B/, RS,

2. subject : ExZ RBEFEE namespace selector &% pod selector K —4,



A7 Admin MZ&5KRE - Alauda Container Platform

3. action : AJ%&{EA Allow, Deny 1 Pass, Allow RRAVFREVR , Deny RNTELERE
ila] , Pass SRARAVFIREFFBEIS LSRRI ERE ML 5k , FHHE SRR
(NetworkPolicy #1 BaselineAdminNetworkPolicy) K44I =.

4. O] ¥&{EEFE Namespace Selector, Pod Selector,

5. A]1%&{EEFE Namespace Selector, Pod Selector, Node Selector, IP Block,

BaselineAdminNetworkPolicy R4 :



A7 Admin MZ& K% - Alauda Container Platform

apiVersion: policy.networking.k8s.io/v1alphail
kind: BaselineAdminNetworkPolicy
metadata:
name: default 0
spec:
subject:
pods:
namespaceSelector:
matchlabels: {}
podSelector:
matchlLabels:
pod-template-hash: 55c84b59bb
ingress:
- name: ingress]
action: Allow
ports:
- portNumber:
protocol: TCP
port: 8888
from:
- pods:
namespaceSelector:
matchLabels: {}
podSelector:
matchLabels:
pod-template-hash: 55f66dd67d
egress:
- name: egress]
action: Allowe
ports:
- portNumber:
protocol: TCP
port: 8080
to:
- networks:
- 3.3.3.3/23

1. 8 HEed)iE— metadata.name A default K] baseline admin P4&5REE .

2. A[%E{E A Allow, Deny,



A7 Admin MZ&5KRE - Alauda Container Platform

BT Web 2% 4 4172 AdminNetworkPolicy B,

BaselineAdminNetworkPolicy

1. 3 )\ Administrator,

2. IEZE M S A% 5535 Network > Cluster Network Policies,

3. mifi Create Admin Network Policies & Configure the Baseline Admin Network

Policy,

4. ZRA BT AR <AL E

Ee) B
475

RS

5|
{22k

Namespace Selector

a5 LYEIRIEZIme B A8 Pod TR

5

S

Pod

Pod Selector

LRI IR E AR Pod T

5

S

iR

Admin Network Policy % Baseline
Admin Network Policy & #K.

RTE REGEIVEAAFN RNRAFF | $Eis ML
FIRBE,

7EZ : Baseline admin M4 5EHE TLI 52K
wH,

PABEE XS TE i\ B A% Namespace HIAR
&, BENRE VRN AT ST
A Namespace, F&Efm , KBV AT
DLACX LE5e4E 25K Namespace PIfK]
Pod,

i T BE LML R SR E B AR
Pod.

PLREXTTET A B8 Pod AR |, &
TEE |, NIRREN T %48 Namespace
TATA Pod,

i R BE LM KRG B H5
Pod.
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X33 S

s
LA Pod Selector
Ingress

WA - #
UL Sb )
KR
B, e
Z[E)2#
LIPS

.

Namespace

Selector

¥ M

Wi EA

TEE AL IERA B AR Pod WiRE , B
=FEs : Allow (7FIRE) . Deny
(¥eLERE) . Pass (BEIIATAILELK
KA admin M8 ERE , B Network
Policy 2k Jt Network Policy BJEH
Baseline Admin Network Policy 4ME i

=

=) ,
JEE : Baseline admin M8 KRS AN F5h
1E Pass.,

DLRCE BB TEEARLR Namespace
g Pod , RBILACH Pod BEVAIRI B 4R
Pod, A] iy YT EF L aTALNR NG
Pod,

o ZFENBLE T namespace F1 Pod 1%
2y, WEAE | BINFEER
Namespace F 5 H B T8 E IR EFK]
Pod,

o AARELENIN , ARG ERIE
Namespace FHIFTA Pod i8] B #x
Pod,

PLAC4 BT Namespace A T8 EREE)
Pod , RBILACH Pod gEVIIRIB AR

Pod, A miy YT EE URTALURZ =K
Pod, EXRECEMIN , TIARF L]
Namespace FfiE Pod j(a]B#x Pod,

PLACTEE MR IR E ; AT
¥H Bk Pod LiimH&FK. AARACELL
I, NLECATRYRH .



[X15,

ALY

WA« AL
UL A

Egress % KiR
B, Bl
Z[E2#
U= EVAP S
A,

A7 Admin MZ&5KRE - Alauda Container Platform

28

Node

Selector

HAth 2%

VtRA

taxE BAr Pod AVFARKT &R IP, I8
T RAREEFET =, %% Pod B]ij[A]
KT P,

FEXE B4R Pod AVFEH) CIDR SEE.
AHARBLEMT , BAARVFB R Pod &
£2 1P,

5 Ingress %2 , BCEEMANIT A4
A,

JB3T CLI 4J7Z AdminNetworkPolicy g}

BaselineAdminNetworkPolicy

kubectl apply -f example-anp.yaml -f default.yaml

HAB BT IR

o FCESAMLE RN



BLE Kube-OVN RIL&PLTHF Pod Z K (Alpha) - Alauda Container Platform

Menu ALY >

ALE Kube-OVN M8 P73 Pod £ MK
(Alpha)

1813 A Multus CNI, AT/ Pod ARIIZ AN ARIMLHKMLE O . FIF Kube-OVN MILEH)
Subnet 1 IP CRD #1752k IP &1F , S FRETE, IP . MHLOEC. BEDACEIIEE.

H=x

2% Multus CNI

EBZE Multus CNI i
BT
Bl Z MK Pod
R AN Y SellF =
HABThAE

EE 1P

FoNI%

T4 Multus CNI

¥FZ Multus CNI 3H4

1N BHEA,

2. TEAMS A S Marketplace > Cluster Plugins,



BCE Kube-OVN LKA FF Pod £ MK (Alpha) - Alauda Container Platform

3. IE RHER A\ “multus” THK Multus CNI 354,

4. 7£%3k*3#F "Alauda Container Platform Networking for Multus" Jf{4.
5. RiEHABEFMR=R () , & K.

6. MmN BRI EMERT | ERE KRS SRR E.

NOTE
Multus CNI #E#HENHE A CNI #E#FS Kubernetes 2[RI B} , (i Pod SXIFZ MR,

B

RIBELAT 7~FI613E attachnet +R : network-attachment-definition.yml ,

NOTE

config &) provider &z A <NAME>.<NAMESPACE>.ovn , ELFP <NAME> F0 <NAMESPACE> 43 HIEi%
NetworkAttachmentDefinition CR ({4 #RF145 42 254,

apiVersion: "k8s.cni.cncf.io/v1"
kind: NetworkAttachmentDefinition
metadata:
name: attachnet
namespace: default
spec:
config: '{
"cniVersion": "0.3.0",
"type": "kube-ovn",
"server_socket": "/run/openvswitch/kube-ovn-daemon.sock",

"provider": "attachnet.default.ovn"

PlEiE , MAEEIR



BCE Kube-OVN LKA FF Pod £ MK (Alpha) - Alauda Container Platform

kubectl apply -f network-attachment-definition.yml

F AT RBIBIESE AN MK O K Kube-OVN F @ subnet.yml ,

NOTE

o spec.provider WIS NetworkAttachmentDefinition #f] provider {f£35—2K,

« EMEA Underlay 7/ , WETMH) spec.vlian ALAEEAK VLAN CR &FR. HAhFMSK
RIEFRECE.

apiVersion: kubeovn.io/v1
kind: Subnet
metadata:
name: subnet1
spec:
cidrBlock: 172.170.0.0/16

provider: attachnet.default.ovn

Pl e, MAREIR

kubectl apply -f subnet.yml

BlZZ M+ Pod

R /R B4 Pod,

NOTE

e metadata.annotations T WMREIEEEERXT k8s.v1.cni.cncf.io/networks=default/attachnet , EH
FR{EMIFE TR <NAMESPACE>/<NAME> , <NAMESPACE> F0 <NAME> 4512
NetworkAttachmentDefinition CR 1%y 4 Z5 (8] F14 #R.



BCE Kube-OVN LKA FF Pod £ MK (Alpha) - Alauda Container Platform

o & Pod EE=/MLKLEND , BLE k8s.v1.cni.cncf.io/networks FRI{EA
default/attachnet,default/attachnet? .

apiVersion: v1
kind: Pod
metadata:
name: pod1
annotations:
k8s.v1.cni.cncf.io/networks: default/attachnet
spec:
containers:
- name: web
image: nginx:latest
ports:

- containerPort: 80

Pod I I fa , {454 kubectl exec podl -- ip a &F Pod #) IP ik,

HUEXI YR RlZ

AT ar S RUE M-~ 2 BRI AN



BCE Kube-OVN MIZ& LT3 Pod Z M+ (Alpha) - Alauda Container Platform

kubectl exec podl -- ip a
1: lo: <LOOPBACK,UP,LOWER_UP> mtu 65536 qdisc noqueue state UNKNOWN qlen 1000
link/1loopback 00:00:00:00:00:00 brd 00:00:00:00:00:00
inet 127.0.0.1/8 scope host lo
valid_1ft forever preferred_lft forever
inetb ::1/128 scope host
valid_1ft forever preferred_lft forever
151: eth@@if152: <BROADCAST,MULTICAST,UP,LOWER_UP,M-DOWN> mtu 1400 qdisc noqueue state UP
link/ether a6:3c:d8:ae:83:06 brd ff:ff:ff:ff:ff:ff
inet 10.3.0.8/16 brd 10.3.255.255 scope global eth®
valid_1ft forever preferred_lft forever
inet6 fe80::a43c:d8ff:feae:8306/64 scope link
valid_1ft forever preferred_lft forever
153: net1@if154: <BROADCAST,MULTICAST,UP,LOWER_UP,M-DOWN> mtu 1400 qdisc noqueue state UP
link/ether 0a:36:08:01:dc:df brd ff:ff:ff:ff:ff:ff
inet 172.170.0.3/16 brd 172.170.255.255 scope global net1
valid_1ft forever preferred_lft forever
inetb fe80::836:8ff:fe@1:dcdf/64 scope link

valid_1ft forever preferred_l1ft forever

HABTIRE

[EE IP

o EME (B—NEA)  EFECEMF IP, AIASBANKEE IP AR , #£ Pod _LZRME

fi# ovn.kubernetes.io/ip_address=<IP> .

o MMF (BIATHEAMED)  EAAEXRSENRIM , KA FMEETH ovn B XS
[ NetworkAttachmentDefinition f¥] provider, %40 :
attachnet.default.ovn.kubernetes.io/ip_address=172.170.0.101 ,

bl =z

MARA 1.8.0 #2 , Kube-OVN X#rAX M-RECESMNERH. {ERXThEER |, £
NetworkAttachmentDefinition ] config R0 routes FE , IHE HFEALERIKH. Fa0



BCE Kube-OVN MIZ& LT3 Pod Z M+ (Alpha) - Alauda Container Platform

apiVersion: "k8s.cni.cncf.io/v1"
kind: NetworkAttachmentDefinition
metadata:
name: attachnet
namespace: default
Spec:
config: '{
"cniVersion": "0.3.0",
"type": "kube-ovn",
"server_socket": "/run/openvswitch/kube-ovn-daemon.sock",

"provider": "attachnet.default.ovn",

"routes": [
{
"dst": "19.10.0.0/16"
¥
{
"dst": "19.20.0.0/16",
"gw": "19.10.0.1"
}
1
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= Menu ALY >

e, B S A P25 TR

SRS R TR BRI B R AAIAREHIRLR, ERZIEEE , AR A Z BEIAME S
=, NEWME T EAGITTEBEE ML E AR, RSB RN B BRIk E A 1P ks
[RIFL RSB AE.

FcE AR , R MERIERDIERN TG TET , AR RT 8 KM RIZTIREIRIR
FEE.

H=x

EEEM

BRI

FTEEIN

=
70

s

o SERFRULRIRIR A SR BT S B FTE AR AR B B STFFRILR SRk

o Kube-OVN #1 Calico &M% SR .
o Flannel N3ZHFRLE SREE
o VhIRISEHEER BE X MRS , B] S R A IFHE .

o IZXTNBETE Kube-OVN MLEAET T 4T Alpha IR A SAE .
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Menu
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VPC Rouber  Jst: 0.0.0.0/0  next-hop: egil-ethd ecmp

dst: 0.0.0.0/0 next-hop: eqi2-eth0 eemp

( PL&’&]Q Network ]

EEEW

o {¥ Kube-OVN CNI X F¥ Egress Gateway.

o Egress Gateway % Multus-CNI,

ERATIE

£ Network Attachment Definition

Egress Gateway {#FZMNM-KRIEFARIAMAISNY , FLFEZEAEE Network Attachment Definition DUEEESNTIMLE ., T HEZ#E A macvian i
F1 Kube-OVN 24t IPAM HI7RAI
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apiVersion: k8s.cni.cncf.io/v1
kind: NetworkAttachmentDefinition
metadata:
name: ethl
namespace: default
spec:
config: '{
"cniVersion": "0.3.0",
"type": "macvlan",
"master": "eth1", 0
"mode": "bridge",
"ipam": {
"type": "kube-ovn",
"server_socket": "/run/openvswitch/kube-ovn-daemon.sock",
"provider": "eth1.default"
}
%
apiVersion: kubeovn.io/v1
kind: Subnet
metadata:
name: macvlani
spec:
protocol: IPv4
provider: ethl.default e
cidrBlock: 172.17.0.0/16
gateway: 172.17.0.1
excludelps:
- 172.17.0.2..172.17.0.10

1. RSN B NN

2. Provider Z#R , &=~ <network attachment definition name>.<namespace> ,

3. ATHRIRSNERMLE 4 Provider &R , W45 NetworkAttachmentDefinition 1 —%K,

Er N
PRATA{EF{ES. CNI 4472 Network Attachment Definition Siij7a] X Kz 4% .

fE VPC Egress Gateway

B VPC Egress Gateway ‘&R , 7RFIZ0F :
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apiVersion: kubeovn.io/v1
kind: VpcEgressGateway
metadata:
name: gatewayl
namespace: defau1t°

spec:

replicas: 10
externalSubnet: macvlanl e
nodeSelector: e
- matchExpressions:
- key: kubernetes.io/hostname
operator: In
values:
- kube-ovn-worker

- kube-ovn-worker2

selectors: e

- namespaceSelector:
matchLabels:
kubernetes.io/metadata.name: default

policies: G
- snat: truee
subnets: e

- subnet1
- snat: false

ipBlocks: o

- 10.18.0.0/16

1. i VPC Egress Gateway S5y 4 %58,

2. VPC Egress Gateway Sf5If{EI4%5 .,

3. ESRSMER IR LR B MERF R

4. VPC Egress Gateway & FfT BE#Es.,

5. VPC Egress Gateway & K45 4 25 [E1F1 Pod 15438

6. VPC Egress Gateway F5kBE , G5 SNAT Ri&RrFRI/IP B,
7. REMKKMEM SNAT,

8. KEEANF M.

9. SREE A IP B,

ERFIRATE default 634 ZS[B FRIEE % 7 gatewayl f VPC Egress Gateway , T Pod £#id macvian1 FMjj[asMNBMIL

« default €542 =8 ) Pod,
o subnetl M T~# Pod,

o |P J&T CIDR 10.18.0.0/16 ] Pod,

TR

[LEL .spec.selectors ] Pod #A%% IR SNAT [l NI MI4K

IR . & VPC Egress Gateway &I :

$ kubectl get veg gatewayl
NAME VPC REPLICAS  BFD ENABLED  EXTERNAL SUBNET  PHASE READY  AGE
gatewayl ovn-cluster 1 false macvlani Completed  true 13s

EEEZER:
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kubectl get veg gatewayl -o wide

NAME VPC REPLICAS  BFD ENABLED  EXTERNAL SUBNET  PHASE READY  INTERNAL IPS EXTERNAL IPS WORKING NODES
AGE
gatewayl ovn-cluster 1 false macvlani Completed  true ["10.16.0.12"] ["172.17.0.11"] ["kube-ovn-

worker"]  82s

EFET R0

$ kubectl get deployment -1 ovn.kubernetes.io/vpc-egress-gateway=gatewayl
NAME READY  UP-TO-DATE  AVAILABLE  AGE
gatewayl 1/1 1 1 4m40s

$ kubectl get pod -1 ovn.kubernetes.io/vpc-egress-gateway=gatewayl -o wide

NAME READY  STATUS RESTARTS  AGE IpP NODE NOMINATED NODE  READINESS GATES
gateway1-b9f8b4448-761hm  1/1 Running @ 4m48s  10.16.0.12  kube-ovn-worker  <none> <none>

#E Pod i IP Htik, PXERFN iptables KL
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$ kubectl exec gateway1-b9f8b4448-761hm -c gateway -- ip address show
1: lo: <LOOPBACK,UP,LOWER_UP> mtu 65536 qdisc noqueue state UNKNOWN group default gqlen 1000
link/loopback 00:00:00:00:00:00 brd 00:00:00:00:00:00
inet 127.0.0.1/8 scope host lo
valid_1ft forever preferred_lft forever
inet6 ::1/128 scope host
valid_1ft forever preferred_lft forever
2: net1@if13: <BROADCAST,MULTICAST,UP,LOWER_UP> mtu 1500 qdisc noqueue state UP group default qlen 1000
link/ether 62:d8:71:90:7b:86 brd ff:ff:ff:ff:ff:ff link-netnsid @
inet 172.17.0.11/16 brd 172.17.255.255 scope global net1l
valid_lft forever preferred_lft forever
inetb fe80::60d8:71ff:fe90:7b86/64 scope link
valid_lft forever preferred_lft forever
17: eth@@if18: <BROADCAST,MULTICAST,UP,LOWER_UP> mtu 1400 gdisc noqueue state UP group default
link/ether 36:7c:6b:c7:82:6b brd ff:ff:ff:ff:ff:ff link-netnsid @
inet 10.16.0.12/16 brd 10.16.255.255 scope global eth®
valid_lft forever preferred_lft forever
inetb fe80::347c:6bff:fec7:826b/64 scope link
valid_1ft forever preferred_lft forever

$ kubectl exec gateway1-b9f8b4448-761lhm -c gateway -- ip rule show
0: from all lookup local

1001:  from all iif eth® lookup default

1002:  from all iif net1 lookup 1000

1003:  from 10.16.0.12 iif lo lookup 1000

1004:  from 172.17.0.11 iif lo lookup default

32766: from all lookup main

32767: from all lookup default

$ kubectl exec gateway1-b9f8b4448-761hm -c gateway -- ip route show
default via 172.17.0.1 dev netl

10.16.0.0/16 dev eth® proto kernel scope link src 10.16.0.12
10.17.0.0/16 via 10.16.0.1 dev eth@

10.18.0.0/16 via 10.16.0.1 dev eth@

172.17.0.0/16 dev net1 proto kernel scope link src 172.17.0.11

$ kubectl exec gateway1-b9f8b4448-761hm -c gateway -- ip route show table 1000
default via 10.16.0.1 dev eth

$ kubectl exec gateway1-b9f8b4448-761lhm -c gateway -- iptables -t nat -S
-P PREROUTING ACCEPT

-P INPUT ACCEPT

-P OUTPUT ACCEPT

-P POSTROUTING ACCEPT

-N VEG-MASQUERADE

-A PREROUTING -i eth@ -j MARK --set-xmark 0x4000/0x4000
-A POSTROUTING -d 10.18.0.0/16 -j RETURN

-A POSTROUTING -s 10.18.0.0/16 -j RETURN

-A POSTROUTING -j VEG-MASQUERADE

-A VEG-MASQUERADE -j MARK --set-xmark 0x@/@xffffffff

-A VEG-MASQUERADE -j MASQUERADE --random-fully

7£ Gateway Pod FHAIIEMLKIRE :



fit® Egress Gateway - Alauda Container Platform

$ kubectl exec -ti gateway1-b9f8b4448-761hm -c gateway -- bash
nobody@gateway1-b9f8b4448-761hm: /kube-ovn$ tcpdump -i any -nnve icmp and host 172.17.0.1
tcpdump: data link type LINUX_SLL2
tcpdump: listening on any, link-type LINUX_SLL2 (Linux cooked v2), snapshot length 262144 bytes
06:50:58.936528 eth®@ In ifindex 17 92:26:b8:9e:f2:1c ethertype IPv4 (0x0800), length 104: (tos 0x@, ttl 63, id 30481, offset @, flags
[DF], proto ICMP (1), length 84)

10.17.0.9 > 172.17.0.1: ICMP echo request, id 37989, seq @, length 64
06:50:58.936574 net1 Out ifindex 2 62:d8:71:90:7b:86 ethertype IPv4 (0x0800), length 104: (tos 0x0, ttl 62, id 30481, offset @, flags [DF],
proto ICMP (1), length 84)

172.17.0.11 > 172.17.0.1: ICMP echo request, id 39449, seq @, length 64
06:50:58.936613 net1 In ifindex 2 02:42:39:79:7f:08 ethertype IPv4 (0x0800), length 104: (tos 0x0, ttl 64, id 26701, offset @, flags
[none], proto ICMP (1), length 84)

172.17.0.1 > 172.17.0.11: ICMP echo reply, id 39449, seq 0, length 64
06:50:58.936621 eth@ Out ifindex 17 36:7c:6b:c7:82:6b ethertype IPv4 (0x0800), length 104: (tos 0x@, ttl 63, id 26701, offset @, flags
[none], proto ICMP (1), length 84)

172.17.0.1 > 10.17.0.9: ICMP echo reply, id 37989, seq @, length 64

OVN Logical Router _E 545 % B 5km%

$ kubectl ko nbctl lr-policy-list ovn-cluster

Routing Policies

31000 ip4.dst == 10.16.0.0/16 allow

31000 ip4.dst == 10.17.0.0/16 allow

31000 ip4.dst == 100.64.0.0/16 allow

30000 ip4.dst == 172.18.0.2 reroute 100.64.0.4
30000 ip4.dst == 172.18.0.3 reroute 100.64.0.3
30000 ip4.dst == 172.18.0.4 reroute 100.64.0.2
29100 ip4.src == $VEG.8ca38ae7da18.ipv4 reroute 1@.16.0.126
29100 ip4.src == $VEG.8ca38ae7da18_ip4 reroute 1@.16.0.120
29000 ip4.src == $ovn.default.kube.ovn.control.plane_ip4 reroute 100.64.0.3
29000 ip4.src == $ovn.default.kube.ovn.worker2_ip4 reroute 100.64.0.2
29000 ip4.src == $ovn.default.kube.ovn.worker_ip4 reroute 100.64.0.4
29000 ip4.src == $subnet1.kube.ovn.control.plane_ip4 reroute 100.64.0.3
29000 ip4.src == $subnet1.kube.ovn.worker2_ip4 reroute 100.64.0.2
29000 ipd.src == $subnet1.kube.ovn.worker_ip4 reroute 100.64.0.4

1. VPC Egress Gateway i T4 .spec.policies 1§ Pod FiEHLZIEIE S KHE

2. VPC Egress Gateway AT 44 .spec.selectors $55E Pod & KIS 18K F 28 SRS .

MRFEBRREING , 153 .spec.replicas , 7RFIZAT :
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$ kubectl scale veg gatewayl --replicas=2

vpcegressgateway . kubeovn.io/gateway1 scaled
$ kubectl get veg gatewayl
NAME VPC REPLICAS ~ BFD ENABLED  EXTERNAL SUBNET  PHASE READY  AGE

gatewayl ovn-cluster 2 false macvlan Completed true 39m

$ kubectl get pod -1 ovn.kubernetes.io/vpc-egress-gateway=gatewayl -o wide

NAME READY  STATUS RESTARTS ~ AGE  IP NODE NOMINATED NODE ~ READINESS GATES
gateway1-b9f8b4448-761hm  1/1 Running @ 40m  10.16.0.12  kube-ovn-worker <none> <none>
gateway1-b9f8b4448-zd4dl  1/1 Running @ 64s  10.16.0.13  kube-ovn-worker2  <none> <none>

$ kubectl ko nbctl lr-policy-list ovn-cluster

Routing Policies

31000 ip4.dst == 10.16.0.0/16 allow

31000 ip4.dst == 10.17.0.0/16 allow

31000 ip4.dst == 100.64.0.0/16 allow

30000 ip4.dst == 172.18.0.2 reroute 100.64.0.4

30000 ipd.dst == 172.18.0.3 reroute 100.64.0.3

30000 ipd.dst == 172.18.0.4 reroute 100.64.0.2

29100 ip4.src == $VEG.8ca38ae7dal18.ipv4 reroute 10.16.0.12, 10.16.0.13
29100 ipd.src == $VEG.8ca38ae7da18_ip4 reroute 10.16.0.12, 10.16.0.13
29000 ip4.src == $ovn.default.kube.ovn.control.plane_ip4 reroute 100.64.0.3

29000 ip4.src == $ovn.default.kube.ovn.worker2_ip4 reroute 100.64.0.2

29000 ip4.src == $ovn.default.kube.ovn.worker_ip4 reroute 100.64.0.4

29000 ip4.src == $subnet1.kube.ovn.control.plane_ip4 reroute 100.64.0.3

29000 ip4.src == $subnetl.kube.ovn.worker2_ip4 reroute 100.64.0.2

29000 ip4.src == $subnet1.kube.ovn.worker_ip4 reroute 100.64.0.4

JERET BFD Wis7l H

T BFD WE A AKET VPC BFD LRP Zhak , RtFEEH VPC IR BFD Port.  BUT/RBIAZKIA VPC 28 BFD Port :

apiVersion: kubeovn.io/v1
kind: Vpc
metadata:
name: ovn-cluster
spec:
bfdPort:
enabled: true0
ip: 10.255.255.255 @)
nodeSelector: e
matchLabels:

kubernetes.io/os: linux

1. 2% J3H BFD Port,
2. BFD Port § IP #ifit , IMREBBEASEM IP/FMImIRibit,
3. BT %8217 BFD Port BT ST miki%ss , BFD Port 488 1%+ T = A OVN HA Chassis Group , B Active/Backup X T{E,

J2F BFD Port f7 , 27EX 2 OVN Logical Router _+Ezh413#% FiY BFD LRP :
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$ kubectl ko nbctl show ovn-cluster
router 0c1d1e8f-4c86-4d96-88b2-c4171c7ff824 (ovn-cluster)
port bfd@ovn-cluster 0
mac: "8e:51:4b:16:3c:90"
networks: ["10.255.255.255"]
port ovn-cluster-join
mac: "d2:21:17:71:77:70"
networks: ["100.64.0.1/16"]
port ovn-cluster-ovn-default
mac: "d6:a3:f5:31:cd:89"
networks: ["10.16.0.1/16"]
port ovn-cluster-subnet1
mac: "4a:09:aa:96:bb:f5"
networks: ["10.17.0.1/16"]

1. 7£ OVN Logical Router _E8I7 ) BFD Port,

/5 , 7€ VPC Egress Gateway F¥ .spec.bfd.enabled & & A true , 7REIZNF :

apiVersion: kubeovn.io/v1
kind: VpcEgressGateway
metadata:
name: gateway2
namespace: default
spec:
vpc: ovn—cluster°
replicas: 2
internalSubnet: ovn-default 0
externalSubnet: macvlani e
bfd:
enabled: truee

minRX: 100 @
minTX: 100 @
multiplier: 50
policies:
- snat: true
ipBlocks:
- 10.18.0.0/16

1. Egress Gateway Ff/g VPC,

2. Egress Gateway SREEFERINERF M.,

3. Egress Gateway SRFIEFERISMERF M,

4. 2754 Egress Gateway /2 BFD,

5. BFD KIS/ MEKIEIG |, BT,

6. BFD HIS/NRIX[AING |, BT,

7. BFD RIR¥K , RES XA BFFIEHIE.

&% VPC Egress Gateway {58 :
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$ kubectl get veg gateway? -o wide

NAME VPC REPLICAS  BFD ENABLED  EXTERNAL SUBNET  PHASE READY  INTERNAL IPS
WORKING NODES AGE
gateway2 vpcl 2 true macvlan Completed  true ["10.16.0.102","10.16.0.103"]

["172.17.0.13","172.17.0.14"]  ["kube-ovn-worker", "kube-ovn-worker2"] 58s

$ kubectl get pod -1 ovn.kubernetes.io/vpc-egress-gateway=gateway2 -o wide

NAME READY  STATUS RESTARTS  AGE P NODE NOMINATED NODE
gateway2-fcc6b8b87-8lgvx  1/1 Running @ 2m18s  10.16.0.103  kube-ovn-worker2  <none>
gateway2-fcc6b8b87-wmwwb  1/1 Running @ 2m18s  10.16.0.102  kube-ovn-worker <none>

$ kubectl ko nbctl lr-policy-list ovn-cluster
Routing Policies

31000 ip4.dst == 10.16.0.0/16 allow

31000 ipd.dst == 10.17.0.0/16 allow

31000 ip4.dst == 100.64.0.0/16 allow

30000 ip4.dst == 172.18.0.2 reroute 100.64.0.4

30000 ip4.dst == 172.18.0.3 reroute 100.64.0.3

30000 ipd.dst == 172.18.0.4 reroute 100.64.0.2

29100 ip4.src == $VEG.8ca38ae7dal18.ipv4 reroute 10.16.0.102, 10.16.0.103 bfd
29100 ip4.src == $VEG.8ca38ae7da18_ip4 reroute 10.16.0.102, 10.16.0.103 bfd
29090 ip4.src == $VEG.8ca38ae7dal18.ipv4 drop

29090 ip4.src == $VEG.8ca38ae7da18_ip4 drop

29000 ip4.src == $ovn.default.kube.ovn.control.plane_ip4 reroute 100.64.0.3

29000 ip4.src == $ovn.default.kube.ovn.worker2_ip4 reroute 100.64.0.2

29000 ip4.src == $ovn.default.kube.ovn.worker_ip4 reroute 100.64.0.4

29000 ip4.src == $subnet1.kube.ovn.control.plane_ip4 reroute 100.64.0.3

29000 ip4.src == $subnetl.kube.ovn.worker2_ip4 reroute 100.64.0.2

29000 ip4.src == $subnet.kube.ovn.worker_ip4 reroute 100.64.0.4

$ kubectl ko nbctl list bfd

_uuid : 223ede10-9169-4c7d-9524-a546e24bfab5

detect_mult : 5

dst_ip 1 "10.16.0.102"

external_ids : {af="4", vendor=kube-ovn, vpc-egress-gateway="default/gateway2"}
logical_port . "bfd@ovn-cluster”

min_rx ;100

min_tx : 100

options  {}

status Toup

_uuid : b050c75e-2462-470b-b89c-7bd38889b758

detect_mult 3 5

dst_ip 1 "10.16.0.103"

external_ids : {af="4", vendor=kube-ovn, vpc-egress-gateway="default/gateway2"}
logical_port : "bfd@ovn-cluster"”

min_rx : 100

min_tx 1 100

options 3 45

status Toup

& BFD EERRE

$ kubectl exec gateway2-fccbb8b87-8lgvx -c bfdd -- bfdd-control status
There are 1 sessions:

Session 1

id=1 local=10.16.0.103 (p) remote=10.255.255.255 state=Up

$ kubectl exec gateway2-fccb6b8b87-wmwwé -c bfdd -- bfdd-control status
There are 1 sessions:

Session 1

id=1 local=10.16.0.102 (p) remote=10.255.255.255 state=Up

EXTERNAL IPS

READINESS GATES
<none>

<none>
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Pod 3 ZRACEL AR
W%

ULfice) Pod 4R fl
SNAT/MASQUERADE,

ZBA Egr

J2F BFD,

BFD &) mir
BN,

BFD %%,

EBEH
SNAT/MAS

BRI P
X3 IPv4 5

BRI VP
SCHF IPv4,
TR,

4 2 [E)
R
AR
P4

ESETR

Pod %%
7. TR
e
ILECATE
Pod,



TFH

matchLabels

matchExpressions
nodeSelector

matchFields

trafficPolicy

FAXRRIR

o Egress Gateway - Kube-OVN 3244 ~

o RFC 5880 - X4+ (BFD) ~

fit® Egress Gateway - Alauda Container Platform

ST

object

object #t4R

object #t4R

string

KD

bl

KD

AR

Cluster

1k
BeERiB S
AT AR T
7] s bk
nf%ﬂq'n R AR AR %
. ERENH A
THms
;gﬁfgiff)% PRI
Zs

(+ TR-LIBETT, ESFI\ET]?\] A

{4£/5F BFD 43K,

THJ1%{E : Cluster/Local,

R®REA Local B , HOMELMEETEH
178 VPC Egress Gateway Sl , &35
TE RN HE A SR,


https://kubeovn.github.io/docs/v1.14.x/en/vpc/vpc-egress-gateway/
https://kubeovn.github.io/docs/v1.14.x/en/vpc/vpc-egress-gateway/
https://kubeovn.github.io/docs/v1.14.x/en/vpc/vpc-egress-gateway/
https://datatracker.ietf.org/doc/rfc5880/
https://datatracker.ietf.org/doc/rfc5880/
https://datatracker.ietf.org/doc/rfc5880/
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DeepFlow FFEI E B fEAE RNz [RAERM Al N R B AT MMM

DeepFlow 1&id eBPF SRIL T TARIHIERE | MmTedr. A MNIBER. EKBEMREMERE
ST, FHE—BEMT SmartEncoding , RIS IREXFN S 807 BTA AT WUNEEE. (S8
DeepFlow , =FAHM Al B BESHFGRETINM , fXT FEAEFSARBHIERNEE
48 , 4 DevOps/SRE HfAIE M RBEIERTR MR £ S I FMSITaE .

¥/ eBPF XA

BIREXS eBPF BEARTfi# , eBPF E—FLLSMNNIZTEEY BEA |, B EPFHFIET
FEFFSRIL , AR T RS M NAZIRRS AN E AZIE RN A AR — T E AT, eBPF 252
EHIRFNA |, YNZEE PFEFAIT eBPF Hook B , 2B TINEEZ Hook SISt eBPF 2
.

Linux POAZTIE X T — F51% FIEK Hook /= , A RUEIE kprobe F1 uprobe AR SN RINAZ
A AKBE X Hook R

B TEIERSmE (JIT) HK , eBPF (ABAIHITHER AT 48 35 [R A IAZ A ESFN POAZAE B,
SRTRIENS , eBPF REBZ1TRE , FESBRZARR I N\ILIEIL.

[ Process ﬁeE]PF

sendmsg() ‘ T recvmsg()

Syscall
HeBPF

v |

)|
Sockets #eBPF

TCP/IP  chompr

Network Device ]
é?
eBPF
[%@ Network ]
HeBPF

Linux
Kernel
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SR

DeepFlow BB AMAHLERY , Agent F1 Server, Agent IZ4T7EEA K8s 1A, 4T HMEFE
ML, AR RETH LB N B3R AutoMetrics F1 AutoTracing ##E. Server 1z1T7E K8s
SHF , 52t Agent BIE | FREIEAN. PUEREFIE RS .

Skywalking Sereiemetry rR(BI'GRJI’ICI gPrometheus §g kafka

DATA INTERFACES

SQL / PROMQL / OTLP / KAFKA

ANY TAG DATA

kubernetes :ivls (_) aididlaidduts DE E PFLOW STORE
INSTANT OBSERVABILITY FOR
CLouUD & Al APPLICATIONS -
ANY STACK
@ python é’ =GO ArrLicaTION AUTOMETRICS
Java AUTOTRACING ﬁ
@_@envoy NGINX GATEWAY AUTOPROFILING > N SERVER . r—T
~MysaL eredis DATASTORE ﬁm :FE
%}?‘ m Q @ KERNEL&LIB g
[0}
ANY SIGNAL
@ telegraf” gPrometheus vecron INTEGRATION ZERO CODE & FULL STACK
P — Skywalking @ Pyroscope
— )I
2% DeepFlow
ANG7]
71 én
A% ESK
DeepFlow ] eBPF ZhBE (AutoTracing. AutoProfiling) XTPNIZRAB I FEK :
. Golang OpenSSL
iy EATHR PNAZhR A kprobe perf
uprobe uprobe

X86 CentOS

3.100€) Y Y® Y® Y

7.9
RedHat

72 : 3.100@ Y Y® Y® Y
* 4.9-4.13 Y

414 @ Y Y® Y
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Golang OpenSSL
iy KAThR NAZIR kprobe perf
uprobe uprobe
4.15 Y Y® Y
4.16 Y Y Y
4.17+ Y Y Y Y
CentOS 8 4.18 Y Y Y Y
EulerOS 5.10+ Y Y Y Y
KylinOS 4.19.90-
Y Y Y Y
ARM V10 SP2 25.24+
KylinOS 4.19.90-
Y Y Y Y
V10 SP3 52.24+
Hb&RIThAR 5.8+ Y Y Y Y
KT AZhRA B+ TR

1. CentOS 7.9 1 RedHat 7.6 7£ 3.10 N#Z= [Bl#%4H T —L£ eBPF IZhBE (opens new window).
EXWNRITHRS , DeepFlow XHFHIEMARNZIRAZNT ({K#iAK Hook )

3.10.0-957.el7.x86_64

3.10.0-1062.el7.x86_64

3.10.0-1127.el7.x86_64

3.10.0-1160.el7.x86_64

2. 45 Golang/OpenSSL #HFEAN S,

3. FENRZIRAN 4.14 F | tracepoint NEE# Z /> eBPF F2FFMMN (140 , FI12EZ deepflow-
agent NeERIENELT) , HALRANFAELAE,

-z
TE

RedHat =HH :
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Red Hat Enterprise Linux 7.6 ] eBPF {EABIAT SR |

RHARETESSF , FEEETH iﬁ B,
EI%E%%ﬁ?%EF“ 7294]&%‘6, RETEARS SR T B,

Red Hat Enterprise Linux 7.6 F i eBPF (XS TIEER ,
AV eBPF F2FFHIINZEIERST. tracepoint #1 perf 44,

GIEEZeE

K8s-Clustel

DeepFlow Backenc

grafana (deployment)

tracing (api)

DeepFlow Frontend
deepflow-agent (daemonset) deepflow-app (deployment) metrics/logging (sql)
\\
get resource & label control & data sql
k8s apiserver deepflow-server (deployment)
clickhouse (statefulset) mysqgl (deployment)

HEE TAE

PEA RS
DeepFlow F1f MySQL # ClickHouse FZ1#1d Storage Class TACEKIFRA H T,

BRFHECENEZER | B,

L7
N2k DeepFlow {44

Vi8] R #E = Customer Portal T#; DeepFlow (X448,

WRETIEVIR) RER Customer Portal , FEEXARIASS,


http://localhost:4173/container_platform/zh/configure/storage.html
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LERHREFA
£ violet TR AHBAMEIFS.

BRUTARFRERRS , EZHECLI,

K

1. # A\ B 51 > Marketplace > S B4

2. 73R+ ¥ & “Alauda Container Platform Observability with DeepFlow”,
3. milr Tk, FIFFRKECE A,

A4 HIRFEHERES Y. FSEHMRINES N TR,

5. FFHBEPRESE AN Bk,

1% BCESH

2 A Wt

® Mk

Replicas 7\ ClickHouse %28 F1 DeepFlow AR 2SHIEIA%L .,
T BINREANATET 3, LURES T B,

Storage Class - BT 617 MySQL F1 ClickHouse #FX %/ Storage

< = Class, FiXEN{FELA Storage Class.

MySQL Storage Size &5 MySQL FFA EH K/,

ClickHouse Storage _

i & ClickHouse 7#figk/)\,

ize

ClickHouse Data _ X

Storage Size & ClickHouse ¥/t K/,

Username 5 Grafana Web 15#I4 F 4.

Password = Grafana Web 1=H & %, RIENE X ERGHE
fm)

BTG LR


http://localhost:4173/container_platform/zh/extend/upload_package.html
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piar)
2% 1tER
AJ %k
Confirm Password i A\ Grafana Web #5511 & %85,
FTF 413 Grafana Web #%#14 Ingress i Ingress
Ingress Class Name b . .
Class &#Rk, KIZEKEAZNIA Ingress Class,
Ingress Path = Grafana Web 1% & #) Ingress JR$ &1,
Ingress TLS Secret - Grafana Web 1§l & Ingress {£ A TLS Secret £
Name = FR.
Ingress Hosts = Grafana Web 1%l & Ingress {# FARITHIIRK.
Agent Group . "
= ZXA DeepFlow FaBAAKELE.

Configuration

V7jl8) Grafana Web Ul

FEA]PUATT Ingress ACE 5 M FEHFIAR S #5123 (7) Grafana Web Ul , {£F P& &S
X,

=52
A SN

BN E R R R E YRS,

HAB BT IR

\l

o DeepFlow - =5 Al i/ FAfRD B e 34 -~
e DeepFlow Agent Bit & ~

e eBPF - M. #HESHXEIR 7


https://deepflow.io/docs/
https://deepflow.io/docs/
https://deepflow.io/docs/
https://deepflow.io/docs/configuration/agent/
https://deepflow.io/docs/configuration/agent/
https://deepflow.io/docs/configuration/agent/
https://ebpf.io/
https://ebpf.io/
https://ebpf.io/

Menu
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Hx

vy

NS
0y

=N
B 5
AWPSESETN

A dsix FAFRILECTESK

dslx
Rk
;E
Jaiin
JavmTRY
PRS- LA AT RN
BIZFL
1#F Web =44
£/ CLI
Https
Ingress FHIEFEfE
AR AIEF
TLS 153
Edge &5
BEHIINEIER
Ingress

ingress [@]:5

B & ALB #LIU - Alauda Container Platform

ARTUHENE >



fiE ALB #LI - Alauda Container Platform

ssl 5RRE

tARNN] 2
MR —ERRIR (CR) |, BXT ALB MTILRAMMIEM- AER.

B ALB AMER) Ingress A PAE g L0,

B 51
% alb A0 ft
WP SEREPIN

TEE—NERAN , FERIRE T a0 (E AL,

NOTE

FHL AZ 508 T AR KBXE) frontend 0 alb,
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apiVersion: crd.alauda.io/v1
kind: Rule
metadata:
labels:
alb2.cpaas.io/frontend: alb—demo—000800
alb2.cpaas.io/name: alb—demoe
name: alb-demo-00080-test
namespace: cpaas-system
spec:
backendProtocol: "https” e
certificate_name: "a/b" o
dslx: @
- type: URL
values:
- - STARTS_WITH
=
priority: 40
serviceGroup: 0
services:
- name: hello-world
namespace: default
port: 80
weight: 100

1 R, TEIRZALIFT B Frontend
2. R, TEAZ AN BT /B ALB,

3. backendProtocol

4. certificate_name

5. dslx

6. BEB/N , MEEBS.

7. serviceGroup

# /4 dsix A 5ERILACESK

dslx



DSLX —FA TR ILEKMHNGUIETEIES . Alan , TERIANIILECH Z FiA LT &40
BK

o url DA /app-a 8% /app-b FFk

e method 2 post

» url 22K group MIfELE vip

e host 2 *.app.com

 header # location FHI{EZ east-1 % east-2

« B478 uid B cookie

e JAIP#1.1.1.1-1.1.1.100 SGEIN
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dslx:
- type: METHOD
values:
- - EQ
- POST
- type: URL
values:
STARTS_WITH
- /app-a
STARTS_WITH
- /app-b
- type: PARAM
key: group

values:
- - EQ
- vip
- type: HOST
values:
- - ENDS_WITH
- .app.com
- type: HEADER
key: LOCATION
values:
- - IN
- east-1
- east-2
- type: COOKIE
key: uid
values:
- - EXIST
- type: SRC_IP
values:
- - RANGE
- "1.1.1.1"
- "1.1.1.100"

52k

AR R — AT 02 10 MRS , BEBVMUSTEMS., BAE ingress FECEMNIAEE , 7]
PAGE AT RS
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alb.cpaas.io/ingress-rule-priority-0-0: "10"

SEFRRI , B3EFE .spec.priority FXEREERNT.

NE

ESKILECALN G , ATRASTESKE AT 3hE

Ihie TP ¥
Timeout BB e KB RE. timeout
Redirect BENERKEEMEFETE URL, redirect
CORS PN BB EIELXE (CORS) . cors
Header . - . header
L OB EBOEKRE IR k. o
Modification modification
URL Rewrite HATBEEENEKRR URL, url-rewrite
&k Web R k3 (WAF) RUEsg%TS

WAF waf
M,
JBH OpenTelemetry (OTEL) #1740 Hm=1E

OTEL N N otel
RS,

Keepalive BREZ AN AK keepalive ZHEE, keepalive

Ly
if]

<l

fa

I

BIMEAT , RistiGRE R HTTP, IREEFH TLS EFME , AR E R HTTPS,
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AR FNAVEFRFK
MNP UAACE — P ERZ RS

BOMBOUT , ALB % (RR) RIATERIRARS B2 25K, (BARATRUAEA RS 7 BeAR
B, BuERH M REEEIE.

HEESE BN R,

I AN

{#F Web 1414

€)  Alauda Container Platform :i: & Proec: ceno

@ Networking / Load Balancers / demo / demo

Add Rule
> Load Balancers: demo
> Port: 8888
5 Protocol: HTTP
o Description

Balancing Algorithm: | Round Robin (RR) J Weighted Round Robin (WRR) ()

Service Group:  Namespace * Services R
demo-space

@Add
>
© > ype: | pomains v
E Aud rameters: Domains
URL
P @Add
Headers
Cookie @ Add Rule Indicator
URL Param
Session Affinity: | No ] SlPhash  Cookiekey — Headername =~ EWMA
URL Rewrite »
Backend Protocol: | HTTP J HTTPS
URL Redirect: (I
Priority: 5

1. 3t \ Container Platform,
. B ZE M SATALH) Network > Load Balancing,
3. RITTREIER LR,
4. | 0 & #R.
5. =17 Add Rule,
ST RAECER RS,
7. Rt Add,

o
W
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Web Ul LN CR — M FE.

&£/ CLI

kubectl apply -f alb-rule-demo.yaml -n cpaas-system

Https

R frontend BMY (ft) & HTTPS 2k GRPCS , MWL ATABCE A{E B HTTPS,  {/RAJATERL,
W=k ingress F¥sEUEH , PALECZIH A HES.

XHFALE (termination) |, AR FIHTNGE HTTPS |, tZ3FEMME (re-encryption) . {BA
BENS RimiR S B ST ED.

Ingress F IR
AT B RS b 4 213 A

alb.networking.cpaas.io/tls: qq.com=cpaas-system/dex.tls,qql.com=cpaas-system/dex1.tls

AL BRI
fE£ .spec.certificate_name 1 , #&T\ A $secret_namespace/$secret_name
TLS &=

Edge 155

Edge 2T , & /U5 ALB £/ HTTPS (5 , ALB S/RtmfR$EM HTTP HrH}&E(E.

HIR -

>|\ﬂ|,
E‘E]

1. BIEEE https XA ft
2. BRI Rum Nk http BRI , FFIEITE .spec.certificate_name FEEUEP
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BTN

BHMEHERXT , B igS ALB A HTTPS 815 , ALB 5RiERSEH HTTPS WHUE1E.
SKIBER -

1. BIE{E https MY ft
2. B FmdCh https BRI , FFIBIT .spec.certificate_name FEREUET

Ingress

ingress [@)%
F1 ALB &8 —NE4 M IngressClass , AR E—IHE NM) ingress.

W ingress fp & T BB ZE{EL cpaas.io/project: demo HIFREZERT , RINZ ingress BT demo IM
H.

.spec.config.projects ELEFEEFIMESL demo [ ALB £ EH 3G XLY ingress 5# AFLA,

NOTE

ALB %Nt ingress 3B N8I3 Frontend =% Rule, source FEEMANT :

1. spec.source.type BEMYZFF ingress .
2. spec.source.name g ingress &#K.

3. spec.source.namespace iz ingress fp4ZZS[A],

ssl FRH%
SHFRECEUFBH ingress , ALB 24iF FAEAFPBRSRRE .
FATPUBE A TECE IR E ALB BE XN RIR -

e .spec.config.defaultSSLStrategy : ;E X FRBCEIUET ingress I SSL K&

e .spec.config.defaultSSLCert : IRBEENAUED , F& A $secret_ns/$secret_name
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A] IR SSL k% :

o Never : IN7E HTTPS i[OI FA (BRHATTH)
o Always : £ HTTPS s A BIZ RN , {F FHEIAED
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Menu ZARTUMEYE >

i+ HHX (Alpha)

STIFBCE MR ARIE] ) Kube-OVN FOSERE 2 MRS REEEX | (R RENY Pod RERBAEE Y]
[A), SR EEKIZHIZSE Kube-OVN MY RAH , ARRRERRERBEMMLESE , FHiET
TARIKESRILL N ML R EEX.

Bk

AR S
%97 i Kube-OVN % se Mz
Deploy &5
Docker #1 Containerd Z8&
£ global S R¥ARE 6 B B EXIZ <5
PSS
HERERME
EMEIRERNMXT REE
IR SRR X
TEIR L BREE REIKER
ENEERREERE
FCEERM XS A

A 2

o FNRAIEHMFM CIDR NEEMEES,
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o TEH—AH , BEBWENEEM kube-ovn-controller IBIT IP 78] , T EEEHE
FRROIE IS .

o HNERTETE AN, BE B kube-ovn-controller BT IP ia] , FAEGLEKM S
=]

1V O

o IZINBEANTFFEIA VPC , BFPERE N VPC JoikfE A EEXTNAE

75 Kube-OVN F BEizsthl| e2 Mz

BE=FEEE AR : Deploy F§E (F4 v3.16.0 KL EARAH) . Docker ZBEF
Containerd 2} £,

Deploy B
AR ZEEANZIFFEAS v3.16.0 BLAERRA,
BRAEDIR

1. S ET RPITL T ap 4R EX install-ic-server.sh LA,

wget https://github.com/kubeovn/kube-ovn/blob/release-1.12/dist/images/install-ic-

server.sh

2. FTIFHETE R FRMA M | IR MER S

REGISTRY="kubeovn"
VERSION=""

ERRNSHECENT

REGISTRY="<Kube-OVN 5%t FEbE>"
VERSION="<Kube-0VN RRr#A>"

3. RIFHIAS MR , PATL T ez 1THIIAR,
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sh install-ic-server.sh

Docker #1 Containerd Z}Z&

1R ERTH =R LT R BEEEIEHIES. WA LUERE=a" = b,
2 BE— AT RIEA Leader , IRIEARTEARBITIA T 4.
EE  BEMERE /etc BRTESRFE ovn BR , ITNHAT mkdir /etc/ovn
« Docker FiE a4
7EE : YT docker images | grep ovn #KHX Kube-OVN SEffituhit,

o Leader R4 :

docker run \

--name=ovn-ic-db \

-d \

--env "ENABLE_OVN_LEADER_CHECK=false" \
--network=host \

--restart=always \

--privileged=true \

-v /etc/ovn/:/etc/ovn \

-v /var/run/ovn:/var/run/ovn \

-v /var/log/ovn:/var/log/ovn \

-e LOCAL_IP="<¥4@rmr IP Huhb>" \

-e NODE_IPS="<frETm IP #htik, ESHE>" \

<EEG B FEMNE> bash start-ic-db.sh

o HWMET R4 :
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docker run \

--name=ovn-ic-db \

-d \

--env "ENABLE_OVN_LEADER_CHECK=false" \
--network=host \

--restart=always \

--privileged=true \

-v /etc/ovn/:/etc/ovn \

-v /var/run/ovn:/var/run/ovn \

-v /var/log/ovn:/var/log/ovn \

-e LOCAL_IP="<¥4@rmrm IP Huht>" \

-e LEADER_IP="<Leader s IP #hi>" \
-e NODE_IPS="<frETr IP Huht, ESHE>" \

<EEG B FEMNE> bash start-ic-db.sh

e Containerd ZfZE &4
FE BT crictl images | grep ovn %KEX Kube-OVN §&{&3ht,

e Leader T 454 :

ctr -n k8s.io run \

-d \
--env "ENABLE_OVN_LEADER_CHECK=false" \
--net-host \

--privileged \

--mount="type=bind, src=/etc/ovn/,dst=/etc/ovn,options=rbind:rw" \
--mount="type=bind, src=/var/run/ovn,dst=/var/run/ovn,options=rbind:rw" \
--mount="type=bind, src=/var/log/ovn,dst=/var/log/ovn,options=rbind:rw" \
--env="NODE_IPS=<fiAi & IP #itt, ESHM>" \

--env="LOCAL_IP=<%FiTim IP Hht>" \

<kEBAERNE> ovn-ic-db bash start-ic-db.sh

o HtFaTR®< :
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ctr -n k8s.io run \

-d \

--env "ENABLE_OVN_LEADER_CHECK=false" \

--net-host \

--privileged \
--mount="type=bind,src=/etc/ovn/,dst=/etc/ovn,options=rbind:rw" \
--mount="type=bind, src=/var/run/ovn,dst=/var/run/ovn,options=rbind:rw" \
--mount="type=bind, src=/var/log/ovn,dst=/var/log/ovn,options=rbind:rw" \
--env="NODE_IPS=<fiETim IP #ult, ESHfE>" \

--env="LOCAL_IP=<%gim = IP #ifit>" \
--env="LEADER_IP=<Leader i IP #bfit>" \

E5(& O FEHE> ovn-ic-db bash start-ic-db.sh

1£ global &£ 23l E A BXiTHzs

1 global K{EEITHIT = , RIBEREBRIT S, HPUTUA T o441 ConfigMap &R,

EE  ARIEIERRZETT , global £ 24 ovn-ic f] ConfigMap RAFHER. MFEXSHK , &
Sk ConfigMap FIEMERECE RHNA.

cat << EOF |kubectl apply -f -
apiVersion: v1
kind: ConfigMap
metadata:
name: ovn-ic
namespace: cpaas-system
data:
ic-db-host: "192.168.39.22,192.168.39.24,192.168.39.37"  # SRHBTHI2S ATET mith

b, AR EFISSERE N = AT A IP

ic-nb-port: "6645" # ERTEITHIZS nb 50, BAA 6645
ic-sb-port: "6646" # ERTEITHIZS sb g0, BAIA 6646

EOF
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MO EERFEEX

B MLE AT A Kube-OVN B BN\ S BEH B,

GIE=Ses

SR CRIEZNFM,. ovn-default & IIAMFM RG-SR EIXAPEMERMEITR,
BRIEDIR

1. EEMSAAE Rt 57 > SRS,

2. REEMAERELIRH 7 AR,

3. A LA R #HE > KR EIK.

4. |\ MAERFEEL,

5. SHRAE BN KT =

6. mif M.

PR ESEE

BB EREE R IR X RIEE

EHEMAEHBEEAREFN T RIEE.

BAFDIR

1 FEEMSHAE R 68 > SRRFSREE,

2. AT BEHMMKT RIEEN EHEH

3. e b il ##0F > SRR,

4 REFEHMRT RIEENERXTNK BT R,

5. BTGB KT R,
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6. s SEH.

IR EERFE AX

EMAEHERARNSERFREEHERL , BRE /&R Pod S5MBE&RE Pod BrhiEsk.
BRIEDIR

1 EAEMSHAE Ry S8 > SRFNERY,

2. RITEIRH A L7 £ 7K.

3. A LA R HE > SR EIX,

4. R EIREAERXT VA RE ST,

5. IEA NS RE A TR,

6. mili B,

P E AR

BEFRIRE B ACERRI R BIGRETS | 15525 Lo pE B E N IR, Bl AT QEHE)
BEMIFMAEIRERE | ALK M. AJ1EIEHIZs (kube-ovn-controller) B /var/log/ovn/ovn-
ic.log AEFREFBVFEMRERER , BINEEREERBIANT -

transaction error: {"details":"Transaction causes multiple rows in xxxxxx"}

BRAEDIR

1. STEMARIERBITIE B B FHRAE,

2. R 258 Pod FRITEIRHIA.,
A] E#1E ovn-ic-db & 258K ovn-ic-controller Pod FRHYTIETEIIA | {T%kH— :
F7i%— : 1£ ovn-ic-db BT HIT

o FEN ovn-ic-db B , BUT T4 uHTIAIERIE.
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ctr -n k8s.io task exec -t --exec-id ovn-ic-db ovn-ic-db /bin/bash

KEPITU T IEEGSZ—

o FRREMZHRIITIEIRIR/E , B <cluster-name> ) [REFZFR :

./clean-ic-az-db.sh <cluster-name>

o FRBEEMHPEET RLHRBITIEIEE/E , B <node-name> 7 FEHPEET R
ZFR

./clean-ic-az-db.sh <node-name>

F7%_ : £ ovn-ic-controller Pod 1T

e 3\ ovn-ic-controller Pod , 3 4TA N s5 3t 1T/ 5 841k,

kubectl -n kube-system exec -ti $(kubectl get pods -n kube-system -1 app=ovn-ic-

controller -o custom-columns=NAME:.metadata.name --no-headers) -- /bin/bash

KREPITAT B RSz —

o [FRREMZHRIITIRIRIRIE , B <cluster-name> ;) [REFZFR :

./clean-ic-az-db.sh <cluster-name>

o FRBREMHPEET RLHRBITIEIEER/E , B <node-name> A FREHPEET R
ZFR

./clean-ic-az-db.sh <node-name>

N B EXEERE

EE BT 1 E DR 3 FEMACMATLIKERL S &R LT,
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BRIEDIR
1 BB EEERN , AWAEERE AT, IRIEFRERE.

o MR S-S FEF % A ovn-ic-config B ConfigMap , HUTA T4,

kubectl -n kube-system delete c¢m ovn-ic-config

o BT RRFIRHEERSEEE,

2. FAPL T a3t )\ ovn-central f4] Leader Pod,

kubectl -n kube-system exec -ti $(kubectl get pods -n kube-system -lovn-nb-leader=true

-0 custom-columns=NAME: .metadata.name --no-headers) -- /bin/bash

3. FEA T TEE ts BEATIA..

ovn-nbctl ls-del ts

4. BRIEHIERESET R BbRTHIER.

e Docker #54 :

docker stop ovn-ic-db

docker rm ovn-ic-db

e Containerd 454 :

ctr -n k8s.io task kill ovn-ic-db

ctr -n k8s.io containers rm ovn-ic-db

5. AL en- Mk global #7424 ovn-ic i ConfigMap.

kubectl delete cm ovn-ic -n cpaas-system



P TR S—
BeE SRR 57 A

MAERERSE  ARREERMXETA , THTUTHE -

1 B RBUEHETAMKNER , PITU TSR ensble-ic FEEBR false .

JEE ¥ enable-ic FERHA false ©FHWTEBEIL , HEIBRRERN true,

kubectl edit cm ovn-ic-config -n kube-system

2. BT RECE , B gu-nodes FE& , XN RZBATESCESHM ; R enable-
ic FEHUCA true,

kubectl edit cm ovn-ic-config -n kube-system

# BLE R
apiVersion: v1
data:
auto-route: "true"
az-name: docker
enable-ic: "true"
gw-nodes: 192.168.188.234,192.168.189.54
ic-db-host: 192.168.178.97
ic-nb-port: "6645"
ic-sb-port: "6646"
kind: ConfigMap
metadata:
creationTimestamp: "2023-06-13708:01:16Z"
name: ovn-ic-config
namespace: kube-system
resourceVersion: "99671"
uid: 6163790a-ad9d-4d07-ba82-195b11244983

3. FEAEEE ovn-central HfK¥] Pod , 14T ovn-nbctl lrp-get-gateway-chassis {4HT&ERELFR}-ts
4, RIEACEE B4,
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ovn-nbctl 1rp-get-gateway-chassis docker-ts

# IREIJRB, Bt4b 100 F0 99 ARLRKE, B ASTNHIM T Rtsckids.
docker-ts-71292a21-131d-492a-9f0c-0611af458950 100
docker-ts-1de7ee15-f372-4ab9-8c85-e54d61eal18f1 99



Endpoint Health Checker - Alauda Container Platform

Menu ZARTUMEYE >

Endpoint Health Checker

Bk

Overview
Key Features
Installation
Install via Marketplace
How It Works
Health Check Mechanism
Core Functionality
Health Check Process
Activation Methods

Uninstallation

Overview

Endpoint Health Checker 2 — MM , EEREMNEERFIHERNEFERE. EB3K
A PR R NI PIBIR | MRINE (UK RSB , MR TR S5 AT 52
MERTE] R,

Key Features



Endpoint Health Checker - Alauda Container Platform
o BIERNT | FEEERSmRRERRE
o TPINMWIREN | BB RRNG R\ BB PSR
o BREATAM - MRAENSmERE T RKGER

Installation

Install via Marketplace

1. P\ BIR 5 > Marketplace > & BHEM,
2. 1EiE%1FR € &R “Alauda Container Platform Endpoint Health Checker”,
3. mit BE , ITHALKEENMH.

4. SRS K Ready”,

How It Works

Health Check Mechanism

Endpoint Health Checker 2 —MER@REZAN | WRAFRENGREERE.

W IEIR S vm R It B s E TR A ARSI,
Core Functionality

Endpoint Health Checker i T {E[RIE :

1 RF AR  RAECE T R REITH RS Pod
2. Pod f@RIEIE : ST IR R Pod AN FERETRE
3. EEERRE : FRAAECEMIRAERITESN R BT

o TCP ST : B TCP MRS O AT Al

e HTTPIHTTPS N EF : &% HTTP & KIFWIUEIHN ABFR A
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4. i REHE | BB RNRRMNRFIRRIIRTER , BLREREBESESSS)

Health Check Process

@RS EIRAEAIE

o WEMEM : FIF Kubernetes R M FE R RIEN WS BRTEAR

o WEEZEEME : 17 B ARG minH A% TCP 8¢ HTTP S ARAE AT s At
o Mg BAE : FEIBRARZ ., AP AR s 2 BRI

o BENIEHTS | KTl SR B R N BRI R S IR

Activation Methods
BERAE ] 1B P TS -
1. Pod KiFfiE (#fF)

1£ Deployment ) Pod 54k 78 07ERE
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apiVersion: apps/v1
kind: Deployment
metadata:
name: nginx-demo
spec:
replicas: 10
selector:
matchLabels:
app: nginx-demo
template:
metadata:
labels:
app: nginx-demo
annotations:
endpoint-health-checker.io/enabled: "true"
spec:
containers:
- name: nginx
image: nginx:alpine
ports:

- containerPort: 80
livenessProbe:
tcpSocket:

port: 80
initialDelaySeconds: 15
periodSeconds: 10

readinessProbe:
tcpSocket:

port: 80
initialDelaySeconds: 5

periodSeconds: 5

2. Pod %% readinessGates (|HAR)

FIBERAECE Pod f¥ readinessGates :
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apiVersion: apps/v1
kind: Deployment
metadata:
name: nginx-demo-legacy
spec:
replicas: 5
selector:
matchLabels:
app: nginx-demo-legacy
template:
metadata:
labels:
app: nginx-demo-legacy
spec:
readinessGates:
- conditionType: "endpointHealthCheckSuccess"
containers:
- name: nginx
image: nginx:alpine
ports:

- containerPort: 80
livenessProbe:
tcpSocket:

port: 80
initialDelaySeconds: 15
periodSeconds: 10

readinessProbe:
tcpSocket:

port: 80
initialDelaySeconds: 5

periodSeconds: 5

EE : readinessGates ECE X B |BRRA. EINHENZ(EF Pod j£fi# endpoint-health-

checker.io/enabled: "true" .

Uninstallation

{ENE Endpoint Health Checker :
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1. P\ BIR 5 > Marketplace > & BHE M,
2. 13 B LM “Endpoint Health Checker’iif4.
3. MBS | GEHF IR,

4. IRARINRAA IR,



NodeLocal DNSCache - Alauda Container Platform

Menu ALY >

NodelLocal DNSCache

Bk

Overview
Key Features
Important Notes
Installation
Install via Marketplace
How It Works
Architecture
Configuration

Network Policy Configuration

Overview

NodeLocal DNSCache B — N &iaH |, BidEERT o biz1T DNS ZEARIEKIE A &5
DNS MaE. ZiFHRE e T a4 2277 DNS Ighy , F/bxtdrde DNS [REmtazk , Wi
[%{ DNS ETIER R A E R E M.

Key Features

o ZHh DNS £77 : £/ s ASHIZE 77 DNS Ighy |, B/ DERIEIR
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o MEEIRT : BEYENEN MK DNS Eif)ETE)

Important Notes

WARNING

MEEEEW :

1. Kube-OVN Underlay = : ‘Z3fHFAXZIFTE Kube-OVN Underlay X FHE | BEPE TBES
DNS i)k K.,

2. Kubelet E 2 : IEEZIHHS S S kubelet EZ.

3. Pod EFEK : IHRENEE FASRMIEEZEITH Pod , (XX FTEIER Pod &£, 4 CNI A
Kube-OVN K , EZEFFh4E kube-ovn-controller F7RA1S%1 "--node-local-dns-ip=(Z4<ith DNS 4%
FIRS 2360 1P Hbdih)",

4. NetworkPolicy A& : 2R &EEALE T NetworkPolicy , 5Z 7t networkPolicy FE14 /4 node
CIDR #1 nodeLocalDNSIP X EiE{E , AR IER 815,

Installation

Install via Marketplace

1. #\ EHE R > Marketplace > SRR+,

2. £33k + ¢ & "Alauda Build of NodeLocal DNSCache",
3. mifi i, FTHFRERERME.

4. BCERTRESH
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[P IRBHE

F W

TR DNS Z 7 RSS2500 IP itk 1Pv4 #3(E
IP 169.254.0.0/16 SEEIPNHIHIL | (£ 169.254.20.10, IPv6  169.254.20.10
HEFE(E A 1d00::/8 SRRl |, {3 fd00::10,

5. ERMEIEEM , HRIIRIHTEK.
6. milt Tk FTHRK.

7. FHAHPREZ A "Ready”,

How It Works

Architecture

Pod — Nodelocal DNSCache — [Cache Hit] — Pod

|
[Cache Miss] — CoreDNS — Response — Cache & Pod

Configuration

Network Policy Configuration

BE  (REHTHAT NetworkPolicy , WIALE & FLNPARYF DNS RE V(A
NodeLocal DNSCache, &R Pod BJgETCEf#AT DNS &Eif),

{8 A3 NetworkPolicy B , f#{R 724 AT DNS & :
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apiVersion: networking.k8s.io/v1
kind: NetworkPolicy
metadata:
name: allow-dns-cache
spec:
podSelector: {}
policyTypes:
- Ingress
- Egress
ingress:
- from:
- ipBlock:
cidr: 169.254.20.10/32 # NodelLocal DNS IP address
ports:
- protocol: UDP
port: 53
- protocol: TCP
port: 53
egress:
- to:
- ipBlock:
cidr: 169.254.20.10/32 # NodelLocal DNS IP address
ports:
- protocol: UDP
port: 53
- protocol: TCP
port: 53
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Menu

PURCIEES S

#E% Kube-OVN Underlay 435 4%

#E% Kube-OVN Underlay 438 /X2
18 AVt EA
NERER:
WRESK
[WEmN]|

HEAED (> LB A% (Alpha)

BEEEFO LB A (Alpha)
BR SR

1R R

E

Underlay 1 Overlay +M K Bz H 5+

Underlay 1 Overlay FM &0 E Bx
FRAELIR
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BT ERHRHLE Ingress-Nginx

BT ERHEHZ I Ingress-Nginx
s

LI

A& SIE

VEREVRIR

BT

181 Ingress Nginx Operator &3% Ingress-Nginx

18T Ingress Nginx Operator %2 Ingress-Nginx
Overview

Installation

Configuration Via Web Console

Configuration Via YAML

Ingress-Nginx fRI{E%
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Ingress-Nginx HK{£%
Bt &R

RANIEE

FBRET

SVERRFF

KEBEH

URLEE

HSTS (HTTP Ei&{&iiRs)
RFPRY

WAF

R KT

HTTPS

ALB

Auth

EAME

TRIE 45

183K Ingress 7Efi#

forward-auth

basic-auth

CR

ALB 457k Ingress jtfi#
Ingress-Nginx Auth A8 5 E A
S . 5 Ingress-Nginx R3ERHIERS
HEHE
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0% ALB 5 A] A VIP

A — : {#F LoadBalancer Z58f) Service 241t VIP

7T (ERSMNED ALB IR& IR VIP

Header Modification
BEAHEE

7~

HTTP EE[q)
HAMS

CRD

Ingress jHi#
AR AEER
AR 512 52

L4/L7 {BES
EARMES
CRD
NN
Ingress jEfi#

Ui 1 R AR
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ModSecurity
ZNTS

BRAEDIR

P ST
=N

TCP/HTTP Keepalive
HAREE
CRD

{#F3 OAuth Proxy fit4 ALB
Overview
Procedure

Result
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18t ALB fiCE GatewayApi Gateway
NE

B &RM

Gateway 1 Alb2 B E &R (CR) Rfl
Bid Web 1% & 412 Gateway

AT CLI g3 Gateway
BETFARENRIR

B H Gateway

BT Web =% & F 5 Gateway
AYIEAL

B Web %5 & A0 I T 25

BT CLI R aNTes

B & ER R

HTTPRoute B &R (CR) ~fl

B Web #55H & G2 ik AL

BT CLI Bl &AL

£ ALB FEEE MK
Xt TS AL ALB
SFTRPEEX ALB

ALB MEREIEIFIRTR
INEVAE PR

cR R A PRI

KBV FIREE
BTk SRR BN
Tt 1 FRAE R 4%
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P& ALB
ALB

WA (Frontend)

RS

BT ALB ¥ IPV6 JiEH A ISR IPv4 Stk
R IT%
L5 R

OTel
AiE
GIE-%Ses
BRAELIR
iEESEN(E
S 035683
HN]]

ALB 17
RiE
BAESR

RN

CORS
BEAHE
CRD
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ALB S 1E SR e
i

T RIA

RRE T

BERHK

URLETFE
EARHES
e

Calico M4& 3 WireGuard JN%#

Calico W& 73 WireGuard Jiiz?
A&

EEEM

SR

BRIEDIR

45 REUE

Kube-OVN Overlay f%& 3735 IPsec N
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Kube-OVN Overlay M%7 35 IPsec fiN%
AV

EEEW

SR

BRUEDIR

DeepFlow f§ 15

DeepFlow f Ff5r8
Bx

18 F iR A= AR

(AR

MR
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Menu ALY >

HE£ Kube-OVN Underlay #J138 f¥ 2%

Kube-OVN Underlay {&#itE T\ 25 AR T YRR MLE X F:F. E5PE Kube-OVN Underlay
W& 2 /T, B SMEEIERPME | 1eATALKIFH T AR MG KM RACE | AR LB M.

B=x

18 PR
ANERER
MRESK
W=l
AHHECE
KEMSEEEN
FalicE

15 R AR
Kube-OVN Underlay F5& £ M- (NIC) KIE8ZE , Underlay M #50% FB—4~ NIC, X NIC L
NMEBHAMMERRE | 40 SSH ; HMIRENFAHEAR NIC,

EFERZH , EHET SRS REDAR WNIC FE |, I NIC EE FE/4 10 Gbps 5E
= (5140 , 10 Gbps, 25 Gbps, 40 Gbps) .

o NIC — : EEZIAKAENK NIC , BCES IP #ilt | SN HMEOEIE | BB e
.
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o NIC = : IZBBIAMAERECE IP I NIC , SANAMEOLE , ®RE N TER
. Underlay FMEF NIC —,

Access

L

Service Subnet: XXX XXX XXX XXX/ XX
Gateway: XXX.XXX.XXX.XXX

AVEARTE

VLAN (REFARIEM) B—FAR , B2 BRSNS AL M (BEVINMG LAN) , PAE
PR TAELE R AT 2

VLAN AR BB RAEBARIESIRY A FRK |, 28 R R —4E FigM e A F FH A4
DARRERS . S0 VLAN B—ARBRUTRINTEN LA , ARG SYIER A
[ LAN MR, BT VLAN 220 MRS , FE— VLAN IR TSI
BRRTARKMIERSE, ; A1 UFETARRME LAN B,

VLAN EEMRSAIE -



S Kube-OVN Underlay 3R M4%& - Alauda Container Platform

o nHPE. BMEER—3#ALL , RE VLAN i H 2 BB ITTEMEEIR(E . YRRz sAlaE
RS NZETEANLAE, XIBHE A THEHIARRER 1A, = 2 B E R,

o Wik L, REK VLAN Z[EJTEEKBIE | JBGT I BEENT2RE., VLAN RS #%
MBFREALLTEAEH A VLAN Ej]??l%' IME. BAREIRE., BHMEEEREFRS
BLReM,

o RIEEH, YEHMIAHMNERBRAN , TFEMRIEHIEL ; AFHTRABEEER,

WRESK

1E Underlay #3{F , Kube-OVN 438 NIC #4831 OVS |, FHiBIHZWiE NIC B XSRS
BISMET, L2/L3 HRBENKMM T IKEMSEZ RS . HNVKMIK, VLAN L2 EEEIKEME
’& _LIRATACE.

o MRECERSK

o Kube-OVN FEf3zh A5 ET ICMP MG E M RHKEEN ; IREMXLAlEL. ICMP &
K.

o MTIRFVIRIRE , Pods K& 5EmMRARXIIER , WX MIRE &R A A [ 4
FRIEIBES].

o UHHBMHEZAT Hairpin THEERS , MJMZEA Hairpin, 2NR{ERA VMware EHHLIR
I, ¥ VMware 4] L Net.ReversePathFwdCheckPromisc & &4 1 , Hairpin &

o M NIC <BE 2 Linux #f.

e NIC ST IFEL 0 (balance-rr) . 83 1 (active-backup) . 15 4
(802.3ad) . %3 6 (balance-alb) , #7F{FEM 08k 1. HMHBEEARLTNA |, &
EEFA.

o laaS (FEth) BRLEZEXK

« X}F OpenStack EBIUNIE , N MLKim[/) PortSecurity FE2A,
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o ST VMware f vSwitch f4% , MAC it S, IAIEARIEM IRFMEABIEMIRL BRRE
AR,

o YT AWS, GCE MERFLAER , BTHRZ AT XM MAC #i3tgES) |, TTIAXHF
Underlay &z X%,

iM=wN]

AT REX NIC #13EH25. NIC —2 ABZHAKERK NIC ; NIC Z2/8BEAKEBEE
KRECE IP #3EK NIC , £AT Underlay 7. NIC Z54MNPAC A EIZE.

EA A IE | EER NIC — goiEONECE AT EERN , AAHFMENK VLAN 83T,

MK vian-interface [ _EECE S BFFRIIM bt aNRFER , ] ARNACE
IPv6 XSttt

NRM AL T XIS IE , WASAARVFT RE) cluster-cidr RIZR1731R).,

fR%2% NIC RHEEACE.

AMHACE

BCE VLAN #0 -

#

interface Vlan-interface74
ip address 192.168.74.254 255.255.255.0  //IPv4 X3tk
ipv6 address 2074::192:168:74:254/64 //IPv6 X<t

t

BOEEHER NIC — 030 -
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#
interface Ten-GigabitEthernet1/0/19
port link mode bridge

port link-type trunk // ECE#HOATERZ
undo port trunk permit vlan 1

port trunk permit vlan 74 // #i4F#K VLAN @it

K R B

MR NIC — 2ARER-S MRS -

ip link add ens224.74 link ens224 type vlan id 74 // NIC &#RrA ens224, VLAN ID 3k 74
ip link set ens224.74 up

ip addr add 192.168.74.200/24 dev ens224.74 // 7£ Underlay FRIPRNEFE—ANMARNE, XEB
4 192.168.74.200/24

ping 192.168.74.254 // NRBEW ping MK, MIAMIEMRREMERR

ip addr del 192.168.74.200/24 dev ens224.74 // WA e il bk

ip link del ens224.74 // Mik/EMisFiEO

FabcE

FEEMSIMAEF , R SRHEE > &8, AR CIE%H. AXRAKEEDSRE  FERH 6
FRERRY Y, NAAMKECE WL TRIFTR.

EE : IMATFME Underlay IMEFIZHERIRE X , TERT /LA Overlay M , 12T R
MASAZ [EBEEHT R 1P TR,
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| Container Networking

IPv4 [ IPv6 Dual
Stack " «©

Ensure that all nodes are correctly configured with IPv6 network addresses when enabling IPv4/IPv6 dual stack, as the cluster will not revert to IPv4 single stack after creation.

Network Type: Calico Custom (@

Default Subnet:
*1Pv4: 192 v . . 74 . | 24 v F—— IPv4 subnet address of NIC II
*IPv6: 2074:/64 F—— IPv6 subnet address of NIC II

Transmit Mode:  Overlay ®

Gateway: *IPv4 192.168.74.254 —— IPv4 gateway address “IPv6 2074::192.168.74.254 F—— IPv6 gateway address

The default gateway IPv4/IPv6 value must be within the cluster CIDR address range

*VLANID: 74 F—— VLAN ID that the switch allows to pass through

Preserved IP:  protocol stack IP Format * IP Address

© If the IP in the subnet is occupied by the physical network, the cluster cannot be created successfully. Please set it as

reserved IP
®Add
After the cluster is created, new subnets are supported.
* Service CIDR:
*1Pv4: 10 v . 184 . . /| 16 v

Custom SVC, must not duplicate

with the internal network
*Pv6: fd00:10:96::/112

* Join CIDR:

*IPv4: | Custom v | |100.64.0.0116 Address segment of the NIC used

—— for communication on the Overlay
*IPv6: fd00:100:64::/64 network
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= Menu ALY >

HMAET(, LB A% (Alpha)

B ARSI S ARENER | SEMRARIET OAEEE (LB) , AZ ALB i
HABINEREN , WRLFIEEIETT. STHFUACE IPv4, (XACE IPv6 SiRIISECE IPv4 I IPV6
XA

Bk

BIIR 51
BAEDIR

Eoatls

=448

Bl 5514

1L R EEN T RIEA LB, #iX LB TRk Ubuntu 22.04 #4ERSE , LUBZ LB
HARMERIRE Javn T RAIESE.

2. TEFTESND LB EAT eI TG (AZABANSMND LB EAT RoA6))
e ipvsadm

e Docker (20.10.7)

3. IR EAN M Docker BREFFHLESN , PiTar4S : sudo systemctl enable docker.service .

4. WIREDENT REEEED.
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5. % Keepalived %5t} , T E3h4MNE LB RS ; FEEBE X HGK. FHEIARNT
<image repository address>/tkestack/keepalived:<version suffix> , AN[EJNRAHKIIRA G OIEBE
BAZES. TIEEU TN ARG GG EIEARRA G4, A3CRL build-
harbor.alauda.cn/tkestack/keepalived:v3.16.0-beta.3.9598ce923 A3,

e 7E global 81T kubectl get prdb base -0 json | jq .spec.registry.address ¥%HX 4%
GO FEHNE S8,

o HELEAMEBRPIT cat ./installer/res/artifacts.json |grep keepalived -C 2|grep
tag|awk '{print $2}'|awk -F '"' '{print $2}' ¥KEX hRA</54%.

BRIEDIR

AR ATFERESESNIND LB EN T aPUT—k , BEN TR hostname RNFEE.,

1. A TR EEERMEISI#H /etc/modules-load.d/alive.kmod.conf

ip_vs

ip_vs_rr
ip_vs_wrr
ip_vs_sh
nf_conntrack_ipv4
nf_conntrack
ip6t_MASQUERADE
nf_nat_masquerade_ipvb
ip6btable_nat
nf_conntrack_ipv6
nf_defrag_ipv6
nf_nat_ipv6
ip6_tables

2. BPATECE(SERMEISE /etc/sysctl.d/alive.sysctl.conf
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net.ipv4.ip_forward = 1
net.ipv4.conf.all.arp_accept = 1
net.ipv4.vs.conntrack = 1
net.ipv4.vs.conn_reuse_mode = @
net.ipv4.vs.expire_nodest_conn = 1
net.ipv4.vs.expire_quiescent_template = 1

net.ipv6.conf.all.forwarding=1

3. 4T reboot MLSESZ.

4. 432 Keepalived FE L.

mkdir -p /etc/keepalived
mkdir -p /etc/keepalived/kubecfg

5. BIEL T P HER S HACETR , FR1FE] /etc/keepalived/ UL , XHE&A

alive.yaml ,
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instances:
- vip: # A[ECEZ A VIP
vip: 192.168.128.118 # VIP WRA[E)
id: 20 # |4 VIP (9 ID WMAME—, Ak
interface: "eth@"
check_interval: 1 # ®]3%E, ZGA 1: PATKREMAKAENR
check_timeout: 3 # W&, ZRIA 3 : WEMASREES(A]
name: "vip-1" # WRBIMIRAT, REEASFEHHFMETR, BERBERLEFRITK
peer: [ "192.168.128.116", "192.168.128.75" ] # Keepalived Tisy IP, SKfR4ERREY
keepalived.conf £330 LA IP https://github.com/osixia/docker-
keepalived/issues/33
kube lock:
kubecfgs: # kube-lock {#AM kube-config ¥R, SRKIKEH XL kubecfg ¥HT
Keepalived ) leader %=
- "/live/cfg/kubecfg/kubecfg0l.conf"
- "/live/cfg/kubecfg/kubecfg02.conf"
- "/live/cfg/kubecfg/kubecfg03.conf"
ipvs: # IPVS EIMACE
ips: [ "192.168.143.192", "192.168.138.100","192.168.129.100" ] # IPVS f5ug, X
k8s master s IP #h ALB TRMT A IP
ports: # ECE VIP EE/MNAMRRKEEZE
- port: 80 # REFARS S _EANRO MRS HEKIRS 2nH—3
virtual_server_config: |
delay_loop 10 # XERRFHFHITRREEMEIR
lb_algo rr
lb_kind NAT
protocol TCP
raw_check: |
TCP_CHECK {
connect_timeout 10

connect_port 1936

}
- vip:
vip: 2004::192:168:128:118
id: 102

interface: "eth@"

peer: [ "2004::192:168:128:75","2004::192:168:128:116" ]

kube_lock:

kubecfgs: # kube-lock {#AM kube-config ¥R, SRR EHIXLE kubecfg BT
Keepalived ) leader %2

- "/live/cfg/kubecfg/kubecfg@d1.conf"
- "/live/cfg/kubecfg/kubecfg@d2.conf"
- "/live/cfg/kubecfg/kubecfg@d3.conf"
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ipvs:
ps: [ "2004::192:168:143:192","2004::192:168:138:100","2004::192:168:129:100" ]
ports:
- port: 80
virtual_server_config: |
delay_loop 10
lb_algo rr
lb_kind NAT
protocol TCP
raw_check: |
TCP_CHECK {
connect_timeout 1
connect_port 1936
}

6. e S EBHITIU T S BTE AP IESIT HIN A | BEREBARER, BTG
LB HREK R TR, BRI AT A S REHEH,

openssl x509 -in <(cat /etc/kubernetes/admin.conf | grep client-certificate-data | awk
"{print $NF}' | base64 -d ) -noout -dates

7. % Kubernetes &80 =/ Master ] /etc/kubernetes/admin.conf 4B HIEISMNIE LB
TR /etc/keepalived/kubecfg X4 , dp&H 75| , &1 kubecfgdl.conf , FMEHIX=/
AFHE) apiserver i midESA Kubernetes S BEAISERRTY mudtbdit.

FE FAUPREMNE , SEEWPITHER  Bx R,

8. WEUEPE WM,
1. BV S5 B Master T8 /usr/bin/kubectl EHIE LB T,
2. W4T chmod +x /usr/bin/kubectl RX-FHITAPR.

3. BITA T i S A E BB M.

kubectl --kubeconfig=/etc/keepalived/kubecfg/kubecfgdl.conf get node
kubectl --kubeconfig=/etc/keepalived/kubecfg/kubecfgd2.conf get node
kubectl --kubeconfig=/etc/keepalived/kubecfg/kubecfg@3.conf get node

FHREIIITER , NREBBEH.
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kubectl --kubeconfig=/etc/keepalived/kubecfg/kubecfgdl.conf get node

it

NAME STATUS  ROLES AGE VERSION
192.168.129.100  Ready <none> 7d22h  v1.25.6
192.168.134.167  Ready control-plane,master  7d22h  v1.25.6
192.168.138.100  Ready <none> 7d22h  v1.25.6
192.168.143.116  Ready control-plane,master  7d22h  v1.25.6
192.168.143.192  Ready <none> 7d22h  v1.25.6
192.168.143.79 Ready control-plane,master  7d22h  v1.25.6

kubectl --kubeconfig=/etc/keepalived/kubecfg/kubecfgd2.conf get node

1 i

NAME STATUS  ROLES AGE VERSION
192.168.129.100  Ready <none> 7d22h  v1.25.6
192.168.134.167  Ready control-plane,master  7d22h  v1.25.6
192.168.138.100  Ready <none> 7d22h  v1.25.6
192.168.143.116  Ready control-plane,master  7d22h  v1.25.6
192.168.143.192  Ready <none> 7d22h  v1.25.6
192.168.143.79 Ready control-plane,master  7d22h  v1.25.6

kubectl --kubeconfig=/etc/keepalived/kubecfg/kubecfg@3.conf get node

23 Tl

NAME STATUS  ROLES AGE VERSION
192.168.129.100  Ready <none> 7d22h  v1.25.6
192.168.134.167  Ready control-plane,master  7d22h  v1.25.6
192.168.138.100  Ready <none> 7d22h  v1.25.6
192.168.143.116  Ready control-plane,master  7d22h  v1.25.6
192.168.143.192  Ready <none> 7d22h  v1.25.6

192.168.143.79 Ready control-plane,master  7d22h  v1.25.6

9. ¥ Keepalived 5% _E{E24MEF LB 7 = , F{# A Docker 11T Keepalived,

docker run -dt --restart=always --privileged --network=host -v
/etc/keepalived:/1live/cfg build-harbor.alauda.cn/tkestack/keepalived:v3.16.0-
beta.3.9598ce923

10. 7£37308) keepalived BT ERPITLA T4 : sysctl -w net.ipv4.conf.all.arp_accept=1 .

Touk
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1. P 47654 ipvsadm -1n BF IPVS FR , ] WGBTS 8 ALB 1 IPv4 0 IPv6 RN,

IP Virtual Server version 1.2.1 (size=4096)

Prot LocalAddress:Port Scheduler Flags

-> RemoteAddress:Port Forward Weight ActiveConn InActConn
TCP  192.168.128.118:80 rr

-> 192.168.129.100:80 Masq 1 0 0

-> 192.168.138.100:80 Masq 1 0 0

-> 192.168.143.192:80 Masq 1 0 0
TCP [2004::192:168:128:118]:80 rr

-> [2004::192:168:129:100]:80  Masq 1 0 0

-> [2004::192:168:138:100]1:80  Masq 1 0 0

-> [2004::192:168:143:192]:80  Masq 1 0 0

2. ¥ VIP FT7EfG LB B, Mk IPv4 F1 1PV6 1 VIP B REERT TR EIEHMY & , @E 1
20 MPINTERL.

3. £ F LB W RMEM curl a5 VIP WIB(EERIER.
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curl 192.168.128.118

<!DOCTYPE html>

<html>

<head>

<title>Welcome to nginx!</title>

<style>

html { color-scheme: light dark; }

body { width: 35em; margin: @ auto;

font-family: Tahoma, Verdana, Arial, sans-serif; }
</style>

</head>

<body>

<h1>Welcome to nginx!</h1>

<p>If you see this page, the nginx web server is successfully installed and working.

Further configuration is required.</p>

<p>For online documentation and support please refer to <a
href="http://nginx.org/">nginx.org</a>.<br/>
Commercial support is available at <a href="http://nginx.com/">nginx.com</a>.</p>

<p><em>Thank you for using nginx.</em></p>
</body>
</html>
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curl -6 [2004::192:168:128:118]:80 -g

<!DOCTYPE html>

<html>

<head>

<title>Welcome to nginx!</title>

<style>

html { color-scheme: light dark; }

body { width: 35em; margin: @ auto;

font-family: Tahoma, Verdana, Arial, sans-serif; }
</style>

</head>

<body>

<h1>Welcome to nginx!</h1>

<p>If you see this page, the nginx web server is successfully installed and working.

Further configuration is required.</p>

<p>For online documentation and support please refer to <a
href="http://nginx.org/">nginx.org</a>.<br/>
Commercial support is available at<a href="http://nginx.com/">nginx.com</a>.</p>

<p><em>Thank you for using nginx.</em></p>
</body>
</html>
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Menu ALY >

Underlay 1 Overlay + MK 8 zhH X

WNREF R FAE Underlay 1 Overlay 7R , BRIATEIL T , Overlay FM T Pod 7] AIE IS {8
FH NAT I 3i7507] Underlay FM= Pod #] IP, {E Underlay FM= ) Pod FEECE T mIKH
ZFgE[E) Overlay FM=E Pod.

A7 330 Underlay # Overlay FM 2 [AIE SN EEX , A AFENEH Underlay FRIf] YAML 3C
#., BEETAE , Kube-OVN 4 {F FBE4MK Underlay IP %4 Underlay -+ ovn-cluster
ZHEIEEEY  FFREMN ARSI E B,

Bk

BRAIESIR

BRAEDIR

1. #NEHA,

2. EEMSIE R EHEHE > RIREE.

3. i\ Subnet TERIEITER.

4. FEFRBYH Underlay TRIF R > EH.

5. 163 YAML 3C#F , £ Spec FRIRANFER u2oInterconnection: true ,

6. it £,
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AR : Underlay FFEFKITEHEARTEEZNCRE , TEABEEH.



BT & BRI Ingress-Nginx

WARNING

1B S BEB %% Ingress-Nginx - Alauda Container Platform

Ingress-Nginx BRI E T . B3 H ingress-nginx-operator,

B=x

R

£

ALEEE
EHBCE
FENREY=

1837 LoadBalancer &
MetalLB £ A,
5%k Controller SPE&E
SSL &%
IPv6 EARKSTHF
MEREVRL
TR BCEN
/IR (<300 QPS)
FREEHIEE (< 10,000 QPS)
RHUAE (< 20,000 QPS)
MR (TTIRH)
BRI
BRI

ARTUHENE >



BT & BB %% Ingress-Nginx - Alauda Container Platform

ARASFRA M
HRTIR

ERS

NGINX Ingress Controller {ENEEBHEHENBE cpaas-system w3 &P, AFEEERE T 1E
Kubernetes &£ #ch &% . BLE &SI Ingress NGINX Controller i {ESRE.

R

1. 3t MR -> Marketplace -> &EEHEM
2. %% Ingress NGINX fIFRds &k

0 Administrator i &8 Cluster: business1 ¥ ® Out of Service EANO) : admin~
‘,El /j\a:‘id‘a"contamev P\aﬂovrr‘\‘:;‘PLyJ‘ ‘D‘ﬁw“c‘e‘ I?[:Jg)lﬂ 9 Ready v4.0.15
> © Ready v4.1.0-beta.24.g0a4f7b32
> Install
> © Ready v4.0.11 =
& Operations Center >
v @ Reaty e
OperatorHub
Read) v4.0.10
[Cciserpge | © reat
Chart Repositories

A= g=git

EHECE

1. BCE kubectl (£ £/ &8 L TX
2. FREVEBEXT VA Modulelnfo & %5 :

kubectl get minfo | grep ingress | grep $CLUSTER_NAME

3. 4w%E Modulelnfo BCE :
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kubectl edit minfo $MINFO

He spec.config EF3FAZ Ingress NGINX Helm Chart (] values,

F WA ESR

81T LoadBalancer &

{# 3 LoadBalancer Z£8Y{] Service &£ Ingress Controller :

spec:
config:
controller:
service:

type: LoadBalancer

MetalLB £}

{$ 3 MetalLB BF55E LoadBalancer VIP :

spec:
config:
controller:
service:
annotations:
metallb.universe.tf/loadBalancerIPs: "192.168.2.2"

metallb.universe.tf/address-pool: "pool-name"

5% Controller SFERE

ACE MR, IR, RIRBRSI T Rakds



1B S BEB %% Ingress-Nginx - Alauda Container Platform

spec:
config:
controller:
hostNetwork: false
replicaCount: 1
nodeSelector:

kubernetes.io/os: linux

resources:
limits:
cpu: 200m
memory: 256Mi
requests:
cpu: 200m

memory: 256Mi

SSL &{L

J2 A SSL BE{&TheE :

spec:
config:
controller:
extraArgs:

enable-ssl-passthrough:

IPVv6 BT

ACE(XEA IPV6 :

spec:
config:
controller:
service:
ipFamilies:
- IPvb

MERERIL
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TR ECEIX
/NILAE (< 300 QPS)

spec:
config:
controller:
resources:
limits:
cpu: 200m
memory: 256Mi
requests:
cpu: 200m
memory: 256Mi

FEFEHAR (< 10,000 QPS)

spec:
config:
controller:
resources:
limits:
cpu: "2"
memory: 1Gi
requests:
cpu: "2"

memory: 1Gi

KHHE (< 20,000 QPS)
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spec:
config:
controller:
resources:
limits:
cpu: "4"
memory: 2Gi
requests:
cpu: "4"

memory: 2Gi

=ee (FohRH!)

mAMEER It CPU (R :

spec:
config:
controller:
resources:
requests:
cpu: "4"
memory: 2Gi

[mlt
Tl
X
e

o FNERUTIF— Ingress NGINX Controller 34

ARAFRA M

YHTIRAXT NV KA :
ACP Ingress-NGINX 4.1.x X \/'E /7 Chart 4.12.2 (controller v1.12.3)

FARRTIR
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tasks for ingress-nginx
B/ Ingress NGINX Chart ~
B 77 Ingress NGINX 344 ~


https://github.com/kubernetes/ingress-nginx/tree/controller-v1.12.3/charts/ingress-nginx
https://github.com/kubernetes/ingress-nginx/tree/controller-v1.12.3/charts/ingress-nginx
https://github.com/kubernetes/ingress-nginx/tree/controller-v1.12.3/charts/ingress-nginx
https://kubernetes.github.io/ingress-nginx/
https://kubernetes.github.io/ingress-nginx/
https://kubernetes.github.io/ingress-nginx/

JEIT Ingress Nginx Operator %4 Ingress-Nginx - Alauda Container Platform

Menu ZARTUMEYE >

IB1Y Ingress Nginx Operator &% Ingress-
Nginx

B=x

Overview
Installation
Configuration Via Web Console
Configuration Via YAML
Ingress Sharding
BB B 454 5 A)F Ingress 1 IngressNginx
B AL RIS FE 45 & TI8]F Ingress f IngressNginx
1817 LoadBalancer &
=% Controller PR E
SSL &%
IPv4 F IPv6 WAk 45
EES
5E7 Chart BUAERESR

Overview

Ingress Nginx Operator FBF{&1, Ingress-Nginx S ZB RS EIE, % Operator AT
Ingress-Nginx SKBIEKHENE . BCEMATFMFE. FHIZfTEEMENT : Ingress-Nginx Operator 3§4%
WEHRZERUSK ingressnginxes.ingress-nginx.alauda.io (IngressNginx) HIBEN'EIR , FENA
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FANE XK IngressNginx ZEAIE SR Ingress-Nginx S5, %424 AVF E IR
IngressNginx B X &IFFRKEE Ingress-Nginx FIZNEEFIAT A,

Installation

1. 3t N\ Administrator -> Marketplace -> OperatorHub

2.3%F Alauda build of Ingress NGINX Controller FFmify Install

Configuration Via Web Console
FAES A PR EREEMACEIER , £ ABERIT VAN YAML, XSTERZRMECE , &L
B YAML,
STA¥ Ingress Nginx Operator &3 f5 :
1. 3\ All Instances #RZER
2. Ay Create , 7E3RH MISTIRHEFTXE IngressNginx SLFIZEEVER Sy |, Bty Create
FE 1tEA YAML 12

Ingress Nginx 3%

Name .metadata.name
B2 7R
Ingress Nginx 55

Namespace e .metadata.namespace
Bl BT 7Ean 2 Z5|A)

Ingress Nginx

Replica _ .spec.controller.replicaCount
EHRIAER
Ingress Nginx

Resources ZREIEE K .spec.controller.resources
PR

Service Ingress Nginx (]

.spec.controller.service.type

Type ARS8
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FE Yt YAML %1%
AL IR Ly .
Ingress s .spec.controller.scope.namespaceSelector , ¥,
2 7 (AR _ _
Scope ingress-sharding

Ingress ‘&R

Configuration Via YAML

ZLATEILTE , Ingress Nginx Operator £ 5%t IngressNginx B & X & IBHEE M6 4 58]+
12 Ingress Nginx 341,

Ingress Sharding

ZMBEILT | Ingress Nginx &AL FT B 65 4 = RIPBARATEE H IngressClass & #RELAKTEE(E
{a] IngressClass [ Ingress &R, #EaTPAFER .controller.scope.namespaceSelector PR iS5
RAMBsEE &4 25E], 6120 , BLT IngressNginx %88 demo-scope {XAMEH B FREE
cpaas.io/project=demo [K]#p 4 Z=[A)F ] ingress,

BFELMEFTE 4p 2 TIE]F Ingress ] IngressNginx

apiVersion: ingress-nginx.alauda.io/v1
kind: IngressNginx
metadata:

name: demo-all
spec:

controller:

nodeSelector:
kubernetes.io/os: linux

replicaCount: 1

BIEE L IRAETE 45 & 25 8)F Ingress f] IngressNginx
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apiVersion: ingress-nginx.alauda.io/v1
kind: IngressNginx
metadata:
name: demo-scope
spec:
controller:
scope:
namespaceSelector: "cpaas.io/project=demo” 0
nodeSelector:
kubernetes.io/os: linux

replicaCount: 1

1. ¥82CA $LABLE_KEY=$LABLE_VALUE

1813 LoadBalancer &=

ZRAMBILT , Ingress Controller L& A ClusterlP 258U AR S, A EIBIT LoadBalancer JRE-4%
Ingress Controller &FEZISMIB , EN A TECE :

NOTE
LoadBalancer iR% HESMNB AT RELN (IRAF LB 2k MetalLB) RASYECHMNID IP.

apiVersion: ingress-nginx.alauda.io/v1
kind: IngressNginx
metadata:
name: demo
spec:
controller:
service:

type: LoadBalancer

{fH MetalLB F55€ LoadBalancer E IP :
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apiVersion: ingress-nginx.alauda.io/v1
kind: IngressNginx
metadata:
name: demo
spec:
controller:
service:
type: LoadBalancer
annotations:
metallb.universe.tf/loadBalancerIPs: "192.168.2.2"

metallb.universe.tf/address-pool: "pool-name"

5% Controller ZZE X E

ACE MR, B, FIRBRSBIFITY ks

apiVersion: ingress-nginx.alauda.io/v1
kind: IngressNginx
metadata:
name: demo
spec:
controller:
hostNetwork: false
replicaCount: 1
nodeSelector:

kubernetes.io/os: linux

resources:
limits:
cpu: 200m
memory: 256Mi
requests:
cpu: 200m

memory: 256Mi

SSL i&E{%

J2 A SSL BE{ETheE :
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CAUTION

JEF SSL & LR , TLS 1E/ainek 1t , Bt L7 Thee (AIESKMBRSKIRME. WAF, HTTP 2| HTTPS
EEM. #WMNERTE) AeNATHRE.

apiVersion: ingress-nginx.alauda.io/v1
kind: IngressNginx
metadata:
name: demo
spec:
controller:
extraArgs:

enable-ssl-passthrough:

IPv4 F1 IPv6 XU 3%

apiVersion: ingress-nginx.alauda.io/v1
kind: IngressNginx
metadata:
name: demo
spec:
controller:
service:

ipFamilyPolicy: PreferDualStack

RS

tngressiigine #IRHY spec FEEHMEY Ingress Ngink Helm chart § values, B RE:
HiES% B/ Ingress NGINX 324 7,

557 Chart BHAEKZES

1. ZHAMBIAT , B4 IngressNginx SKHIESBIE— N RFRA  $ns-$name  FK] IngressClass ,
controllerValue A ingress-nginx.cpaas.io/$ns-$name , IXEE{H O] IT
.spec.ingressClassResource.name F{ .spec.ingressClassResource.controllerValue S¥(EE

M


https://kubernetes.github.io/ingress-nginx/
https://kubernetes.github.io/ingress-nginx/
https://kubernetes.github.io/ingress-nginx/

JEIT Ingress Nginx Operator %4 Ingress-Nginx - Alauda Container Platform
CBOMEIRTE , .spec.controller.service.type i&E A ClusterIP .

CERAMBIUTE , .spec.controller.watchIngressWithoutClass & E A true , BXEITHZZLSL
IBKFEE IngressClass [ Ingress &R,
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Menu ZARTUMEYE >

Ingress-Nginx K){£%-

Bk

7= Sas
RAIEEL
R
LVERIF
SKHEBE
URLETF
HSTS (HTTP & {EifiR%)
H AR
WAF
e R K=
HTTPS
TLS EFMEHRIE FIHIEF
TLS i1
Bi%
BIAUEP

AR 51

a4 ingress-nginx
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NI

max-worker-connections ~

S

[W=vl D

VB IRTT

BCESVRRTT 7

SKEME S

BRAE b
EEKPIREKE  proxy-set-header ~
TEERFHIRRES  EERPRETKED
EENPEELES  {# configuration-snippets ~ 1 more-set-header ~ $§4

TENE N P F& [ S EB hide-headers ~

[TELT

URL =5

rewrite

HSTS (HTTP =i&{&iik %)


https://kubernetes.github.io/ingress-nginx/user-guide/nginx-configuration/configmap/#max-worker-connections
https://kubernetes.github.io/ingress-nginx/user-guide/nginx-configuration/configmap/#max-worker-connections
https://kubernetes.github.io/ingress-nginx/user-guide/nginx-configuration/configmap/#max-worker-connections
https://kubernetes.github.io/ingress-nginx/user-guide/nginx-configuration/configmap/#proxy-connect-timeout
https://kubernetes.github.io/ingress-nginx/user-guide/nginx-configuration/configmap/#proxy-connect-timeout
https://kubernetes.github.io/ingress-nginx/user-guide/nginx-configuration/configmap/#proxy-connect-timeout
https://kubernetes.github.io/ingress-nginx/examples/affinity/cookie/#sticky-sessions
https://kubernetes.github.io/ingress-nginx/examples/affinity/cookie/#sticky-sessions
https://kubernetes.github.io/ingress-nginx/examples/affinity/cookie/#sticky-sessions
https://kubernetes.github.io/ingress-nginx/user-guide/nginx-configuration/annotations/#custom-headers
https://kubernetes.github.io/ingress-nginx/user-guide/nginx-configuration/annotations/#custom-headers
https://kubernetes.github.io/ingress-nginx/user-guide/nginx-configuration/annotations/#custom-headers
https://kubernetes.github.io/ingress-nginx/examples/customization/configuration-snippets/
https://kubernetes.github.io/ingress-nginx/examples/customization/configuration-snippets/
https://kubernetes.github.io/ingress-nginx/examples/customization/configuration-snippets/
https://github.com/openresty/headers-more-nginx-module?tab=readme-ov-file#more_set_headers
https://github.com/openresty/headers-more-nginx-module?tab=readme-ov-file#more_set_headers
https://github.com/openresty/headers-more-nginx-module?tab=readme-ov-file#more_set_headers
https://kubernetes.github.io/ingress-nginx/user-guide/nginx-configuration/configmap/#hide-headers
https://kubernetes.github.io/ingress-nginx/user-guide/nginx-configuration/configmap/#hide-headers
https://kubernetes.github.io/ingress-nginx/user-guide/nginx-configuration/configmap/#hide-headers
https://kubernetes.github.io/ingress-nginx/user-guide/nginx-configuration/annotations/#rewrite
https://kubernetes.github.io/ingress-nginx/user-guide/nginx-configuration/annotations/#rewrite
https://kubernetes.github.io/ingress-nginx/user-guide/nginx-configuration/annotations/#rewrite
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BlE HSTS

SRR )

AL E R RRE 7

WAF

modsecurity

Y e St

x-forwarded-prefix-header ~

HTTPS

TLS EMIBHEAE FimiEP

IVF U HTTPS IES ~

TLS h4x2X 1k
RSN

Bi%

ssl-passthrough ~

FOAES


https://kubernetes.github.io/ingress-nginx/user-guide/nginx-configuration/configmap/#hsts
https://kubernetes.github.io/ingress-nginx/user-guide/nginx-configuration/configmap/#hsts
https://kubernetes.github.io/ingress-nginx/user-guide/nginx-configuration/configmap/#hsts
https://kubernetes.github.io/ingress-nginx/user-guide/nginx-configuration/annotations/#rate-limiting
https://kubernetes.github.io/ingress-nginx/user-guide/nginx-configuration/annotations/#rate-limiting
https://kubernetes.github.io/ingress-nginx/user-guide/nginx-configuration/annotations/#rate-limiting
https://kubernetes.github.io/ingress-nginx/user-guide/third-party-addons/modsecurity/
https://kubernetes.github.io/ingress-nginx/user-guide/third-party-addons/modsecurity/
https://kubernetes.github.io/ingress-nginx/user-guide/third-party-addons/modsecurity/
https://kubernetes.github.io/ingress-nginx/user-guide/nginx-configuration/annotations/#x-forwarded-prefix-header
https://kubernetes.github.io/ingress-nginx/user-guide/nginx-configuration/annotations/#x-forwarded-prefix-header
https://kubernetes.github.io/ingress-nginx/user-guide/nginx-configuration/annotations/#x-forwarded-prefix-header
https://kubernetes.github.io/ingress-nginx/user-guide/nginx-configuration/annotations/#backend-certificate-authentication
https://kubernetes.github.io/ingress-nginx/user-guide/nginx-configuration/annotations/#backend-certificate-authentication
https://kubernetes.github.io/ingress-nginx/user-guide/nginx-configuration/annotations/#backend-certificate-authentication
https://kubernetes.github.io/ingress-nginx/user-guide/nginx-configuration/annotations/#backend-protocol
https://kubernetes.github.io/ingress-nginx/user-guide/nginx-configuration/annotations/#backend-protocol
https://kubernetes.github.io/ingress-nginx/user-guide/nginx-configuration/annotations/#backend-protocol
https://kubernetes.github.io/ingress-nginx/user-guide/nginx-configuration/annotations/#ssl-passthrough
https://kubernetes.github.io/ingress-nginx/user-guide/nginx-configuration/annotations/#ssl-passthrough
https://kubernetes.github.io/ingress-nginx/user-guide/nginx-configuration/annotations/#ssl-passthrough
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default-ssl-certificate ~


https://kubernetes.github.io/ingress-nginx/user-guide/tls/#default-ssl-certificate
https://kubernetes.github.io/ingress-nginx/user-guide/tls/#default-ssl-certificate
https://kubernetes.github.io/ingress-nginx/user-guide/tls/#default-ssl-certificate
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Menu

ALB

Auth

AW

TRIEFF 48

FEK Ingress jEfi#

forward-auth

basic-auth

CR

ALB 4%5% Ingress jfig
Ingress-Nginx Auth #85H fth4iE
FE . 5 Ingress-Nginx A3
HEHEE

E8%E ALB KSR A VIP
A — : {#F LoadBalancer Z58f) Service 241 VIP
AR {FHSMEB ALB BREIR M VIP

Header Modification
EAMS

Nl



HTTP EEM
EAME

CRD

Ingress jEfi#

Ui H R HIEE M
FLNZR A ZE TE )

L4/L7 #BH
EAME
CRD
RIS X
Ingress jEfi#

S IRHRE

ModSecurity
PN

BRAELIR
XA
[W=wN]|

TCP/HTTP Keepalive
EAME
CRD

ALB - Alauda Container Platform



{# F OAuth Proxy fit4 ALB
Overview
Procedure

Result
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BT ALB Bt & GatewayApi Gateway

FNE
[IE = Ses

Gateway 1 Alb2 B E &R (CR) Rfl

TAIE Web =& 41 Gateway
1@t CLI A1 Gateway
BEEFRUENRIR

B H Gateway

BT Web 1% & T Gateway
YA

BIT Web %5 & AR ITES
B CLI RN =5

B & ER R

HTTPRoute BEX&KIR (CR) 7~
BT Web =1 & 6152 % AL
BT CLI B2 ALN

£ ALB FEE MK
Xt TSR NHEL ALB
SFTRFPEEX ALB
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ALB MEREEEFIRTR
JNEU A PR

eR U A PR

KAVAE F=TRES
IR SRR B Y
I PR

3% ALB
ALB
Wi (Frontend)

SRAESRAR A

BT ALB ¥ IPV6 JiEH A IS HPIH] IPvA it
Rk
LRI

OTel

P N7

BIIR SR
BRAEDTR
HARIRIE
i A3 BA
[W=wN]|



ALB ff
AV
SRS

FAGE 1IN

CORS
BEAHE
CRD

ALB FRIGAEIELEFRK

RS

AREE
FLEAR
RIEKRE

URLEF
HAHES
s
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%



Menu

ft4=Z Auth
SCFFE Auth 7730
Auth FgE AR
Auth 5540

PR T4

B8 ALB
BL& Secret # Ingress

JoruE

#83% Ingress jEfig

forward-auth

MERERIERR
auth-url
auth-method
auth-proxy-set-headers
#XE app-request X 7EA#
auth-response-headers
Cookie 4b1#
EEmMBAAKREE
auth-signin
auth-signin-redirect-param

auth-request-redirect

Auth - Alauda Container Platform

ARTUHENE >
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basic-auth
auth-realm
auth-type
auth-secret
auth-secret-type
CR
ALB 455k Ingress jxfi#
Auth-Enable
Ingress-Nginx Auth #8 < EL fth4t4
Global-Auth
No-Auth-Locations
JEE 5 Ingress-Nginx R3ERHIE

HIEHE

22N oA

{t2,& Auth

Auth B—FIEERENESKIRARS 2 BIZH TR HIIERALE]. ©RFRTE ALB RS —ES
HIIE , MEAFTESNRiRRSHRUASHRIELZE.

XFFH) Auth 775K

ALB IR EZNSHEIEA

1. Forward Auth (#MNSRAE)
o MANEBINIEAR S & X35 SKASALE BB 515
o EAGE  FEEZMIAIEZEE , 20 OAuth, SSO %
o T1EIRFE :

1. FPESKEX ALB



Auth - Alauda Container Platform
2. ALB BALE B AN RS

3. INEARS IR BIFUELER

4. IRIGNIELER R E B B AVFIR faim RS

2. Basic Auth (EAIAUF)

o ETRPLMEBRLREBINEALS]
o ERZR : FEBVIRES] , FERMERIP
o T{EAE :

1. BAESKERA ALB

2. ALB & 5K 1A 4 MG

3. SECERIAE S S THLRT

4. BUEIBS NFE &2 fEin R S5

Auth FCE A=

1. £/ Auth

o £ ALB KFIBCE , EATHERS
e 7£ ALB 8% FT CR LECE

2. {12251 Auth

o TE4ETE Ingress i LELE
o 7E4FE Rule LECE
e AINEEL S auth fiLE

3. ZH Auth

o GHXTHFERIZZEA auth
o £ Ingress B RACE alb.ingress.cpaas.io/auth-enable: "false"
7 CR

e 7 Rule Li#j W=

Auth Z5R 408
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o Auth B3 : EREHAE KR Bim RS
e Auth 2l : iIR[E] 401 unauthorized &%

o AABCEINERBERETERITA (I&@AT Forward Auth)

R FF 45
{£F ALB Bt E Basic Auth

HhZ%& ALB

cat <<EOF | kubectl apply -f -
apiVersion: crd.alauda.io/v2
kind: ALB2
metadata:
name: auth
namespace: cpaas-system
spec:
config:
networkMode: container
projects:
- ALL_ALL
replicas: 1
vip:
enablelbSvc: false
type: nginx
EOF
export ALB_IP=$(kubectl get pods -n cpaas-system -1 service_name=alb2-auth -o
jsonpath="{.items[*].status.podIP}");echo $ALB_IP

ALE Secret 1 Ingress
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# echo "Zm9v0iRhcHIXxJHFJQ@5aNjFRIDIpb29pS1ZVQU1tcHIxMjU4LONOUDE=" | base64 -d #
foo:$apr1$qICNZ61Q$2i00ilVUAMmMprq258/ChP1
# openssl passwd -apr1 -salt qICNZ61Q bar # $apr1$qICNZ61Q$2io0i]VUAMmprq258/ChP1

kubectl apply -f - <<'END'
apiVersion: v1
kind: Secret
metadata:
name: auth-file
type: Opaque
data:
auth: Zm9v0iRhcHIxJHFJQ@5aNjFRIDIpb29pS1Z2VQU1tcHIxMjU4LONOUDE=
apiVersion: networking.k8s.io0/v1
kind: Ingress
metadata:
name: auth-file
annotations:
"nginx.ingress.kubernetes.io/auth-type": "basic"
"nginx.ingress.kubernetes.io/auth-secret": "default/auth-file"

"nginx.ingress.kubernetes.io/auth-secret-type": "auth-file"

spec:
rules:
- http:

paths:

- path: /app-file
pathType: Prefix
backend:

service:
name: app-server
port:
number: 80
END

Evalla
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curl -v -X GET -H "Authorization: Basic Zm9vOmlhcg==" http://$ALB_IP:80/app-file

curl -v -X GET -H "Authorization: Basic XXXXOmJhcg==" http://$ALB_IP:80/app-file

\

A< Ingress JEfi#

Ingress-nginx & X T —Z&5EfE , BTFERENESREREMAAE T, AT E ALB XIFHIEAES )
Fx, Hp v RoRFF X RIS
support type 1tHA

B A% http 1
forward-auth sk forward
auth

nginx.ingress.kubernetes.io/auth-url % string

nginx.ingress.kubernetes.io/auth-

% string
method
nginx.ingress.kubernetes.io/auth- _
_ v string
signin
nginx.ingress.kubernetes.io/auth- .
o _ % string
signin-redirect-param
nginx.ingress.kubernetes.io/auth- .
% string
response-headers
nginx.ingress.kubernetes.io/auth- .
% string
proxy-set-headers
nginx.ingress.kubernetes.io/auth- _
% string

request-redirect



nginx.ingress.kubernetes.io/auth-

always-set-cookie

nginx.ingress.kubernetes.io/auth-

snippet

basic-auth

nginx.ingress.kubernetes.io/auth-

realm

nginx.ingress.kubernetes.io/auth-

secret

nginx.ingress.kubernetes.io/auth-

secret-type

Auth - Alauda Container Platform

support

nginx.ingress.kubernetes.io/auth-type -

auth-cache

nginx.ingress.kubernetes.io/auth-

cache-key

nginx.ingress.kubernetes.io/auth-

cache-duration

auth-keepalive

nginx.ingress.kubernetes.io/auth-

keepalive

nginx.ingress.kubernetes.io/auth-

keepalive-share-vars

type Sl=1z]

boolean

string
AT A &R
secret SRETIAUE

string

string

string

"basic" or basic: 3Z#F aprl

"digest" digest: " #HF

string

string
RIBVEKIRIFK
EHE, BI— RS
TEREERE
keepalive 174

number

"true" or

"false"
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support type 1iAA

nginx.ingress.kubernetes.io/auth-

. X number
keepalive-requests
nginx.ingress.kubernetes.io/auth-
o X number
keepalive-timeout
LHIFSKA https
auth-tls ~ i, BRSMNSUEIE
H.
nginx.ingress.kubernetes.io/auth-tls- .
X string
secret
nginx.ingress.kubernetes.io/auth-tls-
. X number
verify-depth
nginx.ingress.kubernetes.io/auth-tls- _
. . X string
verify-client
nginx.ingress.kubernetes.io/auth-tls- _
X string
error-page
nginx.ingress.kubernetes.io/auth-tls- "true” or
X
pass-certificate-to-upstream "false”
nginx.ingress.kubernetes.io/auth-tls- _
X string

match-cn

forward-auth


https://github.com/kubernetes/ingress-nginx/blob/main/docs/user-guide/nginx-configuration/annotations.md#client-certificate-authentication
https://github.com/kubernetes/ingress-nginx/blob/main/docs/user-guide/nginx-configuration/annotations.md#client-certificate-authentication
https://github.com/kubernetes/ingress-nginx/blob/main/docs/user-guide/nginx-configuration/annotations.md#client-certificate-authentication
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client alb auth-server app

client request (cli-request)

»

alb request to auth-server (auth-request)

»

auth-server reply 200 (auth-response)

A

app-request

\ 4

app-response

A

cli-response

A

client alb auth-server app

HRERE

e nginx.ingress.kubernetes.io/auth-url

¢ nginx.ingress.kubernetes.io/auth-method

e nginx.ingress.kubernetes.io/auth-signin

¢ nginx.ingress.kubernetes.io/auth-signin-redirect-param
e nginx.ingress.kubernetes.io/auth-response-headers

¢ nginx.ingress.kubernetes.io/auth-proxy-set-headers

nginx.ingress.kubernetes.io/auth-request-redirect

nginx.ingress.kubernetes.io/auth-always-set-cookie

IXLETFARHA T LR RFE auth-request, app-request F cli-response RIS HL.

ME A IR
auth-url
auth-request (¥ URL , {EAT A2 E .

auth-method

auth-request HIESRK A%,

auth-proxy-set-headers
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{B-7 ConfigMap %IFH 1&ZNA ns/name . BRIABILE , cli-request AT EESK KBS R IX A
auth-server, TJRUEIT proxy_set _header ECEEISMOTEKRK, BOAKEHREKRKANT -

X-Original-URI $request_uri;

X-Scheme $pass_access_scheme;
X-Original-URL $scheme://$http_host$request_uri;
X-Original-Method $request_method;

X-Sent-From "alb";

X-Real-IP $remote_addr;

X-Forwarded-For $proxy_add_x_forwarded_for;

X-Auth-Request-Redirect $request_uri;

¥¥& app-request 18 </Tfi#

auth-response-headers

EHESHRIFRE , RVER auth-response FHFETEK KT A app-request, 7R :

nginx.ingress.kubernetes.io/auth-response-headers: Remote-User,Remote-Name

U ALB %k ic app-request B , &45T auth-response Hf{] Remote-User 1 Remote-Name iF

Cookie 4%

auth-response #1 app-response #A] L& & cookie, ZRIAIBILT , 1N app-
response.success B , auth-response.set-cookie && 3% cli-response.set-cookie #,

FJAR always-set-cookie

{248 app-response.set-
cookie

BEEMELMKRECE
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2 auth-server IR [a] 401 B , BT PAZE cli-response X & location 3k , F5/RN 28 EE @ E
auth-signin 158 url HITIAIE,

client alb auth-server

client request (cli-request)

v

alb request to auth-server (auth-request)

I

auth-server reply not 200 (auth-response)

<

P INES BT | alb 3R [8] cli-response (T location SkEE[f) )

<

client alb auth-server

auth-signin

{E4 url , F5§5E cli-response F ] location 3k,

auth-signin-redirect-param

signin-url FREESIEZFR , BUAR rd. 2R signin-url FARAE auth-signin-redirect-

param FEEMSEE |, alb SEINRFINZSE. SHERERN
$pass_access_scheme://$http_host$escaped_request_uri , FBFIEKEIAEK URL,

auth-request-redirect

1t auth-request F&E x-auth-request-redirect 3k,

basic-auth

basic-auth & RFC 7617 7 FIAKRIAETFE., RKEIRFENT -


https://datatracker.ietf.org/doc/html/rfc7617
https://datatracker.ietf.org/doc/html/rfc7617
https://datatracker.ietf.org/doc/html/rfc7617
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client

alb

client request (cli-request)

R EVEK T KA 4 AR

cli-response
<

<

client

auth-realm

alb

SRFFXIF IR -~ B cli-response H1 WWH-Authenticate SKkfK realm {H. =% 1 WWW-

Authenticate: Basic realm="$realm"

auth-type

WIEARZEE , BRI basic

auth-secret

F P4 %0 secret 5| B, #&2 A ns/name

auth-secret-type

Secret XFFRFHRIETY

1. auth-file : secret §{] data {84 —/ M4 "auth
a0 -

data:
auth: "user?:$apri$xyz..."

", H{&} Apache htpasswd &K FHF .


https://developer.mozilla.org/zh-CN/docs/Web/HTTP/Headers/WWW-Authenticate#realm
https://developer.mozilla.org/zh-CN/docs/Web/HTTP/Headers/WWW-Authenticate#realm
https://developer.mozilla.org/zh-CN/docs/Web/HTTP/Headers/WWW-Authenticate#realm
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2. auth-map : secret ] data P EMRFRRAFE |, SINKESEEKSE (htpasswd F3{F A
BERF%Z) . B0 :

data:
user1: "$apri$xyz...."
user2: "$apri$abc...."

AR - URTNSIHER aprl BIRA K htpasswd AR ERLE %,

CR

ALB CR B85 auth #8XHECEIR , 7]7E ALB/Frontend/Rule CR _FAtE . =178t , ALB &
¥ Ingress L) REGEIR ORI,
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auth:
# Basic JAMEACE
basic:

# string; XL nginx.ingress.kubernetes.io/auth-type: basic
auth_type: "basic"
# string; XfK nginx.ingress.kubernetes.io/auth-realm
realm: "Restricted Access"
# string; XfKZ nginx.ingress.kubernetes.io/auth-secret
secret: "ns/name"
# string; XKz nginx.ingress.kubernetes.io/auth-secret-type
secret_type: "auth-map|auth-file"
# Forward JAERCE
forward:
# boolean; X¥Rv nginx.ingress.kubernetes.io/auth-always-set-cookie
always_set_cookie: true
# string; XfKZ nginx.ingress.kubernetes.io/auth-proxy-set-headers
auth_headers_cm_ref: "ns/name"
# string; XfKZ nginx.ingress.kubernetes.io/auth-request-redirect
auth_request_redirect: "/login"
# string; X/ nginx.ingress.kubernetes.io/auth-method
method: "GET"
# string; X/ nginx.ingress.kubernetes.io/auth-signin
signin: "/signin"
# string; XL nginx.ingress.kubernetes.io/auth-signin-redirect-param
signin_redirect_param: "redirect_to"
# [Istring; XL/ nginx.ingress.kubernetes.io/auth-response-headers
upstream_headers:
- "X-User-ID"
- "X-User-Name"
- "X-User-Email"
# string; Xf/ nginx.ingress.kubernetes.io/auth-url

url: "http://auth-service/validate"

Auth XFHERLN T ERCE :

e Alb CR B .spec.config.auth
e Frontend CR Ff] .spec.config.auth

e Rule CR F] .spec.config.auth

g7k Alb > Frontend > Rule, 215R-F CR KACE , N{EAX CR KIECE.
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\

ALB %55k Ingress jxfi#

e Ingress JFEH , ALB ARIEIEMERTARIAE MR , MAEZRNSENRA :

e index.$rule_index-$path_index.alb.ingress.cpaas.io
e alb.ingress.cpaas.io

e nginx.ingress.kubernetes.io

XA AR RS ingress-nginx BIFRAMERIE , FHFZIFIERFRE Ingress i1 LFEE

Auth-Enable

alb.ingress.cpaas.io/auth-enable: "false"

ALB FriEpiEfg , BT 2B /BH X Ingress HIAIETIRE.

Ingress-Nginx Auth #83<E At

Global-Auth

auth fic&.

1 ingress-nginx 7 , AJRLEIT ConfigMap RE £ /5 auth , ST AFHE Ingress BCEIAUE.

1£ ALB &, A[PAfE ALB2 F1 FT CR _EECE auth , EFERFL NS A X LA E

No-Auth-Locations

£ ALB &, ATPUIBIT7E Ingress _EEACETEAE alb.ingress.cpaas.io/auth-enable:

% Ingress [ auth ZHBE,

EE : 5 Ingress-Nginx NFEFHIEES

1. N #F auth-keepalive

"false" SkZEH
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2. N3 FF auth-snippet

3. &~ #F auth-cache

4. N Fr auth-tls

5. Basic-auth {X3Z#F basic , I~3ZFF digest

6. Basic-auth basic {3Z#F aprl &% , IN3ZHF berypt, sha256 &

5

EHFE

1. &% ALB pod # Nginx Bzs Hi&

2. &R [EHfK X-ALB-ERR-REASON k(=2
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Menu ALY >

b2 ALB 157 A VIP

ALB KIS ] HRE— VIP , AEFAIARE VIP,

H=x

A 3— : {FF8 LoadBalancer Z5RYf] Service 1243 VIP

7T« (ERSMNED ALB &R VIP

A— : {#H LoadBalancer Z£#I[{] Service 321t
VIP

FERA container PLRFEIBIEE ALB B , R4 B340 — LoadBalancer 25831 Service |,
1% ALB 121 VIP,

{FRTNE R ERZHF LoadBalancer Service , JRUEFRAFANESIL., BARCEBES N ILE
MetalLB.

MetalLB #E& 347/ , FTLAFE alb.spec.config.vip.lbSvcAnnotations WRANDAT jEf#SCIEEE
MetalLB 174, ¥, ALB WEHELE,

TEfE iR

SHC4: Service 8 VIP , ZAMHIESHIE , XFF
metallb.universe.tf/loadBalancerIPs % VIP WAk , 440 :
192.0.2.10,2001:db8::10
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TEfiR Pl
metallb.universe.tf/address-pool MetalLB 4Bt i it

A fFASNT ALB iR &R VIP

o ZREINFEML TIZIMAAIA ALB BRSH IP itk (A IP. FAM IP, VIP) g4, tnRA8
fFRIBBENSNTIREAR ALB Bl , IR ATEEIR A FFECEIR AT, BUVUERR
BTGB EE&R4E VIP , BN A a4 8dE+ 0 LB 7R (Alpha)

o WRIEWFIHR , SNIF ALB FEXFTEERANInABCERFRE , UB) ALB FHEESHIFH
e, RFREERENT

RRKES .
" AR
. SBEIUAT : 11782,
v [
e WEERHAE - 1036,
#1X BREERMNSEE | #3ER TCP,

ey [z 8 S g R E RN BT HE) , ZIXECES 2 7.
KE R 2B EARR , ZINECER 5 W,

LR ORER | RERZOR R HIE fEin RS AR R E R, BXEC

(g B
A2 FRIRE P~
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= Menu ZARTUMEYE >

Header Modification

Bk

EAHE
15 AR

N

EAM

YW ENEKES , header modification FAVFFER: &2 fRin 2 BIAEESKK, [RIFE , H“ikE)
IENVAT , B IR [B144 % P2 BRI 3K,

(EdEENES

B #x R
. alb.ingress.cpaas.io/rewrite-request , alb.ingress.cpaas.io/rewrite-
INgress
response
rule alb.rule.cpaas.io/rewrite-request , alb.rule.cpaas.io/rewrite-response

EMREEBSECEK JSON F&FEH,
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type RewriteRequestConfig struct {

LAY

Headers map[string]string  ‘json:"headers,omitempty

ny

HeadersVar map[string]string  ‘json:"headers_var,omitempty

nmy

HeadersRemove []string ‘json:"headers_remove,omitempty

n\

HeadersAdd map[string][]string ‘json:"headers_add,omitempty

LAY

HeadersAddVar map[string][]string ‘json:"headers_add_var,omitempty

}

type RewriteResponseConfig struct {
Headers map[string]string  ‘json:"headers,omitempty"®
HeadersRemove []string ‘json:"headers_remove,omitempty"®

nmy

HeadersAdd map[string][]string ‘json:"headers_add,omitempty

FEE fE *var MRS, 882 header £FF , EE ALB L TXEEL. #40, m—A Ingress
ARIDAN T AR

alb.ingress.cpaas.io/rewrite-request: '{
"headers_var": {
"x-my-host": "http_host"

BLRMEER x-my-host , {EFEKE host header HEKk, RATBAE#E nginx variable ~
KT EL.

ALB 24t T ZIMNO T £
TEx ik
first_forward_or_remote_addr F— N A EORFEHAE | BUARE  remote_addr

first_forward BRI, BARTF S

o]


http://nginx.org/en/docs/varindex.html
http://nginx.org/en/docs/varindex.html
http://nginx.org/en/docs/varindex.html
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M cookie FH RN Authorization 3k, aTUER :

alb.ingress.cpaas.io/rewrite-request: '{"headers_var":

{"Authorization":"cookie auth_token"}}'

ERE HSTS , aJRMEA :

alb.rule.cpaas.io/rewrite-response: |
{ "headers": { "Strict-Transport-Security": "max-age=63072000; includeSubDomains;
preload"} }
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Menu ZARTUMEYE >

L
-
-
U
-
Tl
af

CRD

Ingress jfi#
SSL-Redirect

Ui 4R 5| E TE M)

FNZR A E RE 7]

EAMEE
HTTP EE M2 ALB 1M —TZhaE. EAEHIR[E—4 30x B HTTP R ILECAL N EE
3K, Location k¥ BB TFERE FimE i M 2)#HTH) URL,

ALB 3% fEsm H AN N A IBCE B M .

CRD
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redirect:
properties:
code:
type: integer
host:
type: string
port:
type: integer
prefix_match:
type: string
replace_prefix:
type: string
scheme:
type: string
url:
type: string
type: object

EEm A IR ETE :

e H¥f : .spec.config.redirect

e FLW : .spec.config.redirect

Ingress jfi#

iR
nginx.ingress.kubernetes.io/permanent-redirect

nginx.ingress.kubernetes.io/permanent-

redirect-code
nginx.ingress.kubernetes.io/temporal-redirect

nginx.ingress.kubernetes.io/temporal-redirect-

code

DS

ST CR i) URL , ZXIA% code i%
B4 301

Xfi, CR #f{] code

ST CR #E URL |, ZRAK code 1%
B4 302

Xfi/ CR #f{] code
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347 Ha b
TEfi7 R

ST CR =¥ scheme , EBHA%

nginx.ingress.kubernetes.io/ssl-redirect . .
scheme & & A HTTPS

SR/ CR #f4 scheme , ZRIA%

nginx.ingress.kubernetes.io/force-ssl-redirect . .
scheme & & A HTTPS

SSL-Redirect

1. SSL-redirect # force-ssl-redirect X HI7EF , SSL-redirect {X 4 ingress Xt 1,4 B IUE+H
Bf4E% , T force-ssl-redirect TS B BB UERESEM.

2. 5T HTTPS ¥ , aNRABCE T SSL-redirect , MASREEEM.

4]

il

Vi [ 2K 71| E

YERARAEEEEMEN , AR REHKEREBSARBEE R B TERE M.

KR 3 E e )

BEMNEAEEEE N , LEZANEEREIRIEEEMECEHTEREM .
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Menu ALY >

L4/L7 #BA

CRD
A X
Ingress jfi#

SRR

EAM

LA/L7 BT E ALB iR —12hae , AT ECE L4/L7 IR ESET A,

BT Lua IASKEL , E%E REREHME Nginx,

CRD
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timeout:
properties:
proxy_connect_timeout_ms:
type: integer
proxy_read_timeout_ms:
type: integer
proxy_send_timeout_ms:
type: integer
type: object

ALET AN AT :

e Frontend : .spec.config.timeout

e Rule : .spec.config.timeout

TS X

RISy A =FhZERY

1. proxy_connect_timeout_ms : & X5_Liif RS 23 B OEHRNBEEE, REARERNITT
TRRBALERE | ERERK.

2. proxy_read_timeout_ms : £ X M LRSS 23BN (R BB R] . IR B 2 PR LR
BUREZ BRI TR E)RR , MAEREMER KRR, anREAIEARIRREIEIE | TR
K.

3. proxy_send_timeout_ms : & X[ _LifAR S 25 ZEERABEITISE ., SiBUGRRZEML , &
MR BRERE NREZ BB EEE, WREXEANTTERLIETIRE | SRR,

Ingress jfi#

iR WA
nginx.ingress.kubernetes.io/proxy-connect- ST CR ##H)

timeout proxy_connect_timeout_ms
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LY

AR

nginx.ingress.kubernetes.io/proxy-read-

timeout

nginx.ingress.kubernetes.io/proxy-send-

timeout

W14 AR

1EH
St CR A

proxy_read_timeout_ms

ST CR # i

proxy_send_timeout_ms

LRI UE R H ERCERN | KBECEEA L4 BEHER.
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Menu ALY >

ModSecurity

ModSecurity 2—MN IR Web R ki (WAF) |, BTH#P Web N AHRZEERT. ©
IR X4 , IEZMRIBES M Web RF35. FEREHNESS (ALB) XIFEE
ModSecurity , f8F7E Ingress KHFITMENECE .

Bk

A&
BAEDIR
FriE— : ININTLAR
FiEZ L& CR
HAR LA
B AL

W=#N.]|

ANE

N WtHA
owasp-core- OWASP Core Rule Set 2 — N FFEAMNIEE , FTNAI LEE WK
rules Web i F3 .

BRAEDIR



B FERT I BIREK) YAML ST RN f#EECE CR KECE ModSecurity,,

ModSecurity - Alauda Container Platform

EXT. YAML X489 metadata.annotations FERHRAILAT /£ ABCE ModSecurity,

« Ingress-Nginx &2 %

nginx.ingress.kubernetes.iolenable-

modsecurity

nginx.ingress.kubernetes.iolenable-

owasp-core-rules

F
[

bool

bool

nginx.ingress.kubernetes.io/modsecurity-

transaction-id

string

nginx.ingress.kubernetes.io/modsecurity-

snippet

o ALB FFALHR

alb.modsecurity.cpaas.ioluse-

recommend

string

&Y
%

KA

bool Ingress

=X
B0
% I’
=)
Ingress
ModSecurity,
JaF OWASP
Ingress Core Rule
Set,
RTmRED
ERHE—SF
Ingress %D, T H
SICRANA
A,
SR P
Ingress, BEN
ALB, ModSecurity
FT, iE , LUHRE
Rule BERETH
K.
Wi AA
SRS

ModSecurity FLR ; & E
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o \ &= AT
g i it
%
alb.modsecurity.cpaas.iolcmref string Ingress

FiE— : BiE CR
1 TR EEREN AL, FT 5, Rule FUE £,

2. IRIBFELE spec.config FIRMATFEL.

{ "modsecurity": {
"enable": true,
"transactionId": "$xx",
"useCoreRules": true,

"useRecommend": true,

"cmRef": "$ns/$namett$section”,

}}

3. R FABCE 1.

EPNPNS

ML)

R Rule FRECE ModSecurity , &= 7E FT FEHKELE
F ALB FHALE.

UthA

A true DANFATIE XY
TN,

S| AfFERLE |, Blaniald
EE ConfigMap (3| F&
s

( $ns/$namett$section )

MEZHEEXKEECE.

; AR FT PR BECE , Wik
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=]

PAT7RBIERE T —A %A waf-alb # ALB F1—N%A hello MIERRIRNVA, RINERET —
N4k ing-waf-enable ] Ingress , BN T /waf-enable FEERFFECE T ModSecurity #R), {E
AEEERSH test BHERESFHE test HEKRESHHEL.
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cat <<EOF | kubectl apply -f -
apiVersion: crd.alauda.io/v2
kind: ALB2
metadata:
name: waf-alb
namespace: cpaas-system
spec:
config:
loadbalancerName: waf-alb
projects:
- ALL_ALL
replicas: 1
type: nginx
apiVersion: networking.k8s.io/v1
kind: Ingress
metadata:
annotations:
nginx.ingress.kubernetes.io/enable-modsecurity: "true"
nginx.ingress.kubernetes.io/modsecurity-transaction-id: "$request_id"
nginx.ingress.kubernetes.io/modsecurity-snippet: |
SecRuleEngine On
SecRule ARGS:test "@contains test" "id:1234,deny, log"
name: ing-waf-enable
spec:
ingressClassName: waf-alb

rules:
- http:
paths:
- backend:

service:
name: hello
port:

number: 80

path: /waf-enable
pathType: ImplementationSpecific
apiVersion: networking.k8s.io/v1
kind: Ingress
metadata:
name: ing-waf-normal
spec:
ingressClassName: waf-alb
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rules:
- http:
paths:
- backend:

service:
name: hello

port:
number: 80

path: /waf-not-enable
pathType: ImplementationSpecific
apiVersion: apps/v1
kind: Deployment
metadata:
name: hello
spec:
replicas: 1
selector:
matchLabels:
service.cpaas.io/name: hello
service_name: hello
template:
metadata:

labels:
service.cpaas.io/name: hello

service_name: hello
spec:
containers:
- name: hello-world
image: docker.io/hashicorp/http-echo
imagePullPolicy: IfNotPresent
apiVersion: v1
kind: Service
metadata:
name: hello
spec:
internalTrafficPolicy: Cluster
ipFamilies:
- IPv4
ipFamilyPolicy: SingleStack
ports:
- name: http
port: 80
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protocol: TCP
targetPort: 5678
selector:
service_name: hello
sessionAffinity: None
type: ClusterIP
EOF
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Menu ALY >

TCP/HTTP Keepalive

Bk

EAHE

CRD

EAM

1. ALB X #fris A& IBLE keepalive , B 7E frontend 3 THCE.

2. Keepalive % F¥ii5 ALB Z [AJRIEEARST , T2 ALB 5/qtn 2 [AJKIEERSF.
3. B3 Nginx BCESIL , Nginx FREAHEREX BN B3ER.

4. TCP keepalive 1 HTTP keepalive 2F MRS

1. TCP keepalive & TCP WHXH4E , LIRBEIREWES , Z1X RN AU ZE
EERANAFE , AMTRNAFEIEKR,

2. HTTP keepalive (HFRAFRIZER) XS HTTPIEKERAR— TCP &k , BRT
BSLHTERRTTAY | BB DSER AN BRAE IR FHARE.

CRD



TCP/HTTP Keepalive - Alauda Container Platform

keepalive:
properties:
http:
description: i L7 keepalive
properties:
header_timeout:
description: Keepalive header #ht, BRARIKRE.
type: string
requests:
description: Keepalive &Kk¥t, EXNAZE 1000,
type: integer
timeout:
description: Keepalive #HB}, ERIAZE 75So
type: string
type: object
tcp:
description: TCPKeepAlive XM TCP keepalive Z%¥k (SO_KEEPALIVE)
properties:
count:
description: TCP_KEEPCNT EHEF IR,
type: integer
idle:
description: TCP_KEEPIDLE EEF %M,
type: string
interval:
description: TCP_KEEPINTVL EJEFEM,
type: string
type: object
type: object

{XBEFE Frontend B .spec.config.keepalive _LACE.
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Menu ZARTUMEYE >

{& F§ OAuth Proxy fic& ALB

Bk

Overview
Procedure

Result

Overview

AEFRANAE R OAuth Proxy A& ALB SREISMRIAILE.

Procedure

RIRAT IR FRAINEE

1. #RZ kind

kind create cluster --name alb-auth --image=kindest/node:v1.28.0

kind get kubeconfig --name=alb-auth > ~/.kube/config

2. #FZ alb
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helm repo add alb https://alauda.github.io/alb/;helm repo update;helm search repo|grep

alb

helm install alb-operator alb/alauda-alb2
alb_ip=$(docker inspect -f '{{range.NetworkSettings.Networks}}{{.IPAddress}}{{end}}"

alb

-auth-control-plane)

echo $alb_ip

cat

<<EOF | kubectl apply -f -

apiVersion: crd.alauda.io/v2
kind: ALB2

metadata:

name: alb-auth

spec:

EOF

3. FhEM

address: "$alb_ip"

type: "nginx"

config:
networkMode: host
loadbalancerName: alb-demo
projects:
- ALL_ALL

replicas: 1

o A

o BI# github oauth app ~

4

FTEISIERLSFFEL $GITHUB_CLIENT_ID A0 $GITHUB_CLIENT_SECRET , EEMHIZE LA

s

e ficE dns

Ak E B echo.com {E AN B84 , auth.alb.echo.com 1 alb.echo.com

o ERZE oauth-proxy

oauth2-proxy F=E(7] github , FTREFRERE HTTPS_PROXY MEAE


https://docs.github.com/en/apps/oauth-apps/building-oauth-apps/creating-an-oauth-app
https://docs.github.com/en/apps/oauth-apps/building-oauth-apps/creating-an-oauth-app
https://docs.github.com/en/apps/oauth-apps/building-oauth-apps/creating-an-oauth-app

{#F3 OAuth Proxy it 4 ALB - Alauda Container Platform

COOKIE_SECRET=$(python -c "import os,base64;
print(base64.urlsafe_bb4encode(os.urandom(32)).decode())")
OAUTH2_PROXY_IMAGE="quay.io/o0auth2-proxy/oauth2-proxy:v7.7.1"
kind load docker-image $0AUTH2_PROXY_IMAGE --name alb-auth
cat <<EOF | kubectl apply -f -
apiVersion: apps/v1
kind: Deployment
metadata:
labels:
k8s-app: oauth2-proxy
name: oauth2-proxy
spec:
replicas: 1
selector:
matchLabels:
k8s-app: oauth2-proxy
template:
metadata:
labels:
k8s-app: oauth2-proxy
spec:
containers:
- args:
- --http-address=0.0.0.0:4180
- --redirect-url=http://auth.alb.echo.com/oauth2/callback
- --provider=github
- --whitelist-domain=.alb.echo.com
- --email-domain=*
- --upstream=file:///dev/null
- --cookie-domain=.alb.echo.com
- --cookie-secure=false

- --reverse-proxy=true

- name: OAUTH2_PROXY_CLIENT_ID
value: $GITHUB_CLIENT_ID
- name: OAUTH2_PROXY_CLIENT_SECRET
value: $GITHUB_CLIENT_SECRET
- name: OAUTH2_PROXY_COOKIE_SECRET
value: $COOKIE_SECRET
image: $0AUTH2_PROXY_IMAGE
imagePullPolicy: IfNotPresent
name: oauth2-proxy
ports:
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- containerPort: 4180
name: http
protocol: TCP

- containerPort: 44180
name: metrics
protocol: TCP

apiVersion: v1
kind: Service
metadata:
labels:
k8s-app: oauth2-proxy
name: oauth2-proxy
spec:
ports:
- appProtocol: http
name: http
port: 80
protocol: TCP
targetPort: http
- appProtocol: http
name: metrics
port: 44180
protocol: TCP
targetPort: metrics
selector:
k8s-app: oauth2-proxy
EOF

4. BiE ingress

FKAVEECER ) ingress , auth.alb.echo.com #1 alb.echo.com
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cat <<EOF | kubectl apply -f -
apiVersion: networking.k8s.io/v1
kind: Ingress
metadata:
annotations:
nginx.ingress.kubernetes.io/auth-url: "https://auth.alb.echo.com/oauth2/auth"
nginx.ingress.kubernetes.io/auth-signin: "https://auth.alb.echo.com/oauth2/start?
rd=http://\$host\$request_uri"
name: echo-resty
spec:
ingressClassName: alb-auth
rules:
- host: alb.echo.com
http:
paths:
- path: /
pathType: Prefix
backend:
service:
name: echo-resty
port:
number: 80
apiVersion: networking.k8s.io/v1
kind: Ingress
metadata:
name: oauth2-proxy
spec:
ingressClassName: alb-auth
rules:
- host: auth.alb.echo.com
http:
paths:
- path: /
pathType: Prefix
backend:
service:
name: oauth2-proxy
port:
number: 80
EOF
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Result

o IRMETTRUE , ¥EBE alb. oauth-proxy FIMLKE A,
* iji[7) alb.echo.com f7 , SWEEMZ! github INERE , RUEB JaEY ] AR A



JAY ALB BLE GatewayApi Gateway - Alauda Container Platform

Menu

BT ALB EiE GatewayApi Gateway

ARTUHENE >

ANHERX (Gateway) ZM Gateway Class G2 RSB, 'E 45 tnlras DAHTE 184 A

SN E . HEEAN , ATRORTERE ISMT)

BUEE NS4 K ASKEL SE AL L RO 2% BRI B,

B=x

A&

HIIR & AT

Gateway #1 Alb2 HENKIR (CR) 7/~

TBid Web 1% & €1i2 Gateway
181T CLI g3 Gateway
BEREFEUENRIR
H ¥ Gateway
BT Web 5% & B Gateway
AIIFAUTES

BIfR&1F
B3 Web 26| &R0 IS
BT CLI AR5

B2 AN

HTTPRoute BE X &R (CR) 7Rl

1BIT Web #25 & A2 iR FLN
18T CLI B2 AL

EIXEEIN MK
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ANE

TIREFR (RS 15 AL EA

fEdRAE Gateway API XX#4 , Gateway Class #
Gateway B N AU M RRAERR . AN REIRISEAR 7] BlEE A TFaNETAN
Class FARRNE AN |, FETRRRES Gateway Class,
I,

PN SIS S N: SE g T D ey
NI SR FTA T AT RIR. E X i AT A TREI 2R

NERR s o A . UMERNESRE S,
B, SAREIREEALIIS R F EIRsep,
BEHLIE X T MEFIRS MRS A 5—RF] AU
HENI, Gateway AP| 4 RiAR A STIFEEE EH AL ZE HTTP, HTTPS,

e
Rlf13E HTTPRoute, TCPRoute., UDPRoute TCP #0 UDP {3
=3 %

Gl e

A EHE AFWRERFF LoadBalancer KEVKINEIEE., XNTAB &R  IIARK
LoadBalancer Service Controller, fEFIEANE =EEE , EEIRINIEHIIETHRE |, BLBE ARG ,
LoadBalancer 2SR NERES EHE] B 3 MAMER AL BARER 1P AAEESMNERAIR).

Gateway #1 Alb2 BE X ®IR (CR) Rl
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apiVersion: gateway.networking.k8s.io/v1betal
kind: Gateway
metadata:
namespace: k-1
name: test
annotations:
cpaas.io/display-name: ces
labels:
alb.cpaas.io/alb-ref: test—o93q7o
spec:
gatewayClassName: exclusive—gatewaya
listeners:
- allowedRoutes:
namespaces:
from: All
name: gateway-metric
protocol: TCP
port: 11782
apiVersion: crd.alauda.io/v2betal
kind: ALB2
metadata:
namespace: k-1
name: test-093q7 @)
spec:
type: nginx
config:
enableAlb: false
networkMode: container
resources:
limits:
cpu: 200m
memory: 256Mi
requests:
cpu: 200m
memory: 256Mi
vip:
enablelbSvc: true
lbSvcAnnotations: {}
gateway:
mode: standalone

name: test e



BT ALB BLE GatewayApi Gateway - Alauda Container Platform

1. B S fE AR ALB,
2. LN/ Gateway Class /144,
3. ALB2 ZFRMEZ\ : {gatewayName}-{random} .

4. Gateway & #R.

BT Web 7% & €32 Gateway

1. ¥ )\ Container Platform.
2. EEMESHA AT Network > Inbound Gateway.
3. ;ifi Create Inbound Gateway,

4. 2Z TR RECE RS,

S8 WtAA

B R INITESNE S
Gateway Class X T RXHITH , T EMELE

Gateway (StorageClasses) IS ; BEREHTIR.

Class Dedicated : \¥5R <SR A5 BIRSKAI , A8 M R TR
WA E RIR.

R AIARYE TSR C R 7R B & SRR .

Via)k AU S | ZRA B BERER.

NEREE R E FBFFHH LoadBalancer 2SR NERIEEHAAC B BREE 1. B{KEEEE
fi H$ % oadBalancer ZERYNERRE I A#UCA.

5. & if7 Create,

18IS CLI £ Gateway
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kubectl apply -f demo-gateway.yaml

EETFAtERNRIR

ARG , FAcBRRERIR. BMERLLT RIR,

AR RIR R
ALB2 ZERVR R name-Ilb-random
Deployment name-Ib-random

name-Ib-random

PNEBHEER

name-Ib-random-Ib-random

name-Ib-random-port-info

sl

name-Ib-random

Service Account name-Ib-random-serviceaccount

5 HT Gateway

NOTE
EMAIEM KL FTER 3-5 FHRARSTHWT | E eGP TR,

1T Web %1 & F T Gateway

1. 13 )\ Container Platform,
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2. EEME A S E Network > Inbound Gateway.
3. mif : > Update,
4 RIEREEMAEMKACE.

R ERIEL S FREERENAE.

5. ;7 Update,

NS 2%
WISTEEIEZ THIRE |, IR E IS BRALNEE & 2 fFimsefl.,

HIIR 5 AF
o BEUH HTTP PN | ERETERR RS 04,

o FRUE HTTPS YRS , BIRATIXAREIE S 384 #1IET.

BT Web 3%l & 280 i U5

1. ZEZE M S A4 S35 Network > Inbound Gateway .,

2. Ry ANHPIKEFR.

3. =it Add Listener,

4. 2T AECE R ARSI,

28 WiEA

D WHISIFWSNT HTTP, HTTPS, TCP #1 UDP ¥MY , AT B E XA A
¥ WrimA , BiZ0 : 8o,

=z,
=
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28 WiEA

o YnHAEEES , HTTP, HTTPS A TCP s AIAgETF , Rigik
FEH A =TI

o {FF HTTP B HTTPS #MXE , s A8E] |, 84 WIAARE.

Ve T A TR A RS , AT RIrEsE KNSR E.

1542
27K : TCP #1 UDP #MYX A 35 %1842 .

5. =7 Create,

BT CLI s nres
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kubectl patch gateway test \
-n k-1 \
--type=merge \
-p '{
"spec": {
"listeners": [
{
"allowedRoutes": {
"namespaces”: {
“from": "A11l"
}
}
"name": "gateway-metric",
"protocol": "TCP",
"port": 11782
ks
{
"allowedRoutes": {
"namespaces”: {
“from": "A1l"
}
¥
"name": "demo-listener",
"protocol”: "HTTP",
"port": 8088,

"hostname": "developer.test.cn"

BIZ I EALN

HEMNA AR EIR MR EARE |, ZMUT AEFN (Kubernetes Ingress) . BT R Ml
FIPME IR ERFAERNEIEE (Kubernetes Service) , {E TSR AR, KX
HETENERRRS XS HRZAR : AEFLNARST Ingress Controller , T &L AR ST

Ingress Gateway,
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Ingress Gateway W E KIT/E , SRIEEEERANGEAKRE. KEMNAERERTRE
A2 Jatn3kBl.

HTTPRoute B E M &I (CR) R~

apiVersion: gateway.networking.k8s.io/v1betal
kind: HTTPRoute @)
metadata:
namespace: k-1
name: example-http-route
annotations:
cpaas.io/display-name: ""
spec:
hostnames:
- developer.test.cn
parentRefs:
- kind: Gateway
namespace: k-1
name: test
sectionName: demo-listener 0
rules:
- matches:
- path:
type: Exact
value: "/demo"
filters: []
backendRefs:
- kind: Service
name: test-service
namespace: k-1
port: 80
weight: 100

1. A HZEAVHEIFE - HTTPRoute . TCPRoute . UDPRoute .

2. Gateway MENTESZFR.

NOTE
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2R HTTPRoute ZERYFE AT Path SR FILECALN , KB EhARIN—4> PathPrefix 123X\ &4 /

AIELACALIY

BT Web 14 5 A2 i ALN

1. ¥ )\ Container Platform.

2. ZEZEMSHAL S5 Network > Route Rules,

3. ;=17 Create Route Rule,

4 AZRA T RBAECER N S,

W%
)kig

Y2l
kA
W25

PLAC

1tEH
WETXHHERZEAIA  HTTPRoute, TCPRoute., UDPRoute,

}27% : HTTPRoute XX AE| HTTP Fl HTTPS #MY AL

ZEMEFAEEE D AZ K Ingress Gateway , Bl EFEEZFDAZEHN
Listener, FASRARKIKEMNAMERXEITZRT | EMREIHHRIIR
EWRETERE Rin3<pl.

EE . ARFRHIEEANERA S 11782 B{E4EE TCP 8k UDP
EALE

AR — S N ILECALIU AR A S SRR E |, 6120 : $B3RTERE Path
RIRE. WRIEERIENRES.

EE
o R Add ; RINZAEEANIES |, NE) XA AES (AND) 7, F2Et
BeA AR,

it Add Match ; FRINZAFEBAMNES , LHEIXAAK (OR) 7, F—
ZRULECED AT A3,

o TCPRoute 1 UDPRoute N3z HFAC & PLAHLN),
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28 WiAA

o ULECXS %A path , DLACA Rk Exact 5 PathPrefix B |, #i A\ value
DIRNTFESK | BRAABE I, 1, LD %20, 2P,

AHRM— S DRI BRI

+ Header : HTTP SBEKBAARTHIR | REGERIAAHMEE.
B BHRTE | B BTEERANG AR

+ Redirect : ILACAY URL BRI ARAIESE , EHRLER.

o Rewrite : PLACH) URL ¥izfee AR fE , EEE M E AR RIFEK 123K
X4,

MME EE
o mifi Add ; RMZANERNIES |, &AM B RIFRXITE
HE.
« TCPRoute #1 UDPRoute AN IFACE ShERLN.
o FE—EEEAAMNA , NRAVFEFEZNHMEE value ] Header ZERVF)E,

o FE—HEFMNRAN , REEFEE—FIEK Redirect 2 Rewrite , B R AERF
FE—FHE K FullPath 2 PrefixPath,

o EmifH PrefixPath $#£F , 755t II—> PathPrefix £\ HKIILECHLR,

MNERE |, KARYE 2 BT a4 28 R N ER I R AR O 32 R 21 R nsk
Ja Bl ATRENE , NEESS , FEORRBREX,
<1 R - MEFHBENPLRRERINZSBPINBIR | TR AL RIiEES
A NEEZ FIRILLE.

5. A1 Create,

1B1d CLI g LN
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kubectl apply -f example-httproute.yaml
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Menu ZARTUMEYE >

£ ALB FEFEM

BIATEIUT , ALB W5l IPv4 itk 0.0.0.0 F1IPve itk :: , EXRLERLRT , TEEHSS
EEFERIMLIEAR (NIC) o

B=x

X T &R ALB
NTHABEEN ALB

Xt TR Wik ALB

BOMELT , SN EEESERE— L ALB, 1E global 28 , ZFREA global-alb2 , MM
TEHAMERS |, BFRYA Cpaas-system ,

¥ $CLUSTER FN SNIC E¥e MSKFRAEEEFM<, nE{FR Alive (Alauda Container Platform
BYAIPEE) | FEEMRIRFRM alive .

kubectl annotate cluster -n cpaas-system $cluster cpaas.io/alb-bind-nic="{"nic":
[|I$NIC" , lla'l-ivell]}l

BIATBIUT , ALB 1EEAARE BER /S IPv6. {BEA bindnic B , TEEHIM-RRIBEIRE IPV6 i
th, EXFMENT , ALB REEAGBEER v . EAMRAR , TSR IPv6,

kubectl annotate cluster -n cpaas-system $cluster cpaas.io/alb-enable-ipv6=""false""
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STHFEEN ALB

kubectl patch alb2 -n cpaas-system $ALB -p '{"spec":{"config":
{"enableIPV6":"false", "bindNIC":"{\"nic\":[\"$NIC\",\"alive\"]}"}}}" --type=merge
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Menu ALY >

ALB PEREGER IR TR

E3FRIREM N R KB K BN ARG BUR SR6I M im0 I RIRS BC
3, IR R E 2%,

B=x

INELAE PRI

FRRUAE FEERSE

REVE =I5
KA R ERE N

B @A AR

INBULE RIS

XTIV SRR | BIANERET RN 54, (VA TIE TR |, 8 TRaIaE=5R0a]
WRTK. BWL ST Rz1T , Z2AOEE 2 PMEIE , DRIEBMERFEE M.

ATE ys0 (RS A R RBINEREITIRE  AFZIMERZEEA.

GAARFE KRB =R NS HIEE QPS LA #) 300 )EK.
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Create Load Balancer

* Name: loadbalancer

Display Name:
e e mall scal i I -
* Specification: Small scale Medium scale Large scale Custom @
Cluster less than 5 nodes Cluster less than 30 nodes Cluster more than 30 nodes Faor professional use i
Resource Limit: CPU m  Memory Mi

Type:  Standalone High availability ’

* Access URL: 192.168.1.10

* Replicas: 2 +
* Node Labels: | kubernetes.iofarch:armé4 x -
3 nodes meet the conditions
Allocated By:  Instance Port 4 (@

A PR

DAV FHAEREN—EFRE | BINEHT RAET 30 4, BFEELMESH RS FIHSITAR N
FES , A ENERMNARE. BYKH STH X , Z0EE 3 Mald , DUHFRRK
FEREtE.

ATAKRA 50 fRESER 3K6) HECA , LR MME R Z 0EINE. L4, WA U OmE
TR EIaELR.

GAABFESRB = NS AIEE QPS Z2A4#) 10,000 XiEK.
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Create Load Balancer

* Name: loadbalancer

Display Name:

Small scale Medium scale Large scale Custom

’ Specificat‘lon: Cluster less than 5 nodes Cluster less than 30 nodes Cluster more than 30 nodes For professional use (9)
Resource Limit: CPU Core  Memory Gi
Type: Standalone High availability ’
* Access URL: 192.168.1.20
* Replicas: | = 3 + ‘
* Node Labels: | kubernetes.iofarch:arm&d x -
3 nodes meet the conditions
Allocated By:  Instance Port 4 (@

KAV FHRH
SHFEAMAEANY S |, FIENEET S#RiT 30 4, BEEAMRE A5 R KIEEKRE |, 82X
£/ 24> BIES  8MOXA STH K8, 20%F 3 M ald , DIRRINERTEE M.

ATEE im0 fRESEL SK6) AR A WS TIRE | 2 mMELZE. BAlaizl
B TR B2

SHAR B =R NS HIEE QPS 49481 20,000 KiK.



ALB MEREIEFRIREE - Alauda Container Platform

Create Load Balancer

* Name: loadbalancer

Display Name:

« Specification : Small scale Medium scale Large scale Custom ®
Cluster less than 5 nodes Cluster less than 30 nodes Cluster more than 30 nodes For professional use i
Resource Limit: CPU Core  Memory Gi
Type: Standalone High availability ’
* Access URL: 192.168.1.30
* Replicas: — 3 +
* Node Labels: kubernetes.iofarch:armg4 x -
2 nodes meet the conditions
Allocated By:  Instance Port 4 (@
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THEER
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*ZIEJ\B\Z SO A \ N = 4758

o SRR R I e FISsT fl a B 2.
TR R A S NN | BMEE AR MR ETRE 2Gi P7EED
BT, (B R AHAEEIRE | SENTEBER A , NIRARR Itk
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BIR(E :

i

BWNIE BEX AR TRLY RABINERNT , BYEENEFERE
0, RAWHESERNFRNARIEERARGHE,
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Menu

Hh#E ALB

Hx

ALB
B 51
FCE ALB
TIRBCE
MR BCE
MERE
AR E
ALB #4E
BlE
o
il
WNri®E  (Frontend)
B 51
ACE Frontend
Frontend 4k
BlE
JRERiRAE
HRIRAE
AESEE
BEHEE

MIETERR

EBZE ALB - Alauda Container Platform

ARTUHENE >



ALB

ALB 2 RNEINE RN B E L KFIR. alb-operator BIABKAFEFTHERT , RITHENT ALB B
IRA B/ SEFTMIERIRAE | SRR A1 AE MK Deployment 1 Service.,

SHFEA ALB , 28— X Deployment WM FrEKANEZ ALB | Frontends #1 Rules
FARE X LR E R E K I R fa s .

AR 5

BN NS AMTEER VIP. 5% BCE VIP,

ACE ALB

ALB FLE A& =H#B%.
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apiVersion: crd.alauda.io/v2betal
kind: ALB2
metadata:
name: alb-demo
namespace: cpaas-system
spec:
address: 192.168.66.215
config:
vip:
enablelLbSvc: false
1bSvcAnnotations: {}
networkMode: host
nodeSelector:
cpu-model.node.kubevirt.io/Nehalem: "true"
replicas: 1
resources:
alb:
limits:
cpu: 200m
memory: 256Mi
requests:
cpu: 200m
memory: 256Mi
limits:
cpu: 200m
memory: 256Mi
requests:
cpu: 200m
memory: 256Mi
projects:
- ALL_ALL
type: nginx

TIRACE
TIFARXFBAHR alb IBRE.

FEL KA Y

.spec.config.nodeSelector map[string]string alb BT Ik S



.spec.

.Spec.

.spec.

.spec.

.spec

.spec.

config.

config.

config.

config.

.config.

config.

RIS ACE

FE

replicas

resources.limits

resources. requests

resources.alb.limits

resources.alb.requests

antiAffinityKey

¥R ALB - Alauda Container Platform

S

int, A% , 2AA 3

N

k8s Azs &R , T[i%

k8s RS &R , O]k

k8s Bes ®IR , A%

k8s RS &R , O]k

string , AJ3% , ZhA
local

ik
alb HIEIA%K

alb & nginx B aSH&E
IRBR

alb & nginx B R#H&E
IRESK

alb # alb B3 TR
BR !

alb F alb BZEHEIR
153K

k8s [ FRANME4E

WL& F B AR An{aT5[R) ALB, 6140 , 78 host 1T , alb 1@ hostnetwork , AT PUEITYT &
IP 3jjia] ALB,

.spec.

.spec.

.spec

.spec.

config.

address

.config.

config.

networkMode

vip.enablelbSvc

vip.1lbSvcAnnotations

il

string: host Bk
container , A% , 2k

A host

string , WME

bool , B &

map[string]string , 7]

ik

£ container #ERXF ,
operator & 41—/
LoadBalancer

Service , F{# B E bt
YE ALB Hiitik,

AAFEERE alb Hih
HiE

fE container X TH
A true,

LoadBalancer Service
HKIERINERE .,



mHEEE
FER ESil
.spec.config.projects [Istring , %\iﬁ
.spec.config.portProjects string , AJ 1%
.spec.config.enablePortProject bool , A%

¥ ALB A ZH B Bk

1. 7£ Web Ul F , REZIEB WA AR AETRAMECE L ALB,
2. % ALB B¥4MEB BT ZINE K ingress &RR. iE52% ingress-sync,
3. 7£ Web Ul 7 , THE X BIZHFNAGEEIE Y THEIEAECE.

MR BERmAME FHAMmE S hciw Aol |, MERKSE :
1. REEQIEAR BT 2 B/ hcis A SuEim A .
ERACE

alb cr FH—L4 FHECE T LUAZEE,

¢ bind-nic

e ingress-sync

ALB #{E

BIZ

{FF Web 12414
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O Administrator ::: £ Cluster: business-1 ¥

@ Networking / Load Balancers / Create

I Overvie
£ SO Create Load Balancers
& Clusters >
* Name:
@& Networking v
Domains Display Name :
Certificates . .
| Network Configuration
Subnets
Bridge Networks v
VLANs Service: (D
Load Balancers When enabled, a LoadBalancer type service will be created, providing an access address for the load balancer through services. When disabled, refer t
|
Cluster Network + Access Address:
Policies
= Storage >
@ Add

& Operations Center >

| Resource Configuration

B2 Marketplace >
® Small scale Medium scale Large scale Custom
® Security Settings > + Specification: g > B
Cluster less than 5 nodes | Cluster less than 30 nodes  Cluster more than 30 nodes
& Users >
B Auditing Resource Limits: CPU m  Memory
System Settings > Deployment type : ‘ Standalone ] High availability

* Replicas:

* Node Labels:

Allocated By: | Instance J Pot (@
Allocated Projects: | All Projects 4 Specific projects None

Web Ul FREET —&E ALE. AEAEIERNLHRANT ¢
1. 3 )\ Administrator,
2. fE £ ih#E m i Network Management > Load Balancer,

3. mify Create Load Balancer,

Web Ul PN CR — M FE

g [P

Assigned

.spec.address
Address

®

Mi

the help [Z to configure the access address for the load balancer

Instance FRNMEHI , TAEFE T AME ; port Fxim BT ,

Allocated B
PR i ab mEraEROTEE

£ CLI

kubectl apply -f test-alb.yaml -n cpaas-system

ST
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£ Web =48

NOTE
EMATINERSTE 3 2 5 NHRIRF TN , E RSB R TIRE |

1. 3t )\ Administrator,

2. EEMS A s Network Management > Load Balancer,
3. mif : > Update,

4. IR EE MMM TIRACE.

o BRI FFBREGEEENAE, NI SZMRA T &ES A CPU MNAEFFIR 21T

ES.
o NEFIEE {X3ZFF M Disabled K E #74 Enabled K.

5. mify Update,

illzS

{#F Web 1244

NOTE

Wit aEasa , XU AMAMUBSEBIER BTTERE.

1. ¥ )\ Administrator,
2. A MSHAE S5 Network Management > Load Balancer,
3. mifi : > Delete , FifiA.

£ CLI

kubectl delete alb2 alb-demo -n cpaas-system
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Yifix[O (Frontend)

Frontend £ X ALB MM AFIHMYENE N EIR. IR : L7

(http|https|grpclgrpes) #1 L4 (tepludp) . L4 RIEE#(FEH frontend BLE fFimRS. L7 X
IH{E A frontend BCE WITIRE , (£ rule BCERIRRS . WMRFERM HTTPS KigA |, B
WEX A B oA B 2L TLS MEBRASRILNE,

BIie St
ShliE—1 ALB,

Bl E Frontend

apiVersion: crd.alauda.io/v1
kind: Frontend
metadata:
labels:
alb2.cpaas.io/name: alb—demoo
name: alb-demo-00080 @)
namespace: cpaas-system
spec:
port: 809
protocol: httpo
certificate_name: "" Q

backendProtocol: "http" 0
serviceGroup: 0
session_affinity_policy: "" Q
services:
- name: hello-world
namespace: default
port: 80
weight: 100

1. alb 5% : WME , "X Frontend FTJEAY ALB 32451,

2. frontend & #FR : 8K A $alb_name-$port .
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3. port : MNTHERH .
4. protocol : ¥ 1 BTN,

o L7 #MY https|http|grpcs|grpe 1 L4 #1X tep|udp.
o W&HF HTTPS B AR IIMES ; gRPC BN AR IIUEF A AT 1%,

o 3% gRPC UMXES , [FiGHMNERNAN gRPC , AIFAVERFF. FH gRPC MR EE
B, BINERAEE gRPCIEBFHRARMEN gRPC REH R EEiniRS .

o WR{FA Google GKE &£3f |, [F— AWM K25 NeERIKHEA TCP A
UDP S frtimX.

5. certificate_name : F3F grpcs #1 https MXHIZRIAMET |, 44Tk $secret_ns/$secret_name
6. backendProtocol : fRiARS-{E MY,

7. B\ serviceGroup

o L4IH : WMH, ALB BEEEHIMERAZIZNARS .
o L7 {RIE : T[E, ALB SEULAZ Frontend i Rules ; ZFCILER , NIEIEZIZHA

serviceGroup ,

8. session_affinity_policy

Frontend £{E

yelk=s
{57 Web 5514

)  Alauda Container Platform ::: & Poct deno N Namespace: demo-space (Glster: busine

@ Networking / Load Balancers / demo / Add Port

Add Port
il Overview
Application > *Port
Workload: >
f) Config > Protocol: HTTPJ HTTPS = gRPC  TCP  UDP
& Networking v Balancing Algorithm: | Round Robin (RR) ] Weighted Round Robin (WRR) ()
Sen
Service Group:  Namespace * Services * Port
ngr
@ Add
Session Affinity: | No ] SIPhash  Cookiekey — Headername — EWMA
£ Storag >

Backend Protocol: HTTPJ HTTPS
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1. 13 )\ Container Platform,

2. AN S A s Network > Load Balancing,
3. RITTAEINME SR B FRAENFER,

4. 517 Add Port,

Web Ul FREEANE AT . CR (FE

S T
Session Affinity .spec.serviceGroup.session_affinity_policy
{£/ CLI

kubectl apply -f alb-frontend-demo.yaml -n cpaas-system

JEESS S

X3F HTTP, gRPC M HTTPS ¥ HIRE , R T BOARNEREERAS , AT IREF 2 S
) Jatn AR5 ULEC M. B9 < SeARIBR E AL UL ACSS M K fatin AR S5 5 A= ALRIDLACSR
B, WULFC 3k BRI FZE XY R AR R v AR 5F

FRARAE
AAREFIRTAME : EAx , SGHERA_LHK Actions , 1IRIEFE EATENAR FRSMIRR i
WrimH .

NOTE

MR BB RN RIBESECAICA Port , REEE GAT]ATE Administrator F1 & Bif&A8 % K Uin
H.

HES R
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s AARUERIE |, TR T KRR R AR 2.

%gngﬂdﬁ

1. 3t )\ Administrator,
2. EEME A S E Network Management > Load Balancer,
3. AT WEIGEZ5EFR.

4. 1 Logs #E TN , NASMABF BN EREITHE.
WA

NOTE
BN PSRRI E LTRSS

1. ¥ )\ Administrator,

2. FEZEMIS A% S &5 Network Management > Load Balancer.
RilT T 2545 R

4. 7£ Monitoring #R% T , N\ T RlAEE RFHERNTERERER.
o fERER  BINERELHIT R CPU MANFREHERIEIL.
o BFITE : GEINERRBINEARIHIRE.

B L EITE S EES % ALB %,



BT ALB ¥ IPv6 iREHE R BISE RN IPvA HitlE - Alauda Container Platform

Menu ZARTUMEYE >

BT ALB R IPv6 i E R EIEEFANN IPv4 it
3k

B NS B RE SN BT RS | FRATATRUK IPv6 IREHE A ISR IPv4 ik, X{FFKAT]
REMSFEILA K IPv4 PIZE_ESI N IPVE ThE , NARLIMIR L R RIEMER AT fRIME | SE4fits
TR Z RIS TR

External LoadBalancer
-1Pv6

Internal LoadBalancer Internal LoadBalancer Internal LoadBalancer

H3x

BLERIE
LERIUE



BT ALB ¥4 IPV6 B A ZIEFENM IPv4 HitiE - Alauda Container Platform
N AY
BCE AIE

1. Bl E B8 BT7ET R IPV6 Sk,

2. WRSNER ISR R IPV6 sl , FHHIRIIRI BRI ER 1PV IR EREBH REIR
BINES BT R 1PV6 ik,

Al ERECE ST  HERIEREINE S LA 1Pv4 BRSRIATIE T B85 HoMD 1Pve 1iinlae
7.

SEARUIE

FcETeAa , VIRISMIR B 25 1) 1PV6 Mt iV REIE & Vilm) R A

A " | [2004:1192:168:128:156]

Welcome to nginx!

If you see this page, the nginx web server is successfully installed and
working. Further configuration is required.

For online documentation and support please refer to nginx.org.
Commercial support is available at nginx.com.

Thank you for using nginx.
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Menu ZARTUMEYE >

OTel

OpenTelemetry (OTel) — M FFRME , EEADAARL (AHARF M) o0& NEIERR
&, EMNS LRGN PILIRE, ERINIFAE ERIMA T OMEREMITA |, M
RN FRIR)E S W ANfR IR .

Bk

A&
AR 14
BRAELIR
R ALB ECE
HERERME
£ Ingress FECE OTel
N FFER OTel
LRIEAR AR
s 03 BA
AR
Attributes

W=#N.]|

ANE



A&

Trace

Span

OTel Server
Jaeger
Attributes
Sampler

ALB (Another
Load

Balancer)

FT (Frontend)
Rule

HotROD
(Rides on

Demand)

hotrod-with-
proxy

A 2

OTel - Alauda Container Platform
Wt
1234 OTel Server ¥R , B —HMXEHIRIENES , ATIR
RN MRARGETE KRN, ; 84 Trace HZ A Span AL,

Trace N IRIEEREAF , AL THIARTE], FRERAfE) R HAMAR R S

=]

/Bao

BEMB IR ANTEfE Trace B OTel fRS-28 , 20 Jaeger. Prometheus
%,

—MNFERS HBERARS , AT S MHEE MRS M |, XIF5
OpenTelemetry £ A8,

[f$N4E Trace Bk Span EAIBEXT , ATHRMEFIMILTXEE 8
¥& Resource Attributes 1 Span Attributes ; ¥, Attributes,

REREBFKAI LR Trace MRIRA M. FTECENRIKIKAFREE , 20
X, PUBIRESE,

FEERF N RMRIE KB AT R GSERRS ; FaFERN
REIE (ALB) B LERMARENES , JEE BT OTel &
BIRE. ALB X35 Trace 1RACEIFERER) Collector , I ARFARFIFAE
R EXFFACE B B1E Ingress K APERT Trace,

ALB HimABCE , 8 i &AMECE .

igH (FT) LAIFENN , ATILEH €.

Jaeger IRHHIRBINA , BTFERAHINERKER ; 5SS I Hot
R.O.D. - Rides on Demand .,

BEHRAETEE HotROD NEREAR Sk ; 152 WL hotrod-with-

proxy 7,


https://github.com/jaegertracing/jaeger/tree/main/examples/hotrod
https://github.com/jaegertracing/jaeger/tree/main/examples/hotrod
https://github.com/jaegertracing/jaeger/tree/main/examples/hotrod
https://github.com/jaegertracing/jaeger/tree/main/examples/hotrod
https://github.com/woodgear/hotrod-with-proxy/blob/master/services/frontend/best_eta.go#L53
https://github.com/woodgear/hotrod-with-proxy/blob/master/services/frontend/best_eta.go#L53
https://github.com/woodgear/hotrod-with-proxy/blob/master/services/frontend/best_eta.go#L53
https://github.com/woodgear/hotrod-with-proxy/blob/master/services/frontend/best_eta.go#L53

OTel - Alauda Container Platform

o MHIRTFIERTFIMK ALB : BIZE{EREHBM ALB , A3 ALB Z#RA <otel-alb> RE,
BRAE ALB RIEIELIR | S L Deploy ALB,

o MH{RTELE OTel R _EIRARST 23t « 2B PURFRA <jaeger-server>

BRAEDIR

ST ALB it &

1. 7E5#¥ 10 Master T, {8 CLI TARITIA Fdi44mtE ALB BCE.
kubectl edit alb2 -n cpaas-system <otel-alb> # 3§ <otel-alb> e ASKFR) ALB ZFK

2. £ spec.config FRNIRMLATFEL,

otel:
enable: true
exporter:
collector:

address: "<jaeger-server>"

request_timeout: 1000

SERURHIRGIECE
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spec:
address: 192.168.1.1
config:
otel:
enable: true
exporter:
collector:
address: "http://jaeger.default.svc.cluster.local:4318"
request_timeout: 1000
antiAffinityKey: system
defaultSSLCert: cpaas-system/cpaas-system
defaultSSLStrategy: Both
gateway:

type: nginx

. PITA TS RFEH. EH/F , ALB ZUASA OpenTelemetry , fTB1EKH Trace 584
_F1R®| Jaeger Server,

wq

FARIRAE

1£ Ingress F L E OTel

o 2FEZH Ingress £ OTel

BEECERAEM Ingress L) OTel , ATRAE b TR AMERAN FEVESKIR , BERERIER
[FIARSS BRI | IRAUMERER IS &

BAFDIR

7£ Ingress [ metadata.annotations =& F i Na0 FACE :

nginx.ingress.kubernetes.io/enable-opentelemetry: "true"
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S¥0n8

e nginx.ingress.kubernetes.iolenable-opentelemetry : X &k true 37N Ingress 357l
RIEAMEZ Ingress 15 SKET 2 OpenTelemetry Thig |, Bl g3 FHRIEKIK Trace
8. WEA false BFSMRIMIERNRIRAWES EIREK Trace 5.

o 2FEZH Ingress _tf¥ OTel Trust
OTel Trust JRXE Ingress B R EEFHFERAKBIEKK Trace {55 (4 trace ID)
BRAEDIR

1E Ingress f¥] metadata.annotations =& F sz FACE :

nginx.ingress.kubernetes.io/opentelemetry-trust-incoming-span: "true"

S0

e nginx.ingress.kubernetes.iolopentelemetry-trust-incoming-span : I X &4 true
B}, Ingress SREAFAE B Trace 58 , B TRIFERFEERN M , FE8MF
SKEEIKREAE D ATVBER ARG TRIE MO, REA false B , S AEKRERFHIE
BMER , TTRESBOERIEN Ingress JEH A AMBNIBEREE | $THIHS IR 5B BRAiELtE

e 7£ Ingress ERIIAFEK OTel AL E

AECE USSR EIR) Ingress BWIRAE X OTel BUTAFIEIESH AT, ST & RSFE
B SR e B B AR R LA

BRAIEDIR

7£ Ingress ] metadata.annotations FE& FRIIANI TECE -
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apiVersion: networking.k8s.io/v1
kind: Ingress
metadata:
annotations:
alb.ingress.cpaas.io/otel: >
{
"enable": true,
"exporter": {
"collector": {
"address": "<jaeger-server>", # ¥ <jaeger-server> EH# SRR 0Tel
e FRAR - 25tt, 40 "address": "http://128.0.0.1:4318"

"request_timeout": 1000

SHOREA

exporter : F5E KK ERIM Trace ¥3EAIXZE OTel Collector (OTel #iE _ERARS
7).

address : F55& OTel Collector gyt

request_timeout : 7&K BT E],

£ A+ {EA OTel

MUTECER/R T 5T OTel BLELEM , ] T2 AN A+ R RFIE A OTel ZhAE,

TE&ER Master T, £ CLI TARITRA T da S IRETEEH) OTel AL ELEM,

kubectl get crd alaudaloadbalancer2.crd.alauda.io -0 json|jq

".spec.versions[2].schema.openAPIV3Schema.properties.spec.properties.config.properties.otel”

B4R :
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"otel": {
"enable": true

}

"exporter": {
"collector": {

"address": ""
i

s

"flags": {
"hide_upstream_attrs": false

"notrust_incoming_span": false

"report_http_request_header": false

"report_http_response_header":

}

"sampler": {
|lnamel|: |l|l,
"options": {

nn

"fraction":

"parent_name":
H
H

SR

otel.enable

exporter.collector.address

flags.hide_upstream_attrs

flag.notrust_incoming_span

flags.report_http_request_header

flags.report_http_response_header

false

VthA
EAREM OTel THEE,

OTel ¥ _EIRARS-233hE , 3745 http/https 13
WRIBA .,

BA LR EFNAERESR.

~AEEIHERKEERK OTel Trace (58
(40 trace ID) .

& EREKk.

A LRI K.
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28 iR

sampler.name XEERBEAFR ; F L Sampling Strategies,
sampler.options.fraction KRR,
sampler.options.parent_name parent_base KRG TREL .

LR R A

ZRATBILT , 203R ALB BCE 7 XL OTel 3B FT KBLE , W FT 24k ALB S ¥{EAN B
SECE ; B) FT 2k ALB ECE , T Rule AJPAZEA ALB 1 FT BECE.

« ALB : ALB tHACEER 22 RN , ATRCE2/RZ4AN Collector itk , AT = FT
F Rule £jf7% .,

o FT:FT R[4 ALB BCE , RECER OTel Z¥UHER ALB BCE. (B FT thafut—»4
%, BIENERMEHL IS AEEE A FT L& OTel , AZImEAM: FT 3k ALB £ /iR E.

e Rule : Rule AJ4k7& ALB #1 FT EACE , e dt—B44k , FIanE 5% Rule Al EFEANSEEAN
K OTel Trace 52 , BOAEEXAERRL .

BRIEDIR

JBIIAE ALB, FT #1 Rule f YAML LR ECE  spec.config.otel ZFEE , BIATERAN OTel AB5HLD
=

[’ 0358R
KL

2 iR

always

IR _EIRBTRIBERIUE.

on



always
off

traceid-

ratio

parent-

base

Attributes

OTel - Alauda Container Platform

UiBA

MR _ERIE BRI

tB¥E traceid REEHR L. traceparent F&IA xx-traceid-xx-flag , H
7 traceid FIET 16 DNFRAAEKR— 32 (L T783HFIBE., BXBEHNT
fraction LA 4294967295 (B (2732-1)) , W E3E.

IRIEVESK traceparent i flag Bl REE A LR, flag b 01 Bf_E#yg | 451
0 : curl -v "http://$ALB_IP/" -H 'traceparent: 00-xx-xx-01' ; flag >4 02
ASAS_EFHR , 5030 © curl -v "http://$ALB_IP/" -H 'traceparent: 00-xx-xx-
02' .

. WEEM (Resource Attributes)

XL EMHEROA LR,

w iAA

hostname ALB Pod FEH14
service.name ALB £ #F

service.namespace ALB fifEdn 4 g

service.type 204 ALB

service.instance.id ALB Pod & #K

 Span Bt

o ZOALIRABM

S UthA

http.status_code K&



OTel - Alauda Container Platform

28 WiEA

http.request.resend_count  EiX X%

alb.rule.rule_name ARG SKILEC AR 2 7R
alb.rule.source_type AESKILACHIALNZERY | S F{SZHF Ingress
alb.rule.source_name Ingress & #R

alb.rule.source_ns Ingress FTfEdn & (8]

o EUA LIR(ERTIBI B flag.hide_upstream_attrs FEHERHIENE |

¥ WA
alb.upstream.svc_name  JRiEi &K Service (NMEH) Z#R
alb.upstream.svc_ns BEE &K Service (NMPEE) FifEds & =[]

alb.upstream.peer Wit A& Pod | 1P HudiHAnvg O

o BIAR_LHIR{ERETE M flag.report_http_request_header FFE&_FIREI B :

S 1tHR
**http.request.header.<header>** Bsksk

o AR _BIRBEE T &3 flag.report_http_response_header FE&_HIREBME

2 WA
**http.response.header.<header>** M [y sk

MmNl

PR YAML BCERFZE— ALB , {# 1 Jaeger E4 OTel BR%52% , Hotrod-proxy {EA7RIE /E¥H.
BIIACE Ingress ML , Y% Pimiask ALB B, IEX 3242 HotROD, [AES , HotROD NHB
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AR RAIB(SHIET ALB FEH.

1. % UTF YAML {R7E048 24 all.yaml B304,
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apiVersion: apps/v1
kind: Deployment
metadata:
name: hotrod
spec:
replicas: 1
selector:
matchLabels:
service.cpaas.io/name: hotrod
service_name: hotrod
template:
metadata:
labels:
service.cpaas.io/name: hotrod
service_name: hotrod
spec:
containers:
- name: hotrod
env:
- name: PROXY_PORT
value: "80"
- name: PROXY_ADDR
value: "otel-alb.default.svc.cluster.local:"
- name: OTEL_EXPORTER_OTLP_ENDPOINT
value: "http://jaeger.default.svc.cluster.local:4318"
image: theseedoaa/hotrod-with-proxy:latest
imagePullPolicy: IfNotPresent
command: ["/bin/hotrod", "all", "-v"]
apiVersion: networking.k8s.io/v1
kind: Ingress
metadata:
name: hotrod-frontend
spec:
ingressClassName: otel-alb
rules:
- http:
paths:
- backend:
service:
name: hotrod
port:
number: 8080
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path: /dispatch
pathType: ImplementationSpecific
- backend:
service:
name: hotrod
port:
number: 8080
path: /frontend
pathType: ImplementationSpecific
apiVersion: networking.k8s.io/v1
kind: Ingress
metadata:
name: hotrod-customer
spec:
ingressClassName: otel-alb
rules:
- http:
paths:
- backend:
service:
name: hotrod
port:
number: 8081
path: /customer
pathType: ImplementationSpecific
apiVersion: networking.k8s.io/v1
kind: Ingress
metadata:
name: hotrod-route
spec:
ingressClassName: otel-alb
rules:
- http:
paths:
- backend:
service:
name: hotrod
port:
number: 8083
path: /route
pathType: ImplementationSpecific
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apiVersion: v1
kind: Service
metadata:
name: hotrod
spec:
internalTrafficPolicy: Cluster
ipFamilies:
- IPv4
ipFamilyPolicy: SingleStack
ports:
- name: frontend
port: 8080
protocol: TCP
targetPort: 8080
- name: customer
port: 8081
protocol: TCP
targetPort: 8081
- name: router
port: 8083
protocol: TCP
targetPort: 8083
selector:
service_name: hotrod
sessionAffinity: None
type: ClusterIP
apiVersion: apps/v1
kind: Deployment
metadata:
name: jaeger
spec:
replicas: 1
selector:
matchLabels:
service.cpaas.io/name: jaeger
service_name: jaeger
template:
metadata:
labels:
service.cpaas.io/name: jaeger
service_name: jaeger
spec:

containers:
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- name: jaeger
env:
- name: LOG_LEVEL
value: debug
image: jaegertracing/all-in-one:1.58.1
imagePullPolicy: IfNotPresent
hostNetwork: true
tolerations:
- operator: Exists
apiVersion: v1
kind: Service
metadata:
name: jaeger
spec:
internalTrafficPolicy: Cluster
ipFamilies:
- IPv4
ipFamilyPolicy: SingleStack
ports:
- name: http
port: 4318
protocol: TCP
targetPort: 4318
selector:
service_name: jaeger
sessionAffinity: None
type: ClusterIP
apiVersion: crd.alauda.io/v2
kind: ALB2
metadata:
name: otel-alb
spec:
config:
loadbalancerName: otel-alb
otel:
enable: true
exporter:
collector:
address: "http://jaeger.default.svc.cluster.local:4318"
request_timeout: 1000
projects:
- ALL_ALL
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replicas: 1
resources:
alb:
limits:
cpu: 200m
memory: 2Gi
requests:
cpu: 50m
memory: 128Mi
limits:
cpu: "1"
memory: 1Gi
requests:
cpu: 50m
memory: 128Mi
type: nginx

2. 72 CLI TEAHITA T 54 , BBF Jaeger. ALB. HotROD K FrEMATHEK CR,

kubectl apply ./all.yaml

3. YT T a5 S %KE Jaeger B [ajitdit,

export JAEGER_IP=$(kubectl get po -A -o wide |grep jaeger | awk '{print $7}');echo
"http://$IAEGER_IP:16686"

4. PATUA T 654 3EX otel-alb (KIRIMHAE,

export ALB_IP=$(kubectl get po -A -o wide|grep otel-alb | awk '{print $7}');echo
$ALB_IP

5. PUTA T a4 181 ALB [A] HOtROD &IXE3K |, Y ALB &% Trace L%l Jaeger,

curl -v "http://<$ALB_IP>:80/dispatch?customer=567&nonse=" # %45 H) <$ALB_IP> EHiffe
FE—ERE otel-alb iijmlitdit

6. 3THFEE 3 25 FKEVUM Jaeger ettt EEH LS



EGER Ul Search

Search Upload

Service

Operation

all

Tags

Lookback

Last Hour

Max Duration

Limit Results

20

Compare  System Architecture

Min Duration

OTel - Alauda Container Platform

Monitor

500ms

ops

-500000pis

06:13:20 am 08:00:00 am

Sort:  Most Recent

1 Trace

Compare traces by selecting result items

otel-alb: GET /dispatch?customer=567&nonse= c6294a7 I

52Spans | 3 Errors B customer (1) ariver (1) [J] frontend (13) mysql (1) otel-alb (12) © redis-manual (14)

09:46:40 am

Download Results

route (10)

Time

Deep Dependency Graph

689.87ms

Today 12:08:39 pm

afew seconds ago
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JAEGER Ul Search Compare System Architecture Monitor

otel-alb: GET /dispatch?customer=567&nonse=

€« A4
Trace Start August 12 2024, 12:08:39 Duration 689.87ms = Services 7 Depth 6 Total Spans 52
Ops 172.47ms 344.93ms
Service & Operation v > ¥ »  Ops 172.47ms

v | otel-alb GET /dispatch?customer=567&nonse=

VI frontend /dispatch

7 | frontend HTTP GET

Vv | otel-alb GET /customer?customer=567

v I customer /customer

mysql & = mysql saL SELECT

vI frontend driver.DriverService/FindNearest

v driver driver.DriverService/FindNearest

I redis-manual FindDriverlDs
O redis-manual Getbriver
redis-manual Getbriver
redis-manual Getbriver
redis-manual Getbriver
redis-manual Getbriver

O redis-manual GetDriver

I
I
I
I
I
I
I redis-manual Getbriver
I redis-manual Getbriver
I redis-manual Getbriver
I redis-manual Getbriver
I O redis-manual Geidriver
| redis-manual GetDriver
I redis-manual GetDriver
V| frontend HTTP GET
V | otel-alb GET /route?dropoff=211%2C653&pickup=947%...
route /route
VI frontend HTTP GET

v 1 otel-alb GET /route?dronoff=211%2C653&bickun=320%...
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Menu ZARTUMEYE >

ALB {317

Bk

N

BRAIELIR

WITTERR
ALB i E W5iE
ALB BiR{ERIEN

Ingress., HTTPRoute, Rule ji&E&%iE

A&
RiE jik
ALB  TFARTHELEARAEE.

BAIEDIR

LN BHEA,
2. EEMSHAE , Ry B0 > 1T > WEmR,

3. AT TRARK) S8t , YHRZIR TITHERER,
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4. RITEA LMK Pk,
5. RAT VBT LR A A RN ALB R HIZmiR

o 71IXX\— : A container-platform R AR LITER , AFnidi ALBRE 2FRFNYG
FHER, FENT X ITERRE AT @R,

o AR EIRFAEMA KR (420 alb) FHTIRE , RARd ALBIRE &R GEIE
iR, FEEACRX ST ER S E A EER.

6. 1@ M HIRE R &R ITTEMR.

o WREREENGETHE  RIEREIREK s TR, ERREENGETE , AL,
S GNAE AR PR TR

o VEEIIEN ALB @ Qi TUETRERK) &R , SRR UTH ALB , BUA2T , RREETE
ALB,

I T TERR

JBIRFTE ALB 7£ &I 5 04t NREIRE. RIRMERBN. Ingress (AIFRLN) . HTTPRoute
(HTTPRoute ZSRUER ERIN) #0 Rule (BEE Ingress t3E HTTPRoute FIFLI) AR1%ETE
PR,

YR« BARURIN A 5 49 SRR IEHE.
ALB i E Ini%

HITTERR DS

TESEEER Tk ALB _ERTESHIEIREL.

BIVERE AL ALB SREMANEREEL.
FRARZ Fride ALB VAR 4XX (40 404) F1 5XX FERIESKHILLA.

FEIR FTi%E ALB _EVESKAKTEIASER
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ALB &FR{EFBIF N

mITTERR
CPU fE %
P A
L H

RS K

Ingress. HTTPRoute. Rule jfiE4iw

EARE (1IN

QPS (&%
)

%5k BPS
(BT
)

g, BPS
(BT
)

a

HARE

P50, P90,
P99

_Eii% P50,
i Poo.

TR
fiTi& ALB 4 CPU {F %,
fTi%e ALB HINTFE R,
i ALB HIMLE 1/0 FITE,

FTi%E ALB HIREEE 110 BT =,

79

[P

FTi% ALB _E Ingress/HTTPRoute/Rule GFMERIESKEL |, BRHALNAH

req/s.

FT% ALB _E Ingress/HTTPRoute/Rule R HIESK 2K/,

FTi% ALB _E Ingress/HTTPRoute/Rule &% NN 5 A7)\,

Fri% ALB _E Ingress/HTTPRoute/Rule AMEVESKE &4 EAR KB S EE.

Fri%E ALB &SRR B8] , Bah=h i B8], 3R7x 50%., 90%
F0 99% HEKIER BB/ NFEkETXE.

JEE : P50, P90 F1 P99 M JFIE N REMEIE NN KHEF |, BT
50%. 90% F1 99% B I¥IBE ; FLt , K&K 50%. 90% F1 99%
KEIRRTZE. B uBE T omEdEs AR & M ikints
B

RS HESKIE N AR, FRNATER_EIFARS HIVESKF |, 50%., 90%
#0 99% ANE N B[R]/ NF ST (E.
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AR (V7N [

_Fii5 P99
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Menu ALY >

CORS

Bk

EAHE

CRD

EAM

CORS " (BRBRRLE) B—FMHH , AT ERTIR (HI1F4K, JavaScript F) W&
IRIRIE 2 SN HAIEIEK

CRD


https://developer.mozilla.org/en-US/docs/Web/HTTP/Guides/CORS
https://developer.mozilla.org/en-US/docs/Web/HTTP/Guides/CORS
https://developer.mozilla.org/en-US/docs/Web/HTTP/Guides/CORS

CORS - Alauda Container Platform

enableCORS:
description: enableCORS EREABRBEIKIT<,
% EnableCORS & false B}, alb2 &W{EE(HRA FIHRS S,
/R AR S 25 R AE = B A IR
type: boolean
corsAllowHeaders:
description: corsAllowHeaders XX cors ARFHIERK,
2 enableCORS A4 true B, ZMEKKAESHIR
type: string
corsAllowOrigin:
description: corsAllowOrigin XX cors RIFHISKIE,
4 enableCORS A true B, ZAFEAESNE
type: string

A ATERLE) .spec _EFHTHACE.
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Menu ZARTUMEYE >

ALB ) TRBIE S AR R

AIEEENAT ALB ] R T REEHE L , IR an@EREE AN A RENA Pod
Z AR E S EC.

B=x

7R
AR
il (BOA)
BIP Ie%
HF Cookie BFEF0
T Header B340
EWMA (F8¥NAF%30F14)
REAR
1. {&F Ingress JXfig
2. {3 ALB Frontend/Rule BE X &R

ERERE

iR

ALB X ZFOaBHEHE L , BTRENRENECR /G Pod. BIAREERBUAT N AT
K, BIaISVEIFAME. HREAE GBS N .,
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A REIA

il (BUA)

o RE& 1 rr
o A IRIFEFREE RS RKEIFTA A Pod.,
o FAGR  ERTIREEREENA , BMMEKEF DAEB{EE Pod 40H,

IR P Re 7

e SRE& : sip-hash
o A FREMRENR IP MG K IaR I HE[E—1 Pod,

o 178 : IRTFFE X-Forwarded-For 3k , WERZCKFHIE— 1P, BRIERE PR
P,

o FAGR  FEETE G IP MSERFMERMER.

HF Cookie 7

RME& : cookie

JBME : cookie-name (ZRIA{EA ISESSIONID )
R ¥ HABMF Cookie EREKIEEHZIR—1 Pod.
(wal

o MNRIEEHK Cookie NFTE , ALB LK HIINZ IR+

e Cookie #8x\A : timestamp.worker_pid.random_number

FRFE  ERATEEET Cookie Sl AERMRINA.

FT Header H)75#0

o SRME : header

e JEME : header-name



ALB STz SVE SRR - Alauda Container Platform
o 2 B EABHE Header ERIEKIKERAZIFE—1 Pod,
o FRZR  ERATHREETHRE HTTP KSHTHEMNA.

EWMA (Fa¥U0F%snF14)

o RE& : ewma

o R : BT Pod ImizatiE) , R Z%&—"5ji% (Power of Two Choices, P2C)

BHTIREMRKHA.

« 1T

o A Pod 4HFETIRN B EK] EWMA 3%
o BREIRBT] EWMA 5B Pod

o BN ZTEHEIR

o FAGR  EEXERBURKIN

o &3 : Twitter Finagle EWMA 3(4Y 7

A=W

AY

1. {F/ Ingress j¥fi%

annotations:

alb.ingress.cpaas.io/session-affinity-policy: "<algorithm>"

alb.ingress.cpaas.io/session-affinity-attribute: "<attribute>'

2. { F§ ALB Frontend/Rule BE X &}

spec:
serviceGroup:

session_affinity_policy: "<algorithm>"
session_affinity_attribute: "<attribute>"

+ A
A=

EWMA


https://twitter.github.io/finagle/guide/Clients.html#power-of-two-choices-p2c-peak-ewma
https://twitter.github.io/finagle/guide/Clients.html#power-of-two-choices-p2c-peak-ewma
https://twitter.github.io/finagle/guide/Clients.html#power-of-two-choices-p2c-peak-ewma

ALB R TE I SVE IR - Alauda Container Platform
BRIESCE

o WTFEKEXHTNTORESIRENR | EEFRAEIX

o TEETE MG IP WG | (FFRIR 1P ®BE

o SITHELVEMER Web A , XFAET Cookie HIFRH

o MTIE AR SR AMARS , ZI8MER EWMA RUEAIER
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= Menu ALY >

I

URL E

Bk

EAHE
fcE

EAM

ALB FTRATEREKEE R E fRim 2 BIEETEK URL, AT A AIENIZRERHHREKRES
URL,

=1

B ingress JEf#
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apiVersion: networking.k8s.io/v1
kind: Ingress
metadata:
nginx.ingress.kubernetes.io/rewrite-target: /$2
name: demo
spec:
ingressClassName: alb
rules:
- http:
paths:
- backend:
service:
name: frontend
port:
number: 8080
path: /(prefix-x)(/|$)(.*)
pathType: ImplementationSpecific

BT rule

apiVersion: crd.alauda.io/v1
kind: Rule
metadata:
labels:
alb2.cpaas.io/frontend: alb-00080
alb2.cpaas.io/name: alb
name: demo
namespace: cpaas-system
spec:
dslx:
- type: URL
values:
- - REGEX
- N (prefix-x)(/|$)(.*)
rewrite_base: /(prefix-x)(/]$)(.*)
rewrite_target: /$3

B - B FURIESK /prefix-x/abe ; Jeim MR /abc .
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Menu ALY >

Calico W48 7 WireGuard 0%

Calico X#E%t IPv4 F IPv6 i E 3 T WireGuard fiIn%& , aJPUBIT FelixConfiguration &R K]
S¥MSL IR,

LV

FEROATR
A&
EEEM
FoRFAF
BRAFSIR
LEREAE

IPv4 i E%IE

RIRRE
BRI

S (A PAZHRAS

Linux 5.6 A ERRAZNAL L
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BRIERSE RAZhR
Ubuntu 20.04 5.4.0-135-generic

Kylin Linux Advanced Server V10 - SP3 4.19.90-52.22.v2207.ky10.x86_64

FEEOAZR

BRIERG PAZARZA
4.18.0-
openEuler
147.5.2.13.h996.eulerosv2r10.x86 64
CentOS 7 3.10.0-1160.el7.x86_64
Redhat 8.7 4.18.0-425.3.1.e18.x86_64

Kylin Linux Advanced Server V10 -

4.19.90-24.4.v2101.ky10.x86_64
SP2

Kylin Linux Advanced Server V10 -

4.19.90-23.8.v2101.ky10.x86_64
SP1

Kylin Linux Advanced Server V10 4.19.90-11.ky10.x86_64

7N

ANE 1tER
wireguardEnabled J2 A IPV4 iRETE IPv4 T EMLE BTN,

wireguardEnabledVé 28 IPv6 JRE1E IPv6 T =ML _EH{TINE,

> =7

T=

dlinl

=101

Yo
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1. {£ Calico P& IGEMEET , EHA1R natOutgoing SEOKER true , PAZIF WireGuard /I
B, ABRT | QIBEMFZSHEEMALE , THIVMLE.

2. WireGuard XHFXT IPv4 # IPv6 JREFHITINE ; IR FEXS AT KIRESFITNE | A
M AHITEHE. BXRXFHANSHECE |, F5F Felix BCEXXAY 7, BLE wireguardEnabled
F1 wireguardEnabledVé6 PNS%K.

3. 21R WireGuard REIARE , 1HS Y WireGuard ZEFEF ~ #TFIREK , REEXLE
MR aESH I WireGuard K FahEe I kW,

4. BT RNBSFRRERENE , AREA—DENZF—NENKMXRE ; B2 , £E—T1
R Pods Z[A)% Pod SEBET AL ERIBEEASHMNE.

FoRFAF

o WMESAEERHPHABT R L%d WireGuard, BXIFE , B85 H WireGuard &3y ~
. R WireGuard BT AN,

BRAIEDIR

1. BFAEZER IPv4 F IPv6 JiII%R,
AR AT a4 MIET mATER Master 1m0 CLI TEAFHIT,

o {NEH IPv4 %

kubectl patch felixconfiguration default --type='merge' -p '{"spec":
{"wireguardEnabled":true}}'

o {2F IPV6 N

kubectl patch felixconfiguration default --type='merge' -p '{"spec":
{"wireguardEnabledV6":true}}'


https://docs.tigera.io/calico/latest/reference/resources/felixconfig#felix-configuration-definition
https://docs.tigera.io/calico/latest/reference/resources/felixconfig#felix-configuration-definition
https://docs.tigera.io/calico/latest/reference/resources/felixconfig#felix-configuration-definition
https://www.wireguard.com/install/
https://www.wireguard.com/install/
https://www.wireguard.com/install/
https://www.wireguard.com/install/
https://www.wireguard.com/install/
https://www.wireguard.com/install/
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o 2F IPv4 F1 IPV6 NZR

kubectl patch felixconfiguration default --type='merge' -p '{"spec":
{"wireguardEnabled":true, "wireguardEnabledV6":true}}'

o [AIFTZEF IPv4 F1 IPV6 NZE

o 73iA1: 7E CLI TRFPITaS IR RME,

kubectl patch felixconfiguration default --type='merge' -p '{"spec":
{"wireguardEnabled":false, "wireguardEnabledV6":false}}'

o ik 2 : {8 felixconfiguration B2 & CHEAZE FNER,

1. PITA T 854S BUFTTF felixconfiguration BLE L4

kubectl get felixconfiguration -o yaml default

2. % wireguardEnabled F0 wireguardEnabledV6 ZEUKE A false PAZZFE WireGuard fii
I

thio

apiVersion: crd.projectcalico.org/v1
kind: FelixConfiguration
metadata:

annotations:

projectcalico.org/metadata: '{"uid":"f5facabd-8304-46d6-81c1-

f1816235b487", "creationTimestamp": "2024-08-06T03:46:512"}'

generation: 2

name: default

resourceVersion: "890216"
Spec:

bpfLogLevel: ""
floatingIPs: Disabled
logSeverityScreen: Info
reportingInterval: 0s
wireguardEnabled: false

wireguardEnabledV6: false
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2. 5eA¥ Calico WireGuard MEACE G , PATLA T S HA WireGuard MK, 20FR IPv4 F
IPv6 IS B, Status FEEFIELE wireguardPublicKey EY wireguardPublicKeyV6 7=
RINEGE 5 205R 1Pv4 F IPVE INEHE2RA |, MXEFEASEE wireguardPublicKey 3K
wireguardPublicKeyV6 , FRNBINEFH.

calicoctl get node <NODE-NAME> -o yaml # %% <NODE-NAME> & AT m & #Ko

i

Status:

wireguardPublicKey: L/MUP9+YXX/XXXXXXXXXXXX/XXXXXXXXXX =

cHRIUE
ASCER IPvA JRERIEVERIRG] ; IPV6 JREIIES IPv4 244 , WA ABEE.

IPv4 i &536UF

1. BLE WireGuard 1% fa , KEKAEE , T RZBIKREMSE R wireguard.cali #0317
TBEHA.
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root@test:~# ip rule # BHEYUBIREFN

0: from all lookup local

99: not from all fwmark @x100000/0x100000 lookup 1 # SEFABRMCA
0x100000 F¥IER, FAMKAR 1 HTIRASTX

32766: from all lookup main

32767 : from all lookup default

root@test:™# ip route show table 1 t Bk 1 K%EBRE.

10.3.138.0 dev wireguard.cali scope link

10.3.138.0/26 dev wireguard.cali scope link

throw 10.3.231.192

10.3.236.128 dev wireguard.cali scope link # FA IP Mtk 10.3.236.128 HimE
¥1@d wireqguard.cali O AKX

10.3.236.128/26 dev wireguard.cali scope link

throw 10.10.10.124/30

10.10.10.200/30 dev wireguard.cali scope link

throw 10.10.20.124/30

10.10.20.200/30 dev wireguard.cali scope link

throw

10.13.138.0 dev wireguard.cali scope link

10.13.138.0/26 dev wireguard.cali scope link

throw 10.13.231.192/26

10.13.236.128 dev wireguard.cali scope link

10.13.236.128/26 dev wireguard.cali scope link

root@test:~# ip r get 10.10.10.202  # o ZEIEAR IP M3k 10.10.10.202 KA

10.10.10.202 dev wireguard.cali table 1 src 10.10.10.127 uid @ cache # 4\ 47q]
TRuEBar IP ik 10.10.10.202 B, $IEEEET wirequard.cali ORI, FHAKEBER
1, IR E X 10.10.10.127

root@test:~# ip route # BRFIKEAR
default via 192.168.128.1 dev eth®@ proto static
10.3.138.0/26 via 10.3.138.0 dev vxlan.
blackhole 10.3.231.193
10.3.231.194
10.3.231.195
10.3.231.196
10.3.231.197
3.231.192/26 proto 80
dev cali8dcd31cId00 scope link
dev cali3@12b5b29b scope link
dev calibeefea2ff87 scope link
dev cali2b27d5e4053 scope link
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dev calila35dbdd639 scope link
calico on link

2. 757 R B R IR AR E T R E.

root@test:™# ip a s wireguard.cali # &F wirequard.cali MEFEOMKEMEESE

30: wireguard.cali: <POINTOPOINT,NOARP,UP,LOWER_UP> mtu 1440 qdisc noqueue state
UNKNOWN group default qlen 1000

link/none

inet 10.10.10.127/32 scope global wireguard.cali # wirequard.cali #[438CH IP
#itkA 10.10.10.127

valid_1ft forever preferred_lft forever

root@test:~# tcpdump -i wireguard.cali -nnve icmp # JfFKFFE/RIETS wirequard.cali {4
ICMP #ia 8

tcpdump: listening on wireguard.cali, link-type RAW (Raw IP), capture size 262144
bytes

08:58:36.987559 ip: (tos 0x0@, ttl 63, id 29731, offset @, flags [DF], proto ICMP
(1), length 84)

10.10.10.125 > 10.10.10.202: ICMP echo request, id 1110, seq @, length 64

08:58:36.988683 ip: (tos 0x0, ttl 63, id 1800, offset @, flags [none], proto ICMP
(1), length 84)

10.10.10.202 > 10.10.10.125: ICMP echo reply, id 1110, seq @, length 64

2 packets captured

2 packets received by filter

0 packets dropped by kernel

3. MK RER IPv4 2R E18 1T wireguard.cali 334
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Menu ALY >

Kube-OVN Overlay M%& 3 5 IPsec %7

AR T 7£ Kube-OVN Overlay W& [SRFNZE A IPsec MK EIREHFATsEa. BT
OVN [$iEREE TR B2 AT AL |, XL & AT RE U T A SR A LMK ek HEilE
BER , FLLE 1Psec I B HBA IR EXIEH M ITTE R,

Bk

pNT
EEEM
SR
BRIEDIR

Ja A IPsec

*#H |Psec

ANE

& fiER

IPsec  —FRATRPTRIEETERMERRIENIMIRR, BE P RiZitRe
Bis , TERTAREMRAMSE (VPN) BURES 1P SUBEMER. IPsec
FEESUTFABRRIERS

o PURENE : BEMEA | IPsec Al IHREUREEMEIET A HHTIEE
¥, FNRINEEIAEIE AES, 3DES &,
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N iR R
o ¥URTEMAE : IPsec {FRMBFEL (Hl20 SHA-1, SHA-256) WiE¥iRE
AITTEME , MREURTEE T P R B .
o SHRIE : IPsec ATNEAZFAIE (FIANTALZERS. HAULED) Bkl
ENARSH , PBLERERAEIR].
o THEH : IPsec FAEEXMEAZM (IKE) PRUEHATINEEZANIESE
i,

TEEIR

7N T

Yo

 JaF IPsec AJgE4 S EMMLE T JLRDSH,

o WNERPNIZIRAS A 3.10.0-1160.e17.x86_64 , JEF Kube-OVN [ IPsec THEERTBELIBEIZEAME

[F)L,

FeRFAF

HRITA T e S E URTHRIERGINIZE B3 IPsec AXHER, WNRHL B/RFTES XFRM
FMXRBMEERA v 8k m , MFRIRZHF IPsec,

cat /boot/config-$(uname -r) | grep CONFIG_XFRM

Wil

CONFIG_XFRM_ALGO=y
CONFIG_XFRM_USER=y
CONFIG_XFRM_SUB_POLICY=y
CONFIG_XFRM_MIGRATE=y
CONFIG_XFRM_STATISTICS=y
CONFIG_XFRM_IPCOMP=m
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BRAEDIR

TR BREFE R, LTS WEE T R CLI TAFHIT.

2 IPsec

1. /&2 kube-ovn-controller fRIECE ST,

1. PITA T 65 44miE kube-ovn-controller (8] YAML BCE SCHE.

kubectl edit deploy kube-ovn-controller -n kube-system

2. RBA TR BB B EE TR

spec:
template:
spec:
containers:
- args:
- --enable-ovn-ipsec=true
securityContext:

runAsUser: 0

FEEA

 spec.template.spec.containers[0].args : 7EMVFEX RN - --enable-ovn-

ipsec=true ,

« spec.template.spec.containers[0].securityContext.runAsUser : J§ Il FERHIEE
%h 0,

3. REEH.
2. /&2 kube-ovn-cni ECE ST

1. BITA T 654 4%4E kube-ovn-cni i YAML BCE ST,
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kubectl edit ds kube-ovn-cni -n kube-system

2. B TR IMERIEE T

spec:
template:
spec:
containers:
- args:
- --enable-ovn-ipsec=true
volumeMounts:
- mountPath: /etc/ovs_ipsec_keys
name: ovs-ipsec-keys
volumes:
- name: ovs-ipsec-keys
hostPath:
path: /etc/origin/ovs_ipsec_keys
FERRAA

« spec.template.spec.containers[0].args : 7EMLFEE TR0 - --enable-ovn-

ipsec=true ,

» spec.template.spec.containers[0].volumeMounts : R{INFEE KL , I 4L A ovs-
ipsec-keys HIEIEBEIB .

« spec.template.spec.volumes : fEHFE FRMNZEALA hostPath f4 4 ovs-ipsec-
keys % .

3. RIFEH.
3. WIEThAE R B RN =R,

1. PITATF 4543\ kube-ovn-cni Pod,

kubectl exec -it -n kube-system $(kubectl get pods -n kube-system -1 app=kube-ovn-

cni -o=jsonpath="{.items[0@].metadata.name}"') -- /bin/bash

2. PITA T S RER S REERNHE. MRE (MREE - 1) MERLATEIRE
S GNE e
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ipsec status | grep "Security"
it -

Security Associations (2 up, @ connecting): # BATZEEFE 3 MR, TLLERRE
EWERN 2 NEK

2 H IPsec

1. /&2 kube-ovn-controller FRIECE ST,

1. PITRA T 45 $4%E kube-ovn-controller i) YAML A& 4.

kubectl edit deploy kube-ovn-controller -n kube-system

2. B TR IMERIEE T

spec:
template:
spec:
containers:
- args:
- --enable-ovn-ipsec=false
securityContext:

runAsUser: 65534

FEEA

« spec.template.spec.containers[0].args : L FEX enable-ovn-ipsec HIEE XA

false,

« spec.template.spec.containers[0].securityContext.runAsUser : Il FERHIEE
k) 65534,

3. RIFEH.

2. /&3 kube-ovn-cni ECE ST
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1. BITUA T 44w kube-ovn-cni i) YAML ECE ST,

kubectl edit ds kube-ovn-cni -n kube-system

2. B TR IMERIEE T

o BUETNECE

spec:
template:
spec:
containers:
- args:
- --enable-ovn-ipsec=true
volumeMounts:
- mountPath: /etc/ovs_ipsec_keys
name: ovs-ipsec-keys
volumes:
- name: ovs-ipsec-keys
hostPath:
path: /etc/origin/ovs_ipsec_keys
FERRAR

» spec.template.spec.containers[0].args : ¥ IFEX enable-ovn-ipsec HI{EE XA

false,

o spec.template.spec.containers[0].volumeMounts : &I FE T 4 A ovs-
ipsec-keys RIFEE K12,

o spec.template.spec.volumes : FZ[&IVFE T4 A ovs-ipsec-keys % , 2584
hostPath,

o BRENEE
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spec:
template:
spec:
containers:
- args:
- --enable-ovn-ipsec=false
volumeMounts:

volumes:

3. REFEH.

3. WUEThRER B AN .

1. PITATF 4543\ kube-ovn-cni Pod,

kubectl exec -it -n kube-system $(kubectl get pods -n kube-system -1 app=kube-ovn-

cni -o=jsonpath="{.items[0@].metadata.name}"') -- /bin/bash

2. PITA T ar SR EERRT, WREFHL |, ZoREARI.

ipsec status
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Menu ALY >

DeepFlow F§ ~f5/

DeepFlow #& T AT A AR NN FAtEREFSARA Grafana M15HEMR , ARET eBPF AR
KA BzhEEIBE. Ela) DeepFlow i Grafana MITMEINR , EFHFZE I Marketplace 3

DeepFlow #if4. ZkTefa , BATUEE RS FEFECER Ingress 7] Grafana Web U,
Vila] Grafana Web Ul EEEFEE,

BX{EH Grafana WiITERHKELZEE , HZ % Grafana documentation 7,

H=x

Bx
EaERAT Y
DeepFlow System
DeepFlow Templates
B ER
ERH=

BSMEIR

% Grafana Web Ul FERTEE , X5 EERIE DeepFlow ifEFRACE :

« A% : Grafana Web 6| & KA F4.

o AL : Grafana Web 15541 & (255D,


https://grafana.com/docs/grafana/latest/dashboards/use-dashboards/
https://grafana.com/docs/grafana/latest/dashboards/use-dashboards/
https://grafana.com/docs/grafana/latest/dashboards/use-dashboards/
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BIERE , BABENE TREEEERED,

EFEERAE AN
1£ Grafana Web Ul F §fiZE Dashboards Z(4) , BDa[i/5a) DeepFlow 12 At R AL E e
iR, SIAERS IER SR - DeepFlow System #1 DeepFlow Template,

 DeepFlow System : iZ 8 & RGRK MITEIR , $21t DeepFlow RETEE(K g KA
MRERIRER.
« DeepFlow Templates : iZ3C A& N AR KIEER , FTHRIEEAN AEKRHITAEEX.

DeepFlow System

A E %4 DeepFlow Agent fSIETEINR , 1e1it5BE T DeepFlow ZFREMRTY mBRAF

MRERR.

KT WL RTINS , B &N TTEMR

TERR TR

o
Al

Ju

B

[N

FrB e B ae AR Tegeit I SEHEFF R Top <agent, signal>

RS TTHEFFE) Top ERE(K

ROEA

NIC Rizit#as (IVHES%) BT (bps)
EOBEZE (pps)
STk

[dispatcher] AF_PACKET/cBPF Wi&3s @ [CAUTION] NA%EA (FREIRTTIALNIR)
PAZES B BAEIR > 1ms ({UffkE%)

TCP tAREEL ZHERSFHE TCP ARER

mp
&
bl
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FEAR R
TCP EEAEIEE

ToIFRRIH L7 WY A,

EE
EE A & WERRRTBEFERE R R,

DeepFlow Templates

GOERAE ZFEIEER , BIEME/L4 T6bR. N7 FEFRH B 3hiBER IR HER.

PAF 2 -5 M4% AT WM AR S S A TEIAR.

DA WEmER ik FEHRITEIAR
Network/L4 Ait=
(bps)

1 AL AOMARILA AT | B, e
EITL. B, REM TCP# TP i

2 EAVE €S

Network -
Cloud Host

Jnp

TCP %E#
[ AVATSIN

Network - A EBE KL |, B Cloud Host
Cloud Host REMEIRERMRE. Map

Map
&ltE

(bps)

TCP &E1%
% (%)

TCP &
FERVE N, E
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PAES FAGRAETE

Network - K8s
Pod

Network - K8s
Pod Map

Network - Flow

Log

ik

$24it Kubernetes Pod fRIN4&/L4
Febr , BIFH . B REN
TCP M8E.

a4k, Kubernetes Pod BM4&Fh
N, BN Pod [BIHERFIRE.

J&7~ Kubernetes Pod W& iRER
FHRAE  BIERMBAR P,
um. BHXEE.

TEPRITEIAR

(%)

TCP &%

[ERVETSIN
(ms)

"HE
(bps)

BER

TCP 1&¥
ST AR

TCP i&#
HIAER

Pod Map
Hit=E
(bps)

TCP E1{%
(%)

TCP 1E#
(%)

TCP &
EFER

(ms)
ILEITE
I

TCP E31
ERIEIR )
it
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FAGRAETE

Network - Flow
Log - Cloud

Application -
Cloud Host

Application -
Cloud Host
Map

Application -
K8s Pod

ik

R RN MR IR E R
B& , BIERAMBAR 1P, ¥5H .
NE.

IREERFYNN LT 1585 , B
F& HTTP, DNS, MySQL,

Redis 1 MongoDB Z WX &
K, FREFNIER,

AR AN BT R
AR F B AR E

324 Kubernetes Pod NV FB/L7
bR , B4E HTTP, DNS,
MySQL. Redis 1 MongoDB %
PRXENESKRE, FRFMIEIR.

TEPRITEIAR

TCP %
MR 5 Hn

A

ILEITER
ERITER

TCP &AL
EHEIER 5y
o

TCP %R
SER T

MEE
KR
R 55 2athR

FISIN

Cloud Host
Map

KR

R S5 2athR
FISIN
KR

R 55 2atiR

R
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FAGRAETE

Application -
K8s Pod Map

Application -
Request Log

Application -
Request Log -
Cloud

Application -

K8s Ingress

Application -
DNS Monitoring

ik

a4k, Kubernetes Pod B FAFA
¥, BRI N AR (8] RN

=
EO

B~ Kubernetes Pod FiE1 TN
AREE kAL , BIERMNE
FRIP. URL, TERAZEE,

RARENMEFIZITHN ARE
sk BE , BIEIEMER 1P,
URL. MghzRg%s,

}2 {3t Kubernetes Ingress &R
K FRILT 364K , BFE HTTP &
HIESKE, FREMIIR.

15 ¥% DNS WAL, , 4244t
DNS MEREFNHFE R BKIRER

TEARER
Pod Map
BRI
Rk 2548%
SEIR
ILEVTER
FRITER
SEREFE]
ERNEES
LRI
FERITER
EREFHE
BKREAE

LiEESK
[&]

R
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FAGRAETE ik TEARER
HEDHT
SQL #aFh
JEZ; 24

Aolicat 473 Kubernetes Pod A& 1{THI%K
pplication - a

L &P (20 MySQL, PostgreSQL SBE
SQL Monitoring

F1 MongoDB) ] SQL &ifFIME oy

- K8S 12
BE.

axlinss
SQL 34
SQL #AFh
R

Aoplication - MR AN IZ TSR \

PP o (20 MySQL, PostgreSQL #1 SER
SQL Monitoring MongoDB) f SOL B
- Cloud on = Faix
AE.

ftE
SQL 73 #T
Redis #hFh
R

Application -

Redis iz Kubernetes Pod F1z17HK TR

Monitoring - Redis SR 45 S FN14ERE fg

K8S
ftE
BENT

Application - B FHMEFIZITH Redis 32 Redis FFFh

Redis Bl an S MMERE .

Monitoring - R

Cloud R
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A WEmER ik FEARITHR
R
Ait=E
HENHT
Dubbo #HFh
Application - N o R
Bubbo 4= Kubernetes Pod F12171
L Dubbo AR%-#) RPC A RAIM: FER
Monitoring - e
BE.
K8S fg
HENHT
>4 Kubernetes Pod H1=1THIN FH ESREIE
Distributed RN HNERTEE , AFEIE
Tracing BRESKIER RS LA G RINE
% KAEE]

Auto Tracing
hENMEFETORABERS  ERFIE
HNEFRYIRE , ATFEIEERIEK

ER RSB A RIRIERE, KIaE

Distributed
Tracing - Cloud

M2 , DeepFlow £t 7T —E2 @ SITER , BT SIEMAHT Kubernetes Pod K& EH| /L&
BIML% R0 FAMEBE.

o X Network SABIZRH G I=EARIZ (L L4 ZKAFERR , Application BIZRHINIFR(HE L7 LKA
=,

o ZFHHH A Cloud 54582 Cloud Host S ImERBEFHIME |, HH K8s [FEREkTT
Cloud 54584 Kubernetes Pod,

o HH Map RN KT EAR T LA LR Sy FRZE A FRT MGG A
o ZIFFEE Log HITER RN RETY BEKIIFEHE.

o ZFRFEE Monitoring FISIT MRS ESTE MEURS: , 21 DNS, SQL., Redis #
Dubbo.,

o SAIEIREEEIRIR HN G R B 3B ERThRE.
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\ =
P HIEER

DeepFlow K7 TUB BRINBEAVF B ERIE S KIEN TR & IR FAA M RIKEHTTE. XBHT
RAIMEREREN. IR AR SRS BN FRTAERE.

TR
AENHNEBEREZERT , EAIUERSMEKIFAESRS , 81F

o BRI  FIAHIEENERNF IR , BIER ID. BEE. FFERERFIRE.
o JHEE ESKERABKA MR , BRSNS EA IR,

R DARIEG & =8, L{EfzK. trace ID, span ID, &K GRS BRI Fh AT g0
}fﬂ%%%ﬁ%to AT BRI IR RA -

Request List

Start time Client Server server_port Datatype Protocol Trace ID Request type Request domain Request resource

2025-09-30 16:... 192.168.134.74 kube-ovn-pinger-j... 8080 eBPF HTTP == GET 10.3.0.7:8080 /metrics
2025-09-30 16:... 4.74 kube-ovn-pinger-j... 8080 eBPF HTTP == GET 10.3.0.7:8080 [metrics
2025-09-30 16:... 192.168.134.74 kube-ovn-pinger-j... 8080 Local ... HTTP -- GET 10.3.0.7:8080 /metrics
2025-09-30 16:... 192.168.134.74 kube-ovn-pinger-j... 8080 Local ... HTTP -- GET 10.3.0.7:8080 /metrics
2025-09-30 16:... 192.168.136.108 kube-ovn-pinger-... 8080 eBPF HTTP - GET 10.3.0.5:8080 /metrics
2025-09-30 16:... 192.168.136.108 kube-ovn-pinger-... 8080 eBPF HTTP == GET 10.3.0.5:8080 /metrics
2025-09-30 16:... 192.168.136.108 kube-ovn-pinger-... 8080 Local ... HTTP == GET 10.3.0.5:8080 /metrics
2025-09-30 16:... 192.168.136.108 kube-ovn-pinger-... 8080 Local ... HTTP -- GET 10.3.0.5:8080 /metrics
2025-09-30 16:... 192.168.134.74 kube-ovn-pinger-j... 8 Local ... HTTP -- GET 10.3.0.7:8080 /metrics

2025-09-30 16:... 192.168.134.74 kube-ovn-pinger-j... 8 Local ... HTTP == GET 10.3.0.7:8080 /metrics

RIEEMEKRAEXERFTERHLFHIEREE.

DeepFlow Flame Graph

Flame Graph Service List Ask GPT

[ 500us 1ms 1.5ms 2ms 2.5ms 3ms 3.5ms 4ms 4.5ms 5ms 5.5ms 6ms 6.5ms . . . .
duration duration_ratio service_uname

6253 97.25 kube-ovn-pinger

177 2.75 global:kubelet
e .00 global:etcd
HTTP GET /metrics 6.25ms

Request Log

No Data

KIGEBRZ N RERAR, , 8RR EK— span, x RREE) | y HFRARKRIRE. span
RABIF N LR T B8R,

FARRANT

o K : A xHh, 3RIN span IBITES(E] |, S 1EXT Ry Fraafnss sk E).,
o BRSFIFEK : BIRKRSIEFREMIRILG, REERSEEs=RKIEEFPITNVE span,



DeepFlow F§ F$5R3 - Alauda Container Platform

o Bt : VA span MRS span {EFRAENIREIMTHREE ; AL span AKE (RARE
TAETARS)

o BIMER  BANKERERESR. ABEEMNIITHIE,
o &R : X4 span 2 .

o @ A span , #iT OpenTelemetry HMHY{RE | iz FAABFAEL2AD,

- © RY:span , BiT eBPF BRANE  EKERGHA, LA (M0 HTTPS) |
API Gateway F1fR% M4% Sidecar,

o (D M4 span , BiT BPF NMERERE |, s AasMELALLN iptables, ipvs,
OvS # LinuxBridge,

o VWREE : 1R1E span ZKAUA[F) :

o [/F3 Span 1 &4 Span : W APMY, EREBFNEREIR.
o %% Span : WUl &,

o BUTHSE) : span MFFIARILERAEFERT.
o BME IFREMAE.
o BfF  ERNMEPBRNABGEE. KOHEEMBATRE,
o SKHHEE : tR1E span ZKERIAR[ME] :

o W Span : R FNEIRLAI,
A4 Span : BHFREHIEIRSLE),
o W% Span : L& RN BT RIAH .

o PITHTIE] : span HEBITETIE) R H B HITRS[E]ELAI.
o mid : &% span RHEA span , HFAKFEF /AT span HKIFAEE.
=3

DeepFlow ZHH#MNTNV FFEARKIME—EK ID (Hi20 JLF-FTB M EpSIEN X-Request-ID) , FF
¥ EBMENEK ID KAENGKKECAR—RIEER. BERMEENEK ID K3t THEdT , TR
5y H DeepFlow 1H4-AT{& 2k DeepFlow EREKLARCE .

Eﬂﬁlﬁﬁq processors.request_log.tag_extraction.tracing_tag.x_request_id ,}%%—4%@%51]
x. RNPIECERERIT :
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processors:
request_log:
tag_extraction:
tracing_tag:
x_request_id:
- X-request-id
- x-bfe-log-id
- stgw-request-id

- x-blb-request-id

Bk DeepFlow FREARCE K E Z1ElE , 155 ¥ DeepFlow Agent Configuration ~ 344,

(EJFERZ by

o MLEMBEVTIE : {FF Network/L4 MimmAR iz B F M AN Kubernetes Pod T 5e. EBH
TCP t&E , IRARMFFMUMEKECE.

o [/ FRMEBERTT : (£ Application/L7 EmMHAR MITERTIBTHE KN MEKRE, F#iRE
FEEIR |, IRANE s R FIVERE.

o TRFNTAAL : ) Map EHREAR AT LML A AT , FEIRAERARRIA AR X AR
B,

o HENH : £/ Log KHITERSITHARIABSANEKREE , FEHFERBFREAER
.

o PN EHE : {F ) Monitoring T EAR MIR4FE PMXFIARS: , 20 DNS &if], SQL ¥dEEM
BE. Redis #p4#1 Dubbo RPC M.

o B : {£ ] Distributed Tracing Y= ERIE BRESKAE X IR SFAALHAIKEHE , FENR
IR SRS T E.

ST IR

e DeepFlow - Instant Observability for Cloud & Al Applications ~
¢ DeepFlow Agent Configuration ~

¢ eBPF - Introduction, Tutorials & Community Resources -~


https://deepflow.io/docs/configuration/agent/
https://deepflow.io/docs/configuration/agent/
https://deepflow.io/docs/configuration/agent/
https://deepflow.io/docs/
https://deepflow.io/docs/
https://deepflow.io/docs/
https://deepflow.io/docs/configuration/agent/
https://deepflow.io/docs/configuration/agent/
https://deepflow.io/docs/configuration/agent/
https://ebpf.io/
https://ebpf.io/
https://ebpf.io/
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Menu

an{ATfiE R ARM PRLE A ETY U BB (S [R) e 2

TEF AR R AR NI A ELLE N -RET , ATRESH ISR B ARG FEE A1 B RS A
RIEMEOTEDL. XA EES SN Kube-OVN Overlay P47 R BIRIBIE K. AR R RN
o

o RERARL: FHERNMZIRA, BICKENAZRAFRE] 4.19.90-25.16.v2101 L E ShRA.

o RARFTR 2 : ZARBRAEE, MRITELRPFHERNZARAF BB I RlE@(s R |, AT
AT dn2- 28 FYE MR AR ANENZK .

ethtool -K eth® tx off
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Menu

BHERRE

FRRE SR 3K X-ALB-ERR-REASON FECKHERENZKREK

i
T
™

THER

InvalidBalancer : FRIKEIxx@HmEINME 2%
BackendError : MEVRiSEERxxXFETIEGE
InvalidUpstream : j&&#NULED
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