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http://localhost:4173/container_platform/zh/install/prepare/node_preprocessing.html#node_checks
http://localhost:4173/container_platform/zh/install/prepare/prerequisites.html#supported_os_and_kernels
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https://kubernetes.io/docs/concepts/overview/working-with-objects/labels/
https://kubernetes.io/docs/concepts/overview/working-with-objects/labels/
https://kubernetes.io/docs/concepts/overview/working-with-objects/labels/
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Evict Pods
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https://kubernetes.io/docs/concepts/scheduling-eviction/taint-and-toleration/
https://kubernetes.io/docs/concepts/scheduling-eviction/taint-and-toleration/
https://kubernetes.io/docs/concepts/scheduling-eviction/taint-and-toleration/
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http://localhost:4173/container_platform/zh/virtualization/virtualization/overview.html
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- MEHE |, BIENTERERRITFA,

Standard Kubernetes

e OpenShift

o AWS EKS

e Google GKE

e Azure AKS

e Alibaba Cloud ACK

¢ Tencent Cloud TKE


http://localhost:4173/container_platform/configure/clusters/managed/import/standard-kubernetes.mdx
http://localhost:4173/container_platform/configure/clusters/managed/import/openshift.mdx
http://localhost:4173/container_platform/configure/clusters/managed/import/aws-eks.mdx
http://localhost:4173/container_platform/configure/clusters/managed/import/gcp-gke.mdx
http://localhost:4173/container_platform/configure/clusters/managed/import/azure-aks.mdx
http://localhost:4173/container_platform/configure/clusters/managed/import/alibaba-ack.mdx
http://localhost:4173/container_platform/configure/clusters/managed/import/tencent-tke.mdx
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A Y
1tHR

=] PR —3E Kubernetes 8 , Master T ma R H4BHFAT
BEE , BAEEREEIE Master TT A,

XS, B = FiR A AR EHE Master T RpIE&RE , ANfTE
= ACK T HIREEN T TKE JHAL &8,

o SR Kubernetes XA LA B A K S 80 E K,
o F1z{THIA Containerd , S£R{AT R 47 Containerd ACE , IR D HNEIEBERTNERE .

EEFEI

TFAAYIZILAC eth.*[en.*[wl.*|ww.* HMRIRE. NRBINARR , ERGEIRE
[Custom NIC Monitoring] EHECE .

AR5 AL

o Z{FEATE1E global cluster ZIEITERE 451G BE |, TJ4E global 35867 SHUT

if [ "$(kubectl get productbase -o
jsonpath="{.items[].spec.registry.preferPlatformURL}')" = 'false' ]; then

REGISTRY=$(kubectl get cm -n kube-public global-info -o
jsonpath="{.data.registryAddress}")

else

REGISTRY=$(kubectl get cm -n kube-public global-info -o
jsonpath="{.data.platformURL}" | awk -F // "{print $NF}')

fi

echo "Registry address: $REGISTRY"

o EH{EM SMNBEBREE | B FIRE REGISTRY :
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REGISTRY=<external-registry-address>

echo "Registry address: $REGISTRY"

VB ED R EMIMNIEGRCERE

L PITA TS RE B EREHFHAR(EE CAUEBH HTTPS

REGISTRY=<registry-address-from-previous-step>
if curl -s -o /dev/null --retry 3 --retry-delay 5 -- "https://${REGISTRY}/v2/"; then
echo 'Pass: Registry uses a trusted CA certificate. No extra config needed.'
else
echo 'Fail: Registry does not support HTTPS or uses an untrusted certificate.

Follow "Trust Insecure Registry".'
fi

2. ERERM , BERMAEEALLHHRGEE?

REEEFHE S

WBSENARIEREE 2.

S AERRF

1 EEMSAT , A SEHEHE > &5,
2. Rt FAER.

3R TRECES
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TR TF OB SR G, WREIE | FATIA (global TEMAL
Registry &) . AVE0E (BASMIL WO, BRE. B0) | AKCE (BE

WAEIE)

AIFi AN KubeConfig SUHi#AT. WMEFEREIE : 83t CA
EBERE B (FaAKTE Baseb4 fi#hL) . JAUE{SE (token 2k A% cluster-
admin APRAEK FigiE$) .

4. | WIEBEYE | FEaRRIEMLE R B ahRAIE R,
5. /B, Rt S FeAdRE.

BJIE1T PITHE X¥hZEEFHE (status.conditions) . ERTH)G , EHIIFRFE A

=

TR global &R 5T NER Z AIKZEIEM.

IA.I.LI \

7 DL|A) el

TR R R ATTH ?

TWHELC RIS ER , FA8 U BATRRIIT R, BE&EesEE AR &,

SCFFHPEEUE 2

1. Kubernetes iF : {(NZIFEFE API Server iFH , HFPATIFE RSG5k,
2. FEAMHED  XIFBEEFERBERH,

BLETNBEAN SH 2



S \FBAE Kubernetes S2E¥ - Alauda Container Platform
o EER  AXFFEITHE.

o FEEEE . N3 FF ETCD. Scheduler, Controller Manager %45 ({X3Z#F API Server ¥5
$]_<) o

o FTELEE : & API Server SMEP AR,

WM fi# iR Containerd 1z1TH SN N EHE KK ?
{£ Containerd B , 2 HAFMHENERW , FEMBET A% Containerd ACE :

1. Yg%E /etc/systemd/system/containerd.service , ¥&E LimitNOFILE=1048576 .
2. T systemctl daemon-reload .
3. B3 Containerd : systemctl restart containerd .

4. FEFEHT RER S MITFE Pod

kubectl delete pod --all -n rook-ceph
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Menu

Import OpenShift Cluster

XFPREEIE R Openshift &RFHEAF A , SKEG—EH,

H=x

ATt &t

#<EX Registry ik

KERBHEMIMNG Registry BLE
AT KL/ Registry

ACE S F¥/) DNS

REVERHER
AR— (#FF) : FKEX KubeConfig 304
7 : {#F Token, API Server it CAE

SNERH

MR ECE

ERE M

EATEITRE

w WA
PTG AR 2R PR 2
SRS 2

OpenShift HASHFIHPLINGE ?

A 2

ARTUHENE >
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o £ E Kubernetes hRAFN S ¥ Jiis  #rE Kubernetes S2 3 E5K,
o ERHBEPTEEMA kubectl d54 , HIEREARIERHMEL2Y, L% CLI TA,

o ASIXTI . T{Ef#E (Deployment, StatefulSet, DaemonSet) . Pod F1& 2551648
HISRE5HE |, MR B AR 2 E0E Prometheus,

#%HY Registry i3t
o Z{FERTFETE global &5 LREHEIEK Registry , 1H7E global 56 mBUTIA T 64 -

if [ "$(kubectl get productbase -o
jsonpath="{.items[].spec.registry.preferPlatformURL}')" = 'false' ]; then
REGISTRY=$(kubectl get cm -n kube-public global-info -o
jsonpath="{.data.registryAddress}")
else
REGISTRY=$(kubectl get cm -n kube-public global-info -o
jsonpath="{.data.platformURL}" | awk -F // "{print $NF}")
fi
echo "Registry address is: $REGISTRY"

o FE{F M M5B Registry , EF3NXE REGISTRY £ :

REGISTRY=<external-registry-address>

echo "Registry address is: $REGISTRY"

KERBEELNIMNA Registry it &

1. PITA T 44 , E Registry 28X FF HTTPS BFERARZE1EMK CAUED :
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REGISTRY=<registry-address-from-previous-step>

if curl -s -o /dev/null --retry 3 --retry-delay 5 -- "https://${REGISTRY}/v2/"; then
echo 'Pass: Registry uses a trusted CA certificate. No extra config needed.'
else
echo 'Fail: Registry does not support HTTPS or uses an untrusted certificate.
Follow "Trust Insecure Registry".'
fi

2. FRERM , FIRLITDHRIRE.

{SERL LK Registry
1. B3R OCP &R A,

2. FFAN N R LACE Registry % E :

sudo -1i
sudo chattr -i /

sudo mkdir -p /etc/systemd/system/crio.service.d/
cat | sudo tee /etc/systemd/system/crio.service.d/99-registry-cpaas-system.conf <<
"EOF'
[Service]
ExecStart=
ExecStart=/usr/bin/crio \
--insecure-registry="<registry-address>"' \ # {4120 registry.example.cn:60080
gk 192.168.134.43
$CRIO_CONFIG_OPTIONS \
$CRIO_RUNTIME_OPTIONS \
$CRIO_STORAGE_OPTIONS \
$CRIO_NETWORK_OPTIONS \
$CRIO_METRICS_OPTIONS
EOF

3.EBR crio BR% :

sudo systemctl daemon-reload &% sudo systemctl restart crio
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L &5 7] DNS

& global 2K CoreDNS ConfigMap SKACE DNS.

1. FEER A4 _EFRER OCP SR HIEAINE -

oc get dns cluster -o jsonpath='{.spec.baseDomain}'

B

ocp.example.com

2. B FF B E |, V1% global &3 , H A\ 8B > RIFEIE,
3. YgiE kube-system 4L Z[B) NI cpaas-coredns ConfigMap .

£ OCP EAitig &M DNS fRF-25iuht (BRESATTRA /etc/resolv.conf ) RAFTHECE
B,

R~

Corefile: |

ocp.example.com: 1053 {

log

forward . 192.168.31.220
}
11053 {

log

forward . 192.168.31.220
}

RIERER

AEEUTARZ— ¢
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AR— (3#%F) : IKH KubeConfig 34
1. ER2H, LB kubeconfig X , MIAHFTASEER LT,

2. % kubeconfig {4 MR 22| R IR ASHA 25

scp root@<bastion-ip>:</path/to/kubeconfig> <local-path>

A : ¥/ Token. API Server #i3i-F1 CA IEH

ZIATREVERHEE 7 .

FNEH

1 EEMSHAZEN SEEHE > 37,
2. Rt SANEH.

3. BCESY :

e Vi

i AE RGN Registry, SFAEKIA @ global R ACE )
Registry = Registry, f.5 Registry : F£1AE Registry itk 0. AL,
3 Registry : FEHRUREE.

_F1{% KubeConfig M4 FahEE ., SR . API Server #ilit, CA
EMEE P Base64 i@ jar CAUEP. JAUEAR : token R % cluster-admin
PRI % FumuE.,

4. Ry IMEBE.

5. 58, Rt FA. IERTHEHERRE. SATRE  SHRESERER.
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Pz ACE

TR global £S5 SNER ZAIKMLGIER, LS N ERHKMNEICE.

GIES OGS

ERAINE , 3t Marketplace 5E FTEdlft , 2041r. HEXEMBEGEE.

H3E HERERT , IEHHR /var/cpaas/ Flz=Z|B] AT 50GB :

df -h /var/cpaas

S | A
FATEHIT IR
AW E BT ITERRE ( spec.audit.profile )

o Default : iERIEEERATHIE (OAuth i[a) S REEIRRICFRERIK) .
« WriteRequestBodies : iGX TAEKKITTEHIE R E1EKHIEKIEK.
« AllRequestBodies : 1CX A KN TTHIRFIEKIK,

SUREIR (40 Secrets, Routes, OAuthClient) {iCR TR,
Bt

oc edit apiserver cluster

& JLIA)

AT AERINT AR SR AR 2
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F& Ul AR R, BER AR A,

FHRLEUESS ?

1. Kubernetes i3 : {YA] W, API Server iF+H , TEshEH#k .
2. FAEMHIES : AL BBk,

OpenShift &£ 3 T HFFHLETHEE 2

o HITHIERE.
e ETCD. Scheduler, Controller Manager 1% ({X3Z3F API Server $8#5) .
e API Server PAMAEREIE,
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Menu

S A\ Amazon EKS £#+

ARTUHENE >

B Amazon EKS (Elastic Kubernetes Service) &£EHEERIFES |, SRS —51E,

H=x

HIIE &
MR
RIS BHEE.
KRS N\ SR
SNER

VAt Ingress F7Ef%

LA

SNE BRI RRARTA AR R 2

SNEHEP B IFHLALS 2
S AWS EKS 83 RIHFHRLTIRE 2

A 2

o H£3H Kubernetes JRAFIR BT & S AR Kubernetes SEBFRR A8 S MR EK,

o BB EENINZFF HTTPS |, FHRHAA I CAIMARABAIR TLS IEH.
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RIS

T E AWS EKS L2350 , iE7E AWS CloudShell FHITA T EIR.
1. HRILRBER AR AWS BIRITHIE
2. #Z& cloudshell , #A/5FTFF CloudShell 7,

3. WA S BAR R AT7EE — 2, B TEEVIAR.

4. CloudShell &SR , IBTXIHFFE1T -

aws eks list-clusters

aws eks update-kubeconfig --region <region-code> --name <my-cluster>

cat "${HOME}/.kube/config"

5. MRS TTM. EENREEREEMINERFEDIR , 57E CloudShell F4+3f BARERF
1TRRES,

RIERER

RENF NS HE
XBAB=ERK KubeConfig NEEEIEATSA.

BEEIATHRBERER RGNS,

FNEH


https://console.aws.amazon.com/cloudshell/home
https://console.aws.amazon.com/cloudshell/home
https://console.aws.amazon.com/cloudshell/home
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1 EEMSAT , S SEHEHE > &5,

2. Rt FAER.

3. BB T RAIRLE SR,

%
" o83

B EHERTETARMHEENEE. - FARA : 8 global ERHENEEN
% eE. -RECE: BRESTREENERRNCE. BASLACEY
& i WA, APEREE, - ARSE  AREHMOE. EREREEN
B ARGEREIERIREE.

%

g UK HfE kubeconfig Siff  FAMEBMEN. KBRS : BARRRISRE
N B API Server #ifiE, CAET : &80 CAUER. MEAR : (FAL—HA40
o WABEREEAURMSR.

4. ji WEERY , RIEWKEBEMFEMINER KT, KRNI DREEXERTE
xEA LM,

S.ERMREBEE , ol S, FEARE.
R

o WTLTF SAF RENER , REFHBERIRAE PITEHE SPEREFERHE

( status.conditions )

« SABIIE  ERFIRARTRERIEE , ERRENES | BATSTHERRE.

Pz ACE

Ttk global &SRB 5SS NG Z BAEMEEBN, LIS NEHHIMNEIE.
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Va1L, Ingress F7EfE

N Ingress MTFAETNRE , 1S W, 5 AWS EKS #4a4L Ingress # 25 AWS EKS YA 7 fiE.

)1

Jik

SENFURINT SRR, A{ARIMT A ?

FA U ASHFFRNITR , FETERERHRHERT R,

SFANEFRNERET SRR LU 2

1. Kubernetes it : {XA]&F API Server it$ , HAth Kubernetes WIFHAT] AR ZIFE 3
B,

2. FRBEMIES : EFAFAN , SIFERR.

S AWS EKS &3 R3THFIPLTIgE 2
. FARHFVHIE.

e " #F ETCD. Scheduler #1 Controller Manager B]\%Si=+s4r , {URAtEB4r API Server A<
(HE

o [% Kubernetes API Server iIEF4h , EAERFEEA] .
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Menu

Import GKE Cluster

FETIFFA Google GKE 435,

H=x

HIIE &
HERIRIEIIR
RIS BHEE.

AR EAREEEH API Server #i3EF1 CAER
REX B A& EE Token

SR
FeERLE
SR

Ingress F7FERA1L

LA

SN RIRARE |, AR R ?
SAEHINEBEEDRESHFHLALS ?

A 2

o &3 LA Kubernetes IRARBHIHE SNAB =ERHHRAZK,

ARTUHENE >

o MHRGRREUNIR AL | AR RB4HMTHIF IR, URTASTHF Autopilot &3,
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o HBCELIRSFF HTTPS Viin) , FHRHEAHAENANAERA® TLS IEH,

HERRIEAR

FTFE GKE 25T , PUF AR AZER Cloud Shell 117,
1. #afR5 Google IR IZEIBME,

2.17j8) Kubernetes Engine TEEF ] Clusters TUH 7 ; HEWFSAKER | nEEEFE
%3¢ Connect 1741,

3. R XPEAEF , EHIECE kubectl a5 S1TIRIAURAG 4 , =7 Run in Cloud Shell 4%
.

4. %15 Cloud Shell AR , BT 1T , Mt L— L EHIMRNAEHNIT.

5. METHER T, EEESAERMEFTHITHIE®S (NHBERER. IAKHSD
%) ¥V 7E Cloud Shell 17,

RIERER

B ARE R API Server #iiHF1 CA AEH

1. 3/7]a) Kubernetes Engine ThEEH ) Clusters TW[H ~ , i3t ABrERHEE R,
2. 1£ External endpoints ¥4 R] & & API Server ik,
3. 7 Cloud Shell #i@id PAFE—77AFKEX CAUES :

Fi% A - M kubeconfig F%KEX CAEH :

gcloud container clusters get-credentials <cluster-name> --zone <zone>
kubectl config view --raw -o jsonpath="{.clusters[@].cluster.certificate-authority-
data}' | base64 -d

7k B - EFEEMNERIRE CAETF


https://console.cloud.google.com/kubernetes/list/overview
https://console.cloud.google.com/kubernetes/list/overview
https://console.cloud.google.com/kubernetes/list/overview
https://console.cloud.google.com/kubernetes/list/overview
https://console.cloud.google.com/kubernetes/list/overview
https://console.cloud.google.com/kubernetes/list/overview
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gcloud container clusters describe <cluster-name> --zone <zone> --

format="get(masterAuth.clusterCaCertificate)' | base64 -d

R UEPRF T Basebd R EEMMES AKA,

RHX B #REEEf Token

RB LR KubeConfig XA ARBEEHRRTSAER.

BEEE WaE AR EUEERHEE ? AREXB ARSRETE Token,

FNEH

1. ZEZMIS A% 55 Clusters > Clusters,

2. miff Manage Cluster > Import Cluster,

3. RIBUA TR AARCER R SR,

g

Image

Repository

Cluster

Information

VA

FREHTEFAAMRGHNEE. - FARA | 2 REENEER
FHREE. - WACE  MEMENFETFSFAGNCE. Fh
ARG G CERRERG eI, wh., AREMER, - A3
TFE  EREENALGGECERS. ERNEESEEIALCE
= FEIEREL B FEAEAUR .

ERER | BIEERERHM Token LR BFREFM API Server ik

N CAMES, SRl : BAREREXTINRER API Server fI[a)H

ht , HFEEVIRI&EEE APl Server, CAET : BAREEK CAMEH.

R FIMAR T Base64 L EHUET. AEAR : BirE

HRAMEAR , BEATHSRAZENAFEHEIEPIRAtoken
(Token) BHTIAIE.

4. ;i Check Connectivity $E-5 B AR BEKIMNERZEBME | FFESNRBERZE | R7dh
LUHERRBRERBELA LA,
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5. FEBMREIBILfG , ;i Import FAA.

TIP

o mEAT Importing KK E LM Details E4R , AJfE5HH K Execution Progress Xiig
HEPBEEERPITIHE (status.conditions) .

o EHMSABRNGE , UEEHIRTPEFRBREREER , SRS ERIEE | FHoJdHTERMX
RIE.

Pz ACE

iR global &R 5SS NER ZAIKMLGIEBN., FASNEHHMNERLE.

FNIEIRE

Ingress FM7ZEYANL

SANEHG , tFEFEA Ingress FMIFHHEXINEE , 155 % Google GKE Ingress Controller L&
FGoogle GKE 7Bl E.

% jaH

SNERFNINT R REKE , AR R ?

FEREMASTHFFES RN RIRE |, BRAREIHREA RN A,

SAEHRIERERDRESHFHLAUES 2

1. Kubernetes it : FIESAEHNFHETFAUEDEIEREEE APIServer IERERE , H
fth Kubernetes uEBAR]EFH B A FFE bk,
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2 FRBMHES | FESARISTAT A ERSIRAEETABMAERER , X FaD)
R,
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Menu ZARTUMEYE >

SAHENE CCEERE (N ET)

BB CCE (Cloud Container Engine) (8 (A=) SAFE , S8 —E1H,

H=x

[iE7=: 363
RERGR (5 Bt
HTRG CEE DR EMIMNCE
REERER

RS N\ EF¥ Token
SNERH
S
JRERIRAE

Ingress (AIEFALRY) R AFfEdlaa 1
FAQ

SAEHGE , BT RIRARR , AR R 2
IEPEENRESHF SN LR HPLALS 2
SN CCE FRHERNSTHFIPLINRE 2

A 2

o &3 LY Kubernetes fRAS R AT &I ME Kubernetes SRR FIRAS R S 8EK
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o MHREREIUNENR CCE &if | S AAYHATHITFEAAIR. BHIASHF Turbo &
.

o HNR CCE REAIZREOATUERSMNEMSERIR, SANEHET , EHRTINEEES
VIl & ViRt

AR5 G AL

o AH{EMKA global £HAEMFEEERBZCE , 51Eglobal SEHAHEHI T RPITA T a8
SIREUALE

if [ "$(kubectl get productbase -o
jsonpath="{.items[].spec.registry.preferPlatformURL}')" = 'false' ]; then
REGISTRY=$(kubectl get cm -n kube-public global-info -o
jsonpath="{.data.registryAddress}")
else
REGISTRY=$(kubectl get cm -n kube-public global-info -o
jsonpath="{.data.platformURL}" | awk -F \// "{print $NF}")
fi
echo "Image registry address is: $REGISTRY"

o HERSNIGEGEE  EF3RE REGISTRY X E,

REGISTRY=<external image registry address> # BRI : registry.example.cn: 60080 I
192.168.134.43
echo "Image registry address is: $REGISTRY"

FETR G B EE R HEMIMCE

1. PITRA T d 4 HIMTTE BB O R AT HTTPS Vila) B{E ST CAHLMIARENES
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REGISTRY=< )\ “#RER4Z 4% B FEibE "BR D AR1S A5 1 B Bt >
if curl -s -o /dev/null --retry 3 --retry-delay 5 -- "https://${REGISTRY}/v2/"; then
echo "MHIB : FEREEFERAZEE (A HMMKKED, THEPIT EERLEEBREE"
i FA
else
echo 'BLARIK : B SRS HITPS SUERTR(E, WEB HERRLHBEEH
NETELE.
fi

2. HMAKY , B5% FAQ MIEEAKENTBCIE 2,

RIERHER

1. MR SEARIEH QMEEIR,

2.¥3[8) Cloud Container Engine CCE ZNREMVEERFEIEINE < ; HEWFSANGER , R AK
BEAFHE R,

3. A FEIF/R , IREAMFREITEK KubeConfig SR @ S£EMEE - E(EE - kubectl - 2
& , % KubeConfig 3.

WS N\ & #f Token

NBEEHM KubeConfig XHNBEEHBTERSA.

B5% FAQ MM ENERHMSE ? AN N\EERE Token,

FNEH

1 EEMSHIA R B > 37,
2. Rt SAEE.

3 ARBLATRAHECE Image Registry MXZSH.


https://console-intl.huaweicloud.com/cce2.0
https://console-intl.huaweicloud.com/cce2.0
https://console-intl.huaweicloud.com/cce2.0

Image Registry

Cluster

Information

S \%A CCE &8 (NEx) - Alauda Container Platform
AR

iR TR FAAMRGRNEE.

- FEEOA : global ERFENECERHRG BE.

- NAECE MRS TBAGNILE CE. FEEVIR
FHEOEFENABRGEEDLL. WwA. FARLMED,

- pHEBE  ERNTAMNGGCERS | ERAMNFEESEEMN
PNHGEG O ER R B ERAERUR.

27N 1 3 _E1% KubeConfig X , FEK BT RS,

SERE - SAEHFZN API Server ijaIIE |, A ARIS
NEEEM API Server,

CAIEP : FAERM CAUER.

WEARN : SAEHIANEARN , FERATT—SRNE SR
EEDIRtokenZH TIAIE.

4. R fi##T KubeConfig 3tk #%4H , 123 E—5 T KubeConfig X , F&K B NI+
IHE C(luster Information ARSEK,

5. milt KEEEM , KNGS NERHNWLERM , FENRANSNERFLR, SRHEAS
BERABREREL LA,

6. HEMENELE , /R FA FHAHA.

R

o« RAFHAT FAF RENEHAMK
E#r , AR ) PUTHE SHEIEFEFERPITHE (status.conditions)

o EHINNING , JHEEIIREREHRIRER , FEPKTERER | FHATPITERAM

RARLE.

PZE Ao e

X
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MR global £S5 S NERZAIKMLGIER , WASES N\EHNERE.

IEESS S

Ingress (A\YERLN) R EFERIEL

SAEHG , tNFEFEM Ingress (ANWGEALR) RIFAEMERINEE , 185 E A~ CCE &5t
Ingress YA ECEM <A = CCE £ FMEVIIAELE.

FAQ

SRR, BRI RIREAIK , BRI R 2

FARBMASHFRNT R, BRAERHRHA RN A,

EB B SR LAES ?

1. Kubernetes if$ : TS AERIIFEFAUEREIERMESE APIServer IFREERE , <
YTHEREFH A Kubernetes IEF B & B ahitik .

2. FAMMRER | FASAERAAETAIBEEREEEFARAMERER , Fashie
",

SR A T CCE ERHARNTFFILETNAE 2

o RIFFERITHHEIREL.

e /R #F ETCD. Scheduler #1 Controller Manager #ixSiZ(5E. , XHFEB APIServer 535
%%o

o AYIFENFE Kubernetes APIServer iIFB4MYOERATFBAER(=E.,
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Menu ZARTUMEYE >

Import Azure AKS Cluster

BIMABK Azure AKS RS AT A |, KU —EH.

H=x

B M
HERIRIEMR
REERHER
RIS NE RS
SAER
ML B E
SNJEIRIE
Ingress (A¥EFLN) FAEFfERLEH
W)
AARCE AKS TSN 1P T2 ZH AL
AATIE) AKS 3R
Azure ALB { FPNER TR ERA4 25
Azure ALB f§ RSMIBta B E 25
SNEHERIT RIRMARK , AR R ?
WERERNRES T SN ERPLAETS ?
SAH AKS &5 A STHFIPLEThRE ?

A 2
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o &2 LA Kubernetes WRAF SV B e Kubernetes S BHAAFIRA R 80K,

TIP

* IR AKS T RITIE VIR global &5 , F£% FAQ : 20fTACE AKS T RSt IP BN,

o R EEVMINZFF HTTPS vila] , FHREHEABUEPRHMIAER B TLS uEF.

HERARIEHIR

FTEE Azure AKS Z2HTE , PUFEREAETT Cloud Shell $117,
1. MRS Azure 54| & B IZE@B M,
2. ¥TFF Kubernetes fR$S M ~ , FIUESARER | Rt AERHEE @,

3. &7 Connect F%4H , #3844k Connect to <import cluster name> FIFENEO , IRHBIEIR
FTFF Cloud Shell FECEIRIEFIE.

RIERER

RGN ERH SRR
NEAERH KubeConfig AT SEERMTERS.

BEE FAQ INARENERHER. » RIS AR SR,

FNEH

1 EEMSHIA R SREHE > &5,

2. Rt FAER.


https://portal.azure.com/#view/HubsExtension/BrowseResource/resourceType/Microsoft.ContainerService%2FmanagedClusters
https://portal.azure.com/#view/HubsExtension/BrowseResource/resourceType/Microsoft.ContainerService%2FmanagedClusters
https://portal.azure.com/#view/HubsExtension/BrowseResource/resourceType/Microsoft.ContainerService%2FmanagedClusters
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3 RBA MR EMA RS .

%
% ikl

- FREERNTHTFAAMHBGREE. - FAEOA : 5% global SHITECENIS:
5 BeE. - WEEE RN ERTFATAGRGNEE  FRIAT)
o RRGCENAARGCEIE. WA, ArEMEn. - AekF AR
i B AKGHREERS  EANTASEENLAGGCFERRTIPRRNGE

TAEAR

& 'R : 1§ k1% KubeConfig 30t , FARK BE@RITIBEE(EE. Sttt :
it NERFREN API Server ilajidit , SF & BT 2R SN ER AP

5 Server, CAIES : S AEHK CAUEH, NEAN : SAEHIPNEAR , F
B & ARTE SRR N AR SR SRR K Token T TIAIE,

4. jit KEEBY , MUESSAERRNEERN , FEINRAFSAERELE, EHITLMU
BERABREREL LA,

5. EEMRERETE , Rt SN FHA.

TIP

o REET SAT RERERANK VHE Bbr , JERBK pUTHE SHEEPERRFNIT

PHE (status.conditions) .

o SRSABIE , THEEHIIRERRHCRER , KIPKEERIER | IR HTEEAXE
1E.

Pz ACE

TR global £ 5SNER Z AIKMLIER, LS NERHMKECE.

YN
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Ingress (ASERLN) FEEREW

SNERF , FHEM Ingress (ASHHLN) FFFMEHKTNEE , /5% Azure AKS & Ff Ingress
VAW ECENAZUre AKS SR IENIIAELE .,

 Ie)

WAECE AKS TR s IP 220 AN

TREVAERM 1P, SME 1P Eﬂﬁﬁﬁﬁ*”‘ﬁﬁi’ﬂ?ﬁiﬁ , BOARTHYRE. % LB
A AKS EHZH] , EERFNMERTRESHRE. "TEd Kubernetes > &t > Btk 5 iIRA
> g R LA > RN SEI A sE 2 HMN RAFRE.

aN{iE] AKS i R

#E Kubelet, CNI, WZFEAGHBHHE , FESH SSH BF TR, BIEA kubectl-node-
shell @ , BEAFSNTRNACAM IP,

7% — : {3 kubectl node-shell
B s

AR : {# debug

B

NOTE
ZRBIEE kubectl kR 1.25 RPAE , B8 GARRAK] kubectl debug #54>.

kubectl debug node/aks-newadd-41368356-vmss000002 -it --
image=mcr.microsoft.com/dotnet/runtime-deps:6.0
chroot /host


https://github.com/kvaps/kubectl-node-shell
https://github.com/kvaps/kubectl-node-shell
https://github.com/kvaps/kubectl-node-shell
https://docs.microsoft.com/en-us/azure/aks/node-access
https://docs.microsoft.com/en-us/azure/aks/node-access
https://docs.microsoft.com/en-us/azure/aks/node-access
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Azure ALB {f FHNBRtaz 51423

SEENHE

apiVersion: v1
kind: Service
metadata:
name: internal-app
namespace: cpaas-system
annotations:
service.beta.kubernetes.io/azure-load-balancer-internal: "true"
spec:
type: LoadBalancer
ports:
- name: http-port
port: 80
protocol: TCP
- name: https-port
port: 443
protocol: TCP
selector:
service.cpaas.io/name: deployment-aks-alb
service_name: alb2-aks-alb

Azure ALB {F FB4MIB Az A1 25

BRE = 0] F ALB |, VAlRBMEIEECE H4MEB LB,


https://docs.azure.cn/zh-cn/aks/internal-lb
https://docs.azure.cn/zh-cn/aks/internal-lb
https://docs.azure.cn/zh-cn/aks/internal-lb
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apiVersion: v1
kind: Service
metadata:

name: azure-alb

namespace: cpaas-system

spec:

type: LoadBalancer

ports:

- name: http-port
port: 80
protocol: TCP

- name: https-port
port: 443
protocol: TCP

- name: prom-port
port: 11780
protocol: TCP

- name: prom2-port
port: 11781
protocol: TCP

- name: prom3-port
port: 15012
protocol: TCP

selector:

service_name: alb2-cpaas-system

HCIRATENE , A(ERT a2 TIB L.

kubectl edit helmrequest -n cpaas-system uat-cluster-aks-alb

FNER R RIRAZIK , AT ARINT R 2
TFAREATIIFNTA  FRREBIODEIT A,
WEPEHINRESIF S N RPLAL T 2

1. Kubernetes ifH : TS AERIIFEFAUEREIERMES APIServer IFREE , H
fth Kubernetes uEBAR]EFH B A FFE bk,
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2 FRBMHES | FESARISTAT A ERSIRAEETABMAERER , X FaD)
R,

S\ AKS B R TRBPLTNAE 2
o AXFFERITHIEREL.

e /"3 #F ETCD. Scheduler, Controller Manager f8X412{58 , {NFF APIServer 4
SRR,

o X HFEREL% Kubernetes APIServer IFHSMUEBHERAEXEE.
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Menu ATURE >

SENE = ACK &3

SACHAEHRER ACK FEESH (Managed Kubernetes) BT ACK T REF¥
(Dedicated Kubernetes) , SXIZi—F&%1E,

TIP

BX ACK FTEE R (Managed Kubernetes) Zifi/E =< ACK ¥ /@& Ef (Dedicated Kubernetes) ¢
FERER  BENEAH .

H=x

B M

IRER AR At

TR EE R REAUMCE

#HX KubeConfig

SAER

W& BCE

W)
[ = WIs 5 & MisA s O h s anfmab i 2
] 2B 2= e R QAT {5 A A X3 [R] 2
SAEHE , M RIRARKE , RN R ?
SAEHNEBEIRDRESHFMLAES »
SAKE = ACK FEEE N ACK T BEFIEAIFFILLTNRE ?


https://help.aliyun.com/document_detail/86737.html?scm=20140722.H_86737._.ID_86737-OR_rec-V_1
https://help.aliyun.com/document_detail/86737.html?scm=20140722.H_86737._.ID_86737-OR_rec-V_1
https://help.aliyun.com/document_detail/86737.html?scm=20140722.H_86737._.ID_86737-OR_rec-V_1
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AU 561

o &3 Y Kubernetes RAFS ¥ E S A5 Kubernetes SRR HRA K S HEK,

R R G

o FE{F M global £ EMNTAREHBRCE , Eglobal &£RAITHIT AP ITRA T anS3REX
5z 1457 i

if [ "$(kubectl get productbase -o
jsonpath="{.items[].spec.registry.preferPlatformURL}')" = 'false' ]; then
REGISTRY=$(kubectl get cm -n kube-public global-info -o
jsonpath="{.data.registryAddress}")
else
REGISTRY=$(kubectl get cm -n kube-public global-info -o
jsonpath="{.data.platformURL}" | awk -F \// "{print $NF}")
fi
echo "GEGB M $REGISTRY"

o HEMSMNBRGBEE , FF3NXE REGISTRY £,

REGISTRY=<4M3R4E1% 0 EHIE>
echo "% A $REGISTRY"

AR B CER ST EMSNCE

1. PITA T 4 HIRTTEE 5B O R BT HTTPS Vila) BE 51T CA HUMAUR HOET ¢
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REGISTRY=< \\"#RERE (&€ FEHBAL " BRI ARG AR 5 & st >

if curl -s -o /dev/null --retry 3 --retry-delay 5 -- "https://${REGISTRY}/v2/"; then
echo "MHXIEY : HEECEFRAZEME (A PMIMAAESR, THEIITEEIALEHGCE"

WARE.
else
echo "MXM : R CEARSIF HTTPS BUEBAREE, FSE " EEARLHRBCE"ED
I TECE,
fi

2. ZMEKRM , FZ N FAQ WA FEATENHGBE .

##HY KubeConfig

1 BERMERARRFEHEFS.

2. FEEFIA MM R 5.

3. EEMIIRNE , RITERERHAFREEIRERAMN RIE ST K FHE.

4. EEBEENE , Al EHRER LR , AR £ KubeConfig,

5. fEinfY KubeConfigSfikiET , AR EUENA SR IRILHNAIN (AR
RII0E) .

6. mir £ AIEET KubeConfig , AAfamis EHl , BB T HIFHRERIAHITEALK
KubeConfig X4,

7. RBBINSNE , TSI SEE.

FNEH

1 EEMSAE RS SRHEE > &5,

2. Rt FANEE.
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3 RBA MR EMA RS .

%
" B8]
B EEERFBTAAMHGHRNE. - FARIA : gobal ERHBNMLENGE
B BE. -RECE: TEEROEETATBAHEN R, BEREING
t BOEMNAASREEE. WO, APATIEE, - A%eE  ERENMY
B AKBREERS NS EN AL ER SERRS AR,
HR - AIFHAT | tATIBIT L€ KubeConfig X AT & BFMRHTAS. 4T
o  KubeConfig tfs : LEHRARAY KubeConfig IR . T L ESMEHIFITS R
p  HER THESNSHERSTEY. KRG  RRISMRER AP
N Server yjajiit | SFEIBIZHE SR &EEE API Server, CAEF : &8 CA
o . EE FHMARTAS Base6d SRYEHIES. IER : iR

RINEAR , FERAGEEHEHEAIRKtokenZIEFIAIE (B FPimiE B
B]) TN,

4. jib KEERN , KESHISAEHIMNGERY , FEIMAAGFINERREE, SR
BLRERABRERAE LA,

5. EEMRERETLE , R SN FHA.

=

TIP

o RELETIAFREMERGMN FH5 BAR , ATFERE RPIT I ENEE P ER R HNIT

#HE (status.conditions) .

o ERSABINE , TESHIIERTEREHNXIBERE  SHREERER | FAPITEEM
KigfE.

Pz ACE

iR global £ SFINER Z ARMEERME. FRNSNEHHMKECE.
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& ILIA)

(2 = B 15 5T & WIsA MmO P s anfa4hiE 2

LWEZRNERESTFE RITAGREN , SRARAAR  BIEEER T , (VREF

Bl

] £ = SR R A {52 2 P[] 2

HERAMERERHN AN , ATEMERSIEAMN IP,

SNEHE , AT RIREKE , TR R ?

IR~ ACK T EEHA ACK T REMM AT AT A RmANT & , BERARMEEXR
ERHRMAAM,

SAEHRIERER D RESHFHLAUES 2

1. Kubernetes ifH : TS AEHIIFAETFAUEREIERMEEF APIServer IFREERE , A
XHEHFEEHAM Kubernetes WFH , h A ZIFEZ# .

2 FRBFAES : FESARMATAT A ERTIRAEETAMUNEREE  FFXHaD)
.

EANHITE = ACK FEEEHM ACK LT BEFARN T FHLET)
BE ?
o [ ACK B EMA IR EITEHUE.

e fIE X ACK 3 E &£ E A4+ ETCD, Scheduler, Controller Manager #8435 8 , (X
Fabor APIServer 1T,

o IR ACK 3 EEERF ACK T REMIYATIFHREUE Kubernetes APIServer iEH 4N &
FEPEXEE.
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Menu ZARTUMEYE >

SABN= TKE &5
¥EBNBAE TKE L BEHIBNAL TKE BEEHSATFE , SHG—E1E,

TIP
KT TKE TREMZBENS TKE FLEEHNTRNE , FSEEL 7.

Bsx

7= Sas

IREUF AR B Bt

HTR G CERE DT EMIMCE

#¥EX KubeConfig

SNEH

RILEACE

W m)
SANEHRE , BT R, AR R ?
SANEHANEDBIRDNRESTIFLAES 2
S TKE 1EE 5 M TKE L BER EASTHFIPLETIRE 2

AR 51

o £33 Y Kubernetes RA KR 28U E S A5 Kubernetes SRR HIRA KR S HEK,


https://cloud.tencent.com/document/product/457/32187
https://cloud.tencent.com/document/product/457/32187
https://cloud.tencent.com/document/product/457/32187
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o HBEOELIRSHF HTTPS Viln) , FHRHHEABIEBYAMIMA KA TLS IEH,

AR5 AL

o HEMFEHENZRBEE (£ global LHAFEMACE) , H7Eglobal SEHIZHIT R
1T dn S RBUtL

if [ "$(kubectl get productbase -o
jsonpath="{.items[].spec.registry.preferPlatformURL}')" = 'false' ]; then
REGISTRY=$(kubectl get cm -n kube-public global-info -o
jsonpath="{.data.registryAddress}")
else
REGISTRY=$(kubectl get cm -n kube-public global-info -o
jsonpath="{.data.platformURL}" | awk -F \// "{print $NF}")
fi
echo "GEG B M, $REGISTRY"

o HERSNIGEGEE  EF3NRE REGISTRY X E,

REGISTRY=<4MIR45E 1% & P>
echo "&5(@ A EEHBHE S $REGISTRY"

AR B CER ST EMSNCE

1. PUTA T a2 FIMTTE E Hife & B2 A 5F HTTPS ila| B AT CA MMAKIES :
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REGISTRY=< M\ “3REX G5 1% & FEsthdit " BB 43 RS >

if curl -s -o /dev/null --retry 3 --retry-delay 5 -- "https://${REGISTRY}/v2/"; then
echo '"WIEB : BB EEFAREE (A MERKIED, THEPIT EERALEEHREE"TS

W&,

else

echo '"RAFAM : BB BERSHE HTTPS SRERTAREE, BEE SERRLGGOE"D
NHITELE.
fi

2. ERIERY , B5%E FAQ MIEEATENTBCIE 2,

##HY KubeConfig

1 2R ENRARRFEHEFS.
2. 15 SRBEEIE > ERER T EFE K3 APIServer (5.

3. IRYEE FSRFRMEE5e% BEXMIIR) 3k )IMIIE) , SR/ 3K Kubeconfig FH{RTFZE A,
i

FNEH

1. EEMSH a T SRS > &35,
2. mii SANEEH.

3. RBUA TR ER RS,
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%
" B8]
B EBRNETAEGGIOEESE. - TARIA : global ENRENGEE
& P -REOE  BUSREREETATRARRNOE | BRSHNGER S
& ENRAHGORENL W0, AAAREN. - AR  ERAMKHEERE
B OERS  EANBESEEN AL CER SIFRIS AR,

SR : ATF AT | AL KubeConfig St , B F & BEMRITAS., #RHT
o  KubeConfig tfi : L&HRARAY KubeConfig IR . F6 L ESMEHIFIE R
p | HER THEASASMERMTEY. KRB : LEMIREN AP
. Seweriilitiih , FABITTMHAINERA APl Server. CAIET : SR
o CAYEB. HE : FHMAREN Baseos FRELEHIES, WEH : iRk

HIOAEAR , SEATAEEEHENRKoken (£52) SUEHALE (% Fin
UERMEER) .

4. Rt KEEBY , MIESHFIAEHNIMZZEEN |, FENMRAITFSANERLR, SRET
SURERABRIERBA LA,

HH
=

S.EBMREIETE , Rt S FA.
N

o RIALT SAF RENERANK 15 Bir , AR PUTHE SHREFEEEN

BITHE (status.conditions) .

o RBSANBINE , TAEEIIIRTEREHNIREE , FPKEERER , BHaJdtiT&
REMARIRAE,

RS ACE

TR global &R SFINER L ARMEEERME. WRASES NEHNNERLE.
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SA&ERHE , RN RVIRAZK , RN R ?

TKE L BEMMNTKE FTER ORI FERIAMNT R , BER G RNBEXRERR M
AN,

SAEHFNERETRTNRESCHFHP LU 2

1. Kubernetes it : FIE S AEHNTIFEFAIEPREEAEMER APIServer iIEHEE , ~
SIFEFHAM Kubernetes WEH , thAZIFEENEH#.

2. FAEMLED : TS ANEHNAFAIIPREIERAAERFAAMREIBEE , FIFE3)
L2

S\ TKE FEE &£ l TKE £ B&E R A ILEThEE 2

o TKE B EHAIFRINEFEITEHIE.

o TKE FLE&E R AXHF ETCD, Scheduler, Controller Manager t X532 (5E. , (B3 IFE0
APIServer iEE 3%k,

e TKE B EHMTKE T BE BT IFHEE Kubernetes APIServer WFR 4N & EEUF 48
KEE.
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Menu ZARTUMEYE >

IR

XR—MEREEHTHEZERMAERSNAE  BEEEHINRLEIETREIFA,

H=x

BIIR 51
BEEUH
TSR
BRIMG4S
LA

EEERHEITIEAH A Containerd B, 20{AIfi# R A FHERRE KW ?

B S as
o IRIEFEE SRR | LB EEE  Kubernetes B H B AR AT SHUN Tl RITE £ R
IR AFISEESK

o HBOELISHF HTTPS 1ila] , FHRHBEABINEIMIAERB R TLS IR, RTTIEH
RHESK B SEE WIRB A EER R MR EBE 2

FE  FAEAMRBHALCEDHRE HTTPS MREK , BRFWATFERANLES
FERASHF HTTPS ¥ild].,

o MREEHNEILEITRZAMZE Containerd , EFEHFT R E(E Y Containerd FLE , PAT
RO AT ERERTNERE .
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Tl

s Z 1A

FARMNRIMELIZBIARABFRIGES eth\.\[en\.\[wl\.*\|wi\.* KRR, Et , 0REFEH
Hihds 2HTHIMNK , ESENETE N GE N TREMELHEEN , EEEERBYEN T
B, R e EMsiEMNRIRE.

e B

1. I M SHiA% 535 Clusters > Clusters,

2. miff Managed Clusters > Register Cluster,

3. B TR E AT A EMER TR F A EHRENCES .

S Wt

Platform
hE 2 R ARG E.

Default
Private FRAIBEININI GG EE , FEHEVINRGECERLERGEE
Registry ok, w0, FAFEMEL,
Public BETFERRHENAEFGCENITRSES , THRERNEEER
Registry AWM, FRBIHLESE E NN MNESGEER TR FEAERR.

4. Rif Create , 7E/EMdn € WEAKBUEM a4 , HEFEMERTEITAH S,

EE  EMEGSBEEA 24 /N, THAEEEFIEL.

BRI RS RS IRPIRENFEMER | REEREMGS |, EELMINERTTEAREMHRIE.
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& ILIA)

EFERHZITH4A4 A Containerd B , 20{a iR \TEhE
GIESEN L o

YIEFRERIEITIZAH A Containerd B , A EEHESLIW. A RtES , BFEF
ENERTAD S K Containerd BRE{ZE. , 3= 2 Containerd,

EE  RBAEREN ARFEIIREB AT HIRE YT Containerd BCE , NTTHEHITEHEM

1. 5SREHT R, YR%E /etc/systemd/system/containerd.service {4 , ¥ LimitNOFILE S¥{E
& HIA) 1048576

2. f7d54 systemctl daemon-reload EFTINEECE.
3. 17454 systemctl restart containerd EJZ Containerd,

4. FEEREHT 2P ITa 4 kubectl delete pod --all -n rook-ceph , EEJ3 rook-ceph %54 Z5[8)
THIFTE Pod DUFRCE AR,
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= Menu

NETERYIAN



L& 4541, - Alauda Container Platform

Menu

P& AT hE 1,
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Menu ZARTUMEYE >

AWS EKS &3 WM& icE

Bk

SCHFAESE
HIIR 5
ALE IR
#B% AWS Load Balancer Controller
B3 Ingress #1 LoadBalancer %
FARIRAE
M AWS CLI #0 eksctl e
%XEL ACCOUNT_ID
Kubeconfig B &304
FFPARINAREE
BIEEP

SCHFIREE

XHF
IhiE ) =k
LoadBalancer - AJYERNEZ AWS Load Balancer Controller, FEZFZE3i%%
F

Service Hl258T , LoadBalancer ZHEESZ SR,
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Xf
e Bk

[ & ERZE AWS Load Balancer Controller, B]3%2F8
Ingress %3#F  Ingress Class TheE (G , A% ingress B A i@Id &R
B REF LR ingress class) .

AU 51

o ERFNEAS kubernetes.iolrolelelb FR&EHFM, STFHEZFR | 7R
kubernetes.iolcluster/<cluster-name>: shared A2, VFENAFMRMNFRZ .

o IR AIFE EKS £8F , 55 A\ Amazon EKS £3f,

o 1EEFZE AWS Load Balancer Controller Z 8 , H{RE &% kubectl, Helm, AWS CLI 0
eksctl T A,

AE RETAHE, FRMEEHNAFET AWS CLI FCEEREZE |, 3 AWS CLI A1
eksctl THERIEfEIE.

o F4EFKEL ACCOUNT ID, REGION #1 CLUSTER_NAME , F#E3C#4=% <ACCOUNT_ID> |
<REGION> # <CLUSTER_NAME> 3 KScFR{E.

7EE : ACCOUNT_ID A& /MK, ID , REGION & B FTiEu
CLUSTER_NAME 252K,

o FEHHWIF Kubeconfig BCE ST,

fic & 2K

22 AWS Load Balancer Controller

FE : HKEERZE AWS Load Balancer Controller (RIVEAEE , S NE A 7,

BZE OIDC Provider


https://docs.aws.amazon.com/zh_cn/eks/latest/userguide/aws-load-balancer-controller.html
https://docs.aws.amazon.com/zh_cn/eks/latest/userguide/aws-load-balancer-controller.html
https://docs.aws.amazon.com/zh_cn/eks/latest/userguide/aws-load-balancer-controller.html
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Kubernetes & #{# f OpenID Connect (OIDC) #{TEMHEIR , FHxFk—1 OIDC A1T7&
URL, NEREHFTHK AWS SR AFARFKFEE IAM 6, FEUE—IDSEH
OIDC .£17% URL XEXH IAM OIDC Provider,

1£ eksctl FHITA T 454 BLE OIDC Provider :

eksctl utils associate-iam-oidc-provider --region=<REGION> --cluster=<CLUSTER_NAME> --

approve

ACE ARSIk

PUTA T 5B IAM 5REE |, FFEIEE &K aws-load-balancer-controller MIPRFZMKS , KHE
IAM £ €8 58X :

curl -o aws-load-balancer-controller-iam-policy.json
https://raw.githubusercontent.com/kubernetes-sigs/aws-1load-balancer-
controller/v2.4.7/docs/install/iam_policy.json
aws iam create-policy \

--policy-name <CLUSTER_NAME>-AWSLoadBalancerControllerIAMPolicy \

--policy-document file://aws-load-balancer-controller-iam-policy.json

eksctl create iamserviceaccount \
--cluster=<CLUSTER_NAME> \
--namespace=kube-system \
--name=aws-1load-balancer-controller \
--role-name AmazonEKSLoadBalancerControllerRole \
--attach-policy-arn=arn:aws:iam: : <ACCOUNT_ID>:policy/<CLUSTER_NAME>-
AWSLoadBalancerControllerIAMPolicy \

--approve

% AWS Load Balancer Controller ZfEZZ|| & £
1£ eksctl FHITLLTF 654882 AWS Load Balancer Controller :

1. ¥:0 eks-charts B JE :

helm repo add eks https://aws.github.io/eks-charts

2. EFTAHGE -



AWS EKS ZEBEME IALECE - Alauda Container Platform

helm repo update eks

3. ¥ AWS Load Balancer Controller Helm Chart SpZZI£& ¥ :

JEE : aws-load-balancer-controller ZFEACE ARSTIK A GUZHIARS K.

helm install aws-load-balancer-controller eks/aws-load-balancer-controller \
-n kube-system \
--version=v2.4.7 \
--set ingressClassConfig.default=true \
--set clusterName=<CLUSTER_NAME> \
--set serviceAccount.create=false \

--set serviceAccount.name=aws-load-balancer-controller

f1J7 Ingress F LoadBalancer 5%

#RTARIBTEI%E ingress F1 LoadBalancer %5 , L] DRI Bk Hp 2 —.
B17£ Ingress

1. 15 7&FE , AREAMSH ML > Ingress,

2. Ay A7 Ingress , FF4 Ingress Class 1%4% EKS Ingress Class,

3. %% P, BUAR HTTP. Z%EE HTTPS | 3B EaIRIERIERLIER.

4. PR YAML |, RAODAFiERE . B LIRSS 7

alb.ingress.kubernetes.io/scheme: internet-facing
alb.ingress.kubernetes.io/target-type: ip

5. mifr B,
4172 LoadBalancer fE%
1. £ BRFE , SHAENSIK MK > iR .

2. mir BIERRS , 38 SMERAIR) %5 LoadBalancer,


https://docs.aws.amazon.com/zh_cn/eks/latest/userguide/alb-ingress.html
https://docs.aws.amazon.com/zh_cn/eks/latest/userguide/alb-ingress.html
https://docs.aws.amazon.com/zh_cn/eks/latest/userguide/alb-ingress.html

3. BFF annotations , 1R EEIEE LoadBalancer %1%,

4. R AU

PSS

M, AWS CLI #0 eksctl &3

o PUTA T4 , HREIERSIZK , 3 AWS CLI RRIEH :
aws eks list-clusters

o« BUTAT @4 , ZIR[EIERSIFK |, YA eksctl Tic1ERf ¢

eksctl get clusters

#HX ACCOUNT_ID

AT aws sts get-caller-identity %XKEX ACCOUNT_ID. @iy 651168850570 B[ A
ACCOUNT_ID :

{
"ARN": "arn:aws:iam::651168850570:user/jwshi"

}

Kubeconfig fit.& 3 {4

1. PUTRL T & EHTEE B Kubeconfig ST

aws eks --region <REGION> update-kubeconfig --name <CLUSTER_NAME>

2. PATLA T ar S HIE Kubeconfig X , FIEHEIREWEE , WAABCEIER :


http://localhost:4173/container_platform/zh/configure/networking/how_to/alb/deploy_alb.html#14
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kubectl get svc -n cpaas-system

A F AR INARSE

1. PATA N an S IR ERE B

eksctl get cluster --name <CLUSTER_NAME>

2. PUTLA T S FRERF RN -

aws ec?2 describe-subnets

3. PUTA TSR FMIRANAREE, B <subnet-id> EH¥ASFRME. L FMENAIL

o FFMZRAN kubernetes.io/role/elb FRZE :

aws ec? create-tags --resources <subnet-id> --tags

Key=kubernetes.io/role/elb,Value="1"

o FAHZFRARA kubernetes.io/cluster/<CLUSTER_NAME>: shared #RZ :

aws ec2 create-tags --resources <subnet-id> --tags
Key=kubernetes.io/cluster/<CLUSTER_NAME>,Value="shared"

BFEUEP

{#F HTTPS WMXET | SR AT HTTPS IEHEIRRTF A Secret (TLS 2AY) |
1. £ 8&TFa  REAMSMA BCE > Secrets,

2. mift Bl3E Secret,

3. 1%E$F TLS 28! | ##E S ASIAT i 1 TSR,

4. Ry AU


https://kubernetes-sigs.github.io/aws-load-balancer-controller/v2.5/deploy/subnet_discovery/#common-tag
https://kubernetes-sigs.github.io/aws-load-balancer-controller/v2.5/deploy/subnet_discovery/#common-tag
https://kubernetes-sigs.github.io/aws-load-balancer-controller/v2.5/deploy/subnet_discovery/#common-tag
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Menu ALY >

AWS EKS # (58

Bk

A&

BEH

EKS £/ aws-Ib A& 25 WLk a8 255 45 MEP 1)
Service Annotation B & i58H

VIlaj B AEARER 7 2

7N

R 2R 1tEA
ks-clb Classic Load AWS EhATaEIA RS, FERLEF N FEERE , A
eks-c
Balancer HEFFEA.
Network o T e o i
AWS FEAZTE 25 , £ TCP/UDP E3#1THzk
eks-nlb Load N L N -
W, ERTEEE S EMEEHRTR.
Balancer
Application AWS FH7EREIAEES. Mk eks-nlb , eks-alb ¢
eks-alb Load fiBAT HTTP/HTTPS MY FFE FREh Y AEK |, &
Balancer 4 Web W,
aws-lb AWS Load LA Kubernetes _FRITEIME S |, BEET

Balancer Kubernetes F7f{] LoadBalancer Z£#! Service Fl
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] LHR ViR
Ingress B8 eks-nlb #1 eks-alb , DA 2K
RBIEFK.

Platform Load

Fa BUETEREN SRS,

Balancer
PARRE XS TE M ANTEXS S _ERITTHEGE . XLk (s
St BT ASORAMFAR , BT8R E 4 Kubernetes

FIFERE A EEE, Annotations 7] PUE TLEAKTHAE
FREAME A , ] B =) MECESITA , 3%
FECEESHINTE |, TheEEE 1K,

Annotations

il

= E00H
B REINE R |, BINFEHELE Service Annotations , DARGIRF 4 sy 2 IEfs{E A aws-
lb, ZNRFIEMACEMNY E‘] Service Annotations , F&REZKIAFEF eks-clb , T eks-clb 77
UDP #f<[al# , AJgESHFE 1B,

\ |—‘<| oo [\ L - oo iz (R
EKS {£/H aws-lb A& 25 M4 Tz & 25 5MNBw
||
Service Annotation B & 5AA

1. FEXT N &EREF |, A kubectl BITLAT 654 , Bk kube-system 3 & TEIF ZHREE "aws-
load" IFFH Pod :

kubectl get pod -n kube-system |grep aws-load

2. QIR IS | VEHRIESBEMSHES I, AWS EKS Service Annotation Instructions 5
KT E 23 BV FR 4.
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o MR ERAGSFER[EMX Pod , YA AR LI AWS Load Balancer Controller , JLFHEL
E Service Annotations , E#%AiE 1@ s’ T,

o MR FARGLIR[EIFAR Pod |, inBiER D &3 AWS Load Balancer Controller, fEXJhv &
BOlE E st , FRMPAT Service Annotations, JFRIVEIEES N, AWS EKS
Service Annotation Instructions :

e service.beta.kubernetes.io/aws-load-balancer-type: external //Required
e service.beta.kubernetes.io/aws-load-balancer-nlb-target-type: ip //Required

e service.beta.kubernetes.io/aws-load-balancer-scheme: internet-facing // ®Ji%, EEA

AN
0 STFFES AN IERR

VilRIHBHEERER 7 2

o QIEA MK IR RTINERET , JHE Service Annotations IR B EIXT R & Tz
22 LoadBalancer 2% Service _E,

o« ENBEIEF | HWHMK Service Annotations ] LoadBalancer Service 2% /A H =R 51
FoBCHIL |, A B ER SEEZI FE E 0B B AL,


http://localhost:4173/container_platform/zh/configure/networking/how_to/alb/deploy_alb.html#14
http://localhost:4173/container_platform/zh/configure/networking/how_to/alb/deploy_alb.html#14

Menu

SCHFALAE
HIHR SR AF
ALE IR

B3 Ingress

R 7= CCE SR ML YILATLACE - Alauda Container Platform

{4172 LoadBalancer Service

FARIRAE
BIBUETF

SCHFIREE

LoadBalancer

Service

Ingress

FF
A
>FF

A
HF

R NE VIR ECE

T HESNDE

AT >

A[1%fGH Ingress Class ThgE (B , FJAEFRER

AU ingress BFFH%ERE ingress 28)
Z.

. LR ARSNAR
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AU 561

WMREELFE CCE &8 , 55N\ CCEER (NEXR) .

W=7’

#ea] AR ingress #1 LoadBalancer A% , L A] DAARIE kG H—.

8% Ingress

B ingress AW AR, #HEFER AX— : F3N%EHE Ingress Class,
TR BRAEMAEAME path (K ingress R,

(7 ) A— : F3h%#E Ingress Class
1. £ Container Platform Z-fll S:fji+ s 7 Network > Ingress,
2. mif Create Ingress , 7t Ingress Class #1%3% CCE Ingress Class,
3. 1%4% Protocol , BAR HTTP, Z&A HTTPS , &5t EIE Pk,

4. YJ)IE| YAML |, RIEREERIA Ingress Controller Z5RBRANBA T IEAR. HAREFES N (E A
TERERCE B EES

FE EHTREMRPHK values B A SFRIMEE.

LIV
Ingress

Controller
eSidl

L kubernetes.io/elb.autocreate: '{"type":"public","bandwidth_name":"
*= (B

HEIE)

{random}", "bandwidth_chargemode": "traffic", "bandwidth_size":5, "bandwidth_s

kubernetes.io/elb.class: union


https://support.huaweicloud.com/intl/zh-cn/usermanual-cce/cce_10_0385.html
https://support.huaweicloud.com/intl/zh-cn/usermanual-cce/cce_10_0385.html
https://support.huaweicloud.com/intl/zh-cn/usermanual-cce/cce_10_0385.html
https://support.huaweicloud.com/intl/zh-cn/usermanual-cce/cce_10_0385.html

B
Ingress

Controller

Sl

\

(2 (R
)

H

mE (8
HEIE)

% 57 CCE SR MK VIAALE - Alauda Container Platform

kubernetes.io/elb.class: union
kubernetes.io/elb.id: <Load Balancer Instance ID>

kubernetes.io/elb.port: '80'

n n n n

kubernetes.io/elb.autocreate: '{"type":"public","bandwidth_name":"<Bandwic
Name>", "bandwidth_chargemode": "traffic", "bandwidth_size":5, "bandwidth_shart
["<AZ A>","<AZ B>","<AZ C>"],"elb_virsubnet _ids":["<ELB Virtual Subnet
ID>"1,"17_flavor_name":"L7_flavor.elb.s1.small","14_flavor_name":"L4 flavo
kubernetes.io/elb.class: performance

kubernetes.io/elb.port: "80"

kubernetes.io/elb.class: performance
kubernetes.io/elb.id: <Load Balancer Instance ID>

kubernetes.io/elb.port: "80"

5. miff Create, fI&5cAfa , RITIIEIT ELB ViRl R ARSS .
AR : {FFZA Ingress Class

1. BIZANTFRAM IngressClass YAML XX |, EIHIFS I Ingress Class 7 :

apiVersion: networking.k8s.io/v1

kind: IngressClass

metadata:

annotations:

ingressclass.kubernetes.io/is-default-class: "true"

name:. cce

spec:

controller: alauda/cce

2. REXHHFNAEISANNER , B <filename.yaml> AKFR YAML X4 :

kubectl apply -f <filename.yaml>


https://kubernetes.io/zh-cn/docs/concepts/services-networking/ingress/#default-ingress-class
https://kubernetes.io/zh-cn/docs/concepts/services-networking/ingress/#default-ingress-class
https://kubernetes.io/zh-cn/docs/concepts/services-networking/ingress/#default-ingress-class

3. 1£ Container Platform Z{l| S+ =7 Network > Ingress,
4. 1%+ Protocol , EKIAZ HTTP, A HTTPS | iEECIEUERFFERE.

5. mi Create, SIZ7A/m , RIA[IEIT ELB ViR &R RS .

41 LoadBalancer Service

1. £ Container Platform Z-{ll S:fji+ mifi Network > Services,
2. A it Create Service , 7£ External Access F1%# LoadBalancer,
3. BFF annotations , {RIEEEIAE LoadBalancer JRE /L.

4. =i Create,

FARIRAE

BIFIEH

£/ HTTPS UMXEY , EIR BT HTTPS IERFEHEI Secret (TLS 2K8) EXIRTF.
1. £ Container Platform Z{ll| Sfiji9 &2 Configuration > Secrets,

2. =i Create Secret,

3. 1%#F TLS 258! | i FES A\EIATE Certificate #1 Private Key,

4. A i Create,
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Menu

ARTUHENE >

Azure AKS M YIIAILECE

Bk

SCHFAESE
HIIR 5
ALE IR
EBZ Ingress Controller
B3 Ingress #1 LoadBalancer %
FARARIE
BIEEP

SCHFIREE

SEL

ek T
LoadBalancer ZXIA
Service XHF
Ingress CHF

T HESNDE,

nJ1%EF%E Ingress Controller, AJ3% /5 A Ingress Class
Ihee (SRS , IR ingress B AI@ T F 4 R Faniks®

ingress Z) .



AU 561

MRECECET AKS &8, S Azure AKS &3,

W=7’

¥8Z Ingress Controller

AKS A B2sME1E3 , 3:FIA Nginx Ingress Controller ‘EIE zi3Azs , RETAT
LoadBalancer 255U Services A2 NEBMLE AN IP 33k (VIP) 32 {ESMNERIRILE,

1. &% Microsoft Azure FF3 \EBIFEH AKS &5,
2. EZEMISATF , A Kubernetes &R > fRE-H Ingress.
3. mifr BRI , N TFHisksH %% Ingress (FE) , REUKRRIFE 3B Ingress Controller,

4. jilv B HEFTA,

B1% Ingress F1 LoadBalancer %

#ea] PARIBS A% ingress #1 LoadBalancer fR% , AT BARIEESREFHF 7 —.

A% Ingress

1. £ AaFéE , 2SR E ML > Ingress,

2. ;i 413 Ingress , 1%3% webapprouting.kubernetes.azure.com £:4 Ingress Class.
3. 93 YRY , BUAR HTTP, E1E#F HTTPS |, B 5cAl@ERIHEFzirS.

4. |\ AU,

Bl LoadBalancer %

1.1 B&5FE 2SR E WK > RE.

2. B PIEMRS , %4%F LoadBalancer 1E4 4MNERi(A].
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3. BFF annotations , 1RiEEEIAE LoadBalancer JRE 7.

4. R AU

FARIRAE

BIFIEH

{8 HTTPS YMXET |, IR A HTTPS MEREIERL Secret (TLS 2£8Y) AR,
1. £ 5#FE  ZMSMad BCE > Secrets,

2. mifi 8132 Secret,

3. 1%E#F TLS KB | 1RFIANBIRAE IEH M R4,

4. R AU



Menu

Google GKE §

Bk

SCIFHESE
HIIR 5

[[W=eiz

EBZ Ingress Controller

4132 Ingress #1 LoadBalancer g%

FARIRAE

1£ Google Cloud &% Ingress &R

BIBUETF

SCHFIREE

Thae

LoadBalancer

Service

Ingress

Google GKE £ B RILE ¥IIALACE - Alauda Container Platform

FF

A
>FF

A
HF

ARTUHENE >

SR NE YA ECE

T HESNDE

A[1%fGH Ingress Class ThgE (B , FJAEFRER
132 ingress BfF21%4% ingress 38) . JLREIMND
==
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MRAEC 2 GKE &8 , S\ GKE &3,

W=7’

¥8Z Ingress Controller

TEFHEE. GKE RBET —MEEHRNE Ingress controller , #A GKE Ingress, %
controller ¥ Ingress & JFIREFEI] Google Cloud ThzEa12s , B T4 E GKE i HTTP(S) T
gL, FECEERABEBsh.

£1J7 Ingress F LoadBalancer 5%

AT AR B ingress A LoadBalancer fR%5 , SARYE FskieFEH A —F,

B13£ Ingress

1. £ Container Platform & , R AN S 1K Network > Ingress,

2. mify Create Ingress , 3724 Ingress Class 1%#% GKE Ingress Class,

3. 1%&4% Protocol , ZNAR HTTP, #Zi%&#F HTTPS |, E RS2 IE I EFZES.

4. =7 Create, %1541 5 24t | GKE A4 B3N ingress S ECAM 1P Hidik,
FE  AE ingress RIRSH D ECLARIHILARM 1P ik,

4172 LoadBalancer fiR%

1. /£ Container Platform #F |, {72 S AKX Network > Services,

2. =7 Create Service , 35 External Access %3 LoadBalancer,

3. BFF annotations , 1RiFEEIHEE LoadBalancer JR%Ei#.

4. =i Create,



PR ESEE

1£ Google Cloud #& % Ingress K&
1. 3t \ Google Cloud > Kubernetes Engine , Sz Z IS A Services and Ingress,
2. |7 INGRESS,

3. IR PBEEX Ingress RIFHHEE.

BFEUEF

/8 HTTPS HMXEY , B3R HTTPS IEREHERL Secret (TLS 268Y) JEXRTE.
1. £ Container Platform 7 , R AN S#1f¥ Configuration > Secrets,

2. A 17 Create Secret,

3. 1%3F TLS 28! | wFES A\BIAT Certificate 1 Private Key,

4. 517 Create,
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Menu

frfE0IatL
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Menu ALY >

EA

« Amazon Elastic Kubernetes Service (Amazon EKS) £ Amazon 2t t%E Kubernetes R
% | AT 7 AWS Cloud FAH#3ES/ (Mz1T Kubernetes, fE=if , Amazon EKS BaEH
RRAERS. SN AN, FEERIUE RIS H Kubernetes $5HISF T
RETT MY RM | IR E L EXIFH Kubernetes iR AR,

« Huawei Cloud Container Engine (CCE) IRl Set. SMEREM MR R 25N FAETEAR
%, X4F Kubernetes community B4AN BT E |, @t LB AZIETHMERME.

e Azure Kubernetes Service (AKS) I2{7E Azure, FEEF/OBONSIRE ST AFTHE LR
ANVANRERAN  FMIRRNERARBEZEENFL , SKIXAH, 125Kk £ = Kubernetes
SRS —EEMIGE,

« Google Kubernetes Engine (GKE) 2 By M. £B3NM Kubernetes i85 , LT
Kubernetes E\VANIRBEI A A, HMABEENREE . BENEMEHEHRE , RERLES
BTN TR |, PRV RER B 4t AR , XFF &ZE 15,000 M.

H=x

B FF
AWS EKS &3¢
Huawei Cloud CCE & &
Azure AKS &8

Google GKE &£ #f
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eSS T

AWS EKS £ 3f
yeZiv ATF f7EH RWO ij[a) AR RWX ijj|a) PVC PVC
i) g I PVC X PVC R TRER
j;; efssc | % i REf  RXH
%
;ﬁ ebs-sc XFF - zs XFF TS

Huawei Cloud CCE &3

F BAE AR RWO VT A RWXIT | PVC  PVC
R ek {2t PVC Hizt PVC yA e
2;'; csinas | A% 4 e S
st
é T csidisk X9 S vo SEF ST
Azure AKS &£ if
FH BIAERE AR RWOE A RWXWE  PVC  PVC
Ea3i] S H#=H PVC X PVC A TRIE
j;g azurefile ¥ Sf e IS
b
A ettt w3 REf e BES

¥
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Google GKE &£ #f
ﬁ{% — ﬁ\lJ E_"T%‘ RWO i @tnj@*ﬁ? RWX i PVC PVC
2y AR H PVC [RtE =K PVC SIS TRER
ks standard- . . N N
o i XFF XFF I ANZHFF
w1z standard-
’ ye Axf ¥ REH

% rwo



AWS EKS S BEIZMEXIAECE - Alauda Container Platform

Menu ALY >

AWS EKS S B 1Zie0IaECE

T45 AWS EKS HIEREFHIIALES.

H=x

A R EERE|
BIIR 51
LBk
(EUFEREFEIES
MBI EZTIE 77 EC
R
Ao E ] RS2

A RS BR

o ZAK efs-sc HFEMEISIEIER R BEASIFAURB 2 , AJRESEX PostgreSQL, Jenkins
EENATTAERI1Z1T.

e AL2023 AMI R3ZHF Al ZR¥ISf , §3% EBS $72i&HEfE (Amazon EBS CSI Driver) Joik
IEEER%E. EBS CSIIREhE 3 GA LL2H/ARM , FARHIET AMI/SLEISZHE |, mMAELKS)
A5, MNRFEE(FH EBS Bh7FMHE |, B R E A TSBIZEA | #i{E A Graviton2/3 E4X
GE

¢ al.medium



e al.large
o al.xlarge
e al.2xlarge

o al.4xlarge

WEERATER : {#H m6g, cbg. r6g. t4g % Graviton2/3 SKHIRY , IRIEFE(EMRER TE
i) EBS CSI IRz FF,

A 2

o MR LTI kubectl ~ #1 AWS CLI T &,
o ECOIEE EKS &8, WIS A Amazon EKS &8 ; BRAIE , NEIE AWS EKS £,

o 7F EKS &£ EFE EFS X H-174&H5H{F Amazon EFS CSI Driver 1 EBS 377 fi&iHt
Amazon EBS CSI Driver,

EE : EH EFS XN |, B7E EKS FTEMUSAIE X FfE | FHCR XHARSE ID,

W=k’

BIFEFMEZE
1. N FEEHE |, abZ0SAK FHEETE > Fie28,
2. | BIERTEAEZE SR TS A > ) YAML 613,

3. £ YAML XHFH ML TS |, IRIEFECEINAGTMEE., BIAHFMHELTRA efs-sc
ZRARTFHEIE L FRA ebs-sc,

o EFS X7 f#

EE B <File System ID> M ASIPRM SKHEARZE ID , 640 fileSystemId: fs-
05aef9e1edd309f2b


https://docs.aws.amazon.com/zh_cn/eks/latest/userguide/install-kubectl.html
https://docs.aws.amazon.com/zh_cn/eks/latest/userguide/install-kubectl.html
https://docs.aws.amazon.com/zh_cn/eks/latest/userguide/install-kubectl.html

AWS EKS & B 1EE¥4A1LECE - Alauda Container Platform

kind: StorageClass
apiVersion: storage.k8s.io/v1
metadata:
name: efs-sc
provisioner: efs.csi.aws.com
parameters:
provisioningMode: efs-ap
fileSystemlId: <File System ID>

directoryPerms: "755"

« EBS BR7rf#

allowVolumeExpansion: true
apiVersion: storage.k8s.io/v1
kind: StorageClass
metadata:

name: ebs-sc
provisioner: ebs.csi.aws.com
reclaimPolicy: Delete

volumeBindingMode: WaitForFirstConsumer

4. R AU
TE  BRAFHEERNBRE SRR , TR ERSRUEMNFEISIHRIERECRS . L
o] LS HECE.

BB E 7B

1L EEMSAM RS FHEEE > T3,

2. AT A FRA efs-sc BY ebs-sc FHHI=mik4l > FHMA.

3ARIERREE MA N A, [ B, BEMENELTmE.

FARIRAE



A& A EF#ERSI

« EFS X{HFMER S

aJ
al
2 1%E LININE] . AR
1%
(=]
RATEWFER., 58T, f§
- . A5 az REXpOFER B AR TS
T mkER KRN Bl
BB E R TIEIK FHER.
LR IR R REEE. K
basePath & BN, MR KRB EXHER
SHRERT.
. B3 Viln AR B ~ BB RN
directoryPerms )
R
_ B A AR ER 7 B POSIX
uid piss .
P 1D,
_ 132 iR AR E X~ B POSIX
gid p
28 ID,
B3 hla) SARE R~ R FAK
gidRangeStart 50000 = POSIX £H ID #2340/, AIRE
7 uid/gid , RRFEH S,
, POSIX £ ID AR5ufE. HXE
gidRangeEnd 7000000 B
7 uidigid , NIRNFELSEK.
subPathPattern & MESEAIEVR R T ET

RAERR ., TEREIE F R
BIRZEHR , AT nfs-
subdir-external-provisioner

chart 4] "subPathPattern" A%
=, ESWERE


https://docs.aws.amazon.com/zh_cn/efs/latest/ug/efs-access-points.html#enforce-root-directory-access-point
https://docs.aws.amazon.com/zh_cn/efs/latest/ug/efs-access-points.html#enforce-root-directory-access-point
https://docs.aws.amazon.com/zh_cn/efs/latest/ug/efs-access-points.html#enforce-root-directory-access-point
https://docs.aws.amazon.com/zh_cn/efs/latest/ug/efs-access-points.html#enforce-root-directory-access-point
https://docs.aws.amazon.com/zh_cn/efs/latest/ug/efs-access-points.html#enforce-root-directory-access-point
https://docs.aws.amazon.com/zh_cn/efs/latest/ug/efs-access-points.html#enforce-root-directory-access-point
https://docs.aws.amazon.com/zh_cn/efs/latest/ug/efs-access-points.html#enforce-root-directory-access-point
https://docs.aws.amazon.com/zh_cn/efs/latest/ug/efs-access-points.html#enforce-root-directory-access-point
https://docs.aws.amazon.com/zh_cn/efs/latest/ug/efs-access-points.html#enforce-root-directory-access-point
https://docs.aws.amazon.com/zh_cn/efs/latest/ug/efs-access-points.html#enforce-root-directory-access-point
https://docs.aws.amazon.com/zh_cn/efs/latest/ug/efs-access-points.html#enforce-root-directory-access-point
https://docs.aws.amazon.com/zh_cn/efs/latest/ug/efs-access-points.html#enforce-root-directory-access-point

%
5

ensureUniqueDirectory

provisioningMode

fileSystemid

 EBS RRTFERIFHSEK

AR ARIBLEEIKMRESEOEN, Amazon EBS H288) 7

"allowAutolOPSPerGBIncrease"

aJ
PV 2AE
=l
true
efs-
ap

e

picgf=|

true, false

A

pis

Fim

iy

iy

Y

.PVC.name, .PVC.namespace
1 .PV.name,

ELIENFER. REA true

B , £1F subPathPattern ¥55€
HIFEECEIB AN UID |, HfRi1R]

RASESMERE—HR.

B (ATHE FEMATANA

WE A false,

EFS #28! | BHarsZHrala)

1V O

BIEVIIR] RIS RS 1D,

EINN

DS

WEA "true" B, &
iopsPerGB * <# K/\>
K, TE#HE AWS
XFFRY 10PS SEERT
CSI Iz B aENE
# IOPS , HffRzhEAY
BEERY , BMER
TEEM PVC BE,
iopsPerGB /)N , {B7]
BESEEM IOPS & T
iopsPerGB TS , =4
MR A

false


https://docs.aws.amazon.com/zh_cn/AWSEC2/latest/UserGuide/ebs-volume-types.html
https://docs.aws.amazon.com/zh_cn/AWSEC2/latest/UserGuide/ebs-volume-types.html
https://docs.aws.amazon.com/zh_cn/AWSEC2/latest/UserGuide/ebs-volume-types.html

"blockExpress"

"blockSize"

"bytesPerINode"

"csi.storage.k8s.io/fstype”

"encrypted"

"InodeSize"

AJI%E(E

true, false

xfs, ext2,
ext3, extd

true, false

EININ
(1

false

ext4

false

S

BT i02 HH I0PS
PR42F+Z 256000
4% i02 Block Express
% , 1B81T 64000
|IOPS HIE TTiAHEEE!
A FF i02 Block
Express H13:4i.,

HAWIRE RGNS
FRKSRX/N. GER
T Linux TR EXHR
SrAHI K ext2, ext3,

ext4 8% xfs,

MR WRE RGN
B/ inode FTI%L.
{OERT Linux TR B
S RGER A ext2,
ext3 g}, ext4.

IR G IR AR A
RGR | KRN

Lo |

5.

B

ERFENRE,

A WIRE RGN
{F M inode K/N, 1Y
EAT Linux TR B3
HARGETA ext2,
ext3, ext4 g% xfs,
inode B X ARGH1F
AN B SRt EER
BARLEM,



"iops”

"iopsPerGB"

"kmsKeyld"

"numberOfINodes"

"throughput”

lltypell

ZHA
A[%E
(]
125
iol, io2,
ap2, gp3,
scl, sti, gp3
standard,

sbpl, shgl

S

R 110 BIEXEL , &
FAF 101, 102 1 GP3
.

5 GiB &/ 110 #4Ek
¥, &EATF 101, 102
1 GP3 %.

AT MEEN A TE
ARN, XFEEN , AWS
1 A& BT EXIHRERNA
KMS %48 , Bah&ER%
k1 laws/ebs (RI%R4R.

HAHREX RGN
FEEM inode ¥E. X
ERT Linux TR AEX
HRGER A ext2,

ext3 3y ext4,

HILE , #f MiB/s,
{RFETERE gp3 HIETLHY
B, ATKREGAAN
125 MiB/s, VN,

Amazon EBS #HZR 7

EBS &7

bk
(i


https://docs.aws.amazon.com/zh_cn/AWSEC2/latest/UserGuide/ebs-volume-types.html
https://docs.aws.amazon.com/zh_cn/AWSEC2/latest/UserGuide/ebs-volume-types.html
https://docs.aws.amazon.com/zh_cn/AWSEC2/latest/UserGuide/ebs-volume-types.html
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Menu ZARTUMEYE >

47 CCE LB MYIA IS

45407 CCE MERRFHIALEE.

H=x

AR SPR
BIIR 51
ALE SR
LIVINEZ SRR
LA

PVC G KK

[ RN

A RS BR

&8 PVC MEBIRT , AR ERRCH. ErJUEE TRRERT.

AU 551

o MRALEAE CCE &8 , FS A\ CCEER (AN EXR) .



fic & 2K

1. N FEEHE  ELMSA AT FHEEE > 728,
2. mifi% A csi-nas X csi-disk KFEEEEHK=n > EHHE.

FE : S\ CCE &35 , 2AEMENATEMZE. csi-disk HEFERTHEM |, csi-nas #HERT
SCAETEE. EREROATFAESSRA,

3. MIBPEEEEF MB A AN, Rifi FH , ¥ csi-nas 3} csi-disk 7L ACATE .

BAFESSR A

FHERL TR TFiB2ETY iR
(HE#F) csi-disk  HIFHE WA E .

ot — e
() csinas ST WFEEA |, {NFEFF csi-nas JRSFIXIEA]

H.

csi-disk-topology 85 ER T RETAXNYBE RN

csi-local AEhE

csi-local-

A7
topology
csi-obs X R 7
=iE

csi-sfsturbo ﬁ”l‘j‘#ﬁ BEE RTINS ARIER S,
Al N
% D[]l

PVC 4k
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HIPL TSR Z R LR PVC HERS), ArT U8 THRFIFRIT

message: "ShareLimitExceeded: Maximum number of shares allowed (10) exceeded."

K PR 5%
T RIS PVC ARKIK , I THR, ERAHIH

message: "Your account is suspended and resources cannot be used"
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Menu ALY >

Azure AKS £ FEVIIAILECE

45 Azure AKS HIEREAFHIIALILE,

H=x

45 SR
AR
R
MXEE
BIATE AL
TR LS

A RS BR

KA azurefile SUEFMEEIEHB R BEASITARIE Y |, IXFTRES B LN AN
PostgreSQL 11 Jenkins Jj£1E #1517

AR 5 A

o MREDHE AKS &£ , E5 A\ Azure AKS £3f,



fic & 2K

1. N FEEHE  ELMSA AT FHEEE > 728,
2. mifi% A default 3% azurefile I7EMEEFTH = m X8 > EHHE.

EE SN AKS KRE , ERTRUAGF@EE. HEFER default (ERTEAE
azurefile fEASAHFME. FERBIAFMHEISRHA,

3. MBIEFTEEE MBNE A, Rl FH, & default 3 azurefile 7ZEZEN ALLETIE .

EE  MRBIAFMEERNHE TR , TR R SRAIZFNFEISIMRIEFTEB RS
EINCINERE S 28

MXEE

BOATFEZEA

i PEA RS .
FEE AR sl WA
(#7F) azurefile ﬁi#ﬁ /3 Azure AR AEFRERIE Azure U=,
(3% ) default HAFE {# 3 Azure StandardSSD 72i&AIBIEEMLE.
azurefile-csi ﬁI;Fﬁ £/ Azure ARAETFAERIEE Azure UHHE,
L PR £ Azure FrfEFRERIE Azure XHFRZE | FF
azurefile-csi-nfs
il NFS #M¥.
file-csi .
auretie-cs! S e Acure BUEAEAIE Azure LR,
premium i
azurefile-premium G {#H Azure SRIFMEAIE Azure XHHE=E,

fif
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PEA RS

AR Ui

Flasa v ST L
managed HIFfE {# A Azure StandardSSD fFi&6IEIT B .

{#FH Azure StandardSSD A4 %FE (LRS) 4
d-csi B

mAnageres S BIEEE.
managed-csi- \ £ Azure SEAMITREFM (LRS) QRITEH

. RIFfiE
premium .

managed-premium  HR7FHE f$ /1 Azure SRFHEEIETTEMLE.

o] REFEERSE

o HXRBEFMBHNTES A E N , ESNIE Azure Kubernetes Service (AKS) 5 {$ FH Azure i
HOEMERE .

o HRNMGEMUES TR E N , F5NTE Azure Kubernetes Service (AKS) 51 Azure
XHREFERS .


https://learn.microsoft.com/zh-cn/azure/aks/azure-csi-disk-storage-provision
https://learn.microsoft.com/zh-cn/azure/aks/azure-csi-disk-storage-provision
https://learn.microsoft.com/zh-cn/azure/aks/azure-csi-disk-storage-provision
https://learn.microsoft.com/zh-cn/azure/aks/azure-csi-disk-storage-provision
https://learn.microsoft.com/zh-cn/azure/aks/azure-csi-files-storage-provision
https://learn.microsoft.com/zh-cn/azure/aks/azure-csi-files-storage-provision
https://learn.microsoft.com/zh-cn/azure/aks/azure-csi-files-storage-provision
https://learn.microsoft.com/zh-cn/azure/aks/azure-csi-files-storage-provision
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Menu ZARTUMEYE >

Google GKE &£ VA HELE

FH5 Google GKE HIE MK 7 iEAIIa WALE

H=x

AR SPR
BIIR 51
ALE SR
HMXEE
EIVINEZ ST
A RS
LA
A TFESELIFEZE PVC IR IK
PIFM2ERITFM42E PVC TIAE R 485E

A RS BR

o INAXMHFEEET PVC H/NAEN 1T , QIZMMRRERE/NT 1T, 283 &2 17,
o MAXHEFRAERIRY , TELT TRFEY A,

o FOACHFAER AU M BIERRMEREITRK |, 0 KEEAL TR IR | B OFRF,



AU 561

o BIEERNT , £ Google Cloud Platform Cluster > Features T [ Other [Xig} , A%
Enable Compute Engine Persistent Disk CSI Driver # Enable Filestore CSI Driver 1%
IJﬁ\O

e 7£ Google Cloud Platform _E 5/ Cloud Filestore API 1 Google Kubernetes Engine
APl ¥, {8 Filestore CSI 3kzhij3]A) Filestore S5l 7,

 7£ Google Cloud Platform VARSI HHFMERCAR. VN RIRECEAIRS] .

o WMRELE GKE &8 , 55 A\ GKE &5,

=Rz

1. N\ FaEH , RELAMSMK FiEEE > 77528,
2. B4 4 standard-rwx 5f standard-rwo [{FAEZEEH = 53528 > FHINE.

EE : A\ GKE & aodEMEOAFMES. HEXHFM#ER standard-rwx , Sk7E&{E
standard-rwo, ¥, ZHATFEISHEA,

3. RIBFEEF MBS A, 2T FH , % standard-rwx % standard-rwo 7Zf&3SAe
4T,

IR MRBOAFEERNRERK , iR LR PRI FEIIRIEFTRB RS I, *
W TR RESS L

MXER

RIATFEZGAA


https://cloud.google.com/kubernetes-engine/docs/how-to/persistent-volumes/filestore-csi-driver?hl=zh-cn
https://cloud.google.com/kubernetes-engine/docs/how-to/persistent-volumes/filestore-csi-driver?hl=zh-cn
https://cloud.google.com/kubernetes-engine/docs/how-to/persistent-volumes/filestore-csi-driver?hl=zh-cn
https://cloud.google.com/compute/resource-usage?hl=zh-cn
https://cloud.google.com/compute/resource-usage?hl=zh-cn
https://cloud.google.com/compute/resource-usage?hl=zh-cn
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FhE
PR s
Flasa v SHHY R
(#EF) X7 1§ F Basic HDD Filestore JR%- 2 7.
standard-rwx fih
($E#F)

Rzt AR R

standard-rwo

premium-rwx ﬁi#ﬁ {# A Basic SSD Filestore fR%5- )= .
premium-rwo WAk SSD FrA M.

enterprise-rwx ﬁj;#ﬁ {£H Enterprise Filestore &£ 7,

enterprise- NTE {# A Enterprise Filestore & 7, ¥ M), Google
multishare-rwx fi& Kubernetes Engine i Filestore Z1%

A RS I
o BIFHTREBBA N, VI AR

o XHEFMETESTRE N, VR RFE .

& JLIA)

N FiESEF S PVC B2 KK

o BIMLTENR , BEEMHE %2 Cloud Filestore API S5/ DHNVAYR. SN, 8T
fiB ik


https://cloud.google.com/filestore/docs/service-tiers?hl=zh-cn#basic_hdd_and_basic_ssd_tiers
https://cloud.google.com/filestore/docs/service-tiers?hl=zh-cn#basic_hdd_and_basic_ssd_tiers
https://cloud.google.com/filestore/docs/service-tiers?hl=zh-cn#basic_hdd_and_basic_ssd_tiers
https://cloud.google.com/filestore/docs/service-tiers?hl=zh-cn#basic_hdd_and_basic_ssd_tiers
https://cloud.google.com/filestore/docs/service-tiers?hl=zh-cn#basic_hdd_and_basic_ssd_tiers
https://cloud.google.com/filestore/docs/service-tiers?hl=zh-cn#basic_hdd_and_basic_ssd_tiers
https://cloud.google.com/filestore/docs/service-tiers?hl=zh-cn#enterprise_tier
https://cloud.google.com/filestore/docs/service-tiers?hl=zh-cn#enterprise_tier
https://cloud.google.com/filestore/docs/service-tiers?hl=zh-cn#enterprise_tier
https://cloud.google.com/filestore/docs/service-tiers?hl=zh-cn#enterprise_tier
https://cloud.google.com/filestore/docs/service-tiers?hl=zh-cn#enterprise_tier
https://cloud.google.com/filestore/docs/service-tiers?hl=zh-cn#enterprise_tier
https://cloud.google.com/filestore/docs/multishares?hl=zh-cn
https://cloud.google.com/filestore/docs/multishares?hl=zh-cn
https://cloud.google.com/filestore/docs/multishares?hl=zh-cn
https://cloud.google.com/filestore/docs/multishares?hl=zh-cn
https://cloud.google.com/compute/docs/disks?hl=zh-cn#disk-types
https://cloud.google.com/compute/docs/disks?hl=zh-cn#disk-types
https://cloud.google.com/compute/docs/disks?hl=zh-cn#disk-types
https://cloud.google.com/filestore/docs/service-tiers
https://cloud.google.com/filestore/docs/service-tiers
https://cloud.google.com/filestore/docs/service-tiers
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failed to provision volume with StorageClass "standard-rwx": rpc error: code =
PermissionDenied desc = googlespi: Error 403: Cloud Filestore API has not been used in

project alauda-proj-1234 before or it is disabled.

resion: SERVICE_DISABLED

o HIATHER , RAZ B FEECEL. F5 W SRS fRR

failed to provision volume with StorageClass "standard-rwx": rpc error: code =
ResourceExhausted desc = googlespi: Error 429: Quora limit

'StandardStorageGbPerRegion' has been exceeded. Limit 2048 in region asia-east1.
rateLimitExceeded

I HELTIIE4EZE PVC TLiEIEE 45 E

HILLTFR . REZT RH CSINode fiRZ) pd.csi.storage.gke.io IXFNHACE . AJIBLES
Compute Engine Persistent Disk CSI Driver fi#/&,

TR ENAAEMSSEERATR , ENEELE 5-10 55,

Warning ProvisioningFailed 18m (x14 over 39m) pd.csi.storage.gke.io_gke-
5ch9bddaedd1430eb8ad-0114-2084-vm_4b4de70bd-e2db-4779-9102-fee83a657ced failed to
provision volume with StorageClass "standard": error generating accessibility
requirements: no available topology found

Normal ExternalProvisioning 4m35s (x143 over 39m) persistentvolume-controller waiting for
a volume to be created, either by external provisioner "pd.csi.storage.gke.io" or
manually created by system administrator

Normal Provisioning 3m19s (x18 over 39m) pd.csi.storage.gke.io_gke-5ch9bddaed4d1430eb8ad-
01f4-2084-vm_4b4e70bd-e2db-4779-9102-fee83a657ced External provisioner is provisioning
volume for claim "acp-gke-test/standard"
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Menu

PURCIEES S

FANEHNMEEE

HRRFNEHER

EEARENRGREE

B RE b 4 IR R PER Xl
B S 4 B PR SR I 2
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Menu ARTUHESE >

FAERHNMRACE

Bk

b7} s i3
HIIR 5

ASNEHRIERREE

IR

FEERIAZH , (MRIERENEEYE |, B global £RATLARIS AERE. £HS NG, AR
SNERBEBIERE Viln) global £ , KIIN@ER , FEASMIMSECE , MRIEFATIREA
HHIER 51T,

AR 51

BIRAERIFSANER RIS . 282 F5m RIP k&S Y B BOE.
AE
o ZBBNSSEAARMALAERE,

o MRZIPBERIRA (HTTPS iwH , SFAIRMIARNRD) "TAEAIREES) global S5t
KT IEHIT R
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BUCRR , MAHRELEMBEXREAHERIEE RIS , IIASNERRNEREE
1. £ AW S A4 s i Cluster Management > Clusters,
2. mif global,

3. &7 Operations > CLI Tools , 3 {#F A T4 BMiELSEK

kubectl annotate --overwrite -n cpaas-system clusters.cluster.x-k8s.io <imported
cluster name> \
cpaas.io/platform-url=<AE&IFHIR L H0HE, 120 : https://www.domain.cn>

TRBHLRY

kubectl annotate --overwrite -n cpaas-system clusters.cluster.x-k8s.io cluster-
imported \
cpaas.io/platform-url=https://www.domain.cn



FENS N\EEHEE - Alauda Container Platform

= Menu ATURE >

ITHRERFANERHEE ?

Bk

(o) &
HIHR SR AF
RIERHMES
IRENEE R token
RIS NEE T API IRS25HE & CAES

) L IR

HREUERSAEHIRNIERES  WEFARB MBI XER. A TRAURRS
ANERHEERIRIEDIR.

It 2k 14
o« EACETTAK kubectl ¥R, N TAB=ER , iRIIBVER LR FIRHH CloudShell,
AR ITIE{F B CloudShell , ZiX{FF Linux B macOS,

o EFRBIAERH KubeConfig XHFHEHRILIRAE kubectl MR, Al SiRiRIEH D
IR, SRR AU T E— TR

o BMARE : B MHMIA kubeconfig BIRE(E : cp "${HOME}/.kube/config"
"${HOME}/ .kube/config.backup"
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o fEEBAR :IXE KUBECONFIG IFATEF5A S K kubeconfig @ export
KUBECONFIG="/path/to/imported/kubeconfig"

o 5HFARE : {EH kubectl K& I/ WFEWIEE , BEAZKIB LT :

1. export KUBECONFIG="/path/to/imported/kubeconfig:${HOME}/.kube/config"
2. kubectl config view --flatten > "${HOME}/.kube/merged.kubeconfig"

3. export KUBECONFIG="${HOME}/.kube/merged.kubeconfig"

REVEERHE R

IRHEEBE token

1. PITA T 64
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kubectl get ns cpaas-system > /dev/null 2>&1 || kubectl create namespace cpaas-system
kubectl create serviceaccount k8sadmin -n cpaas-system
kubectl create clusterrolebinding k8sadmin --clusterrole=cluster-admin --

serviceaccount=cpaas-system:k8sadmin

cat | kubectl apply -f - <<EOF
apiVersion: v1
kind: Secret
metadata:

name: k8sadmin

namespace: cpaas-system

annotations:

kubernetes.io/service-account.name: "k8sadmin"

type: kubernetes.io/service-account-token
EOF

kubectl -n cpaas-system describe secret \

$(kubectl -n cpaas-system get secret | (grep k8sadmin || echo "$_") | awk '{print
$13)\

| grep -F 'token:' | awk '{print $2}'

WARNING
FREQR T — M EREEARANEIL , BRI AR KA.

o WRATRE , T AR/IMURK RBAC , BNRT B RIR.
o BEEHERFXL token , ERATAEE RN RIIHSH.
o [R&BMERTDUEER cpaas-system #R&FTEIFH Secret S¥&,

2. PUF A E—B3REUK token 7R%1.,
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~]# kubectl create serviceaccount k8sadmin -n kube-system
'k8sadmin created

J# kubectl create clusterrolebinding k8sadmin --clusterrole=cluster-admin --serviceaccount=kube-system:k8sadmin
clusterrolebinding. rbac.authorization.k8s.io/k8sadmin created
[root@ ~]# cat > /root/k8sadmin.yaml <<EOF
> apiVersion: v1
> kind: Secret
> metadata:
> name: k8sadmin
> namespace: kube-system
> annotations:
> kubernetes.io/service-account.name: "k8sadmin"
> type: kubernetes.io/service-account-token
> EOF
[root@ ~]# kubectl apply -f /root/k8sadmin.yaml
secret/k8sadmin created
[rootg@) ~]# kubectl -n kube-system describe secret $(kubectl -n kube-system get secret | (grep k8sadmin || echo "$_") | awk '{print $13}') | grep token: | awk '{print $2}'
eyJhbGei0iJSUzITNiIsImtpZCI6IkxCNkM4ZBdpV2Nbelllb1FFRmV6c3UyREBTMZRnU181LUVGZm4BMDI4SG81fQ. eyJpc3Mi0iJrdWI1cmbldGVzL3N1enZpY2VhY2NvdW58Iiwia3ViZXJuZXR1cybpby9zZXJ2aWN1YWNjb3VudCIuYW11c3BhY2Ui0iJrdWJ1Ly
XN5c3R1bSIsImt1YmVybmVBZXMuaW8vc2VydmljZWF jY291bnQvc2VjemVBLm5hbWUi0iJrOHNhZG1pbiIsImt1YmVybmVBZXMuaW8ve2VydmljZWF jY291bnQvc2Vydml jZS1hY2NvdW56Lm5hbWUi0iJrOHNhZG1pbiIsImt1YmVybmVOZXMuaW8vc2VydmljZWF jY|
291bnQvc2VydmljZS1hY2NvdW58LnVpZCI6I jYxNDMSZWF 1L TcwNGUENDIZMy1hZTBkLWUyMTgwNTM2ZDgB0SIsInN1YiI6InNSc3R1bTpzZXJ2aWN1YWNjb3VudDprdWJ1LXNSc3R1bTprOHNhZG1pbil9. HB1X9cLjyKemjT9NpB6Koil V8aLhCwYWTBUC8NEDr9aN
kB-_sz501AMgWYJB6cxJfmsGOL2iVP87RP21aergnJafew4H6CWoUhk2WHGLs jzIp2hc3cWr84HQy TSWVXJtzL Tné8jbBpv63Nk1ISRUEp-Uf2BqbafOyNT5PZK4TpG2JYGMyalgMmvxsNyPdbBzm9izt TvzEqcA2QpLyoWzhAeG5fpa_sBjLek8brypZHNTp-6G814]
UnEyDv-ipgt8IpRXHHGre TtVGBTT8edQW6UIESCAiRWV2zeIVACC409qkKaw_j6YUNRT4dwN81gL GskHBOrn11pInZBLEFVAA

. B&UF token BT HARE],

{2 AT STHFEMT JWT token BT RAXT token HATHEAT , M AT HARSIE], 20RAGHTLER
FREKEIS TR (BE "exp" B , AN TFRIFTR) |, WFAEXE FEESA
. Jttﬂﬂ‘i%{%tﬁ%{’ﬁa‘ﬁ%%ﬁ*iﬁo

HIAJWT Token:

B Tt B LI L i T S R LA T B L L

NDCOODM3OSW|cBV|I]o|03IszVtOnNIanpY2VhY2NvdWSOOmRIZm F1bHQ6Y2szWF]Y2Vzch9 k17-
f7K6w4VrgNve1lOLmejXEqb_uaj6p5rOUI6oHYFQv3t3hoCCnPzE7qWfNGv39j9A95hdTYJklAohktz-
Rnkl7qlr7Acll73nsMyYUJ66x2ZTqQxIIBiwOr1_5dO0JHsgANb1SQ36vv8IrtXefkBgn_OQLErz9eUzS6WGNqRvWM04418y
T8iI6N9rG1IRCWQgN7qg-
HBhxhWeafKIZtrCEzYj911Ubj630y1nzhWDyfglgFqN2EBSCQqH2fDJOHDuZkfAtpo4Qt3B47Q- @

34KIGEISdXTgkybaadOCRou7VogiVPgRRWRVWVICLHLLFTFiyasksz8jVP46c-BSHACZo_g
4

JWTHREE T
n & » ®K/alg:
jwt & & &/Issuer:

Z & B8]/ Issued At:

id BART (B Expiration:

U —7 /Audience:

EmRBF / Subject:

TIP

ISHRREE R IR IWT SBFFICRA "exp": 1684486916, , X{EA UNIX EfEIE , AT4#CA UTC Bt
&,
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SERUREHTIBIE (FEHIRAUR)

kubectl delete clusterrolebinding k8sadmin
kubectl -n cpaas-system delete secret k8sadmin

kubectl -n cpaas-system delete serviceaccount k8sadmin

WIS NEEE APl RE5-2330E % CAVES

TIP

MREBIFAESNEHRER Parse KubeConfig File INEEAREXT API AR$-z33ibbAN CAEF
CIf:Sell:iz 8

LPITA T4

kubectl --kubeconfig "${KUBECONFIG:-${HOME}/.kube/config}" config view --show-managed-
fields=false --flatten --raw -ojsonpath="{$.clusters..cluster.server}'

addr_apiserver="'<Selected API server address>'

kubectl --kubeconfig "${KUBECONFIG:-${HOME}/.kube/config}" config view --show-managed-
fields=false --flatten --raw \

-ojsonpath="{$.clusters[?(@.cluster.server ==
"${addr_apiserver}')].cluster.certificate-authority-data}" \

| { base64 -d 2>/dev/null || baseb4 -D; }
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Menu ALY >

S EA T 2HNEBREE ?

Bk

() IR
LB EATLNEROE
Docker 1z1T7H¢

Containerd 1z4T7H8

) L IR

FEFAAHEBNEGROERTRERRM HTTPS RS , BREIEFAAHERMAN ML LK
BHTLS R, MREEELEE  BIREUTSREECN A HIETH,

BB EATERRGBEE
ACESRRAR T M. AT Docker #1 Containerd,

Docker 1z1THJ
IR
1 FESNEREANT S EEITIFERE |

o %45 Docker BCE X{4.
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mkdir -p '/var/backup-docker-confs/'
if I [ -f /etc/docker/daemon.json ]; then

echo 'FK#kZF| Docker ELE., EHZE Docker BER/IEMETIE, MNTTIEMR, FEATA
o

exit 1
else

cp /etc/docker/daemon.json "/var/backup-docker-confs/daemon.json_$(date -u
+%F_%R)"
fi

o YWi8 /etc/docker/daemon.json ,

WHRTFAE insecure-registries Z¥ , FFARMZATRRNGG M. FEZ M BE
Bign

"insecure-registries": [
"<registry-address>",
"192.168.134.43"

iy

"registry-mirrors": ["https://6telrz18.mirror.aliyuncs.com"],

"log-opts": {

"max-size": "100m",
"max-file": "2"

i

"live-restore": true,

"metrics-addr": "0.0.0.0:9323",

"experimental”: true,

"storage-driver": "overlay2"

2. (A[3E) 1$/ jqg WIE Docker ALEIEX.

TIP

MRERE ja . BlE0: yum install jq -y ,

jq . < /etc/docker/daemon.json
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3. EEATA T =L Docker,

systemctl daemon-reload

systemctl restart docker

Containerd 1z17H7

EE

s MIESEMFRBEHNTR (BEMMAKTR) EAMACEFESS Containerd,
o Containerd v1.4/v1.5 5 v1.6 HECERRBAE , BRIERAIEF AN IR,

1. S AEHNEINT R EIZITAUTIRME -

o BHECEXM

mkdir -p '/var/backup-containerd-confs/'
if I [ -f /etc/containerd/config.toml ]; then

echo 'k1k%F| Containerd FLE, F#E containerd EBRIEMTIR. MINTIEMRIR, &
PRABARSHF,

exit 1

else

cp /etc/containerd/config.toml /var/backup-containerd-confs/config.toml_$(date
+%F_%T)
fi

o XHY Containerd 1&1TAY AR A

ctr --version | grep -Eo 'v[0-9]+\.[0-9]+\.[0-9]+"

Containerd v1.4 v1.5 A& BERE
2. B ANEHNEI T R EEiTUTERE -

e Y8 /etc/containerd/config.toml
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[plugins."io.containerd.grpc.vl.cri".registry]
[plugins."io.containerd.grpc.vl.cri".registry.mirrors]
[plugins."io.containerd.grpc.vl.cri".registry.mirrors."<registry-address>"]
endpoint = ["https://<registry-address>", "http://<registry-address>"]
[plugins."io.containerd.grpc.vl.cri".registry.mirrors."192.168.134.43"]
endpoint = ["https://192.168.134.43", "http://192.168.134.43" ]
[plugins."io.containerd.grpc.vl.cri".registry.configs]
[plugins."io.containerd.grpc.vl.cri".registry.configs."<registry-
address>".tls]
insecure_skip_verify = true
[plugins."io.containerd.grpc.vl.cri".registry.configs."192.168.134.43".t1s]

insecure_skip_verify = true

o EJ3 Containerd,

systemctl daemon-reload && systemctl restart containerd

Containerd v1.6 N2 ERE
2. B NEHNENN R BT T RE -

o« WAREFEABFHE config_path ,
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if ! grep -gF 'config_path' /etc/containerd/config.toml; then
if grep -qE "\[plugins."io.containerd.grpc.vl.cri".registry.(mirrors|configs)
(\.]\1)"' /etc/containerd/config.toml; then

echo 'ERIB"Containerd v1.4 v1.5 "L & BERE "FRSFEEE,
else

cat >> /etc/containerd/config.toml << 'EOF'
[plugins."io.containerd.grpc.vl.cri".registry]

config_path = "/etc/containerd/certs.d/"
EOF

fi
fi

config_path_var=$(grep -F '/etc/containerd/certs.d' /etc/containerd/config.toml)
if [ -z "$config_path_var" ]; then

echo ' config_path HHESRE, BKRE |

exit 1
fi

o BIE hosts.toml 3Tf,

IR _E—HiH T 95RMB Containerd v1.4 v1.5 A ELOERE PRESBIRE. 7, BS
I, Containerd v1.4 v1.5 &4 EAE.

REGISTRY="'<registry address obtained in the "Get the registry address" section>'

mkdir -p "/etc/containerd/certs.d/$REGISTRY/"
cat > "/etc/containerd/certs.d/$REGISTRY/hosts.toml" << EOF
server = "$REGISTRY"
[host."http://$REGISTRY"]
capabilities = ["pull", "resolve", "push"]
skip_verify = true
[host."https://$REGISTRY"]
capabilities = ["pull", "resolve", "push"]
skip_verify = true
EOF

o EJ3 Containerd,

systemctl daemon-reload && systemctl restart containerd
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= Menu ALY >

M B RE X 6n 25 F P K S I 48 25t

Bk

b7} s i3

BRIEDIR

IR

BIEMV SRR, FE EITROARBERALAD eth.*[en. *[wl.*lwn.* SARKHIN-LEFR. T
APEEXHMRER , KiITRETEEEMERERE. Akt , FEIFERARTIERS
W, FXREMFRERIE.

BRAELIR

1. B3¢ global SR HI=HIT R , /£ kubectl FATEA T dn4.

2. B4, 7£ global &£ &P BRIV FEREHK moduleinfo BIRZFR

kubectl get moduleinfo | grep -E 'prometheus|victoriametrics'

Bl
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global-6448ef7f7e5e3924c1629fad826372e7 global prometheus prometheus
Running  v3.15.0-zz231204040711-9d1fc12474c2  v3.15.0-22231204040711-9d1fc12474c2
v3.15.0-22231204040711-9d1fc12474c2

ovn-095412110359720e8c115804376b3e7e ovn prometheus prometheus
Running  v3.15.0-zz231204040711-9d1fc12474c2  v3.15.0-22231204040711-9d1fc12474c2
v3.15.0-22231204040711-9d1fc12474c2

3. BNV Z- EFEXT NV ) moduleinfo &8 |, ¥ ovn-0954F21£0359720e8¢115804376b3e7e  E5ff Ak
—HBEWERNV S EE moduleinfo BIRLFR :

kubectl edit moduleinfo ovn-0954f21f0359720e8c115804376b3e7e

4. 50 valuesOverride FEL , FRIEFRS BB FEMMENFTRER :

spec:
valuesOverride: # MRAFEEATEIE, FEFE spec RN valuesOverride FEERLALTS%k
ait/chart-cpaas-monitor:

ovn: # BNV FEREFR
indicator:
networkDevice: eth.*|em.*|en.*|wl.*|ww.*|[A-Z].*i|custom_interface # ¥

custom_interface E# AEE NIENFRE, MHRIEMILACK<ZFR

5. FfF 10 5hfE , BET RUEITREKMRARRER , IHABRER.
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ARTUHENE >
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LANREN T EIC B TENZ REMIERA , FHART RlSNEMSTERA -, BN
R GRS N BRMGB TTIESREN.

2. AT RIRMERGIMINIZIR ARSI | VBB S NSTFRIRE RSN NZ,
3. MR TRI AMARE , BARERESET ot > Taka.

4. IRT RALER IP TTAEIE SSH BE#vilR) , FEAT Rieft SOCKSS I , global &KEK
BRI RS TIE T R

TREES

AEFNES | ERTHITET AR E B3R MRES ) AtE. Ea RSB BRHREY

4725 , BUSH Self-built VIP |, ZTHAEEIT haproxy + keepalived 12tk taE a4, FR(1HE

FERE B , BRI :

o MBEEN : W REIEMRE N TR B,

o BXREFER : MMRAPEK keepalived , BLEHRTRESBHEMATH |, HEERNAE™E
SRR EM,

B AR RBINMESET , TP REINME-58 VIP #E0 1P Address / Domain Z%K ; 20RA
fRATEIEIaMLES VIP igs | AlERZREEAS SR, TR

o FINEROUEM R MED SR TEEHFET RIREA 6443 . 11780 F1 11781,

o MREMNE—NMEHIFETR , BERAXT R IPEAR IP Address / Domain $%% , WTTi%
B AT RERT BRASTRHSTREN, it , BMERATRER , EIURMtREN
125,

B Self-built VIP B} , R :

1. A A VRID
2. ¥#F VRRP MY TN ML
3. FIAEHIFET R VIP WAER—FR , B VIP REE5E AT & IPEX.

ZEHE global &EREWFER

FABR gloval LESUHFEM BEEHT. ERER—ML  BE


http://localhost:4173/container_platform/zh/install/prepare/download.html#download_core_package
http://localhost:4173/container_platform/zh/install/prepare/node_preprocessing.html#supported_os_and_kernels
http://localhost:4173/container_platform/zh/install/prepare/node_preprocessing.html#node_checks
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1. FMb B EBHR ML External Access |, Bf§fR global EEFFAVAENMVESERE, MK ESKIRIE
global AV [A)FTAIEHIFEIT Smusd 6443 . 11780 F0 11781

2.5 global ARANNYS-ERERIIARIFKESMBIE, ARV S ERERS | B2t DU R INEY
R 828 cpaas.io/platform-url , {E A global BZAMIJ[a)bditE,

RGBE

RGBT FANE. RECENMAKCE=FEM.

o FENE : £ global ERRMUNKEGEE. FEEHRTIEKIRE global , FERLANEE
FEARINSNER ML .
« NECE  EREEENGGEE, HEFTRRGENLE CENEMRIRE  BHRARAX

§.
« NHBIE  ERTAMEROE, EHMERAEN AL CEEE.
A

ANRITRIEER Kube-OVN ) Underlay 123 , 7§ 2% £#% Kube-OVN Underlay #)7 R4%,

BIRIRIELIR

1. N B AE , REAMSAAK Clusters/Clusters,
2. mil AUEREEE,

3RBUN AR ERAEE. AaAME, TREENY KRSH.

EXER
S 1B
Kubernetes

ik A TTERASE T PRI, | SRS ERR AL,


http://localhost:4173/container_platform/zh/configure/networking/how_to/kubeovn_underlay_py.html

DA E ¥ - Alauda Container Platform

T | ERRFTIRA RIS RAETNREM ST .

ZRATR L containerd fE A AR 2812 1THT,

Bens{Thd
EURIT{E R Docker {ENRBIEITHT , 155 WA 51T,
XFF=FMER ¢ IPv4 Bk, IPV6 Bk, IPVA/IPV6 UK,

S RERLR TN

EE L EFEREARE , WRATE T RIFIEMECE 1Pv6 i ; RIZE )
WHERRTER,

IP Address / Domain : EBEFTScHERHRINZ T4 IEE VIP,

Self-Built VIP : BRIAJCI]. {NM4kiZ{it LoadBalancer B2 , BA
SR R)E R EREFRFLENIPE keepalived PAZTIFME I,

External Access : M&ERS global HEFNIER—MKZIRIEN |, B
FEEBEER BOAMNER T VARl L

i

Yo P45

1

Kube-OVN

Alauda FF&EVER == R4 Kubernetes A2 IREERZE. B OpenStack 4fUg KM
LXEENBIN Kubernetes , XHFE ML ETE, (LMK IEMSEMREE I, NEEHTE
s, BN AIBIEF Kubernetes B2 MLE M SIRMERFNMERE.
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ViR

NX#K Cluster CIDR , 3%7~ ZOAF W B, SeR¥GUR R m] /AN I0ERSMF- M.,

Overlay : T EARMHMZ K EIUMLE , b AYBENERIR. 21
Overlay BAFMIES , &£E¥NFTA Overlay R FARRIKIS R NIC F1T5 =
NIC BLE.

Underlay : {REWIENEREREH AT , TEEA Pod 4 ECHIE ML
ik, MREFIHPE ML EEM T (£, Underlay FRKT SN REEZ MK , B
RTHEMERMN-RAME AT Underlay , RASHEMRE (40 SSH) .
B Underlay BIAFRIBT , S8 NIC SSRRAFFHEMERELNANE , TR
NIC A HEMLEF AT R M-RACE.

o ZRIAMIE : MIRRLE R AL | Sk Cluster CIDR ERfRIMI Sl (WASRAE
Cluster CIDR #iSEEIRN) .
e VLAN ID : BB MARIR (VLAN 25S) , #5iz0 o .

o RE IP  XREFRBNNEHRE IP, 2FMRNESH MR ES BN 1P,

Kubernetes 25544 ClusterlP f{] Service {£ B IP MWSEE, Ao 5EAF
MIEEEE.

Overlay {£iitE\ T , TS5 Pod Z[BIB{E{EHK IP fUSEE. AaT520A
FMEk RS CIDR &,

Calico B—Ff=EMX AR , ARRRHPL MM ER,

S

RRAS- R

VthA

N#F Cluster CIDR , IR BOAFM B, SRHQIE R AR 0ERSN M,
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RS Kubernetes Z£#Y°4 ClusterIP f] Service {E K IP #lSEEE ., A~ 52k
CIDR INFMSCEES.
Flannel

Flannel NERHATB B SRR FMEE | ERRT RENLAZN RSB ERME—
FIEETA 1P 3tk Pod FMIRIEERIANAEFT R , BT R _EM Pod ADECAXT R
RIERARER IP 3tk IEATURFTASFEIBEHRER , THES P A,

28 iEA

ERHEN A Pod FRAMK IP MHBTE. XIFRELTIRAME TE
AN R A AL Pod IERK IP $KE,

Clust
mﬁ:r S TAAE L REE B AT AT B, FE7ER
METFERER.
BT . AR  EENARTEY | EAIEAIRE.
Kubernetes 2844 ClusterlP ) Service ) IP #HSoE, A5
% CIDR
ARTREEER.
Custom

IRFBERARHAMR A , 1 BEX 53\, KHAIEMTNGE , ETAF e kMg A
.

¥ UiBA
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Cluster
o SR BN Pod {FHBK IP L.
Kubernetes Z&RU 54 ClusterIP [ Service {E K IP #iHEE. A~0f5
k% CIDR o
B TRUEES,
TRIXE
8 15t 8H

SRR ARIRIHE RN GO R & LR,

=z,
TE

ZhS

LR o %42 Kube-OVN ZRAFMIK Underlay {E4iEE , DIIEE MK LR , X
PR A B AR I ZRIA R
- FAENRBIZ TR eth. [en. |wl. fwr. IM-RIREFH(TIE, BEHRE
i BRI E | ESE N EE L 62 W REME RSB ER |
WIRFABEMSEMRRE.

AERERT R IPRENLENFE LR T RER.

EE EFRENEEANT RERE , IRERT AT RIEN A E—,

TR AT R 26F , BNERTREZFNTRES. WL TARNT RS0
IS B,


http://localhost:4173/container_platform/zh/observability/monitor/how_to/special_network_card_name.html
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X FF Prometheus #1 VictoriaMetrics,
1&#% VictoriaMetrics E0 IR 2A 4R | FECE FPF LR !
- BB VictoriaMetrics : H3Z FTEM<AE M , BFEF VMStorage, VMAlert,

VMAgent &,
et
Sl
- ZfZE VictoriaMetrics Agent : {VZ3E HEXEH 4 VMAgent, {F AL AT
B, FEXKTFAT O IEZERHAMERE A VictoriaMetrics S , SR
WIEARSS .
WA BRI AMNT R, FEEAFEEN BT E T [ s
i
TR
FE R ImE MR , BINIMAEERTE TR, EHAERING |, T8N
At ISR ERTIET REE .
RN RS
2% UiBA
HIFET A - TARIE]T kube-apiserver, kube-scheduler, kube-controller
manager, etcd, BMELENTFEEIRAN. BR AFEENA 5, 176
T R AT E T R E .
eSil

THTR : TR ERTEITHLS Pod,

IPv4
iiﬂ\iljt TR IPva stitik, ARIESAZERHEET QK LA 1P,
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Hohtb

A
E

BIR%
2

SSH
JEZ; S
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i
R
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SRS IPv4/IPV6 SUARBS B , T mafl) IPV6 ik,

0% R ) SR A AR, RAAFERIS TR T SRS
R, VARRLLS AR Pod BT K.

TR BRATR.

1833 SSH RS-0 m B A ZE 4 1P tudik,

INRATET ssh <%0 IPva it BRHR , NISHETNIE ; BN
TIHE T RERM IP S NAT SR 1P, R global SEFRAUEREBT IP
EETR.

WA RERARMSROAHR, MEEAREABMERNT (WNERHE , 7K
FRER)

Kube-OVN Underlay : 75 NIC > £ £f NIC

Kube-OVN Overlay : 5 NIC > &2 NIC > ¥ S BHAK X/ NIC

Calico : &3 NIC > TR EVAKE XTI NIC

Flannel : £2f NIC > 7 R ZRAM XS VE) NIC
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IR  AIEEHNASHFFEMNERE ; (A Underlay FRISEE
AN R B RT A.

WEREEARIRNINEMNL . FAEERFEMNERZIA NIC , A RMACE™T A
NIC,

SSH lkF¥sHS , Bzl 22 .

SSH A% , FhEF root RREAF , Hla0 root

T REIAHEYIRT R SSH igH. %4 global HHITIXEKIET SSH 1i[A]
FAMIT R (20 global RESWFEMALER—FM , WA IP A global &
BTUEERVIRKAM IP) B, ST RN RHBCERIEAXS . BERE
&, BT AIEVIE A E T R

EE : HETMNSEF SOCKSS I,

Vala)Ht  (CIRARSS-25t | 5030 192.168.1.1:1080
Bra neIERSSRHA A,

SERD © i AMRER AR5 2R D,

BRHEINT RAANEAREXNMINEER. ERasE


http://localhost:4173/container_platform/zh/configure/networking/functions/configure_subnet.html#kube-ovn_underlay_bridge_network
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w - FIRALAE root ARKA 2 KXV SSH 2/,
WEA - FIRMLAA root KR FAEF K FLEAERD,

B RIXDAAER E TR R AERIT XA RNT R IIEIE,

REFE  ERET AR WESAT , TkE NEMIKE 177 RIS S HEE
7 W BRI SRR E SR,

TR MERERE IR ERIE.

T RS

gild

i

o [ROMABCESh , FRVGEEY BS% , RELETRESBERATA , BERARR/TEE
'

o HWAK Key SEA S Key BEE , BERINALLE.
BRIEDIR

1. R VRS BRIV REBEEXE., ERiCE TR RS

S WA

dockerExtraArgs , Docker IERSMICE SE , BB A
Docker &%k /etc/sysconfig/docker , ANEIWNEH ., HIBIT daemon.json ALE
Docker , ERENTERACE.

Kubelet %%
kubeletExtraArgs , Kubelet IZRSMNICE S%K.
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EE Y\ BRME K TR P ST , RGESBER—1E
IAH] Kubelet 2%k , #228 max-pods , {EA TR IP¥ , BT RESER
R{E—3 S ANE{ TR K Pod ¥, ZECEAEREER.

1£ Kubelet % X3BFIE max-pods: HmAAIE(T Pod % SEEXTEES
IOAE., AVHEEIEEE , BEVERZNAE (TR IP¥) S
256

Controller
controllerManagerExtraArgs , Controller Manager FRERSMNICE S,

Manager S%§

Scheduler &
£

schedulerExtraArgs , Scheduler BZMSMNICE S %K.

APIServer &
apiServerExtraArgs , APIServer fIZISMNICE S %K.

"

APIServer publicAlternativeNames , WEFHPAMA K APIServer ih[ajitutt, {NAJiH

URL 5 IP Zi54 , &K 253 7.

PR EREFREE , DUBEXNERIMCERFMT | (tFEaBAHs0V AR
ES 3 N

e PSELSW

4. R Bl , IR[EISEEFSIRTE , RECRSN BlE.

CUFEIEE S (S

EEMEUNE

FEERIRTE , TERCARERT IR, WTRER QI+ MR, JEERITHE.
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BRI
1. REERPRSANK/NER ERPITHE.
2. B HPITIHEINEES , I EFERNITHE (status.conditions)

=1

RN BEIFUN TR TP RBRSEERRN |, BRFEREENNER (#EEa3F)
BB ZERREM{SE (status.conditions.reason) .

REXTE

SRAETAR , AR E SRR R ERNERE.
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Menu

RATFEEHIFm

Hosted Control Plane (HCP) & —fE 2R ML EHEIEET | ¥t FHSITENT RN E.
BNEHNEH TR AR UIHTEEEIEENT , NMBDRIBEFE | MRERRI AR
Fk , FHIRFZERHRIEN Y R,

Note

K21 Hosted Control Plane fRIAIREHIS R ESR N FAARE , ATLA Hosted Control Plane FISC#4
IRFEVE RN ST RS L R 3EE 72 Hosted Control Plane 7,



https://docs.alauda.io/hosted-control-plane/zh/
https://docs.alauda.io/hosted-control-plane/zh/
https://docs.alauda.io/hosted-control-plane/zh/
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Menu ZARTUMEYE >

\ \
SR RALKY
£ FIF Kubernetes i A BARZ node-role.kubernetes.io/<role> RKATT RO ECA B
B, ATHRFE , FTOTRHERETR N B,

BOAMBAT , RREAIMMIEINT R 6 FET RMTETR , 2ARTASEH L
VESRERAINY AR TAERE,

FEERF

o WHIFHT RHAAEIRE node-role.kubernetes.io/control-plane ,

EE
1 Kubernetes v1.24 Z g , # Xt FARE node-role.kubernetes.io/master EAriCIzH
FHTR. ATHERS , X PMAREEE N AR AFEHI T 2B TR,

o THNREVNZEAERE  BRITMRMET R EATAET RN ECH AR node-

role.kubernetes.io/worker .,

[T XA A AL , RICATMET M R EE LB E XA BIRE , et —S K HRI
PARFRIKZNRESEL, Fian

o {RAJRARINMAEIRE node-role.kubernetes.io/infra , ¥ P EFEERN infra T , BT A&ASE
IR LR 4,

o {RATAVRINMABIRE node-role.kubernetes.io/log , ¥ RIEEAN log T A , TIIETAE

AT URANALEE infra TRMBEXART R , PR TERBIBEIXLET R L.

H=x
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EIEART LR LA Infra T
RN Infra 7 i,
HFR 10 AT REIRAR Infra £ RS
HIR 2 1 AT RRIFRNER
TR 3 1 WIEAREATS R
¥ Pod :F#4%! Infra i m
B T Rk
ENXBEXNAET RN —RER
HIR 1 FNEE B ERE
HIR 2 1 RIS R
1% 3 WIERCE
) RIREIRTHEASNT R
T2 1 : %N Log FabREE
HIR 2 1 AT RIRINER

PR 3 WUEAREMT5 R

FAEART AR E B EAIFE Infra TR

BOAMBEIRT , SR NEIEHFET KA TETR. MRS ELTET REE T TR
EiR A infra TR, FRFNAXLT RN A BARENT R,

EE
ATERE(CERTIEARTT LR, RIATRERATIFERER (BT Alauda Container

Platform EKS Provider Cluster Plugin B& K EKS FEEER) . E=AE LT REHAAT]
THRE ARG E P HIT,

A0 Infra o &y,

IR 1 AT R EIRAN Infra f3EARE
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kubectl label nodes 192.168.143.133 node-role.kubernetes.io/infra="" --overwrite
AT R 192.168.143.133 i~ 0 infra A RAFREZ : node-role.kubernetes.io/infra: "" , 3R

| S

A RVA infra T,

N

iq% 2 . ﬁ‘j—ﬂ TSy J\/ﬁ/’i‘i\j]u “\\

FBFIE R T AEREGAEER infra T, RIS M

kubectl taint nodes 192.168.143.133 node-role.kubernetes.io/infra=reserved:NoSchedule

ZAnS AT A 192.168.143.133 ¥0j5 A node-role.kubernetes.io/infra=reserved:NoSchedule |,
D ij'\ l\\\mr%j—ﬁgiﬂﬁéljﬁﬂ IVW\ O

% 5& 3: g‘AlIEjoKan/l.l_n\\

\

i

ENRERDHBT infra A EREMER

Name: 192.168.143.133

Roles: infra

Labels: node-role.kubernetes.io/infra=reserved

Taints: node-role.kubernetes.io/infra=reserved:NoSchedule

it 3R M 192.168.143.133 E#AECE A infra 1T s, , FFm B3R node-

role.kubernetes.io/infra=reserved:NoSchedule ,

¥ Pod 1752 Infra i m

RIFABRATE Pod FEE infra T , FEHTUUTECE :

o {#FH nodeSelector #E[A] infra fAIRE.
o FEEXNRAZTR.
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THEE—MECE MIZTTAE infra 17 /L) Deployment JRAI7EE,

apiVersion: apps/v1
kind: Pod
metadata:
name: infra-pod-demo
namespace: default

spec:

nodeSelector:

node-role.kubernetes.io/infra:
tolerations:
- effect: NoSchedule
key: node-role.kubernetes.io/infra
value: reserved

operator: Equal

nodeSelector #fj{F Pod (i EZH B HRE node-role.kubernetes.io/infra: "" P&, BAHC
B Pod 2755 node-role.kubernetes.io/infra=reserved:NoSchedule .

BT XA E |, Pod ¥HHAKEER] infra .
EE

181 OLM Operators g% Cluster Plugins &4 Pod ~N—E8E1TF#4% infra T m., EREETH
EURF4& Operator 8% Cluster Plugin HECLE .

BN T Rk

(%7 infra TR, ARATBECARR TAET mIERE> AN, FERS

ERAE A ez

AU A TE N RN EZ BENARRERMN TR , BEHETHEENAET A,

ENBEENAET RN—RDBHE

MAESBEE infra T7 =25,
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SR 1 B E XA AR

nmn

kubectl label nodes <node> node-role.kubernetes.io/<role>="" --overwrite

¥ <role> B ARIEERMBEKLFR , 20 monitoring, storage % log.

HIR 2 0 RIS F

kubectl taint nodes <node> node-role.kubernetes.io/<role>=<value>:NoSchedule

¥ <role> BB ENABLFR , <value> B AE E NHHEARST |, 20 reserved 3%
dedicated, Z{EAP]E , B AT XRAFIEMWE.

IR 3 WuFAcE

kubectl describe node <node>

ffgfR Labels # Taints FERRM T /REE XA EECE.

B RIEETRTHEAANT R

WMRFAERIRE L )RR AEAEFRNT R , ATRUR log 6. BIEKREMT.
IR 1 : 0 Log B E@R%

kubectl label nodes 192.168.143.133 node-role.kubernetes.io/log="" --overwrite

GHMEFTNOAT RETEE AT HEM X TIERE,

kubectl taint nodes 192.168.143.133 node-role.kubernetes.io/log=reserved:NoSchedule

Za R IEA B R T ERERAEERZT =,
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HIE 3 WIEARE IS =

Name: 192.168.143.133

Roles: log

Labels: node-role.kubernetes.io/log=reserved

Taints: node-role.kubernetes.io/log=reserved:NoSchedule

XRPTREFNECEN log TR, FHEHANKIRENTA.

BB ESRE | (RTBURIET STUAR A BRI Kubernetes 4 , 1 H THEMEIGE
M, AR AR BRI E AT T A L.
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= Menu ZARTUMEYE >

etcd &

AIERTE BN, THARFFIR{E ACP 4 etcd Encryption Manager , PASRIREE BN etcd %iE
MEBEEAR B shit ik,

TR IFAETE etcd FRBUBEIRE (20 secrets F configmaps) {FRARESEIANE , NMiRFHE
BT LM,

Bsx

H

TrRE
FABCE

S (S
ALE

R

5N, Cluster Plugin 3REXVEE R,

A -

EE
o YHIXFF:

e On-Premises £


http://localhost:4173/container_platform/zh/extend/cluster_plugin.html

etcd /%% - Alauda Container Platform
o DCS &7
o RHr:

e global cluster

TR

TG , 21 kube-system #p4ZTEEJEFE— etcd-encryption-manager F55%HI2% |, iXIEtH2S :

o THIFH eted BIRMERELA.

REBRIE 8 MEAASHFRIRFRS .
BB R LRINETE.

il kube-apiserver BIIERFTELA.
BEnIRBRIR , ERANERAENMELRIE.

XLRET T2 SR BHRIFIERE .

MIABCE

S (=]
&R secrets, configmaps
MEHEE  256-bit AES-GCM

ARG 168 /B (7 K)

eSS
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L& XX

/etc/kubernetes/encryption-provider.conf
/etc/kubernetes/encryption-provider-history.bak

/etc/kubernetes/encryption-provider-bak/

RERE
EATIA T 418 URTIHHORTS -

kubectl get EtcdEncryptionConfig default -o yaml

B

ot
LA
FREHER (ATRE)

TR MNEBCE RR A
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apiVersion: cluster.alauda.io/v1alphal
kind: EtcdEncryptionConfig
metadata:
name: default
spec:
resources:
- secrets
- configmaps
rotationInterval: 168h@m@s
type: aesgcm
status:
deployStatus:
192.168.100.1:
revision: 3
state: Success
192.168.100.2:
revision: 3
state: Success
192.168.100.3:
revision: 3
state: Success
migration:
completeTimestamp: "2025-05-27T05:47:012"
resources:
- secrets
- configmaps
revision: 3
state: Success

revision: 3



Menu

2,

SKHTERE

ARNEEMEFRAR NS NRHbIE

EHNHCEFEIE
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Menu ALY >

MNRNEIEMERARINSMT

Bk

RS
SRR
HIR

AL B F AT MR AE R B RN

A
%4 global EEFHER Platform Built-in JEMRES , TEREERIEE MR RKHIEGR
%, ZEMRAURET global ERFFFHRIAL , XS TEEE RN = AA).,

FERELBNT , THERBER T RITEERKIR global SRFAIEM MU —BIIN , 4
global I TRBEIESL , MIEREER T AEBUASEFI,

AFERF AN A S EOAE AR ECE — MM RIVRI AL | AR TR Bk e RERERB AR
5.

SR FAF

A AT, EHEFUTRSA

o — M IIERBERT R AT AVIRIE A
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o S TEM HIPHIE
o WANBHSSLIER

TR

H
=

o BB WS FEVIRHAEARR]

o WHIRIBA IPHIEREB RN ER AR global HEHNTHEEHITFE TR

\fr

I

fo & & MR ES A AR
L RS ANEREREHIE] global SRHGERIHITET &

2. BIZ— B ESHEEPBNTLSES !

kubectl create secret tls registry-address.tls --cert=<certificate-filename> --key=
<key-filename> -n kube-system

B

kubectl create secret tls registry-address.tls --cert=custom.crt --key=custom.key -n
kube-system

TE  QIBIFPSE |, 4% global (23 kube-system 754 55|8)7 registry-address.tls Z4f
RZEIFARHA. EEREEIZ AT , EEHIED.

3. 1£ global SEEFHMEESEHIFET R EGZEANAMN
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REGISTRY_DOMAIN_NAME=<www.registry.com> # Ei AEn]jlaliig &
cat << EOF | kubectl create -f -
apiVersion: networking.k8s.io/v1
kind: Ingress
metadata:
annotations:
nginx.ingress.kubernetes.io/backend-protocol: HTTPS
name: registry-address
namespace: kube-system
labels:
service_name: registry
spec:
rules:
- host: $REGISTRY_DOMAIN_NAME
http:
paths:
- backend:
service:
name: registry
port:
number: 443
path: /v2/
pathType: ImplementationSpecific
- backend:
service:
name: registry
port:
number: 443
path: /v2/_catalog
pathType: ImplementationSpecific
- backend:
service:
name: registry
port:
number: 443
path: /v2/.+/tags/list
pathType: ImplementationSpecific
- backend:
service:
name: registry
port:
number: 443
path: /v2/.+/manifests/[A-Za-z0-9_+.-:]+
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pathType: ImplementationSpecific
- backend:
service:
name: registry
port:
number: 443
path: /v2/.+/blobls/[A-Za-z0-9-:]+
pathType: ImplementationSpecific
- backend:
service:
name: registry
port:
number: 443
path: /v2/.+/blobls/uploads/[A-Za-z0-9-:]+
pathType: ImplementationSpecific
- backend:
service:
name: registry
port:
number: 443
path: /auth/token
pathType: ImplementationSpecific
tls:
- secretName: registry-address.tls
hosts:
- $REGISTRY_DOMAIN_NAME
EOF

RERIE ZEUT ... created FRARAHBEERIN.

4. B R BFEEMRRS RIR :

kubectl -n kube-system get svc | grep registry

WRABFAFE  FEANTRSCETE
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cat << EOF | kubectl create -f -
apiVersion: v1
kind: Service
metadata:
labels:
name: registry
service_name: registry
name: registry

namespace: kube-system

spec:
ports:

- protocol: TCP
port: 443
targetPort: 60080

selector:

component: registry
type: ClusterIP
EOF

5. {8 g4 WEMERAER G LUNAECE

crictl pull <registry-domain-name>/automation/qaimages:helloworld

e

docker pull <registry-domain-name>/automation/qaimages:helloworld
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1R
PRIE e R
Docker 1 Containerd f[X 5
FHa4
ARAEER
REMSHLER
CNI R bLA

i

#3121THS 2 Kubernetes IR OAH |, AR BIRGRBA B 23 MAEG R,

I

BRI FEERERAN |, & PL%FE Containerd 8% Docker fE ARz TRIZA 4,

JEE : Kubernetes hfiAs 1.24 B P\ EARBE /A X3F Docker 1217, B AHFEHKIEITHZE
Containerd, 2NRZNFEER Docker iz1THS , NIFESIE SIS WM E ScfEThBEFF <+ B
cri-docker , A BEIEFE Docker fENETRIEAM., B R(FEHATEETF RENVFEAEE |, E5 TRk
FRECE.

PRIRGEIF TSR


http://localhost:4173/container_platform/zh/configure/feature_toggles.html#feature_toggles
http://localhost:4173/container_platform/zh/configure/feature_toggles.html#feature_toggles

1¥EF¥ Containerd

B NFEsE

5 40 AR A
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THFER DT RRIR
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1%EF¢ Docker

% 5 docker-in-docker

AFET S _E{ER docker build/push/save/load

AT LA Docker API

¥ #F Docker Compose B% Docker Swarm

Docker #1 Containerd (KX 5

% R

Containerd

crictl ps
crictl inspect
crictl logs
crictl exec
crictl attach
crictl stats
crictl create
crictl start
crictl stop
crictl rm
crictl images

crictl pull

Docker
docker ps
docker inspect
docker logs
docker exec
docker attach
docker stats
docker create
docker start
docker stop
docker rm
docker images

docker pull

TR
BHRIETEEITHNE
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ERBPHITHS
LpIEIEAES
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Containerd Docker R
None docker push HEIX G5 1%
crictl rmi docker rmi il[ERERES
crictl pods None AE Pod ¥k
crictl inspectp None EE Pod ¥R
crictl runp None Ja3) Pod
crictl stopp docker images BEHER
ctr images Is None {Z1F Pod
crictl stopp docker load/save = S A/SHHE
ctr images import/export None 51k Pod
ctr images pull/push docker pull/push FEUHEIE S
ctr images tag docker tag pCEER

A =S

o Docker 1E4 Kubernetes Rz51z{TR BT RBXE :

kubelet > cri-dockerd > dockerd > containerd > runC
o Containerd £k Kubernetes Bz 12T B TR XA :
kubelet > cri #5#F (7 containerd F#F£9) > containerd > runC

Rk BmR dockerd RN T & E&RE. docker build 1 Docker API Z£3h8E |, {BE8EL S| bug ,
B#i“hl]iﬂﬁﬁ’ﬁ%ﬂiﬂﬂq—/\&%%o Containerd B EanVARE , FAOMRAH | FRIOFEEM
FHIEFERDHT R TIR.

/L;\iFn %%ey I;ttbt
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Docker

}

W Docker YEA Kubernetes R2521TH , &
73 H7&H Docker fF&7E
/var/lib/docker/containers/$CONTAINERID %5

B9 . Kubelet 7£ /var/log/pods FM
/var/log/containers FFEIZIEEZE KT A
2 BSOS iR,

iy

£ Docker BLEHFHIERE
"log-driver": "json-file",
"log-opts": {"max-size": "100m", "max-file":

|l5ll}

B IR E "data-root” (EMAE
/var/lib/docker ) ,

CNI P25 LA

Containerd

¥4 Containerd ¥E24 Kubernetes
Rez{Th , F2RHEA Kubelet
FFETE
/var/log/pods/$CONTAINER_NAME H
sk, F1E /var/log/containers
B x4y am B S RES
iR,

777% 1 : 7E kubelet Z¥HTEE :
--container-log-max-files=5
--container-log-max-size="100Mi"
J/% 2 1£ KubeletConfiguration
PIERE :

"containerLogMaxSize": "100Mi",

"containerLogMaxFiles": 5,

BFEFTS4EH /var/log/pods F§
RS HER R THE R,
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cri-dockerd

cri-dockerd #¥{ --cni-conf-dir

--cni-bin-dir
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Docker

--cni-cache-dir

Containerd

IN'E1E Containerd i cri #4 (F£
containerd 1.1 Z &)

Containerd Bt E X4 (toml)
[plugins.cri.cni]
bin_dir = "/opt/cni/bin"

conf_dir = "/etc/cni/net.d"
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Updating Public Repository Credentials

Bk

Overview

Procedure

Overview

Public Repository E— M EAIRMEHNATEALTEXMIARKEGRCERS . UEBFEERER
Public Repository {EN4EZRCER , EEEHNEM public-registry-credential Cloud
Credentials, XHER] ARGERTEA BRI A6 EREGER .

Procedure

1. &% Customer Portal , 3\ _fa User Information TH; 387K Enterprise
Management 4> FE LB AESC .

2. 7£ Administrator 1% & Z M S s~ , 3t Clusters > Cloud Credential,

3. FkEIZ A public-registry-credential HI=EUE , mEA M TSR EF ) Update,

4. #£ Upload Public Repository Address (%) , _E{£# M Customer Portal FEHITAIESL
1.

5. & Update DA FASE &,
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